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Abstract
The advent of quantum computing necessitates the transition from conventional encryption sys-
tems to quantum-resistant alternatives. Quantum key distribution (QKD) represents one such
approach. Nevertheless, fibre-based QKD is constrained by severe limitations in transmission
distance. A promising solution is satellite-based QKD, wherein a satellite establishes secure com-
munication with a ground station. However, daylight presents a considerable challenge for QKD
devices, which are highly sensitive to ambient light. Implementing satellite-based QKD in Arctic
regions is particularly compelling due to their distinctive annual cycle and prolonged periods of
darkness; yet, this possibility has received limited attention in the existing literature. This study
assessed the feasibility of satellite-based QKD in regions above the Arctic Circle by simulating a
satellite QKD link to three ground stations located in Finnish Lapland: Rovaniemi, Sodankylä, and
Utsjoki. The simulation tool comprised MATLAB code for modelling the quantum link, satellite
orbital data generated using the Python Skyfield library, and local weather data collected for the
year 2024, including cloud cover, rain, snow, ice crystals, and fog. Our findings suggest that while
the polar night provides favourable conditions for wintertime quantum communication, con-
tinuous daylight during summer and high cloud-cover probabilities may lead to extended service
interruptions, severely limiting the achievable secret key material. Optimizing satellite overpass
timing substantially reduces outage periods caused by background light; however, this optimiza-
tion becomes ineffective during summer months due to the persistently high ambient light levels.
These constraints underscore the need for robust key-storage mechanisms and careful evaluation
of potential use cases. It is recommended that advanced filtering techniques be investigated as a
potential means to mitigate summer outage periods caused by excessive ambient light.

1. Introduction

Modern society is profoundly dependent on telecommunications. In numerous contexts, it is essential
that communication remains confidential between the sender and the recipient. A common example
involves sensitive information pertaining to banking or healthcare, which should be accessible solely
to the customer and the corresponding institution. At present, the confidentiality of such exchanges is
maintained through efficient symmetric encryption schemes. A fundamental challenge, however, lies
in the secure distribution of the encryption key from sender to recipient. Traditionally, this has been
addressed through public-key encryption, which provides an effective and scalable mechanism for key
exchange. Yet, with the emergence of quantum computing in the 21st century, these cryptographic meth-
ods have come under significant scrutiny. Peter Shor’s algorithm, introduced in the 1990s, demonstrates
the capability to compromise public-key cryptographic schemes when executed on a sufficiently power-
ful quantum computer [1]. Consequently, both the European Commission and the National Institute of
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Standards and Technology (NIST) advocate for a transition to post-quantum cryptography (PQC), which
is based on mathematical problems that, according to current knowledge, remain intractable even for
quantum computers [2, 3].

An alternative approach to encryption key delivery is quantum key distribution (QKD), the most
widely recognized protocol of which was introduced in 1984 [4]. In contrast to computational crypto-
graphy, QKD is grounded in the no-cloning theorem of quantum mechanics and exploits Heisenberg’s
uncertainty principle to guarantee the secrecy of the distributed key. Crucially, QKD facilitates key
exchange without reliance on computational hardness assumptions, a property unattainable by classical
cryptographic algorithms. Consequently, an encryption key delivered via QKD remains secure irrespect-
ive of future advancements in algorithms or computing technologies.

One of the principal challenges in QKD is scalability, which arises directly from the physical prin-
ciples underpinning the protocol’s security. Due to the inherently weak nature of quantum signals,
the communication distance achievable through optical fibre is typically restricted to a few hundred
kilometres [5–7], even though the distance can be extended with so-called twin-field QKD [8]. Another
promising alternative for extending these distances is satellite-based QKD, where communication occurs
via free-space links rather than fibre. This concept has already been validated experimentally [9], and the
European Space Agency (ESA) is scheduled to launch a satellite designed for QKD operations in 2026
[10]. The effectiveness of satellite-based communication can be attributed to the near-vacuum conditions
of space, which allow signals to propagate with substantially lower attenuation compared to terrestrial
media or optical fibre. While signal degradation does occur upon entering the atmosphere due to scat-
tering by atmospheric particles and potential turbulence, this segment constitutes only a relatively short
portion of the overall transmission path.

Satellite-based QKD can be implemented through several configurations. The primary distinction lies
between uplink and downlink modes: in an uplink configuration, the ground station serves as the trans-
mitter while the satellite functions as the receiver; conversely, in a downlink configuration, the satellite
acts as the transmitter and the ground station as the receiver. Downlink is generally considered more
efficient, as the signal traverses most of its path through vacuum and encounters atmospheric disturb-
ances only near the end of its trajectory. This reduces the cumulative effects of atmospheric disturbances,
such as turbulence, before the signal reaches the transceiver [11].

Another distinction exists between prepare-and-measure (PM) and entanglement-based (EB) pro-
tocols. PM protocols involve a single sender, a single receiver, and one quantum link through which
photons are transmitted. In contrast, EB protocols employ a satellite that simultaneously distributes
entangled photon pairs to two ground stations, enabling the formation of a shared secret key by exploit-
ing quantum entanglement. However, EB protocols require both ground stations to be simultaneously
visible to the satellite, which imposes additional constraints. In this study, we focus on the downlink
decoy-state BB84 protocol, which falls within the PM category. This choice is motivated by prior work
showing that decoy-state BB84 is among the most efficient protocols for satellite-based QKD [11] and
is widely used both in satellite-QKD simulations [12–16] and in real-world demonstrations [9]. Further
details on BB84, its decoy-state variant, and optimal parameter selection can be found in sources such as
[4, 17–20].

1.1. Scope of the paper
The potential and challenges of satellite-based QKD have been examined in numerous studies [9, 11, 12,
21–23]. Nevertheless, one aspect that remains largely unexplored in the existing literature is the applic-
ability of satellite-based QKD in Arctic regions, including areas at or beyond the Arctic Circle. High-
latitude environments introduce unique considerations for QKD, stemming from pronounced seasonal
variations in daylight and constraints imposed by satellite orbital dynamics. At the same time, the stra-
tegic importance of northern regions is considerable. Owing to these distinctive characteristics, Finnish
Lapland represents an especially compelling area for investigating satellite-based QKD. This paper seeks
to address this research gap by evaluating the feasibility of QKD in Arctic conditions. As a case study,
we analyse three locations in Finnish Lapland—Rovaniemi, Sodankylä, and Utsjoki—and assess QKD
link performance under two satellite orbital configurations. The primary contribution of this work is to
extend the existing body of satellite-QKD simulation studies by focusing on northern locations.

The free-space BB84 link is modelled using an approach adapted from [12]; however, we improve
the statistical robustness by incorporating finite-size effects into the key rate calculation and account-
ing for weather phenomena, including cloud cover, precipitation, and fog. Since clouds are pervasive
across many regions of the Earth, simulations based solely on clear-sky conditions fail to provide a real-
istic assessment of link performance. By integrating weather data, our analysis offers a more accurate
estimation of daily achievable key rates for the selected locations.
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The structure of this paper is as follows: section 2 presents the methodology, outlining the specific
characteristics and challenges associated with implementing QKD in northern regions, along with a
description of the simulation software and data employed. Section 3 reports the simulation outcomes.
Section 4 interprets these findings and examines potential limitations of the proposed methodology.
Finally, section 5 summarizes the key insights and concludes the paper.

2. Methodology

Our methodology is founded on simulations of the downlink decoy-state BB84 protocol carried out in
MATLAB. The primary key rate formula for a downlink two-decoy-state BB84 protocol over a free-space
link was adapted from [12]. This link model was integrated with satellite orbital data generated using the
Skyfield library [24]. The two-line element set (TLE) data, which defines the satellite’s orbit and posi-
tion at any given time, was processed by a Python program utilizing Skyfield to produce a file containing
satellite positions relative to a selected ground station for the specified time intervals. This file was sub-
sequently used in the MATLAB program to simulate the QKD link. Furthermore, to account for back-
ground light, the simulation calculated the relative position of the Sun and incorporated the correspond-
ing background radiation into the link characteristics.

Our MATLAB-based simulation tool takes as input the geographical coordinates of the ground sta-
tion, the simulated time period, and the Python-generated files that provide the satellite’s position relat-
ive to the ground station at a discrete set of time instants. The program simulates downlink decoy-state
BB84 communication between the satellite and the ground station and computes the achievable secret
key lengths for all satellite passes during which the satellite is visible to the ground station, defined in
this study as at least 7 degrees above the horizon.

Sections 2.1–2.6.2 provide detailed explanations regarding the locations of the simulated ground sta-
tions, the simulated satellite orbits, the modelling of the communication link, and the use of weather
data.

2.1. Ground station locations
In this study, we simulated three ground station locations across Finnish Lapland: (1) Rovaniemi,
Apukka (66.56◦ N, 25.84◦ E); (2) Sodankylä, Tähtelä (67.37◦ N, 26.63◦ E); and (3) Utsjoki, Kevo
(69.76◦ N, 27.01◦ E). Rovaniemi, Sodankylä, and Utsjoki are municipalities where the simulated ground
stations are located, while Apukka, Tähtelä, and Kevo denote the specific observation sites used. These
municipalities were selected to illustrate the impact of increasing latitude on ground station perform-
ance. The southernmost site, Rovaniemi, lies precisely on the Arctic Circle, whereas the northernmost
site, Utsjoki, experiences more pronounced effects of polar night and polar day. The exact ground sta-
tion locations were chosen from the list of Finnish Meteorological Institute (FMI) observatory sites
provided in [25]. The positions of the ground stations in Finnish Lapland are depicted in figure 1.

2.2. Satellite orbits
Satellite orbits can be categorized into several types. A satellite in Geostationary Earth orbit (GEO)
remains positioned above the equator, moving at the same rotational speed as Earth and thus appear-
ing stationary relative to a point on the Earth’s surface. Some initiatives aim to deploy GEO satellites for
QKD [27]. However, the applicability of GEO satellites in polar regions is limited, as they remain above
the equator and can only observe high-latitude areas at steep angles, if at all. From a QKD perspective,
the most widely suggested option is the deployment of satellites in low Earth orbit (LEO) [9, 11–13, 28].
LEO satellites operate at altitudes of up to 2000 km and travel at approximately 7.8 km per second, com-
pleting an orbit around Earth in roughly 90min. When the orbital inclination, defined as the tilt relative
to the equator, is high and the satellite crosses the Earth’s poles at an angle of up to 10◦, the orbit is
classified as a polar orbit [29].

The primary limitation of polar-orbiting satellites is their short visibility window. Due to their high
orbital velocity, a satellite remains visible from a ground station only for a brief period during each pass,
and only a fraction of that time occurs at optimal elevation angles. In practical terms, a satellite is con-
sidered visible when it reaches a sufficiently high elevation above the horizon, provided the ground sta-
tion has an unobstructed line of sight. If the satellite is too close to the horizon, physical obstructions
such as trees or buildings may impede successful communication. The duration of visibility depends
on the satellite’s trajectory over the ground station; however, for LEO satellites, this period is gener-
ally limited to a few minutes [11]. In this study, visibility is defined as an elevation angle of 7◦ above
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Figure 1. Simulated ground station locations in Finnish Lapland. Base map: OpenStreetMap [26]; annotations and labels added
by the authors. Reproduced from [26]. CC BY 2.0. www.openstreetmap.org/copyright.

the horizon. However, as demonstrated in section 3, this threshold may not always suffice to generate a
usable amount of key material.

2.2.1. The satellite orbits utilized in this study
The TLE format is a standardized representation of a satellite’s orbital parameters, enabling the calcula-
tion of its position relative to a ground station at any given time. A TLE contains basic satellite identi-
fication information along with key orbital elements required for trajectory computation, such as mean
motion, inclination, and eccentricity [30]. Using any suitable tool, the satellite’s position at a specific
time can be determined, provided its TLE data is available. In this study, satellite orbit data was gener-
ated by supplying the appropriate TLE parameters to the Python-based Skyfield library [24], which pro-
duced a dataset including elevation angles and distances as observed from a designated ground station.

The satellite orbits used in this work were those of the Suomi100 satellite and a slightly modi-
fied version of Suomi100, which we refer to as QKDLapland in this study. The Suomi100 satellite is
a Sun-synchronous polar orbit satellite, launched in 2018 [31]. This satellite trajectory was chosen
for this study because it is ideal for communication with ground stations located in Finland, as its
orbit goes above Finland several times a day. TLE data for the Suomi100 satellite was retrieved from
space-track.org [32].

Although the Suomi100 satellite passes over Finland multiple times per day, it poses a significant
limitation for QKD: the most favourable passes, defined as those where the satellite reaches its highest
elevation angles relative to Finnish ground stations, occur predominantly during daylight hours. The
satellite’s Sun-synchronous orbit maintains a relatively stable schedule for these optimal passes, with only
minor day-to-day variations. From a QKD perspective, daylight passes are largely ineffective due to the
adverse impact of background light on achievable key rates, as noted in, e.g. [11]. To examine the influ-
ence of satellite overpass timing, we modified the TLE data of Suomi100 to simulate an orbital config-
uration in which the most favourable passes occur during night-time or twilight conditions. This adjust-
ment was implemented by altering the epoch parameter within the TLE lines. In this study, we refer to
this simulated satellite as QKDLapland. QKDLapland is an entirely hypothetical satellite created solely
for the purposes of this work to illustrate the significance of satellite pass timing in polar regions. While
the optimal overpasses of the Suomi100 satellite occurred primarily between 07:00 and 20:00, those of
QKDLapland were concentrated between 19:00 and 08:00, encompassing the darkest period of the day.

2.3. Link parameters
In this section, we present an overview of the modelling approach for the free-space link between the
satellite and the ground station, as well as the method used to calculate the length of the generated
secret key. The rate at which a secret key can be extracted from the quantum communication channel
depends on two factors: (i) the pulse transmission frequency and (ii) the number of secret bits generated
per transmitted pulse. The Secret Key Rate (SKR) characterizes factor (ii), with 0⩽ SKR⩽ 1. In practice,
SKR is influenced by the characteristics of the free-space link, namely the losses and errors introduced by
atmospheric conditions. The SKR formula employed in this work is adapted from the decoy-state BB84
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Table 1. The parameters employed in this study for determining the length of the secret key generated over the free-space channel.

Parameter Explanation Value in this work

µ Expected photon number, signal 0.5

v Expected photon number, decoy 0.1

q Basis sifting factor 0.5

λ Wavelength of the signal 850 nm

fpulse Pulse frequency 100MHz

fdark Dark count rate 50Hz

∆t Detection time window 1 ns

w0 Initial beam width 4.5 cm (0.045m)

ΩFOV Receiver field of view 5.383× 10−8 sr

Rrec Receiver radius 0.4m and 0.6m

∆λ Filter bandwidth 0.3 nm

ηatm0 Zenith atmospheric transmittance 0.79

ηatm(θze) Atmospheric transmittance η
(1/cos(θze))
atm0

ηfs(L) Receiver collection efficiency at range L 1− e
− 2R2rec

w(L)2

w(L) Beam radius at range L w0

√
1+( Lλ

πw2
0
)2

ηrec Receiver efficiency 0.5

ηtr Transmitter efficiency 0.5

ηpoint Pointing efficiency 0.5

ηtot Total transmittance through free-space link ηatmηfsηrecηtrηpoint
Nµ

Nµ+Nv
Fraction of signal photons 0.5

f(Eµ) Error correction efficiency 1.22

ϵsec Security parameter 10−10(≈2−33) and 2−128

ϵcor Correctness parameter same as ϵsec
Qµ Detection probability for intensity µ Equation (7)

Eµ QBER for intensity µ Equation (8)

QL
1 Lower bound for single-photon gain Equation (10)

eU1 Upper bound for single-photon error Equation (11)

H2(x) Binary entropy function −x log2(x)− (1− x) log2(1− x)
Nµ

Nµ+Nv
fraction of signal pulses 0.5

n Number of detected signal pulses Qµ × q× x× Nµ

Nµ+Nv

k Number of detected decoy pulses Qµ × q× x× 1− Nµ

Nµ+Nv

x Number of pulses during overpass fpulse × visibility time

free-space link model presented in [12]; however, to account for finite-size effects, minor modifications
have been introduced, which are briefly described. The parameters used in this model and in the calcula-
tion of the secret key length for this study are summarized in table 1.

Parameters were selected to represent a high-performance yet technologically feasible link, enabling
estimation of the upper bound on achievable SKRs. Among these, the operating wavelength plays a
central role. We adopt λ= 850 nm, as this wavelength experiences favourable atmospheric transmission,
offers reduced beam divergence compared to longer wavelengths, and aligns well with the peak detection
efficiency of silicon-based single-photon avalanche photodiodes (SPADs) [11, 33]. Furthermore, 850 nm
has been employed in previous free-space QKD studies [34, 35], making it a practical and established
choice for satellite-based QKD simulations.

The initial beam width w0 is chosen as a trade-off between optimal performance and a realistic size
for a satellite. A larger beam waist can help mitigate diffraction losses [9], but in practice the initial
beam width is limited by the transmitter aperture and the physical constraints of the satellite. Using the
formulas provided in [11, 36], we calculate that the maximum beam waist is approximately 4.5 cm for a
10 cm transmitter aperture. In this work, we adopt w0 = 4.5 cm as a realistic value for a small satellite.

Zenith atmospheric transmittance at 850 nm refers to the transmittance along a vertical (zenith)
path through the atmosphere from a source at zenith, accounting for attenuation due to atmospheric
particles. In our analysis, this quantity is set to 0.79, consistent with the value reported for 850 nm in
[37]. In combination with the satellite’s zenith angle, it determines the atmospheric transmittance along
the optical propagation path through the atmosphere.

In this work, we adopt a ground-receiver radius Rrec of 40 cm, which is relatively large but still feas-
ible in practice; [38] demonstrates a functioning QKD receiver with an 80 cm diameter. To obtain a
clearer picture of how the receiver size affects performance, we also run comparable simulations with
a 60 cm aperture radius. These results are discussed in more detail in section 3.4. The remaining link
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parameters (fpulse, ηrec, ηtr, ηpoint, ∆t, ∆λ, ΩFOV) are selected to be close to values commonly used in
prior satellite-based QKD studies, e.g. [12, 15, 39].

Although [12] served as the primary reference for our parameter choices, certain adjustments—
specifically a stricter spectral filter bandwidth ∆λ and a larger receiver radius Rrec—were necessary.
Using the looser parameters from earlier work would have prevented any performance gains during
less-optimal twilight passes. Therefore, our parameters correspond to an optimized, high-performance
ground receiver, while remaining consistent with commonly adopted values in the literature. This allows
us to estimate the upper bound of the achievable SKR under realistic conditions.

2.4. SKR formula
In [12], the SKR is given by

R⩾ q
Nµ

Nµ +Nv

[
−Qµf(Eµ)H2 (Eµ)+QL

1

(
1−H2

(
eU1
))]

. (1)

This SKR formula assumes an infinite number of signals, a condition that can only be asymptotic-
ally approached in practical implementations. In reality, the exchanged keys are of finite length, which
necessitates accounting for statistical fluctuations arising from limited sample sizes. Security assessment
of a QKD protocol relies on statistical analysis of quantum particle behaviour; therefore, these fluctu-
ations directly impact the assurance of key security. This phenomenon is known as the finite-size effect.
In this study, we incorporate the finite-size effect into our SKR formula by integrating the correction
term proposed in [40]. This term compensates for statistical uncertainty by subtracting a number of bits,
thereby compressing the entropy of the key into a smaller space and enhancing the security of the final
secret key. The correction depends on the key length and the number of bits used for error-rate estima-
tion, which serves as a proxy for the error rate across the entire raw key. In the original work [40], this
correction parameter is denoted by µ; however, to avoid confusion with other variables, we denote this
finite-size penalty term as ξfinite in this study. Following [40], ξfinite is given by

ξfinite =

√
n+ k

nk

k+ 1

k
ln

2

ϵsec
(2)

where n, k and ϵsec refer to the block size, error rate estimation subset size and security parameter,
respectively (values for this work provided in table 1). To accurately account for the finite-size effect,
upon receiving the simulation output for a single satellite overpass, we computed the total number of
detection events and errors occurring during the overpass and applied equation (3) to determine the
number of extractable secure bits, given the chosen security parameter. Since all decoy-state signals were
used for parameter estimation, n (k) in equation (2) was calculated as the expected number of signal
(decoy) pulses that resulted in a detection event at the ground station.

The integration of ξfinite into the SKR formula presented in [12] was carried out by the authors of
this study. By combining these two formulas, the length of the secret key generated over the free-space
link during a single satellite overpass is given by:

l⩾ q× x× Nµ

Nµ +Nv

[
−Qµf(Eµ)H2 (Eµ)+QL

1

(
1−H2

(
eU1 + ξfinite

))]
− log

(
2

ϵ2secϵcor

)
(3)

where all parameter definitions are provided in table 1 and section 2.5.
To calculate the total number of secret bits achieved during a given day, we first computed the secret

bits obtained from a single satellite overpass, incorporating finite-size effects as described above, and
then summed the bit gains across all overpasses for that day. In this approach, the security parameter
was fixed for all satellite passes, while the total secret-bit count consisted of multiple blocks of varying
lengths. Some overpasses yielded negative key rates; however, this negativity is purely theoretical, as the
key rate cannot be less than zero in practice. Negative key rates occur when post-processing requires
truncating the generated key material to such an extent that it consumes all produced secret bits. In
these cases, we assigned zero secret bits to the total sum.

2.5. Background light
Daylight varies over a 24 h period due to Earth’s rotation, which alternately exposes each location to the
Sun or turns it away. Seasonal changes in illumination arise from Earth’s axial tilt, approximately 23.5◦,
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combined with its orbit around the Sun. This leads to strong seasonal contrasts at high latitudes: regions
tilted away from the Sun experience polar night in winter, while those tilted toward the Sun undergo
continuous daylight in summer. In contrast, areas near the equator show only minor seasonal variation
in daylight.

Background light poses a significant challenge for QKD because quantum signals are encoded in
photons, which are themselves light. Photon detectors used in QKD systems are highly sensitive and
cannot inherently distinguish between a signal photon originating from the sender and a photon from
background illumination [11]. This results in increased background noise and reduced key generation
efficiency.

In this work, the background noise contribution is modelled as

N=Hb ×ΩFOV ×πR2
rec ×∆λ×∆t (4)

where Hb denotes the background spectral radiance (Wm−2 sr−1µm−1), ΩFOV is the receiver field of
view, Rrec is the receiver-aperture radius, ∆λ is the optical bandwidth, and ∆t is the detector time win-
dow. Hb is modelled as a constant value 10−4 for Sun-altitude angles ⩽−18◦, corresponding to astro-
nomical night, following the methodology of [12]. During twilight, when the Sun is between −18◦ and
−10◦ relative to the horizon, Hb is smoothly increased from 10−4 to 10−3 according to

Hb = 10−4 · 10(alt+18)/8 (5)

where alt denotes the altitude of the Sun in degrees (negative when the Sun is below the horizon). This
provides a simplified yet conservative sky-brightness model, avoiding overly optimistic performance
estimates. Contributions from moonlight were neglected to maintain consistency with the referenced
methodology and to avoid introducing additional model complexity unrelated to the primary focus of
this work.

The effect of background radiation is incorporated into the key-rate model of section 2.4 as

Y0 = ηrec
N

hc/λ
+ 4∆fdark∆t (6)

where h is Planck’s constant, c is the speed of light, and the other variables are given in table 1;

Qµ = Y0 + 1− e−ηtotµ (7)

Eµ =
e0Y0 + edet (1− e−ηtotµ)

Y0 + 1− e−ηtotµ
(8)

YL
1 =

µ

µv− v2

(
Qve

v −Qµe
µ v2

µ2
− µ2 − v2

µ2
Y0

)
(9)

QL
1 = µe−µYL

1 (10)

eU1 =
EvQvev − e0Y0

YL
1v

. (11)

Because the background-radiation model determines the background rate Y0, increases in Hb dir-
ectly raise Y0. This elevated dark-count level then propagates through the key-rate model: it increases
the overall gain Qµ and raises the quantum-bit error rate Eµ, thereby amplifying the amount of leaked
error-correction information H2(Eµ). Although the gain Qµ becomes larger, this increase comes solely
from noise and does not enhance the single-photon contribution that produces secure key bits. As a res-
ult, higher background radiation reduces the final secret-key rate in our simulations. Several studies (e.g.
[21, 22]) have demonstrated that positive key rates are still achievable during twilight and even full day-
light when advanced spectral and spatial filtering is employed. These aspects and their implications for
our modelling choices are discussed further in section 4.

In this study, simulations were conducted for all three geographic locations throughout the entire
year to account for the substantial seasonal variation in lighting conditions characteristic of Arctic
regions. Additionally, to examine the effects of seasonal variations, we conducted supplementary sim-
ulations over shorter time intervals representative of different seasons. These simulation intervals were
as follows: spring (16–25 March 2024), summer (16–25 June 2024), autumn (16–25 September 2024),
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and winter (16–25 December 2024). The winter and summer periods encompass the respective sol-
stices, thereby capturing the most pronounced contrasts in lighting conditions. In contrast, the spring
and autumn intervals include the March and September equinoxes, which offer comparable lighting con-
ditions. However, the probability of cloud cover and other weather conditions differed between these
transitional seasons, as discussed in the following section.

2.6. Local weather data
In addition to background-radiation noise, the performance of a free-space QKD link is strongly influ-
enced by atmospheric attenuation caused by weather conditions. Whereas background radiation primar-
ily increases the dark-count probability and hence degrades the signal-to-noise ratio, adverse weather
introduces additional channel loss that reduces the number of detected signal photons. To incorpor-
ate the effects of weather-induced attenuation, we used meteorological observations from the Finnish
Meteorological Institute’s open data archive [25], including quantitative cloud-cover data as well as tex-
tual descriptions of the prevailing weather conditions. The archive provides freely accessible measure-
ments from multiple observatory sites across Finland.

In this work, the relevant weather conditions considered were cloud cover, rain, snowfall, ice
crystals, and fog. All three ground-station locations considered in this study (Rovaniemi/Apukka,
Sodankylä/Tähtelä, and Utsjoki/Kevo) are co-located with meteorological observation stations operated
by the FMI. For Sodankylä and Utsjoki, both cloud-cover measurements and descriptive weather-type
observations were directly available from the Tähtelä and Kevo observatories. In the case of Rovaniemi,
however, the Apukka station reports cloud-cover information but does not provide descriptive weather
observations (only some FMI stations report the full set of variables; see [41]). For this reason, the
cloud-cover and weather-type data used to model the Apukka ground station were taken from the
Rovaniemi railway station site, which provides both. This substitution is considered a sufficiently accur-
ate approximation of the weather conditions at Apukka. The model for calculating link loss due to these
factors is explained in more detail in the next subsections.

2.6.1. Cloudiness
Clouds impede signal transmission to the ground station because the signal is absorbed by cloud
molecules. Finland lies in a region with relatively high cloud coverage, suggesting that cloud cover will
likely be a significant limiting factor for the deployment of satellite-based QKD in these areas. The
impact of cloud cover was incorporated into the simulation as follows. Cloudiness information from
FMI were recorded at one-hour intervals and reported in oktas, indicating how many eighths of the
sky dome are covered by clouds during each observation interval. For instance, a value of 1/8 indicates
that one-eighth of the sky was obscured by clouds. Cloud cover is therefore not binary; the sky can be
partially cloudy. Cloud observations were collected throughout the year 2024, and monthly averages of
the probability of a cloud-free sky were derived by converting cloud cover measurements into probab-
ilities that a free-space link would be obstructed by clouds. For instance, a cloud cover value of 2/8 was
interpreted as a 0.25 probability of cloud cover. All cloud cover observations were converted into prob-
ability values, after which the probability of a cloudy sky, P(cloudy), was computed as an average of all
cloud cover observations for the given month. Since a satellite may, in principle, appear at any position
on the sky dome, the instantaneous probability of line-of-sight (LOS) can be approximated by the frac-
tion of the sky that is cloud-free. We refer to this as the LOS probability. This probability, P(LOS), was
obtained as the complement of the cloud-cover probability, i.e. P(LOS) = 1− P(cloudy). This probability
was evaluated separately for each month. For example, the value of P(LOS) for December was computed
as the average clear-sky probability based on all samples recorded between 1 and 31 December 2024:

P(LOSDec) =

∑nDec
i=1

(
1− cloudinessi

8

)
nDec

. (12)

Here nDec denotes the number of samples recorded in December. The probabilities of cloud-free con-
ditions for the different locations and months are provided in the supplementary data.

Our model assumes that whenever clouds obstruct the line of sight between the satellite and the
ground station, the link budget is zero. This assumption is justified by the fact that the wavelength con-
sidered in our model (850 nm) cannot meaningfully penetrate cloud cover [42]. In the simulation, the
achievable amount of secret bits was modelled by first assuming cloud-free conditions and then incor-
porating the effect of cloud cover by multiplying the amount of secret bits by the LOS probability. This
approach yields an average expected amount of secret bits over an extended period rather than a realist-
ically achievable key rate at any given moment. Accordingly, this work assumes that the SKR for a free-
space link under cloudy conditions is zero.

8
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Table 2.Weather conditions modelled in the simulation.

Weather class Link transmittance Parameters

Weak snowfall ηtot × ηsnow (equation (19)) S= 1.0, a= 5.42 ∗ 10−5 ∗λ+ 5.4958776, b= 1.38

Moderate snowfall ηtot × ηsnow (equation (19)) S= 2.5, a= 5.42 ∗ 10−5 ∗λ+ 5.4958776, b= 1.38

Weak sleet ηtot × ηsnow (equation (19)) S= 2.5, a= 1.023 ∗ 10−4λ+ 3.7855466, b= 0.72

Moderate sleet ηtot × ηsnow (equation (19)) S= 1.0, a= 1.023 ∗ 10−4λ+ 3.785466, b= 0.72

Light rain ηtot × ηrain (equation (17)) R= 2.5, a= 1.07, b= 0.67

Moderate rain ηtot × ηrain (equation (17)) R= 8.0, a= 1.07, b= 0.67

Fog or mist ηtot × ηfog (equation (21)) V = 1.0, q= 0.5

Ice crystals ηtot × ηfog (equation (21)) V = 5.0, q= 1.14

No relevant weather phenomena ηtot given in table 1

2.6.2. Rain, snow and fog
In addition to cloud cover, several weather phenomena can affect the transmission of an optical satel-
lite link, including fog, rain, and snowfall. Because the link budget in this work is assumed to be zero
whenever clouds obstruct the line of sight, these phenomena influence the link only during periods
when LOS is available but precipitation or fog occurs at the ground station or along the optical path. To
quantify these effects, we collected hourly FMI observations for all ground-station sites, recording both
the cloud-cover value and the corresponding weather description at each hour (e.g. ‘7/8, Light snowfall’).
FMI provides weather descriptions in textual form, and across the full dataset we identified 37 distinct
weather types. These were grouped into nine aggregated classes: Light snowfall, Moderate snowfall, Light
sleet, Moderate sleet, Light rain, Moderate rain, Ice crystals or snow grains, Mist or fog, and No relevant
weather phenomena. A table mapping the original FMI descriptions (37 in total) to these nine categories
is provided in supplementary data. This simplification was adopted because the FMI weather descrip-
tions are purely verbal and do not provide quantitative information such as visibility or precipitation
rates. As a result, the available data were insufficient to model all 37 weather types individually, and a
coarser categorization was required. Certain phenomena, such as ‘Dense snowfall’, were excluded because
their associated LOS probability was zero; that is, they never occurred under conditions in which the
link would have been operational, and therefore did not need to be represented in the simulation.

To determine how probably each weather class affects the link when LOS is available, we evaluated
the conditional LOS probability associated with each weather class. For every ground station and each
month of 2024, we computed FMI statistics linking cloud-cover values, and thus LOS probabilities, to
the observed weather types. The data were hourly and aggregated using arithmetic means. For each
weather class w, the conditional LOS probability P(LOS | w) was calculated as the mean cloud-free frac-
tion across all observations in which that weather type occurred:

P(LOS | w) = 1

nw

nw∑
i=1

P(LOS) (13)

where nw denotes the number of samples for weather class w in the given month. Having determined
both the frequency of each weather type and its correlation with LOS availability, we then inverted the
relationship. Conditioning on LOS being available, the probability of observing weather class w at that
moment was computed as

P(w | LOS) = P(LOS | w) P(w)
P(LOS)

. (14)

This yields the likelihood that each weather class occurs under conditions in which the link is oper-
ational. An important advantage of this approach is that it avoids imposing arbitrary binary thresholds
between ‘cloudy’ and ‘clear,’ which would be inherently subjective given the okta-based cloud-cover
measurement system. The complete LOS-condition probabilities for different locations and months are
provided in supplementary data. The attenuation models associated with each weather class are presen-
ted in table 2 and are described in detail below.

We assumed that snow and rain originate from cloud layers at an altitude of approximately 3 km,
which is a reasonable assumption for precipitation in the Arctic region [43]. Accordingly, attenuation
was applied only to the portion of the optical path below 3 km from the Earth’s surface. The same
approach was used for fog and ice crystals, which were likewise limited to the lowest 3 km, consistent
with their confinement to the near-surface troposphere. Attenuation values provided in units of dBkm−1
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were converted to total attenuation (dB) over the 3 km layer and subsequently transformed into trans-
mittance values ηsnow, ηrain and ηfog.

To obtain the total attenuation coefficient for the entire link path, we first computed the length of
the path segment located at or below 3 km altitude, denoted L, as

L=
3

sin(90◦ − θ)
(15)

where θ is the zenith angle of the satellite. The attenuation coefficient for rain was modelled using the
Carbonneau formulation [44]:

arain = 1.076R0.67 dBkm−1 (16)

where R denotes the rainfall rate in units of mmh−1. This formulation is widely used in free-space
optical (FSO) link modelling, including at wavelengths around 850 nm [45, 46], and has also been
applied in modelling rain attenuation for BB84-type QKD links [47]. In our simulation, we used rain-
fall rates of R = 2.5 mmh−1 for light rain, R = 8 mmh−1 for moderate rain, and R = 15.9 mmh−1 for
heavy rain. To obtain the total attenuation coefficient, the specific attenuation (dBkm−1) was first mul-
tiplied with the path length L to yield the total attenuation along the affected section of the link. This
total attenuation in decibels was then converted into a transmittance value ηrain, i.e.

ηrain = 10−Larain/10. (17)

Attenuation due to snowfall was modelled using the commonly adopted power-law formulation

asnow = aSb dBkm−1 (18)

where S denotes the snowfall rate in water-equivalent units of mmh−1, and the coefficients a and b are
provided separately for dry snow and sleet in table 2. This formulation is widely used in the literature
for modelling snowfall attenuation in FSO links, including at wavelengths around 850 nm as employed
in this study [45, 48]. In the simulations, light snowfall was modelled with an intensity S = 1.0 mmh−1

and moderate snowfall with S = 2.5 mmh−1. The total transmittance ηsnow was computed analogously
to the rain case, such that

ηsnow = 10−Lasnow/10. (19)

Mist and fog were modelled using the Kim model [49], which provides the attenuation coefficient
per kilometre as

afog =
3.91

V

(
λ

550

)−q

dBkm−1 (20)

where V is the visibility in kilometres, and the values of q are listed in table 2, following the parameter-
ization in [49]. This model was adopted because empirical measurements indicate that the Kim model
provides reliable predictions of fog attenuation at 850 nm [48], and it has also been used for modelling
BB84-link attenuation under fog conditions (e.g. [47]). The total fog attenuation along the affected por-
tion of the path was then computed in the same manner as for rain and snow, i.e.

ηfog = 10−Lafog/10. (21)

The Kim model accounts for fog-specific attenuation beyond that caused by normal atmospheric aer-
osols and is included in the link budget only when FMI observations explicitly report fog or mist con-
ditions. To simplify the model, we set V= 1km for all instances of this weather class, as this value lies
between the WMO definitions of mist and fog [50].

In this study, ice-crystal attenuation was modelled using the visibility-based Kim formulation
(equation (20)), with an effective visibility of 5 km. This choice reflects two considerations. First, ice
crystals are sometimes treated as fog-like (indeed, they can themselves form fog), yet they are also classi-
fied as a subtype of snow, making a purely ‘snow-based’ or purely ‘fog-based’ treatment ambiguous [51].
Second, the Kim model is specifically designed for attenuation scenarios parameterized by visibility and
incorporates relevant scattering characteristics [49]. Because FMI does not report visibility during ice-
crystal conditions, V= 5km was adopted as a pragmatic compromise between clear-air and fog-like con-
ditions, corresponding approximately to ‘haze’ in the Kim taxonomy. We emphasize that the ‘ice crystals’
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class used here does not include ‘ice fog’, which is treated separately under the fog category (see supple-
mentary data). While this modelling choice is approximate, it provides a reasonable first-order estimate
of ice-crystal-induced attenuation.

To obtain the total link transmittance during snowfall, rain, ice crystals, or fog, the correspond-
ing attenuation coefficients were applied multiplicatively to the nominal clear-air link transmittance, as
shown in table 2. If the weather class corresponded to ‘no relevant weather phenomenon’, the nominal
transmittance without additional attenuation was used. These transmittance values and their corres-
ponding weather-condition probabilities were incorporated into the simulation as a probability-weighted
expected transmittance, such that the overall channel transmittance for a given month was modelled as

Ttotal =
n∑

i=1

p(wi) T(wi) (22)

where p(wi) denotes the probability of weather type i during LOS conditions and T(wi) is the corres-
ponding channel transmittance. Equation (22) therefore represents the expected channel transmittance
for a given location and month, with each transmittance value weighted by its occurrence probability.
Importantly, this is not the instantaneous transmittance at any particular moment but rather a long-
term expectation. Although this approximation is not physically exact, it is appropriate for evaluating the
usability of a satellite-based QKD system, in which satellite visibility is limited to short, infrequent passes
and secret keys must be accumulated in a buffer. For such systems, long-term expected key-generation
performance is more relevant than moment-to-moment link quality.

3. Results

In this section, we present the simulation results obtained using the methodology described in section 2,
applying a security parameter of 10−10. Figure 2 depicts the annual distribution of extracted secret bits
for three simulated ground station locations when communicating with the Suomi100 satellite. The
key rates were computed on a daily basis and subsequently weighted by the monthly LOS probability.
For example, the expected number of secret bits on day 48 in Rovaniemi was determined by simulating
the QKDLapland satellite link on 17 February, aggregating all secret bits collected during different over-
passes, and multiplying this total by the probability of LOS conditions in Rovaniemi for February.

Although the Suomi100 satellite follows a Sun-synchronous orbit, its exact trajectory exhibits slight
variations from day to day, which manifest as fluctuations in the achievable key rates. The influence of
daylight is evident in figure 2: as the amount of daylight increases toward summer, the key rates pro-
gressively decline until they reach zero. Conversely, toward the end of the year, the key rates rise again,
peaking around the winter solstice. The outage period, defined as the interval during which no secret
bits can be extracted, depends on the ground station location. In Sodankylä and Rovaniemi, this period
extends from 13 February to 9 October, whereas in Utsjoki it spans from 13 February to 8 October.
Because the Suomi100 satellite is scheduled to pass over Finland closer to daylight hours, extended out-
age periods are not unexpected. Indeed, one might equally argue that the persistent darkness of the
winter season enables key generation even from a satellite whose overpass timing would otherwise be
suboptimal for QKD. Consequently, there are 238 consecutive days without key material in Sodankylä
and Rovaniemi, and 239 d in Utsjoki. When averaged over the entire year, the expected daily generation
of secret bits is 40 336 for Rovaniemi, 50 207 for Sodankylä, and 46 832 for Utsjoki.

Similarly, figure 3 illustrates the annual distribution of extracted secret bits for the three simulated
ground station locations when communicating with the QKDLapland satellite. The overall behaviour
resembles that observed with Suomi100; however, due to a shift in optimal overpass times, QKDLapland
can generate secret key material during the spring and autumn periods when the Suomi100 QKD link
is completely unavailable. Nevertheless, as summer approaches, this advantage diminishes because the
high background light levels render the timing of satellite passes inconsequential. When averaged over
the entire year and weighted by the probability of line of sight, the expected daily extraction of secret
bits is 93 018 for the Rovaniemi link, 115 603 for the Sodankylä link, and 127 381 for the Utsjoki link.
For Rovaniemi, this represents a 131% increase compared to the secret bits obtained from the Suomi100
satellite; for Sodankylä and Utsjoki, the corresponding increases are 130% and 172%, respectively. In
Rovaniemi and Sodankylä, the period of excessive background light, during which no key material can
be generated, begins on 24 March and ends on 15 September. In Utsjoki, this period extends from 26
March to 19 September. Consequently, the outage durations amount to 176, 176, and 178 consecutive
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Figure 2. Daily extractable secret bits from the Suomi100 satellite to three ground station locations, considering cloud cover and
other weather phenomena. The security parameter is set to 10−10. During the brightest period of the year, no secret key material
can be generated due to the high levels of background light in polar regions. In other seasons, the number of secret bits depends
on the probability of clear skies, the intensity of background light, and daily variations in the satellite’s trajectory.

Figure 3. Daily extractable secret bits from the QKDLapland satellite to three ground station locations, considering cloud cover
and other weather phenomena. The security parameter is set to 10−10. As illustrated in the figure, key generation is inhibited
during summer due to excessive background light; however, this outage period is shorter than that observed for the Suomi100
satellite, owing to the optimization of QKDLapland’s overpass timing.

days for Rovaniemi, Sodankylä, and Utsjoki, respectively. In each case, the length of the outage period
was reduced by 26% compared to the Suomi100 satellite link.

QKDLapland exhibits a markedly higher capacity for secret-key generation during spring and
autumn. The primary reason is that the optimal passes of QKDLapland occur during night-time, while
those of Suomi100 coincide with daylight hours. In the context of Finnish Lapland, orbital scheduling
becomes particularly critical during spring and autumn, when each day contains both dark and light
periods. During the polar day, continuous illumination renders scheduling irrelevant; conversely, in
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winter, scheduling passes during night-time improves performance, although precise timing matters less
due to the extended hours of darkness. Despite the optimized timing of QKDLapland’s passes, the sys-
tem still experiences substantial outage periods. This arises from the fact that QKDLapland encounters
two daily passes with particularly favourable elevation angles, and the current schedule is optimal in
the sense that both passes fall within night-time during the darker half of the year. This optimization,
however, entails a trade-off: neither pass occurs exactly at local midnight. The outage period could be
reduced by shifting the single best overpass to coincide with midnight; however, doing so would likely
decrease the total key generated during winter, as only one high-quality pass per day would then occur
under optimal conditions. Nevertheless, the results clearly demonstrate that optimizing satellite overpass
timing can significantly mitigate outage periods caused by background illumination.

3.1. Impacts of cloud cover and weather conditions
The impact of cloud cover is substantial. During the months most favourable for key exchange with
respect to ambient light (November–January), the probability of a cloud-free LOS is only 0.31–0.46,
which at best reduces the achievable key rate to approximately one half of what would be obtained
under persistently clear-sky conditions. In the summer months, the probability of LOS is highest, yet
no secret key can be generated due to excessive background illumination.

When considering the effects of other meteorological factors, as reported in supplementary data, one
observes that during summer the probability of precipitation coinciding with LOS conditions is low,
typically below five per cent. January, however, reveals an unexpected pattern: in Sodankylä, as many
as 22% of all LOS occurrences are, in expectation, associated with light snowfall. The likely explanation
for this behaviour is discussed in more detail in section 4.2. In Utsjoki, the corresponding value was only
12%, which has a clear impact on the expected link transmittance. For example, during QKDLapland’s
first overpass on 31 January, which was visible from both Utsjoki and Sodankylä, the weather-dependent
reduction in expected transmittance was 14% in Utsjoki and 29% in Sodankylä, relative to the assump-
tion of no precipitation. This difference contributes to the superior January performance of the Utsjoki
link; the lower probability of light snowfall during LOS conditions alone increases its expected link capa-
city noticeably. Even light snowfall renders the link almost unusable. For instance, at a satellite zenith
angle of 8◦ (82◦ above the horizon), the path transmittance through light snowfall was only about 0.02,
leaving very little margin for successful key generation. In other words, approximately 98% of the optical
signal was attenuated by the snowfall alone.

Ice crystals appear to have the smallest impact on link capacity. For example, at a satellite zenith
angle of 7◦, the path transmittance through ice crystals was approximately 0.71, whereas at a zenith
angle of 82◦ (8◦ above the horizon, barely visible), it decreased to roughly 0.07. This indicates that ice
crystals do not impede key generation during otherwise favourable high-elevation overpasses, but at low
elevation angles they can significantly degrade, and potentially eliminate, the link capacity.

3.2. Impacts of background light and satellite elevation
Naturally, the lengths of secret keys obtained during individual satellite overpasses vary, primarily as a
function of the satellite’s maximum elevation angle. For example, in Utsjoki in December 2024 with the
QKDLapland satellite, the shortest secret key block (where key length ⩾ 0) contained 7 bits, whereas the
longest reached 580 073 bits. The efficiency of a single overpass appears to be governed mainly by the
highest elevation angle achieved during that pass. This parameter is particularly relevant in the context
of QKD, as it determines the optical path length through the atmosphere: a signal arriving near zenith
traverses less atmospheric material than one arriving at a shallow angle, which must propagate diagon-
ally through a greater thickness. In some cases, the satellite becomes visible but remains at such a low
elevation that, given the prevailing noise level, no secure key bits can be generated. This outcome reflects
both the limited number of signals exchanged and the substantial signal loss caused by the high chan-
nel error rate. If the amount of secret bits discarded during error correction and other post-processing
steps exceeds the number of bits generated during the overpass, the resulting key rate becomes negat-
ive. Moreover, the finite-size security analysis penalizes short keys more severely, favouring longer key
lengths. Based on our results, achieving a maximum elevation of approximately 16 degrees during an
overpass appears to be a prerequisite for obtaining a positive key length.

However, background noise also strongly affects the link’s ability to generate secret keys. To illus-
trate this, consider two QKDLapland overpasses above the Sodankylä station shortly after 21:00, each
reaching an almost ideal elevation of approximately 87◦, i.e. near zenith. During the December overpass
at 21:01, the Sun is 37◦ below the horizon. In this case, the upper bound on the single-photon error
rate is eU1 = 3.13× 10−2, and the single-photon gain is QL

1 = 1.94× 10−4. By contrast, during the March
overpass at 21:08, the Sun is only 13◦ below the horizon. The increased background illumination raises
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Figure 4. Daily extractable secret bits for the QKDLapland and Suomi100 satellites across different ground-station locations,
averaged over 10 d periods and considering cloud cover and other weather phenomena. Because QKDLapland’s passes are sched-
uled predominantly during night-time, a greater number of overpasses can be utilized, resulting in improved daily key rates.

noise levels to the point that eU1 = 5.255× 10−1, while the single-photon gain becomes QL
1 = 1.57× 10−2.

(We report gain QL
1 ; since Q

L
1 = µe−µYL

1 , gain trends directly reflect yield.) According to equation (3),
no secret key can be extracted in this case: the single-photon privacy-amplification term alone incurs
a penalty of approximately H2(0.52)≈ 100%, precluding any positive key rate even before accounting
for error correction or finite-size effects. In the December case, by contrast, the link yielded a total of
688 117 secret bits. With eU1 ≈ 3.12× 10−2, the privacy-amplification penalty is only H2(0.03)≈ 20%,
which still leaves a substantial number of secure bits from a high-quality pass. It is noteworthy that
although the single-photon gain appears larger in the March overpass, this increase is driven primar-
ily by noise photons, which also contribute to the single-photon yield. The associated error rate grows
even faster, ultimately destroying the link capacity. These data show that the key-rate expression penal-
izes sunrise and sunset conditions so severely that an almost perfectly favourable elevation geometry is
required to obtain any secret bits at all, and even then, the Sun must lie much closer to 18◦ than to 10◦

below the horizon. This explains why the secret-key yields for both satellites decrease sharply as summer
approaches: once the duration of astronomical darkness no longer covers the optimal overpasses, key
generation becomes effectively impossible.

3.3. Impacts of ground station location
Figure 4 shows the expected daily number of secret bits, averaged over ten-day periods and weighted by
the probability of clear-sky conditions. To better understand the structure behind this figure, it is useful
to examine the number of overpasses that are potentially usable during the darkest period of the year:
16–25 December 2024, when conditions are most favourable for key generation. Without accounting
for weather, i.e. selecting overpasses solely on the basis of Sun and satellite geometry, the QKDLapland
satellite provides 48, 39, and 35 usable passes for Utsjoki, Sodankylä, and Rovaniemi, respectively. When
cloud-cover statistics are incorporated, the expected numbers decrease to 13.76, 12.09, and 13.02 passes.
For the Suomi100-Utsjoki link, the corresponding pass counts are 18, 16, and 15 without weather filter-
ing, and 5.44, 4.65, and 5.88 once weather data is included.

These values highlight that Utsjoki’s location is intrinsically more favourable for a polar-orbiting
satellite than the more southerly stations. Because a satellite in near-polar orbit passes close to the North
Pole on every revolution, the Utsjoki ground station, being located at higher latitude, can establish a
link even during passes that do not traverse directly above Finland. The effect of solar-illumination dif-
ferences between the sites can be ruled out, as all key-generating passes during this period occurred
with the Sun at an altitude below −18◦, ensuring effectively constant background-light modelling
throughout. However, once weather statistics are introduced, the balance shifts: Sodankylä experiences
a markedly lower probability of snowfall during December 2024, resulting in higher key rates despite its
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Table 3. Daily secret bit yield and number of usable overpasses for the QKDLapland-Utsjoki link under selected parameter adjustments.
Values are 10 d averages over the periods listed in the time column. In the ϵsec columns, the receiver diameter is held at its original value;
in the Rrec columns, the security parameter remains at its original value. The baseline (‘Original setting’) link parameters are those
specified in table 1.

Original setting ϵsec: 10−10 −→ 2−128 Rrec: 40cm−→ 60cm

Time secret bits overpasses secret bits overpasses secret bits overpasses

16–25 March 2024 5.26× 104 0.7 3.62× 104 (−31%) 0.6 (−14%) 1.5× 105 (+184%) 0.9 (+29%)

16–25 June 2024 0 0 0 (+0%) 0 (+0%) 0 (+0%) 0 (+0%)

16–25 September 2024 3.32× 104 0.6 2.19× 104 (−34%) 0.4 (−33%) 9.86× 104 (+197%) 0.7 (+17%)

16–25 December 2024 9.58× 105 4.3 8.03× 105 (−16%) 3.7 (−14%) 2.46× 106 (+157%) 4.6 (+7%)

less favourable orbital geometry. In this period, weather, not geometry, is the dominant factor determin-
ing relative performance.

In spring and autumn, background illumination becomes the primary factor limiting the number
of usable passes. During 16–25 March 2024, the Utsjoki, Sodankylä, and Rovaniemi links were able to
establish a connection to QKDLapland during 7, 8, and 10 passes, respectively, without incorporating
weather data. Thus, during spring and autumn, the more southerly locations benefit from lower back-
ground illumination, enabling a higher number of operational passes despite their less favourable geo-
metry. Nevertheless, weather remains a substantial contributor to the final expected key-generation per-
formance, significantly reducing the effective number of usable passes even during periods when daylight
conditions would otherwise permit successful link operation.

3.4. Tuning the link parameters
In this section, we examine how tuning selected link parameters affects the achievable key rates. Our
aim is not to exhaustively optimize the link over all tunable quantities, but rather to identify parameter
choices whose impact varies with season in a high-latitude environment. Among many possibilities,
we focus on the composable security parameter ϵsec and the receiver-aperture radius Rrec. Considered
together, these two parameter choices expose season-dependent sensitivities that would be obscured in a
high-dimensional sweep; a comprehensive exploration of the full parameter space is left for future work.

Table 3 summarises the seasonal effects of tuning these two parameters. Specifically, we evaluate how
tightening ϵsec from 10−10 (approximately 2−33) to 2−128, comparable, for example, to the decapsula-
tion failure rate of ML-KEM [52], influences the achievable secret-key rate, and how increasing Rrec

from 40 cm to 60 cm mitigates loss arising from beam broadening and seasonal variations in elevation
geometry.

As expected, tightening ϵsec lowers the retained key: stronger composable guarantees require discard-
ing more bits during post-processing. With a tighter security parameter, the finite-size correction term
increased by 284 bits per pass. The effect is distinctly seasonal. In winter, the relative reduction is mod-
est (≈16%), because larger blocks and lower QBER dilute the privacy-amplification overhead and the
finite-size correction term, yielding only ≈10%–11% loss per strong overpass. By contrast, in spring
the blocks are smaller and the effective privacy-amplification factor is higher, so the same absolute bit
removal consumes a much larger fraction of the key and can push borderline passes to zero, producing
an average reduction of ≈31%.

Seasonal structure is equally clear on the optical side. Beam broadening over the slant path limits
the fraction of photons captured at the ground station. Increasing the receiver aperture from 40 cm to
60 cm correspondingly raises the captured fraction, improving both the number of usable overpasses and
the per-pass key, often by a multiplicative factor. This holds across all seasons except midsummer, when
background illumination, rather than aperture, becomes the binding constraint. In practice, the aperture
choice must balance performance against cost. Even large receivers cannot restore summertime availabil-
ity under the background model considered here.

3.5. Inter-ground-station communication
In this section, we examine inter-ground-station communication using the one-time pad (OTP) encryp-
tion scheme. OTP provides information-theoretic security by encrypting each bit of the message with a
corresponding bit of the key [53]. An OTP-based key exchange between two ground stations, each con-
nected to a satellite, can be implemented as follows: (i) the satellite establishes key A with ground station
A and key B with ground station B; (ii) the satellite computes the XOR (exclusive OR) of key A and key
B and transmits this result to station A; (iii) since station A knows key A, it can derive key B; (iv) sta-
tions A and B then use key B to encrypt their bilateral communication. De Grossi et al [12] discusses
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several considerations for optimizing a network of ground stations and satellites employing this protocol.
For the purposes of this paper, it suffices to note that the length of the inter-ground-station key derived
from the above procedure is limited by the shorter of the two keys, as OTP requires the encryption key
to be at least as long as the message being encrypted.

As an illustrative example, we consider establishing a communication link between Utsjoki and
Rovaniemi using satellite-QKD-distributed OTP keys under a security parameter of 10−10. We assume
that key material accumulated over an entire day is generated between the satellite and the two ground
stations, and subsequently, upon reappearing within view, the satellite transmits the XOR of these keys
to the other station. (This protocol implicitly requires the satellite to maintain simultaneous QKD
links to both Utsjoki and Rovaniemi, as portions of their favourable key-establishment windows are
likely to overlap. As this is merely an illustrative example, we do not examine this issue in further
detail).

In this scenario, it is necessary to determine the key length that the satellite can generate with each
ground station; the inter-ground-station link capacity is then constrained by the shorter of the two
keys. The amount of key material available for encrypting such a link is therefore determined by the
minimum of the key lengths exchanged between the satellite and each ground station. For the simu-
lated year 2024, we compute the average smallest secret-key length for the Rovaniemi and Utsjoki links
as 1

366

∑366
i=1min(Roii, Utsi), where Roii and Utsi denote the expected number of secret bits gathered

in the Rovaniemi and Utsjoki links on day i. Note that the year 2024 contained 366 d due to the leap
day. Based on our simulation results, with QKDLapland satellite, this calculation yields an average of
85 927 bits per day for the Rovaniemi–Utsjoki link. Using this value as an approximation of the achiev-
able symmetric key for the link, the following calculations can be performed.

Assuming OTP is employed, this key material would suffice for encrypting 85 927 bits per day. For
illustration, this corresponds to approximately 10 740 UTF-8 encoded characters, which, depending on
font size, would amount to roughly four pages of human-readable text. Alternatively, at a transmission
rate of 1Mbps, only about 0.09 s of video call could be encrypted using OTP. If, instead of OTP, the key
material were divided into multiple fixed-length keys for use with a symmetric encryption algorithm
such as AES [54], a substantially larger volume of data could be encrypted, as symmetric schemes per-
mit multiple records to be secured with the same key. For example, the aforementioned 85 927 secret
bits could be partitioned into 335 individual 256-bit AES keys each day, excluding any additional keys
required for authentication and initialization vectors.

Using AES for encryption would enable the provision of key material to applications with substan-
tially larger data flows and allow for multiple daily symmetric key refreshes. Consequently, such a link
cannot feasibly support large-scale consumer services; rather, it is suitable for encrypting highly selective
information transmitted infrequently. This limitation confines the use case to one or a few high-security
links. The relevance of maintaining a satellite-QKD link for such communications is discussed in greater
detail in section 4.

4. Discussion

This study has assessed the feasibility of satellite-based QKD in Finnish Lapland. The findings indicate
that, although satellite-based QKD is known to face inherent limitations, in polar regions the inter-
seasonal environmental variability affects communication efficiency more significantly than in other
parts of the world, resulting in service interruptions caused by ambient light. This raises a critical ques-
tion regarding the practicality of any system that remains inoperative for a substantial portion of the
year. While aggressive background-light filtering could enable key generation during summer, the fun-
damental challenge lies in the unpredictability introduced by cloud cover. Consequently, the availability
of key material cannot be guaranteed on any given day. Although the BB84 protocol does not require
simultaneous connectivity to both ground stations, the operational sequence for inter-station key estab-
lishment remains complex. For instance, in the case analysed in section 3.5, once the key material is
depleted, the satellite must first reconnect with Rovaniemi, then Utsjoki, and subsequently revisit one
of the stations to deliver the combined key. This final step could be optimized by transmitting the key
to whichever station is currently visible; however, such an approach cannot be relied upon when large
volumes of key material are required promptly. Therefore, the constellation would need to depend on
storing excess key material during favourable key-establishment periods and consuming that stock at a
sufficiently moderate rate to ensure continuity. When key material needs to be retained to account for
service interruptions during brighter periods, the secure storage of this material becomes a critical con-
cern. In this context, the nature of key management in satellite-based QKD differs substantially from
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approaches leveraging PQC, where key material can be generated on demand, provided that a standard
network connection is available.

As a consequence of the reduced key generation potential during summer, potential use cases are
restricted to communication scenarios where: (1) long-term confidentiality is critical and computational
security is insufficient, thereby necessitating QKD; (2) the data volume is sufficiently modest for the
available key material to suffice; and (3) reliable backup solutions exist, such as reverting to a pre-shared
key reserve in the event of service interruptions. Regarding confidentiality, stringent security paramet-
ers can be achieved, even though reducing the security parameter from 10−10 to a more stringent 2−128

suppresses the secret key generation rate. However, the key rates associated with the looser security para-
meter likely already impose strict limitations on application domains, meaning that this reduction in
daily secret key bits would probably have only a minor impact on the intended use of the key material.

4.1. Background illuminationmodelling
Extended outage periods motivate the use of advanced background-light filtering for satellite QKD in
Arctic conditions. For instance, [21] explores the use of polarization filtering in free-space QKD. The
underlying principle is that during dusk and dawn, solar background light exhibits strong polarization,
enabling its suppression through polarization filters. In that study, at a wavelength of 780 nm, polariza-
tion filtering during dawn allowed recovery of nearly 75% of the key length achievable under completely
dark conditions. In Finnish Lapland, dusk and dawn constitute a substantial fraction of daylight hours;
during winter, these periods can extend for several hours. From this perspective, the polarization fil-
tering technique proposed in [21] appears promising, as it could enable key generation during virtually
all winter satellite passes, excluding those obstructed by cloud cover or other weather phenomena. For
example, in 2025, polar night at Utsjoki began on 25 November and ended on 17 January 2026. During
this time, the Sun does not rise above the horizon, potentially allowing 52 consecutive days without
background light interference, provided twilight periods can also be utilized. This possibility remains
an avenue for future investigation.

Daylight operation has likewise been explored. A short-range prototype achieved 33 kbps over a 14 m
free-space link [22], though its reliance on ⩾108 bit blocks and limited atmospheric path length reduce
direct applicability to satellite links. More comparable terrestrial free-space results over 20 km reported
an average secure key rate of 495 ps using 100 kbit blocks [55]; while the security parameter there 10−7

differs from ours, both studies demonstrate that daytime background can be mitigated with tailored
optics and processing. Beyond discrete-variable methods, continuous-variable (CV) protocols can be
inherently more tolerant to background light but face pronounced loss sensitivity, requiring specialized
techniques for satellite scenarios [56–58].

A useful direction for future work is to quantify snow-albedo-induced backscatter into the line of
sight and design corresponding filters, an effect not treated in this work. It would also be valuable to
assess feasibility under auroral activity, which we leave for future study. Furthermore, employing more
sophisticated atmospheric-radiance modelling tools, such as those referenced in [42], would enable a
more precise characterization of background illumination. Integrating such models into our simulation
framework, alongside the advanced filtering strategies discussed above, would yield a clearer assessment
of the ultimate performance envelope for satellite-based QKD in polar regions.

4.2. Cloud cover model
While the cloud-cover model adopted in this work provides a reasonable first-order estimate, it has sev-
eral limitations. The cloudiness data are approximate and specific to 2024, so inter-annual variability is
not fully captured; nevertheless, they suffice to indicate the likely magnitude of cloud effects. It is essen-
tial to note that the expectation value obtained by multiplying the clear-sky key rate by the LOS prob-
ability does not represent the actual key length achievable on any given day; rather, it reflects a long-
term daily average. In practice, observed key rates are likely to exhibit a bimodal distribution: near zero
during cloudy periods and substantially higher during clear conditions, when key exchange can proceed
without obstruction by cloud cover.

More importantly, the cloud treatment is binomial: clouds are assumed either to block the link
entirely or to allow LOS. This follows from the FMI dataset, which lacks cloud-thickness information.
By contrast, studies that incorporate cloud optical depth and layering can distinguish partial attenuation
from full blockage and thus yield more accurate key-rate estimates [16]; adopting a similar approach
here would likely improve fidelity.

The same reasoning applies to other weather phenomena that affect transmittance, such as snowfall.
Although the probability of snowfall is incorporated into the expected transmittance value, real-world

17



J. Phys. Commun. 10 (2026) 045001 S Nikula and K Gopalkrishnan

behaviour is more discontinuous. Occasional snowfall would typically divide the key-generation windows
into two categories: favourable intervals with no snowfall, during which the link is usable, and inter-
vals with snowfall, during which key generation is effectively impossible. This also relates to the fact
that, in our model, the weather categories are mutually exclusive by construction. In reality, multiple
phenomena—for example, fog and precipitation—may occur simultaneously. The model therefore rep-
resents a simplification. From the standpoint of the overall analysis, however, the most critical factor is
the fraction of time with clear, unobstructed conditions, as virtually any adverse weather phenomenon
substantially degrades the link capacity. Consequently, in practice, only a small portion of secret key gen-
eration would be achievable during periods when any of the listed weather conditions are present.

Finally, the okta-based cloudiness representation introduces artefacts in joint weather–LOS probabilit-
ies. To quantify precipitation and fog occurring under LOS conditions, we formed conditional probabilit-
ies based on cloud-cover levels (0–8) associated with these phenomena. This produced surprising values;
for example, a LOS-coincident snowfall probability of 0.23, seemingly at odds with the fact that snow-
fall implies cloud. The most plausible explanation is methodological: a large fraction of ‘light snowfall’
cases are labelled 7/8 okta, which, under the interpretation adopted in this study, corresponds to 12.5%
clear-sky probability. When such per-phenomenon clear-sky probabilities are weighted by the overall fre-
quency of the phenomenon, numerous 7/8 cases accumulate substantial ‘LOS mass,’ even if true unob-
structed LOS during snowfall is rare. This behaviour aligns with a known weakness of okta classification:
overrepresentation of 1/8 and 7/8 categories. 1/8 may be assigned upon observing a small cloud, and 7/8
may be assigned despite only a small break in the cloud layer [59]. Consequently, the nominal 12.5%
clear-sky probability during light snowfall (and the derived LOS-coincident snowfall likelihood) is likely
biased upward.

5. Conclusions

This study examined satellite-based QKD to three optical ground stations located in Finnish Lapland.
Free-space links were simulated using MATLAB, and achievable secret key lengths, including finite-size
effects, were calculated for each day of the year. The simulated satellites included the Suomi100 satellite
and a modified version of Suomi100, in which the most favourable overpasses were scheduled to take
place primarily during the darker periods of the day. Cloudiness and weather effects were incorporated
using local meteorological data collected in 2024. The novelty of this work lies in simulating satellite-
based QKD in polar regions, which are rarely addressed in the literature, and integrating local weather
data into the simulation. The results indicate that satellite-based QKD in Finnish Lapland is feasible with
polar-orbit satellites, although certain limitations persist. From a QKD perspective, the phenomenon of
the midnight Sun poses a significant challenge, creating an extended period during which key generation
is virtually impossible without advanced filtering techniques. This leads to prolonged key outages and
necessitates special arrangements for key management. Conversely, the polar night provides an excep-
tionally favourable environment for QKD: the absence of ambient light enables near-continuous key gen-
eration, provided other atmospheric conditions are suitable. Adjusting the satellite’s orbital schedule can
increase the amount of obtainable key material; however, this improvement remains strongly dependent
on seasonal variations. From the viewpoint of Finnish Lapland, ambient cloud coverage appears to be
the most significant obstacle to large-scale deployment of satellite-based QKD. Future research should
incorporate more detailed atmospheric models, advanced filtering techniques, and the potential effects of
auroral activity to achieve a more precise assessment of the viability of satellite-based QKD on latitudes
above the Arctic Circle.
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