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ABSTRACT Entanglement routing in near-term quantum networks consists of choosing the optimal se-
quence of short-range entanglements to combine through swapping operations to establish end-to-end
entanglement between two distant nodes. Similar to traditional routing technologies, a quantum routing
protocol uses network information to choose the best paths to satisfy a set of end-to-end entanglement
requests. However, in addition to network state information, a quantum routing protocol must also take
into account the requested entanglement fidelity, the probabilistic nature of swapping operations, and the
short lifetime of entangled states. In this work, we formulate a practical entanglement routing problem and
analyze and categorize the main approaches to address it, drawing comparisons to, and inspiration from,
classical network routing strategies where applicable. We classify and discuss the studied quantum routing
schemes into reactive, proactive, and hybrid routing.

INDEX TERMS Entanglement routing, optical quantum, quantum internet, quantum networks.

I. INTRODUCTION
In the emerging field of quantum networking, establishing
efficient routing mechanisms emerges as a fundamental chal-
lenge to enable reliable quantum information transfer across
distant quantum devices [1], [2]. Quantum communication
is made possible through entanglement [3], a phenomenon
where distant particles (e.g., photons) exhibit strongly cor-
related behaviors in a way that defies classical physics. Two
independent pairs of entangled particles can be combined to
produce a single long-distance entangled pair in which the
local particle of the first entanglement is entangled with the
remote particle of the second one, via a process known as
entanglement swapping [4], [5]. Swapping is implemented
by quantum repeaters that are responsible for extending the
range of quantum communication to longer distances. Entan-
glement routing, analogous to trafficmanagement in classical
networking, includes mechanisms for coordinating quantum
data flow and operations across a quantum repeater network.

A. BACKGROUND
In recent years, several protocol stack abstractions have been
proposed for quantum networks [6], all identifying entan-
glement as the main resource for quantum communication.
Thus, quantum routing must deal with certain properties
unique to quantum physics—properties with no counterpart

in classical routing. For example, quantum signals are frag-
ile and cannot be amplified, copied, or indefinitely stored
as with classical communication signals. This distinction
has major implications for the architecture of quantum net-
works, as these properties prohibit near-term quantum net-
works from being direct-transmission networks, or networks
where quantum information seamlessly flows from source to
destination.
Given the maturity of current quantum hardware technolo-

gies, the most viable way to use entanglement for transmit-
ting quantum data between two distant nodes is to estab-
lish end-to-end (E2E) entangled pairs between the two end
nodes. Consequently, routing in near-term quantum networks
consists of choosing the best sequence of adjacent entan-
glements to stitch together using swapping to establish E2E
entanglements between two end nodes. Similarly to classical
networks, routing in quantum networks is supported by a
routing protocol to collect network information, and a path
computation algorithm to select the best paths to satisfy E2E
entanglement requests.
The generated E2E entangled pairs can be consumed in

a variety of ways in support of a multitude of applica-
tions. In addition to quantum data transfer via teleportation,
other well-known quantum networking applications include
quantum cryptography, quantum computing, and quantum
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sensing. Each of these application instances may impose
different requirements and, as such, may place different con-
straints on the E2E entanglement requests for the application
to be successful. For example, many applications typically
consume a stream of individual E2E entangled pairs and may
specify a desired E2E entanglement generation rate (EGR)
to achieve performance. Other applications may place re-
quirements on the quality of the E2E entanglement, known
as fidelity. More concretely, applications like quantum key
distribution may desire a high-rate stream of E2E entangled
pairs, where all the produced pairs fall above a minimum
fidelity threshold, whereas a distributed quantum computing
application may prioritize a high-fidelity stream of E2E en-
tanglement for more reliable teleportation of quantum data
among processors. Such requirements may be specified as
quality-of-service (QoS) parameters in the E2E entangle-
ment requests—it is the responsibility of the routing protocol
to determine ways to optimally provision paths and resources
to service these requests.
Due to the inherent quantum physical properties, routing

in quantum networks is more challenging than in classical
routing. For example, the path computation for an E2E en-
tanglement request does not depend only on the number
of hops, the link costs, or throughput. It must also con-
sider the requested fidelity of the E2E entanglement, where
higher fidelity entanglements may take more time to be gen-
erated. Path computation must also take into account the
probabilistic nature of entanglement generation and swap-
ping, as well as the short lifetime of entangled particles.
If a swapping operation fails, the two entanglements in-
volved are destroyed and must be regenerated, while the
other entanglements along the path decay. Furthermore, es-
tablishing entanglements and performing swapping relies
on local operations and classical communication (LOCC)
for carrying and processing measurements and control mes-
sages, which in turn adds latency, complicates signaling, and
may impact the overall success probability of the routing
process.
The complex challenge of entanglement routing in

quantum networks has gained substantial interest re-
cently. Researchers have considered network modeling, path
computation algorithms, protocol design, and theoretical and
experimental studies to explore various aspects of entangle-
ment routing through diverse approaches.
In this article, we review research efforts on entangle-

ment routing in near-term quantum networks, including al-
gorithms, protocol designs, and studies. The survey aims to
provide a comprehensive description of the quantum rout-
ing problem, categorize and discuss the main approaches
proposed to address it, and draw comparisons to analogous
classical networking technologies. Our objective is to bridge
the gap between theoretical advancements and practical im-
plementations, shedding light on the most promising and
realistic solutions that can be adapted for emerging
intermediate-scale quantum networks.

Intermediate-scale quantum networks are currently be-
ing deployed at a metropolitan scale around the world [7].
They may consist of a few tens of nodes arranged in a
nontrivial topology (relative to the trivial topology of a lin-
ear quantum repeater chain) with point-to-point distances
of a few hundreds of kilometers. These networks are in-
tended to serve multiple users and applications simultane-
ously. The repeaters expected to be deployed in these net-
works are termed first-generation quantum repeaters (see
Appendix A), with future versions including quantum er-
ror correction (QEC) capabilities. This aligns with recent
research efforts, where most proposed entanglement rout-
ing approaches assume first-generation quantum repeaters or
first-generation quantum routers.1

With quantum technologies rapidly evolving, the absence
of a reference architecture for intermediate-scale quantum
networks means that practical deployments can vary signif-
icantly, depending on the network’s purpose and the target
applications. Given this variability, a one-size-fits-all quan-
tum network architecture comparable to classical networks
has yet to emerge. In light of this context, we adopt a modular
approach to categorize and discuss the diverse entanglement
routing strategies documented in the literature to accommo-
date the varying architectural needs and future developments
in quantum networks. Therefore, many concepts covered in
this survey, such as route computation and fidelity support,
can also be independently applied to repeaterless quantum
local area networks (QLANs) [8], [9], [10]. In such QLANs,
optical switches and wavelength-division multiplexing may
be deployed to support reconfigurable topologies and optical
paths, but, for example, quantum routing will not need to take
into account entanglement swapping operations when servic-
ing E2E entanglement requests. Similarly, as long-distance
connections between QLANs are achieved through a linear
chain of repeaters that perform swapping operations without
involving path computation, aspects of these architectures
(e.g., swapping and fidelity support) are also covered by this
survey.

B. SCOPE
This survey reviews the literature that presents or stud-
ies routing schemes to compute paths and establish E2E
entanglements. Before 2017, only a few studies had been
published on routing entanglements and considered adap-
tations of the Dijkstra algorithm for entanglement path se-
lection [11], [12]. Several innovative approaches have since
been proposed, moving beyond Dijkstra’s algorithm.
While quantum channels can be implemented over free-

space optical links using satellites and optical ground sta-
tions, most of theworks reviewed consider quantum channels
implemented on optical fiber. Hence, this survey focuses on
the entanglement distribution in optical fiber networks.

1A quantum router is a quantum repeater that includes routing decisions
capabilities with more than two quantum network interfaces.
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Moreover, we consider only routing for bipartite entan-
glement. This choice is motivated by several reasons. First,
two of the three protocol stack models proposed for quantum
networks are designed for bipartite entanglements [13], [14].
Second, the problem is well defined mathematically and is
themost studied to date. Third, because of their technological
feasibility, bipartite entanglement networks are more likely
to be implemented sooner than multipartite entanglement
networks.

C. KEY CONTRIBUTIONS
We present several key contributions that collectively en-
hance the understanding and future development of routing
in quantum networks:

1) a discussion of quantum communications concepts
through a lens of realistic quantum network design,
with an alignment of these concepts to relevant clas-
sical terminology, providing a concrete reference for
those familiar with traditional networking concepts;

2) the definition of a taxonomy for entanglement routing
concepts, based on a distinction between routing and
forwarding phases and their respective functions to
provide a modular approach to quantum routing and
network design;

3) a formal definition of the entanglement routing prob-
lem that comprehensively covers the major aspects
necessary for effective routing;

4) a detailed discussion that encompasses entanglement
routing schemes, swapping strategies, and path com-
putation algorithms and metrics to offer a holistic per-
spective on the current state of entanglement routing;

5) an exploration of practical aspects in protocol design
and network operation, with an identification of the
main challenges and open questions for future research
and development.

D. RELATED WORK
Recent literature has contributed significantly to understand-
ing and addressing the unique challenges of entanglement
routing in quantum networks. The research in [15] considers
the transition from point-to-point quantum communications
to wide-area quantum networks, or the quantum Internet. The
authors identify themain challenges in this transition, includ-
ing the handling of longer distances, entanglement routing,
and multicommodity support. Their proposed framework
categorizes the tasks of a quantum network into four distinct
phases, each defined by its timescale (ranging from months
to nanoseconds). These phases encompass network design,
management, path selection, and swapping. The study fo-
cuses primarily on two types of routing: on-demand en-
tanglement generation and proactive advance entanglement
generation, providing a simple categorization of routing
strategies. Our review goes beyond this by providing a more
complete and detailed organization of entanglement rout-
ing functions. Moreover, various discussions are provided to

bridge quantum networking concepts with general network-
ing terminology, offering a concrete and realistic perspective.
Kar and Kumar [16] explore the design challenges and op-
portunities in routing for quantum networks. They classify
existing routing techniques into two main categories: simple
routing and routing with link purification. Simple routing
encompasses strategies such as redundant routing (alterna-
tive paths with redundant links), concurrent routing (mul-
tiple paths provisioned simultaneously), multiuser routing
(disjoint paths using intermediate nodes), and opportunistic
routing. On the other hand, routing with fidelity involves lim-
iting hops or utilizing purification techniques [17] to main-
tain entanglement quality. Our survey offers amore extensive
review of the literature on entanglement routing, presenting
a broader classification and a more comprehensive exami-
nation of the various challenges and solutions involved in
quantum routing.

E. STRUCTURE
The rest of this article is organized as follows. In the rest
of this section, we briefly introduce the key concepts in
quantum communication along with the main characteristics
of a first-generation quantum repeater network. For readers
unfamiliar with these fundamental operations of quantum
networking, Appendix A offers a more detailed description.
Section II presents a detailed mathematical formulation

of a quantum routing model that highlights key challenges
and differences with classical routing. In Section III, we ex-
plore the approaches for addressing the entanglement routing
problem and propose a taxonomy to classify and examine
them. The section also covers path computation algorithms,
along with strategies for entanglement swapping, fidelity and
purification support, and path reliability. We end Section III
with a discussion of the various approaches introduced, fo-
cusing on their interplay and their practical limitations. In
Section IV, we discuss practical approaches for implement-
ing entanglement routing protocols by drawing inspiration
and analogies from classical networking architectures and
protocols.
Section V highlights the main challenges to address in

the current landscape of entanglement routing and introduces
key open questions. Finally, Section VI synthesizes the find-
ings, discusses the implications of our review, and outlines
potential directions for future research.

F. QUANTUM PRELIMINARIES
Fig. 1 summarizes the key components, processes, and char-
acteristics of quantum communication through an illustration
of an E2E entanglement distribution between two quantum
nodes (Alice and Bob) connected via a quantum repeater
(router). Alice and Bob use quantum and classical channels
to produce multiple entangled pairs with an intermediate
router node. The router performs swapping to produce the
E2E entangled pairs, which may be further purified by Alice
and Bob to meet the fidelity requirements of an application.

VOLUME 6, 2025 4100639
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FIGURE 1. Key quantum communication protocols for servicing E2E entanglement requests.

The probabilistic nature of these processes must be taken into
account in the entanglement routing process.
A brief glossary of the main quantum communication con-

cepts is presented as follows, while Appendix A provides
a detailed background of the primary hardware components
and protocols that make up an operational quantum network.

1) QUBITS AND QUANTUM STATES
Quantum information is represented by quantum bits (qubits)
and is usually encoded in the quantum state of particles such
as photons, electrons, and atoms.

2) ELEMENTARY ENTANGLEMENT
Bipartite entanglement is a special connection between two
quantum states, where their properties are linked together
regardless of the distance between them. These pairs of en-
tangled qubits are known as Bell pairs or Einstein–Podolsky–
Rosen (EPR) pairs (terms that we will use interchangeably
throughout this article). Elementary entanglement is defined
as bipartite entanglement shared between two neighboring
nodes (i.e., directly connected through an optical channel).

3) ENTANGLEMENT GENERATION AND HERALDING
As the generation of entangled pairs is nondeterministic,
near-term quantum communications will rely on a process
called heralding in which two nodes mutually acknowledge
the confirmed presence or absence of an entangled pair be-
tween them when attempting an entanglement creation. As
such, a heralded entanglement generation (HEG) protocol
requires classical signaling messages between the two nodes,

which incur additional communication overhead and thus
have critical implications for quantum routing.

4) QUANTUM MEMORY
Qubits may be stored in quantum memory using a variety
of technologies. Memories are characterized by key param-
eters, such as their storage time, which represents the time
interval beyondwhich the stored quantum state is irreversibly
degraded and can no longer be used. This results from en-
tanglement decoherence, where the entangled pair of parti-
cles degrades over time because of interactions with their
surrounding environment. The quantum state may incur a
variety of errors as it is received through the quantum chan-
nel, stored in memory, operated on by quantum gates, emit-
ted from the memory, and coupled into an output quantum
channel. Some of these errors may be corrected by error
correction codes, whereas other errors are uncorrectable and
result in a lower fidelity entangled state [18]. Some quantum
memory platforms may be able to store a plurality of qubits
simultaneously, in an individually addressable manner, re-
sulting in more robust multiplexed entanglement generation
and storage capabilities, albeit with their own set of errors to
consider due to crosstalk and scattering [19], [20], [21], [22].
Depending on the underlying technology, the memory may
operate in a wavelength range different from that of the input
or output quantum channel. In such cases, a quantum fre-
quency conversion step may be needed to integrate the mem-
ory platform into the quantum network channel and preserve
the quantum state [23], [24], [25]. Other memory parameters
may include storage efficiency, retrieval efficiency, and the
supported wavelength range.
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5) ENTANGLEMENT SWAPPING
Entanglement swapping is to perform a Bell state measure-
ment (BSM) on two independent pairs of entangled qubits.
Given the inherently lossy nature of quantum channels, en-
tanglement swapping via repeaters becomes key to distribut-
ing long-distance entanglements. Specifically, a repeater is
placed between Alice and Bob to split their distance into two
smaller distances. Two elementary entanglements are gener-
ated: one betweenAlice and the repeater and one between the
repeater and Bob. The repeater then interferes and measures
its two local (and ideally indistinguishable) qubits, thereby
destroying the two elementary entanglements in the process,
and sends the measurement outcome to Bob. If successful,
this procedure establishes entanglement between the two re-
mote qubits on Alice and Bob. The success of the swapping
operation is also probabilistic.

6) FIDELITY AND PURIFICATION
The probability that a pair of entangled qubits is in a specific
desired state is quantified by a value known as the fidelity of
an entanglement. Decoherence, fiber loss, or environmental
disturbances can prevent a pair of qubits from achieving or
maintaining a maximally entangled state. Purification tech-
niques, such as heralded entanglement purification (HEP),
have been developed to improve fidelity [17] by converting
two or more low-fidelity Bell pairs into a single pair with
higher fidelity. This process can sometimes fail and requires
classical communication to notify both end nodes about the
outcome of the purification effort [26].

7) QUANTUM REPEATERS
The main function of a repeater is to capture qubits, store
them in quantum memory, and implement the purification
and swapping processes described earlier. Entanglement dis-
tribution over quantum repeaters is subject to two main types
of errors [27]: loss errors arising from the attenuation of
fibers and operational errors resulting from inaccuracies in
manipulating and measuring quantum states. The evolution
of quantum repeaters can be delineated into three distinct
generations based on their error mitigation strategies [27];
see Appendix A for further details.

8) TELEPORTATION
Quantum teleportation is a process in which a qubit is recre-
ated at a distant destination node by utilizing an entangled
link, while simultaneously destroying the original qubit at
the source node. As long as the source and destination nodes
share a Bell pair, teleportation can occur over any distance
without physically transferring the quantum particle that en-
codes the qubit. Teleportation serves as an exemplary appli-
cation of utilizing E2E entanglements, highlighting just one
of the potential ways to leverage these entangled states in
quantum communication and computation systems.

II. QUANTUM ROUTING PROBLEM
In this section, we describe a general entanglement rout-
ing model in a centralized, offline, and synchronous setting
adapted from previous work in [28], [29], [30], and [31].
Time is loosely synchronized and slotted, and within each
time slot, there are two main phases, namely, the exter-
nal phase for generating elementary entanglements among
neighboring nodes and the internal phase for swapping pairs
of entangled qubits inside each node in order to establish
longer distance entanglements. Here, we assume that the
duration of a time slot is chosen appropriately depending
on hardware components so that established entanglements
do not decohere before being used within one time slot.2

In addition, while purification is important for improving
entanglement fidelity (and thus critical for the robustness and
scalability of future quantum networks), we will not include
it in the following formulation. This is mainly to simplify
the presentation of the main concepts and key elements of the
entanglement routing problem. Specifically, we will focus on
entanglement generation, swapping, and routing and provide
a detailed discussion on purification in Section III-B2.

A. TOPOLOGY
Consider a quantum network described by an undirected
graph G = (V, E ), where V is the set of nodes and E is the set
of edges. Here, each node u ∈ V is a quantum node, equipped
with a limited number of qubits to create Bell pairs. All nodes
are connected via a classical network. An edge (u, v) ∈ E
existing between two nodes u and v means that they share one
or more quantum channels allowing for qubit transmission.
We refer to the graph G formed by the nodes and physical
channels as the physical topology of the quantum network.

B. QUANTUM LINK
Since quantum channels are inherently lossy, each attempt
to create an entanglement through a channel only succeeds
with a certain probability. For an edge (u, v), this probability
is proportional to e−αLuv , where Luv is the physical length of
the channel and α is a constant depending on the physical
media (e.g., optical fiber and free space). If an attempt suc-
ceeds, the two nodes u and v share an entangled pair, i.e.,
there is a quantum link between u and v. Let us denote by
puv the overall success probability of a quantum link, taking
into account the efficiencies of entanglement sources and
photon detectors, and the number of attempts allowed in one
phase within a time slot. Here, for simplicity, we can assume
that the physical media are the same for all channels, and

2The duration of a time slot is actually an important factor that affects the
quantity/quality of entanglements since it is related to the EGRs as well as
coherence times of quantum memories. It is also crucial for practical imple-
mentations of routing algorithms because near-term quantum communica-
tion relies on HEG that requires classical signaling between quantum nodes.
For simplicity, we assume in this section that the duration of a time slot is
sufficient for carrying out necessary operations of a routing algorithm before
entanglements decohere, including processing time of routing protocols,
entanglement generation/swapping and signaling, and their consumption by
applications.
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the success probability puv is the same for all the channels
connecting u and v.
Each edge (u, v) ∈ E is then characterized by a capacity

Cuv representing the maximum number of quantum links that
can be established before swapping within a time slot. For
simplicity, one can consider Cuv as the number of parallel
channels between u and v. In general, however, the capacity
Cuv can be different from the number of channels, taking
into account different multiplexing modes (including time,
space, and wavelengthmultiplexing) and possibly the limited
numbers of qubits at u and v.3 We refer to the (multi)graph of
nodes and edges associated with quantum links as the logical
topology or virtual topology, which could be time varying.
It is straightforward to consider the number of successful
quantum links between u and v in each time slot as a random
variable following a Binomial distribution with parameters
Cuv and puv . In this model, the probability of having exactly
k entanglements on the edge (u, v) in each time slot is given,
for k = 0, 1, . . . ,Cuv , as follows:

pk(u, v) =
(
Cuv
k

)
pkuv (1 − puv )

Cuv−k. (1)

C. SWAPPING IN A PATH
A (quantum) path between two nodes is simply a concatena-
tion of contiguous edges with positive capacities, where an
E2E entanglement can be established by creating quantum
links on all the edges and performing quantum swapping at
the intermediate nodes. In particular, to combine two adja-
cent entanglements, say (u, v) and (v,w), node v attempts
a swapping on its corresponding local qubits, which may
succeed with a probability qv resulting in an (u,w) entan-
glement.4 In a more general case, suppose that node v has l
(u, v)-entanglements and r (v,w)-entanglements. Then, as-
suming that swapping operations can be performed between
any pair of qubits in memory of a node,5 node v can attempt
at most min{l, r} swaps to establish multiple entanglements
between u and w. As a result, by swapping at all the inter-
mediate nodes, elementary entanglements are consumed to
generate E2E entanglements.
In the following, we will refer to a set of rules for per-

forming swapping in a path as a swapping policy. There are
different swapping policies resulting in different swapping
schemes as we will detail in Section III-B1. In this section,
we present two groups of policies to accommodate the rout-
ing model described here, namely heralded and unheralded
swapping.

1) Unheralded Swapping: In this scenario, routers locally
perform swapping without awaiting the swapping out-
comes of other routers. This allows all the nodes to

3The special case with Cuv = 1 has been studied extensively in the
literature.

4Using linear optics platforms, the swap success
probability is bounded by qv ≤ 0.5. However, other platforms have
achieved higher success probabilities [32].

5i.e., a BSM can be performed between any pair of locally held qubits so
that a quantum node can also act as a quantum switch.

carry out swapping operations independently and in
parallel once all adjacent quantum links are available.
Consider a general path of length n given without loss
of generality by {(0, 1), (1, 2), (2, 3), . . . , (n− 1, n)}
with corresponding capacities Ci−1,i for i = 1, . . . , n.
For any i < j ≤ n, we can define the capacity of the
subpath from i to j as

Ci j = min
i<l≤ j

Cl−1,l . (2)

Let p̃k(0, i) denote the probability that among the
first i hops, at least one hop has exactly k quantum
links, while other hops have at least k quantum links,
where 1 ≤ k ≤ C0i. This probability can be computed
recursively, for i = 2, . . . , n, as follows:

p̃k(0, i) = p̃k(0, i− 1)

Ci−1,i∑
l=k

pl (i− 1, i)

+ pk(i− 1, i)

C0,i−1∑
l=k+1

p̃l (0, i− 1) (3)

with p̃k(0, 1) = pk(0, 1) and pl (i− 1, i) is computed
as in (1).6 Since edges can have different numbers
of successful quantum links in each time slot, all the
nodes will need to agree on how to perform internal
swapping effectively instead of randomly pairing in-
ternal qubits. An easy way to do this is to assign IDs
to quantum links and pair them in a common order
(e.g., ascending, descending). Under such qubit bind-
ing and swapping, the probability of having exactly k
E2E entanglements, denoted by pk(0, n), is computed,
for k = 1, . . . ,C0n, as follows:

pk(0, n) =
C0n∑
l=k

p̃l (0, n)

(
l

k

)
q̄k(1 − q̄)l−k (4)

with q̄ := ∏n
i=1 qi, p0(0, n) = 1 − ∑C0n

k=1 pk(0, n) and
pk(0, n) = 0 for all k > C0n. Here, note that, because
swapping operations are independent, the probability
of successfully connecting all elementary entangle-
ments is simply the product of individual swapping
probabilities, which does not depend on any swapping
order.

2) Heralded Swapping: In this scenario, routers carry out
swapping based on the swapping outcomes of other
routers, giving rise to a swapping order for the path in
each time slot. Compared to unheralded swapping, her-
alded swapping aims to make better swapping choices
at each node at the expense of increasing the amount
of heralding signals. Again, let us consider a path of
length n given by {(0, 1), (1, 2), (2, 3), . . . (n− 1, n)}
where the capacity Ci j of the subpath from i to j is

6Note that Shi and Qian [29] used a similar expression to (3) but with
C0n as the upper limit for both summations on the right-hand side, thereby
leading to a lower success probability.
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defined as in (2). With abuse of notation, let pi(x, y)
and p j(y, z) denote the probabilities of having exactly
i (x, y)-entanglements and j (y, z)-entanglements at
node y, where i ≤ Cxy, j ≤ Cyz, and x, y, and z need
not be adjacent nodes. Thus, the probability of hav-
ing exactly k (x, z)-entanglements after at most Cxz
swapping attempts at node y can be computed [31], for
k = 1, . . . ,Cxz, as follows:

pk(x, z) =
Cxy∑
i=k

Cyz∑
j=k

pi(x, y)p j(y, z)

×
(
min{i, j}

k

)
qky(1 − qy)

min{i, j}−k (5)

with p0(x, z) = 1 − ∑Cxz
k=1 pk(x, z). This allows us

to find probabilities of long-distance entanglements
pk(0, n) for any swapping order. The probability dis-
tribution of E2E entanglements in this case is more
complicated to compute than the unheralded case.

D. PATH THROUGHPUT
As shown previously, given a path π in the graph G with a
certain edge capacity Cπ := {Cπ

uv : (u, v) ∈ π}, E2E entan-
glements can be established by swapping at all intermediate
nodes, which results in different success probabilities de-
pending on how swapping operations are carried out. Let Q
be a swapping policy and pQk (π ) denote the probability of
having exactly k E2E entanglements on path π under policy
Q. Then, we can define the expected throughput as follows:

EXT(π;Q) :=
Cπ∑
k=1

k × pQk (π ) with Cπ = min Cπ (6)

whereCπ is also known as the (minimum) width of the path.
Note that the throughput can be computed in O(|π |max Cπ )
time for unheralded swapping and in O(|π |(max Cπ )2) time
for the case of heralded swapping. In both cases, the time
complexity scales linearly with the path length, but unlike
the former, the latter is quadratic in the maximum width of
the path.

E. DEMANDS/REQUESTS
A demand can be defined as a tuple r = (s, d, δ,F ), rep-
resenting a request to deliver δ E2E entanglements with a
minimum fidelity F per time unit between two end nodes s
and d [30]. A request may also include other requirements,
such as a desired latency l̄, but we do not consider them here
for simplicity.7

LetPr denote the set of feasible paths serving request r and
QPr the set of corresponding swapping policies, i.e., QPr =

7In fact, due to the stochastic nature of entanglement generation and
swapping operations, the generation latency of a request can be considered
as the inverse of its expected E2E entanglement rate. As a result, a require-
ment on the generation latency can simply be transformed into a constraint
on its minimum expected throughput.

{Qπ : π ∈ Pr}, where a swapping policy Qπ can depend on
the path itself and thus can also be a design parameter. The
expected E2E entanglements delivered for this request in a
time slot can then be defined as

R(Pr,QPr ) :=
∑
π∈Pr

EXT(π;Qπ ) (7)

which can be considered as the raw throughput. The expected
number of entangled qubit pairs delivered per time unit for
a request that satisfies its fidelity (and possibly latency) con-
straints is referred to as the E2E (expected) throughput of the
request, which is denoted by R̃(Pr,QPr ) and upper bounded
by R(Pr,QPr ).

F. OBJECTIVE
Consider a quantum network G = (V, E ) that is required to
serve a set of requestsR = {ri}mi=1.

8 A common objective of
routing algorithms is to maximize the total number of E2E
entanglements delivered for all requests. The goal of a rout-
ing algorithm is then to efficiently determine a set of paths
{Pr : r ∈ R} together with allocated capacity {Cπ : π ∈ Pr}
and corresponding swapping policies {Qπ : π ∈ Pr} to ei-
ther satisfy all requests or to maximize the overall throughput
in the network [29], [30], [33], [34]. To this end, we can
then consider a utility function Ur(δr,R(Pr,QPr )) for each
request r ∈ R with a desired flow rate of δr. The problem
can be formulated as maximizing the following aggregated
utility function:9 ∑

r∈R
Ur

(
δr,R(Pr,QPr )

)
(8)

with decision variables {Pr, Cπ ,Qπ∀π ∈ Pr∀r ∈ R} and
subject to the following.

1) Feasible paths: Each π ∈ Pr has no loops.
2) Capacity: Cπ

uv ≥ 0,∀(u, v) ∈ E , and∑
π∈∪r∈RPr

Cπ
uv ≤ Cuv ∀(u, v) ∈ E . (9)

3) Fidelity: Since the fidelity of an entanglement drops
with each swapping, a minimum fidelity requirement
Fr can be replaced with a path length constraint for
each path π ∈ Pr without considering entanglement
distillations [30]. In particular, assuming that all the
mixed entangled states areWerner states, the following
hop constraint can be used instead:

|π | ≤ hr :=
log( 4Fr−1

3 )

log( 4F0−1
3 )

∀π ∈ Pr∀r ∈ R (10)

where F0 is the minimum fidelity of each elementary
Bell pair.

8For simplicity, we assume here that G and R are fixed within a period
of interest. In general, one can consider time-varying graph G due to failures
as well as time-varying requests with possibly estimated or unknown arrival
patterns.

9To provide certain levels of fairness, the overall objective function can
be defined as a weighted sum of all utilities or throughputs.
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FIGURE 2. Entanglement routing on a grid network topology (adapted from [38]). Edge (i, j ) ∈ E supports multiple entangled pairs, whose capacity is
denoted as Ci j . Entanglement generation between S1 (S2) and T1 (T2) is requested, and one or more paths are provisioned for each request. The
probabilities of successfully building an entangled pair between adjacent nodes and performing swapping are denoted as pab for (a, b) ∈ E and qb for
b ∈ V , respectively.

Fig. 2 illustrates the routing concepts in a quantum net-
work, where multiple quantum links can be created over an
edge (multichannel) and the routing algorithm can accept
one or multiple requests at a time (multirequest). Here, en-
tanglement generation between S1 (respectively, S2) and T1
(respectively, T2) is requested, and one or multiple paths
are provisioned for each request (multipath). We emphasize
that while not exhaustive, the problem formulation presented
here captures key challenges in quantum routing. Previous
research has often focused on simplified or approximate ver-
sions of this problem as we will explain below and in the next
sections.

G. ROUTING DECISIONS AND COMPLEXITY
Given inputs to the routing problem, including network graph
G = (V, E ), edge capacity Cuv with corresponding quan-
tum link success probability puv for all (u, v) ∈ E , swapping
probability qv for all v ∈ V , and the set of requests R =
{ri = (si, di, δi,Fi)}mi=1, the outputs of a routing algorithm
after solving the aforementioned problem are the routing
decisions.

1) A set of paths Pr for serving each request r ∈ R,
together with allocated capacity Cπ

uv for each edge
(u, v) along any path π ∈ Rr: These decision vari-
ables will be used for resource allocation and sig-
naling protocols in each node. We will discuss this
step further in Section III-A. Finding these deci-
sion variables corresponds to similar tasks in classi-
cal networking, namely, path computation and path
installation.

2) A swapping policy Qπ for any path π ∈ Pr: This will
determine the local signaling needed for swapping at
each node in support of multiple paths and multiple
requests, which somewhat resembles the forwarding
table in classical networking. Given that performing an

entanglement swap on two imperfect Bell states results
in a long-distance entanglement with reduced fidelity,
if such reduction is significant, one might need to take
into account entanglement purification or distillation
steps to probabilistically convert multiple low-quality
entangled pairs into a single high-quality entangled
pair. In this case, one needs to design not just a swap-
ping policy but a forwarding policy that includes swap-
ping and purification steps, where purification can be
done on elementary or distant entanglements to im-
prove fidelity. Further discussions on swapping and
purification will be given in Section III-B.

Here, let us briefly remark on the challenges in solving the
routing problem described earlier that do not have a coun-
terpart in classical networking. In general, it is difficult to
solve the aforementioned optimization problem exactly and
efficiently even in the offline and centralized setting because
of the following challenges.

1) The combinatoric nature of the solution space for the
decision variables, namely, paths in graph G with in-
teger capacity Cπ

uv and swapping policy/order, where
the latter has no counterpart in classical routing and
forwarding: Specifically, in the case of heralded swap-
ping, the number of possible orders for a path of length
n scales as O(4n).10 In addition, we note that different
orders will also have different levels of parallelism and
signaling mechanisms, which, in turn, can also affect
the practical throughput. For simplicity, we do not con-
sider such effects in the formulation above (which is
reasonable when the duration of the internal phase is
negligible compared to that of the external phase for
generating all elementary entanglements).

10This is also related to the nth Catalan number [31] in combinatorial
mathematics.
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2) Lack of efficient path metrics:As shown in (1)–(6), the
expected throughput of a path is rather complicated, in-
volving the characteristics of each node and every edge
on the path as well as the swapping policy employed
for the path. As a result, comparing two paths becomes
nontrivial, especially when they have different edge
capacities, different lengths, and different swapping
policies, unless computation for the whole path is fin-
ished. However, the computational complexity of the
throughput in heralded swapping scales quadratically
in the maximum width of the path. More importantly,
under any swapping policy, finding a path with maxi-
mum expected throughput in a network does not have
the subpath optimality property, causing methods like
Dijkstra and Bellman–Ford to fail in finding optimal
paths [31], [34].

Thus, solving the routing problem formulated previously
remains a challenging task. Most of the existing works often
fix a swapping policy or order (see, e.g., [29], [34], and [35])
and consider the routing problem using dynamic program-
ming and/or replacing exact path throughput with heuristics
that are more efficient and/or Dijkstra friendly. For exam-
ple, path computation can be done online or offline using a
heuristic path metric such as hop count, edge width, or link
fidelity [28], [29], [36], [37].
It is important to note that the problem described earlier

assumes a centralized, offline, and synchronous setting. The
following extensions can be more challenging but also more
practical to consider.

1) Distributed: Routing paths and swapping orders are
computed in a (semi)distributed fashion based on
nodes’ local view of the network.

2) Online: Routing can be adaptive to request arrival
patterns and available elementary link entanglements,
which are possibly unknown in advance. Instead of
static swapping policy/order, swapping can also be
dynamic to better utilize elementary entanglements.

3) Asynchronous: Different levels of asynchrony can also
be considered. For example, nodes can have different
time slot durations or operate based on discrete events.
For each node, the internal and external phases for each
memory can be asynchronous as well to better improve
throughput and fidelity.

H. PHYSICAL PARAMETERS
One can illustrate the relevant time constraints involved in
entanglement routing through the lens of several key phys-
ical parameters. The coherence time is an important factor
in establishing and maintaining high-fidelity entanglements.
Currently, quantum coherence times can be up to millisec-
onds for photons in optical fibers and up to seconds or more
for other systems [39], [40]. In particular, typical coherence

times of spin qubits can be milliseconds up to seconds in sil-
icon [41] and diamond [39], [42].11 The success probability
of a single entanglement attempt is dependent on the length
of the optical fiber (besides other factors such as efficiencies
of detectors and memories, as well as the success rate of
BSM) and is typically measured on the order of 10−4 in
a laboratory environment over a few-meter links [45] and
10−6 over 6–33 km telecom fiber [46] at a frequency of
several tens of kilohertz. A swapping success probability
q = 0.5 is also feasible. Although BSMs based on linear op-
tics have a maximum success probability of 0.5, a more com-
plex measurement pattern using ancillary photons has been
experimentally demonstrated recently to achieve a success
probability of approximately 0.579 [32]. Depending on the
attenuation coefficient of the optical fiber, repeater stations
may be spaced at intervals of L ≈ 20 km, and the one-
way classical communication time is L/(2 × 105 km/s) =
0.1 ms.

III. ENTANGLEMENT ROUTING APPROACHES
Drawing inspiration from classical networking, we decom-
pose the E2E entanglement distribution process into two
distinct phases, namely, routing and forwarding [47]. The
decision to examine the two phases separately stems from
the realization that these phases can be implemented inde-
pendently in quantum networks. For instance, in repeater-
less QLANs, route computation approaches may be rele-
vant without necessitating entanglement swapping opera-
tions for servicing entanglement requests. Conversely, long-
distance connections between QLANs over linear paths with
a chain of repeaters might utilize forwarding techniques,
such as swapping and purification without engaging in path
selection.
It is important to note that the term forwarding in the

context of quantum communication is somewhat amisnomer.
Unlike classical networks, where forwarding refers to hop-
by-hop packet transmission, in quantum networks, it involves
generating and swapping entanglements across nodes. How-
ever, we use this classical term to provide a more familiar
and abstract description of quantum networking processes.
Furthermore, as we will discuss, the forwarding phase in-
cludes entanglement purification and swapping—two oper-
ations that are often viewed as distinct functions. Therefore,
we retain the term forwarding to keep this phase conceptually
separate from the two distinct processes it contains.
The routing phase is concernedwith determining (optimal)

paths for E2E entanglement requests and ensuring that the
necessary routing instructions are in place across the network
to support these paths. This includes all the background pro-
cesses needed to select paths such as collecting topology. The
routing phase involves two key aspects: path computation
and route installation.

11Trapped ions can have a lifetime from minutes to hours [43], but the
efficiency of frequency conversion to telecommunication wavelength is still
rather low [44].
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Path computation consists of choosing the sequence of
intermediate links (and nodes) that will generate the E2E
entanglements. This process should not happen for each in-
dividual E2E entanglement. Instead, it should be launched
once for a single or a group of E2E entanglement requests.
Path computation is strongly tied to the topology, which can
be physical and/or logical and/or virtual, and the resources
(memory qubits) already in use by other paths. Path com-
putation uses a routing algorithm to calculate paths for the
requested E2E entanglements. These algorithms may model
various network parameters and optimizations, as discussed
in Section III-C.

Route installation follows the path computation and in-
volves the deployment of specific instructions at each node
along the path to establish E2E entanglements. These in-
structions can be static and installed manually on the nodes
at configuration time or dynamically transferred from path
computation results, akin to updating forwarding tables or
setting up cross-connects in classical networks.
Path computation and route installation can be imple-

mented in a distributed fashion across the nodes, in a cen-
tralized controller, or combine the two approaches (see
Section IV).
The forwarding phase usually takes place after route in-

stallation. It includes the external phase for the production
of elementary entanglements (which may not yet exist) and
the internal phase where swapping is executed to estab-
lish E2E entanglements. The forwarding phase may include
purification and mechanisms to ensure path reliability. The
combination of entanglement swapping and purification has
been a fundamental approach in early quantum repeater
protocols, where nested entanglement purification was used
alongside swapping to enhance fidelity [48], [49]. Although
these techniques are crucial for enabling long-distance en-
tanglement, they primarily concern improving link quality
within a predetermined chain of repeaters. In contrast, the
entanglement routing problem, as discussed in this work,
includes the selection of an optimal path across a network
of repeaters to maximize entanglement generation efficiency
under resource constraints. This distinction is important
because routing focuses on network-wide path selection,
whereas early repeater protocols optimized fidelity along
pre-established routes.
Routing algorithms can be designed to operate on a par-

tial or local view of the network topology (distributed), or,
alternatively, they may require a global view of the topology
(centralized). According to the routing problem formulation
given in Section II, the routing algorithm may include for-
warding operations, such as optimal swapping strategies, in
addition to routing decisions (i.e., path computation). Hence,
we discuss the routing algorithms separately without limiting
them only to the routing or forwarding phase.
The specific concepts and approaches that underpin the

routing phase, the forwarding phase, and the routing algo-
rithms are organized in the taxonomy outlined in Fig. 3. We
chose to exclude the notion of a “routing protocol” in the

taxonomy, considering it as a result of combining techniques
from the categories identified (see Section IV). To use the
taxonomy diagram for routing protocol design, one may start
by selecting a path computation scheme for the network’s
technology and objectives, such as a proactive path com-
putation. Then, choose a route installation that matches the
network’s capabilities and implementation preferences, such
as a centralized mode. Next, decide on the swapping strategy
for the forwarding and the needed QoS features. Finally, pick
or develop a model and algorithm to address the routing
problem formulation. Note that not all combinations of these
elements will be consistent or practical, so careful consider-
ation is needed to ensure compatibility and effectiveness.

A. ROUTING PHASE
We distinguish three main routing schemes based on the
network topology on which paths are computed and the time
at which path computation takes place with respect to entan-
glement creation: proactive, reactive, and hybrid.

1) PROACTIVE
In proactive routing (sometimes designated as on demand
entanglement generation [15], [50]), the path computation
and route installation take place before elementary entangle-
ments are created.12

A centralized proactive routing architecture is illustrated
in Fig. 4. Initially, E2E entanglement requests are received
by the controller, which computes the paths and provides the
nodes (routers and end nodes) with instructions for entangle-
ment creation and swapping for each path. Subsequently, the
nodes coordinate to create E2E entanglements, incorporating
purification processes if supported. End nodes are notified of
available E2E entanglements as part of the swapping process.
Distributed proactive routing is also possible and uses a

connection phase to install paths and negotiate resources be-
tween nodes, as illustrated in Fig. 5. Path computation can
be done at the requester or the receiver, or hop-by-hop along
the path.
The path computation may take into account parameters

for entanglement creation, multiplexing, and swapping and
provides necessary instructions to the nodes. These instruc-
tions apply to a large stream of E2E entanglements until dif-
ferent instructions are installed. Once the paths are computed
and the relevant instructions are installed, E2E entangle-
ments are generated for each path until a stop condition ismet
(e.g., the request terminates) or new paths and instructions
are installed.

12In this article, we use “proactive” to describe path computation oc-
curring before entanglement generation. However, these terms can be used
inversely in other studies, such as in [6] and [51], where what we call “reac-
tive” might be referred to as “proactive” and vice versa. This inversion stems
from the perspective of considering the entanglement generation process
relative to path computation. Since we are discussing routing schemes, the
terminology chosen here considers the path computation process relative to
entanglement generation.
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FIGURE 3. Taxonomy of quantum routing concepts discussed in this survey.

FIGURE 4. Architecture of a centralized proactive routing. The purpose of the slotted representation is only to illustrate the sequential operations
involved in proactive routing.
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FIGURE 5. E2E entanglement distribution in distributed proactive routing. Paths can be computed by the requester, the receiver, or hop-by-hop along
the path.

Since path computation and route installation are not con-
strained by entanglement decoherence time, proactive rout-
ing allows more flexibility in its design. It can be envisioned
in a centralized system where routing instructions are com-
puted and installed from a central entity. Alternatively, proac-
tive routing can be realized as a distributed system, where
each node computes and installs its routing instructions. In
the latter case, a routing algorithm with a partial knowledge
of the physical topology can be used. Note that a majority of
the proposed proactive routing approaches assume a global
knowledge of the physical topology by the path computa-
tion algorithm. The routing algorithm typically considers the
physical topology and can be as simple as precomputing
the paths for all the possible pairs of nodes at initialization
time [29].
Since the path computation is executed before knowing

which elementary entanglements have succeeded, a cost for
physical links (paths)must bemodeled in the algorithm. In its
simplest form, link cost reflects the expected entanglement
throughput (i.e., generation rate). The throughput is based on
the channel loss and error rates, which is mainly dependent
on the fiber length. For a more realistic throughput estima-
tion, other characteristics may be included, such as photon
source power, detector efficiency, and quantum memory co-
herence, frequency, and efficiency [34]. Based on EGRs and
swapping probabilities, the path throughput can be modeled
as in Section II or approximated by using different heuristic
metrics, such as the sum of node distances or link EGRs [29].
Overall, proactive path selection tends to prefer shorter paths
in physical distance, although this does not guarantee the
selection of paths with the highest throughput in the presence
of links with varying capacities.

Without a priori knowledge of the existing entanglement
links, if the path computation algorithm does not plan for
redundant links or paths, the E2E entanglement throughput
may quickly degrade due to failures in creating the planned
entanglements [36]. Moreover, proactive routing may induce
a higher latency to satisfy the E2E entanglement requests as
multiple attempts may be required before creating entangle-
ment links. This latency may be further increased when path
computation is distributed due to additional signaling. These
limitations lead to considering the reactive routing scheme
discussed next.

2) REACTIVE
In reactive routing (sometimes designated as advance [15]
or continuous [50] entanglement generation), entanglements
are constantly produced over each quantum channel across
the network, and path computation is done on the instant
logical topology formed by the created entanglements.
This scheme frequently assumes a synchronous network

where the quantum and routing operations evolve sequen-
tially within discrete time slots of a fixed duration. Such a
time-slotted system is used particularly with centralized path
computation [52], although it can also be used in distributed
routing [28].
A centralized slotted reactive routing is illustrated in

Fig. 6. At the beginning of a time slot, each pair of adjacent
routers (i.e., sharing a quantum channel) attempts to gener-
ate entanglements. Entangled link states are communicated
to the routing element (e.g., controller), which computes
paths for the current E2E entanglement requests based on the
logical topology formed by the created entanglements. The
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FIGURE 6. Reactive routing with a central controller and operations executed during a time slot (adapted from [52]).

routing element sends swapping instructions to the routers to
establish the E2E entanglements.
As discussed in Section II (see footnote 1), a time slot

typically includes the entanglement attempt/creation, the en-
tanglement outcomes transmission, the path computation,
the route installation, and the swapping execution time. The
remaining time is used to consume the E2E entanglement by
the layer above (e.g., application). Hence, the duration of a
time slot depends on the hardware characteristics and entan-
glement protocol. It is upper bounded by the entanglement
creation delay, plus the entanglement lifetime (i.e., quantum
memories coherence time). Note that these operations are
executed sequentially within the time slot without further
synchronization. Note that the entanglement coherence time
must be long enough for the path computation and route in-
stallation to take place and allow enough time for the E2E en-
tanglement to be consumed. However, nodes have a limited
time to create elementary entanglements and must wait until
the next time slot to re-attempt failed entanglements. This
may lead to nonoptimal utilization of network resources.
Reactive routing can also be designed in a distributed

system, where routers rely only on the local knowledge of
the logical topology to compute paths. The routing proposed
in [28] uses a path-finding mechanism in which all elemen-
tary entanglements are consumed in each attempt to estab-
lish an E2E entanglement. A more elaborated distributed
path selection is designed in [53], where nodes collectively
maintain the logical topology as a distributed graph. As new
entanglements arrive and others expire, each node interacts

with its neighbors to join the graph by selecting a root node
based on link cost (e.g., fidelity). Once the node has joined
a graph, it has a route toward the graph root, which is used
to select entanglements to swap for each E2E entanglement
request.
Fig. 7 shows a simplified view of a distributed reactive

routing scheme where two end nodes want to establish an
E2E entanglement. Since each router is only aware of the
status of entanglements with its neighbors, the routers need
to perform swapping when possible to increase the probabil-
ity of establishing an E2E entanglement. By consuming all
entanglements in the logical topology, the E2E entanglement
is established. With a more advanced algorithm, a path can
then be identified within the distributed graph where each
router selects the entanglements to swap.
Note that although reactive routing operates on a partial or

global logical topology, it may assume that the global phys-
ical topology is also known to the routing algorithm [37],
[38], [52], [54], [55].
Path computation metrics commonly used in reactive rout-

ing literature include hop count [37] and link fidelity [54]
due to their simplicity and low computational complexity.
However, more elaborated path computation algorithms may
take into account a nonlinear combination of relevant met-
rics to maximize throughput [38], [52], [56], [57], such
as decoherence times, physical distance between routers,
classical communication latency, requested fidelity, purifi-
cation costs, and swapping, gates, and measurement error
rates.

VOLUME 6, 2025 4100639



Engineeringuantum
Transactions onIEEE

Abane et al.: ENTANGLEMENT ROUTING IN QUANTUM NETWORKS

FIGURE 7. Simplified view of a reactive distributed routing.

Selecting paths based on already created entangle-
ments allows the routing algorithm to support purification
schemes [17], swapping strategies, and resource manage-
ment. However, the logical topology graph formed by the
entangled links must be connected enough to satisfy the
E2E entanglement requests. Otherwise, most requests must
wait until the next period (in the best case) to be satisfied.
Therefore, entanglement technology should provide an effi-
cient entanglement success rate to guarantee sufficiently con-
nected logical graphs, or a high enough frequency to make
multiple attempts within a short time period.
The impact of EGR and success rate is still to be inves-

tigated in order to determine the technology characteristics
required for the reactive routing to be viable. Semenenko
et al. [58] study the EGR in a quantum network and demon-
strate that the performance of E2E entanglement distribution
may be affected by the scheduling of entanglement genera-
tion and swapping.
Since entanglements are already created at path com-

putation time, the delay to satisfy E2E entanglement re-
quests may be reduced in reactive routing. However, this
approach faces significant concerns regarding its feasibility
and scalability. Communicating with a controller or neighbor
routers for every E2E entanglement creation introduces la-
tency and overhead, challenging the network’s efficiency and
practicality.

3) HYBRID
Elements of proactive and reactive schemes can be combined
to leverage their respective strengths while mitigating their

weaknesses. These hybrid approaches may use preshared
entanglements or path selection concurrent to entanglement
generation. For instance, virtual routing pre-establishes vir-
tual topologies using higher level entanglements to simplify
path computation and reduce latency, while opportunistic
routing dynamically selects paths at each node based on local
information and ongoing entanglement attempts.
a) Virtual: Entanglements can be created between any

pair of nonadjacent routers using swapping at intermedi-
ate nodes. This allows the network to form arbitrary virtual
topologies with entanglements that extend beyond one phys-
ical link. Such entanglements are referred to as virtual links
or l-level entanglements [6], [59]. For an l-level entangle-
ment, the hop distance between its two end nodes x and y is
2l−1 [60]. Elementary entanglements are considered 1-level
entanglements.
Virtual links can be combined, or with elementary en-

tanglements, to create E2E entanglements, as illustrated
in Fig. 8. Virtual links can be chosen deterministically
or randomly [50], allowing the routing problem to be di-
vided into two subproblems. On the one hand, virtual links
are (pre)calculated and created to form the virtual topol-
ogy [61]. On the other hand, the routing algorithm uses the
virtual topology to calculate the paths for requested E2E
entanglements.
Using virtual links can increase the connectivity of the

network. It also reduces the diameter of the network topol-
ogy, which may reduce the complexity and execution time
of the routing algorithm. Study [62] showed that an efficient
construction of the virtual topology can reduce the latency of
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FIGURE 8. Virtual routing on a quantum network with various levels of entanglement links.

E2E entanglement creation. However, virtual entanglements
expire and need to be regenerated just like elementary en-
tanglements. This can be a time-consuming and challeng-
ing process that involves the generation and swapping of
entanglements.
Virtual routing approaches are proposed in [59], [60], and

[63]. The work in [59] starts by establishing a physical topol-
ogy and categorizing the nodes based on their capabilities to
generate entanglements. Following this, a virtual topology is
computed in a decentralized manner, employing the concept
of a small world network as outlined by Kleinberg [64].
In the virtual topology graph, routing is performed using
a distributed greedy algorithm with the entanglement suc-
cess probability as a metric. The same approach is adopted
in [63] using a metric derived from entanglement throughput
statistics.
Researchers in [50] adopt a similar approach, but intro-

duce a maximum limit on the distance of a preshared virtual
link relative to the physical links. In addition, they set a cap
on the storage duration for the entanglement link. Consid-
ering a network that continuously generates entanglements,
they designed hybrid routing algorithms that select a next hop
even if no virtual link is established yet (similar to proac-
tive routing). In this case, the entanglement generation is
attempted over the selected virtual link.
This approach helps mitigate the downside of reactive

routing resulting from its suboptimal resource utilization.
According to the reported results, when there is only one
request in the network, relying on the continuously gener-
ated entanglements yields a lower latency than creating new
ones. In the case of multiple concurrent requests, however,
relying only on continuously generated entanglements can
exhaust preshared entanglements before creating new ones
to replace them; hence, requesting new entanglements can
improve performance.

Another virtual routing approach that addresses the lack
of entanglements in reactive routing is proposed in [65],
where the network accumulates l-level entanglements be-
tween nodes with storage capacity (either randomly or based
on the degree of the node) and makes them available when
needed.
In general, virtual routing can be seen as an enhancement

of the reactive scheme, which can combine the advantages
of proactive and reactive routing while limiting their short-
comings. On the one hand, the latency to establish E2E
entanglements due to the entanglement creation in proac-
tive routing can be reduced by the continuous generation of
virtual links preconfigured on routers. On the other hand,
virtual entanglements can artificially improve the availability
of entanglements (see, e.g., [50] and [65]) and accommodate
path computation since the virtual topology to process can
be simplified.
b) Opportunistic: In opportunistic routing, the next en-

tanglement (i.e., next hop) is selected at each router based
on the results of the elementary entanglements attempted
with a set of selected neighbors. One may think of quantum
opportunistic routing as a scheme in which path computation
and entanglement generation are executed in parallel and in
a distributed manner at each hop along the path.
Note that one can distinguish opportunistic routing from

reactive routing approaches through the fact that opportunis-
tic routing can only be distributed, and path selection is done
at each node without any coordination between nodes.
Fig. 9 illustrates an opportunistic routing scheme as pro-

posed in [66]. Starting with the first end node of the requested
E2E entanglement, each node selects a distribution set of
nodes among its neighbors. The distribution set of node i is
made up of nodes with which it shares entanglements in the
direction of the other end node of the request. The node i then
selects one neighbor to forward the request based on criteria
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FIGURE 9. Opportunistic routing proposed in [66].

FIGURE 10. Entanglement generation and swapping. (Left) Synchronous mode and (right) asynchronous mode. The crossed SWAP indicates a failed
swapping.

such as entanglement fidelity. The process is repeated at each
hop until the entanglement is created with the end node. Note
that opportunistic routing handles only the selection of entan-
glement links to create along the path and does not assume
any specific swapping approach. Swapping can use a certain
order or policy after all entanglement links are created, or
the swapping can be executed opportunistically while for-
warding the E2E entanglement request (see Section III-B).
Quantum opportunistic routing typically considers a partial
physical topology or the global physical topology if shared
beforehand. However, the knowledge of logical topology is
always local, within the next neighbor or k neighbors.

B. FORWARDING PHASE
Forwarding encompasses two main steps: the external phase
for generating elementary entanglements and the internal
phase for establishing E2E entanglements via swapping. The
execution of these steps may differ depending on the routing
scheme and supported services. In the proactive (and often
virtual) routing, the external phase occurs after path compu-
tation. In contrast, in reactive routing, it happens before or
concurrently to path selection.
The internal and external phases can be executed syn-

chronously or asynchronously, as illustrated in Fig. 10. In the
synchronous mode, nodes perform the external phase within
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a fixed duration, followed by the internal phase. If a swapping
attempt fails, all nodes involved in the path re-execute the
external phase again. Note that elementary entanglements do
not need to succeed at the same time, but within the duration
of the internal phase. In the asynchronous mode, each pair
of nodes creates elementary entanglements independently as
soon as quantum memories are available, and swapping is
performed immediately when conditions are met. If a swap-
ping attempt fails, only the involved entanglements are re-
generated, while the other swapping attempts continue. Con-
sequently, the asynchronous mode provides better resource
utilization and achieves higher throughput compared to syn-
chronized entanglement generation and swapping.
The forwarding phase includes two main operations:

swapping and purification. These two operations may not be
considered as a single functionality, as purification may be
performed at the elementary entanglement generation (EEG)
phase, after swapping, or a combination of both. In addi-
tion, purification can also be applied on E2E entanglements,
although this may be handled by protocols above the net-
work layer, such as transport or application. Finally, different
types of path reliability may be included depending on the
supported QoS, as discussed in the following sections.

1) SWAPPING
The fidelity of E2E entanglements drops with each swap-
ping operation [30] and the time elapsed before applying the
swapping correction at the end node [33]. In addition, the
E2E entanglement throughput may be affected by the order
in which swappings are performed [31]. In the following,
we will discuss different swapping approaches studied in the
literature. In general, swapping can be either memoryless or
based on quantum memory.
a) Memoryless Swapping: This is often referred to as syn-

chronous swapping or waitless protocol [30]. Here, strict
synchronization among routers is required so that all entan-
glements along a path must be successfully created at the
same time, and all swapping operations can be carried out si-
multaneously. Thus, memoryless swapping is unheralded.13

Clearly, an E2E entanglement can only be generated if all
underlying processes are synchronized and succeed; other-
wise, any failure will cause the whole process to restart from
the generation of elementary entanglements. As a result, al-
though this approach can provide E2E entanglements with
high fidelity when successful, its generation rate is very low,
hindering its practicality.
b) Memory-Based Swapping: This is also known as asyn-

chronous swapping or waiting protocol [30], where a qubit of
an entangled Bell pair may wait in memory for its swapping
counterpart to become available and certain conditions to be
met so that a swapping operation can be carried out. This
is possible because coherence times of several seconds to
minutes (and even hours, depending on the technology) have

13Of course, the swapping results will still need to be communicated to
end nodes via classical signaling in either centralized or distributed fashion.

been demonstrated [68]. As a result, swapping can happen
at different times at intermediate nodes along a path fol-
lowing certain rules and orders (including random ones).14

Thus, different swapping policies can lead to different wait
times, which in turn affect fidelity and throughput of E2E
entanglements.
The asynchronous mode is expected to perform better than

the synchronous mode because it does not require all the
entanglements to succeed at the same time and allows the
regeneration of only the failed entanglements instead of all
entanglements. In addition, it may be useful for routers to
know if a swapping operation has failed as soon as possible to
avoid unnecessary waiting (at the cost of additional classical
signaling). In the following, we will focus on asynchronous
swapping and discuss several common swapping schemes
using an example of a path with n = 4 hops shown in Fig. 11.

1) Sequential: Nodes perform swapping sequentially
from left to right (or right to left) [69] [see Fig. 11(a)].
This scheme requires n− 1 steps with one node per-
forming swapping operations in each step after its im-
mediate neighbor. As a result, this scheme yields the
highest wait time due to swapping steps. However, it
is often the most useful scheme in a path-finding al-
gorithm based on simple metrics (such as hop count,
node distance, link entanglement creation rate, or link
bottleneck capacity, as described in Section III-C2) be-
cause the contribution of a new hop to the path length
when extending the path is often much easier to find
compared to other schemes below.

2) Doubling: This is one of the most studied schemes,
where the order of swapping corresponds to a balanced
binary tree of height �log2 n	 and nodes on the same
level can perform swapping in parallel (see, e.g., [11],
[34], [35], and [70]).15 Thus, this scheme takes only
�log2 n	 steps. Fig. 11(b) shows the case for n = 4
where Nodes B and D perform swapping first, and
Node C connects the end nodes afterward. Note that
when n is a power of 2, the binary tree is called a perfect
binary tree and, assuming sufficiently long decoher-
ence time and repeaters with sufficiently large mem-
ory, the doubling scheme gives the optimal generation
rate for homogeneous chains [35], [71]. For a gen-
eral path, however, this scheme is not necessarily rate
optimal.

3) Parallel: When all elementary entanglements have
been successfully established on a path, all repeater
nodes can perform entanglement swapping simultane-
ously and independently in the sense that one node’s
swapping does not depend on the swapping results of
others, hence unheralded swapping [see Fig. 11(c)].

14Multiple paths going through the same sequence of routers might em-
ploy different swapping policies as well.

15This scheme is also referred to as parallel order in some references
such as [31]; we refer to it as doubling instead so as to be consistent with
the literature.
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FIGURE 11. Examples of swapping orders in a single path without multihop purification (adapted from [67]). (a) Sequential, (b) doubling, (c) parallel,
and (d) ad-hoc.

This scheme is more suitable for reactive routing as
it takes only one step to finish, but its generation rate
may be low because, taking Fig. 11(c) for example, if
one swapping fails, the whole process needs to restart
from scratch (from generation of all elementary entan-
glements just like in synchronous swapping).

4) Ad hoc: Entanglement swapping is performed based
mainly on the availability of local resources (locally
adjacent elementary entanglements) instead of follow-
ing any predefined order. A popular policy in this
scheme is often referred to as opportunistic [47] or
swap-as-soon-as-possible [72]. Here, the order and the
number of swapping steps can vary from execution to
execution; as a result, any order in Fig. 11 can hap-
pen. This policy is the default in opportunistic routing
but can be adopted in the other routing approaches. It
allows part of the waiting time for the entanglement
generation to be used to perform some of the swapping
operations. Hence, resources are consumed and freed
more quickly, resulting in less waiting time for requests
that are waiting for the completion of prior requests.
The scheme can be applied after the whole path is
computed by the routing phase (in proactive routing)
or it can be combined with the opportunistic routing
approach (see also [47]).

5) Heuristic: For a general nonhomogeneous path, en-
tanglement swapping can be performed in a partic-
ular order based on certain rules in each time slot;

see Fig. 11(d) for example. Oftentimes, this is done
to optimize certain performance objectives, such as
throughput or generation latency [31], [35], [69]. How-
ever, since optimizing swapping orders is combina-
toric, this scheme is more computationally expensive
than the other schemes described previously, even
when approximation/relaxation is in place. As a re-
sult, this scheme is more suitable for proactive routing
where swapping orders are usually fixed and deter-
mined along with path computations. Recently, Haldar
et al. [73] have used reinforcement learning (RL) to de-
sign swapping policies for optimizing either wait time
or fidelity of the E2E entanglement in a pathwith single
channels (i.e., unit capacity) and cutoff (coherence)
time of quantum memories. In this case, the swapping
order varies between time slots as each swapping ac-
tion depends not only on the policy but also on the state
of the whole path.

Except for ad hoc and certain heuristic (e.g., RL-based)
swapping, all the other schemes need the routers to agree on a
particular order to perform swapping along each path. Since
these orders are predefined, they can be considered static-
swapping policies. In this case, swapping instructions (ex-
cluding entanglement readiness messages between routers)
for parallel schemes contain only the qubits to swap along
the path, while those for other schemes must include some
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schedule or rules for the steps in addition to the qubits to
swap.
Ad hoc schemes and certain heuristic policies, such as

RL-based policies, can be seen as dynamic swapping, or
more precisely, the swapping sequence is a stochastic process
driven by the randomness of link entanglement generation
and node entanglement swapping operations, as well as the
swapping policy. Note, however, that swapping instructions
for ad hoc schemes can be as simple as satisfying certain
local conditions [74], while RL-based swapping policies as
in [73] must rely on nonlocal instructions because swapping
actions in each step depend on the current state of the whole
path.
Finally, it is important to note that optimal swapping poli-

cies cannot be determined without specifying practical as-
sumptions and objectives. Different policies result in varying
wait times due to swapping conditions and classical commu-
nication delays, which affect success rates, error rates, and
reliability. On the one hand, longer wait times can increase
the likelihood of decoherence, degrading the fidelity of en-
tangled states and increasing the error rates. Of course, if
the wait time exceeds the coherence time of the memory, the
stored qubits will become corrupted, rendering them useless.
However, if the coherence time is sufficiently long, policies
with longer wait times may actually achieve higher suc-
cess rates by making better swapping (and possibly purifica-
tion) decisions, thus improving E2E entanglement through-
put. Therefore, we believe that while future implementation
of QEC techniques may mitigate decoherence effects and
enhance reliability, in the short term, developing entangle-
ment swapping and purification policies that not only opti-
mize throughputs, but also consider wait times and efficiently
manage quantum memory can improve both error rates and
reliability.
2) FIDELITY AND PURIFICATION
Many routing algorithms operate under the assumption that
entanglement links are successfully established and main-
tained in their ideal state. However, more realistic models
take into account the quality of these links, acknowledg-
ing the possibility of creating lower quality entanglements.
To offer a more accurate assessment of path quality, some
approaches incorporate entanglement fidelity in the routing
algorithm and forwarding process.
a) Fidelity Estimation: Accurately estimating the fidelity

of entanglements generated on a physical quantum channel
is a challenging task, as it requires the generation and mea-
surement of several entanglements to calculate the fidelity.
Quantum state tomography (QST) [75] offers complete in-
formation by reconstructing the density matrix of the pre-
pared states through a comprehensive set of measurements
on multiple copies [76], combined with statistical methods
such as maximum likelihood estimation. Although QST is
powerful for fully characterizing unknown states, it is com-
putationally and experimentally intensive, with resource re-
quirements scaling exponentially as the system grows. Direct
fidelity estimation (DFE) [77] further reduces measurement

needs by randomly sampling specific observables, directly
computing fidelity between a prepared state and a target state
without reconstructing the state. DFE is practical for states
where particular components dominate, though it relies on a
significant number of samples tomaintain accuracy.Machine
learning techniques [78], [79] have shown promise in im-
proving DFE to support more general states with fewer mea-
surements. Quantum state verification (QSV) [80], [81], [82],
in contrast, is a more resource-efficient approach to assess
whether the fidelity of a prepared state exceeds a specified
threshold [83]. Using adaptive measurement strategies, QSV
scales better for large systems, though it provides a yes/no
answer and is often state-specific. To estimate the entan-
glement fidelity without using any experimental resources,
one may run simulations of network dynamics with detailed
physical parameters to provide expectations (see Appendix B
for examples of simulation platforms).
Although the fidelity estimation and state verification

methods may share similarities with purification, the former
does not improve the fidelity of the remaining pairs, while
the latter may identify errors and discard noisy pairs.
b) Passive Fidelity Support:Generated entanglements suf-

fer from inherent imperfections due to hardware limitations.
These imperfections are magnified during the entanglement
swapping process, leading to a reduction in the quality of
the resulting E2E entanglement [84]. Therefore, it is essen-
tial to provide high-fidelity entanglements to the swapping
process to ensure that the E2E entanglement meets the de-
sired fidelity. Moreover, the noise introduced by quantum
operations can be reduced with better hardware, although
such improvements fall outside the scope of network proto-
cols. Delivering high-fidelity entanglements requires a strat-
egy that includes both hardware advancements and several
optimizations at the protocol level.
During the routing phase, the length of the computed paths

can be limited to meet the requested fidelity [30]. Further-
more, the routing algorithm can decide on the required fi-
delity of elementary entanglements to ensure a sufficiently
high fidelity of E2E entanglements [84]. Decoherence sig-
nificantly impacts the fidelity of qubits in memory. This can
be mitigated during forwarding by optimizing the classical
signaling to minimize the duration that the qubits remain un-
used in memory [84]. These approaches improve the chances
of achieving higher fidelity without actively handling purifi-
cation on the created entanglements. Moreover, they do not
guarantee the satisfaction of the E2E fidelity requirements.
Hence, they can be considered as a passive fidelity support.
c) Active Fidelity Support: Advanced approaches to sat-

isfy requested fidelity use purification on elementary en-
tanglements to individually increase fidelity (purify-then-
swap). Alternatively, purification can be used on entangle-
ments generated after swapping (swap-then-purify). Since
these approaches use purification, they are considered as
active fidelity support techniques. However, improving the
fidelity of entangled links may require several rounds of pu-
rification, which consumesmany entanglements and requires
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FIGURE 12. Path recovery strategies. (Left) Defragmentation, (center) secondary path, and (right) redundant links.

classical signaling. Hence, systematically applying a prede-
fined number of purification rounds on each link requires a
large amount of entanglements while introducing more la-
tency to the E2E entanglement generation.
To improve single-hop purification decisions, Shi

et al. [85] studied the performance of various purification
protocols [86], [87], [88] under various errors (e.g., qubit
decoherence, measurement error) and proposed a module
that dynamically selects the appropriate purification protocol
and number of rounds, considering the target fidelity and
available qubits.
In [57], a routing algorithm is proposed that performs

purification based on the maximum hops before purification
is needed to guarantee the fidelity of the E2E entanglement
for a given path. Dawar et al. [89] analyze the resource
requirements to establish a path with target fidelity under
gate and measurement error probabilities, employing multi-
ple rounds of purification after each entanglement swapping.
They propose a nonrecursive method for estimating the num-
ber of entanglement pairs needed along a path, enabling fast
calculations for path selection.
Li et al. [38] propose a path selection in which purification

is applied only on entanglement links with fidelity below the
required E2E fidelity. Then, the links with sufficient fidelity
are included in the path computation. However, purifying
elementary entanglements up to a certain threshold does not
guarantee the satisfaction of the requested fidelity in the E2E
entanglement, which would still result in resource wastage.
In a more effective approach, Li et al. [56] use a purification
cost table to determine the minimum purification rounds per
entanglement link to satisfy the required E2E fidelity.
More elaborate routing models propose to compute for

each selected path a purification scheme indicating which
entanglement links need to be purified and, optionally, the
number of purification rounds. Considering noisy quantum
operations and finite memory storage time, Victora et al. [90]
study a routing model in which paths are selected based on
the EGR and the optimal combination of links to purify and
the purification rounds to maximize the E2E entanglement
throughput. In [54], a purification scheme is calculated for
each path to satisfy the requested fidelity, indicating the
minimum number of entanglements to consume to purify

each link. Path selection is based on an estimate of the fidelity
of each link in the network.
Considering deterministic purification with QEC, Patil

et al. [91] propose a routingmodel that searches for each path
all possible swapping and purification sequences to find the
best fidelity of the E2E entanglement where purification is
used only if it improves the fidelity.

3) PATH RELIABILITY
In first-generation quantum networks, reliability is the ability
to deliver uninterrupted and stable E2E entanglements for the
duration of a request. In other words, the E2E entanglements
remain constant, so reliability may translate to reducing the
probability of connection drops. It is evident that mitigating
entanglement generation and swapping failures is critical
to ensuring the reliability of E2E entanglements generated
along a selected path. Therefore, various path recovery pro-
cedures are envisioned in the reviewed literature.
Due to time constraints imposed by the entanglement de-

coherence, a path recovery procedure may be more realistic
in a distributed way where each router cooperates with its
neighboring nodes to find alternative links. However, the
effectiveness of distributed/local path recovery is limited be-
cause nodes may not be able to optimize the usage of existing
entanglements with only neighboring knowledge. This may
lead to more frequently fragmented paths and unused entan-
glements [29], [36].
Path recovery is more critical in proactive routing,

where entangled links are not known at path computation
time, which increases uncertainty in forwarding. During
the forwarding phase, routers can use various information
(e.g., the physical topology, entanglement links outcomes,
neighbors, etc.) to create alternative/redundant entangle-
ments or re-affect unused entanglements to complete the
creation of E2E entanglements (see Fig. 12).
Path recovery can be enhanced through its integration with

the path computation [29], [36]. In this case, the routing
algorithm can be designed to provide routers with alternative
links or entire paths to use for path recovery.
The research [29] proposes path recovery for proactive

routing based on local entanglement link-state outcome fol-
lowing entanglement generation. In the routing phase, nodes
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use the global topology knowledge to choose a consistent set
of paths and address link failures with entanglement genera-
tion information during the forwarding phase. For each E2E
entanglement request, they identify multiple major paths that
can be fully reserved according to available resources, and
partial paths which share resources with major paths and
thus lack complete reservation. The entanglements are cre-
ated for both path types, with the partial paths serving as
a fallback during the forwarding phase to compensate for
any failed entanglement in a major path. As illustrated in
Fig. 12(center), a routing algorithm computes two concurrent
paths for request A-B. Path ACDEB is the main one, while
path AC’D’DEB does not have enough resources but some of
its entanglements can be created and used as a recovery path.
In the forwarding phase, node D finds that the main path is
disconnected. It chooses to route through AC’D’D and swaps
link DE with link DD’, instead of CD-DE.
Zhao and Qiao [36] assume that when sufficient network

resources are available, the path computation should involve
provisioning extra, potentially redundant resources for es-
tablishing entanglement links. This strategy ensures that in
the event of failures in creating some entanglements, alter-
native ones can be utilized to establish E2E entanglements
subsequently. To avoid creating extra entanglements on ev-
ery quantum channel, an algorithm determines an optimal
set of backup entanglement links to be created, considering
resource and path constraints. This approach is depicted in
Fig. 12(right) where an algorithm computes path ACDEB
and provisions extra links entanglements (AC’ and C’D) for
redundancy. As entanglement CD failed, the backup links are
used to connect A to B.
Some path recovery aspects can be supported by the

forwarding phase without requiring special features from
the path computation algorithm. Typically, entanglements
that cannot be used to establish paths can be reaffected to
complete other paths. These entangled but unused qubit
pairs, called fragments [92], negatively impact resource uti-
lization efficiency and reduce overall network throughput.
Defragmentation in quantum networks presents significant
challenges due to the unpredictable nature of entanglements
and their limited lifetime, preventing link states from be-
ing propagated throughout the network. Consequently, nodes
must make local decisions to connect entanglement links
based on k-hop entanglement states, as proposed in [92].
As depicted in Fig. 12(left), nodes E and F possess the in-
formation of selected paths and the states of entanglements
within a few hops. This enables them to assign entanglement
between E and F to path AB. This approach requires that path
computation does not assign specific qubits to specific paths.
A similar strategy is adopted in [47] in which available entan-
glements that are not used to establish a path are affected to
create other paths. For that, the outcome of all entanglement
links is shared by each node to all other nodes within a few
hops.
Note that path recovery is also useful in reactive and virtual

routing to overcome unexpected failures that may occur due

to memory issues or errors incurred during swapping and
purification routines. To overcome link failures in the virtual
routing scheme, the strategy proposed in [60] selects alterna-
tive replacement paths for primary paths. These replacement
paths provide provisional routes to be used when the main
path fails until all disrupted entanglement links are fully
restored.

C. ROUTING ALGORITHMS
A typical objective of routing is to maximize the overall
EGR, i.e., the number of E2E entangled pairs generated per
unit of time. To this end, the routing algorithm includes the
definition of a metric that is easy to calculate, general enough
to be used independently of the physical technology, and
reliably leads to choosing reasonable, if not optimal, paths.
The first-generation quantum repeater networks impose

specific constraints that a routing algorithm must consider
to effectively solve the entanglement routing problem. As
discussed earlier, these constraints include the limited time
available to utilize entanglement before it begins to deco-
here, the probabilistic nature of entanglement creation and
swapping, the variable fidelity of entanglement which may
necessitate one or multiple rounds of purification to meet
path-fidelity requirements, and the exclusive reservation of
qubits for a single entanglement path, preventing their con-
current consideration for multiple paths. In the following, we
provide a classification of the routing algorithms and models
proposed in the reviewed studies.

1) DIJKSTRA ALGORITHMS
The applicability of the Dijkstra algorithm in quantum rout-
ing is certainly the oldest approach [11], [12]. The Dijkstra
algorithm operates on the principle that the total cost of a
path is derived from the sum of the costs associated with
each edge along that path. This does not always match the
formulation of the entanglement routing problem regarding
quantum network characteristics. However, by defining an
appropriate aggregated cost metric for paths, Dijkstra’s al-
gorithm offers a straightforward method for selecting paths.
Using Dijkstra, one simple link cost could be the inverse
of the link throughput, measured in seconds per Bell pair
of a particular fidelity (e.g., in proactive routing) [11]. Al-
though lower level metrics, such as quantum measurements
and hardware operations, serve as useful indicators to gauge
the actual work expended to establish a path, they fall short
as criteria for link prioritization [33]. This is because they
mainly mirror the physical attributes of a link rather than the
overall E2E entanglement distribution. Utilizing a variant of
Dijkstra’s algorithm, where the link cost is represented by the
inverse of each hop’s throughput, creates a relatively accurate
correlation between the simplified path cost and the actual
throughput, as well as between the cost and the quantum
physical operations involved. This is because the use of the
inverse of each hop’s throughput as a metric should already
take into account such lower level physical parameters, as
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well as the fidelity of the entanglement generation. Further-
more, this approach can be implemented with a manageable
level of computational complexity.
A variant of Dijkstra’s algorithm is examined in [12] aim-

ing at maximizing the E2E fidelity of entanglements. The
study shows that the final E2E fidelity cannot be system-
atically inferred from the fidelity of each hop. Ideally, en-
tanglement routing should be a function of both EGR and
fidelity. Hence, more recent studies [29], [56] argue that re-
ducing path selection to a simple shortest path problem may
not always achieve optimal routing decisions. Recent studies
frequently use Dijkstra in combination with other methods
for path computation.

2) PATH SEARCH ON GRAPH
Path search and enumeration in graphs are common ap-
proaches used to compute paths in both proactive and reac-
tive routing with multiple concurrent requests. Path search
algorithms, such as Dijkstra, Yen’s algorithm, and Bellman–
Ford, are extended with mechanisms to satisfy multiple re-
quests without resource contention, provide fairness among
requests, and optimize entanglement resource utilization.
Yen’s algorithm is used to find the k shortest paths between
nodes, providing multiple alternative routes for route di-
versity and fault tolerance. Bellman–Ford handles graphs
with negative weight edges, ensuring that the shortest paths
are found while also detecting any negative weight cycles.
However, these algorithms require knowledge of the global
topology, whether the routing is implemented in a central
controller or distributed across routers.
In the reactive routing scheme, the research [28], [37] uses

the node-disjoint-path (NDP) problem in the logical topology
graph to find a set of paths linking a specified pair of nodes
so that no two paths share a node. The hop count is used
as a metric. In [37], several algorithms are proposed for the
NDP problem: sequential multipath scheduling algorithm,
min-cut-based multipath scheduling algorithm, and random
and distance (physical) scheduling algorithm. In [56], path
search with k-shortest path and an extended Dijkstra algo-
rithm are used in the logical topology graph to find paths for
a single request. The algorithm is extended with a resource
allocation mechanism to support multiple E2E entanglement
requests.
In proactive routing, the most commonly used metric in

path search algorithms is the expected EGR [30], [36] es-
timated according to the network model similar to the one
presented in Section II.
The research in [34] relies on path enumeration within a

physical topology graphwith the expected E2E entanglement
throughput as a metric. The model incorporates low-level
components involved in entanglement distribution, including
optical fiber attenuation length, efficiency of BSMs, and du-
ration of atom pulses. Despite its advantages, the proposed
routing scheme faces challenges in scaling across arbitrary
topologies due to its computational time complexity.

Study [29] applies Yen’s algorithm for identifying paths
within the physical topology graph, alongside an augmented
version of Dijkstra’s algorithm to mitigate resource con-
tention. It investigates multiple metrics for path evaluation.
The sum of node distances, which sums up the lengths of
channels at each hop, reflects path difficulty due to the ex-
ponential decrease in channel success rate with physical dis-
tance. The creation rate is calculated as the inverse of the
product of success rates for channels along the path, offer-
ing insight into path width, while the bottleneck capacity is
defined to favor paths with greater width. The creation rate
is used to resolve ties among paths of equal width. However,
the algorithms do not address the scheduling of demands for
multipath routing to optimize the use of resources.

3) LINEAR PROGRAMS
Linear programs are also used to formulate the routing prob-
lem whether or not fidelity requirements are included. The
problem is usually formulated as mixed-integer linear pro-
grams (MILPs) that capture the traffic pattern for all demands
in the network. Solving exactly these problems for large-
scale networks is impractical as they are usually NP-hard
and thus cannot be solved in polynomial time. As a result,
a relaxation step is usually employed in conjunction with
some rounding techniques to obtain approximated solutions
possibly with certain provable approximation ratios for the
objective functions. Note, however, that as the time complex-
ity of most LP solvers is polynomial in the problem size, this
approach might not be scalable, especially under fidelity and
decoherence time conditions.
Sometimes the routing problem is formulated as a mul-

ticommodity flow optimization, in both proactive and re-
active routing. Since the formulated problems are com-
plex to resolve in a reasonable routing algorithm, a mix of
linear programming optimization and path search in a graph
is used in the routing algorithm. For example, Chakraborty
et al. [30] consider a multicommodity flow-based approach
for maximizing the flow rate of entanglement distribution
for all demands subject to certain fidelity requirements. The
paper proposed to replace the fidelity requirements with hop
limits and then formulate the problem as an edge-based LP
with O(|V||E ||R|) variables and O(|V|2|E ||R|) constraints,
where R is the set of E2E entanglement requests. The so-
lution to this LP can then be converted to path selection
and rate allocation using an algorithm with a time com-
plexity of O(|V|4|E ||R|). The overall complexity of this ap-
proach appears to be high; in particular, for a network with
70 nodes, solving the edge-based LP alone already takes
roughly 45 s.
In reactive routing, Zhao et al. [54] combine the k-shortest

paths found with Yen’s algorithm and linear program reso-
lution with link fidelity as a metric while including a purifi-
cation scheme to satisfy the requested fidelity. In particular,
this article considers maximizing the network throughput
defined as the number of entanglement connections among
multiple E2E pairs subject to fidelity constraints. This is done
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by first preparing multiple candidate entanglement paths, de-
termining optimal purification schemes, and then selecting a
final set of entanglement paths that can maximize network
throughput. The entanglement path selection problem therein
is solved through iterative LP relaxation and incremental
rounding, which results in high time complexity.
In proactive routing, Zeng et al. [55] use Yen’s algorithm

and linear programming resolutionwith the expected rate as a
metric. Specifically, this article aims to simultaneously max-
imize the number of user pairs and their combined expected
throughput. This problem is formulated as two sequential
MILP steps, the first of which maximizes the number of user
pairs that can be served with a main routing path selected
from a subset of paths, and the second step is to maximize the
expected throughput of user pairs. Here, both steps involve
solving LP relaxations in O(|R|3|V|3 + |R|4.7) and using
a branch-and-bound technique for rounding. For a network
with |V| = 200 nodes, the runtime of the proposed approach
is in the order of hundreds of seconds.
The study [36] also formulates the routing problem as a

linear program and searches the shortest path using the ex-
pected EGR as a metric, where the routing protocol includes
request scheduling and selects redundant paths to overcome
link failures (see Section III-B3). Specifically, this study pro-
posed to provide additional entanglement links for redun-
dancy and then select paths and links to maximize the ex-
pected throughput of multiple E2E entanglement pairs. The
link provisioning and entanglement path selection problems
are formulated as MILP with moderate sizes and then solved
using LP relaxation and randomized rounding techniques,
while the entanglement link selection is heuristic simply
based on the number of entanglement paths selected and
probabilities of success. In simulations with networks of up
to 500 nodes, their algorithm runs in tens of milliseconds
mainly because of relatively small problem sizes (in terms
of the number of variables and constraints).

4) GREEDY ALGORITHMS
Greedy routing algorithms operate by choosing the neigh-
boring node that is closest to the destination according to a
specific metric, ensuring that no node is selected more than
once. Greedy algorithm variants are used to find near-optimal
paths using local link-state knowledge in the reactive rout-
ing in [28], [50], [59], and [60]. Greedy algorithms do not
guarantee finding optimal paths, although they represent a
solution to implement decentralized reactive routing.
As in a path search on a graph, greedy algorithms com-

monly use the hop count or the physical distance of the link
as a metric. In [50], a greedy algorithm is applied assuming
nodes with global physical topology knowledge and local
entanglement knowledge, using the hop count as a metric.
In [59], a virtual topology of the entanglement network is
represented with a base graph where the Manhattan distance
between the nodes corresponds to the probability of the ex-
istence of the entanglement. Using the Manhattan distance
function on the base graph, a greedy routing finds the shortest

path. Similarly to [59], the routing algorithm in [60] finds
the shortest NDP for a temporary replacement path in case
of memory failure. In [28], to find multiple paths for a re-
quest, a greedy routing considers the subgraph induced by the
successfully generated entanglements and the repeater nodes
and finds in it the shortest path connecting the end nodes
using hop counts. Then, all the links of the path are pruned
from the subgraph, and another shortest path is computed in
the pruned subgraph.

5) ARTIFICIAL-INTELLIGENCE-BASED ROUTING
In proactive routing, Le and Nguyen [93] formulate the rout-
ing problem as an RL problem. Path selection is implemented
with a deep neural network to select a request to be fulfilled
and the shortest path algorithm to find the best path.
Study [63] introduces a decentralized approach based on

swarm intelligence for path selection in quantum networks.
This method employs routing metrics derived from statistical
measures of entanglement success. Initially, the relevance
of each entangled link is determined by an entanglement
utility coefficient, reflecting the link’s throughput statistics
and its contribution to reaching the current node. In addition,
the attractiveness of a quantum node is defined by the link
entanglement gradient coefficient, calculated from the devia-
tion in entanglement throughput from statistics and the utility
coefficient. This entanglement gradient is also applied to en-
tire paths, creating a path entanglement gradient coefficient
for routes composed of entangled links. Path finding is then
achieved through the deployment of multiple threads that
navigate local segments of the network topology, leveraging
these defined metrics.

D. DISCUSSION
Table 1 summarizes the discussed routing approaches with
their models and features, and Table 2 summarizes the
forwarding approaches.
Overall, the routing phase of entanglement distribution

seems to attract more interest among the reviewed studies,
with a more exploration of the forwarding phase in recent
works. The definition of the network topology appears as an
important design aspect. The common assumption across the
routing schemes of a knowledge of the global physical topol-
ogy seems viable for intermediate-scale quantum networks.
However, as networks scale, the feasibility and scalability
of maintaining global physical topology knowledge (at each
node or at a controller) become increasingly complex, hint-
ing at a pivotal challenge for the evolution toward a quantum
Internet [94].

Proactive routing’s reliance on global physical topology
knowledge at the time of routing stands out. It contrasts
with reactive routing’s focus on the logical topology, which
is dynamically formed by successfully established entan-
glements. This logical postentanglement routing is less de-
pendent on the underlying, potentially very heterogeneous,
hardware technology. Although much less explored, the vir-
tual and opportunistic routing’s potential for leveraging both
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TABLE 1. Notable Path Computation Approaches and Routing Algorithms

TABLE 2. Notable Forwarding Approaches

global and local topology knowledge introduces a flexi-
ble framework, allowing for tradeoffs between scalability,
adaptability, and optimality in routing decisions.
Design strategies also vary. Both proactive and reactive

routing can be realized through centralized or distributed
systems, each with its advantages and challenges. Proactive
routing benefits from not being constrained by the ephemeral
nature of entanglement, allowing for flexibility in implemen-
tation and optimization. Conversely, reactive routing, while
more abstracted, must contend with the challenges posed by
entanglement’s short existence. This does not prevent reac-
tive schemes from being envisioned with both centralized
and distributed systems. Path computation tends to favor the
global knowledge of topology, either logical or physical, for
feasibility and efficiency. However, the rapid pace at which
the logical topology can evolve and the ephemeral nature of
entanglements render approaches that rely solely on the log-
ical topology less practical if not unrealistic. Hence, a hybrid
approach that combines global management with localized
distributed computation may be the most realistic.
The study of routing algorithms and models unveils a

rich set of strategies covering various quantum networking
aspects. Reactive routing strategies, particularly with local
topology knowledge, emphasize metrics like hop count for
a straightforward approach for path selection, with a service
limited to a single path for one or a few requests. In con-
trast, when global topology knowledge is considered, more

complex metrics, such as channel capacity, E2E fidelity, and
purification costs, come into play, allowing deeper optimiza-
tion of routing decisions for multiple paths and multiple con-
current requests. This underscores the importance of detailed
topology knowledge (more than in classical) on quantum
routing efficiency and features. Proactive routing, with an
emphasis on the expected entanglement rate as a key metric,
allows for more optimization of resources. Advanced algo-
rithms, such as k-shortest paths and multicommodity flow,
are suitable to support multirequest scheduling andmultipath
routing, further highlighting the adaptability of the proactive
routing approach.
Regarding route installation and forwarding, the pro-

cess of establishing E2E entanglements goes beyond the
simplicity of traditional networking tasks, such as popu-
lating forwarding tables with route prefixes and matching
routes based on the longest prefix. Instead, it involves the
orchestration of point-to-point elementary entanglements to
create E2E connections, a task that is inherently more com-
plex and stateful. The state information and signaling re-
quired to handle this process is, therefore, significantly more
challenging than basic forwarding protocols. The swapping
policies and strategies, relatively less explored, present their
own sets of challenges and strategic considerations. The
degradation of entanglement fidelity with each swapping op-
eration, alongside the varied impact of swapping strategies
on E2E entanglement throughput and fidelity, emphasizes the
need for a deeper understanding of these mechanisms and
their implications for quantum routing tasks. Our intuition
is that the degree of network heterogeneity, such as node
capabilities and link quality, would reflect in the complexity
of the swapping scheme, which can range from arbitrarily
predefined orders (e.g., left-to-right), to topology-adapted or-
ders, to predefined local (e.g., swap asap) or quasi-local (e.g.,
wider neighbor first) policies, to dynamic per-path strategies.

IV. PROTOCOLS FOR ENTANGLEMENT ROUTING
In this section, we adopt an engineering perspective by ex-
ploring how classical networking protocols and architectures
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could be adapted to support the entanglement routing ap-
proaches discussed earlier. Although classical routing proto-
cols cannot be directly applied to entanglement routing, this
discussion aims to present a realistic view of the practical
strategies that could be employed to create a suite of proto-
cols for routing entanglements in quantum networks.

A. DISTRIBUTED PACKET SWITCHING
Distributed wired packet-switching networks rely on a set
of protocols to learn routes to destinations. Typical rout-
ing protocols include border gateway protocol (BGP) where
routes are selected based on deterministic criteria such as
distance or origin from the received route advertisements.
BGP provides path selectionwithout global knowledge of the
topology and can scale to large networks with many routes.
Open shortest path first (OSPF), on the other hand, is used
for routing in smaller networks, where routers share infor-
mation about their links with all other routers in the network.
This ensures that all routers have a consistent view of the
global topology and each router uses the Dijkstra algorithm
to calculate the paths. These protocols are sufficient to realize
a functioning packet-switching classical network providing
best effort forwarding.
Quantum routing algorithms that rely on simple cost met-

rics, such as link entanglement throughput with global phys-
ical topology knowledge, can be supported by adapting the
OSPF protocol to proactive scenarios with limited efficiency,
such as a small number of concurrent requests with a sin-
gle path per request without fidelity guarantees [30]. How-
ever, many routing algorithms assume that the network state
shared among routers needs to extend beyond simple link
cost (e.g., link fidelity [95] and E2E capacity [96]) to select
high-quality paths and may require more frequent updates
than in classical networks [35], [71]. This is the case in
quantum BGP (QBGP) [79], [97] where the BGP protocol is
adapted to entanglement routing, but the path selection rules
had to be replaced by a more dynamic decision process . At
the request time, QBGP adapts its path preference according
to link fidelity using an online learning algorithm instead of
deterministic rules.
Routing solutions can also be borrowed from the wireless

world. Similarly to quantum networks, routing in wireless
multihop networks, such as wireless sensor networks, of-
ten works with partial knowledge of the network topology
and handles intermittent connectivity. The routing protocol
for low-power and lossy networks (RPL) is designed for
low-power and lossy networks. RPL maintains a distributed
destination-oriented directed acyclic graph to organize nodes
in a tree-like structure where each node has a single path
to the root. The asynchronous entanglement routing [53]
adopts a similar approach to RPL for distributed entangle-
ment routing in the reactive scheme. When a node receives
an E2E entanglement request, it determines the path to the
destination and attempts a swapping between its previous
and next entanglement links. If the swapping succeeds, the
node forwards the request to the next hop, which repeats

FIGURE 13. Swapping process along a path (adapted from [100]). Dark
wavy lines indicate elementary entanglements, and light wavy lines
indicate postswapping entanglements.

the same process until the destination is reached. Otherwise,
the node waits until necessary entanglements are available
to continue. This approach shows an effective distributed
protocol for reactive entanglement routing but still requires
high entanglement coherence times and generation rates to
be effective.
With distributed protocols, the E2E entanglement request

is forwarded to the next hop parallel to the creation of the
entanglement link (similar to opportunistic routing [66]). The
swapping measurements are also routed along the path to
the end nodes [63], [79] (see Fig. 13). Hence, this scheme
requires memory-based swapping as entanglement creation
along the path is asynchronous. Given the various swapping
schemes available in memory-based scenarios, the relatively
limited metrics supported in distributed routing may be over-
come with a more advanced swapping policy.
In another routing approach discussed below, quantum

versions of packet-switching distributed routing protocols
can serve to preshare network state information among the
routers to compute paths for more robust and resilient proto-
cols, similar to the classical virtual circuit switching (VCS)
architectures.

B. VIRTUAL CIRCUIT SWITCHING
In VCS, paths are established before data transfer begins.
This connection-oriented architecture is widely used in clas-
sical networks through data-plane protocols such as multi-
protocol label switching, which forwards packets based on
their labels and preinstalled forwarding instructions. Gener-
alized multiprotocol label switching extends the notion of la-
bels to represent packet flows, optical fibers or wavelengths,

VOLUME 6, 2025 4100639



Engineeringuantum
Transactions onIEEE

Abane et al.: ENTANGLEMENT ROUTING IN QUANTUM NETWORKS

time slots, etc. The label-switched path scheme represents a
natural choice to manage E2E entanglement paths [98].
VCS protocols use signaling mechanisms to negotiate

paths and install labels. Resource reservation protocol traf-
fic engineering (RSVP-TE) is a signaling protocol that uses
paths computed via distributed routing such as OSPF with
traffic engineering extension (OSPF-TE). OSPF-TE dis-
tributes information on link attributes such as bandwidth,
delay, administrative constraints, and available resources and
can use constrained shortest path first algorithms to take these
factors into account to compute traffic-engineered paths for
RSVP-TE.
With a similar architecture, the RuleSet protocol [94] uses

a two-pass communication initiated from a requester node
to provision E2E entanglements. The outbound request is
forwarded to the responder based on a standard next-hop
table while collecting information about the nodes and links
it traverses. The responder node replies with a set of rules
for each intermediate node along the path. A rule has condi-
tions (e.g., entanglement created, timeout) and correspond-
ing actions (e.g., measure qubit). The RuleSet approach uses
an outbound request to avoid the drawbacks of relying on
globally preshared topology state via quantum adaptations
of distributed routing protocols [99].

Building on a similar architecture to RuleSet, the REDiP
protocol [100] provides a way to specify swapping orders
(as node ranks) and purification instructions (i.e., purification
rounds to be performed at each rank) during the connection
phase. The authors also provide elaborated guidelines and
metrics on defining swapping and purification strategies to
meet E2E fidelity requirements and maximize throughput.
Segment routing (SR) is an alternative to RSVP-TE in

which routing instructions are carried within packet head-
ers, eliminating the need for a per-flow state in intermedi-
ate routers. This design choice reduces the need for addi-
tional signaling protocols and simplifies the architecture. SR
leverages a stateless model, with the head-end router man-
aging paths from either centralized or distributed routing.
Quantum-SR [51] adapts the SR mechanism to provision
E2E entanglement paths using centralized routing to select
paths based on topology state shared via distributed routing
protocols such as OSPF.
Entanglement distribution protocols inspired by VCS are

considered more adapted for the current and near-term tech-
nologies (e.g., memoryless repeaters, short coherence time,
and limited qubits) [98]. The path reservation process allows
for both memoryless and memory-based swapping. More-
over, by reserving the entire path beforehand, this approach
can support more elaborated path computation algorithms
with E2E entanglement throughput [35], path length [30],
and multipath [96] while providing routers with the capabil-
ity to enforce specific paths through the network.

C. SOFTWARE-DEFINED NETWORKING
Given the complexity of quantum path selection and the di-
versity of parameters it considers, many routing approaches
are developed assuming a software-defined networking

(SDN) architecture for various scenarios [37], [101], [102],
[103], [104]. This brings to quantum networks a familiar
and easy-to-design framework, which positively impacted
classical networking. The controller can dynamically select
paths in response to changing network conditions, such as
link quality, demands, congestion, or failures.
SDN is most commonly considered in the reactive entan-

glement routing scenario, where elementary entanglement
outcomes are collected by the controller, which uses them to
compute paths for E2E entanglement requests. In the proac-
tive scenario, the SDN controller collects the network topol-
ogy and provides path computation in the same way that SR
can rely on centralized routing to install forwarding instruc-
tions [51]. The controller can also be used to schedule the
E2E entanglements to create, similar to the quantum-adapted
time-sensitive network architecture envisioned in [105].

As mentioned, factors other than throughput per fidelity
can be relevant in path selection, such as channel capacities
and their distribution (especially for swapping strategies),
multiplexing, and routing algorithm fairness. Moreover, dis-
tributed traffic engineering is usually suboptimal in classical
networks [106], [107], and one could expect this to be exac-
erbated in quantum networks. Distributed routing protocols
and VCS could certainly benefit from the global view of the
SDN architecture for centralized traffic engineering [108],
[109]. Rather than trying to dynamically control the net-
work’s logical topology and E2E entanglement requests, the
SDN controller could be leveraged to understand commu-
nication demands, manage network resources, predict fail-
ures, select adapted swapping policies [73], and efficiently
distribute entanglements in the virtual routing scheme [60].

D. SWAPPING
Entanglement swapping can be viewed as a distributed
computation task performed on a reserved path. Fig. 13 il-
lustrates the implementation of a swap-as-soon-as-possible
policy along a path of three routers between the end nodes A
and B as commonly envisioned [84], [100]. Router R1 is the
first to get two neighboring entanglements available, swaps
immediately, and sends a SWAP_UPDATE to R2 containing
the swapping measurement. Upon receiving the message, R2
waits until an upstream entanglement is available and swaps
it with the entanglement specified in the message received
from R1. Then, R2 adds the swapping measurement to R1’s
SWAP_UPDATE and forwards it to R3. When R2 receives
the SWAP_UPDATE from R3 (which swapped its local en-
tanglements in the meantime), it can immediately include its
swapping measurement and forward it to R1. This process
continues until both SWAP_UPDATEs are delivered to end
nodes A and B.
Other swapping policies or orders can be implemented in

this scheme using specific swapping conditions instead of
“as soon as upstream and downstream entanglements are
available.” For example, a swapping condition in R2 spec-
ifying the upstream entanglement only with B will prevent
R2 from swapping until it receives a SWAP_UPDATE from
R3, thereby achieving a doubling swapping policy.
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V. OPEN QUESTIONS
A. NETWORK DESIGN AND TOPOLOGY
Identifying suitable topologies for quantum networks re-
mains unresolved, as their effectiveness varies based on spe-
cific application needs and technological limitations [110],
[111]. Different topologies, such as rings, stars, meshes, and
fully connected networks, offer varying tradeoffs in terms of
routing complexity, scalability, resource requirements, and
entanglement distribution efficiency. An open question is
determining which topologies perform optimally in differ-
ent scenarios, such as long-distance communication versus
distributed quantum computing.
Moreover, unlike classical networks, the logical topolo-

gies in quantum networks can change dynamically due to
the probabilistic nature of entanglement generation, deco-
herence, and swapping. This dynamism allows for logical
topologies that can change on the fly or be programmed
to optimize network performance for specific tasks. For in-
stance, the ability to preshare entanglement links can enable
the network to be tailored to current communication demands
and opens unique approaches to circumvent faulty nodes and
links [61]. Designing routing protocols that can efficiently
handle these dynamic and programmable logical topologies
is an open challenge. Such protocols must account for the
transient availability of entanglement links and adapt to the
continuously changing network state while optimizing re-
source utilization and maintaining high fidelity of quantum
information.

B. NETWORK AND HARDWARE HETEROGENEITY
Ensuring interoperability and optimality across highly het-
erogeneous components of intermediate-scale quantum net-
works is considerably challenging [112]. This heterogeneity
impacts the abstraction level of routing models regarding
the hardware, operating wavelengths, physical link architec-
tures, and multiplexing schemes to ensure efficient intercon-
nection of quantum devices and networks, facilitate mainte-
nance and upgrades, and minimize communication disrup-
tions and inefficiencies.
Ideally, routing protocols and architectures should be

designed to ensure the continuity and interoperability of
first-generation quantum networks with upcoming (different)
generations. Thismay concern the appearance of second- and
third-generation repeaters (that is, changing from the circuit-
switched to packet-switched quantum paradigm) [113] or the
integration of multipartite entanglements and all-photonic
repeaters [114], [115]. Quantum network design may benefit
from the recursive internetwork architecture, an approach
that treats the network as a single recursive programmable
layer to manage heterogeneity and scalability and envisioned
in [94].

C. ROUTING AND FORWARDING INTERDEPENDENCE
The complexity of routing and forwarding, each composed of
multiple functions and considering various network param-
eters, raises questions about their interdependence. While

some routing approaches incorporate forwarding consider-
ations to achieve higher performance, others treat them as
separate functions linked by standard interfaces [102], [103].

Among the aspects that blur the lines between these func-
tions is multiplexing. In quantum networks, multiplexing in-
volves managing multiple quantum channels or qubits over
the same physical resources, which is closely tied to mem-
ory management in quantum repeaters. Efficient multiplex-
ing strategies are crucial for optimizing the utilization of
limited quantum memory resources and minimizing waiting
times for entanglement generation. This raises open ques-
tions about how routing protocols should account for mem-
ory management and multiplexing. Should routing decisions
be influenced by the current state of quantum memories
and multiplexing schemes, or should these concerns be han-
dled separately? In addition, the interaction between routing
schemes and qubit allocation strategies remains relatively
unexplored, particularly with respect to how they impact path
computation, purification, and swapping operations.

D. RELIABILITY AND AVAILABILITY
Quantum networks face fundamental challenges in reliabil-
ity and availability that differ significantly from classical
networks. A key issue is that measuring a quantum state
collapses it, destroying the very entanglement needed for
quantum communication. This makes traditional network
monitoring techniques, which rely on probing andmeasuring
network states, inapplicable. As a result, ensuring resource
availability in quantum networks is an open problem. Net-
work operators cannot directly verify the presence or quality
of entangled states without compromising them. This limita-
tion complicates tasks such as fault detection, performance
monitoring, and dynamic resource allocation. Addressing
this challenge requires developing new methods to assess
network conditions indirectly. Possible approaches include
using classical signaling to infer quantum states, leveraging
quantum nondestructive measurements, or designing pro-
tocols that incorporate redundancy and error correction to
mitigate the effects of undetected failures.
Furthermore, the inability to measure quantum states af-

fects reliability. Network failures, such as photon loss or
decoherence, may go unnoticed until they impact commu-
nication outcomes. In addition to the path reliability strate-
gies discussed in Section III-B3, developing approaches to
enhance the resilience of quantum networks, such as adaptive
routing that can respond to inferred network conditions, is a
crucial area for future research.

E. EVALUATION AND PROTOTYPE IMPLEMENTATION
The absence of a reference architecture for quantum re-
peaters introduces difficulties in standardizing control and
configuration interfaces, crucial to ensuring interoperability
and scalability across quantum networks. Moreover, the lack
of specialized hardware platforms further impedes the rapid
prototyping and testing of repeater technologies. This makes
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it difficult to define clear assumptions on underlying mech-
anisms for repeaters (e.g., memory management, multiplex-
ing, and heterogeneity), which, in turn, leads to uncertain-
ties in designing routing models, signaling mechanisms, and
interoperable protocols.
Evaluating proposed routing schemes through simulations

or analytical methods [116], while useful, does not fully cap-
ture the complexities of a real-world implementation. More-
over, current tools are not designed for the quick evaluation
of dynamic routing protocols and swapping strategies over
various abstractions of entanglement distribution technolo-
gies. Consequently, many entanglement routing approaches
are considered in isolation and not evaluated under realistic
network scenarios such as random topologies with heteroge-
neous networks.
A more comprehensive approach, possibly involving

an emulation environment for quantum repeater networks,
could facilitate the development and evaluation of effec-
tive routing protocols, device application programming inter-
faces, network controllers, and management systems [117],
[118].
Traditional network simulation and emulation methods

may be inefficient in accurately modeling and running a
virtual quantum network. New evaluation paradigms, such
as digital twins [119], [120] and generative artificial intelli-
gence [121], may be considered to address these challenges.

F. METROLOGY AND HARDWARE CHARACTERIZATION
Given the unprecedented precision required in synchroniza-
tion and the susceptibility of quantum states to noise, iden-
tifying and prioritizing the relevant metrology metrics is
crucial for enhancing the design and efficacy of quantum
networks. For example, relevant metrics related to fibers in
quantum networks are already emerging, such as polarization
stability, photon time of travel, and noise. These are equiva-
lent to, for example, the detection efficiency, timing jitter, or
dark counts of a single-photon detector.
The advancement of measurement tools and protocols will

not only impact the standardization of quantum network
measurements but also drive innovative solutions to address
practical challenges in real-world quantum deployments.
This raises the critical question of how best to leverage these
metrics and tools to refine entanglement routing schemes,
ultimately optimizing quantum network performance and
resilience.

G. NETWORK MANAGEMENT AND OPERATION
Quantum networks present unique challenges in operation
and management due to their dependence on both quantum
and classical communication channels. The classical control
plane is essential for coordinating quantum processes, which
demand high-speed and precise timing and latency for con-
trol signals [122], [123], [124]. Unlike classical networks,
quantum networks face stricter latency and synchronization
constraints, driven by the short coherence times of quantum

memories and the requirement for indistinguishable pho-
ton pairs. This requires specialized hardware, such as field-
programmable gate arrays (FPGAs) or application-specific
integrated circuits, to meet real-time processing needs and
low-latency data formatting. In addition, quantum networks
operate with probabilistic processes where metrics such as
throughput and error rate must consider entanglement fi-
delity and qubit error, rather than simple data packets. These
metrics are further complicated by the inability to buffer or
retransmit quantum signals arbitrarily.
Network failures introduce additional complexity, with

operational failures, such as photon loss or desynchroniza-
tion having high sensitivity due to the fragility of quan-
tum states. Infrastructural problems, such as signal attenua-
tion and hardware malfunctions, require advanced mitigation
strategies, including error correction and path redundancy.
Calibration and synchronization are especially critical due to
quantum protocols’ sensitivity to timing, meaning that even
minor misalignments can disrupt entire operations.

VI. CONCLUSION AND PERSPECTIVES
In concluding this survey, it is apparent that entanglement
routing is richwith theoretical innovations and practical chal-
lenges. Our exploration ties quantum networking concepts to
classical terminology to provide a grounding framework that
makes these complex concepts more accessible and aligned
with familiar networking paradigms. The separation of rout-
ing and forwarding, and the modular approach to network
design reflected in our proposed taxonomy, could help in un-
derstanding and organizing the domain of quantum networks.
The formal definition of the quantum routing problem

presented is abstract but captures the major aspects neces-
sary for developing entanglement routing models. This is
complemented by our discussion on practical deployment
and implementation strategies, which bring the theoretical
concepts closer to real-world application. The integration
of topology knowledge with routing and forwarding mech-
anisms, alongside the consideration of routing algorithms
and metrics, provides a holistic view of current and possible
directions in quantum network design.
From our analysis, while it is clear that there is a rich body

of work on routing, the area of forwarding within quantum
networks remains less explored. The importance of disaggre-
gating control and data planes, a principle that significantly
advanced classical networks, remains attractive in quantum
networking, as it simplifies network operations and enhances
flexibility. However, the boundaries of such disaggregation
will certainly be different from the ones known in classical
networks, and a clear distinction is still to emerge.
Our observations suggest that a software-defined and cen-

tralized approach to routing, similar to SDN, could stream-
line operations and optimize performance by including mul-
tiple aspects of the network, such as classical communication
delays, physical topology, and unused resources, rather than
focusing on a single aspect such as logical topologies. How-
ever, the real-time requirements of entanglement distribution
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and decoherence pose significant challenges, suggesting that
a hybrid model incorporating both centralized control and
localized decision making at each node could be more effec-
tive. Such an approach would mitigate the rapid decoherence
of quantum states and the unpredictability of entanglement
generation and swapping, while providing efficient commu-
nication and resource management.
The management and monitoring of entanglement-based

quantum networks will necessitate more complex strategies
that are distinct from classical approaches [125], such as the
use of simulation-aided management systems, for example
through the digital twins technology [105], given the impos-
sibility of duplicating qubits, the inadequacy of traditional
traffic monitoring techniques, and the huge amount of log
data generated by quantum processes.
Furthermore, the necessity for the synchronization opera-

tions across the network and the application of multiplexing
strategies are essential for deploying viable, reliable, and
scalable quantum networks [8], [9], [126]. In addition, robust
security protocols cannot be overstated, as quantum networks
introduce new vulnerabilities and attack vectors [127], [128].
The development of robust protocols and secure authentica-
tion schemes is crucial for protecting these emerging net-
works against sophisticated attacks.
As we look to the longer term future, the promise of third-

generation quantum repeaters and the exploration of mul-
tipartite entanglements are expected to profoundly impact
quantum network design and routing protocols. The ongoing
research and development in this field promise to lead to
significant breakthroughs and innovative solutions that will
(re)shape the evolution of quantum routing.
Finally, it becomes apparent that the traditional concepts

and terminologies rooted in classical networking—such as
the distinctions between control and data planes, as well as
the concepts of forwarding, route metrics, and costs may
not fully encapsulate the quantum networking characteris-
tics. Quantum networks, particularly the forwarding phase,
introduce important shifts in communication paradigms, ne-
cessitating a reevaluation of these foundational definitions
to better align with all aspects of quantum communications.
While, in this survey, we adhere to classical networking
terms for familiarity and reference points for classical net-
working engineers, this also highlights the transformative
impact of quantum technologies on communication, urg-
ing a reimagined understanding of network operations that
bridges the gap between classical precedents and quantum
innovations.

APPENDIX
QUANTUM COMMUNICATION BACKGROUND
This section introduces the fundamental quantum physics op-
erations and properties essential in quantum communication.
Instead of detailing each principle in isolation, as is common
in the literature, we will illustrate these principles through
the step-by-step design of a hypothetical quantum network,
intended to transfer quantum states to two end nodes over

a long distance. This allows us to present these operations
as they functionally coexist in a quantum network. Some
technological specifics and hardware components are inten-
tionally understated to maintain an abstracted perspective on
quantum networks and entanglement routing.

A. FROM QUANTUM BITS TO QUANTUM NETWORKS
1) QUBITS AND QUANTUM STATES
Quantum computing operates on quantum bits (qubits) en-
coded in the quantum state of particles such as photons,
electrons, and atoms. A quantum state has the particularity of
being in a superposition, i.e., 0 and 1 at the same time [26].
Various technologies can be used to represent a qubit such as
encoding a quantum state in photon polarization or electron
spin. The principles of quantum mechanics hold regardless
of the underlying qubit technology.
Scaling the computational power of quantum computers

and expanding the potential of quantum computing to more
applications requires the transfer of qubits between distant
nodes without destroying their superposition states. For ex-
ample, Alice begins by encoding her message into the quan-
tum states of photons, which will be sent to Bob. This initial
step introduces the challenge of maintaining the integrity
of the qubits during transmission. The no-cloning princi-
ple [129] prohibits the exact replication of quantum states,
ensuring that quantum information remains fundamentally
secure but also challenging to manipulate. In addition, any
measurement of a quantum system inevitably alters its state.
Consequently, qubits cannot be measured and then replicated
to repeat a quantum signal or retry a transmission. These
principles do not hold in with classical signals, which is
why classical networks can use amplifiers, feedforward error
correction, and retransmission to reliably send units of data
across the network.

2) ELEMENTARY ENTANGLEMENT
Bipartite entanglement is a special connection between two
quantum particles, like photons, where their properties are
linked together regardless of the distance between them.
This means that if one of the entangled qubits is observed
or measured, it instantly determines the state of the other,
breaking the entangled state, no matter how far apart they
are. It is as if the two qubits are acting as one unit, even when
they are separated by an arbitrary distance. Unlike a mix of
separate states, this entangled state cannot be expressed by
simpler individual states for each particle [6]. Since a qubit
cannot be replicated, a third qubit cannot be entangled with
either of the two entangled qubits. This is referred to as the
no-broadcasting theorem [130].

Alice and Bob are considered entangled nodes if they
share one or more pairs of entangled qubits. These pairs
of entangled qubits are known as Bell pairs or EPR pairs
(terms that we will use interchangeably throughout this arti-
cle) symbolizing the four orthogonal states possible for two
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maximally entangled qubits located with Alice and Bob, re-
spectively. As a result, when Alice independently measures
her qubit from a given Bell pair, she receives a random re-
sult, with the probabilities of zero and one outcomes being
equally likely. Bob experiences the same phenomenon with
his measurement. If Alice and Bob measure their respective
qubits in the same basis, the results will be perfectly corre-
lated. This is regardless of the distance between Alice and
Bob and without any further interaction between the two
parties.
Some prominent schemes to generate Bell pairs include

spontaneous parametric downconversion, laser beam exci-
tation of a single atom, and simultaneous excitation of two
atoms by a laser beam [26]. Most entangled photon pair
sources (EPPSs) based on these schemes are nondetermin-
istic as to when Bell pairs are generated. Based on these
schemes, the so-called EEG protocols are designed to at-
tempt to generate Bell pairs and distribute each entangled
qubit to one end node of a direct link [131]. Elementary
entanglement is defined as entanglement between two neigh-
boring nodes (i.e., directly connected through an optical
channel).

3) ENTANGLEMENT GENERATION AND HERALDING
One way to overcome the limitations of nondeterministic
sources is by heralding. Heralding refers to the process of
mutually acknowledging the confirmed presence or absence
of an entangled pair between the nodes attempting an en-
tanglement creation. For example, one can implement a her-
alded entangled photon source by generating bipartite entan-
gled states conditioned on the detection of additional auxil-
iary photons [132]. If these auxiliary photons are found to
meet the requisite conditional measurement patterns, they
herald the successful creation of the entangled pair. Another
example scheme would be to integrate heralded quantum
memories at each end node, which can confirm the successful
storage of a photon upon its arrival. As such, an HEG pro-
tocol may require a two-way classical signaling message to
each qubit recipient node [27] to confirm the presence of an
entangled state between the two end nodes. It is important to
note that this additional classical communication overhead
of HEG protocols has critical implications for higher-layer
network protocols such as routing.
There are several architectures one can consider for HEG

between two neighboring nodes, as illustrated in Fig. 14.
We summarize these architectures as node source, midpoint
source, and meet in the middle.
Let the physical distance between Alice and Bob be L. In a

node-source architecture, the sender (Alice) has a local EPPS
and a quantum memory that receives one entangled qubit
from the EPPS, and the receiver (Bob) has a local quantum
memory that receives the other entangled qubit from Alice’s
EPPS after it crosses distance L.

To make an HEG protocol from a node-source archi-
tecture, only one-way classical communication is required
from Alice to Bob over distance L after each attempt. In a

FIGURE 14. Varying physical architectures for entanglement generation
between quantum memories on Alice and Bob: (top) node source,
(middle) midpoint source, and (bottom) meet in the middle.

midpoint-source architecture, Alice and Bob each receive an
entangled qubit into their local quantum memory from an
EPPS that lies somewhere on the channel between them. To
make an HEG protocol from a midpoint-source architecture,
the EPPS must send a heralding signal to both Alice and Bob
after each attempt.
In a meet-in-the-middle architecture, Alice and Bob both

have a local EPPS and quantum memory, from which they
each emit one entangled qubit from their EPPS to their lo-
cal memory and send the other entangled qubit to a BSM
station that lies somewhere on the channel between them.
If the qubits arriving at the BSM are indistinguishable (i.e.,
have identical or perfectly correlated properties, such as their
polarization states, phase, wavelength, and timing), a
successful BSM will result in entanglement between the
quantummemories at Alice and Bob. Depending on the capa-
bilities of the BSM station, the emitted qubits from each pair
generation attempt at Alice and Bob may need to arrive at the
BSM station simultaneously, requiring a time-synchronized
system. Tomake anHEGprotocol from ameet-in-the-middle
architecture, the BSM station must send a heralding signal
to both Alice and Bob after each attempt. In addition to the
heralding signal itself, these classical messages may also
include data indicating which Bell state was prepared in the
process, which allows the end nodes to execute any relevant
state transformations, if necessary.
While the HEG protocols described herein assume that

the classical communication of heralding signals is reliable,
the HEG protocol implementation must be robust in the face
of lost or garbled messages. It is straightforward to see that
each of these architectures and HEG protocols has different
tradeoffs with classical communication overhead, hardware
and infrastructure requirements, and time synchronization.
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4) QUANTUM MEMORY
Entanglement generation schemes frequently use photons
(flying qubits) to encode quantum information and deliver
the generated entangled states to end nodes over optical fiber,
and atoms, or matter qubits, to store the entangled state at
each node in a quantum memory. Photons are a promising
medium for encoding and transmitting quantum information
due to their degrees of freedom and their fast traversal speed
over fiber and free-space optical links.
Capturing and storing a photon in a quantum memory

can be achieved with various technologies [133], either with
solid-state platforms or free-space platforms. Some plat-
forms support on-demand photon emission from the mem-
ory, and others may only emit at set time intervals. Memories
can be characterized by key parameters such as their storage
time representing the time interval beyond which the stored
quantum state is irreversibly degraded and can no longer be
used. This results from entanglement decoherence, where the
entangled pair of particles degrades over time due to inter-
actions with their surrounding environment. Other memory
parameters can be storage efficiency, retrieval efficiency, and
an acceptable wavelength range.

5) ENTANGLEMENT PURIFICATION
Decoherence, fiber loss, and noisy quantum operations pre-
vent entangled states from achieving or maintaining optimal-
quality entanglement with respect to a desired state, thus
compromising the utility of entanglement links in the net-
work. The probability that generated entanglements are in a
certain desired state is quantified by a value known as the
fidelity.
Entanglement purification (or distillation) provides an effi-

cient means of generating high-fidelity entangled states from
multiple copies of noisy entangled pairs. Unlike error correc-
tion, these protocols assume that the target state is known.
Purification is particularly critical in long-distance commu-
nication with quantum repeaters, where it poses a bottleneck
due to substantial overhead that affects transmission rates and
error resilience.
Entanglement purification protocols use LOCC to reduce

noise in an ensemble of entangled pairs, enhancing the entan-
glement of a subset while discarding the rest. These protocols
work by using some of the entangled pairs to collect informa-
tion about others without consuming them. This information
enables the protocol to identify, filter, and sometimes correct
errors within the remaining pairs, effectively “purifying” the
ensemble.
There are different types of entanglement purification pro-

tocols, varying in the number of pairs involved, LOCC,
and whether they are deterministic or probabilistic. Among
these, recurrence protocols (two-way classical communica-
tion [86], [87], [88]) are widely used in practice. These
protocols operate on two pairs at a time, where one pair is
measured to gain information about the other. With each suc-
cessful iteration, the remaining pairs become less noisy, con-
verging asymptotically toward the desired entangled state.

FIGURE 15. Entanglement purification. With local physical operations
and communication through classical channels, an entangled pair with
high fidelity can be distilled from two pairs with lower fidelity.

However, since one pair is discarded in each step, the proto-
col yield (the fraction of perfectly entangled pairs generated
from the noisy ensemble) approaches zero when approaching
unit fidelity.
The recurrence protocol or HEP is illustrated in Fig. 15.

The HEP process can sometimes fail and requires bidirec-
tional classical communication to notify both end nodes
about the outcome of the purification effort [26].
Alternatively, hashing and breeding protocols [134] are

deterministic and require one-way classical communication.
These protocols treat the entire ensemble at once. They
operate on a large number of identical noisy pairs and
measure a subset to reveal information about the rest and
progressively exclude incorrect states. If the initial fidelity
is sufficiently high [134], these protocols achieve a maxi-
mally entangled state with nonzero yield. Although hashing
and breeding protocols are theoretically efficient, they are
infeasible with noisy gate-based implementations because
the number of required operations grows infinitely in the
asymptotic limit, causing noise to accumulate and corrupt
the ensemble information [135]. This issue can be addressed
with measurement-based implementations [136], where en-
tangled resource states are prepared locally and coupled by
Bell measurements to the particles in the ensemble.
This approach inspired a newer class of purification pro-

tocols using high-dimensional auxiliary states (qudits) to pu-
rify qubit entanglement [137], [138]. These protocols exploit
the extra levels of qudits, enabling more efficient purifica-
tion processes. Unlike hashing protocols, they utilize counter
gates to transfer specific error information to the auxiliary
qudit system, allowing not only parity checks but also precise
identification of error locations and types. These protocols
can operate in the deterministic mode, always identifying
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FIGURE 16. Entanglement swapping where two distant nodes share an entanglement with the assistance of an intermediate repeater.

the error configuration, or in probabilistic mode, where the
protocol may terminate if the error count exceeds a certain
threshold.

6) QUANTUM ERROR CORRECTION
In addition to purification, QEC is essential to manage errors
in quantum states during transmission [26], [27]. QEC tech-
niques encode a logical qubit into a block of several physical
qubits, which helps to preserve the integrity of the quantum
state despite potential errors that may arise from decoherence
or other quantum operations. By encoding and then decoding
the information, QEC allows for the correction of errors with-
out needing to directly observe the quantum state, thereby not
violating the no-cloning principle. However, the effective-
ness of QEC is restricted by the no-cloning theorem to less
than a 50% threshold [139]. This error threshold represents
themaximum rate of errors that can be corrected using aQEC
protocol. Beyond this threshold, the accumulation of errors
outpaces the capability of the error correction process, failing
to recover the original quantum information.

7) ENTANGLEMENT SWAPPING
Given the inherent lossy nature of optical channels, the
probability of successfully distributing an entangled pair de-
creases exponentially as the physical distance of the channel
increases. There are several approaches formitigating photon
loss to extend the distance over which high-quality entangle-
ments are distributed. For example, using high-rate sources
or multiplexing techniques (increase the number of attempts
per unit time), high-efficiency photon detectors (more ac-
curate measurements), low-loss optical fiber, or free-space
channels can all help improve the HEG success probability.
However, these approaches can only partially mitigate the

exponential nature of photon loss and rapidly become insuf-
ficient [140]. To distribute entanglement across even longer
distances, quantum repeaters are used to chain a sequence
of elementary entanglements to create a longer one using
swapping [141].
The swapping process is illustrated in Fig. 16. One re-

peater is placed between Alice and Bob to split the E2E
distance into two smaller distances. Two elementary entan-
glements are generated; one between Alice and the repeater
and one between the repeater and Bob. The repeater then
measures its two entangled local qubits and sends the mea-
surement outcome to Bob. Based on the received measure-
ment, Bob applies a correction to its local qubit, creating an
E2E entanglement between Alice and Bob. It is important
to note that the measurement process at the repeater de-
stroys the two initial entanglements, thus requiring the gen-
eration of new elementary entanglements whenever swap-
ping is used. The success of the swapping operation is also
probabilistic.
To support longer distances between Alice and Bob, more

repeaters can be placed between the two end nodes. Ele-
mentary entanglements are created from Alice to the first
repeater, between repeaters, and from the last repeater to
Bob. These elementary entanglements are consumed as the
swapping operations are executed at each repeater, creating
the E2E entanglement.
If all swapping operations are successful, the E2E en-

tanglement can be obtained by applying the swapping cor-
rections in any order, since they are performed within the
coherence time of the entangled pairs [6], [142]. This al-
lows for using different swapping orders to create the E2E
entanglement. However, it is worth noting that the fidelity
of the resulting entanglement depends on the time elapsed
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before applying corrections. That is, the resulting entangle-
ment fidelity is also affected by the time taken by the classical
measurements to reach the end node.

8) QUANTUM REPEATERS
Themain function of a repeater is to implement the swapping
process described earlier. Entanglement distribution over
quantum repeaters is subject to twomain types of errors [27]:
loss errors arising from the attenuation of fibers and
operational errors resulting from inaccuracies in
manipulating and measuring quantum states.
By repeating the heralded process until the neighboring

repeaters confirm the successful creation of an entanglement,
the HEG protocol serves as amechanism for nativelymitigat-
ing loss errors. During this period, the entangled qubits are
maintained by the repeaters until a clear indication of success
or failure is communicated.
On the other hand, QEC offers a more efficient approach,

though it demands more resources. At each repeater, QEC
can be implemented to restore the original logical qubit. In
this scenario, the quantum and classical signals flow unidi-
rectionally. That is, the end nodes do not store any quantum
states once the logical qubit is restored and transmitted.
To handle operational errors, the choice falls between

QEC [129] and HEP [17]. HEP utilizes a set of low-fidelity
Bell pairs to probabilistically generate a reduced number of
high-fidelity pairs, necessitating bidirectional classical com-
munication for the verification of success. In contrast, QEC
addresses these errors through a unidirectional classical com-
munication system but requires quantum gates with higher
fidelity.
The evolution of quantum repeaters can be delineated into

three distinct generations based on their error mitigation
strategies [27].
The first generation integrates HEG for loss error manage-

ment and HEP for the correction of operation errors. The
communication is based on the production of high-fidelity
entangled pairs between neighboring repeaters and employ-
ing HEP at each stage of entanglement swapping to counter-
act fidelity degradation due to quantum operations. It is im-
portant to note that executing an HEP protocol on multihop
entanglement requires classical signaling between nonadja-
cent nodes, adding a potentially costly latency overhead.
The second generation employs HEG for the identifica-

tion of loss errors and QEC for the mitigation of opera-
tion errors. In this architecture, entangled qubits distributed
through HEG enable the formation of a Bell pair for each
qubit within an encoded physical block. QEC is applied to
restore the logical qubit from the block of entangled physical
qubits, thus obviating the necessity for bidirectional classical
communication by substituting HEP with QEC.
The third generation exclusively relies on QEC to address

both loss and operational errors, directly encoding the logical
qubit within a series of physical qubits dispatched through
channels as photons. Provided that the errors areminimal, the
incoming physical qubits can be employed to reconstruct and

transmit the encoding block to the subsequent station. As a
result, the signaling is unidirectional, and the communication
rate can potentially be maximized.
The first-generation repeaters are currently in the devel-

opment phase. Although not commercially available yet, a
high-level view of the architecture of a first-generation quan-
tum repeater is illustrated in Fig. 17. Such a repeater con-
sists of quantum measurement and operation components,
such as BSM and quantum gates, and quantum memory
modules. Depending on the specific features and technology,
the architecture may include an entangled photon source
and a QEC circuit. In addition to optical ports, repeaters
also include classical communication ports to coordinate
actions and share measurement outcomes. These compo-
nents and interactions would be controlled with a prepro-
grammed hardware component such as an FPGA to meet the
real-time requirements of low-level quantum processes. At a
higher level, software-based control can be used for relatively
slower operations, such as network instruction processing
and table lookups.
Note that quantum repeaters are limited to extending

only entanglement distribution distances over a linear path.
Path computation and routing are implemented in quantum
routers, which, as their classical counterpart, are quantum
repeaters with more than two interfaces, i.e., they can ser-
vice direct quantum connections between more than two
neighbors.

9) MULTIPLEXING
First-generation quantum networks utilize circuit switching,
which establishes a dedicated path between the two com-
municating end nodes before transmitting quantum infor-
mation. To serve E2E entanglements across the network, a
policy is needed to allocate the qubits available at repeaters
to different paths. Various approaches have been proposed
for this purpose. A straightforward one is to reserve the en-
tire quantum channel along the path for the duration of the
communication session. Although easy to implement, this
pure circuit switching method has limitations in terms of net-
work utilization and scalability. Alternatively, buffer space
multiplexing divides the limited memory or buffer space at
each repeater among the different paths that pass through
it [143]. This method allows multiple communications to be
supported concurrently, thereby improving utilization over
pure circuit switching. Statistical multiplexing dynamically
shares the available buffer space between different paths
based on demand, rather than statically dividing it [143].
Time-division multiplexing allocates the available time slots
at each repeater node among different paths.
Multiplexing techniques are also used tomanage entangle-

ment creation over a single link, for example, through time
division [9] or wavelength division [8]. Overall, the choice
of multiplexing approach involves balancing performance,
complexity, and implementation feasibility tradeoffs for the
specific quantum network design.
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FIGURE 17. Simplified architecture of a first-generation quantum repeater assuming midpoint-source entanglement architecture.

FIGURE 18. Quantum teleportation: an unknown qubit is transferred from Alice to Bob by consuming an entangled pair A-B shared between Alice and
Bob.

10) TELEPORTATION
Distributing entanglements between Alice and Bob does not
constitute an exchange of quantum data by itself. Instead, it
serves as a connection to transmit data qubits through the
teleportation process [33]. Since qubits cannot be copied,
teleportation is used for the transmission of a quantum state
without physically transferring the quantum particle that

encodes the qubit. The teleportation process is depicted in
Fig. 18. The procedure for teleporting an arbitrary qubit X
from Alice to Bob involves generating an E2E entanglement
between Alice and Bob, where qubit A is located at Alice
and qubit B at Bob. Alice then performs a BSM of X and
A, and the two-bit result of this measurement is communi-
cated to Bob through a classical channel. Upon receiving this
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information, Bob applies specific operations to qubit B based
on the measurement outcome, resulting in the retrieval of
qubit X [6].
While the teleportation operation is described to illustrate

an E2E exchange of quantum information, it is worth noting
that there are applications, such as entanglement-based quan-
tum key distribution [144], that consume E2E entanglements
directly without teleportation.

B. QUANTUM NETWORK SIMULATORS
Several quantum network simulators are currently available
as open-source packages or commercial products, each sup-
porting different levels of abstraction and catering to various
aspects of quantum networking. Some notable examples are
as follows.

1) NetSquid [145]: It is a modular and scalable quantum
network simulator that models time-dependent pro-
cesses such as qubit decoherence. It supports detailed
hardware modeling and multiple quantum state repre-
sentations, for efficient evaluation of quantum systems
and network designs.

2) SeQUeNCe [146]: It is a full-stack discrete-event sim-
ulator designed to study quantum links, systems, and
networks. It uses Bra-Ket notation and density matri-
ces, with a noise model that accounts for qubit deco-
herence, photon loss, and gate imperfections.

3) QuISP [147]: It is a simulation package for the quan-
tum internet that implements the RuleSet protocol [94]
based on the OMNET++ simulator. The qubit model
uses error tracking instead of full state representations.

4) SimulaQron [148]: It is a simulator for the application
layer of quantum networks. Network layer software,
such as routing protocols, can also be implemented and
simulated.

5) QuNetSim [149]: It is a high-level framework that sim-
ulates the network layer and above. It does not imple-
ment lower level quantum device operations and thus is
suitable for quick testing of quantum applications and
routing protocols.

6) ReQuSim [150]: It is a lightweight Python-based quan-
tum network simulator that simulates the entanglement
distribution across quantum repeaters including loss
and a wide range of imperfections such as memories
with time-dependent noise.

7) SimQN [151]: It is a modular discrete-event-driven
simulator specifically designed for evaluations of the
network layer. SimQN aims to balance ease of con-
figuration, scalability, and accuracy for simulating di-
verse quantum networking scenarios, including entan-
glement distribution, purification, and routing.

Similar to classical network simulators, quantum network
simulators provide significant benefits in modeling and test-
ing, protocol development and optimization, and scalability

and security assessments. They play a crucial role in advanc-
ing quantum communication research, enabling innovation,
and preparing for the future quantum Internet.

DISCLAIMER
Any mention of commercial products or reference to com-
mercial organizations is for information only; it does not
imply recommendation or endorsement by the National In-
stitute of Standards and Technology, nor does it imply that
the products mentioned are necessarily the best available for
the purpose.

REFERENCES
[1] IBM raises the bar with a 50-qubit quantum computer. Accessed:

11 Jan. 2024. [Online]. Available: https://www.technologyreview.
com/2017/11/10/147728/ibm-raises-the-bar-with-a-50-qubit-quantum-
computer/

[2] “Google’s 72-qubit chip is the largest yet. Accessed: 11
Jan. 2024. [Online]. Available: https://www.newscientist.com/article/
2162894-googles-72-qubit-chip-is-the-largest-yet/

[3] C. H. Bennett, G. Brassard, C. Crépeau, R. Jozsa, A. Peres, and W.
K. Wootters, “Teleporting an unknown quantum state via dual classi-
cal and Einstein-Podolsky-Rosen channels,” Phys. Rev. Lett., vol. 70,
pp. 1895–1899, Mar. 1993, doi: 10.1103/PhysRevLett.70.1895.
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