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Effect and Compensation of Polarization-Dependent Loss in
Free-Space Reference Frame Independent Quantum Key

Distribution

Kyongchun Lim,* Byung-Seok Choi, Ju Hee Baek, Minchul Kim, Joong-Seon Choe,
Kap-Joong Kim, Dong Churl Kim, Junsang Oh, and Chun Ju Youn*

Polarization-dependent loss (PDL) poses a critical challenge in implementing
free-space quantum key distribution (QKD) systems. This study investigated
the theoretical and experimental impact of PDL on polarization-encoded
qubits and experimentally demonstrated a method to mitigate these effects.
The proposed compensation method could effectively restore the integrity of
polarization states, enhancing the robustness and security of QKD systems.
Specifically, a secret key rate of 94.01% could be recovered with 5 dB PDL. This
study contributes to advancing scalable and secure quantum communication
technologies by addressing the critical issue of PDL in QKD systems.

1. Introduction

Quantum key distribution (QKD) represents a revolutionary ad-
vancement in secure communication, leveraging the principles
of quantum mechanics to facilitate the exchange of encryption
keys between two parties with theoretically unconditional secu-
rity. QKD can be divided into fiber-based and free-space QKD de-
pending on the quantum channel used for quantum state trans-
mission.

Fiber-based QKD leverages existing optical fiber infrastruc-
ture, making it viable for urban and long-distance communi-
cations. Based on BB84, the first QKD protocol proposed by
Bennett and Brassard in 1984,!!) various fiber-based QKD ex-
periments have been reported, including laboratory!?-l and field
tests.”! Significant progress has been made in extending the
reach and reliability of fiber-based QKD. However, a limita-
tion is that the secret key rate decrease exponentially with the
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transmission distance.l'” The twin-field
QKD (TF-QKD) was proposed! to over-
come this limitation, with reported trans-
mission distances of 1000 km.!'?]

Despite these advancements, fiber atten-
uation can restrict the maximum transmis-
sion distance of fiber-based QKD. In con-
trast, free-space QKD is particularly suitable
for satellite-based communication and links
where fiber deployment is impractical. It
offers the advantage of potentially extend-
ing the reach of quantum communications
to a global scale. Recent demonstrations
of satellite-to-ground and ground-to-ground
QKD have shown the potential for global quantum
networking."**] In addition, free-space QKD supports im-
plementing QKD on moving platforms such as vehicles, ']
airborne,['®! and drones.['”] For moving platforms, the reference
of information between the platforms can vary, degrading the
QKD performance. Reference frame independent (RFI) QKD
was proposed to overcome this issue.[!®]

In addition, photonic chip-based QKD has emerged as a
promising solution to enhance the robustness and scalability of
QKD, especially in free-space environments. Photonic chips in-
tegrate QKD systems onto compact and scalable photonic plat-
forms, offering significant advantages in terms of size, cost, and
mass-production potential. Research in this domain has focused
on developing integrated photonic circuits that can perform nec-
essary quantum operations, such as state preparation, manipu-
lation, and measurement, with high precision and stability.!'*-28]
These chips incorporate various components such as beam split-
ters, phase shifters, and single-photon detectors on a single plat-
form, reducing the complexity and footprint of QKD systems as
well as achieving the miniaturization and ruggedness required
for satellite and mobile applications.

A fundamental challenge in real-world QKD system imple-
mentation is the susceptibility of quantum states, particularly
polarization states, to environmental disturbances and imperfec-
tions in optical components. Polarization-dependent loss (PDL)
is a perturbation that significantly affects the performance and
security of QKD systems. PDL arises when optical devices ex-
hibit differential attenuation for different polarization states, dis-
torting the quantum states used in QKD. This phenomenon
is especially problematic in practical QKD implementations,
where maintaining the integrity of the polarization states is cru-
cial for an accurate key distribution. Numerous optical compo-
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nents exhibiting PDL are being used in fiber-based and free-
space QKD systems. Managing and compensating for PDL be-
comes essential in such systems to ensure reliable and secure
communication. Several related research, theoretical®3% and
experimental,®!l have been conducted to analyze the effect of the
PDL on the quantum state or QKD.

Therefore, a detailed analysis of PDL and its effects on QKD
systems is required. This study delves into the theoretical and
experimental aspects of polarization effect and compensation in
RFI QKD, focusing on mitigating the effects of PDL. We present
a simple comprehensive mathematical model to describe the ef-
fect of PDL on polarization states used in RFI QKD and propose
a method to compensate for these effects. PDL compensation is
commonly considered in optical communication, where it typ-
ically addresses only two polarization states such as horizontal
and vertical polarization states. However, PDL compensation in
RFI QKD must account for six polarization states: horizontal, ver-
tical, diagonal, anti-diagonal, right-circular, and left-circular po-
larization states. To address this, we comprehensively analyze the
effect of PDL and its compensation in RFI QKD by considering
all six polarization states. Furthermore, while previous works on
PDL effect in QKD have proposed post-selection based methods
which compensate PDL effect in non-optical domain,3%3! our
method compensates for PDL in optical domain, providing fun-
damental compensation of PDL itself. The theoretical framework
was validated through experimental setups designed to emulate
PDL and test the effectiveness of the compensation technique.

By addressing the challenges posed by PDL and demonstrating
viable compensation techniques, we contribute to the advance-
ment of QKD technologies by enhancing the robustness and se-
curity of QKD systems in practical applications. Moreover, this
study provides a deeper understanding of the interplay between
PDL and polarization states in QKD and paves the way for more
resilient implementations of QKD protocols.

2. Effect of Polarization-Dependent Loss on
Polarization States in RFI QKD

To analyze the effect of PDL on the polarization encoding-based
free-space RFI QKD, we first investigated how PDL can affect
the polarization states generated by the transmitter of RFI QKD.
We describe a mathematical model for general polarization states
|y}, expressed as a linear combination of the horizontal and ver-
tical polarization states as follows:

lw) =a|H)+p|V) 1)

where |H) =10) =[0,1]T and |V) = |1) =[1,0]" represent the
horizontal and vertical polarization states, respectively. « and g
are selected such that |«|? + |§|?> = 1. Based on Equation (1), the
polarization states in RFI QKD are expressed as follows!'8]:

|H) = 10)
V)=
Dy 19+ 1D

V2
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where |H), | V), |D), |A), |R), and |L) represent the horizontal,
vertical, diagonal, anti-diagonal, right-circular, and left-circular
polarization states, respectively. Based on Jones vector represen-
tation, we define Z basis as containing |H) and |V), X basis as
containing | D) and |A), and Y basis as containing |R) and |L). As
shown in Equation (2), RFI QKD utilizes a linear combination of
the horizontal and vertical polarization states. These states get
distorted when passing through the internal optical components
of the RFI QKD because they possess a non-zero PDL. The non-
zero PDL causes different losses depending on the input polar-
ization states of the optical device. The input polarization state
can be decomposed into |H) and | V) as shown in Equation (1).
Here, PDL provides different losses on | H) and | V). The effect of
the PDL on the polarization state can be expressed using matrix
Upp,; as follows:[32!

1 0
UppL = 0 \/10-Las/10 (3)

where L,; indicates PDL in dB and can contain PDL caused by
transmitter and receiver. For easy understanding, we assume the
scenario where only QKD transmitter has PDL. Given the polar-
ization state |y;,), the polarization state |y, ) after PDL is ex-
pressed as follows:

U | Yin >
Wou) = ———— “)

V (Winl UppLIWin)

This expression can be extended to a density matrix:

+
UPDLpin UPDL

—_oLTn TPoL (5)
Tl’ [ UPDLpin UPDL]

Pout =

where p,, and p,, are the density matrices of the polarization
states after and before PDL, respectively.

PDL can be experimentally performed using a PDL emulator
(PDLE), implemented as shown in Figure 1. PDLE contains two
polarization beam splitters, two mirrors, and a variable optical
attenuator. The first polarization beam splitter reflects and trans-
mits the vertical and horizontal polarization states, respectively.
In addition, the vertical polarization state passes through a vari-
able optical attenuator (VOA) to attenuate its optical power. The
second polarization beam splitter then combines the horizontal
and vertical polarization states, forming the PDLE output. There-
fore, the PDLE has the axes of PDL with horizontal and vertical
polarization states, where input polarization state is decomposed
into horizontal and vertical polarization components and then
only vertical polarization component is attenuated by the value
of PDL.
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Figure 1. Structure of polarization-dependent loss (PDL) emulator. PDLE:
polarization-dependent loss emulator, PBS: polarization beam splitter,
VOA: variable optical attenuator.

To compensate PDL, an optical loss can be applied to the polar-
ization states not attenuated by PDL to reduce this imbalance.?’!
In other words, the same value of PDL is applied on only hor-
izontal polarization component of the input polarization state.
This can be implemented experimentally, as shown in Figure 2.
Assume that the optical power of the vertical polarization com-
ponent in the input-polarization state, given in Equation (1), is
attenuated by Ly, using the first PDLE.

(@]0) +411)) _ «]0)+V10-Las/108 1)
Uppr N, = N, (6)

where N, = v/(y;,| Upp, ly;,) denotes the normalization factor.
The output polarization state after the first PDLE is changed by

the polarization controller Uy such that

@]0) + V10-Lu/ 108 |1) @ |1) + V/10-s/198 |0)
. =
N N

1 1

Up

)

By controlling the second PDLE such that the same PDL as that
caused by the first PDLE can be applied, we can compensate PDL
as follows:

@)

UPDL

—Ly/10
aI1>+\/1]\(]) a2 ﬁIO)zmallHﬁIO)

1 1

The inversion of the horizontal and vertical polarization compo-
nents can be performed using an additional polarization con-
troller. The output optical power of the polarization state is at-
tenuated by coefficient 4/10~%/10. However, using an attenuated
coherent laser source does not affect the performance of QKD
because the VOA is used to generate optical pulses at the single-
photon level.

PC
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We implemented the experimental setup in Figure 3 to exper-
imentally investigate the effect and compensation of PDL on the
polarization states used in RFI QKD. The setup has two parts: (1)
RFI QKD transmitter and (2) PDL generator and compensator.

In the free-space RFI QKD transmitter part, six laser diodes
(LDs) operate at a lasing wavelength of 1550 nm to generate the
six polarization states required for RFI QKD. Electrical signals
with a full width at half~-maximum of 250 ps at a clock rate of 100
MHz are randomly injected into one of the six laser diodes. The
output optical pulses from the laser diodes have a horizontal po-
larization state and are directed through polarizing beam splitters
(PBS). Since PBS is designed such that the polarization state of
the output port becomes horizontal (vertical) if the polarization
state of the first (second) input port has a horizontal polarization
state, the output polarization states of the PBS generated by LD1,
LD3, and LD5 become horizontal polarization states, whereas the
output polarization states of the PBS generated by LD2, LD4, and
LD6 become vertical polarization states. For LD3, LD4, LD5, and
LD6, an additional half-or quarter-wave plate is used to rotate the
polarization. Therefore, LD1, LD2, LD3, LD4, LD5, and LD6 gen-
erate horizontal, vertical, diagonal, anti-diagonal, right-circular,
and left-circular polarization states, respectively. These polariza-
tion states are collected by the two beam splitters, followed by a
fixed optical attenuator. The fixed optical attenuator controls the
mean photon number required for RFI QKD by lowering the op-
tical power. However, it may block the polarization state measure-
ments owing to its low optical power. Therefore, we did not use
it in this experiment; however, it was used later in the RFI QKD
experiment. The optical pulses from the laser diodes are coupled
with the single-mode fiber (SMF), and then combined with the
synchronization signal generated by the laser diode using a wave-
length division multiplexer. The synchronization signal was not
used in this experiment but will be used later in the RFI QKD ex-
periment.

In the PDL generator and compensator part, the output optical
pulses from the free-space RFI QKD transmitter are transmitted
to the polarization controller, followed by the first PDLE. The po-
larization controller in the PDL generator compensates for the
polarization state change generated by the free-space RFI QKD
transmitter by the SMF®3] such that the input polarization state
of the first PDLE becomes a horizontal, vertical, diagonal, anti-
diagonal, right-circular, or left-circular polarization state. The first
PDLE then applies the PDL to the input polarization state. The
polarization controller in the PDL compensator changes the hor-
izontal and vertical components of the input polarization state,
as shown in Equation (7) and PDLE applies the same PDL as that
applied by the first PDLE, as in Equation (8). Finally, three wave-

Figure 2. PDL compensation process. PDLE: polarization-dependent loss emulator, PBS: polarization beam splitter, VOA: variable optical attenuator,

PC: polarization controller.

Adv. Quantum Technol. 2025, 8, 2400492 2400492 (3 of 8)

© 2024 The Author(s). Advanced Quantum Technologies published by Wiley-VCH GmbH

85UB017 SUOWWOD) BAIRERID 3|deot|dde au Ag pauienoh 812 Soole O (88N JO S3INJ 10} ARIG1T BUIUO /8|1 UO (SUORIPUOD-PUR-SWISYLI0D" A3 | IMAle1q 1ol |UO//SANY) SUORIPUOD pUe SWIS L 84} 885 *[5202/E0/7T] Uo ARIqIT BUIUO AB|IM ‘267001202 @INb/200T 0T/I0p/Woo A8 | Im" Afeiq 1 foujuO"paoueApe//SdnY o4 papeojumod ‘€ ‘5202 ‘vr06TTSS


http://www.advancedsciencenews.com
http://www.advquantumtech.com

ADVANCED
SCIENCE NEWS

ADVANCED
QUANTUM
TECHNOLOGIES

www.advancedsciencenews.com

QKD Transmitter
PMF

LDl —

HWP
PDL

www.advquantumtech.com

PDL generator & compensator

ED2NE BS HPIL Polarimeter
LD3 —_ J—(:D Emulatorl Emulat0r2
s T ase ﬁﬂUUUiI
LD5
B (IS @' L
L
Qwe (5
|
SMF
LD sync WDM |—

Figure 3. Experimental setup for PDL effect and compensation for polarization states in reference frame independent (RFI) quantum key distribution
(QKD). LD: laser diode, PBS: polarization beam splitter, PMF: polarization maintaining fiber, BS: 50:50 beam splitter, HWP: half-wave plate, QWP:
quarter-wave plate, VOA: variable optical attenuator, SMF: single-mode fiber, WDM: wavelength division multiplexer, PC: polarization controller.

plates are placed to compensate for the polarization rotation by
SMF, and the output polarization state is then measured by the
polarimeter, providing the Stokes parameters.

Once PDL of Ly, is applied by the first PDLE on a input po-
larization state of the first PDLE, output polarization state of the
first PDLE can be changed and we denote its density matrix by
p1(Lgg)- Then, p;(Lyg) is measured by the polarimeter providing
the corresponding Stokes parameters, s, (Lgg), 5, (Lgp), and s;(Lyg).
Based on these Stokes parameters, we can construct p, (Lyz).>*

p1(Lap) = [I + 51(Lap)ox + S2(Lgp)oy + 53(LdB)°'Z] 9)

where I, is a 2 X 2 identity matrix and oy, oy, and o, are the Pauli
matrices. Similarly, the polarization state after compensation by
the second PDLE, p,(L4s) can be obtained using the measured
Stokes parameters.

To investigate the extent to which a polarization state can be
distorted and compensated, we calculated the fidelity for two
cases: 1) F(p;(0), p;(Lgp)) and 2) F(p,(0), p,(L4g))- Here, fidelity
F(py, py) is calculated as follows:

2
Fios, o) = (T0y/ Vo Vi ) (10

F(px, py) = Tr(pxpy) if py o py is a pure state. Since the degree of
polarization of the laser diode used in this experiment is almost
100%, we assumed p, (0) to be a pure state and applied the fidelity
expression mentioned above.

The corresponding results are shown in Figure 4. Each subfig-
ure shows the fidelity with and without compensation, depend-
ing on the applied PDL with respect to the polarization state gen-
erated by the free-space RFI QKD transmitter. During this exper-
iment, each polarization state is individually generated.

Note that vertical scale of Figure 4a,b is from 0.99 to 1.01, while
vertical scale of Figure 4c—fis from 0.75 to 1.05. Since the output
polarization state of the PDLE remains unchanged when the in-
put polarization state of the PDLE is either horizontal or vertical,
the results show that the both horizontal and vertical polarization

Adv. Quantum Technol. 2025, 8, 2400492 2400492 (4 of 8)

states are almost unaffected by the PDLE. However, the fidelity of
the vertical polarization state is slightly reduced after 6 dB PDL.
Since the vertical polarization state generated by the free-space
RFI QKD transmitter is not ideal, meaning that a small horizon-
tal component of the polarization state exists, the horizontal com-
ponent of the input polarization state appears to increase as the
applied PDL increases, lowering the fidelity. For linear combi-
nations of horizontal and vertical polarization states, namely di-
agonal, anti-diagonal, right-circular, and left-circular polarization
states, the fidelity decreases as the applied PDL increases. At 10
dB PDL, their fidelities are lowered by approximately 20% from
that without PDL. This may significantly compromise the secu-
rity of a QKD system by destroying mutual unbiasedness among
the polarization states generated by the QKD system and increas-
ing the quantum bit error rate (QBER).

In addition, we confirmed that the lowered fidelity can be com-
pensated so that the fidelity is almost recovered, even with the
PDL applied. Therefore, we expect that the security and perfor-
mance of a QKD system can be maintained under PDL.

3. Effect of Polarization-Dependent Loss on RFI
QKD

3.1. Decoy-State RFI QKD

This section introduces the decoy-state RFI QKD. In the decoy-
state RFI QKD using polarization encoding, a transmitter Alice
prepares one of the polarization states in Equation (2) and trans-
mits it to a receiver Bob. In the decoy method the probability of
preparation can be decomposed into three parts: basis, state, and
signal intensity. Fora € {Z,X, Y}, x € {0,1},and i € {u, v, w}, the
probabilities that Alice chooses basis, state, and signal intensity
can be expressed as P%, P, and P, respectively. Similarly, for
be{Z X Y}andye {O 1}, the probabllltles that Bob chooses
basis and measures state can be expressed as P} and P,, respec-

tively. In general, the state is chosen to maximize the entropy,
i.e., P, =1/2. The prepared polarization state with basis a4 and
state x is measured by Bob through free space and receiver, which
are modeled as quantum channels with transmittance 7, , for
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Figure 4. Fidelity with respect to the applied PDL by the first PDLE depending on the polarization state generated by the free-space RFI QKD.

a,be{Z X Y}and x,y € {0,1}.
My, = 1070 1o%nDTaxby (11)

where Liq, Lpy, and 5, represent the optical loss of free space, in-
ternal optical loss of the receiver in dB, and detection efficiency of
a single-photon detector, respectively. Considering that the prob-
ability of choosing Bob’s basis is P}, T, b, indicates the theoretical
probability that, when Alice prepares the polarization state with
basis a and state x, Bob measures it with basis b and obtains state
.31 Specifically, this can be expressed depending on the relation
between a and b. For the case where bases of Alice and Bob are
the same, a = b,

T, = 1-—¢y, forx=y 12)
“ €qet forx#y

For the case where bases of Alice and Bob are different, a # b,

forx =y 3

acb, —

NI= =

forx #y

where e, indicates the intrinsic QBER which can be experimen-
tally obtained when a quantum channel between Alice and Bob
has a loss of 0 dB.

Suppose that Alice uses a weak coherent laser source whose
photon number statistics follow Poisson distribution in decoy-
state RFI QKD. Alice prepares the polarization state with basis
a, state s, and signal intensity i and Bob measures it with basis b

Adv. Quantum Technol. 2025, 8, 2400492 2400492 (5 of 8)

and obtains state y. Then, the overall counting probability Q' ,
0y
is given by

Q=1 (1= Ye ™ (14)

where Y, represents the dark count probability of the single-
photon detector. Accordingly, when Alice and Bob choose bases
a and b, respectively, for signal intensity i, the overall counting
probability Q!, and erroneous counting probability W!, can be
expressed as follows:

i 1 i i i i
Q= Q(anbo + Qg+ Qapp, t Qa1b1> (15)

Wy, = %(Qaiobl + Qai]ho) (16)

When Alice and Bob choose a and b bases, respectively, for signal
intensity i, QBER E!, is given by W' /Q! . To apply the decoy-
state method,**%7] we defined the lower bound of the single-
and zero-photon counting probabilities and the upper bound of
QBER caused by a single photon. s, , and s, ; represent the lower
bound of a single-photon and zero-photon counting probability,
respectively, given that Alice transmits a zero- or a single-photon
state and can be expressed as follows:

ver;’b - weVng 0]

vV—w

Sup0 = Max [ (17)

s
Uy —w)) — v +uw?

{eVQ:b —e"Q — vow (EMQ:b = Saho) } 'O]

Sgp1 = Max [ 5
u

(18)
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Figure 5. Experimental setup to analyze PDL effect and compensate for RFI QKD. LD: laser diode, PBS: polarization beam splitter, PMF: polarization
maintaining fiber, BS: 50:50 beam splitter, HWP: half-wave plate, QWP: quarter-wave plate, VOA: variable optical attenuator, SMF: single-mode fiber,
WDM: wavelength division multiplexer, PC: polarization controller, QC: quantum channel, FOA: fixed optical attenuator, BPF: bandpass filter, SPD: single

photon detector.

The upper bound of QBER caused by a single photon, ¢, is given
by
ew, —e"W

ab ) 1 (19)
(v=w)sp; 2

e,, = min
To estimate information leakage to an eavesdropper, Eve, RFI
QKD utilizes the security parameter C.

C=(1-2e,)" + (1= 2e5)" + (1= 2e5,)" + (1= 2ex)” (20)

C is independent of the rotation angle of the reference of
polarization.!'8] Based on C, Alice and Bob can estimate the in-
formation leakage due to eavesdropping I as follows:

1+u 1+v
Iy = (L= e H( 5% ) + ey H( 5 21)
where
u = min ;\/E,l (22)
T—eyy, V2
1 /c

= ~—(1- 2y2 23

v ery, V 2 (I—ey,y,)u (23)

and H(:) represents the binary entropy.
Then, the secret key rate for the decoy-state RFI QKD R in the
asymptotic regimel®>37] can be calculated as follows:

R = P, PAPE[—fQl H(EL,) + ue"syy: (1 — I;)] (24)

HOYTY

3.2. Experimental Setup

For the experiment of RFI QKD under PDL, we implemented
the setup in Figure 5. The transmitter used is the same as that
shown in Figure 3 with VOA to control the mean photon number
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Table 1. Parameters for calculating the secret key rate R.

P, P, P, Py PL PA PEPEOPE L oes mp f VoW Pag

13 1/3 1/3 1/3 1/3 1/3 1/2 1/4 1/4 7.58 0.01 0.076 1.16 0.1 0 2x 1076

of the quantum signal and a synchronization signal to synchro-
nize the transmitter and receiver signals. The signal leaving the
free-space RFI QKD transmitter is transmitted through a quan-
tum channel modeled as a variable optical attenuator to emulate
the optical channel loss of the free-space channel. At the free-
space RFI QKD receiver, the incoming signal initially encounters
a 10:90 beam splitter, which divides it into quantum and syn-
chronization signals. The reflected portion is utilized for clock
synchronization between the transmitter and receiver. The trans-
mitted portion is passed through an optical bandpass filter with
a full width at half maximum of 2 nm to separate the synchro-
nization and quantum signals. The filtered quantum signals were
subsequently processed using decoding components, including
a beam splitter, PBS, and wave plates. Finally, the decoded sig-
nal is directed to an InGaAs avalanche photodiode-based single-
photon detector through SMF. All controls and data processing
in this experiment were managed using an FPGA for real-time
measurements of QBERSs and sifted key rates.

The experimental parameters were chosen or measured, as
shown in Table 1. Based on these parameters, signal intensity
u is optimized to maximize the secret key rate.

3.3. Experimental Results

The previous results show PDL can distort the polarization state
generated by the free-space RFI QKD transmitter and can be
compensated, but it cannot directly measure the effect of PDL
on the RFI QKD performance. Therefore, we performed a free-
space RFI QKD experiment to verify the effect of PDL on the RFI
QKD performance.

© 2024 The Author(s). Advanced Quantum Technologies published by Wiley-VCH GmbH
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Figure 6. Secret key rate with respect to the optical channel loss depend-
ing on the applied PDL.

Figure 6 shows the secret key rate with respect to the optical
channel loss between Alice and Bob depending on PDL compen-
sation. In Figure 6a, experimental results under 0 dB PDL well
match the theoretical results. However, depending on the applied
non-zero PDL, its secret key rate significantly deviates from that
under 0 dB PDL. In particular, under 5 dB PDL, we find that a
secret key rate cannot be generated with more than 3 dB channel
loss. However, this degradation of the secret key rate by PDL can
be restored by PDL compensation, as shown in Figure 6b. Specif-
ically, by compensating for the PDL, we experimentally identified
that a secret key rate with 5 dB applied PDL at 10 dB channel loss
can be dramatically recovered to 94.01% of the secret key rate
without PDL. The experimental results indicate that a small PDL
can significantly degrade the secret key rate but can be recovered
by PDL compensation.

4, Conclusion

This study demonstrated the significant effect of PDL on the
security and performance of free-space QKD systems. Through

Adv. Quantum Technol. 2025, 8, 2400492 2400492 (7 of 8)
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comprehensive analysis and experimental validation, we high-
light the challenges PDL poses in distorting the polarization
states, which are crucial for reliable QKD. This can be experi-
mentally verified using RFI QKD. Specifically, when 5 dB PDL
is applied, RFI QKD, which is capable of generating secret keys
with over 15 dB channel loss, fails to generate any secret keys
once channel loss exceed 3 dB. Through this experimental ob-
servation, we confirm that PDL can significantly limit the perfor-
mance of RFI QKD, highlighting the necessity for PDL compen-
sation method. We also experimentally proved that the PDL com-
pensation effectively mitigates these distortions, ensuring the ro-
bustness and security of QKD in practical implementations. The
result of this work can be applied in real-world scenario as fol-
lows: First, PDL of a QKD transmitter is characterized using the
method described in ref. [31], providing a quantified PDL value.
Subsequently, PDL compensation can be achieved by applying
an equal amount of PDL to counterbalance. This work provides
a deeper understanding of PDL’s effects on quantum states and
offers viable solutions for enhancing the reliability of free-space
QKD systems, paving the way for more resilient and scalable
quantum communication networks.
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