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Quantum cryptography protocols aimed at providing communication security are based on the
fundamental principle of quantum physics that non-orthogonal quantum states cannot be perfectly
distinguished. The majority of practically applicable quantum cryptography realizations belong to
the so-called device-dependent class of quantum key distribution (QKD) protocols. Security of the
device-dependent protocols cannot be ensured without considering all the noises in the incorporated
devices. Here, we analyze the influence of the preparation and detection noise on the loss control-
based QKD that is built on continuous monitoring of the leakages in the fiber channel. By estimating
the achievable secret key generation rates, we show the robustness of the loss control approach to
trusted preparation and detection noises. Our findings demonstrate a positive impact of the trusted
preparation noise on the QKD based on loss control for reverse and direct reconciliation scenarios.

A novel secret communication technique, quantum cryptography, is a breakthrough technology built on
a fundamental principle of quantum physics establishing that non-orthogonal quantum states cannot be
perfectly distinguished. This principle provides the fundamental base for secure communications and restores
the communication safety that appeared to be under a strong threat because of the impressive progress and
upcoming use of quantum computing promising very effective decoding techniques. The quantum principle
stating that measurements disturb the measured state guarantees that any attempt to compromise the security
of the communication network will be detected, thus making invisible network interceptions and eavesdropping
impossible.

The most prominent representative of quantum cryptography is quantum key distribution (QKD)!"*. In
addition to QKD, quantum cryptography includes, for example, the quantum secure direct communication
method®, which allows for the direct transmission of secret messages. Realizations of the QKD, the main
focus of the current article, fall into three main categories of dependencies on the incorporated devices: Device-
dependent (DD) QKD!%-12, measurement device-independent (MDI) QKD'*!%, and device-independent (DI)
QKD!™1¢ ones. To provide a successful security analysis of the DD-QKD protocols, one needs a comprehensive
description of the utilized equipment since any incompleteness of mathematical models used for the QKD
protocols can allow for quantum hacking attacks breaking the security!’-2!.

An essential device utilized in most of the DD-QKD protocols is a modulator, a tool for encoding classical
information into the parameters of quantum states at the sender’s side. The most commonly used modulators
necessary for realizing QKD protocols on optical coherent states are the Mach-Zehnder electro-optical (EO)
modulators. The noise in the EO-modulators is primarily caused by the instability of the operating point,
electrical noises of the modulating signal and temperature fluctuations?>~?’, which makes the output quantum
states rather mixed than pure. Another factor that stimulates the initial mixedness of quantum states is the
non-ideal laser source. In many QKD protocols, it is assumed that an eavesdropper produces all noises in a
cryptographic protocol. Yet, a wide range of studies considers the noise in preparation and detection equipment
as trusted, i. e. uncontrollable by an adversary. This feature significantly modifies the security analysis. The
most comprehensive research on the trusted preparation?®-34 and detection®*-3® noises is provided in the context
of the continuous variable (CV) QKD?*”3%, CV-QKD is a class of quantum cryptographic protocols that use
continuous properties of light and can be implemented with standard telecom components.

The recently developed integrity and loss control-based approach to secret key generation is built on
the continuous monitoring of a fiber line. In the preceding works dedicated to the loss control-based approach,
it was shown that the assumptions about Eve’s unrestricted ability to intercept and utilize all losses in the
channel are practically unfeasible’*. The reason is that losses in the optical fiber channels typically occur due
to the Rayleigh scattering and, thus, are homogeneously spread along the communication line. To extract the
information about the key, an adversary needs several hundreds-meter-long coherent detection devices capable
of distinguishing between bit-encoding quantum states. Such detectors are a decade-long future development
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rather than existing devices. Thus, at this moment, it is natural to assume that Eve can interact with the channel
only locally.

In order to conduct a local attack, the eavesdropper has to disrupt the integrity of the optical fiber, since
direct physical access to the optical quantum states is required for extracting information from these states. Any
integrity violation of the fiber’s cladding produces increased leakage of a propagating optical state and, thus,
produces loss additional to Rayleigh scattering.

According to the experimental results of Refs.*!4344, legitimate users can detect local deformations of optical
fiber structure by sending special test pulses and measuring the back-scattered radiation on the sender’s side
using optical time-domain reflectometry (OTDR). The OTDR procedure reflects the loss distribution along the
whole quantum channel length and allows for determining the degree of local deformations, which, in turn,
contains information about the fraction of the signal which the eavesdropper effectively interacted with.

We model an eavesdropper getting access to a part of the optical signal by a beam-splitter transformation.
Therefore, we analyze the security of the protocol basing on the assumption that an eavesdropper conducts a
beam-splitter attack, i.e., diverts a part of the signal propagating through the optical fiber in one or several points
of the optical line. Notably, the model also takes into account the fact that a potential eavesdropper can exploit
local losses that had already occurred in a channel, for instance, by attempting to extract information from losses
at connectors, welding, and bends. The OTDR technique allows for evaluating all the losses irrespective of their
origin.

Moreover, the loss control technique eliminates the possibility of any undetected intercept-resend attack, since
for this type of attack Eve needs to unplug the channel or fully violate the integrity of the channel’s cladding and
core. Such an event can be detected on a line tomogram since the back-scattered radiation will stop propagating
from the fiber section after the attack point. Alice will not obtain any signal when it is expected to arrive and will
make a conclusion about Eve’s interaction with the channel. In fact, for Alice, it is enough to send only one test
pulse to observe unplugging of the fiber or the break of its integrity. For Eve to inject a false “back-scattering”
signal and, thus, to hide the intrusion, they must predict the exact time when a test pulse will pass and make the
time shift between the intrusion and the injection tending to zero. Otherwise, such an intrusion can be detected
on the tomogram as a dip and gain of the signal. In addition, Alice can randomly modulate test pulses to make
it impossible for Eve to produce a reliable false signal®’.

For the OTDR data to be informative, the line tomogram has to reflect the state of the line during the
exchange of bit-encoding pulses. We naturally assume that the line itself preserves its properties. And since the
operational speed of cutting-edge optical elements such as switches is significantly restricted, Eve with the best
modern devices is not able to tune the leakage inferentially fast. Thus, for the purposes of this this article, we also
assume that Eve acts the same way during line tomography and the exchange of bit-encoding pulses.

In this article, we build upon the results of our previous works**-*! and examine the robustness of the QKD
based on the loss control with respect to trusted preparation and detection noise for a relatively short, 10 km
long fiber line. We then consider different error correction scenarios: the direct and reverse reconciliation. The
work is organized as follows. In Sect. 2, we delve into the issue of the trusted preparation noise and present the
experimental results obtained from our setup. Section 3 is devoted to our QKD protocol and the theoretical
approach which we use to estimate the influence of trusted preparation and detection noise on its efficiency.
The main numerical findings are presented in Sect. 4, and, finally, we discuss the results and their implication
in Sect. 5.

Trusted preparation noise

The main part of the preparation stage of most QKD protocols is the encoding of classical information into a
sequence of quantum states. In the QKD implementations based on the coherent states, the preparation stage is
executed by using an EO-modulator that properly adjusts the phase and intensity of the sent signal. The result of
the natural noises emerging in the laser and EO-modulator is that the signal produced by the sender, Alice, is a
statistical mixture of coherent states rather than a pure state.

In a standard setting and arrangement of the device-dependent quantum cryptography, Eve cannot influence
the functioning of the equipment in the laboratories of the legitimate users. It implies that preparation and
detection-related noises can be naturally considered as trusted and thus can be preliminarily measured and
calibrated by legitimate users. The effects of trusted noise have been widely studied in the context of the CV-
QKD. The results show that trusted preparation?$-3%46 and detection*?-3447-%% noises can have both positive and
negative impacts on the QKD efliciency. To apply the trusted noise approach, legitimate users should verify
that considered noises remain constant at least during one quantum communication session. Before starting
quantum state transmission, Alice and Bob always must remeasure the noise in their devices and update the
parameters of the mathematical model that is used for treatment.

The main factor that can make the trusted noise non-constant during a key distribution session is temperature
fluctuations. Thus, Alice and Bob should carefully control the temperature conditions in their laboratories. In
any practical implementation, users’ equipment is located in data centers where high efforts are made to keep the
temperature constant. Additionally, legitimate users can introduce thermal isolation for their devices to make
them less dependent on the temperature fluctuations in data centers. To further proceed, we, thus, accept that in
Alice and Bob’s laboratories the temperature is constant.

In the context of the loss control approach®-%2, trusted preparation noise results in an additional uncertainty
of measurement outcomes on the receiver’s (Bob’s) side and also generates correlations between Bobs and Eve’s
measurement results. These correlations lead to a dependence of Eve’s density matrix on a particular postselection
strategy of the receiver and, accordingly, make upper bounding of the information that Eve receives a challenging
problem.
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To address this problem, we consider the most general case of an arbitrary statistical mixture of coherent
states coming out from the Alice’s side. The analysis of the important specific cases will be carried out in Sec. 4.
For a given bit a = 0, 1, let M, (|y|?) be the intensity distribution induced by the laser and optical modulator
on Alice’s side. Here, |y|? stands for the intensity of a particular output of the Alice’s preparation equipment.
The coherent state created by Alice is influenced by the laser’s and modulator’s noise and also by the phase
randomization®**!, which transforms a pure coherent state into the statistical mixture of Fock states. Phase
randomization reduces the adversary’s capabilities to attack the communication and is used in standard QKD
protocols like the decoy state BB84, for example. As a result, the output density matrix can be written as
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The second integral over the phase ¢ of a coherent state ||y|e*?) appears due to the phase randomization. In
experimental realizations, the phase randomization can differ from the mathematical model. However, for the
sake of simplicity, we assume phase randomization to be perfect, exactly according to Eq. (1). The shape of
the distribution M, (]y|?) depends on the particular equipment, and the Eq. (12) presents the specific shape
we consider in the numerical part of the study. Figure la depicts exemplary intensity distributions on Alice’s
side (Fig. 1b—d show Bobs photon number distribution and Eve’s photon number distribution before and after
postselection), while Fig. 2 shows experimentally obtained data, which reflect the contribution of the modulator’s
noises to the density matrix sent by Alice. To stress the illustrative purposes of the plot, the laser is assumed to
be ideal, yet, the approach proposed above incorporates the most general case.

Application to the loss control-based quantum cryptography

In this section, we study the influence of the trusted noise on the efficiency of the QKD based on the loss control.
The loss control approach relies on the assumptions associated with the properties of the fiber quantum channel.
Firstly, Eve is limited in collecting and extracting information from homogeneously distributed scattered losses.
To get access to the propagating part of the photons’ wave function, Eve must locally violate the fiber’s integrity
and introduce additional losses. Finally, we assume that an eavesdropper conducts the beam-splitting attack in
an i.i.d. setting. The key generation process effectively splits into 4 stages described below. Detailed description
of the evolution of bit-encoding density matrix can be found in the Supplementary Information (SI), Note 1.

I. At the first stage, Alice prepares mixed states, see Fig. 1a and Eq. (1), using the noisy laser source and
modulator and transfers these states to Bob through the quantum channel. The exact noise profile utilized in
the further numerical calculations can be found in Eq. (12). The quantum channel is an optical fiber line and is
characterized by its transmittivity T. The transmittivity is connected with the length of the line D by the equation
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Fig. 1. Probability distributions describing quantum states of Alice, Bob and Eve. (a) The intensity
distributions on Alice’s side modulating the preparation noises, where the mean intensity of a signal encoding
bit ‘0’ is taken to be po = 2150, the mean intensity of a signal encoding bit ‘1" is ;11 = 2450, the corresponding
variances are oo = 01 = 100. (b) The photon-number distributions on Bob’s side. Bob obtains signals sent

by Alice via a 10 km quantum channel. White regions correspond to the measurement results surviving

the postselection, shaded areas correspond to measurement result discarded during postselection. (c) The
photon-number distributions on Eve’s side before the postselections stage. Eve intercepts a fraction of signal,
re = 20%, at the very beginning of the line. (d) The photon-number distributions on Eve’s side after the
postselections stage.
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Fig. 2. Probability distribution of intensity on Alice’s side. Experimentally obtained data from the installed
modulator shows the distributions of signal’s intensity for both logical bits (gray and green histograms).
Gaussian approximations for both experimental distributions are shown in black and green lines: 1o = 2145,
11 = 2460, 00 = 11,09 = 11.

Exemplary Tomogram, Dag = 10km

14
Reflectogram
+————— "Natural losses —— Loss profile 12
NS
10 &
e
8 w
C
o °
6 5
% :
Eve’s leakages 4 €
= D o
N O
P :‘.“. "": 2
0
0 2 4 6 8 10

Distance, km

Fig. 3. Exemplary reflectogram and line tomogram. The loss profile, which displays the magnitude of each
local leakage and its position, is derived from the reflectogram.

T = 1075P, where for standard optical fibers £ = 0.02 km ™. Optical fiber is a purely lossy channel and does
not introduce additional noise to the propagating quantum states.

II. At the second stage, Eve intercepts the part g of the propagating intensity by introducing a local leakage,
see Fig. 1c. We describe this leakage by introducing a non-symmetrical beam-splitter. In fact, the eavesdropper
does not have to introduce additional leakage but can exploit local leakages that had already occurred, for
example, losses on connectors or at welding points. Another approach to attack locally is to hide the presence of
an artificial leakage by replacing a section of the original channel with a lower-loss fiber cable, see Note 2 of SI
for details. This action leads to additional local losses in the points where fibers of different types are spliced®->.
Legitimate users can detect local leakages with the line tomography procedure, i. e., by measuring transmitted
and back-scattered parts of the optical test signals. Alice and Bob compare the obtained tomogram, see Fig. 3,
with the initial (reference) one. An important assumption that must always be verified in a practical realization
is that an adversary does not attack the quantum channel before Alice and Bob compose the initial channel
tomogram. Further details on the line tomography can be found in Refs.*~*3,

ITI. When the bit-encoding states reach the end of the line, Bob conducts noisy photon-number measurement,
see Fig. 1b, Eq. (2) and Eq. (13) for a detection noise profile considered in numerical calculations.
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IV. After the measurement stage, the legitimate users conduct classical post-processing procedures. Namely,
postselection, error correction and privacy amplification.

Bobs measurement can be described by a positive operator-valued measure (POVM), which is a set of
positive semi-definite Hermitian operators with the sum equal to the identity operator. In our case, Bobs POVM
consists of three elements see details in SI Note 3,

400 01 400 04
Eo=3 | D Dul® |In)nl, Ex=3 (> Duk)|Infnl, Ewi=1-E-E, @
n=0 \k=03 n=0 \k=02

where operators Eo and FE correspond to the measurement results which Bob interprets as a bit value ‘0 or
‘1, while the operator E¥.; stands for the measurement results discarded during the postselection stage. The
probability distribution D,, describes the noise of the detector. To be concrete, D, (k) defines the probability
of obtaining an outcome k in the case of measuring the Fock quantum state |n)(n| by a given detector. The
specific form of the distribution D,, which we use for the numerical analysis is presented in Eq. (13), yet, the
framework allows for an arbitrary distribution. Real-valued parameters 6; determine the choice of a postselection
algorithm. Inner values, ;1 and 0 represent the discarding of the overlapped parts of the measurement results’
distributions, see Fig. 1b, and decrease bit error rate (BER) in the raw key. Outer values, 03 and 64 discard the
tails of the Bob’s distributions. By discarding the tails, we expect an increase of the BER on Bob’s side, but at the
same time a decrease of an average information that Eve obtains from the intercepted parts of the states. The
shaded areas in Fig. 1b correspond to the measurement results on Bob’s side discarded during postselection.

Right after the postselection stage, bits 0 and 1 in the Alice’s string can be not equiprobable due to the
potential asymmetry in preparation noise and in postselection procedure itself. The asymptotic fraction of the
bit value a in the Alice’s string is

p(vla)
2ps

qa = (3)

where we used the notation p, for the total probability of a conclusive measurement result (that will survive
postselection) and p(v'|a) for the probability of a conclusive measurement result for a sent bit a. On Bob’s side,
after discarding “fail” results, the asymptotic fraction of a bit value b € {0, 1} in the raw key is

_ p(bla=0) +p(bla=1)
2ps

Wy

; 4

where p(b|a) stands for the conditional probability of obtaining measurement result b, when the sent bit is a.

Next, we execute an analysis of the information available to the adversary. Eve’s information strongly depends
on the error correction strategy. In the direct reconciliation (DR) scenario, Alice’s bit string is considered to be
a reference, and Bob adjusts the raw key with respect to a syndrome of a chosen error correction code. In this
case, Eve is attempting to make a guess about the sent bits, thus, we are to estimate the information, 1 (A3E),
which Eve obtains about Alice’s subsystem. Conversely, in the reverse reconciliation (RR) case, Bob’s bit string is
a reference and the sender has to modify their bit string. Here, the adversary’s aim is to get the knowledge about
Bobss string.

We focus, first, on the direct reconciliation case. Eve’s density matrix after the postselection procedure
conditioned on the Alice’s bit g, see Fig. 1d and SI, Note 1a for details, is

RO Ji —rg|y|? - (TEWP)R
P _p(\/la)/d|7\2Ma(|7\2)f/(|V|)'e " ;T‘”XME (5)
) -

where

foll) = (VT =re)| (Bo + E1) [V/T(1 = re)7). (©)

This factor shows the contribution to the probability of a conclusive measurement result on Bob’s side from a
pure coherent state |y), which is a component of the statistical mixture. Notably, the function f. (]7|) does not
depend on the phase of y and, thus, it is not affected by the phase randomization. The denominator p(v'|a) is a
normalization factor that can be determined by the condition Tr ﬁg) = 1. We find that receiver’s postselection
modifies the initial preparation distribution M, (]y|?) by discarding inappropriate measurement results and,
thus, alters Eve’s density matrix as depicted on Fig. 1c and d. The density matrix of the form (5) fundamentally
differs from the form it assumes in the case in which Eve obtains a part of the pure coherent state. In the latter
case, Eve-Bob state is a product state and, thus, Bob’s postselection cannot affect Eve’s measurement results.

The information that Eve can extract from the intercepted part of the signals in the DR case is limited by the

Holevo quantity® of the ensemble Epr, = {qa, p]ga) } :

I(AE) < x(épr) =S (qu}(EO) +q1p§§)> - qoS (pfgo)) —q1S (p%”) , (7)
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where S(p) = —Tr (plog, p) is the von Neumann entropy and go1) is defined in Eq. (3). According to Eq. (5),
Eve’s density matrix is diagonal due to the phase randomization. Thus, von Neumann entropy can be replaced
by the classical Shannon entropy.

In the RR case, an adversary has to distinguish between intercepted states conditioned on Bob’s measurement
results b € {0, 1}. Eve’s density matrix for a given Bob’s bit value b, see Note 1b in SI for details, is

—+oo

i = [ anp 2ol ) gy oo 3o CED ®

0 n=0

where fi(|7]) = (/T(1 — r&)7|Ey|\/T(1 — rE)7) represents the contribution to the probability of obtaining

the measurement result b from a given component of Alice’s statistical mixture. This factor also depends only on
the absolute value of an amplitude ~. The ensemble from which Eve has to extract information consists of density
matrices of Eq. (8) with the corresponding probability distribution w; defined in Eq. (4).

To put an upper bound on the adversary’s information about Bob’s subsystem, we use the Holevo quantity of

the described ensemble Err = {wb, ﬁg’)} :
b=0,1

I(BiE) < x (Exr) = S (wong@ n wmg>) — woS (n,gw) —w S (n,@) . )

Since we assume that the beam-splitting attack is the same for each of the signal pulses in a communication
round, we work in the i.i.d. assumption, and the asymptotic secret key generation rate can be calculated according
to the Devetak-Winter equation®® for both error correction strategies

KPR = ,max Kp, (I(A;B) — I(AE)), K = max Kp, (I(AB) = I(BiE) . (10)
1

where K is the initial rate of the random bits generation and transmitting bit-encoding quantum states and
maximum is taken over all post-selection parameters, while I(A;B) is the mutual information shared between
Alice and Bob. Information of the legitimate users is not defined by the error correction strategy and depends
on the discrepancy between Alice’s and Bob’s bit strings and on a particular choice of an error correction code.

Practically, legitimate users should be able to switch between direct and reverse reconciliation regimes. For
particular observed parameters, namely, additional losses in the fiber line, preparation noise and detection noise,
one of the strategies will be optimal, i. e., proving highest key generation rate. Thus, the the final key generation
rate Ky is maximum among the resulting key rates produced by reverse and direct reconciliation

Ky = max <K}DR),K}RR)) . (11)

Numerical estimations

Preparation noise influence

To demonstrate the performance of the QKD based on the loss control in the presence of the trusted preparation
noise, we make numerical estimations of the key generation rate given by Eq. (11). For illustrative purposes, we
consider a particular form of the trusted preparation noise, namely, a Gaussian distribution over the intensities
on the Alice’s side.

A Gaussian distribution implies a non-zero probability for negative values of a random variable. Intensity,
by its definition, is always non-negative. To avoid the effect of the contribution from the non-existing negative
values of the intensity, we consider a truncated normal distribution. For positive values of the intensity, it has
the standard form of a normal distribution, while for negative values, it should be set equal to zero. For the bit
value g, it can be written as

(? — 1a)” 2
exp | — 5 . ,
2mo2 205 1 —erf (—ua/(aaﬁ))

Ma (M%) = (12)

where /1, is the average intensity for the bit a, o, is the variance parameter and erf(-) is the error function.

Figure 2 represents the experimentally obtained histogram from the already installed lithium niobate
modulator and its Gaussian approximation. The experimental distribution agrees well with the chosen
approximation except for the fact that the tails of experimental distributions seem to demonstrate a polynomial
rather than exponential behavior. Such heavy tails can be induced by the instability of the operating point in
the modulator and the electrical noise in the modulating signal. Yet, the truncated normal distribution is an
appropriate starting point for further illustrations. In a particular QKD based on the loss control realization, one
has to consider all specifics of the observed intensity distribution.

The following calculations are conducted for fixed parameters of the optical line’s length and mean values of
signals’ intensities for both logical bits. Namely, we consider o = 2150 and 11 = 2450 for the mean values and
a quiet short transmission line of the length Do = 10 km. The final normalized key generation rate K7 /K is
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maximized over all post selection parameters 01 2,3 4. For the reminder of the subsection, we elaborate only on
trusted preparation noise, while we consider Bob’s detector as an ideal device.

Figure 4 shows the results of numerical optimization of the key rate for different values of the artificial
leakage, 7 = 10%, 20%, and 30%. The data is presented in the form of counter plot accounting for two variances
characterizing preparation noise levels for each of the logical bits. Each curve corresponds to a fixed value of the
final key generation rate. The choice of optimal error correction strategy is related to the noise’s variances. Grey
areas show those values of the noise level where direct reconciliation is optimal, while reverse reconciliation
provides higher key rate in the white areas. In the SI Note 4, one can find additional graphs presenting our
numerical results for DR and RR individually. As Fig. 4 demonstrates, the reverse reconciliation strategy is
optimal until the preparation noise reaches a relatively high level. The result can be explained by the fact that we
consider a noiseless optical channel which only introduces losses and, thus, the optimal eavesdropping position
(in both reconciliation scenarios) is located right after Alice. Thus, the eavesdropper’s information about Alice’s
string should be expected to be higher than the information about Bob’s one. Nevertheless, direct reconciliation
becomes more beneficial for the legitimate users when the preparation noise becomes significantly high.
Moreover, it is important to note that reverse reconciliation advantage should not be treated as a general rule -
for instance, in the case of DI QKD direct reconciliation tends to provide better results®”>%.

A general trend which can be observed in each of the plots provided in Fig. 4 is the significant key rate
reduction which takes place when we transit from the case of noiseless states (0o,01 = 0) to the case of
significantly noisy states (00, 01 Z 50). Our experimental data with 0o, o1 = 11 lies in the area of low noises
shown in the left bottom corner of each plot. The increase of the noise’s variance from 11 to 100 (o0, o1 ~ 100)
reduces the key generation rate by more than over half. Nevertheless, for the high leakage re = 30%, at the area
of low noises we observe a positive impact of the preparation noise on the key rate. Hatching area highlights
the region of the maximum key generation rate. Notably, on the Fig. 4c one can see that the area containing the
maximum key generation rate is not convex. This takes place due to the fact that the depicted function has two
point of local maximums, and each of them is located on one of the coordinate axis: {oo0 = 0,01 = 52} and
{00 = 50, 01 = 0}. More details and additional visuals supporting the statement can be found in the SI Note 4.

The reasons for the observed key rate growth with the increase of the preparation noise is the choice of the
mean intensities’ values. Considered mean values, 2150 and 2450, correspond to a high level of distinguishability
in the case of pure states. Only in case of low values of rg, the overlap between states intercepted by Eve is
significant. And preparation noise makes the initial coherent states less distinguishable and, thus, reduces the
information available to the adversary. For the high eavesdropping leakage of 30%, we observe a beneficial
trade-off between reduction of Eve’s information and information of legitimate users with the increase of the
preparation noise. While the work is devoted to the study of the trusted noises, i.e., noises occurring naturally
from the system’s hardware, the fact that for hight enough values of rg a slight increase in o, o1 leads to the
increase in the secret key generation rate, shows that noisy preprocessing®”~>*—deliberate noise introduction—
can be beneficial for the system.

Detection noise influence

While the trusted preparation noise changes the properties of quantum states sent by Alice and, thus, affect
both Eve’s and Bob’s data, the trusted noise in detection equipment influences only Bob’s subsystem. Trusted
detection noise increases the discrepancy between Alice’s and Bob’s bit strings and at the same time decreases
the correlations between Bob’s and Eve’s measurement results. Thus, the presence of the detection noise reduces
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Fig. 4. Counter plot for the key rate in the presence of the trusted preparation noise in the absence of the
detection noise. Key generation rate as a function of the preparation distribution variances of bits “0” and “1”.
Key rate is normalized to the initial bit rate K. Different values of the leakage g are considered: 10%, 20%,
30%. The length of the transmission line D g is 10 km. Values of average intensities 110 and 1 are 2150 and
2450, respectively. The gray areas of the plots comprises the values of oo and o1 for which DR is optimal, the
white areas correspond to the RR optimality. Hatching indicates the maximum key rate area.
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the impact of Bob’s postselection on the Eve’s density matrix. All the effects associated with the detection noise
are accounted for by the functions f. and fi defined above.

As a framework for the noise detection, we use a simple Gaussian model as an approximation of all noises in
detection devices. For the coefficients D,, (k) introduced in the Eq. (2), we consider truncated discrete Gaussian
distribution, see details in SI Note 3,

_ 2
D01 = 5 o (xR ) 13

where A is the real-valued parameter characterizing the noise level of the detector, and Z,, is the normalization

—+oo
factor defined by the condition Z Dn(k) = 1. Here, the term ‘truncated’ is used, since all possible
k=0
measurements result at the Bob’s side are non-negative. For other properties and applications of the discrete
Gaussian distributions see, for example, Ref.%.

The motivation for the Gaussian model consideration lies in the electrical noises of Bob’s detection device.
Bob observes an electric signal converted from an incoming optical pulse through the interaction with the
detector’s medium. Electrical circuits always contain thermal noise. For a standard detector’s electrical bandwidth
f = 500 MHz and room temperature 7' = 300 K, we get that the bandwidth is much lower than the temperature
hf < kT, where h and k are the Plank and Boltzmann constants, respectively. In these conditions, the thermal
noise follows the Gaussian behavior. Consequently, the electrical signal from the optical pulse goes together
with the Gaussian component, which blurs the final probability distribution of measurement results. In other
conditions, the noise can follow different behavior types, and thus, the model should be adjusted accordingly.

Figure 5 presents the results of numerical optimization of the normalized key rate in the presence of the
trusted detection and preparation noise. The optimization was conducted over four postselection parameters
014, while the intensities of the signals 1o = 2150 and p11 = 2450 were fixed. Different subplots correspond
to different error correction strategies: DR and RR. The final key rate appears to be strictly monotonous with
respect to the detection noise parameter A. The case of A = 0 stands for the ideal photon number measurement
on Bob’s side. When the detection noise is equal to the 2% of the average signal’s intensity, the key generation
rate drops by three times comparing to the ideal measurement. These numerical results indicate that additional
detection noise only reduces the setup performance for the QKD based on the loss control. Also, we observe
that the detection noise reduces the positive impact of the preparation noise on key generation rate. In the
loss control quantum cryptography implementation, the optimal error correction strategy (direct or reverse
reconciliation) will depend on a particular setup of the line and the available precision of the leakage detection.

Figure 6 shows the dependence of the asymptotic key generation rate in the loss control-based QKD on
the communication distance. The key generation rate decreases to the order of magnitude with the considered
increase of the distance. Figure 6 also depicts the upper-bounds on the key generation rate in BB84 and exemplary
CV-QKD. The upper-bound for BB84 is obtained according to Ref. *°. For details on the key rate upper-bound in
CV-QKD, see SI Note 5. As a result, the loss control-based QKD mostly outperforms BB84 and CV-QKD for the
considered set of parameters. For the preparation noise less than ¢ < 11, the loss control-based QKD provides
a more than 5 times higher key generation rate than upper-bound on CV-QKD.
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j— o) j— 0,
0.16 DR, re =30% 0.16 RR, re =30%
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Fig. 5. Secret key rate as a function of the preparation noise’s variance o for different values of the detection
noise parameter A. Preparation noise parameters are taken equal oo = 01 = 0. Average values of intensities
are 1o = 2150, pu1 = 2450. Leakage is re = 30%. Length of the fiber line Dag = 10 km.
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Fig. 6. Secret key generation rate as a function of distance for different QKD protocols. The value of the
leakage artificially created by an eavesdropper is fixed rg = 10% for all the considered protocols to compare
their performance for the same type of quantum channel. The dashed black line represents the results obtained
for CV-QKD, the solid black line corresponds to BB84 QKD and the three coloured lines correspond to the
loss control-based QKD with different noise levels.

Discussion

For the security analysis of device-dependent cryptography, it is required to thoroughly characterize incorporated
devices, noise sources, and possible information leakages. On the sender’ side, the laser and electro-optical
modulator introduce significant noise into the prepared bit-encoding quantum states. Thus, the output states
are mixed. In our work, we considered the noise as trusted for the framework of the loss control QKD approach.
We studied the influence of the trusted preparation noise on the key generation process in the case of the short
10 km fiber line. Firstly, trusted preparation noise induces correlations between Eve’s and Bob’s subsystems:
Bob’s postselection modifies Eve’s density matrix. Secondly, trusted preparation noise can potentially introduce
a positive impact on the key generation rate for both direct and reverse reconciliation scenarios. For the small
values of preparation noise level and high eavesdropping leakage, the resulting key rate appeared to be higher
than in the case of noiseless states. It is important to note that we do not claim to provide full security proof for
the considered protocol, but rather consider a set of powerful eavesdropping attacks on it. We assume Eve does
not perform coherent attacks.

Furthermore, we considered the effects of trusted detection noise in both error correction scenarios. As a
model of the detection noise, we took the discrete Gaussian distribution. Detection noise demonstrates only
a negative impact on the key rate despite the reduction of Eve-Bob correlations. Detection noise also blurs the
effect of the key rate increase caused by the preparation noise.

In practical device-dependent QKD implementations, legitimate users should base the security analysis on
particular observed statistics from the modulator. It means that before starting the key distribution procedure,
Alice and Bob should pre-measure noises in the incorporated modulator and detector as shown in Fig. 2. To
validate the applicability of the trusted noise approach, legitimate users must remeasure and recalibrate the noise
parameters before each quantum communication session.

Notably, the loss control approach does not rely on the computational assumptions opposing classical or
post-quantum cryptography. Our set of assumptions builds on the physical principles of incorporated devices,
especially of the fiber channel. Eve’s capabilities on extracting information from the scattered losses can
increase in future and, thus, can potentially violate the set of assumptions utilized in the loss control-based
QKD. In this case, the analysis conducted in loss control should be modified properly®’. Yet, an eavesdropper
with future-developed technologies, who will manage to violate the current set of assumptions, will not be able
to compromise the secrecy of already distributed keys since these technologies will occur after the protocols
execution. As a result, the loss control approach possesses the desired everlasting security quality—the crucial
advantage of quantum protocols over classical and post-quantum ones®’.

Data availibility
All data generated or analysed during this study are included in this published article (and its Supplementary
Information files).
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