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Abstract

Quantum technologies are rapidly transforming the landscape of secure commu-
nication and computation by exploiting the fundamental principles of quantum
mechanics. Among these, Quantum Key Distribution (QKD) offers an unprece-
dented level of security in communications, provided by physical principles rather
than computational assumptions. However, the realization of scalable and practical
quantum networks remains challenging. Key technological hurdles include the need
for high-sensitivity and high-speed single-photon detectors, stable and integrated
optical platforms, and robust and fast true random number generators. Overcoming
these challenges is essential to bridge the gap between laboratory demonstrations
and the real-world deployment of quantum networks. This thesis addresses some
of these critical issues through work in single-photon detection technologies, inte-
grated QKD system implementation, and high-speed Quantum Random Number
Generators (QRNGs).

Single-Photon Avalanche Diodes are fundamental detectors for quantum technolo-
gies, enabling high-sensitivity measurements at the single-photon level. This the-
sis investigates the operating principles, limitations, and advancements of Single-
Photon Avalanche Diodes, with a focus on high-speed dual-anode designs. Their
photon detection efficiency, dark count rate, afterpulsing probability, and timing jit-
ter are analyzed, while optimized control electronics and capacitance management
strategies are developed. The characterization of Single-Photon Avalanche Diodes
demonstrates their suitability for quantum communication, particularly in quan-
tum key distribution and asynchronous heralded photon sources, with pathways for
further improvements in speed and integration.

Building on these detector technologies, a proof-of-principle integrated quantum key
distribution system based on the BB84 protocol is presented. The system incorpo-
rates time-bin encoding, decoy-state methods, and photonic integrated circuits for
both transmitter and receiver. Key challenges, such as chromatic dispersion and
interferometer stability, are addressed through novel circuit and system-level de-
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signs. System-level testing and field deployment validate the feasibility of compact,
high-performance integrated quantum key distribution implementations.
Finally, the thesis explores quantum random number generation through semi-
device-independent protocols. An experimental homodyne-based SDI-QRNG is real-
ized, supported by custom transimpedance amplifier design and photonic integrated
circuit integration. The setup achieves high bandwidth, strong quantum-to-classical
noise separation, and stable operation, enabling practical random number generation
rooted in fundamental quantum processes.
Overall, this work advances the development of integrated quantum technologies by
improving room-temperature single-photon detection, demonstrating scalable QKD
prototypes, and implementing a high-speed QRNG. Together, these contributions
pave the way toward secure, integrated quantum communication systems and prac-
tical quantum information applications ready to deploy in real world networks.
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Résumé

Les technologies quantiques transforment rapidement le paysage des communications
et du calcul sécurisés en exploitant les principes fondamentaux de la mécanique
quantique. Parmi celles-ci, la QKD offre un niveau de sécurité sans précédent dans
les communications, garanti par des lois physiques plutôt que par des hypothèses
computationnelles. Cependant, la réalisation de réseaux quantiques pratiques et
évolutifs demeure un défi majeur. Les principaux obstacles technologiques incluent
la nécessité de détecteurs de photons uniques à haute sensibilité et à grande vitesse,
de plateformes optiques stables et intégrées, ainsi que de générateurs de nombres
aléatoires véritables, rapides et robustes. Surmonter ces défis est essentiel pour
combler le fossé entre les démonstrations en laboratoire et le déploiement réel des
réseaux quantiques. Cette thèse aborde certains de ces enjeux critiques à travers
des travaux sur les technologies de détection de photons uniques, la mise en œuvre
d’un système intégré de QKD et le développement de QRNGs à haut débit.

Les diodes à avalanche déclenchées par un photon unique sont des détecteurs essen-
tiels pour les technologies quantiques, car elles permettent des mesures extrêmement
sensibles au niveau du photon unique. La recherche durant ma thèse a étudié en
profondeur les principes de fonctionnement de ces dispositifs, leurs limitations et
les avancées récentes, en particulier dans le cas de l’architecture à double anode
conçue pour atteindre des régimes de fonctionnement très rapides. Leurs perfor-
mances sont caractérisées en termes d’efficacité de détection de photons, de taux
de comptage de bruit, de probabilité d’auto-déclenchement et de jitter, tout en op-
timisant les systèmes de contrôle électroniques et en développant une stratégie de
gestion d’inductance. Les résultats de caractérisation démontrent que ces détecteurs
sont particulièrement adaptés aux communications quantiques, notamment à la dis-
tribution de clés quantiques et à la génération asynchrone de photons uniques. Des
perspectives d’amélioration de la vitesse et l’intégration de ces détecteurs sont égale-
ment proposées.

À partir de ces avancées, une première démonstration d’un système intégré de distri-
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bution de clés quantiques est réalisée. Celui-ci repose sur un protocole fondamental
de communication quantique basé sur l’encodage temporel et l’utilisation d’états
atténués. L’intégration sur circuits photoniques, tant du côté de l’émetteur que du
côté du récepteur, permet de concevoir une plateforme compacte et performante.
Les principaux défis, tels que la dispersion chromatique dans les fibres optiques et la
stabilité des interféromètres, sont surmontés grâce à des choix originaux dans la con-
ception optique et électronique. Des tests en laboratoire et sur le terrain confirment
la viabilité de cette approche.
Enfin, ce travail explore la génération de nombres aléatoires quantiques, en s’appuyant
sur des protocoles semi-indépendants du dispositif. Une réalisation expérimentale
est proposée, reposant sur la détection homodyne équilibrée. Celle-ci intègre un
amplificateur transimpédance optimisé, ainsi qu’un circuit photonique dédié com-
prenant modulateurs, atténuateurs et amplificateurs optiques. L’ensemble permet
d’obtenir une large bande passante, une séparation nette entre le bruit quantique
et le bruit classique, et une stabilité de fonctionnement adaptée aux applications
pratiques.
Dans leur ensemble, ces résultats contribuent à l’avancement des technologies quan-
tiques intégrées en améliorant la détection des photons uniques, en démontrant
des prototypes de communication sécurisée et en mettant en œuvre une génération
rapide et fiable de nombres aléatoires quantiques. Ils ouvrent la voie au déploiement
de systèmes de communication quantique sécurisés et d’applications concrètes de
l’information quantique.
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Chapter 1

Introduction

The protection of information has been a central concern of societies for as long as
information itself has carried value [2, 3]. From the simple substitution ciphers of
ancient civilizations [4], to the mechanical encryption devices of the 20th century
such as the Enigma machine [5], the ability to conceal messages has often shaped
the outcomes of political, military, and economic struggles. Cryptography, in this
sense, has always evolved in response to the threats of its time. As new means of
communication emerged, so did the need for new methods to secure these commu-
nications.

As we advance through this digital era, vast amounts of personal, financial, and
strategic information flow continuously across global networks. All these banking
transactions, medical records, private conversations and even state secrets leave be-
hind a digital footprint. As a result, more than ever, the confidentiality, integrity,
and authenticity of information are paramount and a concern at the forefront of in-
dividuals and organizations alike. The rise of cybercrime and data breaches has un-
derscored the vulnerabilities inherent in our interconnected world [6–8]. Moreover,
the advancements of powerful computational technologies have raised the stakes
even more, as adversaries are no longer limited to human codebreakers but can im-
plement sophisticated algorithms, and increased processing power can compromise
traditional cryptographic schemes. At the same time, mass surveillance capabili-
ties of corporations have expanded to unprecedented levels, often operating in legal
gray areas that challenge traditional notions of privacy. All of this naturally raises
concerns for individuals regarding the security of their personal data and communi-
cations that they so critically depend on.

The security of most digital communications relies on public-key cryptogra-
phy [9]. Public key cryptography, also known as asymmetric cryptography, relies its
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safety on one-way functions and the mathematical difficulty of factoring integers.
’Difficulty’ here means that the solving time increases exponentially with the amount
of information. So the security of these systems is not based on mathematical prin-
ciples but rather computational limitations and time constraints. In a public-key
cryptosystem, two keys are used: a public key and a private key. One of the parties
creates a public key that anyone who wishes to communicate with them can use
to encrypt their message. This encrypted message however, can only be decrypted
by whoever possesses a private key. The first practical application of asymmetric
cryptosystem was in 1978 by Rivest, Shamir, and Adleman, in a protocol named
after them - RSA [10]. This protocol underpins many of the secure protocols used in
everyday internet activities, such as online banking and messaging. Until recently,
this reliance seemed well-placed. However, Shor’s algorithm [11], showed that a
sufficiently powerful quantum computer can factor large integers and solve discrete
logarithms efficiently (solves in polynomial time with respect to the amount of infor-
mation), significantly reducing the time required to break widely used cryptographic
schemes. Even though a quantum computer capable of implementing Shor’s algo-
rithm at a sufficiently large scale to comprise current cryptographic systems has not
yet been built, the possibility, and to some, the certainty, of its future existence has
raised concern about not only future communications and data, but also of previ-
ously intercepted communications and stored data. This has put into question the
longevity of privacy since all encrypted data could be stored now and decrypted
later. It is also important to note that classical algorithms capable of breaking
public-key cryptography may also be discovered in the future, further exacerbating
these concerns.

As a result, information-theoretic secure methods, which do not rely on compu-
tational assumptions, have garnered renewed interest. The One-Time Pad (OTP) is
a theoretically unbreakable encryption technique that uses a random key that is as
long as the message itself, where each binary bit of information from the plaintext
is XORed with the corresponding bit from the key. The constraints of the OTP are
that the key must be truly random, used only once, and kept secret. If these
conditions are met, then the encryption cannot be broken without knowledge of
the key, regardless of computational power. However, despite its theoretical appeal,
OTP is not frequently used due to the logistical hurdles associated with generating,
distributing, and securely storing large keys. As a result, its use is typically limited
to highly specialized contexts, such as diplomatic or military communications. The
aforementioned key distribution problem in OTP cannot be overcome with classical
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methods. Many classical key distribution methods have been proposed (like the
Diffie-Hellman key exchange [12]), but they all rely on computational assumptions
that are vulnerable to quantum attacks, bringing us back to the original problem.

It is in this context that quantum information technologies have emerged. Un-
like classical cryptographic schemes, quantum cryptography exploits the principles
of quantum mechanics to provide theoretical secure communication. In brief, we
first recall that it is impossible to create copies of an arbitrary unknown quantum
state as described by the no-cloning theorem [13]. Additionally, when information
is encoded in non-orthogonal quantum states, any attempt to obtain information on
the communication, will result in a high probability of a disturbance of the trans-
mission [13,14]. As a result, any attempts to furtively access quantum encoded data
would be immediately identified by the legitimate users. Of the various quantum-
based cryptographic protocols, using QKD with OTP stands out as a promising
solution for practical and information-theoretic secure communication, by generat-
ing and distributing secret keys between two parties with security guaranteed by the
laws of quantum mechanics [15].

However, QKD protocols alone do not address the need for true randomness,
even though they rely on true randomness as a resource. Nonetheless, quantum
mechanics provides yet another solution to this problem: QRNGs. As the inherent
probabilistic nature of quantum measurements can be harnessed to generate truly
random numbers, QRNGs exploit this property to produce sequences of bits that
are fundamentally unpredictable. Accordingly, this thesis addresses the further de-
velopment of both QKD and QRNG protocols as two fundamental components of
secure communication systems.

On the practical side of implementing quantum-enabled secure communication,
progress in QKD has been closely driven by the advancements in single-photon de-
tector technologies, which have enabled significant improvements in key generation
rates and transmission distances. These advancements have been made possible
by the introduction of new materials, device architectures, and operational tech-
niques that enhance the performance of single-photon detectors. On this front break-
throughs have been enabled by Superconducting Nanowire Single-Photon Detectors
(SNSPDs). While the theoretical limit for point-to-point, fiber-based, repeaterless
QKD (not refering to TF-QKD) is approximately 500km [16], this boundary was
nearly reached in 2018 by Boaron et al. [17] who demonstrated QKD over 421km.
Such performance was directly linked to the capabilities of the (then) state-of-the-art
SNSPDs used, which had ultra-low dark count rates and timing jitters while provid-
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ing detection efficiencies of 40-60%. Complementing these distance achievements,
recent work by Grünenfelder et al. [18] addressed key bottlenecks in practical QKD
implementation. By developing custom multipixel SNSPD arrays combined with fast
acquisition electronics and real-time key distillation capabilities, the record-breaking
secret key rate of 64 Mbps was achieved. These parallel advances in maximizing both
transmission distance and key generation rate illustrate how single photon detection
technology has enabled QKD systems to approach fundamental theoretical limits
while simultaneously enhancing practical performance parameters for real-world ap-
plications.

While the latest SNSPDs offer superior performance metrics - including pho-
ton detection efficiencies beyond 90%, extremely low dark count rates, and tim-
ing jitter down to picosecond levels [19]- their requirement for cryogenic cooling
significantly increases the system complexity, cost, power consumption and vol-
ume. This limitation presents a significant barrier to the widespread deployment of
QKD technologies in real-world applications, especially where compact form factors,
room-temperature and continuous operation are essential requirements. In contrast,
Single-Photon Avalanche Diode (SPAD) technology presents a more practical and
cheaper alternative. SPADs offer significant advantages in terms of reliability, com-
pactness, lower operational voltage, and the ability to function at room temperature
or with minimal cooling. These characteristics make SPADs particularly well-suited
for field-deployed QKD systems.

Other than detector architecture, the community has also explored alternative
materials to detect single photons in the Near-Infrared (NIR). A notable example is
Germanium (Ge), which has a cutoff frequency (the wavelength at which absorption
drops sharply) at 1.55µm. As early as the 60s, Ge-based photodiodes were demon-
strated [20, 21]. However, they suffered from high dark currents and poor noise
performance when compared to Silicon (Si) detectors [22]. As the interest in optical
communications and consequently detections in the 1.3−1.55µm range grew, Ge was
largely overshadowed by Indium Gallium Arsenide (InGaAs) platforms, and research
into Ge detectors stagnated. However, with the rise of Si photonics in the 2000s,
Ge has started to gain some interest again, as it is compatible with Complementary
Metal-Oxide-Semiconductor (CMOS) fabrication processes and can be epitaxially
grown on Si. The interest to integrate detectors with Si photonics and the potential
for low-cost manufacturing has driven renewed research into Ge-based single pho-
ton detectors for LiDAR, quantum communication, and time resolved imaging [23].
Strained and doped Ge layers have been investigated to enhance responsivity and
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suppress noise, while Germanium Tin (GeSn) alloys offer the possibility of extend-
ing sensitivity further into the infrared while mitigating thermal noise. In our early
collaborative work with École Polytechnique Fédérale de Lausanne (EPFL) on Ge
SPADs, we saw both the potential and the persistent challenges in developing these
approaches, particularly for quantum applications where performance demands are
especially stringent.

However, alongside the reduced efficiency performance when compared to SNSPDs,
SPADs still face a fundamental challenge that limits the performance of QKD sys-
tems at short distances, and that is afterpulsing. Afterpulsing happens when a
charge carrier is trapped during an avalanche event and is subsequently released,
triggering a false detection [24, 25]. A way to mitigate noise from afterpulsing is to
wait for the trapped carriers to be released before re-arming the detector [26]. This
waiting time is called hold-off time and can be in the order of hundreds of µs, thereby
significantly limiting the key generation rates [27]. The first work described in this
thesis was motivated by the need to address this bottleneck of SPADs and improve
their performance for QKD applications. This, alongside the need for practical and
accessible QKD systems, led to finding a solution that was small in footprint and
could operate at high rates and with low noise. This involved investigating a novel
commercially available detector design that claims to enhance SPADs speed and
reliability while tackling the afterpulsing issue (Park et al. [28]).

While the improved detectors have been the main contributors to the key rate
and distance progress in QKD, they do not directly enable practicality and scalability
of QKD systems. Moving beyond proof-of-principle demonstrations to real-world
applications requires overcoming other significant engineering challenges, including
system integration, miniaturization, and cost reduction. In our group in 2023, Sax et
al. [1] demonstrated a proof-of-principle integrated QKD system. This work showed
that many of the essential components of QKD could be integrated, pointing to the
possibility of a cost-effective and deployable solution.

However, this work was also far from being an deployable prototype. Several
challenges became evident that prevented the system from reaching the level of
miniaturization and robustness required for large scale deployment. These included
the use of bulk power supplies, function generators, and laser driving electronics
that contributed to a large system footprint. The system also relied on chromatic
dispersion compensation fibers to mitigate pulse broadening over long distances.
As we will discuss in detail in chapter 3, given the speed of the time-bin encoded
scheme used, the 200ps time bins made the system particularly susceptible to chro-
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matic dispersion, which severely limited the maximum distance achievable without
compensation. The receiver chip was also non-tunable, with the basis selection prob-
ability fixed on-chip at 90:10. This limited the system to be used at large distances,
or incredibly low mean photon numbers in order to not saturate the detectors. The
non-tunability also meant that the system could not adapt to changing channel
conditions, which would be essential in a real-world deployment. The system also
required bulky detectors and readout electronics: The photonic integrated circuit
itself required large control systems, including two FPGAs per communication unit,
with one used solely as a communication bridge between the computer and the other
FPGA responsible for the experimental control. Additionally, external filtering com-
ponents were required to narrow the laser’s linewidth and improve signal quality,
further complicating the setup.

These obstacles reflected not only technical limitations, but also broader diffi-
culties faced by the QKD community in transitioning from laboratory feasibility to
commercial scalability. In this thesis we set out to address the previously mentioned
challenges, with the goal of moving integrated QKD systems closer to practical
deployment. In short, virtually all Printed Circuit Board (PCB) footprints were
reduced and integrated into a single unit per communication party. The receiver
chip was also redesigned to include a basis selection element. The external filtering
and variable coupler attenuator were substituted by an on-chip ring filter and Vari-
able Optical Attenuator (VOA), respectively, on the transmitter. The integration
of compact, detectors and readout electronics further streamlined the setup, making
it fit into a standard 19in 3U rack unit. Another significant improvement was the
removal of the bulky dispersion compensation fibers. This was achieved by halving
the system’s repetition rate from 2.5GHz to 1.25GHz, thereby doubling the time
bin width to 400ps and reducing the system’s susceptibility to chromatic dispersion.
With these improvements we hoped to collectively advance the integrated QKD sys-
tem towards a practical and deployable solution, addressing key bottlenecks that
had previously hindered its scalability.

As mentioned earlier in this chapter, true randomness is another critical compo-
nent of secure communication systems, and key to executing a secure OTP. QRNGs
provide a way to guarantee unpredictability by exploiting the inherent probabilis-
tic nature of quantum mechanics. Traditional Pseudo-Random Number Generators
(PRNGs) rely on deterministic algorithms to produce sequences of seemingly ran-
dom numbers. While it can be sufficient for many applications, PRNGs fall short
in scenarios where high security is paramount. In contrast, QRNGs exploit the
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inherent probabilistic nature of quantum phenomena such as single-photon detec-
tion, phase noise, or vacuum fluctuations, to produce truly random outputs. Several
architectures have been explored, ranging from trusted-device implementations, to
Device Independent (DI) implementations where no information on the internal
workings of the hardware is assumed, and Semi-Device Independent (SDI) protocols
that relax/remove assumptions about the internal workings of the hardware. While
DI-QRNGs are theoretically robust they are extremely challenging to implement
experimentally and suffer from low generation rates. As a result, SDI-QRNGs have
surged as a compromise, offering high generation rates and practical security guar-
antees under more realistic conditions. Our group has been working on QRNGs for
several years, and the most recent contribution was the development of a self-testing,
SDI QRNG [29] prototype. This SDI approach allowed us to certify the randomness
without having to fully characterize the entirety of the system. The self-testing as-
pect allowed the user to verify in real-time that the setup is functioning correctly,
guaranteeing the generation of certified random bits. Yet, just as in QKD, the gap
between this proof-of-principle demonstration and a practical deployment remains
significant. In order to improve QRNGs, the most obvious direction to follow would
be, as with QKD, the on-chip integration of electronic and optical components. The
realization of QRNGs on a Photonic Integrated Circuit (PIC) would significantly
reduce their footprint and power consumption, allowing them to directly replace
traditionally used random number generators within existing devices. The success-
ful integration of QRNGs on-chip would also allow them to be embedded directly
within larger quantum communication systems.

This thesis explores the intersection of single-photon detection technologies,
quantum key distribution, and quantum random number generation, with a focus on
addressing the practical challenges that currently limit their widespread deployment.
The work presented here aims to advance the state-of-the-art in these areas by inves-
tigating novel detector designs, integrated QKD and QRNG systems, and scalable
implementations. The core theme here can therefore be summarized as bridging
the gap between laboratory demonstrations and deployable technologies
in quantum communication. The body of this thesis is organized as follows:

Chapter 2 introduces the fundamentals of single-photon detection, with emphasis
on fast-gated InGaAs SPADs and brief mention of Ge-based devices. It then
presents the work carried out to improve the performance of Dual Anode
SPADs, as well as their experimental performance characterizations.

Chapter 3 summarizes the basics of QKD and describes the integrated work car-
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ried out in our group. We will discuss the main limitations encountered,
and analyze the gap between proof-of-principle demonstrations and prototype
readiness. The bulk of the chapter is dedicated to the improvements made to
the original PIC based system, and to presenting the results obtained with the
upgraded prototype.

Chapter 4 focuses on quantum random number generation, outlining the theoreti-
cal framework of self-testing approaches, reports on our work on the integrated
implementation thus far, and discusses the challenges and future directions for
practical QRNG systems.

Chapter 5 summarizes the main contributions of this work and places them in the
context of the broader research landscape, and identifies future directions for
advancing QKD, QRNGs, and detector technologies towards scalable deploy-
ment.



Chapter 2

High-Speed Single-Photon Avalanche
Diodes

2.1 Introduction to Single-Photon Avalanche Diodes

Single-photon detection is a critical component in quantum photonic systems, par-
ticularly for practical implementations of QKD. In recent years, progress in QKD
has been driven by the development of advanced single-photon detectors, which have
enabled significant improvements in key generation rates and transmission distances.
These advancements have been made possible by the introduction of new materials,
device architectures, and operational techniques that enhance the performance of
single-photon detectors.

Recent breakthroughs have been enabled by SNSPDs. While the theoretical
limit for point to point repeaterless QKD is approximately 500km [16] this bound-
ary was nearly reached in 2018 by Boaron et al. [30] who demonstrated QKD over
421 km. Such performance is directly linked to the capabilities of the state-of-the-art
SNSPDs used, which achieved ultra-low dark count rates and jitter while provid-
ing detection efficiencies of 40-60%. Complementing these distance achievements,
recent work by Grünenfelder et al. [18] addressed key bottlenecks in practical QKD
implementation. By developing custom multipixel SNSPD arrays combined with fast
acquisition electronics and real-time key distillation capabilities, the record-breaking
secret key rate of 64 Mbps was achieved. These parallel advances in maximizing both
transmission distance and key generation rate illustrate how single photon detection
technology has enabled QKD systems to approach fundamental theoretical limits
while simultaneously enhancing practical performance parameters for real-world ap-
plications.

9
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While SNSPDs offer superior performance metrics - including photon detection
efficiencies beyond 90%, extremely low dark count rates, and timing jitter down to
picosecond levels - their requirement for cryogenic cooling significantly increases the
system complexity, cost, power consumption and volume. This limitation presents
a significant barrier to the widespread deployment of QKD technology in real-world
applications, especially where compact form factors, room-temperature and con-
tinuous operation are essential requirements. In contrast, SPADs present a more
practical and cheaper alternative. SPADs offer significant advantages in terms of
reliability, compactness, lower operational voltage, and ability to function at room
temperature or with minimal cooling. These characteristics make SPADs particu-
larly well-suited for field-deployed QKD systems where considerations of size, power
consumption, and operational simplicity are paramount.

However, SPADs still face a fundamental challenge that limits their application
in high-speed QKD systems at short distances: afterpulsing. This phenomenon
occurs when carriers trapped during an avalanche event are subsequently released,
triggering false detection events that introduce errors in the quantum communication
protocol. To mitigate afterpulsing effects, conventional SPAD operation requires
implementing long dead times, which significantly limit the maximum achievable
count rate and, consequently, the key generation rate.

This chapter will examine recent advances in high-speed SPAD technologies
designed specifically to overcome afterpulsing limitations. Approaches including
self-differencing techniques [31–35], sine-wave gating [?, 32,36–39] methods, and in-
novative dual-anode SPAD architectures [28] enable efficient discrimination of weak
avalanche signals while minimizing afterpulsing probabilities.

In particular, this chapter will detail my work in implementing dual-anode
SPADs operating at 1GHz gating frequencies. We will present the electronic sys-
tems developed for these detectors, including customized readout circuitry, control
mechanisms, and parameter optimization techniques. Our approach demonstrates
how these specialized components can be integrated into a practical system that
achieves the settings required for QKD applications, while addressing the critical
challenges of afterpulsing and signal discrimination.

2.1.1 Operating Principle of a p-i-n Junction Diode

As one may deduce by the name, single-photon avalanche diodes are p-n or p-i-n
diode junctions, consisting of p-type semiconductors with positively charged carriers
(holes) and n-type semiconductors with negatively charged carriers (electrons). As
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depicted in Figure 2.1 a p-n junction is formed by joining a p-type semiconductor and
an n-type semiconductor together, while in the p-i-n junction an intrinsic (undoped)
type semiconductor is placed between the two.
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Figure 2.1: Non-biased p-n
junction.

When the two materials are placed together, due
to the concentration gradient, the free electrons from
the n-type material diffuse to the p-type material
and combine with the free holes, creating a nega-
tively charged area on the p-side near the junction
and leaving a positively charged area on the n-type
material. These two regions of charged material, to-
gether, make the depletion region. The depletion
region continues to grow until the negative charge of
the n region, repels the diffusion of more electrons
into the p region. As the depletion region contin-
ues to grow, the also growing electric field created
by these charged regions, opposes the diffusion of
more electrons until an equilibrium is reached and
the region seases to grow, and as a result, a poten-
tial difference is created across the junction [40].

As seen in Figure 2.2, if one were now to bias this junction, meaning apply a
DC voltage across the junction, the potential difference across the junction can be
manipulated. For simplicity, from here onwards, since we are are considering a diode
scenario, the p region shall be denoted anode and the n region cathode. There are
two ways one can bias the junction, namely forward bias and reverse bias.

p-region n-region
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p-region n-region
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Figure 2.2: a) Non-biased p-n junction. b) Forward biased p-n junction. c) Reverse
biased p-n junction.

If we first look at the forward bias scenario Fig. 2.2b, where the cathode is
connected to the negative terminal of the source and the anode to the positive, the
voltage across the juntion is reduced, disturbing the equilibrium state and causing
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the majority carriers to drift towards the junction. As the free electrons reach the
p region, they recombine with the holes in the valence band and are subsequently
attracted to the electric positive terminal of the region, giving rise to a current flow.
This current is proportional to the number of carriers that are injected into the
depletion region, and is therefore proportional to the applied voltage.

In the reverse bias scenario, the positively charged electrode connected to the
n region attracts the free electrons towards the positive electrode, whereas in the
p type material, the holes are accelerated towards the negative electrode. The net
result is that the depletion layer grows wider resulting in the increased potential
barrier and electric field, leading to a halt in the current flow, turning the diode into
an insulator. It is important to mention that even in this scenario a small amount of
current (usually micro-amperes) can still be measured going from the n side to the
p side due to thermally generated minority carriers (electrons in the p region and
holes in the n region). This is referred to as the leakage current. A standard p-n
junction is designed to conduct current easily in the forward direction but blocks
current in reverse bias up to a certain threshold voltage. Even in reverse bias,
only a very small reverse leakage current flows, which is stable and non-destructive.
This controlled one-way conduction is what makes diodes useful as rectifiers, signal
limiters, and general electronic switches. SPADs, however, are intentionally reverse
biased beyond that threshold. A detailed explanation of their principle of operation
follows in the next subsection.

2.1.2 Operating Principle of SPADs

I

Vb

V

Forwad BiasReverse Bias

Figure 2.3: Representative IV curve of a diode. I - Current; V - Voltage; VB -
Breakdown voltage.

As shown in Fig.(2.3), if one keeps increasing the reverse voltage applied to a diode,
past a certain threshold we will see the current gain rising sharply with the ap-
plied voltage. This is because the magnitude of electric field is sufficient to acce-
larate the minority charges in the depletion region such that their kinetic energy
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is enough to ionize atoms of the semiconductor material, generating additional free
carriers. These offspring carriers will then impact ionize other free carriers in an
exponential manner, resulting in a high-current signal that can be detected by des-
ignated electronics. This effect is called an avalanche breakdown, and is the main
mechanism behind semiconductor single photon detectors. The current through the
diode is stopped as soon as the diode voltage drops below a certain value, ceasing
the avalanche. This voltage is referred to as breakdown voltage (Vb) and is the
minimum reverse bias voltage required to initiate the avalanche multiplication pro-
cess [41]. More accurately, this process is not instantaneous and can occur within a
narrow voltage interval, due to the stochastic nature of the multiplication process.
The voltage at which avalanches occur also suffers from some hysteresis, meaning
that the voltage at which the avalanche stops (quenching voltage) is slightly lower
than the voltage at which it starts (breakdown voltage). This happens because
once the avalanche is initiated, the high density of free carriers in the multiplication
region alters the local electric field. Once the avalanche process is initiated, the
current will continue to increase rapidly, and if it is not limited the junction can be
destroyed due to thermal runaway [42], which is when the rate of heat generation
becomes greater than the rate of heat removal.

More generally, for a reverse-biased photodiode, three operation modes can be
defined: linear mode, avalanche mode and Geiger mode. In linear mode the di-
dode is biased below Vb and the current is proportional to the incoming light, with
Gain≤1. In avalanche mode, the diode is biased slighlty above Vb, but the current
is still proportional to the incoming light with a Gain≤5000 (material and archi-
tecture dependent [43]). This is the region where Avalanche Photodiodes (APDs)
are operated, the linear avalanche mode still offers linearity, allowing APDs to re-
spond proportionally to incoming light intensity. This is particularly beneficial when
accurately measuring signal strength is required—such as in laser rangefinding, fiber-
optic communication, imaging sensors, and other precision optical systems [44]. In
Geiger Mode, the current gain is "infinite" due to high reverse bias, thus allowing
the detection of single photons. Each absorbed photon can trigger a self-sustaining
avalanche that produces a large, digital-like pulse independent of the photon’s en-
ergy. This photon counting mode is the basis of operation for SPADs. SPADs
also provide information regarding the time of arrival of each photon potentially
up to tens of picosecond precision, thus allowing us to perform photon arrival time
statistics.

Both the fabrication, device structure and operating conditions play a key role
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in determining the performance of SPADs. The main performance parameters of
SPADs are the Photon Detection Efficiency (PDE), Dark Count Rate (DCR), Af-
terpulsing Probability (APP) and timing jitter. These parameters and how they are
measured are discussed in detail in the following subsections.

2.1.2.1 Photon Detection Efficiency

Photon Detection Efficiency (PDE) is definied [45] as the product of the probability
of having a photon absorbed (absorption probability density, ηabs), the probability of
the generated free carrier being collected by the high multiplication field (collection
probability, Pcoll) and the probability of a carrier in the depletion region generating
an avalanche (triggering probability, Ptrig):

PDE =

∫ xend

0

(1−R) · ηabs(x) · Pcoll(x) · Ptrig(x)dx (2.1)

where the R is the reflection coefficient of the surface of the detector, integrated
over the possible absorption depths x.

2.1.2.2 Dark Count Rate

The number of detections of an avalanche without an incident photon per unit
time is referred to as the Dark Count Rate (DCR). DCs can be generated due to
thermal effects like the Shockley-Read-Hall (SRH) mechanism and field-mediated
effects such as Band-to-Band Tunneling (BTBT) as studied in [46] and [47]. At
room temperature, the dominant source of DCs is the Shockley-Read-Hall (SRH)
mechanism, more specifically carrier trap-assisted thermal generation of free carriers.
In the work of [47], the authors show that the SRH generation rate is proportional
to the trap density in the material and consequently its volume and fabrication.
In a more detailed analysis, the SRH mechanism can have an enhancment factor
dependent on the electric field. This will make the Dark Count Rate (DCR) de-
pendent on both fabrication and operation conditions. Relatively independent to
temperature, Band-to-Band Tunneling (BTBT) happens due to high electric fields
in the depletion region, allowing the excitation of carriers from the valence band
to the conduction band by tunneling effect. As temperatures lower, this becomes
the dominating source of DCs. To mitigate this effect, a proper engineering of the
electric field in the depletion region is required as demonstrated in [47].
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2.1.2.3 Afterpulsing Probability

Afterpulsing refers to a set of phenomena that result in charge carriers being trapped
in the depletion region during an avalanche event [24,25]. These traps typically have
a lifetime on the order of microseconds [25], and the trapped carriers can be released
either when the SPAD is reverse-biased below or above the breakdown voltage, and
in the latter case a spurious signal correlated to a previous event will be registered.
The probability of this happening is called the Afterpulsing Probability (APP) and
is dependent on the trap density in the material, the electric field in the depletion
region, deep-level capture probability, the triggering efficiency and the avalanche
charge.

From the above, it is clear that both the DCR and Afterpulsing Probability
(APP) are dependent on the material quality and the design of the detector, but
the operating conditions also significantly influence the performance of SPADs. Min-
imizing the number of deep-level defects is essential to reduce the number of trapped
carriers. This translates to higher quality fabrication processes and the use of high-
quality wafers. To reduce trapping, it is crucial to keep the charge passing through
the device during an avalanche as low as possible. This can be ensured by keeping
the excess bias voltage as low as possible. However, the PDE is directly proportional
to the excess bias voltage, thus creating a trade-off between having high PDE and
low APP.

2.1.2.4 Jitter

The jitter of a SPAD is the time difference uncertainty between the arrival of a
photon and the detection of the avalanche signal and is a crucial indicator of the
timing resolution of the system. Jitter is affected by different components, all of
them affected by statistical fluctuations. As discussed in the previous section, the
avalanche starts in the depletion region. However, looking at Fig. 2.4, we can
further divide this region into two sub-regions: the multiplication region, and the
drift region [48]. The multiplication region, with the strongest electric field, is where
the avalanche is initiated and the carriers are multiplied. What can be referred to as
the drift region, contains usually the absorption region, and with a low electric field,
accelerates the generated carriers towards the anode. Carriers generated close to the
high electric region will naturally have a shorter drift time than carriers generated
further away. Moreover, some free carriers may even be generated in the neutral
area of the depletion region (no electric field): This scenario is responsible for the
exponential tail seen in jitter measurements [49].
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Figure 2.4: Detailed structure of a SPAD. The de-
pletion region can be divided into two sub-regions:
the multiplication region, and the drift region.

Another contributor to the
timing response of a detector
is the build-up time of the
avalanche, i.e. its propagation
time. This can divided into
two distinct phases, namely ini-
tial current growth and lat-
eral propagation. In the first
phase, current is concentrated
in a narrow filament around the
photon absorption point, devel-
oping parallel to the electric
field vector. During the sec-
ond phase, this current begins
to spread across the entire SPAD area through two main mechanisms; multiplication-
assisted diffusion and hot carrier effects.

Multiplication-assisted diffusion occurs due to the sharp carrier density gradi-
ent between the initial filament and surrounding regions. Carriers gradually diffuse
outward, triggering avalanches in adjacent areas. This mechanism introduces sta-
tistical fluctuations in two ways: the process itself is inherently random, involving
both diffusion and impact ionization; the propagation pattern varies depending on
where the initial photon is absorbed (center vs. edge of detector), which is also
random [50]. Hot carriers within the filament can emit secondary photons. These
photons may then be absorbed elsewhere in the detector, potentially triggering new
avalanches in different regions of the same device [51].

2.1.3 SPADs for Near Infra-Red Detection

In general, Si-SPADs provide by far the best ratings among all the materials used
for single photon detection [52]. Silicon’s spectral response is well-matched to the
400-1000nm wavelength range, enabling many applications in quantum optics re-
quiring single-photon detection, including free-space quantum key distribution [53],
quantum imaging [54], and quantum memories [55]. This wavelength range also ben-
efits from the high-quality single-photon sources available and low-loss integrated
platforms [56–59]. However, for applications requiring telecom wavelengths (1310µm
and 1550µm), such as fiber-based QKD, silicon’s bandgap does not allow for efficient
photon absorption, leading to very low detection efficiencies. This requires the use
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of alternative materials with narrower bandgaps that can effectively absorb photons
in the near-infra-red range.

As such, two main approaches have emerged for detecting infrared photons in
quantum applications. The first is frequency conversion, while the second involves
direct infrared detection through materials such as InGaAs and Ge. Frequency
conversion involves converting the infrared photons to visible wavelengths, which
can then be detected by Si-SPADs. This approach has been used in free-space QKD
experiments [60–62]. However, frequency conversion has its drawbacks as it is a
complex process, can introduce additional noise, and reduces the overall efficiency
of the system. In contrast, the direct detection approach using infrared SPADs,
while not yet matching the performance of superconducting detectors, offers a key
practical advantage: the ability to operate near room temperature. This makes
them an increasingly viable option for quantum photonics applications. In the next
section, we will discuss the most common material used for infrared SPADs: InGaAs.

2.1.3.1 InGaAs-SPADs

The material most commonly used for SPADs in quantum communications is In-
GaAs due to its bandgap, Eg = 0.75eV , at room temperature, which corresponds
to a cut-off wavelength of around 1600nm, making it ideal for detections at telecom
wavelengths. Research on InGaAs-based SPADs began as early as the mid 1990s,
when commercially available APDs were explored for Geiger-mode operation [63,64].
In the late 2000s, the first detectors designed for Geiger-mode operation were devel-
oped [65].

The most widely used design for InGaAs single-photon detectors is the separate
absorption, charge, and multiplication (SACM) InGaAs/Indium Phosphide (InP)
structure [66, 67] (see Figure 2.5). This structure was developed to overcome the
high noise and inefficient avalanche breakdown typical of InGaAs detectors at the
time. InP is particularly well suited for this role because its wide bandgap ( 1.35
eV) makes it transparent to telecom light (limiting the absorption to the absorption
layer (InGaAs)) and is also effective at suppressing thermally generated carriers
while still supporting the high electric fields needed in the multiplication layer to
achieve strong avalanche gain. Additionally, InP is lattice-matched to InGaAs [68,
69], allowing high-quality epitaxial growth with minimal defects. These combined
properties make the SACM InGaAs/InP structure highly effective for reliable single-
photon detection.

Referring back to Figure 2.5, the Separate Absorption Charge and Multiplication
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(SACM) structure consists of three main layers: the absorption layer, the charge
layer, and the multiplication layer. The absorption layer is made of InGaAs, which
has a high absorption coefficient at telecom wavelengths, allowing efficient photon
absorption. The thickness of this layer is optimized to balance absorption efficiency
and carrier transit time. The charge layer, typically made of InP, serves to control
the electric field distribution across the device. The correct engineering of the doping
concentration and thickness of this layer is crucial to create a high electric field in
the multiplication region while maintaining a lower field in the absorption region to
minimize premature breakdown and consequently reducing the DCR. Finally, the
multiplication layer, also made of InP, is where avalanche multiplication occurs.
This layer is engineered to have a high electric field that enables impact ionization,
leading to a rapid increase in carrier density and a high avalanche current when a
photon is absorbed, making it easier to detect by discriminating electronics. Modern
SPADs also feature anti-reflective coatings to reduce surface reflections and enhance
photon absorption, further improving the overall detection efficiency.

InGaAs - absorption

InGaAsP - grading

InP - charge

InP - multiplication

E

InP - buffer

InP - substrate

p metalization

anti-reflection

photon

p+ diffused
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Figure 2.5: Detailed SACM structure of a SPAD
and corresponding electric field profile.

The performance of SPADs
is not only dependent on fab-
rication, but is also closely
linked to their operating condi-
tions. Because avalanche events
in SPADs are self-sustaining,
proper quenching (the process
of stopping the avalanche) is es-
sential both to protect the de-
vice from breakage and to re-
store the detector to a ready
state for subsequent photon
arrivals. The performance
of InGaAsInP SPADs there-
fore evolved hand-in-hand with
quenching strategies. Three
main quenching approaches are
used: passive quenching, ac-
tive quenching, and gated
mode operation [70].

Passive Quenching: In these circuits, the avalanche current quenches itself by
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developing a voltage drop across a high value resistance load. This resistor,
typically in the order of 104Ω, is chosen to be high enough to lower the volt-
age below the breakdown voltage, but low enough to allow for a fast recovery
time. Since the detector and resisitor form an RC circuit, the recovery time is
dependent on the product of the resistance and the capacitance of the diode.
In practice, this trade-off between effective quenching and fast recovery con-
strains the performance of passive circuits. This is why active circuits are more
appealing to high-speed applications [71–73].

Active Quenching: To avoid a slow recovery time from avalanches, a new ap-
proach was implemented, that is active quenching. In this approach, the
avalanche current is sensed by a fast comparator, which then rapidly switches
the bias voltage source to below breakdown voltage. After a designated hold-
off time, the bias voltage is restored to the operating level. The advantages
offered by this approach are the fast recovery time and avalanche detection,
as well as the short and well-defined durations of the avalanche current and of
the dead time [26,74–76].

Gated Mode Operation: Another common strategy used for quenching SPADs
is to use Gated Quenching Circuits. With these circuits, the SPAD is bi-
ased below the breakdown voltage. A gate signal (square or sine wave) is
then applied across the diode. This raises the bias voltage above breakdown
only during the time the gate signal is high, allowing for the avalanche to be
triggered. The gate signal is at the same time responsible for quenching the
avalanche by lowering the bias voltage below breakdown at the end of the gate
width. This method allows for high-speed operation and can be synchronized
with other system components.

Hybrid Quenching: Hybrid quenching schemes exploit the strengths of both
passive and active quenching methods. These schemes can be active-quenching
with passive-reset, passive-quenching with active-reset and even mixed passive-
active quenching [77,78].

2.1.3.2 Ge-SPADs

An alternative material that has been looked into for single photon detection in the
infra-red is germanium. With an indirect bandgap of 0.66eV (1.88 µm ) and a di-
rect bandgap of 0.80eV (1.55 µm), Ge is sensitive to the entire Short-Wave Infrared
(SWIR) range, making it suitable for telecom applications [20]. Among possible
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combinations, Ge-on-Si structures are particularly interesting due to their potential
for monolithic integration with silicon photonics, which could in turn greatly reduce
fabrication costs [21,22,79]. This architecture uses germanium as the absorber and
silicon as the multiplication layer, exploiting the strong absorption of Ge in the
SWIR range and the favorable avalanche properties of Si. Silicon has a superior epi-
taxial quality compared to InP, which is commonly used in InGaAs-SPADs, leading
to lower defect densities and improved device performance [22]. Additionally, the
type-I band alignment between Ge and Si allows efficient carrier transport without
the need for a grading layer, simplifying device design [80].

However, the development of Ge-on-Si SPADs has faced significant challenges.
The substantial Ge/Si lattice mismatch (4.2%) causes relaxation defects. These
defects come in the form of recombination centers leading to high DCRs and dis-
locations that worsen afterpulsing [22]. Another limitation comes from Ge’s band
structure. While it has a direct bandgap at 0.8eV, efficient absorption at these wave-
lengths requires room temperature operation [22]. However, to suppress DCR, cryo-
genic cooling is typically needed. This trade-off between absorption efficiency and
noise performance has been a major hurdle in realizing practical Ge-on-Si SPADs.

The development of Ge-on-Si SPADs nevertheless progressed considerably over
the past decade. The first demonstration came in 2011, when Lu et al. [81] reported
Ge-on-Si devices operating in Geiger mode, though the reported performance was
later found to be mischaracterized. In 2013, Warburton et al. [82] improved the de-
sign by thickening the Si multiplication layer and employing a mesa structure, which
achieved modest photon detection efficiencies but suffered from high DCR due to
surface trap states at the etched mesa walls. A breakthrough came in 2019 with
the work of Vines et al. [22] who introduced a planar architecture. By distancing
the active region from the mesa edges, they reduced surface electric fields and thus
lowered the DCR. These devices achieved up to 38% PDE at 1.3µm, demonstrated
LiDAR operation, and exhibited improved afterpulsing performance when compared
to InGaAs/InP SPADs. Building on this progress, Llin et al. [80] in 2020 demon-
strated devices with smaller active areas, reducing trap densities and achieving PDE
up to 25% with DCRs as high as 1MHz at 165K.

Although encouraging results have been reported, Ge-on-Si SPADs still lag be-
hind InGaAs/InP devices in key performance metrics. Their performance is strongly
limited by dark counts and the need for cryogenic cooling, which hinders their prac-
tical use and prevents compatibility with compact thermoelectric cooling. Looking
forward, one promising route to overcome these issues is alloying Ge with tin (GeSn),
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which can enhance absorption in the SWIR range while maintaining CMOS com-
patibility. GeSn-on-Si avalanche photodiodes have already demonstrated superior
responsivity at 1.55µm compared to pure Ge devices, but experimental demonstra-
tions of GeSn-based SPADs remain purely theoretical due to significant fabrication
challenges.

2.1.3.3 Work on germanium SPADs

In collaboration with Prof. Fontcuberta at EPFL and her (then) doctoral student
Dr. Giunto, we worked on the characterization of GeSn-on-Si SPADs. Their work
encompassed the first steps toward the realization of SPADs based on GeSn-on-Si
structures. The motivation behind it stemmed from the limitations of conventional
InGaAs/InP SPADs used at 1.55µm for LiDAR and optical communication. In-
GaAs/InP devices are costly, rely on indium supplies (a scarce resource), and are
not compatible with large-scale silicon integration. In contrast, GeSn offers the pos-
sibility of using abundant materials while enabling CMOS monolithic integration,
making it an attractive candidate for scalable and cost-effective SWIR single-photon
detection. The proposed device used a SACM architecture, where GeSn served as
the absorber, grown on a Ge buffer on a Si substrate. Inspired by the planar SPAD
design of Vines et al. [22], the architecture carefully distanced the active region
from the mesa walls to mitigate electric-field hot spots and surface-related dark car-
riers. However, the devices suffered from metallic contamination and mechanical
issues during wire bonding, which damaged anti-reflection coatings and led to poor
reproducibility.

On our end, we focused on designing and building the electronic system necessary
to operate the SPADs in Geiger mode. This work involved developing the biasing
and gating circuits, as well as the readout electronics. In addition, we carried out IV
characterizations across different temperatures and devices, measured the intrinsic
capacitance of the detectors, and investigated their behavior under gated operation.
The results of Dr. Giunto’s work are presented in Chapter 6 of his thesis [23].

Although still at an early exploratory stage, GeSn-on-Si SPADs could provide
a CMOS-compatible and sustainable path to SWIR single-photon detection if these
material and design challenges are addressed.

2.1.4 SPADs in Quantum Communications

Since the late 1990s, InGaAs-SPADs have become foundational components in quan-
tum communication, powering early demonstrations of QKD [83–87]. Their sensi-



22 2.1. Introduction to Single-Photon Avalanche Diodes

tivity to near-infrared photons aligns perfectly with telecommunications infrastruc-
tures, making them instrumental for real-world implementations. Improvements in
fast-gated InGaAs SPADs have allowed for the realization of QKD with increased
distances and Secret Key Rates (SKRs) [88,89]. These advances were further pushed
by low-noise free-running SPADs, which pushed the limits of QKD to exceed 300km

of fiber [90].
Beyond QKD, InGaAs-SPADs have been used in a wide array of other quan-

tum communication protocols namely, quantum teleportation experiments [91] and
Quantum Secret Sharing (QSS) [92, 93]. In terms of quantum resources, QRNG
systems have relied on SPADs for high-quality, high-speed randomness genera-
tion [94]. SPADs have also played roles in experimental quantum repeaters and
quantum memory systems—and continue to be vital for characterizing single-photon
sources [95, 96].

In addition to these quantum-specific applications, InGaAs-SPADs are key in
several non-quantum domains. Due to high atmospheric transmittance and reduced
solar background noise, and eye safety of the near-infrared band, InGaAs-SPADs
have also been utilized in remote sensing, aerosol monitoring LiDAR, and time-of-
flight ranging [97–99]. SPADs have also been used in optical time-domain reflec-
tometry (OTDR) [100], confocal fluorescence lifetime imaging and confocal-based
fluorescence fluctuation spectroscopy [101,102].

InGaAs-SPADs’s combination of telecom-wavelength sensitivity, high detection
efficiency, room-temperature (or Peltier-cooled) operation, and compatibility with
array-based integration ensures their ongoing relevance in current and future quan-
tum networks, LiDAR systems, and advanced photonic instrumentation. While
superconducting detectors may offer superior performance in certain metrics, In-
GaAs-SPADs strike a balance between cost, complexity, and ease of deployability,
making them the workhorse technology of choice across both research and industry.

2.1.4.1 Free Running SPADs

For asynchronous photon detection operations, InGaAs/InP SPADs are commonly
operated in free-running mode. Ever since their introduction, the primary ap-
proach to implementing free-running SPADs have been through Negative Feedback
Avalanche Diode (NFAD)s. The goal of NFADs is to monolithically integrate a
high-value quenching resistor directly on-chip, in order to minimize the capacitive
load [103,104].

As mentioned, in a typical passive quenching circuit, the quenching resistor is



Chapter 2. High-Speed Single-Photon Avalanche Diodes 23

placed in series with the detector, in a control PCB for example, in order to quench
the avalanche by the voltage drop is causes across the resistor. This large quenching
resistance, alongside the parasistic capacitance of the circuit, lead to a large RC
time constant, which in turn leads to a slow recovery time. This slow recovery time
is detrimental to the performance of the detector, as it limits the maximum count
rate achievable. To reduce the effect of stray capacitances provenient from the PCB
traces, bondings and packaging, the idea to integrate the quenching resistor directly
on-chip was proposed, and the concept of the NFAD was born [103].

When designing the integrated resistor of an NFAD, a trade-off has to be made
between the quenching time and the reset time. The resistor causes a voltage drop
proportional to both the avalanche current and the resistance value, causing the
voltage in the diode to drop below breakdown, quenching the avalanche. Once the
current flowing through the diode is stopped, the diode re-charges through the same
resistor, until the bias voltage is restored to its initial value. The recharge time
is dependent on the RC time constant of the integrated resistor and the diode’s
capacitance, as a consequence, the resistor’s value must be high enough to allow
proper and swift quenching to reduce APP, but low enough to allow for a fast reset
time to not compromise the maximum achievable count rate.

In practice, NFADs improve in performance with the addition of an external
active quenching circuit as these types of circuits allow for a precise control of the
hold-off time and a faster quenching of the avalanche, which is crucial to reduce APP.
Such hybrid approach has been demonstrated by Lunghi et al. [71] who showed how
these detectors can benefit from both the low noise of NFADs and the fast quenching
time of active quenching circuits.

In contrast to gated SPADs, where the device is biased above breakdown during
narrow time windows synchronized with the photon arrival, NFADs operate in a
continuous regime. In gated SPADs, the DCR is strongly influenced by the gate
signal’s duty cycle. Because the detector is biased above breakdown for a shorter
amount of time, the chance of a thermally generated carrier initiating an avalanche
is also reduced, leading to lower DCR values. In free-running SPADs, however,
the detector is always biased above breakdown, making it susceptible to thermally
generated carriers at all times.

This means that NFADs typically report higher DCRs when compared to gated
SPADs operated under similar conditions. The DCR of NFADs can be significantly
improved by cooling the device, as for low enough temperature, the thermally gen-
erated dark counts can be completely suppressed. This leaves only the field-assisted
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tunneling effect as the main contributor to the DCR. As demonstrated by Korzh et
al. in [90], DCRs as low as 1 cps can be achieved at 10% PDE when the device is
cooled to -110ºC. For this reason, NFADs are often cooled to temperatures close to
-100ºC. This in turn adds complexity and cost to the system, as a fridge is required,
since this temperature is too low to be achieved with a simple Peltier cooler.

2.1.4.2 Gated SPADs

When the electronic signals of the gates are coupled to a SPAD, parasitic signals
that superimpose with the avalanche signals are generated due to the inherent ca-
pacitance of the SPAD. Any rapid change in voltage across the diode causes a large
transient spike proportional to both the capacitance and the rate of voltage change.
These parasitic signals,commonly reffered to as Capacitance Response (CR), can
be much larger than the avalanche signals from single photon events. Suppressing
these derivative signals is crucial to effectively extract avalanche signals, and is a key
task in the gated SPAD electronics. The presence of large CRs makes it challenging
to detect avalanche signals which in turn affects in the overall performance of the
detector. High CRs typically require higher excess bias voltages in order be able to
discriminate single photon events, which negatively impacts both DCR and APP.
The amplitude of the CR depends on the rise (and fall) time of the applied gates, the
gate amplitudes as well as the quenching circuits. As the gate frequency increases,
the CR becomes more pronounced, as both the avalanche signals get smaller, due
to the reduced gate width, and the capacitive response gets larger, due to the in-
creased rate of change of voltage. This means that the Signal-to-Noise Ratio (SNR)
of the avalanche signals is significantly reduced at high frequencies. Nevertheless,
increasing the gating frequency is vital for QKD and related applications, in order to
increase the key generation rate. To overcome these challenges, two main techniques
have been developed to allow for high frequency operation of SPADs: Sine Wave
Gating and Self-Differencing.

Sine Wave Gating: This technique uses sine-wave gates instead of square pulses.
The capacitive impedance of the diode ZC = 1

2πfC
decreases with increasing

frequency, meaning that high-frequency components in the gating signal can
couple more effectively through the junction capacitance, resulting in higher
CR responses. This is the main advantage of using sine waves to gate the
detectors, as unlike square pulses, which contain high-frequency harmonics,
sine waves have minimal spectral content outside their fundamental frequency.
Additionally, the smooth transitions of sine waves generate less voltage spikes
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compared to the sharp edges of square pulses which can further contribute to
the CR.

Given the simple frequency spectrum of sine waves, filtering techniques can be
effectively employed to suppress the CR, as the parasitic signals can in prin-
ciple be filtered out with band-stop/notch filters, leaving only the avalanches
detectable [32,36,105]. With GHz-level frequencies, gating windows as short as
∼ 200ps are possible, significantly suppressing afterpulsing and raising count
rates to hundreds of MHz [33,106].

Self-Differencing: This technique splits and delays the output signals of the detec-
tor by exactly one gate period, then subtracts them to the current incoming
output to cancel out the parasitic responses, isolating the avalanches. This
approach creates two "copies" of the detector output signal, one direct path
and one with a calibrated time delay, typically set to the gating period fg.
The principle behind this is that the CR is a periodic gating artifact and is
equal between at every output, while avalanche events occur randomly and
independently. When the delayed signal is subtracted from the direct signal,
the periodic components subtract, filtering out the CR. A downside to this
method is that it limits the maximum count rate to ∼ f

2
[31, 107].

Approaches that combine Sine Wave Gating (SWG) and self-differencing [32,108]
have also been demonstrated, leveraging the advantages of both techniques and re-
ducing the filtering demands. SWG/hybrid approaches have become the most widely
adopted technique for high-speed InGaAs/InP SPADs, due to its relative simplic-
ity and effectiveness. To date, high-speed SWG SPADs have been key components
in numerous practical QKD systems, including a 4600km space-to-ground quan-
tum communication network [109, 110]. Nevertheless, pushing the performance of
SWG SPADs remains an active area of research, with ongoing efforts to enhance
detection efficiency, reduce dark counts, and increase gating frequencies. For PDE
and DCR optimization, shortened gate widths have been found improve perfor-
mance [34,37,39]. If one is working with a fixed gating frequency, when using SWG,
a shorter gate can be achieved by increasing the peak to peak amplitude (Vpp)of
the gate signal. Losev et al. [39] however, demonstrated that the DCR increased
significantly when the gate-off voltage was too low, limiting the increase in the gate
amplitude. Exploiting the the Vpp tunability of SWG, Tada et al. [38] demonstrated
an SWG Single Photon Detector (SPD) with an amplitude of 50 Vpp at 1.27GHz,
and achieved a PDE of 53.4% and a DCR of 3.5 × 10−4/gate. Another interesting
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observation arising from the SWG studies is that the maximum achievable PDEs are
higher at higher temperatures [34, 37]. The authors explained that this can be due
narrowing of the absorption band at higher temperatures, increasing the detectors
absorption efficiency.

To this day, much work is still being done to push the gating frequency of SWG
SPADs even higher. Though gating frequencies have reached up to 2.5GHz [111],
pushing the gating frequency even higher is still an active area of research. In the
work of Liang et al. [112], it was reported that the afterpulse sharply increases
when the gating frequency reaches 2.5GHz , showing that more work is needed to
understand the limits of high frequency gating, on both the fabrication and the
signal processing level.

2.2 Dual-Anode SPADs for High-Speed Quantum

Applications

To address the performance bottlenecks of conventional single-anode SPADs, Park
et al. [28] introduced a dual-anode architecture to enable improved speed and relia-
bility in single-photon detection. These devices, manufactured and sold by Wooriro
Co. Ltd., provide a practical and accessible platform for high-speed quantum ex-
periments. While the dual-anode design is conceptually appealing, during our in-
vestigations the detectors showed certain performance constraints, particularly in
imperfect capacitance matching, resulting in residual high capacitance responses.
Nevertheless, their commercial availability provided a valuable testbed for exploring
novel approaches to high-speed single-photon detection, and the work presented in
this section was based on these detectors.

2.2.1 Operating Principle of DA-SPADs

The detectors used, refered to as Dual Anode Single-Photon Avalanche Diodes (DA-
SPADs), were each comprised of two on-chip diodes separated by an isolation wall
sharing a common cathode. Both diodes had similar architectures; however, the
dummy, was engineered to have a higher breakdown voltage compared to its sib-
ling. This was achieved by adjusting the relative thicknesses α (Figure 2.6a) of the
multiplication layers of the diodes. Since a thicker multiplication layer requires a
higher reverse bias voltage to achieve the same electric field strength needed for
avalanche breakdown, this shifts the breakdown voltage in the dummy diode to
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higher values. This diffence however is enough to reflect in the capacitance value of
the diodes, which proves to be crucial in high-speed applications. To compensate
for this difference, in fabrication, the active area diameter of the dummy diode was
1µm larger than that of the main diode. This design tries to make the capacitance
of both diodes as similar as possible, while still allowing for a significant difference
in breakdown voltage [28], to keep the dummy diode from detecting photons. The
goal was then to use the dummy diode to create a parasitic signal that can be easily
subtracted from the main avalanche signal in subsequent electronics, thus improving
the SNR, which will in turn improve the APP and DCR, as smaller avalanches and
consequently, smaller Vbias can be used to achive the same PDE.

The dual-anode architecture adopts a principle similar to that of self-differencing
gating and the two detector method of Scarcella et al. [106]. However, it achieves
suppression of the capacitance response using comparatively simpler electronics,
as self-differencing techniques require signal splitting, precision-matched differen-
tial delay lines, complex impedance matching, and high-speed differential amplifiers
to cancel out the capacitive response [113]. The DA-SPAD, on the other hand,
generates the differential signal at the device level, which simplifies the electronic
requirements and reduces the complexity of the readout system.

common cathode

anode 1

multiplication region multiplication region

absorption region absorption region

anode 2

 isolation wall

γ

α

(a)

(b)

(c)

(d)

Figure 2.6: a) Schematic of the DA-SPAD detector. b) Capacitance Response
mapped to applied gate. c) Avalanche signal superimposed with subtracted par-
asitic gate signal. d) Avalanche signal superimposed with parasitic gate signal.
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2.2.2 Detector Control Electronics

(a)

(b)

(c)

Figure 2.7: a) In-house designed PCB to controll electronics. b) Detector package.
c) inside view of detector package.

We designed a PCB in-house to control the detector (Figure 2.7a). To the common
cathode, we applied voltage from an external source meter via an SubMiniature
version A (SMA) connector. For the safety of the detector, the supplied signal was
filtered by a typical Radio Frequency (RF) bias injection network design: Various
capacitors in parallel to ground and a ferrite bead in series with the bias line. The
capacitors were used for Direct Current (DC) blocking, RF bypassing, and decou-
pling. The values of the capacitors were chosen to allow for a low impedance path
for RF signals while blocking DC signals. On the other hand, the ferrite bead was
used for RF isolation - acting as a high-impedance element for RF frequencies while
allowing DC bias current to pass through - preventing RF leakage and the bias line
from acting as an antenna or creating unwanted coupling. The gating signal was
also connected to the cathode via an SMA connector. In this line we implemented
parallel capacitors bypassing for RF applications.

In practice, capacitors generally have some parasitic inductance that creates self-
resonance. At frequencies above self-resonance, they behave more like inductors, so
using two different capacitors helps maintain low impedance across a wider frequency
range, as when one capacitor becomes inductive, the other can still provide capacitive
bypassing. The larger capacitor handles the "bulk" bypassing for frequencies roughly
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up to several hundred MHz, while the smaller one takes over at GHz range.
Each detector’s anode was connected to a non-inverting amplifier with tunable

gain (AD8353ACPZ, Analog Devices) to account for amplitude mismatches in the
CR responses. The output of the two anodes was then combined at a 1:1 transmission
line balun (ETC1-1-13, MACOM ) before leaving the PCB.

Intuitively, one might expect the two outputs of the balun to be identical and
symmetrical. However, this is often not the case. This can be due to manufacturing
tolerances, where the balun’s windings have small variations in inductance, coupling
coefficient, and resistance. This can also be an issue from the PCB manufacturing,
as trace width variations can affect impedance matching. Discontinuities in the
routing to the Ground (GND) plane and coupling to neighbouring components may
also differ between the two paths. It is also important to mention that the balun’s
performance varies with frequency as both phase and amplitude matching degrade at
frequencies away from the designed center. For reference, a good balun can achieve
an amplitude matching within 0.5dB and phase matching within 5 degrees.

During our preliminary tests, the DA-SPADs exhibited anomalous readings in
counts that we correlated with the operation of nearby instruments. Hence, in order
to mitigate unwanted electromagnetic interference picked up by the detectors, a
Faraday cage was constructed. This aluminium shielding was enough to prevent
spurious signals in the detection system.

When it came to gating the detectors, there were several options available. From
the outset, for ease of implementation and increased performance, we had already
decided to operate in gated mode and chosen sine-wave gating. Compared to square
gating signals, a sinusoidal wave contains only a single fundamental frequency com-
ponent. Since the capacitance response is proportional to the derivative of the ap-
plied bias, higher-frequency components in the gate waveform translate into sharper
transients and higher CR. A pure sine gate therefore minimizes CR resulting in
cleaner transients that are easier to suppress or subtract in subsequent electronics.
At this stage, the two most critical parameters to consider are the amplitude and
frequency of the gate signal. The gate amplitude is a critical parameter in the oper-
ation of SPADs, especially in high-speed applications as it directly influences several
key aspects of detector performance:

Avalanche Probability: The gate amplitude is directly related to how much re-
verse bias voltage (excess bias Vex) can be applied to the detector. The higher
Vex, the stronger the electric field across the SPAD. This increased electric field
enhances the probability that a single photon-generated electron will trigger
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an avalanche. Consequently, this ties directly to the detector’s PDE [114].

Signal Strength: Following up in the previous item, the increase in Vex is directly
related to an increase in the avalanche gain. A stronger signal can be more
easily distinguished from noise, improving the overall SNR of the system. How-
ever, here we face the first trade-off: Stronger avalanche signals also lead to
more trapped carriers, increasing the APP, as well as a higher likelihood of
spurious avalanches from thermal generation, increasing the DCR [114].

Dark Count Rate: Following up on the last topic, an increased electric field across
the SPAD also increases the thermal generation of free carriers that can trigger
an avalanche signal [114].

Timing Resolution: Another consequence of the increase in applied Vex are its
effects on avalanche build-up time. Higher voltages can lead to more rapid
avalanche development, improving timing resolution and jitter [115].

Signal to Noise Ratio: Larger applied gate amplitudes also lead to larger CRs in
the detector output. This is due to the capacitive coupling mechanism, where
the gate signal capacitively couples to the output through the device’s intrinsic
capacitance. This capacitive coupling follows a linear relationship I = C× dV

dt
,

where I is the coupled current. For larger gate signal amplitudes (higher V),
one would get proportionally larger coupled currents and thus larger capacitive
response signals at the output [116]. This increases the noise floor.

Since the CR at 20Vpp gating was only about 1.4 times higher than at 10Vpp,
we chose to operate the detectors at 20Vpp.

This choice is justified by the non-linear relationship between the electric field
strength and the avalanche triggering probability (Ptrig). By increasing the excess
bias, we enhance the impact ionization coefficient, ensuring that a higher fraction
of photo-generated carriers contribute to a detectable signal. While DCR typically
scales with Vex due to field-enhanced tunneling, our characterization confirms that
at 20 Vpp, the signal-to-noise improvement gained from the increased PDE and re-
duced timing jitter outweighs the marginal rise in thermal transitions. And although
counterintuive, higher fields reduce the carrier residence time in the junction, po-
tentially decreasing the probability of carriers being captured by deep-level traps in
the lattice [117], leading to an improvement in the APP that we observe using a
gate at 20 Vpp.
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The second critical parameter was the gate frequency as it is directly related to
the maximum speed at which the detector can operate. The higher the frequency,
the shorter the gate duration, which in turn also reduces the time available for
afterpulsing and dark counts to occur. This was beneficial as it allows for faster
detection of single photons and reduces the dead time of the detector. However,
it also required faster electronics to read out the avalanche signal before it decays
below the noise floor. Another aspect to take into consideration is smaller available
build up time that the avalanche has, as the the frequency increases. This requires,
higher values of applied excess bias, Vex to promote faster build-ups. The gate
frequency was pushed to the maximum possible value of 1GHz, which was limited
by the detector’s inherent capacitance, capacitance mismatch between dummy and
diode, the speed of the electronics used to read out the avalanche signal.

2.2.2.1 Capacitance Response Optimization

The CR was first looked into for each channel individually in a support PCB without
the balun. The PCB contained only the detector control electronics. The analysis
shown in Figure 2.9a revealed slight differences between channels, with the CR
from the signal diode being larger than that from the dummy diode. This was
expected, hence the amplifiers positioned before the balun were employed to provide
compensation. The amplifiers must later be tuned to match the CR of both channels
depending on the operation frequency.

In order to reduce the contribution of higher order harmonics from the sine wave
generator to the CR, the gate signal was filtered by a low pass filter (LFCG-1200+
from Minicircuits) with a cut-off frequency at 1.2GHz, which achieved over 30dB

suppression of higher order harmonics (see Fig. 2.8). This was enough to, at 1GHz

gating, reduce the CR from 980mV to 840mV.
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Figure 2.9: Capacitance Response (CR) of the DA-SPAD with a filtered gate sig-
nal. a) CR of the detector and dummy diode measured individually, before balun
subtraction. b) Combined CR of the detector and dummy diode after balun subtrac-
tion. The two curves show the difference in CR with proper and improper grounding
techniques.

In Figure 2.9b, the CR of the detector and dummy diode is shown after subtrac-
tion in the balun. Both curves show significant degradation at frequencies above
800MHz, where the CR spikes above 100mVpp. A significant source of this noise
was identified as interference from the power supply. To mitigate this issue, the
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filtering capacitors had to be tuned and a cable ferrite bead was also added to the
power supply’s power supply line. These modifications resulted in a substantial
15dB attenuation of the CR at 1GHz.

Still unsatisfied with the CR response, we further investigated the cause of the
poor performance at high frequencies. A critical discovery was the phase mismatch
between the two balun outputs, which proved to be the main contributor to poor
CR response at high frequencies. This was addressed by incorporating a tunable
capacitor in series with the balun output, allowing for coarse phase adjustment and
slight performance improvement. The combined optimizations successfully reduced
the CR to levels sufficient for detecting avalanche events at 1 GHz frequencies.

To assess whether filtering could further improve the CR, we measured the fre-
quency spectrum of the CR at 1GHz gating, above and below the avalanche thresh-
old. The result of the subtraction of both frequency responses is shown in Figure
2.10. From this data it is evident that most of the avalanche signal is concentrated
at the fundamental frequency of 1GHz and spread out through lower frequencies.
This means that a notch filter at 1GHz would not be effective, as no notch fil-
ter is narrow enough to only filter the 1GHz component without also affecting the
avalanche signal. The sudden drop in the spectrum at 1.2GHz is likely due to the
attenuation caused by the limited bandwith of the amplifiers used pre-balun, as well
as the limited bandwidth of the balun itself.
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Figure 2.10: Difference in amplitudes between the two spectrums produced at the
output of the DA-SPAD when biased below and above breakdown at 1 GHz gating
frequency. Measured using a spectrum analyzer (Rohde & Schwarz FSW26).
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The described system architecture demonstrated a maximum operational fre-
quency of 1GHz. At 1.25GHz, the observed avalanche signals were notably smaller.
This reduction in amplitude may be attributed not only to the shorter gate widths
inherent at higher frequencies but also to the frequency-dependent attenuation of
higher-order harmonics by the existing electronic components. The bandwidth of the
current balun was limited to 3GHz, while the tunable amplifiers had a bandwidth of
2.7GHz. These likely contributed to the diminished signal at elevated frequencies.

In retrospect, the best solution moving forward would be to fully redesign the
substraction circuitry given the considerable mismatches in both amplitude and
phase of the two diodes. A more detailed analysis of this can be found in Section
2.3.1.

2.2.2.2 Avalanche Rise Time Measurement using Hot Carrier Lumines-
cence

In order to study the maximum speed of the DA-SPADs, we used a technique based
on hot carrier luminescence. This method allows to measure the spatial distribution
of avalanche breakdown in the device. By measuring the rise time of the avalanche
signal, one can estimate the maximum detection speed of the detection process.

Hot carrier luminescence is a phenomenon that happens typically in semicon-
ductor devices, such as Metal-Oxide-Semiconductor Field-Effect Transistors (MOS-
FET)s and SPADs, when high-energy carriers recombine and emit photons. This
process was particularly relevant in our context of SPADs, where avalanche break-
downs create a large number of energetic carriers.

When a material absorbs photons, electrons can be excited to high energy levels
in the conduction band, leaving behind holes in the valence band. These electrons
and holes have excess kinetic energy and are called hot carriers. Normally, these
hot carriers quickly lose their excess energy through phonon interactions (vibrations
of the crystal lattice), a process known as cooling. However, in hot-carrier lumi-
nescence, these carriers recombine and emit photons before they have fully cooled
down, resulting in a unique light emission called luminescence. The emiting spec-
trum can range from near-infrared to visible wavelengths, depending both on the
semiconductor material, temperature and the applied electric field. This process
is very fast, typically occurring on the order of picoseconds. This is particularly
useful for studying the dynamics of avalanche breakdown in SPADs, as it allows for
real-time observation of the avalanche process without disturbing it [118,119].

More specifically, the luminescence arises from several physical processes involv-
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ing the energetic carriers [118,120]:

Direct Processes (∆k⃗=0): Which includes radiative transitions within conduction-
to-conduction (c-c) bands; radiative transitions within valence-to-valence (v-v)
bands; and conduction-to-valence (c-v) band recombinations.

Indirect Processes (∆k⃗ ̸= 0): These processes require momentum conservation
via impurity assistance or phonon interaction. They can be further divided
into radiative transitions within c-c bands; radiative transitions within v-v
bands and c-v band recombinations. The intraband transitions can be direct or
indirect, with the indirect transitions either phonon assisted, Phonon Assisted
(PA) or Ionised Impurity Assisted (IA).

Bremsstrahlung Radiation: When hot carriers are decelerated by collisions with
impurities or lattice defects, they emit electromagnetic radiation. The energy
spectrum depends on the carrier velocities and scattering mechanisms.

To do hot carrier luminescence measurements, one must take into account sev-
eral technical challenges. Firstly, hot carrier luminescence produces weak optical
signals that require the use of SPADs or other single photon counting technologies.
Another important factor is the temporal resolution of the detection systems. As
mentioned, the luminesnce occurs on picosecond timescales, so the both the dector
used and subsequence discriminating and time tagging electronics, must be able to
capture these fast events. The measurement must also differentiate the faint hot
carrier emission from various background sources including ambient light, thermal
radiation, and other luminescence mechanisms within the device, this sets the re-
quirement for appropriate filtering and shielding techniques.
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Figure 2.11: Experimental set-up for hot carrier luminescence measurements.
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In Figure 2.11 is the set-up used to measure the hot carrier luminescence. The
DA-SPAD was placed inside an insulating package to shield it from external elec-
tromagnetic interference. The light emitted by the DA-SPAD was collected by a
standard optical fiber and connected to a comercial free running single-photon de-
tector (ID220, ID Quantique) with 20% PDE and 10µs dead time.

The electrical part of the setup was comprised of a sine generator that provided
the gate signal. After being filtered, the signal was sent to the detector. Outside
the detector’s control PCB, the generated signal was discriminated. The resulting
Transistor-Transistor Logic (TTL) signal was then sent to a time-tagger (ID900, ID
Quantique). The time-tagger also serves as the master clock, providing a 10MHz
clock signal to the sine generator.

Figure 2.12: Measured time-resolved hot-carrier luminescence from a SPAD operated
with a 1 GHz gate frequency. The histogram shows the temporal distribution of
emitted photons corresponding to avalanche initiation and quenching cycles.

Two different methods were then employed to obtain the histogram. In scenario
1, the gate signal was used to trigger the start of the histogram, while in scenario 2,
the output signal from the avalanche detection on the DA-SPAD was used to trigger
the start of the histogram. In both cases, the stop signal was given by the hot
carrier luminescence detection in the ID220. Both methods yielded similar results,
as shown in Figure 2.12. Each peak corresponds to luminescence bursts generated
during the avalanche buildup and quenching phases of the gating cycle. The periodic
structure confirms synchronization with the gate frequency and provides insight into
the temporal dynamics of avalanche initiation and extinction. Although the spacing
between the avalanches is 1.2ns and 1.3ns for the first and second, and second and
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third respectively, the measurement is still consistent with our set-up as this delay
can be explained at the semiconductor level by an avalanche latency caused by the
stochastic nature of the avalanche effects, or electronically by the electronic jitter
and dead-time of the free-running detector (30µs), whose clock is not synchronized
with the remaining of the system. The rise time of the avalanche signal was measured
to be around 400ps. If we assume ideal quenching (disregard the fall time of the
avalanche signal), this suggests that the maximum speed of these detectors is around
2.5GHz. While this is definitely an optimistic estimation, it does indicate that there
is still room for improvement in the electronics to optimize the gating performance
of these detectors.

2.2.3 Characterization of DA-SPADs

2.2.3.1 Quantifying Dark Count Rate, Photon Detection Efficiency, and
Afterpulsing Probability
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Figure 2.13: Schematic of the setup used to characterize SPADs performance.

Figure 2.13 is a schematic representation of the experimental setup used for charac-
terizing the DA-SPADs. The detectors are cooled to the lowest possible temperature
to minimize thermal noise, −40◦C. The optical part of the set was very simple, and
consisted of a pulsed 1550nm laser (PicoQuant - LDH-P-FA-1530/XL6) that was at-
tenuated to sub-single photon level using a tunable optical attenuator from EXFO
(FVA-60dB). This optical signal was subsequently sent to the detector to be used
for characterisation.

The electrical part of the experimental setup was composed of a sine generator
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(ESG-D Series Signal Generator, Agilent) that provided the gate signal at the de-
sired frequency. As mentioned, this signal was filtered by a RF low pass filter to
remove higher harmonics and then connected to the detector’s PCB. The output
signals of the detector were subtracted in a balun and sent to a in-house designed
discriminator. The output TTL signal of this discriminator is sent to the time-
tagger (ID900, ID Quantique), which again acted as a master clock for the entire
characterization setup. It provided a 10MHz clock signal to the sine generator and
a periodic trigger signal to the pulsed laser. The trigger delay has to be adjusted
such that the laser pulses (<40ps Full Width at Half Maximum (FWHM)) occur
entirely within the detector’s active gate window (≤ 300ps).
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Figure 2.14: Histogram of the counts collected by the time tagger.

To measure the PDE as accurately as possible, we set the laser’s repetition rate
(fL) to 100kHz. This low repetition rate provided enough time between laser pulses
to mitigate afterpulsing effects. Without this delay, trapped carriers can trigger
additional avalanches, leading to an overestimation of the PDE measurement.

The PDE, APP and DCR can be characterized by collecting a single histogram
of time differences between time-tags, cyclically mapped to a domain corresponding
to the pulsed laser’s period ( 1

fL
), with a bin size of one gate period 1

fg
. The PDE

was retrieved from the number of counts in the bin that corresponds to the arrival
of the laser’s photons CL. Since the laser was correctly synchronized and aligned
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with the detector’s gates, this bin was easily identifiable (see Figure 2.14). For the
PDE calculation we also take into account the effects of the DCR in the counts of
CL. The PDE was then calculated according to 2.2, where ∆t is the histogram’s bin
width, and NL = 1

fL
×∆T (where ∆T refers to the integration time in seconds).

PDE =
CL −DCR×∆t

µ′ ×NL
. (2.2)

For the PDE calculation, we only take into consideration the events where at
least one photon was emitted in the laser pulse. Therefore, µ′ given by 2.3, the
corrected mean photon number, which takes into account the Poissonian emission
statistics of the laser is considered for equation 2.2:

µ′ = 1− µxe−µ

x!

∣∣∣∣∣
x=0

= 1− e−µ. (2.3)

Two methods were attempted to calculate the DCR: by collecting a histogram
in dark conditions (with the laser OFF) or by using the same histogram used for
PDE calculation, in which case the laser ON. In the first scenario, the counts in
the entire histogram were considered for the calculation of the DCR (DCR = CT

∆T
).

Alternatively, for the second method, only the counts in the last 200 bins (200ns)
of the PDE histogram were considered. We confirmed that both methods yielded
the same results, which also indicated that we chose a sufficient low laser repetition
rate to avoid afterpulsing effects.

The APP was calculated for various dead-time settings through post-processing
analysis, rather than by actively quenching the detectors for a chosen hold-off time.
We opted to do this for simplicity, since active and passive deadtime yielded the
same results and have no differencing effect on the trapped carriers [114]. Two ways
of implementing this in post processing could be either to: 1. Apply a time window
after each detected photon, where we set all counts to zero for N microseconds to
simulate the dead-time; 2. Tune the discrimination circuit to set the monostable’s
pulse length to N microseconds. For simplicity, since the specifications of the time-
tagger allowed to acquire a long enough histogram (1/fL) with sufficient precision
(1/fg), the first method was chosen. This approach achieved the same result as
physically implementing different hold-off times in the discriminator circuit but offers
two key advantages: it requires only one data set for all analyses and eliminates the
need to modify or resolder the discriminator hardware. The APP was quantified
using the relationship defined in equation 2.4, where CT refers to the total counts
collected over time t, and CL is once again the total counts in the laser bin:
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Pap =
CT − CL −DCR×∆T

CL −DCR×∆t
(2.4)

In Fig. 2.14 is shown the histogram of detected photons, which reveals the tem-
poral distribution of afterpulsing events. When photons were detected, we observed
a sharp decrease in counts in subsequent 10ns. This pattern emerged from the dis-
criminator’s inherent dead-time, which is caused by the bandwidth limitations of its
discrimination circuit (see Fig. 2.15). Each discrimination channel was made up of
a comparator followed by a monostable that was responsible for producing a TTL
signal compatible with most laboratory instruments. The monostable also had the
added benefit of allowing for the implementation of a digital dead-time. By vary-
ing Ct and Rt, the time constant can be tuned and consequently the dead time t.
However, the monostable chip used allowed for a minimum pulse width of 10ns.

t

Vout

Vin

Comparator

Input

Output

Monostable

Vbias

Rt

Ct

Figure 2.15: Schematic representation of discriminating circuit.

In the histogram one can also clearly see the effect of increased applied bias
voltage on dark counts and afterpulsing events. As the bias voltage is increased, the
dark count rate rises, leading to a higher baseline in the histogram. Simultaneously,
the afterpulsing events become more pronounced, indicating a greater likelihood of
these events occurring at higher bias voltages. And the exponential nature of the
afterpulsing events is apparent. It is also worth mentioning that the count drop after
the laser bin (Figure 2.14) is not a sharp cutoff but rather a gradual decrease with
bumps. This happens because of how the monostable circuit works. If a trigger
occurs while the RC capacitor is still recovering, it can sometime still produce a
pulse, but with a reduced width.

2.2.3.2 Jitter Measurement

The jitter of the detectors was measured using the same experimental setup and
tagging technique as in Fig.2.13. For the time tagging, we used a ID1000 (ID Quan-
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tique), which has a resolution of 1ps high resolution mode. A histogram was again
acquired over 60s and analyzed to extract the jitter information.
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Figure 2.16: Jitter measurement results.

Fig. 2.16 shows the jitter measurement of the detector, including the contri-
bution of the discriminator. The detector jitter is upper bound by the FWHM of
the observed histogram peak as the measurement is a convolution of the detector
response and laser pulse width (≤30 ps). The measured jitter of 23ps at FWHM
(Fig. 2.16) demonstrates that the operating conditions were well optimized. With
a very narrow gate signal (≤300ps) precisely aligned with the laser pulses, the pho-
tons are detected at the peak excess bias of the gate. This minimized the statistical
spread in avalanche build-up times, leading to the reduced jitter. In general, a wider
sine gate allows photons to arrive over a range of instantaneous biases (lower near
the gate edges), which results in a spread of avalanche build-up times.

Additionally, cooling the detector to −40◦C, alongside the dead-time applied,
helps to reduce thermal noise and trap-related effects and mitigate dark counts
and afterpulsing effects, which can contribute to the jitter as both form a uniform
background that broadens the timing peak and raises jitter. Afterpulsing events in
particular are the main contributors to the long tail present in jitter measurements
[121].

2.2.3.3 External Discriminator Optimization

As briefly mentioned in the previous section, due to limitations in the minimum
measurable pulse width of the time-tagger used, an external discriminator had to
be used to allow the discrimination of the small avalanche signals output by the
detector. The discriminator used was developed in-house, powered by 12V, and had
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Figure 2.17: a) Plot of dark count rates as a function of the photon detection
efficiency as a function of the discriminator threshold voltage. b) Schematic repre-
sentation of the discriminator circuit.

four falling edge discrimination channels. Each channel had an independent and
tunable discrimination level controlled by a potentiometer (see Fig. 2.17b).

To allow greater precision in setting the discrimination voltage, the range of
voltages could be arbitrarily tuned to any value, as long as it fell within the limiting
values of [−5V,5V], as these are limited by the available power supplies in the
discriminator board. This tuning range was determined by the circuit components.
By shorting one of the potentiometer terminals to ground, the adjustment resolution
of the discriminator voltage was further improved, since the output range was limited
to [−5V,0V]. The resolution was determined by the potentiometer’s mechanical
range (number of turns), and can be further refined by adjusting the values of two
resistors, R1 and R2, which set the maximum voltage through a voltage divider. We
may solve for R1 and R2 via the following system of equations:


Vmin = R1 × I

Vmax = (R1 + 500Ω)× I

−V0 = (R1 +R2 + 500Ω)× I

. (2.5)
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where Vmin and Vmax are the minimum and maximum voltages of the desired range,
V0 is the voltage of the power supply, and I is the current flowing through the
resistors.

The discrimination threshold is another important contributor to the perfor-
mance of the detector. Naturally, we want to set it as low as possible to catch all
small avalanches to improve the PDE. However, due to imperfections in the detector
and associated electronic components, the measured signal is distorted in the gates
following and prior to avalanche signal. This distortion manifests itself as a shift
in the offset of the detector signal, as well as the appearance of additional peaks
outside the gate window. This well illustrated in Fig.2.17b where the decrese in
discrimination threshold leads to a progressive increase in DCR before hitting the
CR wall, which would correspond to a DCR = 1Gcps.

The choice of discriminator threshold thus represents a delicate trade-off be-
tween maximizing sensitivity and suppressing spurious detections. Setting Vth too
low increases the probability of registering noise-related avalanches, which artifi-
cially raises the DCR. On the other hand, a threshold that is too high risks rejecting
genuine photon events, especially those generating weaker avalanches, due to sta-
tistical fluctuations in carrier multiplication or time of arrival in the gate, therefore
reducing the effective PDE. In addition, this signal deformation can alter the appar-
ent timing response of the detector, as distortions in the recovery baseline may shift
the discriminator crossing point contributing to the jitter. Depending on the appli-
cation, different optimal working points can be found from Fig. 2.17a, allowing the
user to select a threshold that best balances detection efficiency and noise for their
specific requirements. It is also important to note that the optimal threshold may
depend on external factors such as temperature and electronic bandwidth, meaning
that careful calibration is often required for each operating condition to guarantee
reliable performance.

2.2.4 Applications

2.2.4.1 Heralded Single-Photon Sources

High-frequency gating SPADs can be adapted for asynchronous photon detection as
demonstrated by Tosi et al. [122]. In this work, they proposed what they coined
a gate-free running approach, that accomplishes an equivalent to free-running op-
erations, while benefiting from short active times (< 500ps) that significantly limit
APP. While in a standard gating approach the gate signal is synchronized with the
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incoming optical signal, in the gate-free approach this synchronization is removed,
allowing the SPADs to sample the incoming photons asynchronously. Over time
this results in a uniform free-running like response. This is particularly useful in
applications where the timing of photon arrival is unpredictable or when the source
of photons does not emit at regular intervals. Count rates as high as 100Mcps,
were reported even though such was achieved at the cost of a worse PDE perfor-
mance (3% reported in the paper). The key advantage of this approach is that it
can achieve extremely high count rates, making it suitable for applications requiring
rapid photon detection, such as time-resolved spectroscopy and high-speed imaging.
The short active time due to the gate signal ensures lower dark count rates and
afterpulsing effects when compared to free-running SPADs [35, 108, 123, 124]. As
mentioned, APP is the limiting factor for maximum count rates in SPADs, as it re-
quires long hold-off times to be suppressed. Gate-free SPDs have been demonstrated
across diverse applications, including 1.5GHz operation in 3D imaging systems and
chirped amplitude modulation LiDAR. In 2023, Liang et al. reported a 1GHz device
supporting count rates up to 500 Mcps, while Hagihara et al. applied the approach
to compressive single-pixel imaging.

Using our SPAD device, we applied this fast-gating asynchronous detection
principle to a Heralded Single Photon Source (HSPS). A HSPS is a device that
probabilistically generates (ideally indistinguishable) single photons as a quantum
resource. It usually relies on a nonlinear optical process, such as spontaneous para-
metric down-conversion or spontaneous four-wave mixing. These photons are highly
time-correlated, and as a result, when one of them is detected (the heralding pho-
ton), it signals the presence of its partner photon. This allows the user to know that
a single photon is available in the time frequency of interest [125]. Details on the
theory of HSPS photon statistics and the methodology of our work may be found
in the pre-print [126] (also attached at the end of this thesis).

Based on the data in Figure 2.17a, we found that a reasonable discrimination
threshold of −243mV, which gave the best PDE performance for the same DCR.
This yielded a workpoint that gave a PDE of 15.5% and a DCR of 12.6kcps. The
detector was then integrated into the heralding arm of a HSPS operating at 1550nm.
The heralded photons were detected by a SNSPD with a PDE of around 90% and
a DCR of less than 20cps. The full experimental details can be found in [126].

The off-the-shelf, commercial nature of all HSPS components in this work as well
as the DA-SPAD heralding detector demonstrates the potential for future, improved
HSPSs in field-deployed quantum networks.
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2.3 Discussion on Future Implementations

In principle, the dummy anode in a DA-SPAD should replicate only the parasitic ca-
pacitive behavior of the active junction, enabling clean subtraction of non-avalanche
contributions. However, in practice, imperfect capacitance matching between the
active and dummy diodes leads to residual capacitive artifacts in the output signal.
These high-capacitance responses obscure the avalanche signal, degrade the achiev-
able signal-to-noise ratio, and limit the effectiveness of the dual-anode concept. As
a result, while the architecture holds promise for cleaner and faster single-photon
detection, the current implementations still exhibit performance bottlenecks tied
directly to capacitance mismatches.

2.3.1 Increasing the speed of DA-SPADs

A promising approach to overcome the capacitance mismatch and further increase
the speed of DA-SPADs is to independently gate the two anodes with separate,
tunable signals, as demonstrated by Scarcella et al. [106]. In this scheme, each
anode would receive its own gate signal. The goal would be to pre-compensate
the mismatches in the DA-SPADs capacitance by precisely adjusting the amplitude
and phase of each gate signal. By carefully tuning these parameters, since the two
diodes are already very similar, it would be possible to compensate for the intrinsic
differences between the detector and dummy diodes, even frequencies above 1GHz.

SPAD Module

Vbias

Gate

Gate

Discriminator

V

Generator
Sine

Figure 2.18: Possible implementation of the dual-gate scheme for DA-SPADs.

This implementation, shown in Fig. 2.18, involves generating two synchronized
sine gate signals or splitting a common signal. Either a tunable amplifier of a RF
variable attenuator should be placed in each path to allow for an independent and
precise control of the amplitude. Following the amplitude matching stage, a phase
tuning stage is required. This can be achieved using a RF phase shifter or a tunable
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delay line. This order is important because most phase shifters are rated for lower
power. The optimal settings would then be found by monitoring the detector’s
output in an oscilloscope or spectrum analyzer and trying to minimize the CR.

This dual-gate technique would enable a much higher suppression of the CR,
even in the presence of significant device mismatch. As a result, the avalanche signal
would become more distinguishable, allowing for operation at better performances
at 1GHz and enabling work at higher gating frequencies, allowing for the integration
of these detectors into our group’s time-bin encoded QKD systems at 1.25GHz and
2.5GHz, that require gating frequencies at 2.5GHz and 5GHz respectively (discussed
in the next chapter).

An additional advantage of this approach is that it aligns well with the capabil-
ities of modern FPGAs (RFSoC ZCU216) that are now multi-channel with tunable
high-speed outputs, which can provide both the amplitude and phase control. These
devices would allow an easy integration of the gating electronics with the control
and processing stages of a QKD system, without the need for the sine generator,
amplifiers and phase shifters. In particular, this implementation could drive multiple
detectors simultaneously at the multi-GHz gating frequencies demanded by time-bin
encoded QKD. This would provide a scalable and compact solution for real-world
deployments.
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Chapter 3

Prototyping Integrated Quantum
Key Distribution System

3.1 Introduction to Quantum Key Distribution

In an era where digital communication underpins nearly every facet of modern life,
ensuring the confidentiality and integrity of transmitted information has become
paramount. Traditional cryptographic methods, while effective, often rely on com-
putational assumptions that may be vulnerable to future advancements in algo-
rithms or the advent of quantum computing. In this context, QKD emerges as a
revolutionary approach to secure communication, leveraging the principles of quan-
tum mechanics to provide information theoretical security.

In brief, QKD is a process where distant parties exploit the physics of quantum
measurements to establish a shared (symmetric) secret key for encrypting messages
exchanged between them [127]. This is in contrast with conventional cryptographic
schemes, such as the asymmetric Rivest-Shamir-Adleman (RSA) key distribution
protocol, where the encryption security relies on the computational difficulty of
certain mathematical problems (e.g. large prime factorization for RSA), such that
the secret key needed for decryption cannot be easily derived from a publicly-known
key used for encryption [10]. While these classical protocols have proven effective
for most security applications thus far, they face the ever-growing threat of large-
scale quantum computers that can efficiently solve classically difficult mathematical
problems [9].

On the other hand, by also using quantum mechanics, QKD offers information-
theoretic security: Using the OTP scheme, as long as the shared secret key is kept
secure by each party after distribution, and used for encrypting messages only once,

49
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the encrypted messages cannot be deciphered by eavesdroppers, regardless of their
computational power [127]. Additionally, due to the sensitivity of quantum states
to acts of measurement, any eavesdropping attempt during key distribution stage
inevitably disturbs the in-transit quantum information and can therefore be detected
with some probability [15]. Since the first protocol proposed in 1984 by Bennett and
Brassard [15], numerous experimental demonstrations have validated the feasibility
of various QKD protocols in both optical fibers and free-space channels, including
metropolitan testbeds and satellite-based implementations.

Despite this progress, most QKD systems have so far relied on bulk optical com-
ponents, which limit compactness, scalability, and long-term stability. Integrated
photonic technology offers a path to overcoming these limitations by enabling the co-
integration of quantum light sources, modulators, interferometers, and detectors on
a single chip. This integration not only reduces footprint and cost but also enhances
robustness and compatibility with existing telecommunication infrastructure.

In this chapter, we first introduce the BB84 QKD protocol and some of its
practical simplifications (Section 3.2), before presenting the design and realization
of a prototype integrated QKD system (Section 3.3). We conclude with a discussion
on performance and perspectives for real-world deployment (Section 3.4).

3.2 The BB84 Protocol

Prepare and Measure (P&M) protocols represent one of the most widely imple-
mented approaches to Quantum Key Distribution QKD. These protocols operate
on a straightforward principle: the transmitter (traditionally named Alice) prepares
quantum states and sends them over a quantum channel to the receiver (Bob), who
then performs measurements on these states.

A standard P&M QKD protocol consists of the following steps [127]:

1. State Preparation: Alice prepares quantum states. Different encoding
methods can be used in a P&M scenario, such as polarization, phase and
time bin encoding.

2. State Transmission: The quantum states are transmitted over a Quantum
Channel (QC), which can be optical fibers or free space.

3. State Measurement: Bob measures each received quantum state using ran-
domly chosen measurement bases/settings.
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4. Basis Reconciliation: After transmission, Alice and Bob communicate over
an authenticated classical channel to reveal which preparation and measure-
ment bases they used for each bit (but not the actual bit values). They discard
all bits where their bases did not match, keeping only the results where they
used compatible bases. This forms their sifted key.

5. Parameter Estimation: Alice and Bob select a small random subset of their
sifted key to estimate potential eavesdropping by calculating the error rate (in
quantum protocols denoted as the Quantum Bit Error Rate (QBER)). The
QBER quantifies the proportion of key bits where Alice’s and Bob’s values
differ. It reflects both the noise in the quantum channel and any potential
eavesdropper interference. If the QBER exceeds a predetermined threshold,
the protocol is aborted due to the suspected presence of an eavesdropper (tra-
ditionally called Eve).

6. Error Correction: When proceeding, they use error correction algorithms
to fix any discrepancies in their exchanged keys, in an attempt to ensure both
parties have identical keys.

7. Privacy Amplification: To ensure the final key is secure, Alice and Bob
apply privacy amplification techniques to reduce the amount of information
Eve might have gained during the exchange. This is typically formalized by
the quantum leftover-hash lemma (Tomamichel et al. [128]). It states that
if the reconciled key X has sufficient smooth min-entropy against Eve’s side
information, then applying a random two-universal hash function h to obtain a
shorter key K = h(X) will yield a key that is close to uniform and independent
of Eve. The length of the final key must satisfy:

l ≤ Hϵ′

min(X|E)− 2 log
1

ϵ− 2ϵ′
(3.1)

ensuring that the joint state of the key and Eve’s system is within ϵ of an ideal
uniform key.

8. Key Authentication: Since the classical communication channel is assumed
to be authenticated from the outset, the final step before usage is to use a por-
tion of the already established and privacy-amplified key (K) to authenticate
future classical messages(key refreshment).

9. Key Usage: The resulting secure key can then be used for encrypted com-
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munication using conventional encryption methods like the One-Time Pad.

As mentioned, the above steps imply the use of an authentication scheme as
Alice and Bob must ensure they are communicating with each other and not an
impostor. Without authentication, the protocol is vulnerable to Man-in-the-Middle
(MitM) attacks, where an adversary could intercept and impersonate both parties.

To maintain the information-theoretic security guaranteed by quantum mechan-
ics, the authentication scheme itself must be information-theoretically secure. This
is typically achieved using Wegman-Carter message authentication codes (MACs)
based on universal hashing [129,130]. While this method requires a pre-shared secret
key, it allows QKD to function as a key expansion protocol: the generated secret
key is significantly longer than the key consumed for authentication.

Alternatively, classical digital signatures (e.g., RSA, ECDSA) could be used.
However, these rely on computational hardness assumptions. Using them would
downgrade the overall security of the QKD system from "unconditional" to merely
"computational," potentially leaving the authentication vulnerable to future quan-
tum adversaries [131].

The cornerstone of P&M protocols is the BB84 protocol. As mentioned, this
pioneering protocol established the foundation for practical quantum cryptography
and remains the most prominent implementation of QKD technology in use today.

In its first version, the BB84 protocol proposal encoded the quantum states
using polarization degrees of freedom within single photons. It used four non-
orthogonal states, which were represented by two bases: the horizontal/vertical
Z basis (|H⟩ and |V ⟩) and the diagonal/antidiagonal X basis (|+⟩ and |−⟩), where
|+⟩ = 1√

2
(|H⟩+ |V ⟩) and |−⟩ = 1√

2
(|H⟩ − |V ⟩). The scheme worked as follows:

1. Alice generates a random bit string (using a QRNG for example) - this is going
to be the basis for the secret key she will end up sharing with Bob.

2. Another random string, the same length as the key, is generated to assign a
preparation basis (Z or X) to each bit.

3. Alice prepares the photon polarisation states according to the generated strings
- where |H⟩ and |+⟩ correspond to bit 0 and |V ⟩ and |−⟩ to bit 1 - and sends
them to Bob over a quantum channel.

4. Bob randomly chooses a measurement basis (Z or X) for each received state
and measures the quantum states.
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5. Alice and Bob disclose over classical channel their respective preparation and
measurement bases, discarding events where they have used different bases.
At this stage, Bob will have to disclose the detection events as well.

6. To ensure no eavesdropper intercepted the key, Alice and Bob compare a subset
of the generated keys over the public channel. They calculate the QBER,
and if it is below a specific threshold (theoretically 11% in symmetric cases),
they proceed. If the QBER is above the calculated threshold, they abort the
protocol, assuming the channel is compromised.

7. Alice and Bob use classical error correction algorithms to correct any remaining
errors in the key so in the end, they share identical bit strings.

8. Finally, they apply a hashing function to compress the key, reducing its length
to eliminate any partial information an eavesdropper might have gained. The
result of this process is the final, secure shared secret key.

3.2.1 Simplifications to the BB84 Protocol

3.2.1.1 Weak Coherent Pulses

A natural simplification of the BB84 protocol is the use of weak coherent light
instead of single photons. This is an effective way to sidestep the shortcomings of
current Single Photon Sources (SPSs), which include relatively low repetition rates
and relatively high cost. In particular, SPSs are often not deterministic, meaning
that they rely on a probabilistic signal that heralds the presence of a single photon
in the mode of interest [132].

Using Weak Coherent Pulses (WCPs), the number of photons in each pulse
follows the Poisson probability distribution. The probability of finding n photons in
a pulse with a mean photon number µ is given by:

P (n) =
µne−µ

n!
(3.2)

For a sufficiently low µ, most pulses will contain either 0 or 1 photon. These
are called vacuum and single-photon pulses, respectively. While these pulses main-
tain the modeled security of a SPS, multiphoton pulses are vulnerable to Photon
Number Splitting (PNS) attacks. In a PNS attack, Eve performs a photon number
measurement on each pulse transmitted by Alice. For the multiphoton pulses, she
extracts and stores one photon in a quantum memory while allowing the remaining
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photons to continue to Bob. After Alice and Bob perform their basis reconciliation,
Eve measures her stored photon using the correct basis. Critically, since the photons
that reach Bob remain undisturbed, this attack generates no detectable errors while
giving Eve full information on the measured bits.

A robust method for securing P&M protocols that use WCPs against PNS at-
tacks is implementing decoy states. In this approach, Alice sends phase randomized
WCPs with different intensities: µs (signal state), µ1, and µ2 (two decoy states).
Bob then measures and records the detection rates corresponding to each intensity
level, that can be accessed after parameter estimation/sifting. By analyzing and
comparing these detection rates across the different intensity levels, Alice and Bob
can accurately estimate the number of single-photon detections in their exchange.
Previous works, such as by Wang et. al. [133], have demonstrated that this decoy
state method provides sufficiently tight security bounds for QKD implementations,
even in highly lossy channels, offering strong protection against PNS attacks.

3.2.1.2 1-decoy State Protocols

Also proposed in [133] was the 1-decoy state protocol as a simplified version of
the decoy state method. In this approach, Alice sends only one signal state and
one decoy state, which significantly reduces the complexity of the protocol while
maintaining security against PNS attacks. Early attempts at analysing the protocol
performance suggested its SKR was slightly below the 2-decoy protocol. However,
these early comparisons did not account for statistical corrections required by finite-
key implementations. In the work of Rusca et. al. [27], the authors demonstrated
that the 1-decoy protocol could achieve a SKR comparable to the 2-decoy protocol
when considering finite-key effects within shorter acquisition times.

While the performance difference between the two protocols might appear mod-
est in theoretical terms, the practical implementation benefits can translate to signif-
icant experimental and economic advantages. The 1-decoy approach greatly simpli-
fies the experimental setup and reduces complexity without compromising security,
making it the preferred choice for many real-world QKD deployments. This find-
ing is particularly valuable for experimental implementations where resources are
limited and acquisition times are a critical consideration.

A further simplification of the BB84 protocol was proposed by Fung and Lo
in [134]. This 3-state BB84 used only three states where the first two states |0⟩ and
|1⟩ were used for the key exchange, and the third state |+⟩ = |0⟩+|1⟩√

2
was used for

security estimation.
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This modification offers several practical advantages, including reduced hard-
ware complexity (removes the need for a phase modulator as all states can be pre-
pared solely using an Intensity Modulator (IM)), simplified state detection (allows
for a fully passive Bob), and an adapted security analysis. On the other hand, as
highlighted by the authors [134], this simplification comes at the cost of a slight re-
duction in the key generation rate, as the absence of the |+⟩ state limits the amount
of information that can be extracted for security estimation, which in turn makes
the error estimation less accurate, therefore forcing more conservative bounds in the
finite-key analysis.
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Figure 3.1: Comparison of state encoding schemes in BB84 protocol variants. Each
state is represented by its quantum description and corresponding pulse intensity
pattern.

Figure 3.1 shows the differences in the state preparation between the standard
and simplified implementation of the BB84 protocol mentioned in this subsection.
The main distinction lies in the number of quantum states used for encoding infor-
mation and the number of intensity levels that need to be encoded. Both have big
implications in the experimental setup complexity, while maintaining a similar level
of security.

3.2.1.3 2-detector 3-state BB84 Protocol

In previous works of our group, under Rusca et. al. [135] and Boaron et. al. [30], the
authors proposed further simplifications to the 3-state BB84 protocol, by requiring
Bob to measure only one output of the X basis interferometer. In this scenario,
Alice sends only one monitoring state |+x⟩ = |0⟩+|1⟩√

2
and Bob measures only the

state orthogonal to it |−x⟩ = |0⟩−|1⟩√
2

.
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(b) Comprehensive analysis of all possible two-qubit sequence combinations at the receiver,
illustrating the critical temporal overlap between adjacent qubits. Green-highlighted se-
quences indicate the |+⟩ states properly isolated by vacuum states, which are essential for
accurate phase error rate estimation without the overestimation effects from overlapping
time-bins.

Figure 3.2: Details of the X measurement basis in the 2-detector 3-state BB84
protocol implementation.

Just as in the time-bin approach to BB84, incoming states are randomly split
into two arms for the base measurements. In the signal arm (Z basis) the states
will go to a single-photon detector to measure the time of arrival of the photons.
The states that are sent to the monitoring arm (refer to Figure 3.2a) and measured
in the X basis will go through a second unbalanced Mach-Zehnder Interferometer
(MZI) with the same delay as the one on Alice’s side, spreading over a total of
three time bins. The phase difference between Alice’s and Bob’s interferometers are
fixed such that a detection in the central interfering time-bin corresponds to the
state |−⟩ = 1√

2
(|0⟩ − |1⟩). However, unlike the 3-state BB84 proposed by [136] the

photons projected onto the state |+⟩ = 1√
2
(|0⟩+ |1⟩) exit the interferometer via the

port that in not connected to a detector.

With access to both |−⟩ and |+⟩ states, the phase error rate ϕz can be easily
estimated:

ϕz =
errors

total counts
(3.3)

Where errors are the number of detections in the |−⟩ state and total counts
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are the total number of detections in both |−⟩ and |+⟩ states. ϕz quantifies the
information gained by an eavesdropper on the key bits during the transmission. It’s
correct estimation is crucial for assessing the security of the key, and for determining
the amount of privacy amplification required to ensure the highest possible SKR.

In the scenario of one X detector, the information obtained from monitoring |−⟩
must then be used to reconstruct the events of |+⟩. For a detailed analysis of the
security of this protocol, we refer to the work of [137].

It is worth noting that since the interferometer delay is exactly corresponding to
one time bin, the early(e) time bin of the state |ψm⟩, overlaps with the late(l) time
bin of the state |ψm−1⟩ as seen in 3.2b. This overlap means that the central time
bin of the interferometer’s output will contain contributions from two consecutive
states, |ψm−1⟩ and |ψm⟩. This temporal overlap can lead to interference effects that
complicate the accurate estimation of the phase error rate ϕZ . Because of this, for
the calculation of ϕz we must only consider the sent |+⟩ states that are preceded
and followed by a vacuum state, highlighted in green in Figure3.2b.

Now, as Bob only obtains partial information about the X basis statistics, this
reduces the precision in the phase error rate estimation, since the missing outcome
|+x⟩ must be inferred statistically. The achievable SKR is, as a consequence, slightly
lower than when using two X basis detectors, with this reduction becoming more
apparent in higher loss links [30, 135]. However, the practical advantages of this
simplification, which include reduced system complexity, lower costs, and improved
reliability, greatly outweigh the performance trade-off, making it a preferred choice
for a real-world QKD implementation.

3.2.2 Time-bin Encoded 3-State BB84 with 1-Decoy State

The protocol used in our work was thus the natural culmination of all simplifi-
cations previously discussed. Using 1)weak coherent pulses, 2)1-decoy state ap-
proach, 3)the 3-state BB84 protocol, and 4)a 2-detector configuration, this time-bin
encoded scheme emerged as an elegant solution that balances security and practi-
cal implementation concerns. This protocol was previously described in the works
of [1,17,18,138]. Furthermore, all pulses were configured with random relative phase,
effectively neutralizing coherent attack strategies. This was achieved naturally by
using a gain-switched laser [139].

In brief, as depicted in Figure 3.3, in Alice’s setup, a gain switched laser was
used as a light source. These pulses then travelled through an unbalanced Michelson
interferometer, where the time-bin quantum bits (qubits) are generated, with a
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Figure 3.3: Experimental setup for a time-bin encoded BB84 protocol. Un-MI -
unbalanced Michelson interferometer, IM - intensity modulator, VOA - variable
optical attenuator, DCF - dispersion compensating fiber, BS - beamsplitter, X -
monitor basis single-photon detector, Z - data basis single-photon detector.
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ps delay - fL is the pulsed laser’s frequency. The interferometer features a phase
shifter in one arm for phase adjustment.

The qubit state encoding was accomplished through an intensity modulator op-
erating at 2fL. This modulator generated the four distinct intensity levels required
to encode both the three quantum states and their corresponding decoy states (refer
to 3.1b). The selection of qubit states and decoy levels occurred randomly, deter-
mined by external random number generators. Prior to transmission, the generated
states passed through a variable optical attenuator, which precisely adjusted the
mean photon number µ for both signal and decoy states. When performing QKD
over long distances, the qubit states were transmitted through a dispersion com-
pensating fiber spool, which has an opposite width dispersion response to normal
telecom fibers, before leaving Alice. This critical component ensured that all states
arrive at Bob’s setup with identical temporal widths, effectively minimizing both
the QBER and the phase error rate ϕZ

On Bob’s side, the measurement basis selection occurred passively via a beam-
splitter. As mentioned, for the Z basis measurements, used to generate the raw key,
the qubits directly enter a single-photon detector that records the time of arrival.
For the X basis measurements, used to estimate potential eavesdropper informa-
tion, an unbalanced interferometer matching Alice’s delay, measures the coherence
between consecutive pulses.

The security proof of the protocol used was based on the work of [137] and the
formula used for the SKR performance (after privacy amplification) was based on
the security analysis of the 1-decoy state protocol [27].

SKR =
1

t
[s0 + s1 (1− h (ϕz))− λ− 6 log2 (19/ϵsec )− log2 (2/ϵcorr )] (3.4)

where t is the block acquisition time, s0 and s1 are the lower bounds on the num-
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ber of vacuum events single-photon events in the Z basis, respectively, h(·) is the
binary entropy function h(x) = −x log2(x) − (1 − x) log2(1 − x), ϕz is the up-
per bound on the phase error rate, λ is the leakage of the bits during the error
correction process, and ϵsec and ϵcorr are the security (10−9) and error correc-
tion (10−15) parameters, respectively. This equation expresses the asymptotic and
finite-key contributions to the SKR. (s0 + s1 (1− h (ϕz))) represents the extractable
secret bits from the raw key, reduced by the entropy associated with the phase
error rate. The subsequent terms subtract the information leaked during error
correction (λ) and apply finite size corrections (6 log2 (19/ϵsec )− log2 (2/ϵcorr )).
Sifting

The sifting was done in real time by the Field-Programmable Gate Arrays (FP-
GAs) of Alice and Bob using the service channel. It could handle detection rates of
up to 200 Mcps. The way the sifting was implemented required Alice to store her
sent states in local memory until she receives the detection information from Bob.
The internal memory of the FPGAs allowed us to store up to 218 sent bits.

Error Correction

Since this implementation featured relatively low data rates, we used the Cascade
error correction algorithm [140]. Cascade is an information reconciliation protocol
specifically for key agreement. The aim of Cascade is to correct the errors that may
exist between the two correlated sequences of bits generated by Alice and Bob after
the quantum transmission phase. The protocol is round-based, where in each pass
Alice and Bob partition their keys into blocks and exchange information on the block
parity to detect errors in these blocks. The block size is calculated as a function
of the QBER. The two parties perform a dichotomic search to locate and correct
as many errors as possible while disclosing the minimum amount of information. A
dichotomic search, similar to a binary search, works by first dividing the block into
two halves. The parity of the first half is computed and exchanged. If the parities
differ, it indicates that there is an odd number of errors in that half, prompting
further division and parity checks until the erroneous bit is identified and corrected.
If the parities match, it indicates an even number of errors (including zero), and
no further action is taken on that half during that pass. In each following pass,
the block size is doubled and the process is repeated. After each pass, the keys are
shuffled to ensure that errors that may have been in the same block in one pass are
likely to be in different blocks in the next pass. This shuffling increases the likelihood
of detecting and correcting errors in subsequent passes. The process continues for
a predetermined number of passes or until no errors are detected. Because errors
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corrections in later passes (due to the shuffling) may flip bits that had been part
of earlier-block partitions, one can change the parity of blocks from earlier passes,
enabling further corrections in those earlier passes. This Cascade effect can then
significantly improve the error-correction reach.

The inherent need of the protocol for multiple rounds of communication between
Alice and Bob can introduce latency, especially for long-distance links. To mitigate
this, one can send bulk parity requests (many blocks at once) and process blocks
(and sub-blocks) in parallel, so that while waiting for a reply for one block, the
protocol proceeds on others. However, this parallelization is still limited, deeming
Cascade less suitable for very high-speed QKD systems which have higher data rates.
The efficiency of the Cascade protocol is highly dependent on the initial QBER and
the number of passes. More passes can improve error correction but also increase
the amount of information disclosed to Eve, which can reduce the final key length
after privacy amplification. Therefore, a balance must be struck between achieving
a low QBER and minimizing information leakage.

3.3 Integrated Quantum Key Distribution System

3.3.1 Proof-of-Principle Prototype

In the work of Sax et. al. [1], the authors presented a proof of principle integrated
QKD system based on the 2-detector 3-state BB84 protocol. Alice’s prototype was
fabricated using standard silicon photonic technology, allowing for easy integration
with existing optical networks. Following previous works, Bob’s setup was designed
to be fully passive, relying on a beamsplitter for basis selection. This made silica
(SiO2) a prime choice for the receiver’s optical platform, as it provides a low-loss
and low-cost solution for the implementation of passive optical components. The
system was tested over a 150km fiber link, demonstrating its feasibility for real-world
applications.

As depicted in Figure 3.4, while considerable effort was made to integrate com-
ponents into the PICs, several stand-alone external optical components were still
necessary. These included passive optical components like a spectral filter, a Disper-
sion Compensating Fiber (DCF) spool, and a variable optical attenuator, alongside
devices such as pulse generators, power supplies and custom control PCBs. These
elements, while useful in the prototyping stage, limit portability as they are neither
scalable nor practical for field deployment. Building upon the foundational work
in [1], the next-generation QKD system presented in this thesis introduces several
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Figure 3.4: Set up used in the work of Sax et al. [1].The single-photon detectors
used are SNSPDs and NFADs, both requiring either cryogenic cooling or a Stirling
cooler. PIC - photonic integrated circuit, FPGA - field-programmable gate array,
PCB - printed circuit board, DCF - dispersion compensating fiber, VOA - variable
optical attenuator.

significant improvements aimed at enhancing practicality and performance.

3.3.2 Chromatic Dispersion in Fibers

In particular, an important component in the earlier QKD system was the DCF
spool that mitigated the effects of chromatic dispersion. Chromatic dispersion refers
to the phenomenon in optical fibers where different wavelengths of light travel at
different speeds through a medium. This occurs because the refractive index of a
material depends on the wavelength of the propagating light. If the refractive index
decreases with increasing wavelength, the medium is said to induce normal disper-
sion. Conversely, anomalous dispersion occurs when the refractive index increases
with increasing wavelength [141].

Hence, as laser pulses travel through an optical fiber, the wavelengths comprising
the wave packet experience varying delays. This causes the pulse to broaden in time,
potentially by a significant extent over long fiber distances as depicted in Figure 3.5a.

In the context of our QKD protocol, this temporal broadening effect can lead to
adjacent laser pulses overlapping in time, as shown in Figure 3.5b. Naturally, such
behavior is particularly problematic for time-bin encoded QKD systems. Given the
example in Figure3.5b, if a state Z,0 is sent, the temporal broadening can cause
the early time bin to overlap with the late. This overlap can cause a trigger in the
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late time bin as well which leads to the receiver interpreting it as X state instead
of Z,0. Overlaps can also happen between neighboring qubits, not only within the
same qubit, since the bin width is 400ps for each time bin and the repetition rate
is 1.25GHz (800ps between consecutive qubits). Chromatic dispersion is therefore
highly detrimental to the QBER of the QKD system.

In [1], a large DCF spool was necessary to cancel out the dispersion within
the QC and thus maintain the integrity of the time-bin encoded states. DCFs
work by introducing large anomalous dispersion to counteract the normal dispersion
of standard single-mode fibers. The key to selecting an appropriate DCF is to
match its dispersion parameter to the accumulated dispersion of the transmission
fiber, ensuring that the total dispersion over the entire link is minimized. In most
applications, the dispersive effect may be suitably characterized by the second-order
dispersion parameter D, defined as:

D = −λ
c

d2n(λ)

dλ2
(3.5)

where λ is the wavelength, c is the speed of light in vacuum, and n(λ) is the
wavelength-dependent refractive index of the fiber [142]. For a fourier limited pulse,
the dispersion-induced temporal broadening can then be approximated as an addi-
tion in quadrature of the initial pulse width T0 and the broadened width Tb(z) after
traveling a distance z along the fiber [143]:

T1(z) ≈
√
T 2
0 + Tb(z)

2 = T0

[
1 +

(
z

LD

)2
] 1

2

(3.6)

where T1 is the final pulse FWHM and LD is the dispersion length, defined using
T0 and D as

...

(a)

XZ,0

(b)

Figure 3.5: Effects of chromatic dispersion on pulse propagation in optical fibers.
(a) Temporal overlap of adjacent pulses due to chromatic dispersion, leading to
increased error rates in time-bin encoded QKD systems. (b) Illustration of chromatic
dispersion effects on a pulse traveling through an optical fiber.
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Figure 3.6: Schematic of the next-generation QKD system. The transmitter, Alice,
and the Receiver, Bob, are delineated by gray dashed lines. There is a further
separation between the optical (dashed red) and electrical (dashed purple) parts
of the system. The optical components of Alice and Bob are connected via the
quantum channel (QC), which in this case is fiber based. The FPGAs of Alice and
Bob are connected via a classical communication channel, also denoted as service
channel (SC). PC - polarization controller, PIC - photonic integrated circuit, FPGA
- field-programmable gate array, PCB - printed circuit board.

LD =
T 2
0

D

c

λ20
(3.7)

With this mathematical model in mind, a well-calibrated DCF spool in the QKD
transmitter can be highly effective in improving system performance. However,
as was in the case of [1], this spool adds significant volume to the system and
significantly reduces the system’s versatility, as the spool length must be carefully
adjusted based on the specific fiber link used. This is inconvenient for real world
QKD deployments, where network infrastructures are heterogenous and may change
over time. Any change in the network will necessitate a costly reconfiguration of
the QKD system and make scaling challenging. We addressed this issue by making
design changes that eliminated the need for a DCF spool, as detailed in the next
section.

3.3.3 Overview of the Next-Generation QKD System

With our next-generation design, several upgrades were made with a focus on de-
ployability and scalability of the system. The changes can be broadly categorized
as:
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Physical Size: Alice and Bob’s setups now fit within a standard 19in 1U and 19in
3U rack respectively. The former includes a gain-switched laser, a custom
PCB, the transmitter integrated chip, a computer and an FPGA. The latter
features the receiver integrated chip, two NFADs, control PCBs, a computer
and an FPGA.

Optics: Alice’s addition to the setup include an on-chip VOA and a narrow-band
spectral filter. Bob’s setup now has a tunable beamsplitter for optimized basis
selection.

Electronics: Both Alice and Bob’s setups are now supported by custom-configured
electronic boards, computers and FPGAs.

Alice’s PCB can be segmented into five main subsystems: the power supply,
the laser control, the PIC, the microcontroller, and the FPGA interface:

• The power distribution to the entire system is managed through a com-
prehensive multi-rail power supply system that converts an initial 12V
input into the various voltages required by all PCB components, the
PIC, the laser and the microcontroller.

• The laser control subsystem incorporates a 7-pin SMA packaged laser
with a tunable bias supply voltage, and a standard Thermoelectric Cooler
(TEC) controller (Thorlabs MTD415T) used to regulate the laser’s tem-
perature. The RF driving signal coming from the FPGA(Kintex Ul-
traScale) is amplified before being sent to the laser. This amplifier is
mounted on a custom-designed mezzanine PCB that is placed atop the
host PCB. The mezzanine features one input and one output SMA con-
nector for the RF signal and a variable gain amplifier. The tunable am-
plifier allows for the optimization of the optical pulse’s amplitude and
width characteristics.

• The microcontroller stage serves as the central control hub, supplying
current to the PIC heaters while interfacing with the EIC to provide the
control signals needed for the correct parameter settings in the intensity
modulator. Additionally, the microcontroller handles the monitoring of
all PIC components, ensuring optimal system operation and performance
feedback.

• The FPGA interface stage converts the differential signals from the FPGA
to single-ended SMA output. This generates both a laser clock and an
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auxiliary clock. The laser clock features a programmable delay of up to
100ps in steps of 3ps. This allows us to tune the alignment between the
laser pulses and the IM modulation pattern.

Bob’s custom PCB is relatively simpler and was specifically designed to serve
as a tunable and stable current source to control the receiver beamsplitter
ratio. The detector control PCB used is a system from ID Quantique (IDQ)
that provides the necessary bias voltage temperature control and detection
readout. This is connected to a computer via USB and controlled using a
custom software interface. It includes a multi-rail power supply system that
converts a 12V and 5V input (provided by computer) into the various voltages
required by all PCB components, and the detectors.

Detectors: Bob now features Peltier-cooled NFADs, which have a substantially
smaller footprint compared to the previously used SNSPDs and fridge-cooled
NFADs. Another alternative could have been to update the stirling cooler to
a more compact version, however, the Peltier-cooled NFADs were chosen due
to them being commercially available, further demonstrating the practicality
of the system.

The evolution of the system design can be seen by comparing Figure 3.4 to Figure
3.6. The simplified representation in Figure 3.6 shows the deliberate design choices
to reduce the system size, complexity, and power requirements, with a focus on
integration and miniaturization, thereby enabling deployment outside of laboratory
environments.

3.3.4 Laser Driver and Pulse Generation

The laser used in this system was a high bandwidth distributed feedback laser from
the Gooch & Housego’s AA0701 series. The laser operated at a wavelength of
1550.12nm at 25◦C. It was mounted on the host PCB, which provided the necessary
power and temperature control signals.

To drive the laser in a gain-switched mode, a RF signal was required to modulate
the laser’s output. As previously described, the FPGA interfacing PCB subsystem
generated this signal, giving us a repetition rate of 1.25GHz at an amplitude of
530mV. This subsystem also included a variable gain amplifier, which allowed for the
adjustment of the pulse amplitude before it was sent to the laser. This amplifier was
crucial for controlling the width of the generated pulses, essential for the performance
of the time-bin encoding BB84 protocol.
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However, as the gain provided by the Operational Amplifier (OP-AMP) was
not sufficient to drive the laser directly, a constant current needed to be supplied
to bias the laser. The bias voltage was set to -0.950V. The RF signal was then
amplified using an RF amplifier and sent to the laser via a 5cm coaxial cable. After
optimization of the cable length, signal voltage and gain, the laser generated pulses
with a FWHM width of about 40ps.

In general, it is important to minimize the coaxial cable length to mitigate the
effects of the cable’s parasitic capacitance and inductance. Longer cables can in-
troduce signal attenuation and distort the sharp rising and falling edges needed for
clean gain switching due to dispersion effects in coaxial cable. Also non-negligible
are the effects of reflections and ringing caused by impedance mismatches along the
cable path. This can cause unwanted secondary pulses or poor extinction ratios in
the laser output due to ringing and overshoot generated in the driving signal. We
observed a further reduction in the laser pulse width of about 4ps just by reduc-
ing the SMA length from 15cm to 5cm. This temporal profile was captured using
the Hewlett Packard 54750A Digitizing Oscilloscope with Hewlett Packard 83482A
Optical/Electrical Module.

Lastly, the laser’s pigtailed output fiber was connected to the PIC via an Multi-
fiber Termination Push-on (MTP)-16Angled Physical Contact (APC) harness. The
MTP is a high-density fiber optic connector designed to terminate multiple optical
fibers in a single connector housing, commonly used in high-density network appli-
cations. All 16 fibers in the harness can be used as either transmit or receive fibers,
allowing for flexible configurations. In our context, the first twelve fibers were not
connected. The following three fibers were used to couple light into the chip: One
bypassed the MZI, which allowed us to use the Coherent One-Way (COW) protocol,
and the other two coupled light in through the MZI with one of them going through
the ring filter as well. The last fiber in the harness was used to couple light out of
the chip.

3.3.4.1 Mitigating Chromatic Dispersion Without DCF

As mentioned in 3.3.2, we implemented certain design changes to avoid using DCF
spools. For example, the added ring filter narrowed the laser’s output spectrum
down to 0.170nm from 0.207nm. However, the most important change was in fact
halving the laser’s repetition rate by modifying the FPGA bitstream to generate a
1.25GHz clock and a random state sequence at 2.5GHz. The PIC also had to be
redesigned to operate at this new frequency. We achieved this by doubling the delay
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of the unbalanced interferometer, responsible for generating the qubits, from 200ps

to 400ps.
By doing so, the time between consecutive time bins was increased from 200ps

to 400ps, while the laser pulse width remained unchanged at 40ps. If correctly
centered in the 400ps modulation time window, this would give the laser pulses
more room to spread out before they start to overlap with the neighbouring time
bins, as illustrated in Figure 3.5a. If we consider the FWHM width, we may allow for
180ps for the pulse to spread out in one direction before it starts to overlap with the
neighbouring time bin, compared to the previous 80ps. The temporal profiles were
captured using the Hewlett Packard 54750A Digitizing Oscilloscope with Hewlett
Packard 83482A Optical/Electrical Module, and the spectral widths were measured
using an Anritsu MS9740A Optical Spectrum Analyzer.
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Figure 3.7: Simulation of pulse broadening due to chromatic dispersion over vari-
ous fiber lengths, assuming different initial pulse widths and spectral widths. The
horizontal black line indicates the 400ps threshold, beyond which overlap between
adjacent time bins occurs, leading to increased error rates in time-bin encoded QKD
systems. The labels () indicate the function used for each curve, with Gaussian
pulses using Equation 3.6 and chirped Gaussian pulses using Equation 3.8.

Running a quick simulation using Equation 3.6, assuming a Fourier-limited pulse
of 40ps FWHM and taking the dispersion parameter as that of standard single-mode
fiber at 17.0 ps/(nm·km) [144], results in the solid line of Figure 3.7. We see that
at 50km the pulse would have spread in time to about 85ps at FWHM, 150ps at
100km, and 300ps at 200km, all still within the 400ps time bin. This adjustment
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cuts the transmission rate by half, but at the same time also mitigates the relative
impact of chromatic dispersion, since the pulses are given twice as much temporal
spacing to broaden without overlapping neighboring bins.

However, in practice, it is generally difficult to achieve short Fourier-limited
pulses, and indeed we observed that our laser system introduced unwanted frequency
chirp modulation that caused the measured spectral width to be larger than the
Fourier-limited value for a given pulse width. We can account for this by modifying
Equation 3.6 as

T1(z) = T0

[(
1 +

(
C · z
LD

))2

+

(
z

LD

)2
] 1

2

(3.8)

where we introduce a chirp parameter C that can be determined from the measured
spectral and temporal widths via [143]

2π
c

λ0
2∆λ =

(
1 + C2

) 1
2 T0 (3.9)

with ∆λ being the wavelength FWHM of the pulse. By using Equation 3.8 with
the parameter C for our actual laser parameters (40ps pulse width and 0.170nm
spectral width), we obtain the dashed line in Figure 3.7. We now see that at 100km
the system performance will be significantly hindered by the increased pulse width,
as the pulse will now be considerably wider than the time bin itself (Figure 3.5a). In
such a situation, the high QBER values may cause key generation to be unfeasible.

In order to extend the maximum working distance of the system given the actual
characteristics of the laser, we decided to further narrow the laser’s spectrum by
increasing its time width. This was achieved by tuning the laser’s bias current and
the RF driving voltage. By doing so, we were able to reduce the spectral width to
0.098nm, at the cost of increasing the pulse width to 100ps at FWHM (dotted line
in Figure 3.7). This improvement made working distances of up to 100km without
the need for a DCF spool more attainable as shown in later sections.

3.3.5 Integrated Transmitter (Alice)

The integrated transmitter was based on the design presented in [1]. Both chips,
the PIC and the Electric Integrated Circuit (EIC), were fabricated using standard
silicon photonic technology by Sicoya GmbH.

The sizes of the PIC and the EIC were 4.50mm×1.10mm and 4.50mm×0.75mm.
Such a small footprint was achieved by the use of silicon as the main material for
the PIC, as silicon has a high refractive index which allows for the fabrication of
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compact waveguides and photonic components. Si also benefits from mature fab-
rication processes enabling high-precision and high-density integration of photonic
components on a single chip, integration with electronic components, and mass pro-
duction capabilities. The EIC was designed to interface with the PIC and provide
the necessary control signals for the transmitter, including power supplies, amplifiers
and Digital-to-Analog Converters (DACs).

As shown in Figure 3.8b, the PIC and EIC were mounted on a custom PCB,
designed in-house, that acted as an interposer for the electrical connections and
provided support for the 90-degree fiber array scheme used for optical coupling
(Figure 3.8a).

(a) (b)

Figure 3.8: Pictures of the integrated transmitter components. (a) shows the 90-
degree fiber array used for optical coupling into and out of the PIC. (b) shows the
PIC and EIC mounted on the interposer PCB, which provides electrical connections
and mechanical support for the fiber array.

This interposer PCB was glued, and all electrical connections were bonded to
the larger mezzanine PCB as mentioned in Section 3.3.3. The mezzanine interfaces
with the controlling electronics via a PCIe X4 connector.

Refering to Figure 3.9, the PIC was composed of a grating coupler, a ring filter,an
unbalanced Mach-Zehnder interferometer, an intensity modulator and a variable
attenuator. The grating coupler was used to couple light from the fiber into the chip,
while the MZI was used to generate the time-bin qubits. The IM was responsible
for the state encoding and the VOA attenuates the light sent out of Alice to the
desired mean photon number.

3.3.5.1 Coupling to the Photonic Integrated Circuit

PICs require efficient fiber-to-chip coupling to enable hybrid integrated architectures
as well as to minimize off-chip component power requirements for example a non-
integrated laser like in our scenario. The core size mismatch between optical fibers
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Figure 3.9: Schematic of the photonic integrated circuit showing the optical signal
path. An input signal with a repetition rate of 1.25 GHz is processed through a
Mach-Zehnder interferometer (MZI), which doubles the repetition rate to 2.5 GHz.
Coherent neighboring pulses in the output stream encode a qubit through their
temporal relationship. These qubits are then modulated by the intensity modulator
(IM) to generate the three measurement basis states Z0, Z1, and X. HT - Heaters;
EOPS - electro-optic phase shifters; MZI - Mach-Zehnder interferometer; IM - in-
tensity modulator; AA - absorption attenuator, PD - photodetectors.
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( 8µm) and Si waveguides (sub-micron) presents significant coupling challenges.
At the moment, two primary coupling strategies exist: edge couplers, which guide
light in-plane to the chip facet; and grating couplers, which diffract light out-of-
plane from the chip surface. Edge couplers offer broad bandwidth and polarization
insensitivity but require lensed or Ultra-high Numerical Aperture (UHNA) fibers.
On the other hand, while grating couplers are polarization-sensitive, they enable
denser integration, wafer-scale testing due to their ability to provide out-of-plane
access to PICs. Grating coupler are also compatible with standard single-mode
fibers [145].

Figure 3.10: Schematic of the
grating coupler used in the PIC.
The grating coupler consists of a
periodic pattern etched into the
surface of the waveguide, which
varies the waveguide’s refractive
index profile.

In this work, we use a grating coupler with
a 90-degree fiber array to couple light into and
out of the PIC. The coupler consists of a peri-
odic pattern etched into the surface of the waveg-
uide, which varies the waveguide’s refractive in-
dex profile. This refractive index variation can
either be periodic or apodized (often referred to
"chirped" as well). Focusing on the periodic
structure, as shown in Figure 3.10, the periodic
refractive index variation is created through the
etching of the Si waveguide. These trenches have
a depth of e, length LE and unetched length LO.
Λ refers to the period of the grating, which is
the distance between two consecutive trenches
Λ = LE + LO. The effective refractive index of
the grating is given by the equation [146]:

neff = FF× nO + (1− FF)× nE (3.10)

where FF is the fill factor, defined as the ratio of the etched area to the total area
of the grating FF = LO

Λ
, nO is the refractive index of the unetched region, and nE is

the refractive index of the etched region. The fill factor can be adjusted by changing
the etching depth and width of the trenches. If we describe the behaviour of the
grating in terms of the Bragg condition, the effective index of the grating can be
approximated by the equation:

neff − nSi × sin(θ1) =
λ

2Λ
(3.11)
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From equation 3.11 we can see that for a given wavelength λ, the incoming light
is diffracted at an angle θ1 that depends on geometrical parameters of the grating
coupler, such as the period Λ and FF. It is also worth noting that, although not
explicitly stated in Equation 3.10, the etch depth e also affect the effective index of
the grating, as it has a direct impact on the refractive index of the etched region
nE.

Silicon-On-Insulator (SOI) waveguides exhibit high birefringence, making it dif-
ficult to efficiently couple both orthogonal polarization states from a single-mode
fiber. Consequently, grating couplers are typically optimized for single polariza-
tion operation. As a result, to couple into our PIC we adjusted the polarization of
the laser light with manual polarization control paddles to maximize the coupling
efficiency.

3.3.5.2 Multimode Interference Beamsplitters

The chip employed Multimode Interference (MMI)-based couplers to divide the op-
tical signal. This multimode interference phenomenon has become increasingly pop-
ular in recent years for applications including power splitting, polarization beam-
splitting, and Wavelength Division Multiplexing. MMI allows for multi input and
output configurations, making it a versatile choice for integrated photonic circuits.
The advantages of MMI include lower insertion loss, wider bandwidth, and lower
sensitivity to fabrication errors compared to other splitting methods like directional
couplers [147].

MMI-based Beam Splitters (BSs) are composed of a narrow input waveguide, a
wider central region where multimode interference occurs (MMI region) and multiple
output waveguides placed at locations where the self-images form.

The dimensions of the MMI can be tuned based on the light’s wavelength and
the refractive index contrast between the waveguide and the medium, to achieve
the desired number of output ports. One can generate a single image (mirror of the
input), two identical copies (for a 1×2 splitter), or more, if designed accordingly.

A coherent light wave, typically one mode from a single-mode waveguide, is fed
into the wider multimode section, which supports multiple spatial modes simulta-
neously due of its larger width. The input mode excites several transverse modes
in the multimode region. Each of these modes propagates with a different effective
refractive index, and accumulate different phase shifts over the same length. As the
modes propagate, they interfere constructively and destructively with one another.
At specific propagation lengths - beat lengths - the interference pattern recreates
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the input field or a symmetric version of it. This phenomenon is called self-imaging.
At the self-imaging locations, output waveguides are placed.

These types of BSs are easy to make polarization-independent, as they rely on
the interference of multiple modes rather than the polarization state of the light.
This is particularly advantageous in integrated photonic circuits, where maintain-
ing polarization stability can be challenging due to fabrication imperfections and
environmental factors.

3.3.5.3 Ring Resonator Filter

A ring resonator on chip, in a filtering configuration, is a wavelength-selective optical
cavity coupled to two straight bus waveguides, an input bus and an output drop port.
These configuration is referred to as Add-Drop. The light that propagates in the
input bus couples evanescently into the ring only when the round-trip phase shift is
an integer multiple of 2π. This resonance condition is satisfied at specific resonant
wavelengths (λres):

mλres = neffL (m ∈ Z)

where neff is the effective refractive index of the waveguide, L is the ring cir-
cumference, and m is the mode number.

The ring dimensions are engineered such that the resonance condition is met,
in our case, at 1549.7nm. The optical energy of the pulse interferes constructively
within the ring, building up high intracavity intensity, and is subsequently coupled
out to the drop port, which is connected to the following components of the chip.
The incoming signals at off-resonant wavelengths experience destructive interference
within the cavity and bypass the ring, remaining in the input bus.

Physically, the device is realized in SOI technology. The high index contrast
of silicon allows for sharp bends (radii down to 3µm), which in turn, increases the
Free Spectral range (FSR) of the resonator. The FSR is defined as the wavelength
spacing between adjacent resonances and is given by:

FSR =
λ2

ngL
(3.12)

where ng is the group index of the waveguide mode, L is the ring circumference,
and λ is the wavelength of light. ng can be derived from the effective refractive index
neff as ng = neff − λ

dneff

dλ
. A larger FSR allows for better isolation of individual

wavelength channels, a feature that is is particularly useful in Dense Wave Division
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Multiplexing (DWDM) systems. [148,149].

3.3.5.4 Unbalanced Mach-Zehnder Interferometer and Thermo-Optic
Phase Shifters

The aforementioned beamsplitters were fundamental components of the unbalanced
MZI used to generate the time-bin qubits. The unbalanced MZI consisted of an
input 1× 2 BS, two arms - which are simply two waveguides - one longer than the
other by 400ps, this introduced a phase difference between the two arms. The two
arms were then recombined at an output 2× 1BS.

To control the phase of the unbalanced MZI, we used Thermo-Optic Phase
Shifters (TOPS) in both arms of the interferometer. TOPSs relied on the thermo-
optic effect to modulate the refractive index of the waveguide, thereby controlling
the phase of the light propagating through it. The relationship between the phase
shift and the temperature change is given by the equation [150]:

∆φ =
2π

λ

(
dn

dT

)
∆TL (3.13)

where λ is the wavelength of the propagating light, L is the length of the TOPS,
and ∆T is the change in temperature, and dn

dT
is the thermo-optic coefficient. The

thermo-optic coefficient represents the change in refractive index per change in tem-
perature. In silicon, this coefficient is approximately 1.87 × 104 at a wavelength of
1550nm [151].

Since the temperature rise happens in a resistive heater due to power dissipation,
we can write it as the following:

∆T =
ηP

CpρLS
(3.14)

here η is the efficiency of the heater, P is the power consumed by the heater, Cp

is the heat capacity of silicon, ρ is the density of silicon, and S is the cross section
of the heated region. The product CpρLS therefore stands for the thermal capacity
of the heated region.

To compensate for losses in the long arm of the interferometer and to improve
its visibility, a VOA was placed in the short arm of the MZI. Carrier injection
VOAs, also known as Electronically Variable Optical Attenuatorss (EVOAs) exploit
the free-carrier absorption effect in silicon to provide electrically controllable optical
attenuation.

The optical properties of silicon are strongly perturbed by this carrier injection,
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which modifies the material’s refractive index through free-carrier interactions - an
electro-optic effect that, while typically performance-degrading in photodetectors, is
deliberately harnessed in EVOAs for attenuation. In these devices, a p-i-n junction
is integrated across the silicon waveguide, where forward bias injection introduces
free carriers into the undoped intrinsic region - the waveguide.

Since the free-carrier effect strength is approximately proportional to the square
of wavelength, these attenuators become increasingly efficient at longer wavelengths,
enabling reduced device footprints and lower power consumption compared to shorter
wavelength operation. [152]

3.3.5.5 Intensity Modulator and High-Speed Phase Shifters

In order to achieve high-speed power modulation, the typical workaround is to use
phase modulators in the two arms of a MZI. By introducing tunable phase shifts in
both arms, the recombination of light produces an interference pattern that enables
amplitude modulation.

The thermo-optic phase shifters previously mentioned were reported to only
achieve modulation speeds up to 357kHz [153]. This made the technology unsuitable
for the GHz range amplitude modulation we required.

The phase shifters for intensity modulation in this work were thus based on the
plasma dispersion effect. In our particular scenario, this electro-refractive effect was
achieved by injecting free carriers into the waveguide via a P-N junction, formed
across the waveguide. This enables the injection of free carriers when the junction
is placed under forward bias. These carriers modify the refractive index of the
waveguide, thereby modulating the phase of the propagating light.

The high diffusion capacitance of the free-carriers ( 10pF) allows for high-speed
modulation, allowing these modulators to achieve speeds of up to 70GHz as reported
in [154].

This capacitance effect may seem counterintuive at first, as high capacitance
is typically associated with slower electronic devices due to RC-limited bandwidth.
However, the diffusion capacitance reflects how many carriers are injected in a P-N
juntion during forward bias. Therefore, a higher diffusion capacitance translates to
a stronger plasma dispersion effect, leading to greater phase modulation. Conse-
quently, this allowed for shorter device lengths and lower driving voltages [155].
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Figure 3.11: Schematic of the receiver’s photonic integrated circuit showing the
optical signal path. The incoming quantum states are split by a polarization-
independent tunable beamsplitter (BS) into two arms, one for the Z basis and one
for the X basis. The Z basis arm is connected to a single-photon detector, while the
X basis arm is connected first to a fully passive unbalanced MZI. HT - heater.

3.3.6 Integrated Receiver (Bob)

As previously mentioned, it is crucial to have a low loss receiver in order to achieve
high key generation rates and not sacrifice the maximum transmission distance.
With this loss budget in mind, similarly to the work of [1], the receiver was designed
in silica in collaboration with the group of Prof. Roberto Osellame in Politecnico di
Milano. A silica platform was chosen for its low propagation loss (<0.05 dBcm) and
coupling loss (<0.1 dB). Our new chip design not only had a different MZI imbalance
to match our transmitter, but also features a tunable beamsplitter to optimize the
basis selection based on the transmission distance. This tunable beamsplitter was a
key innovation that allowed for better performance over varying distances, enhancing
the overall efficiency of the QKD system, making one system suitable for different
practical applications.

Another important requirement for the receiver PIC is to be polarization-independent.
This polarization independence requirement must hold for both the MZI - meaning
the visibility should be, ideally, 100% for any polarization state of the incoming light
- and the basis selection beamsplitter, which should not introduce any polarization
bias in the basis selection.

In Figure 3.11 we can see the schematic of the receiver’s PIC. The PIC is com-
posed of a polarization-independent tunable coupler and an unbalanced MZI. The
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tunable coupler is used to divide the optical signal into two arms, one for the Z ba-
sis and one for the X basis. The unbalanced MZI is used to measure the coherence
between consecutive pulses in the X basis arm. The light is butt coupled in and out
of the chip.

The receiver PIC was fabricated using a Femtosecond Laser Micromachining
(FLM) technique described in [156]. FLM is a well-established technique for the
fabrication of integrated photonic devices, such as waveguides, in transparent ma-
terials like silica. The femtosecond laser is focused onto the bulk of the transparent
material to induce nonlinear absorption processes, resulting in a localized refractive
index change around the focal point that creates a waveguide structure. In this
direct-writing process, waveguides are formed by translating the substrate at con-
stant speed relative to the laser focus along the desired three-dimensional paths,
enabling highly precise fabrication of complex geometries with sub-micrometer reso-
lution. The optical performance of the resulting waveguides depends significantly on
irradiation parameters and substrate properties. Typical waveguides fabricated by
FLM demonstrate refractive index changes of 102 to 103 between core and cladding,
providing good connectivity with standard optical fibers [157]. The substrate of our
receiver PIC was an aluminum borosilicate glass (EAGLE XG, from Corning Inc.).
The PIC’s waveguides had a loss of 0.2 dB/cm and a birefringence of < 3 · 10−5 at
1550nm.

3.3.6.1 Polarization-Independent Couplers

The directional couplers were fabricated using the methodology described in the
work of Corrieli et al. [158], namely multiscan waveguide inscription followed by
thermal annealing. Inscribing waveguides next to each other to form a coupler
inadvertently changes the optical properties of each waveguide. Therefore certain
fabrication parameters could be optimized to produce the desired performance in
the coupler. For example, the dependence of the coupling ratio on the input polar-
ization may be minimized by controlling the separation between the two waveguides
in the interaction region. An auxiliary track was also inscribed beside the coupler
waveguides to remove birefringence mismatch in the coupler. The annealing process
is used to reduce the birefringence of the waveguides, induced during the laser writ-
ing process. This is achieved by heating the substrate to a temperature below its
glass transition temperature (750◦C), allowing the material to relax and reduce in-
ternal stresses that contribute to birefringence. The annealing process also improves
the overall optical quality of the waveguides by reducing loss and improving mode
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confinement.

3.3.6.2 Visibility Characterization of the Mach-Zehnder Interferometer

The birefringence of the waveguides is a critical parameter for the performance of
the MZI, as it can lead to polarization-dependent phase shifts and consequently
a reduced visibility [141]. Birefringence in the waveguides leads to a polarization
dependent phase shift:

∆ψ =
2π

λ
∆neffL (3.15)

where ∆neff is the birefringence, L is the propagation length and λ is the wavelength
of the light. This phase shift can lead to a reduction in the visibility of the MZI,
as the interference pattern will be affected by the polarization state of the incoming
light. For two linearly polarized modes that accumulate a relative phase ∆ψ due to
birefringence, the visibility V of the MZI can be expressed as:

V = | cos(∆ψ
2

)| (3.16)

Thus, if ∆ψ = 0, the visibility V is unity, and for orthogonal polarization states
(∆ψ = π), the visibility V drops to 0. To mitigate this effect, compensation tracks
were inscribed around the waveguide of the longer arm of the MZI to balance the
birefringence between the two arms [158, 159]. This is optimized for the specific
wavelength of operation, the length of the MZI and the temperature of operation.
In Figure 3.12 we can see the characterization of the MZI’s visibility at the poorest
setting. This means that the least optimal polarization state (the one most affected
by the birefringence) was injected into the PIC and the visibility was measured. The
polarization state was adjusted using a paddle polarization controller placed before
the receiver PIC. The visibility was calculated by measuring the maximum and
minimum power at one output of the MZI while sweeping the temperature at which
the PIC was stabilized. The temperature was swept using the TEC controller on
which the PIC was mounted. The visibility was then calculated using the equation:

V =
Imax − Imin

Imax + Imin

(3.17)

Unlike what was initially designed, the best visibility was not achieved at 25◦C,
but rather at 14.2◦C. This was likely due to fabrication tolerances and the second
round of heating the PIC was subjected to during the tunable coupler annealing
process. However, the visibility remained above 99.73%. The overall best visibility,
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Figure 3.12: MZI visibility characterization at the worst incoming polarization state.
The worst maximum visibility was measured at different temperatures to find the op-
timal operating temperature of the PIC. The best visibility was achieved at 14.2◦C.

achieved with the optimal incoming polarization state, was 99.92%. Decreases in
the visibility manifest as errors in the X basis, as Bob may detect counts in the
wrong interferometer output port, increasing the ϕz. As a result, a larger phase
error bound is estimated for the privacy amplification step, reducing the final secret
key rate.

3.3.6.3 Tunable Coupler Characterization

Another significant improvement relative to [1] was the use of an integrated tunable
coupler for basis selection. This allowed us to optimally use the system in different
quantum channel loss configurations, without the need to change the hardware.
Previously, this would require the use of a completely new PIC. A tunable coupler
was also useful to tune the basis selection after deployment in the network as the
network configurations change and fibers degrade, not to mention the same blueprint
can be used to fabricate all receiver PICs.

The coupler’s tunability was achieved with the infusion of gold near the BS
region, creating a TOPS, similarly to the phase modulators used in the transmitter.
This enabled the adjustment of the BS ratio by applying a current to the gold
resistor which in turn, changed the temperature of the waveguide. This translated
to a change in the effective refractive index of the waveguide [160].

In Figure 3.13 is the characterization of the tunable beamsplitter. The charac-
terization was done by coupling in light from a CW laser at 1550nm into the only
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input of the PIC. The output power was then simultaneously measured at all three
outputs of the PIC using power meters, one for the Z basis and two for the X basis.
The splitting ratio was characterized by calculating the normalized power at the Z-
basis output relative to the total detected power across all three ports (PZ/

∑
Pi).

This approach is particularly robust as it inherently accounts for fluctuations in in-
put coupling efficiency and propagation losses within the PIC. The current applied
to the gold resistor was swept from 0mA to 70mA in steps of 2mA. The PIC was
mounted on a TEC to stabilize its temperature at 25◦C during the characterization,
for convenience, as it is easy to stabilize at room temperature and the visibility of
the MZI does not affect the splitting ratio characterization of the coupler. While the
extinction ratio (visibility) of the MZI limits the achievable bounds of the tuning
range (i.e., the absolute minimum and maximum power levels reaching the Z-port),
it does not impact the accuracy of the characterization itself.
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Figure 3.13: Characterization of the tunable beamsplitter. The y axis shows the
transmission ratio of the beamsplitter for different currents applied to the gold re-
sistor.

As shown in Figure 3.13, the coupling ratio can be tuned from 0 to 100% by
adjusting the current applied to the gold resistor. The splitting ratio follows a
cos2(kI2) relationship, where the applied current induces a thermo-optic phase shift
via Joule heating. The quadratic dependence of power dissipation (P = I2R) on
the input current explains the relatively flat response at low current values followed
by the rapid transition toward the inflection point.
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3.3.7 NFAD Detectors

Lastly, as part of the effort to minimize system size, cost, and complexity, it was im-
portant for us to seek alternative detectors to say SNSPDs or fridge-cooled NFADs.
Due to the operation shortcomings of the DA-SPADs explored in the previous chap-
ter (i.e. maximum operating frequency of 1GHz) and being limited to commer-
cially available detectors for demonstration purposes, we opted to use Peltier-cooled
NFADs as our single-photon detectors.

Specifically, we used NFADs from Wooriro Co. Ltd. which came packaged with
an internal three-stage TEC that allowed cooling of up to −50◦C. The detectors
were fiber-coupled and integrated with a dedicated intermediate control PCB. This
was all housed in an insulating box with a one-stage TEC to help stabilize the
temperature of the detector’s package.
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Figure 3.14: (a)Schematic of the setup used for the characterization of the NFADs.
(b)Schematic of the setup used for the jitter characterization of the NFADs.

In Figure 3.14a is the schematic representation of the NFAD characterization
setup, which is very similar to that described in Chapter 2. A pulsed laser (Picoquant
LDH series) at 1550nm was attenuated to sub-single-photon level using a VOA.
Optical pulses, with a repetition rate of 10kHz, attenuated to 0.1 photons per pulse
were used to characterize the PDE and APP of the detectors. The detection signal
was connected to a Time-to-Digital Converter (TDC) and used as the histogram’s
‘Stop’ signal, where the laser trigger was used as the ‘Start’ signal. The histogram
domain was set to 100µs in order to capture all the events between two consecutive
laser pulses.
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3.3.7.1 NFAD Detection Readout Characterization

The analysis of the measured data was also closely resembling the methods described
in Chapter 2: The PDE was calculated by dividing the number of detection events
in the photon arrival time-bin (with dark counts subtracted) by the total number of
photons sent. Here, the signal photon arrival time-bin was defined as a 2ns coinci-
dence window around the main peak in the histogram. The APP was calculated by
counting all the events in the histogram, excluding the laser events and dark counts,
and dividing them by the number of photon detection events. For the DCR char-
acterization the same correlation measurement was performed with the laser turned
off, and the DCR was calculated simply by dividing the total number of detection
events by the total measurement time.

Additionally, the detectors shared a common programmable hold-off/dead time.
Therefore, for the characterization, only one detector was biased above breakdown
at a time, to prevent the dead time being triggered by dark count events in the
other detector. This way, the performance of each detector could be measured inde-
pendently. Another feature of the NFAD’s controlling PCB was electronic crosstalk
between the two detectors’s readout channels. This could be mitigated by discrim-
inating the incoming signal from the detector above 140mV. A threshold of 150mV
was used for the characterization measurements.

(a) (b)

Figure 3.15: (a)DCR vs PDE for detector 0020 at -50C, -40C, and -30C. (b)DCR
vs PDE for detector 0021 at -50C, -40C, and -30C.

Figure 3.15 shows the DCR as a function of PDE for different temperatures,
ranging from -50◦C to -30◦C. As expected, the DCR increased with an increase in
PDE and with an increase in temperature.
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Figure 3.16: Afterpulsing probability (APP) as a function of PDE for variable dead
time (td) for different temperatures. (a) Detector 0020. (b) Detector 0021.

The increase in DCR with PDE arises because higher bias voltages create a
stronger electric field in the SPAD’s multiplication region. At high temperatures,
this strong field enhances Shockley-Read-Hall (SRH) generation, which is the main
source of dark counts. As the temperature decreases, thermal carrier generation be-
comes less important, so SRH contributes less to the DCR. In this low-temperature
regime, the DCR is instead dominated by tunneling processes, which depend pri-
marily on the electric field in the depletion region (A more detailed analysis on
these processes can be found in Chapter 2). Both detectors showed comparable per-
formances, with detector 0020 having slightly higher DCR for the same PDE and
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temperature. At -50◦C, both detectors had a DCR of a few hundred counts per
second at 10% PDE, which increased to around 1kHz at PDEs above 20% at higher
temperatures.

Shown in Figure 3.16 is a comparative study of APP as a function of PDE for
different applied dead times and temperatures. As expected, the APP increased with
an increase in PDE and a decrease in dead time and temperature. These results
are consistent with the findings of earlier SPAD studies [161, 162], where it was
observed that APP is higher at lower temperatures and higher PDE operations. The
results also align with the widespread understanding that increasing the applied dead
time is the most effective way to mitigate afterpulsing. A comparative assessment
indicates that Detector 0021 exhibits marginally higher APP levels than Detector
0020 across equivalent operating conditions, though both devices have analogous
functional dependencies.

From the results in Figure 3.15 and Figure 3.16, we see that for the purpose of
this work, i.e. the field deployment over metropolitan distances (10-50km), we may
choose to operate the detectors at -30◦C and 10% PDE, with a dead time of 15µs.
This setting provides a good compromise between low DCR and low APP, while
still providing a reasonable PDE. Most importantly, this setting allows to maximize
the count rate of the detectors, which is crucial for achieving high secret key rates
over short distances.

3.3.7.2 NFAD Timing Jitter Characterization

The detector’s jitter was calculated by measuring the time difference between the
laser trigger and the detection event using a TDC. In Figure3.14b is the schematics
of the setup used for the characterization. Since the detectors were free running,
the laser was triggered with its internal trigger at 10kHz. The laser was used as
the master clock to synchronize the TDC. The laser trigger was connected to the
TDC’s start channel, while the detector’s output was connected to the stop channel.
The TDC (ID1000, ID Quantique) was set to high resolution mode, allowing for a
minimum bin size of 1ps. The jitter was then calculated by fitting a Gaussian to
the histogram of the time differences and extracting the FWHM.

Based on the jitter characterization data shown in Figure 3.17, the NFADs ex-
hibit distinct performances. Both detectors follow the trend of increasing jitter with
a decrease in PDE. Detector 0020 demonstrates relatively stable jitter performance
across the temperature ranges, having the highest jitter value of 750ps for with 10%

and a minimum jitter of 230ps for 20% PDE. In contrast, detector 0021 shows lower
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Figure 3.17: Jitter as a function of PDE for different temperatures.

absolute jitter values but exhibits more temperature-dependent behavior, with the
jitter increasing with an increase in temperature. Detector 0021 has a minimum
jitter of 100ps at 20% PDE, with the jitter increasing up to 470ps at 10%.

For these measurements, the excess bias was actively adjusted to achieve the de-
sired PDE at each temperature setting. Therefore, the dominant factor affecting the
changes in timing jitter for detector 0021 can be attributed to intrinsic carrier trans-
port phenomena. Namely, the electron hole ionization coefficients, which vary with
lattice temperature, modifying the stochastic multiplication dynamics and spread
out avalanche initiation times [163]. In addition, photons absorbed outside the high
field region can lead to delayed avalanche triggering due to carrier diffusion, which is
also temperature dependent (both the diffusion constant and carrier mobility). The
diffusion related tails in the timing histogram can broaden the overall jitter, par-
ticularly at lower PDE values where the average avalanche build-up time is longer,
allowing more time for diffusion to impact the timing distribution [164,165].

In order to ensure these discrepancies in performance and overall poor jitter
were not due to the readout electronics, we swapped the detectors and repeated
the measurements. We also tuned the discrimination threshold, the dead time, the
threshold of the TDC, and the discriminated pulse shape to see if these parameters
had any effect on the jitter. The results were consistent with the initial findings,
indicating that the performance differences are inherent to the detectors themselves
rather than the readout circuitry.
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This performance variation can be attributed to difficulties encountered in the
fabrication process of the NFADs. Even with strict processes and controls, semi-
conductor fabrication inevitably introduces variations that can significantly impact
device performance. Different impurity concentrations, crystal imperfections, dop-
ing concentrations, and layer thicknesses can all lead to variations in the avalanche
region geometry and electric field distribution. These small differences can dramati-
cally affect the avalanche multiplication and consequently the timing characteristics.
Another factor could be the device packaging, as parasitic capacitances and induc-
tances from packaging and bonding can influence the device’s timing response. The
bad timing performance of these detectors, especially at low PDE, is also influenced
by these detectors not being true NFADs, but rather SPADs bonded to a passive
quenching resistor inside the temperature control package. This inherently limits
the speed at which the avalanche can be quenched, leading to longer recovery times
and increased timing jitter.

Unfortunately, because of the jitter performance, a PDE of 20% had to be used
instead, which was not ideal for the short network distances we were targeting.
As mentioned, a 10% PDE would have minimized the noise contribution of the
detectors from dark counts and afterpulsing. In comparison, at 20% PDE, the dark
count rate of the detectors was around 900cps, while at 10% it is around 300cps.
The main problem of working at 20% PDE, however, is the extremely high APP.
Therefore, the maximum allowed dead time of 100µs had to be implemented, which
in turn limited the maximum count rate of the detectors to 10kcps. As a result,
the detectors became more prone to saturation at low channel losses, even at low
mean photon numbers. The following section will present results obtained with our
system using these detectors, showing how the QKD performance was affected by
these sub-optimal detector settings.

3.4 Results from System Testing and Deployment

The experimental results and settings are summarized in Table 3.1, Table 3.2, Table
3.3 and Fig. 3.19. In Tables 3.2 and 3.3, L refers to the QC length, Att to the total
attenuation in the QC, ηx and τx refer to the efficiency and dead time, respectively,
of the data and monitor detectors used. T is the detector’s operating temperature,
and p

(B)
X denotes Bob’s probability of measuring in the X basis. n and tccp are the

raw key block size and acquisition time respectively, qz, ϕz and SKR denote the
QBERZ , phase error rate and Secret Key Rate. For the settings used µ0 and µ1
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refer to the mean photon number of the signal and decoy states respectively and the
ratios of sending x and y states are px and py respectively. For error correction, we
perform in real-time a Cascade algorithm with a block size of 8192 bits.

µ2 µ2 µ1 px py

Lab 0.50 0.27 0.33 0.67

Wooriro
(deployed) 0.01 0.05 0.33 0.67

Princeton
(deployed) 0.05 0.02 0.33 0.67

Table 3.1: Experimental parameters

Once the prototypes were assembled, we began testing the system in a controlled
laboratory environment before proceeding to field deployment. Table 3.2 shows the
results obtained using different emulated fiber distances with an external VOA in
order not to introduce additional physical effects, to assess the dark count limited
transmission distance. The receiver detectors used in this case were the same NFAD
detectors as in [1] (Princeton Lightwave), cooled to −85◦C using a Stirling cooler,
with a PDE of 20%, a DCR of 120cps, 70ps jitter, and a dead time of 7µs. Although
our system was operating at half the repetition rate of the system in Sax et al. [1]
(SKR* ), we achieved more than half the SKR across the same attenuation levels.
This suggests that the reduction in repetition rate contributed positively to the
fidelity of the state preparation, as suggested by the consistently lower QBERs
observed.

Quantum Channel Detectors Distillation Performance

L
(km)

Att
(dB)

ηdata
(%)

τdata
(µs)

ηmon

(%)
τmon

(µs)
T

(◦ C) p
(B)
X n

tccp
(s)

qz
(%)

ϕz

(%)
SKR

(kbps)
SKR*
(kbps)

0 30 21 6 20 7 -85 0.1 8 ×106 1.4 ×104 1.3 4.0 1.80 2.9

0 35 21 6 20 7 -85 0.1 8 ×106 1.7 ×104 1.3 6.0 0.90 1.3

0 40 19 27 20 2 -85 0.4 1 ×104 6.7 ×104 3.3 13.6 0.16 0.2

Table 3.2: Parameters and results of secret key exchanges for different QC attenua-
tion. *Data from [1] that utilizes a source at 2.5GHz with the same detectors.

To validate the chromatic dispersion analysis in Section 3.3.4.1, we measured the
maximum achievable transmission distance over standard Single Mode Fiber (SMF).
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With optimized laser parameters (100ps pulse width, 0.098 nm spectral width), se-
cure key exchange was achieved over 101.2km of SMF (Table 3.3, lines 1–5). Unfor-
tunately, we were unable to verify the maximum distance in the fourier limited laser
scenario (Figure 3.7) for the available narrowband filters in the lab had a width of
0.200nm.

Quantum Channel Detectors Distillation Performance

L
(km)

Att
(dB)

ηdata
(%)

τdata
(µs)

ηmon

(%)
τmon

(µs)
T

(◦ C) p
(B)
X n

tccp
(s)

qz
(%)

ϕz

(%)
SKR

(kbps)

12.7 2.7 19 1 19 3 -85 0.50 8× 106 8.5× 103 6.12 6.02 12.4

25.3 5.5 19 2 20 3 -85 0.50 8× 106 9.4× 103 7.28 4.05 10.1

75.5 14.6 21 3 20 6 -85 0.35 8× 104 2.9× 103 6.5 9.13 4.6

101.2 24 21 7 20 8 -85 0.10 8× 104 1.02× 103 6.5 10.7 0.7

59.8 24 20 6 20 7 -50 0.50 8× 106 1.7× 105 9.7 9.9 0.8

Table 3.3: Overview of the experimental parameters and performance for different
fiber lengths and detector temperatures.

2

1

Figure 3.18: Map of the de-
ployed fiber link in the city of
Geneva. (2) - Transmitter (1)
- Receiver. Map edited from
https://facilmap.org

To assess the deployment viability, the system’s
performance was characterized at −50◦C, a regime
compatible with standard Peltier cooling in portable
modules. At this temperature, DCRs increased to
approximately 2 kcps, elevating the system QBERs
and reducing the maximum secure transmission dis-
tance to 59.8km.

Finally, we transitioned to real-world deployment
by testing our system over installed fiber network in-
frastructure. The transmitter was moved to a remote
point in the network, allowing us to evaluate system
performance under practical point-to-point deploy-
ment conditions. The link connects two university
campuses in Geneva, with a total fiber length of
4.6km and an overall loss of -9.4dB (Figure 3.18).
The fiber is a standard SMF and is part of a larger
network that includes other users and connects other
institutions. The results of the key exchange can be seen in Table 3.4. We started
by again testing the system with the Stirling-cooled Princeton NFADs, cooled to
-50◦C. We were able to achieve an SKR of 6.7kbps with a QBERZ of 3.3%. The
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system was stable over several hours (>282h) of operation as shown in Fig. 3.19,
demonstrating its viability for real-world applications.

To further understand how the system performs given certain detector specifi-
cations, we opted to swap the detector in the X basis back to the Princeton NFAD,
while keeping the Wooriro NFAD in the Z basis. This allowed us to take advantage
of the lower jitter and noise performance of the Princeton detector, which would
help reduce the QBERX and thus let us perform a key exchange with the Wooriro
detector in the Z basis cooled to -30◦C and with a dead time of 25µs (results in
Table 3.4). This configuration was not ideal, but was the best compromise in lieu
of the common dead time design of the control board for the Wooriro NFADs. This
feature unfortunately prevented us from compensating for unavoidable differences in
the properties of the two Wooriro detectors, which theoretically would have allowed
us to further optimize the system performance using both Wooriro detectors.

In particular, the Wooriro NFADs’s main bottleneck was the incredibly high
jitter, which forced us to work at 20% PDE, resulting in a high DCR and APP.
Consequently, we could either choose a dead time of 100µs, already in the detector’s
saturation regime, or increase the temperature of the detector to reduce the APP,
which in turn increased the DCR. The benefit of working at a lower temperature
was outweighed by the 50µs dead time we could implement at -30◦C, which allowed
us to work at much higher maximum count rates, leading to an increase in SKR
when compared to the value obtained with the same detectors at -50◦C.
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Figure 3.19: Stability of the SKR and QBERZ over time during the point-to-point
key exchange over the deployed fiber link. The system was stable over 78 hours of
operation, demonstrating its viability for real-world applications.

Through this sequence of experiments, progressing from controlled laboratory
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Quantum Channel Detectors Distillation Performance

L
(km)

Att
(dB)

ηdata
(%)

τdata
(µs)

ηmon

(%)
τmon

(µs)
Tdata

(◦ C) p
(B)
X n

tccp
(s)

qz
(%)

ϕz

(%)
SKR

(kbps)

4.6 9.4 21 6 20 6 -50 0.5 8×106 7.2×103 3.3 2.0 6.7

4.6 9.4 20† 100† 21† 100† -30 0.5 8×106 2.1×104 4.8 2.6 1.9

4.6 9.4 20† 25† 20 6 -30 0.5 8×106 8.7 ×104 6.5 2 4.2

Table 3.4: Parameters and results of key exchange of the deployed system. Alice
was located at a remote point (2) and Bob at point (1). † represents the Wooriro
NFADs specifications. If not specified, the Princeton NFADs were used.

conditions to field trials, we systematically linked fundamental noise limits, channel
impairments, and detector properties to their real-world effects on quantum key
exchange. This comprehensive approach not only validated the integrated QKD
system’s performance but also highlighted critical areas for future enhancement,
particularly in detector technology and system integration.

3.5 Discussion on System Performance and Outlook

In this chapter, we have presented the design, fabrication, and testing of an inte-
grated QKD system based on the time-encoded BB84 protocol with one decoy state.
The system features transmitter and receiver PICs made from silicon on oxide and
silica respectively. All optical components, except for the gain-switched laser and
detectors, were integrated on-chip. Custom electronics were developed to support
the operation of the system and compact it into standard 19in racks. The system’s
components were fully characterized and optimized prior to assembly. The system
was first tested in the lab using an external VOA and spooled fiber to emulate dif-
ferent quantum channel losses and distances. Finally, the system was deployed over
a 4.6km installed fiber link in the metropolitan Geneva area.

The experimental results demonstrate the system’s capability to achieve secure
key distribution over metropolitan distances. The results clearly demonstrated that,
given sufficiently high-performance detectors, the system is fully capable of deploy-
ment in metropolitan optical networks. However, as highlighted in the introductory
chapter of this work, detector performance remains the central bottleneck for practi-
cal QKD implementations [127,166]. The quality of the detectors directly limits the
achievable QBER, SKR, and consequently the feasibility of real-world deployment.

The success of our system was ultimately limited by the performance of the
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available detectors. Despite extensive optimization efforts, including adjustments of
the operating temperature, discrimination threshold, dead time, and bias voltage,
the inherent device limitations could not be overcome. This reinforces an overarching
theme in the literature: the intrinsic performance of single-photon detectors cannot
be compensated for by system-level optimizations alone. Continuous advancements
in detector technology, particularly in reducing dark counts, afterpulsing, and timing
jitter, are critical to unlocking the full potential of quantum communication systems.

Recent advances in integrated QKD have highlighted the broader landscape in
which our work is situated. Compact and stable photonic transceivers have been
demonstrated, with transmitter and receiver functionalities integrated on hybrid
platforms, achieving millimeter-scale footprints while maintaining robust perfor-
mance [167, 168]. A major breakthrough in practical deployment has also been
achieved in multiplexing QKD with classical data traffic. This enabled the simulta-
neous classical transmission of data signals at 33.4Tbps over 80km utilizing a single
optical fiber [169]. On the free-space QKD front, the satellite QKD domain is also
experiencing rapid advancements. In [170], the authors investigate the feasibility of
satellite-based quantum key exchange using low-cost compact nano-satellites. This
miniaturization trend, combined with decreasing launch costs, is making space-based
QKD more accessible. European efforts are also advancing, with ESA planning to
launch the satellite Eagle-1 with an experimental space-based QKD system, in late
2025 or 2026 [171].

Despite these advancements, several challenges remain for the widespread adop-
tion of QKD. Many QKD deployments rely on trusted nodes for extending distance,
which introduces the need to trust these intermediate points. Furthermore, channel
authentication often uses classical cryptography, inheriting its vulnerabilities. Scal-
ing to many users remains difficult and expensive, as each pair may need dedicated
quantum channels or trusted nodes. Integration into existing networks with classi-
cal traffic is often non-trivial, as co-existence of classical and quantum channels can
impose constraints

Another challenge that must be addressed is the appropriate management of
the secret keys once generated. While QKD solves the fundamental problem of key
distribution, it still leaves the challenge of key management to the classical domain.
The information-theoretic guarantee provided by the quantum channel is effectively
broken if the resulting keys are subsequently stored in insecure environments, where
they are exposed to standard side-channel vulnerabilities. A truly secure quantum
cryptosystem must encompass the entire lifecycle of the key. This raises further
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questions about how to securely manage, refresh, and eventually delete old keys.
As we saw in the previous sections, virtually all QKD protocols depend on

some form of trusted random number generator. Fundamentally, the security of
QKD protocols are directly affected by the quality of the random numbers when
generating secret keys. Hence, we now turn our attention to QRNGs, which form a
crucial building block for practical implementations of QKD.



Chapter 4

Integrated Quantum Random
Number Generator

4.1 Introduction to Quantum Random Number Gen-

erators

Randomness is a fundamental resource in modern science and technology. As we
have seen in the previous chapter, randomness underpins secure communications,
cryptographic protocols, simulations, randomized algorithms, and even foundational
tests of physical theories. However, the generation of true randomness is not triv-
ial. Classical PRNGs rely on deterministic algorithms starting with a finite seed to
produce long sequences of numbers that resemble randomness. While these are com-
putationally efficient, they are in fact predictable once the seed is known. Commonly
also referred to as True Random Number Generator (TRNG), Hardware Random
Number Generators (HRNGs) are based on measuring the entropy from unpre-
dictable physical phenomena, such as thermal noise, chaotic systems, or metastable
circuits. The unpredictability of these systems is rooted in their complexity and
sensitivity to initial conditions, or in other words our ignorance of the system envi-
ronment, but they remain vulnerable to classical modeling, environmental influences,
and potential side-channel attacks.

As a result, the need for an intrinsically random process is greatly desirable,
which has in turn generated great interest in QRNGs as quantum mechanics pro-
vides a radically different solution to this problem. According to the postulates
of quantum mechanics, measurement outcomes are intrinsically probabilistic and
cannot be predetermined, even with complete knowledge of the system [172]. This

93
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indeterminacy allows us to construct devices that harness quantum processes to pro-
duce fundamentally unpredictable sequences. In contrast to classical approaches, the
randomness certified by quantum theory is not a consequence of ignorance about
hidden variables but it rather arises from the physical laws governing the system
itself [173].

Many QRNG architectures have been developed over the years, differing both in
their physical principles, and trust assumptions. The simplest and first implementa-
tions of QRNGs were, for example, sending individual photons through a beam split-
ter and recording the output port [174,175]. More advanced QRNG designs exploit
Continuous Variable (CV) quantum states, such as vacuum fluctuations, or phase
noise in coherent laser sources measured by balanced homodyne detection [176–178].
These CV architectures overcome the practical constraints of single-photon meth-
ods, offering significant advantages in speed and integration. By utilizing coherent
detection with high-bandwidth detectors, CV systems achieve substantially higher
generation rates (often Gbps) compared to the rate-limited single-photon detectors.
Furthermore, the use of standard photonic components makes them highly suitable
for miniaturization and on-chip integration. Homodyne-based vacuum-fluctuation
QRNGs have reached tens to hundreds of Gbps and can be built using off-the-shelf
telecom components, or using integrated photonic circuits, making them particularly
well-suited for large-scale deployment [179–182]. An ongoing issue with the design
of QRNGs is the level of trust that must be placed in these devices. In a fully Device
Dependent (DD) QRNG, the security relies on an accurate and absolute characteri-
zation of the system as deviations from the model can compromise the randomness
of the output, and even be exploited to be controlled. As such, DI QRNGs have
been proposed, employing Bell inequality violations to certify randomness without
requiring any trust in the internal functioning of the devices. While they are theoret-
ically robust, DI approaches impose stringent experimental demands. Loophole-free
Bell tests require high detection efficiencies and reliable entangled sources [183,184].
DI approaches also suffer from very low generation rates, typically on the order of
a few bits per second [185–187].

A promising middle ground may thus be found with SDI approaches bridging
the gap between the two extremes. By introducing relaxed assumptions—such as
bounds on the Hilbert space dimension or constraints on the energy of the prepared
states—SDI frameworks allow for partial certification of randomness while retaining
a high level of practicality [188–191]. In our context, we sought to keep pushing SDI
protocols toward practical deployment by developing a compact, integrated QRNG
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architecture that simultaneously ensures high performance and strong security guar-
antees. Unlike earlier laboratory demonstrations, such as the proof-of-principle ex-
periment by Rusca et al. [135] that provided important theoretical validation but
lacked the compactness and robustness needed for field applications, the aim of this
work was to realize a system that is not only theoretically secure but also portable
and scalable. This required re-thinking the physical implementation at both the
photonic and electronic levels to minimize system size.

The specific objectives of this work can therefore be summarized as the following:

• Design and implement an integrated SDI QRNG that leverages photonic in-
tegration to place sources, modulators, detectors, and passive optical compo-
nents on a single optical chip.

• Incorporate SDI self-testing protocol demonstrated in Rusca et al. [135] capa-
ble of certifying in real time the randomness output under minimal assump-
tions, without relying on full device characterization.

• Develop a compact and low-power detection electronics tailored to the inte-
grated platform, enabling robust real-time acquisition of quantum randomness.

• Evaluate the system performance in terms of entropy, bit generation rate,
stability, and compliance with standard randomness test suites, while bench-
marking against state-of-the-art QRNG implementations.

By pursuing these objectives, this work aimed to demonstrate that SDI QRNGs
are not limited to conceptual or proof-of-principle studies but can be realized as
compact, integrated devices with potential for widespread practical deployment in
cryptography, secure communications, and emerging quantum technologies.

This chapter explores the principles and practical realization of integrated QRNGs,
with particular emphasis on SDI approaches. The following sections will introduce
the framework of SDI QRNGs, including self-testing techniques that allow partial
certification of randomness under minimal assumptions. We then present the experi-
mental attempt at developing such a QRNG based on integrated photonics, detailing
the design of the detection electronics, characterization of key photonic components,
and the overall system performance.
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4.2 Semi-Device Independent Quantum Random Num-

ber Generators

As mentioned, to address the difficulty of DI implementations, SDI protocols have
been proposed. These, inspired by the P&M implementation of QKD (explained
in the previous chapter), allow communication between the quantum devices but
require some level of characterization/assumption on the states preparation stage
[188–190] or measurement device [191]. The principle behind an SDI approach was
to allow for a relatively simple implementation with limited characterization. How-
ever, semi-DI devices cannot be fully treated in a black box manner and must satisfy
a number of conditions, such as a bound on the dimensionality of the relevant Hilbert
space. This is enough to certify non-classical correlations in a P&M scenario with-
out requiring entanglement, allowing the implementation to be far simpler [192,193].
However, this poses some implementation challenges since photons, the most com-
mon carriers of quantum information, may have quantum states spanning infinite
Hilbert space dimensions and therefore, one cannot assume that information is en-
coded solely in a few degrees of freedom without a thorough characterization of the
devices used. An important work on SDI-QRNG was published in 2017 by Himbeeck
et al. [194], where they proposed the use of a well characterizable observable, for
example the energy of the state, to constrain the exchanged message and certify its
quantum nature. In the following work [195] they present the analysis of a QRNG
protocol based on the semi-device-independent scheme introduced in [194]. It is
worth discussing these two works since they provide a basis for the security frame-
work for the QRNG work studied in this thesis. This will be done in the following
sections.

4.2.1 Self-Testing Semi-Device Independent QRNG

x
{0,1} {0,1}

ρx bP M

Figure 4.1: Schematic representation of a Self-Testing Semi-Device Independent
QRNG.

The protocol used in this work was based on the work of Rusca et al. [29]. Depicted
in 4.1, we have the standard P&M protocol. A Preparation stage and a Measure-
ment device are connected via a quantum channel, and the partially characterized
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Preparation stage receives a binary input x ∈ {0, 1} that will yield a quantum state
ρx. This state is sent to and measured at the uncharacterized Measurement device
M, outputting a binary output b ∈ {0, 1}.

To an external observer, with access only to the input and output statistics of
the system, the behaviour of the devices can be characterized by

P (b|x) = tr [Mbρx] (4.1)

which can be further generalized by first assuming a hidden random classical param-
eter/variable (λ) shared between the two devices that generates correlations between
the behaviour of the two devices. The probabilities will then, in a trusted scenario,
take the form:

P (b|x) =
∑
λ

pλtr
[
Mλ

b ρ
λ
x

]
(4.2)

As proposed in the work [194], ρx is constrained by means of an observable H
that represents a physical property of the system we can either control, monitor, or
trust. A constraint on H translates to a constraint on its mean value Hx = tr[Hρx].
However many observables, like H, may be used to describe the constraints on the
system, but they all should be well-defined. In [194], H was proposed to be the
photon number operator. In this case, the average photon number would then be
the physical property to be monitored and characterized:

Hx = tr[Hρx] =
∑
λ

pλtr[Hρλx] ≤ ωx, ∀x (4.3)

where ωx is the threshold value for the mean photon number of the state ρx. This
constraint is reasonable in an optical implementation, as it can be monitored by
measuring the optical power at the output of the source. Based on this bound, the
authors identified analogues of Bell inequalities, which can be used to discriminate
between genuine quantum devices and fully classical/deterministic ones. This can be
applied to the specific scenario we worked with. For only one possible measurement
M , and the states ρx, x ∈ {0, 1} being non-orthogonal (otherwise they would be
deterministically distinguishable, rendering this problem trivial) the input/output
relations can be described by the 4 probabilities:

P (b|x) = tr[Mbρx] where x ∈ {1, 2} and b ∈ {±1} (4.4)

Conveniently, these probabilities can be expressed in terms of the correlators
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Ex = P (+1|x)−P (−1|x) (x = 1, 2) where Ex = P (+1|x)−P (−1|x) is the expecta-
tion value of the observable M = M+1 −M−1, with −1 ≤ M ≤ 1. The correlations
Ex characterize the bias of the output b for each input x, and represent how the
output of M is correlated to the input of S [194]. If E1 = 1 and E2 = −1, then
the output b is perfectly correlated with the input x, and the system is determin-
istic. We can then calculate a set of classical correlations Cω∞,ω∈ under the max
average assumption (Equation: 4.3). If the measured correlation E lies outside this
set, then the system is said to exhibit correlations that cannot be modeled by any
classical hidden variable theory, thus certifying its quantum nature. In our case, the
boundary of this set is defined by:

|E1 − E2| ≤ 2(ω1 + ω2) (4.5)

Now, to quantify the entropy produced by the input and output statistics of the
system, in [195] was developed a semi-definite program (SDP) that returns a lower
bound on the conditional Shannon Entropy H(B|X,Λ). This bound can then be
used as a self-test to certify the randomness of the system. Specifically, this self-
test is done by fixing the entropy threshold hth before the experiment starts that is
adjusted according to the characterization of the devices in use. After running the
experiment several times, we check that the calculated witness is greater than hth.
If that is the case, then the runs passed the test and genuine quantum randomness
can be ensured, with the amount of randomness that can be extracted from the
output b being:

H(B|X,Λ) ≥ 1

n
n

(
h− c

√
log(ϵ/2)

n
− d

log(ϵ/2)

n

)
(4.6)

where n is the number of runs of the experiment, c and d are constants that depend
on the specific protocol, and ϵ is the security (confidence) parameter. h refers to a
“nominal” entropy rate (in bits) one would get under ideal/asymptotic conditions
given the observed correlations.

In summary, the framework established in [195] provides a robust method for
certifying the randomness of quantum devices through a combination of Bell inequal-
ity violations and entropy bounds. By leveraging these techniques, we can ensure
that the outputs of our quantum random number generator are genuinely random
and not subject to classical deterministic influences.
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4.3 Experimental SDI-QRNG Prototype

4.3.1 Homodyne Detection

In our implementation, we utilized a balanced homodyne detection (BHD) scheme
to measure the quadrature of incoming quantum states, following the approach
demonstrated by Rusca et al. [29], a Binary Phase Shift Keying (BPSK) scheme
was used, where the source prepared two coherent states with a π phase difference
and the same average photon number. Although BHD does not achieve the theoret-
ical optimum of minimum-error discrimination measurements, it offers a practical
compromise between implementation complexity and measurement effectiveness.

Homodyne detection is a method of extracting the information encoded in one
of the phase quadratures of the incoming signal by mixing the signal with a reference
signal of the same frequency. The term Homodyne refers to this single-frequency
approach, while heterodyne measurements employ a reference signal with a different
frequency than that of the encoded signal [196]. In both cases and in our context,
the incoming quantum state (signal) is interfered with a local oscillator (LO) acting
as a reference at a 50:50 BS. The photodiode at the output of the beam-splitter
produces a current (Iout) which reflects the quadrature fluctuations of the signal
state [197]. This relationship can be expressed mathematically as:

∆nb = ṅT2∆X2
q (4.7)

where ∆nb is the variance of the output current, ṅ is the mean photon rate in a mode
for a given integration time T and ∆Xq is the quadrature variance. The quantum
nature of the output current can be measured from the shot noise characteristic,
defined as how the noise variance scales proportionally with the square root of
the integration time (

√
T ). Equation 4.7 follows from the standard treatment of

balanced homodyne detection in the large local-oscillator limit, where the difference
photocurrent variance is proportional to the quadrature variance [196].

A further enhancement in sensitivity comes from employing a balanced detection
scheme for homodyne measurements. Similar to homodyne detection, the signal and
Local Oscillator (LO) are combined at a 50:50 BS, but now the two output ports
are directed to two separate photodiodes. The electrical signal generated by both
detectors are then subtracted from each other with a subtraction circuit. This con-
figuration cancels out the common-mode noise, thus improving the SNR. This is
very effective in mitigating classical noise (laser power fluctuations and electronic
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noise) that can mask the quantum signal [198]. Balanced Homodyne Detection
(BHD) is widely used in a number of applications such as gravitational wave detec-
tion [199, 200], quantum communications [201–203], metrology [204, 205], bioimag-
ing [206,207] and quantum state tomography [208,209].

While BHD offers practical advantages through its relatively simple implemen-
tation - requiring only a BS, local oscillator, and two photodiodes - it does have
some limitations. Experimental analyses [210] have shown that homodyne detection
exhibits lower minimum entropy (Hmin) compared to alternative approaches like Un-
ambiguous State Discrimination (USD) and Unambiguous State Exclusion (USE)
when dealing with transmission loss between the source and measurement. This
does not represent a problem for QRNG applications since the channel is very short.
Due to it using CV quantum states, homodyne detection exploits the use of fast
detectors as well as off-the-shelf telecommunication components, making it a prac-
tical and cheap choice when compared to discrimination methods working with DV.
Using BHD also allows for higher random number generation rates - 113Mbps [189],
270Mbps- when compared to works that have used USD and USE - 16.5Mbps [211].

4.3.2 Design of a Transimpedance Amplifier for Balanced Ho-

modyne Detection

The output signal resulting from BHD is generally too weak to be directly pro-
cessed by an FPGA device. To overcome this, an amplification circuit must be used
to amplify the current of the signal. In our implementation, we opted for a Tran-
simpedance Amplifier (TIA) to convert the current signal into a voltage signal that
can be later discriminated by a leading edge discriminator. The correct design of
the TIA circuit is crucial for the BHD setup, as it will determine its overall perfor-
mance. The TIA should have a high bandwidth, low noise, and high gain to ensure
the signal is accurately captured and processed.

The TIA circuit represented in Figure4.2 was designed and developed in-house by
Claudio Barreiro and I performed the component optimizations. We chose OPA847
from texas instruments as the op-amp due to its combination of high-speed per-
formance and low-noise characteristics. Its high Gain Bandwidth Product (GBP),
coupled with minimal input voltage and current noise, provided optimal wideband
transimpedance amplification at low to moderate gain levels, while maintaining sig-
nal integrity through low distortion. The chosen TIA had an intrinsic bandwidth
of 3.9GHz, which should be sufficient for the high-speed detection required by our
self-testing SDI-QRNG with an input modulation of up to 1.25GHz.
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Figure 4.2: a) 4D view of the TIA circuit bonded to the two fast photodiodes. b)
Electrical schematic of the TIA circuit.

Three critical parameters determine the overall circuit’s performance: The diode
capacitance (CD), the desired TIA gain (RF), and the GBP. To optimize the fre-
quency response, a feedback capacitor (CF) can be precisely calculated once these
three parameters are established. One must however take into account the combined
effect of the diode capacitance and parasitic capacitances. For an optimized CF, the
cutoff frequency of the of the TIA circuit is given by [212]:

f−3dB =

√
GBP

2πRFCD

(Hz) (4.8)

From this equation, we can see the direct effect of the the input source capaci-
tance in the TIA’s bandwidth. Indeed, there are many parasitic contributors to this
value seen by the TIA circuit apart from the photodiodes themselves. Such parasitic
capacitances are a common issue in high-speed circuits, and they can significantly
reduce the bandwidth of an amplifier. Parasitic capacitances inevitably occur in
transmission lines - whether between different lines themselves, between lines and
ground, or between lines and other components. Given these effects, precise cir-
cuit design becomes critical to optimize the bandwidth. In our design, to minimize
parasitic effects:

• We designed a 4-layer PCB with a characteristic impedance of 50Ω, ensuring
proper impedance matching between the photodiode and TIA.

• A dedicated ground plane was incorporated to minimize stray capacitances to
ground.

• The TIA was placed as close as possible to the photodiode and was directly
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bonded to them.

4.3.2.1 Amplifier Gain Linearity

As our goal was to measure the quadrature of the signal by discriminating between
the different voltage levels at the output of the TIA circuit, we must ensure the
linearity of the amplifier gain. To check for this, we measured the output voltage
as a function of incoming optical power for each fast Photodiode (PD) at a time.
Since we are working with an integrated circuit, and the BS splitting ratio to the
photodiodes cannot be tuned, we will always have both PDs illuminated. To account
for this, when designing the PIC mezzanine we included two neighboring pads at the
detector’s output (see Figure 4.2a) that can be soldered together or unsoldered, in
order to have full control over what detector we are collecting the data from. While
blocking one of the PDs, we measured with an oscilloscope the output voltage of
the TIA circuit across a range of 30µW. The same was done with the other PD
blocked. These measurements were repeated for different values of detector bias,
and the results can be seen in Figure 4.3.
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Figure 4.3: a) Output voltage versus incident optical power for the fast photode-
tectors under different bias voltages. The data demonstrates predominantly linear
behavior, with fitted regression lines highlighting the gain associated with each bias
condition. Positive slopes correspond to Detector 1, while negative slopes corre-
spond to Detector 2, consistent with the polarity of the applied bias b) Module of
the gain as a function of the module of applied bias voltage for the photodetectors.

The data suggests that both photodiodes exhibit an approximately linear re-
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sponse with respect to the incident optical power, although the degree of linearity
varies between bias conditions. For Detector 1, the extracted gain lies between
0.029 − 0.057mV/µW, with the majority of traces showing a mean deviation from
linearity of about 2 to 19%. Detector 2 shows a similar behaviour with the gain
ranging from −0.042 to −0.077mV/µW, with a mean deviations of 4 to 12%. Over-
all, the results suggest the TIA stage itself was behaving as designed, as the observed
deviations from ideal linearity arose primarily from the photodiodes at certain bias
points, rather than from limitations in the TIA.

Another important result to highlight is the decrease of gain with increasing bias
voltage for both detectors, indicating an intrinsic issue with these devices. In APDs,
the gain is expected to increase with bias voltage due to the enhanced electric field in
the depletion region that facilitates impact ionization [213]. The observed decrease
in gain with an increase in bias voltage, suggests potential surface leakage or other
forms of degradation at the juntion. The increased absolute bias can cause surface
defects to disrupt the normal gain mechanism that could result from manufacturing
imperfections [214–216]. High load resistances in series with the PDs can also cause
the effective gain to decrease with the increase in bias voltage, as the voltage drop
across the internal resistor might limit the multiplication process [217]. The first
mechanism seemed more likely given the low load series resistors used (as shown in
Figure. 4.2b) were 50Ω and 0Ω, and electrical bondings tend to have resistances in
the mΩ range (≈ 0.045Ω) per millimetre for a 25µm wire [218].

4.3.2.2 Detection Frequency Bandwidth
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Figure 4.4: Bandwidth measurement of detection circuit with 40mW external laser
power.
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We then analyzed the noise characteristics in the frequency domain, compar-
ing frequency-domain data of the spectrum analyzer’s intrinsic noise, the BHD’s
electronic noise, and the BHD’s output noise spectrum under varying LO power
conditions, as shown in Figure 4.4. This measurement was done using a spectrum
analyzer with 6GHz bandwidth (Rohde & Schwarz FSC Spectrum analyzer).

From the figure we can see a cutoff at low frequencies as the frequency ap-
proaches zero. This is often referred to as the "DC bin" and is a common artifact in
Fast Fourier Transform (FFT) spectrum analyzers due to residual DC from the ana-
lyzer’s own input amplifiers [219]. At low frequencies, near 0Hz and up to 200MHz,
spectrum analyzers often exhibit artifacts due to LO signal leakage. When convert-
ing input signals to intermediate frequencies, some LO signal can inadvertently leak
into the input, generating these large unwanted signals characteristic of spectrum
analyzer measurements. For frequencies above 2.2GHz, we see an increase in signal
power. This is also an artifact due to signal integrity issues in the measurement
setup. When approaching high frequencies, impedance mismatches in connectors
and even PCB traces become more apparent, and spectrum analyzers themselves
can introduce artifacts due to more LO leakage, mixer nonlinearities, and digitiza-
tion effects.

Using the data, we can consider our system’s upper cut-off frequency to be
approximately 3.5GHz. These results demonstrate that we can achieve a high band-
width with our BHD setup, which is essential for the high-speed operation required
by our protocol with a state modulation of up to 1.25GHz.

4.3.2.3 Common Mode Rejection Ratio

To characterize the effectiveness of the subtraction circuit during the BHD, we inves-
tigated the Common Mode Rejection Ratio (CMRR) which is calculated by deter-
mining the power difference between the differential mode signal and common mode
signal in the frequency domain. The CMRR is a crucial parameter for the BHD,
as it directly affects the quality of the output signal and the overall performance of
the QRNG system. A higher CMRR indicates better noise rejection and improved
signal quality, which is essential for achieving high random number generation rates.
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Figure 4.5: Common-mode rejection ratio measurement showing the comparison
between common mode (full) and differential mode responses (dashed).

As demonstrated in Fig.4.5, the CMRR was obtained by measuring the output
signal of the BHD illuminated with an external laser pulsed at 50MHz in two sce-
narios: (dashed lines) only one PD was illuminated at a time while the signal of
the other is blocked, and (full line) both PDs were illuminated. The external laser
was coupled into the chip via a lensed fiber and since the CMRR has no relation
to the input optical power [220], an arbitrary input power of 25mW was chosen.
To eliminate the common mode signal as effectively as possible, the gain of both
detectors must be finely adjusted to achieve a smaller residual signal. The CMRR
can be calculated based on the maximum difference of the fundamental harmonic
spectral power. In our system, the CMRR reached 46.2dB.

4.3.2.4 Quantum to Classical Noise Ratio

Lastly, to quantify the noise output by our BHD, we must measure Root Mean
Square (RMS) of the signal as our output is AC-coupled. We considered the total
noise to be a combination of electronic noise and quantum noise. The electronic
noise includes background noise of the measuring oscilloscope, the BHD, and the
power supply. We then calculated the quantum noise by subtracting the electronic
noise from the total noise. The Quantum to Classical Noise Ratio (QCNR) was then
calculated as the ratio of the quantum noise to the electronic noise. We measured the
RMS for different powers of the LO with a 6GHz oscilloscope (MSO64B - Tektronix).
The time scale was set to 10µs and the sampling rate to 20GHz. The trigger was
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set to falling edge and the trigger level to 50%. In the oscilloscope’s trigger settings
we added Low Frequency (LF) noise reject to remove the 1Hz noise sine wave being
picked up in the ground signal. For each LO power, we measured the RMS 10 times
and considered the average result. As seen in 4.6, the clearance is maximum at
around 19dBm. The measurement also shows a good linearity of the BHD until LO
optical powers of 260µW where it appears to saturate. Such high clearance is a good
indicator of the quality of the BHD and from this, high randomness generation rates
can be expected.

Figure 4.6: Noise variance as a function of LO power. The total noise increases with
optical power and eventually saturates, while the electronic noise remains constant
and independent of LO power. The quantum noise scales linearly with optical power
and dominates at the electronic noise higher powers. The maximum measured SNR
is 19.35dB.

4.3.3 Overview of the QRNG System

The experimental setup used for the Integrated SDI-QRNG was adapted form the
work of Rusca et al. [29] and is shown in FIG4.7. A Binary Phase Shift Keying
(BPSK) scheme was used, where the source prepares two coherent states with a π
phase difference and the same average photon number. A homodyne measurement
is then used to project the quadrature of the incoming states and discriminate the
two.



Chapter 4. Integrated Quantum Random Number Generator 107

Figure 4.7: Experimental setup of implementation of the self-testing SDI protocol.
CW - Continuous Wave; SOA - Semiconductor Optical Amplifier; EOPS - Electro
Optical Phase Shifter; BS - Beam Splitter; VOA - Variable Optical Attenuator; PD
- Photodiode; TOPS - Thermo-Optic Phase Shifter; Discr. - Discriminator.

The optical setup was completely integrated on-chip. The chip housed a continuous-
wave laser at 1550nm, amplified by a Semiconductor Optical Amplifier (SOA). The
laser light was coupled into a balanced MZI with a 50:50 beam splitter at the input.
As shown in Fig.4.7, the lower arm of the MZI corresponds to the LO and the top
arm (the signal) corresponds to the Preparation stage of our experiment. In the
signal arm, one of two quantum states |α⟩ or |−α⟩ was prepared based on the input
given by the FPGA. These states were then attenuated to the desired mean photon
level via a VOA. We note that this attenuation was the only part of the setup that
required comprehensive characterization and monitoring, thus the SDI designation.
The light coming from both arms was then recombined at the output of the MZI and
coupled into two fast integrated PDs. Outside the chip, the detectors were bonded
in a differential configuration, and the output signal was discriminated between pos-
itive and negative values with a raising edge discriminator. This corresponded to the
discrimination of the respective quadrature values, generating the binary b output.

The output b and input x information were processed by the FPGA and for-
warded to a PC that, in real-time, evaluated the conditional probabilities P (b|x)
and calculated the extraction rate certified by the semi-device independent pro-
tocol. The monitoing in real-time of these probabilities was crucial to ensure the
security and self-testing probabilities of the system. If the probabilities deviate from
the expected values, it could indicate a malfunction or tampering with the device,
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which could compromise the randomness of the output. In the previous fiber-based
prototype by Rusca et al. [29], a digital optimization setup was used to stabilize the
phase of the interferometer. However, due to the integrated nature of our set-up,
this phase stabilization can be automatically achieved through the design of the
photonic integrated circuit.

4.3.4 Interfacing Electronics
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Figure 4.8: Block diagram illustrating the electrical architecture of the QRNG
control system. The system integrates the microcontroller units (PIC Mezzanine,
Teensy), analog-to-digital and digital-to-analog converters, temperature regulation
components, photodiode detection circuitry, and signal processing elements. This
custom electrical setup enables the full control of the self-testing SDI-QRNG.

As with the integrated QKD system, we developed a custom electronic control
system around the QRNG PIC using three PCBs designed for both modularity and
flexibility: The PIC mezzanine, PD ReadOut mezzanine, and host PCB, connected
via high-speed FX23-60S-0.5SV floating connectors. The full electronic circuit is
shown in Figure 4.8. The PIC mezzanine contained the PIC and TIA circuit, the
PD ReadOut mezzanine contained the Op-Amps and Analog-to-Digital Converters
(ADCs) connected to the slow PDs, and the host PCB contained the microcontroller,
TEC driver modules, power supplies, and other components for signal processing.
The host PCB also provided the power supply and data communication interfaces
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for the entire system. The three-board architecture allowed easy PIC swapping and
independent adjustment of the photodiode’s (PD) amplifier gain without full system
disassembly. Specifically, we separated out the ADC and OP-AMP components onto
a dedicated board to minimize the risk of chip damage during gain tuning.

The whole system operated from a single 12V power supply. After the usual high
frequency-noise filtering, the input voltage was converted through multiple DC/DC
converters to generate the various voltage levels required by system components,
like the microcontroller (Teensy 4.1), PIC, amplifiers, temperature controllers etc.

The PIC mezzanine received the set-point information for its optical compo-
nents: Vbias for the BHD, and supply current for phase-shifter, laser and SOA.
Conversely, it sent the PD’s current measurements back through the host PCB to
the PD ReadOut mezzanine where they are converted to digital signals using 16-bit
ADCs. The digital signals were then processed by the microcontroller for monitor-
ing.

The aforementioned microcontroller managed multiple system functions: setting
phase-shifter currents (0−18mA), interfacing with the TEC driver (MTD415L), and
transmitting the user-defined delay signals to the FPGA. All communications with
the microcontroller were done via 16-bit SPI connections.

A comparator, delay chip and flip-flop, were combined to create a leading edge
discriminator. The comparator compared the input signal to a user-defined threshold
voltage set dependent the TIA circuit. The delay chip determined the precise timing
for signal sampling. The flip-flop then sampled the signal at the specified time,
generating a differential signal that is read by the FPGA.

From Figure 4.8, we see the FPGA is responsible for generating the random bit
sequence x that is sent to the PIC and the CLK signal used for discrimination. It
also collects the processed B signal from the PIC. Both x and B are then sent to
the PC for further analysis. The differential signal x from the FPGA was converted
to a single-ended signal on the host PCB to mitigate potential signal integrity issues
at high speeds. The processed signal was then connected via a SMA cable to the
PIC mezzanine where the PIC is bonded.

4.3.5 Photonic Integrated Circuit Design and Characteriza-

tion

In order to achieve such extensive integration of the optical components, a number
of key design choices were made. For the PIC material selection, InP was chosen
due to its direct bandgap property, which allows for efficient light emission and
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absorption at the relevant wavelengths that enables on-chip light sources, optical
amplifiers, signal modulators and detectors in the C-band [221]. The bandgap of
InP can also be engineered to cover a wide range of wavelengths, where different
regions of the same chip can have different bandgaps optimized for specific func-
tions: 1100 nm bandgap for low-loss waveguides, 1550 nm bandgap for gain, 1650
nm bandgap for photodetectors [222]. InP also has a wider bandgap than other
common active materials like Gallium Arsenide (GaAs), which allows for operation
at higher frequencies [222]. The bandgap has direct effects in electron mobility and
electron saturation velocity, both increasing with an increase in bandgap. Wider
bandgap materials also allow for the devices to operate at higher voltages and elec-
tric fields, which can drive electrons to higher speeds. InP’s bandgap is considered
moderately wide (1.35ev), which gives it a good balance of high-speed performance,
efficient light emission/detection in the NIR, and relatively low operating voltages,
especially when compared with wide-bandgap materials [222]. The PIC was fabri-
cated using standard foundry recipes: Epitaxial growth steps; lithographic masks;
electron beam lithography for grating structures; selective area growth for different
functional regions; and passivation and metallization.
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Figure 4.9: Schematic of QRNG Photonic Integrated Circuit. SOA - Semiconductor
Optical Amplifier; EOPS - Electro-Optic Phase Shifter; HT - Heater; PD - Photo-
diode; HD - Homodyne Detection; VOA - Variable Optical Attenuator; sPD - Stray
Photodiode.

In the following sections, we will first examine the characteristics and perfor-
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mance of the integrated laser and the SOA, followed by the characterization of the
VOA and the Electro-Optic Phase Shifter (EOPS). Finally, we will discuss the effect
of stray light in the chip on system performance. All mentioned specifications were
provided by the chip manufacturer (Fraunhofer HHI).

4.3.5.1 Laser and Semiconductor Optical Amplifier

We used a Distributed Feedback (DFB) laser based on a Multiple Quantum Well
(MQW) 2.5µm wide ridge-waveguide structure. The MQWs generate photons through
the recombination of electrons and holes confined in the quantum wells. The DFB
grating, etched onto and on top of the MQWs, is the periodic structure responsible
for providing optical feedback to the laser, ensuring that the laser operates at a single
wavelength. This wavelengths can be tuned by a 45Ω heater placed in the DFB, with
supported wavelengths: 1525nm, 1536nm, 1548nm, 1558nm, 1568nm, 1578nm; with
an accuracy of 5nm and side-mode suppression greater than 50dB and a linewidth
smaller than 5MHz for all possible wavelengths. The laser is designed to output
10mW at an operating current of 150mA.

Similarly to the laser, the SOA was based on a MQW ridge-waveguide structure.
The structure included a ridge-waveguide for lateral light confinement, MQWs in
the active region for optical gain, and electrical contacts for current injection. The
quantum wells enhance carrier-photon interactions and improve carrier confinement.
Upon forward-biasing, injected carriers populate the quantum wells, and incoming
photons stimulate coherent light emission, amplifying the input signal. MQW-based
SOA structures typically offer higher differential gain, lower threshold current, better
temperature stability, and wider gain bandwidth when compared to bulk semicon-
ductor optical amplifiers that use a thicker, homogeneous active region rather than
discrete quantum wells [223, 224]. This device operated in a 1350 − 1625nm range,
achieving a nominal gain of 25dB/mm for wavelengths ranging from 1540nm to
1575nm, biased between 0.15 − 0.35mA, and saturating at around 13dBm. When
unbiased, it had a propagation loss of −30dB/mm.

With reference to Fig. 4.10, to characterize the laser and SOA, in PD1, we
measured the output power of the source as a function of the current applied to
the laser, for different current values applied to the SOA. Given the first BS has
a splitting ratio of 50:50, the power measured in PD1 would be 1/4 of the total
power. Details of the characterization of the photodiodes can be seen in A The
results are shown in Fig. 4.10. We can see, for sufficiently large ISOA, the lasing
threshold around IL=0.20mA. From then on, the power increases linearly with IL,
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Figure 4.10: Plot of the characterization measurement of the Laser and SOA.

until it plateaus at around 0.60mA and for IL>0.90mA, the power starts to decrease.
A similar pattern can be observed with the supply current to the SOA, though
without a plateau, for ISOA>11kAu, the power starts to decrease. The maximum
power achieved was 12.5µW for IL between 0.6mA and 0.9mA and ISOA = 11kAu.

We noticed that the measured values deviate significantly from the manufac-
turer’s, which can be attributed to several critical manufacturing challenges still
fairly common in InP-based devices. The behavior highlighted at operating points
beyond IL =90mA and ISOA=11kAu likely stems from imperfect material quality
and local thermal management issues [225]. In InP devices, crystal defects and im-
purities can lead to non-radiative recombination that directly impacts the device’s
output power. Furthermore, the complete signal suppression at higher currents may
suggest thermal effects that are typical in InP-based devices, where heat generation
can significantly affect performance if not properly managed. This thermal sensitiv-
ity, combined with issues in optical confinement - non-negligible in this chip and will
be addressed later in this chapter - and the interface quality between the laser and
SOA sections, could also explain the unexpected behavior at higher injection cur-
rents. The interaction between all these factors - material defects, thermal effects,
and imperfect isolation between the laser and SOA - creates a complex interplay that
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requires detailed investigation with the proper material characterization techniques
to understand the cause of the performance discrepancy.

Unfortunately, the power achieved using the integrated laser and the SOA were
not sufficiently high to observe any quantum noise effects at the BHD. Having ex-
perienced this in previous iterations of the chip, a second waveguide was designed
to bypass the laser and SOA sections, allowing for external light to be coupled di-
rectly into the input of the MZI, although no additional structures was added to
improve coupling efficiency. Using a edge-coupled external laser source with 40mW,
we were able to achieve up to 220µW of optical power at PD1, equating to a total
coupled power about 900µW, corresponding to a ∼ 2% coupling efficiency. While
this alternative is not ideal, it allowed us to proceed with the characterization of op-
tical components downstream. The results presented in the following sections were
obtained using this external laser source.

4.3.5.2 Variable Optical Attenuator

The VOA was composed of four cascaded MZIs. Each stage featured a photodi-
ode for monitoring the output power, while both arms of each MZI were equipped
with heaters (TOPSs) to adjust the phase of the transmitted light. These heaters
operated based on thermo-optic effects. The 2µm wide waveguide was covered by
a Silicon Nitride (SiN) isolation layer. Positioned above this isolation layer was a
thin metal with a resistance of 185Ω/mm, which functioned as the heater element.
Current passing through the metal generated heat through the Joule effect, which
was then conductively transfered to the waveguide.

The heaters were designed to provide a response of Iπ × L = 200mA ∗mm.
The primary thermo-optic effect at play was the temperature-dependent change in
refractive index. For InP, the thermo-optic coefficient ( δn

δT
) is approximately 2.01×

10−5K−1. Additionally, the thermal expansion of the InP material slightly increases
the physical path length of the waveguide. While smaller than the refractive index
effect, this thermal expansion also contributes to the overall phase change [226].

To characterize the attenuation profile of the VOA, we measured the output
power at each MZI stage (PDn) as a function of the current applied to the respec-
tive heaters (Hn). We chose to characterize each MZI stage individually to better
understand their individual performance characteristics and due to practical time
constraints. A measurement set for two heaters requires approximately 1 hour; char-
acterizing all heaters simultaneously would have required approximately 1.8 × 108

hours due to the exponential scaling of the measurement parameter space. A de-
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Figure 4.11: Simplified schematics of the components of the VOA.

tailed characterization and the resulting plots can be found in Appendix B. Table 4.1
presents the performance of each individual MZI stage. The measured power values
are normalized to the power in PD1 to account for fluctuations in the input coupled
light, ensuring consistent comparison across measurements. The first MZI stage
(PD2) demonstrated the highest attenuation, with the performance progressively
diminishing at subsequent stages. For each measurement beyond the first stage, the
transmission in all preceding MZI stages was maximized (attenuation minimized) to
isolate and characterize the performance of each individual stage. The attenuation
measurements had a 600nW noise floor that came from stray light, which will be
adressed later in this section.

PDn PD2 PD3 PD4 PD5
Attenuation (dB) 25.8 12.3 7.7 4.6
Max. Power (µW) 27.1 12.1 6.0 2.5
Min. Power (µW) 0.6 0.7 1.0 0.9

Table 4.1: Attenuation performance of each MZI stage in the variable optical atten-
uator

These results were somewhat unexpected, as we anticipated similar attenuation
values across all MZI stages given that they are identical in design. The observed
trend could suggest that the measured attenuation was limited by the optical power
one can couple into each stage, meaning we were out of the power range of the
photodiodes. However, if this were the case, we would expect to see a distortion of
the signal. As the measured power starts dropping, we would expect a deviation
from the sine function in the form of a truncation for negative values. Instead,
what was observed was merely an attenuation of the maximum power without any
distortion of the signal shape. This can indicate that the splitting ratios may not
be perfectly balanced at 50:50, and as we progress down the cascaded architecture,
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this imbalance becomes more apparent, affecting the overall visibility.
Another contributing factor that must be taken into acount, especially since we

are considering an integrated setup, is the crosstalk between the different heaters
in each MZI stage. The thermal crosstalk between adjacent heaters can lead to
unintended phase shifts in neighboring MZI stages, which can affect the visibility of
the interferometers. This phase shift would not be seen in the first stage, since its
heaters would just compensate for this. However, starting from the second stage,
the heater values of the previous stages would affect not only the incoming phase,
but also the power going into the current stage. This would be more apparent the
more stages we have.

4.3.5.3 On-Chip Stray Light

Another issue known from previous iterations of the chip was stray light in the PIC.
In our context, stray light refers to unwanted light that scattered from components
and discontinuities and/or leakage from waveguide modes. In our specific applica-
tion, this stray light can prove to be quite troublesome as different light powers
across the chip can create unbalances in the homodyne detection and mischaracteri-
zation of the VOA’s attenuation, as well as couple into monitoring detectors, leading
to incorrect signal power measurements during random number generation. All of
these effects can compromise the certification of randomness.

As this stray light effect was known before the development of the latest chip
version, several design choices were made to mitigate the issue. For example, absorp-
tive materials were placed in strategic locations to absorb any stray light that may
have escaped the waveguides, and "stray" photodiodes (not connected to waveg-
uides) were placed along the edges of the PIC for monitoring the stray light (see
Figure 4.9). Additionally, some of the PDs are shielded with the same absorptive
material used for preventing light leakages from the chip’s active components.

S1 S2 S3 S4 S5 S6 S7 S8
Power (µW) 5.1 6.9 6.2 5.5 5.3 6.4 7.8 8.2

Table 4.2: Power measured at stray photodiodes.

With the external laser input power set to 40mW, correponding roughly to 80µW
of coupled power, we measured the optical power in all stray photodiodes. From
the measurements we can see there is no difference whether the PD is shielded or
not, indicating either a wrong choice of material, improper shielding placement, or
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insufficient shielding. Another interesting observation was that the power detected
by the stray photodiodes was larger than the power measured at the photodiode
placed at the output of the VOA. This suggests that most of the stray light was
not being coupled back into the waveguide, but rather that a significant portion was
being lost to the substrate or scattered in other directions, which ended up being
beneficial for the QRNG process.

4.3.5.4 Electro Optical Phase Shifter

Finally, a particularly important component of the chip was the EOPS. This device
was responsible for rapidly switching phase difference (from 0 to π)between the two
states in the signal arm of the MZI. For our chip, we had a twin Electro-Optic Mod-
ulator (EOM) with a Traveling Wave Electrode (TWE) in a push-pull configuration.
This works by modulating the phase of light traveling through the waveguide using
an electrical signal that propagates along the electrode at the same speed as the
optical signal. The electric field changes the refractive index of the material and
this in turn alters the phase of the light traveling through the waveguide.

According to the manufacturer, the phase modulator provides a phase shift
Vπ × L = 8V ×mm. For us this corresponded to Vπ = 16V given the length of our
bias section is 500µm. During testing, it became clear that the coupled RF signal
was leaking into the ground plane of both the chip and the PCB. Several potential
causes were considered. These included poor chip design, incorrect bonding and
issues with the PCB. To troubleshoot, all bond wires were first removed from the
chip to isolate the possible sources of the leakage. Without the chip bonded, the
ground signal was clean, confirming that the PCB was not the source of the problem.
The next thing to look into was the IM bondings as they could be creating an antenna
effect and thus cause the leakage. During rebonding we shortened the bond length,
added an additional bonding to the ground to reduce coupling capacitance [227],
and increased physical separation between the signal and ground bondings. Despite
these measures, the issue persisted.

These results suggest that the leakage originated from the large gold pads on the
chip that connect the RF signal into the IM. If not carefully designed, such pads can
introduce a significant pad-to-substrate parasitic capacitance that are antenna-like,
coupling the signal into the ground plane [228].

Due to the semi-insulating nature of the InP substrate, the RF fields can leak
through the substrate. This is especially problematic without isolation trenches,
guard rings, or proton-implant isolation [229, 230]. Unfortunately, this meant that
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the chip design was found to be unsable in its current state: All previously mentioned
deviations from specifications could be worked around, but this issue was both
fundamental to the chip’s design and added severe noise to the ground reference
of the entire PIC, as well as PCB. Further review of the chip design and fabrication
recipe is necessary to address this issue.

4.4 Discussion and Outlook

In this section I will provide a critical reflection on the experimental work carried
out, with the aim of understanding why the setup did not achieve the intended
performance and what can be learned from the process. The discussion begins
with an analysis of the experimental shortcomings and system’s severe limitations,
followed by potential future improvements that could address these issues.

The system’s performance was hindered by several factors that prevented it
from even being usable. As mentioned before, these included fabrication issues that
resulted in lower-than-expected laser and SOA output power, which was insufficient
to observe quantum noise at the BHD. The EOPS exhibited significant RF signal
leakage into the ground plane, rendering the entire system unusable when an external
modulating signal was connected. Though less problematic, the stray light within
the substrate also degraded the system SNR.

At the debugging and engineering level, a number of challenges were also ob-
served. The chip design restricted access to many critical nodes, making the debug-
ging both time consuming and incomplete. The limited input access to the chip, and
no optical output access, meant that issues could not always be localized, forcing
the reliance on indirect indicators that were difficult to interpret.

The main limitation encountered however, was the lack of fabrication reliability.
The growth defects and yield problems meant that most devices did not function
within specification. The packaging also introduced complications, particularly with
external optical coupling, where the lack of waveguide structures for mode-matching
significantly increased mechanical sensitivity of the coupling alignment.

A key consideration when discussing future directions of this work is the choice
of integration platform. InP offers a direct bandgap, making it well-suited for ac-
tive photonic functions such as lasers, modulators, and photodetectors. Its high
electron mobility also enables high-speed operation. Hence why it was chosen in
the first place. However, InP fabrication is relatively costly, device yield can be in-
consistent, and large-scale integration remains challenging when compared to more
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mature platforms. By contrast, silicon photonics benefits from the vast infrastruc-
ture of CMOS fabrication, offering high yield, low cost, and excellent scalability.
Passive components such as waveguides, couplers, and filters are highly efficient.
Yet, because silicon is an indirect bandgap material, it cannot support efficient light
sources [231, 232]. The use of silicon would require hybrid integration with III-V
materials for lasers and homodyne detectors. This adds complexity but provides a
pontentially promising compromise.

Many improvements can be implemented in future designs to address the afore-
mentioned issues, namely:

• Providing more access points for both light and electrical signals to facilitate
easier debugging. This is especially crucial for optical signals, where direct
access, and bypassing of elements can help identify issues more quickly, even
if this comes at the expense of compactness.

• Exploring alternative waveguide designs to bypass problematic elements and
minimize stray light.

• Implementing significant shielding and grounding practices to reduce noise
interference.

• Ensuring proper electrical isolation near the IM to prevent RF leakage.

• Considering a hybrid integration approach to benefit from the maturity of
silicon technologies and the direct bandgap of III-V materials, potentially im-
proving performance.

Despite these challenges, we successfully integrated most of the crucial electronic
and optical components for a compact and scalable self-testing SDI-QRNG device.
However, it is clear that a more considered and cautious workflow must be adopted
with regards to PIC design and especially fabrication. Without this, even seemingly
well-designed, high-performance prototypes risk not being fully characterized due
to hidden or unobservable failure modes, rendering the devices unusable in any
application. With the right improvements in the PIC development, we hope that our
platform can more closely approach being ready to deploy in applications requiring
reliable and certifiable entropy generation.



Chapter 5

Conclusion and Outlook

In this thesis, we have addressed three interconnected pillars of quantum communica-
tion technologies: single-photon detection, QKD, and QRNG. Each of these elements
represents both a challenge and an opportunity in the path towards practical and
scalable secure communication systems. Correspondingly, the work presented here
contributes to bridging the gap between laboratory feasibility and field-deployable
solutions, through advances in single-photon detector design, integrated QKD sys-
tem development, and prototype integrated QRNG implementations.

Chapter 2 focused on the role of single-photon detectors in enabling high-speed
quantum communication. While SNSPDs define the current state-of-the-art in
single-photon detection performance, their cryogenic requirements limit widespread
deployment. In contrast, SPADs offer a practical path towards compact and cost-
effective systems. We investigated the performance of dual-anode SPADs, a novel
detector architecture designed to mitigate afterpulsing effects and improve timing
performance. Through detailed characterization, including dark count rates, photon
detection efficiency, afterpulsing probability, and jitter, I demonstrated their suit-
ability for high-speed quantum applications such as asynchronous heralded single-
photon sources. This work highlights both the promise and the challenges of SPADs
as room-temperature alternatives for single photon detection in the NIR.

Chapter 3 presented the development of an integrated QKD prototype system,
motivated by the need to move beyond proof-of-principle demonstrations, and to-
wards deployable platforms. Building on previous efforts of the group, we did a
redesign and miniaturization of system components, including compact custom elec-
tronics, an improved receiver chip with tunable basis selection, and the replacement
of external bulk filtering with on-transmitter-chip ring resonators, yielding signifi-
cant size reduction and improved performance. Furthermore, the susceptibility of
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time-bin encoded schemes to chromatic dispersion in fiber was addressed by adapt-
ing the system repetition rate, thereby eliminating the need for bulky dispersion-
compensating fibers. The prototypes fit within standard 19in 3U and 1U rack units,
marking a significant step towards compact and practical QKD systems. The field
deployment of this system demonstrated the feasibility of integrated solutions while
also revealing the limitations that must be addressed before large-scale adoption,
including further improvements in the detector technologies.

Chapter 4 turned to the critical requirement of true randomness for crypto-
graphic applications. We examined a SDI-QRNG scheme based on homodyne de-
tection and optimized the associated high-speed electronics, including a custom
transimpedance amplifier tailored for high-bandwidth balanced homodyne detection.
Although the development process terminated prematurely near the final character-
ization stages with the integrated EOM, a lot was learned about the practical chal-
lenges of developing integrated QRNG systems with detectors and lasers on-chip.
The work underscored the importance of careful design, fabrication, and characteri-
zation of both optical and electronic components to achieve high-quality randomness
generation. At the same time, the work emphasized the importance of integration
for future QRNG systems, particularly their potential for direct embedding in pho-
tonic integrated circuits and larger communication platforms. Such integration will
be essential for moving QRNGs from research prototypes to components that can
be seamlessly deployed within consumer and industrial technologies.

Looking Ahead

Taken together, the three strands of this thesis suggest that the maturation of
quantum communication will depend less on singular breakthroughs and more on
the careful convergence of multiple disciplines. Semiconductor physics, photonic
integration, electronics, and cryptographic theory each bring different constraints
and possibilities. Bridging them requires not only technical innovation but also a
sensitivity to practical circumstances: cost, scalability, and interoperability. As the
field transitions to real-world deployment, success will increasingly be measured not
only in terms of bit rates and distances, but also in terms of reliability, ease of use,
and the ability to coexist with existing communication infrastructure.

For SPAD technologies, ongoing research into new materials such as Ge and
GeSn alloys, combined with advanced quenching electronics, could further suppress
afterpulsing and extend sensitivity into the near-infrared regime. For integrated
QKD, the next step will be adding a wavelength division multiplexing layer which
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will allow for the implementation of multiple quantum channels in a single optical
fiber, significantly increasing the overall capacity of the system. The main challenge
will be to manage crosstalk and maintain low error rates in the presence of multiple
channels. QKD systems will also benefit from advances in integrated photonics, such
as the incorporation of on-chip sources and detectors, along with the development of
robust error correction and privacy amplification modules that can operate in real
time at the required high key rates. Finally, for QRNG, combining SDI certification
with fully integrated implementations offers a clear path towards compact, low-
power, and certifiably secure randomness sources.

Beyond these technical directions, the broader challenge remains the transition
from laboratory demonstrations to scalable industrial systems. This requires not
only advances in device performance but also component cost reductions, standard-
ization, and interoperability with existing telecommunication infrastructures. It is
important not to disregard the fact that the adoption of QKD and QRNG tech-
nologies will inevitably depend as much on user trust, regulatory frameworks, and
economic incentives as on physical performance metrics. As such, future progress
in quantum communication must be pursued in close dialogue between physicists,
engineers, cryptographers, and policymakers.

Final Remarks

In conclusion, this thesis has sought to contribute towards the larger vision of
practical quantum communication. From improving the performance of semicon-
ductor single-photon detectors, to engineering a more compact QKD prototype, to
exploring certifiable quantum randomness, the results collectively highlight the op-
portunities and the remaining challenges in bringing quantum technologies out of
the laboratory. More broadly, they reflect the shift in quantum communication from
a primarily scientific pursuit to one with clear real-world relevance. The promise of
theoretically secure communication is no longer a distant theoretical ideal but an
emerging reality, one that will require continued multi-disciplinary collaboration to
fully realize.
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Appendix A

QRNG Photodiode Characterization

As provided by the manufacturer, the PDs used in this experiment have a respon-
sivity of approximately 0.8A/W at a wavelength of 1550nm. This means that for
every watt of optical power incident on the photodiode, it generates a photocurrent
of 0.8 amperes. Given the optical in chip was expected to be in the range of µW to
tens of mW, the expected photocurrent generated would be in the range of nA to
mA rendering it too small to be effectively measured with a ADC. For this reason,
each photodiode is connected to a tunable amplification stage, which is implemented
using an operational amplifier.

In order to accurately set the gain and characterize the amplification stage for
each PD, we removed the optical chip from the setup and connected a tunable
current source to the input of each amplification stage. Then, while performing a
sweep of the input current, we recorded the absolute units measured by the ADC.
This allowed us to determine the relationship between the input current and the
output voltage for each amplification stage. For each PD we fit the data to a linear,
quadratic, cubic and power law function to determine the best fit. The results are
presented in Figures A.1, A.2, A.3, A.4, A.5, A.6.

The best fit for each PD was determined by comparing the corresponding R2

values. For all PDs, the cubic model provided the best fit. Finally, from all the
current equations and power equations were derived. These results are the ones used
in the main text to convert the absolute units measured by the ADC to photocurrent
and optical power.
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Figure A.1: PD1 amplification circuit and ADC characterization

Figure A.2: PD2 amplification circuit and ADC characterization
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Figure A.3: PD3 amplification circuit and ADC characterization

Figure A.4: PD4 amplification circuit and ADC characterization
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Figure A.5: PD5 amplification circuit and ADC characterization

Figure A.6: PD6 amplification circuit and ADC characterization



Appendix B

QRNG Variable Optical Attenuator
Characterization

The VOA used in the signal arm of the QRNG chip consisted of four stages of
MZIs, each equipped with two thermo-optic heaters to control the phase shift and,
consequently, the attenuation level. The characterization of each stage’s heater
was performed to understand the relationship between the applied voltage and the
resulting attenuation. The characterization involved measuring the output power
at each stage of the VOA, with the PDs placed in the output arm that is not
connected to the following MZI stage, while varying the voltage applied to each
heater individually, keeping the other heaters at a constant voltage. The input
power was monitored to ensure consistency during the measurements. The results
of the characterization are presented in Figures B.1,B.2,B.3 and B.4, showing the
attenuation provided by each stage of the VOA as a function of the applied voltage
to the respective heater. For all stages except the first one, the attenuation in the
previous stages was minimized. Since this characterization was performed with a
laser source external to the chip, in order to not be influenced by the fluctuations in
the coupling efficiency, the output power of each stage was normalized to the input
power measured at the input of the VOA.
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Figure B.1: First Stage Heater Characterization with the power measured at the
output of the VOA normalized to the input power.
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Figure B.2: Second Stage Heater Characterization with the power measured at the
output of the VOA normalized to the input power.
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Figure B.3: Third Stage Heater Characterization with the power measured at the
output of the VOA normalized to the input power.
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Figure B.4: Fourth Stage Heater Characterization with the power measured at the
output of the VOA normalized to the input power.



Appendix C

Transmitter’s Variable Optical
Attenuator Characterization
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Figure C.1: Schematics of the in-
tegrated VOA in the transmitter.

The integrated VOA in the transmitter was de-
signed to be the last component in the optical
path before the light exits the chip. It provided
the attenuation of the encoded states to the de-
sired mean photon number per pulse. The VOA
consisted of a balanced MZI with TOPSs in each
arm to control the interference at the output cou-
pler, as shown in Figure C.1. By controlling this
interference, the output power can be attenuated
up to 31dB.

To characterize the integrated VOA of the transmitter, we measured the output
optical power while varying the current applied to each of the heaters. Since they
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Figure C.2: Plot of the attenuation in output optical power [dB] versus the current
applied to one of the heaters of the integrated VOA in the transmitter (in kAU).
The other heater was kept at 0kAU.
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Figure C.3: Comprehensive comparison of different fit types for the VOA character-
ization data.

worked symmetrically, we only show the characterization of the one heater we ended
up using in the final QKD experiments. The measurement results are shown in
Figure C.2. Due to the unconventional shape of the data, we decided to crop the
data to focus on what we consider the region of interest, where the attenuation
ranges from zero (20kAU) to the maximum attenuation (40kAU). Upon a first look,
it seemed that the data followed an exponential trend, however, after trying to fit the
data with different types of exponential decay functions with different parameters,
we found that none of provided an accurate enough fit. We then decided to try
different types of fits, including polynomials of different degrees and splines with
different smoothing factors. The results of the different fits are shown in Figure C.3.
Due to the importance of having a high degree of confidence in the mean photon
number per pulse, we ended up choosing the polynomial fit of degree 8, which
provided a R2 value < 0.99 and a low maximum residual. This fit was then used to
calculate the heater value needed to achieve the desired mean photon number per
pulse during the QKD experiments.
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