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Abstract

The quantum secure multiparty multiplication (QSMM) protocol aims to leverage the
advantages of quantum computing to ensure data privacy and security in multiparty
computation, preventing information from being leaked and protecting privacy
against malicious attacks. However, current QSMM protocols suffer from high resource
consumption and computation complexity in particle preparation and participant
computation stages. In view of this, a QSMM protocol based on single particles is
proposed in this paper. The proposed protocol utilizes high-dimensional single
particles as information carriers, and the optimized quantum multiplication circuit is
employed to embed the participants’ secret message and perform the multiplication.
All participants collaboratively generate a blind matrix, and each column product of
the blind matrix acts as the participant’s private key for the blinding of the secret
value. Unlike other protocols that use decoy particles for eavesdropping detection,
the proposed protocol leverages the properties of mutually unbiased basis particles
to ensure its security, while reducing quantum resource consumption and the
quantum capabilities required from the participants. Security analysis demonstrates
that the proposed protocol can effectively resist attacks from external eavesdroppers
and internal participants, and performance analysis shows that the proposed protocol
achieves superior execution efficiency compared to other similar protocols.

Keywords: Quantum Secure Multiparty Multiplication; Unbiased Basis Particles;
Quantum Circuit

1 Introduction

Classical secure multiparty computation is a significant part of classical cryptography, al-
lowing mutually distrusting parties to collaborate and compute a target function using
their private data while safeguarding the privacy of all participants [1]. The security of
classical secure multiparty computation protocols [2—4] relies on computationally diffi-
cult assumptions, such as large integer factorization or the discrete logarithm problem.
However, rapidly advancing quantum computation has the potential to break these math-
ematical challenges [5-8] by leveraging quantum parallelism and entanglement, enabling
them to solve problems that are intractable for classical computers within a shorter time
frame. As a result, these protocols are vulnerable to quantum attacks. An improvement
strategy is to incorporate quantum technology directly into cryptographic protocol design,
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leading to Quantum Secure Multiparty Computation (QSMC) [9-15]. Quantum Secure
Multiparty Multiplication (QSMM) is a critical component of QSMC [16-18], with clear
applications in quantum key agreement [19, 20], quantum private comparison [21, 22],
and quantum anonymous voting and elections [23—25], highlighting its broad research
significance.

In 2016, Shi et al. [26] proposed a QSMM protocol based on the Quantum Fourier
Transform (QFT), Controlled NOT gate (CNOT), Oracle operators, and Inverse Quan-
tum Fourier Transform (IQFT), marking the beginning of QSMM research in the quan-
tum cryptography field. In this protocol, the initiator applies QFT and CNOT on multiple
particles to prepare an entangled state, all participants encode their data onto the quan-
tum state by executing Oracle operators, and the initiator finally disentangles the state by
performing CNOT, applies IQFT, and measures the quantum state in the computational
basis to obtain the product result. In 2019, Lv et al. [27] introduced a protocol using mu-
tually unbiased bases as communication particles, where the product of all secret integers
is achieved by repeated exponentiation and a single prime product, with each participant
inserting, measuring, and removing decoy particles in order of execution to ensure trans-
mission security.

In 2020, Sutradhar et al. [28] proposed a two-party multiplication protocol based on
a (t,n) threshold scheme, in which the two participants distribute share values of their
secret integers to auxiliary participants based on the Shamir secret sharing scheme. The
initiator prepares an entangled state of ¢ particles, distributing each particle to ¢ — 1 aux-
iliary participants. Each auxiliary participant then applies QFT and Pauli operators to the
particles, and measures, and broadcasts his result to complete the multiplication. The fol-
lowing year, they used the method of [26], improved the protocol [28], and then designed
the protocol in [29]. The initiator prepares the entangled state of two particles, and the
particles transmission mode changes from tree to ring. Each auxiliary participant embeds
his secret shares into the phase using an Oracle operator. Finally, the initiator performs
the IQFT and measures the result to obtain the product. The protocol reduces the num-
ber of QFT and SUM gate operations but increases communication cost, while still being
limited to two-party computation.

In 2022, Zhang et al. [30] proposed a QSMM protocol based on the Lagrange unitary op-
erator. This protocol employs mutually unbiased bases as message particles, transmitted in
a tree transmission mode between the server and the participant. Each participant sets the
Lagrange unitary operator angle values to embed secret integers and private keys within
the particles. The server detects eavesdropping by verifying hash values and subsequently
measures the particle’s state to obtain the product result. Additionally, a representative
participant is needed to collect random numbers from all participants. In the same year,
Li et al. [31] proposed a dynamic multiplication protocol that does not require restarting
when new participants join or previous participants leave the computation. The proto-
col employs a mutually unbiased basis particle to transfer secret values and uses decoy
particles to detect eavesdropping in a ring transmission. Each participant sends random
numbers and unique identity values to the server. In the result announcement process, the
product result can only be recovered if at least ¢ honest participants are verified via hash
values. The protocol allows the dynamic addition or removal of participants by changing

the next recipient of the particles in the computation process.
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In 2024, Lian et al. [32] proposed a semi-quantum multiparty secure computation pro-
tocol. This protocol involves two semi-trusted third parties (TPs) and several participants
with only semi-quantum capabilities, meaning they can only perform quantum state trans-
mission or reflection, Z-basis measurement, and quantum state preparation. In the proto-
col, each participant’s private data has a length of L, and each TP needs to prepare at least
8L single particles for them. Upon receiving the particles, participants either measure and
re-prepare the quantum states or directly reflect them back to the TP, while informing
the TP of their operations. The TP detects eavesdropping using the reflected states and
extracts the shared private key with the participant from the first L quantum states re-
prepared after measurement. Each participant then multiplies their private key by their
secret integer and transmits the result. Finally, the TP computes the quotient of the prod-
uct and the private key to obtain the multiplication result of all participants’ secret inte-
gers.

Analyzing the existing fully-quantum QSMM protocols, we can find that the protocols
in [26, 28, 29], which rely on entangled states, are difficult to prepare and complicated
to execute. Protocols in [27, 31], while utilizing single particles, ensure security among
participants or between the participant and the server by introducing decoy particles.
Each decoy particle is selected from a set of bases, such as the computational, orthogo-
nal, Fourier, or mutually unbiased bases. Since the eavesdropper is unaware of the correct
measurement basis of the particles, any randomly chosen measurement basis may pro-
duce incorrect results. The probability of detection increases with the number of decoy
particles. However, the need for each participant to prepare particles, along with sufficient
decoy particles, raises both the quantum capability requirements for participants and the
protocol’s resource consumption. In the measurement stage of [30], it is necessary to apply
Lagrange unitary operators to all particles transmitted by each participant to form mul-
tiple measurement bases. These additional operations result in increased computation
costs.

To overcome these limitations, a quantum secure multiparty multiplication protocol
based on a single particle is proposed. The proposed protocol utilizes single particles as
information carriers, avoiding the preparation difficulties associated with entangled states.
It employs mutually unbiased bases for eavesdropping detection, enabling participants to
avoid preparing any particles, thereby reducing the quantum capabilities required of par-
ticipants and minimizing quantum resource consumption. The proposed protocol also
incorporates an improved quantum modular multiplication circuit, which decreases the
number of rotation gates required for implementing modular multiplication, thus reduc-
ing computational overhead. Security analysis shows that the protocol can resist external
and internal attacks, and performance analysis shows that the protocol has good execu-
tion efficiency and low computational complexity. Finally, the protocol proposed in this
paper is simulated using the quantum programming toolkit Qiskit.

The contributions of this paper are as follows:

1) A quantum secure multiparty multiplication protocol is proposed, which does not
use decoy particles and entangled states has lower computational complexity and resource
consumption.

2) The calculation cost of the participant is analyzed from the perspective of the com-

plexity of the circuit in which the participant performs the calculation.
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3) Using AQFT instead of QFT, the number of turnstiles used to complete quantum
modular multiplication is reduced, the circuit complexity of the QSMM protocol is re-
duced, and the protocol calculation phase is simulated.

2 Preliminaries

This section mainly introduces the key quantum states and quantum operations involved
in the protocol, including mutually unbiased bases, high-dimensional general unitary op-
erators, and the implementation of quantum modular multiplication. These preliminaries
provide the necessary theoretical foundation for understanding the protocol description
and related content in the subsequent sections.

2.1 Quantum mutually unbiased bases states

When d is a prime number, it is possible to find d + 1 sets of Mutually Unbiased Bases
(MUBS) in a d-dimensional complex vector space [33, 34]. In addition to the computa-
tional basis {‘j) ,j=0,1,...,d — 1}, the other d MUBs are represented as

‘(f) _ 1 — u(l+/u)| ) (1)
el >—ﬁ;w u),

where j,/ =0,1,...,d — 1 denote the basis set index and the enumeration of vectors in a

given basis, respectively, and o = >4

[ #1', the MUBs satisfy the mutually unbiased condition, that is:

is a primitive d-th root of unity. For any j #; and

5. ) 5 @) 1
elely =0, 1{ef"1ef") P = =. @)
There exists a transformation operation as follows:

d-1

WG =Y " 1) rl, 3)

r=0

applying the above unitary operation to the MUBs yields:

d-1
WQle) = %E(Z o7 1) r|) (wawu )

r=0

1 d-1
_ \/_g Z wu[l+(]+1 ] |u)
u=0

= 1e/”)

’

where “+” denotes addition modulo 4. This expression indicates that |el ) can be mapped

(11>>

to e via the unitary transformation WW(j'), demonstrating the cyclic nature of the mu-

tually unbiased bases.

2.2 Quantum multiplication implementation
Since the rotation gate approximates the identity matrix when the rotation angle is suf-
ficiently small, we can reduce the use of rotation gates in QFT with angles below a
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certain threshold while maintaining accuracy, thereby improving circuit execution effi-
ciency. Based on this observation, our protocol improves upon the Draper adder [35]
by replacing the QFT with an Approximate Quantum Fourier Transform (AQFT). Using
this approach, we construct a quantum modular multiplication circuit that implements
|x) — |ax mod d), represented as the unitary transformation MU L(a).

Furthermore, quantum systems inevitably interact with their external environment,
causing the coherence of quantum states (i.e., quantum superposition and phase infor-
mation) to gradually decay - a process known as decoherence, which introduces com-
putational errors. As Barenco et al. [36] demonstrated, in the presence of decoherence,
AQFT may actually yield more accurate results than QFT precisely because it reduces the
number of quantum gates required.

Let |b) be a quantum state in a d-dimensional complex space. The state |b) can be written
in binary form as b = b,_1b,_; ... by, more formally expressed as b = b, 12" b, 52" +
-+« + by2°. For convenience, the notation 0.5;b,; . ..b,, denotes the binary fraction b2 +
bi/4+- - +b,, /27711 Let e(t) = €2, rotation transformation R; = diag(1, e3'). The state
|¢()) is used to represent the state |b) after AQFT. Taking a single quantum bit |b,_1) as

an example, the state transformation based on AQFT can be expressed as:

Hadamard transform 1
V2

R; rotation 1

-
conditioned on b,,_» \/j

1by-1) (10) + e(0.b,-1)I1))

(10) + €(0.by-1b5-2)11))
(5)

Ry rotation conditioned 1

onb, \/5
= |pu-1(D)) .

(|0> + e(O'bn—lbn—Z (X bn—k—l)| 1))

According to Ref. [37], if the number of qubits # > 4, using AQFT with & > log, n + 2
can achieve the same accuracy as using QFT, and the same efficiency of both increases
with the increase of n. By taking the addend |a) as the control qubit and each bit of the
quantum state |¢()), which has undergone an AQFT, as the target qubits, rotation gates
can be applied iteratively to yield the quantum state |¢(a + D)).

|u-1(b))
R, rotation conditioned on a,,_; 1
V2

R; rotation conditioned on a,_» 1

V2

(|0) + e(o~bn—1bn—2 cee bn—k—l + 0'ﬂn—l)|1))

(|0> + e(O'bn—lbn—Z cee bn—k—l + 0-ﬂn—1an—2)|1>)

(6)

Ry rotation conditioned on a,__;

L
V2
= [$n-1(@+ b))

(lO) + e(O'bn—lbn—Z oo bn—k—l + 0-“n—1“n—2 cee an—k—1)| 1))
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Applying the inverse approximate Fourier transform on the quantum state |¢(a + b)) yields
|a + b mod N).

The modular multiplication circuit can be constructed by repeatedly applying the mod-
ular addition circuit on different bit positions. Without loss of generality, assume two in-
tegers a and b and an integer x in the finite field GF(d), where the objective is to compute
b + ax mod d. This can be achieved by transforming as follows:

(b +ax) mod d
n-1

=(b+ax in2i) mod d
pary @)

=(b+ax ®%2° +x12" + 222 + - + %,92"2 + %,12"1)) mod d

=(b+xgxa2’ +x1 x a2l +xy x a2l + -+ %, x a2 + x,_1 x a2"1) mod d.

3 The proposed protocol
This section describes the proposed protocol in detail, including the purpose of the pro-
tocol, the roles in the protocol, and the specific implementation process.

3.1 Protocol objective
The protocol proposed in this paper involves two types of entities: a semi-honest third
party (TP) and # participants Py, P, ..., P,. These entities are defined as follows:

TP: The TP is a semi-honest third party responsible for preparing particles, performing
eavesdropping detection and measuring the final product result. Semi-honesty implies
that the TP may attempt to infer some participants’ secret information while executing
the protocol but cannot collude with any participants [38].

Participants: There are n participants Pj, P,,...,P,, each holding a secret integer x;
(x; €{0,1,...,d — 1}). They wish to compute the product of their secret integers without
disclosing their individual values, obtaining M = x;x, ...x, mod d. Here, d indicates that
the secret integers belong to the finite field GF(d).

Assume the protocol is executed over an ideal (noiseless) channel. According to [39], a
quantum secure multiparty protocol must satisfy the following requirements:

1. Correctness: The computed result must accurately represent the product of all partic-
ipants’ secret values.

2. Security: External eavesdroppers cannot obtain the secret values of any participant
without being detected.

3. Privacy: Each participant should learn no more than what is within their designated
scope, meaning that each participant’s secret value remains confidential.

The proposed protocol flowchart is shown in Fig. 1. Solid arrows indicate quantum
channels under ideal conditions, and the dashed rectangular boxes explain each symbol
in the flowchart. We denote the j-th particle in the particle sequence S; as S?).

3.2 Protocol procedure
Protocol Initialization Stage

The preparation stage is primarily responsible for generating private keys to protect
confidential data and producing random numbers for security verification, while simulta-
neously preparing and distributing the initial quantum particles.
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Figure 1 Flow chart of quantum secure multiparty multiplication protocol is proposed
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Figure 2 Private key k; generation process diagram

Step 1: Participants generate a blind matrix.
Each participant P;(i = 1,2,..., n) generates the elements b;(j = 1,2,...,n) of the i-th row

n
of a blind matrix B, satisfying the condition H b; mod d = 1, where b;; denotes the element
j=1
in the i-th row and j-th column. With the exception of element b;;, TP distributes all other
elements {b;|j = 1,2,...n,j # i} separately to the corresponding participant P; through a

secure channel. Once all elements have been distributed, each participant P; possesses
n

elements {b;|i = 1,2,...n} and computes their product l_[ b; mod d as its private key k;.
i=1
The key generation process is illustrated in Fig. 2.

Step 2: TP generates random numbers.

The TP generates n random numbers {r;|i = 1,2,...,n;r; € GF(d)} that meet the condi-

n

tion Z r; mod d = 0, and sends r; to corresponding participant P; via a secure channel.

Stel[; 13: TP distributes particles.

The TP prepares n auxiliary particles |0); in the 0-state for the multiplication circuit
and sends each to the corresponding participant P; over a quantum channel. The TP also
prepares an message particle |m) and a verification particle |vp), which together form a

Page 7 of 23
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particle sequence S that is sent to participant P;. Here, my, jo, [y are all randomly selected
by TP, my € GF(d) — {0}, and |vp) is one of the d mutually unbiased bases states |e§’)) =

1 d-1 27i
ﬁ Zu=0 en
(/0)>
lop 7

”(l+j“)|u) (for j,1=0,1,...,d — 1) except the computational basis, specifically
le

Privacy Computing Stage

During this stage, each participant performs unitary operations to encode their secret
information into the received particle sequences before transmitting them to the next par-
ticipant.

Step 4: Computation by Participant P;.

After receiving the particle transmitted from TP, P; determines which particle to per-
form MU L and W operations according to its own range of random number r;.

Specifically, if r; € [0, %), he applies the multiplication circuit MU L(k1x1) to the first
particle of Sy and his auxiliary particle |0);, using the product of his private key and secret
k1x1 as the parameters. He also applies the unitary operator YV (r;) to the second particle of
So, yielding S; = {./\/lL{/j(klxl)Sgl), W(r )Séz)}, as shown in Eq. (8). If r; € [%,d), P; applies
W(ry) to the first particle of Sy and applies MU L(k1x1) to the second particle, yielding
S1= {W(rl)Sél), MU L:(klxl)S(()z) }. After the unitary operations, P; checks the parity of ry,

if odd, he swaps the two particles; if even, no swap is performed.
S1 = (MUL K1), W(r)SE)

= {MUL(kx1) |mg) , W(r1) [vo)) (8)

eZ)O*’l))}‘

= {|mokix1) ,

Subsequently, P; sends the particles sequence S; to the next participant P;.

Step 5: Computation by Participant P;(i =2,3,...,n—1).

Each participant P;(i = 2,3,...,n — 1), upon receiving the particles sequence S;_; from
P;_;, identifies the message and verification particles based on the finite field range of its
random number r;. Specifically, if r; € [O, g), P; applies MU L(k;x;) to the first particle
of S;_; and its auxiliary particle |0);, and W(r;) to the second particle. This yields S; =
{MUﬁ(k,-x,-)SgPl |0), W(n)Sl(E)l}. Ifr; € [g,d), P; reverses the operations. P; then check the
parity of r;: if odd, he swaps the particles; if even, no swap occurs.

Afterward, P; sends the updated particles sequence S; to the next participant P, ;.

Step 6: Computation by Participant P,.

Participant P, repeats the same participant actions as above and, upon completion,
sends the final message particle |m,) and verification particle |v,) as a new sequence S,
back to the TP.

Sn = {MULGk%)SS L Wr) Sy )
= (MULG k) ... MUL (2K) MULx1ADSE, W) ... W)W (r)SD))

n n

={|myp Hxi 1_[ k; mod d), |e§70+’1+r2+---+rn))}‘

i=1 i=1

)

Security Verification Stage
This stage focuses on detecting whether the protocol has been executed securely.
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Algorithm 1 The Multiplication Process of the Proposed Protocol

Require: [, mo, Sél), SP, ki ki, 7

Ensure: product of participants’ secret integers X
1: fori=1tondo

2 if ; € [0,£) then

3 S = MULMKx)SD,
4 R

5: else

6 R

7 S = MULMKx)S,
8 end if

9: if ; is odd then
10: S; = SWAPBSY,8?)
11: end if
12: end for

13: [ <TP measures Sff)

14: if [ = [y then

15: m,, <= TP measures qul)
16 X< mumy'

17: else

18: restart protocol

19: end if

20: return X

Step 7: Eavesdropping detection by the TP.

Upon receiving the particles sequence S, from P,, the TP measures the verification par-
ticle |v,,) in the preparation basis {|e§r°))|l =0,1,...,d — 1}. If the measured value [ differs
from the initially prepared value /y, it indicates that there is eavesdropping during the exe-
cution of the protocol, and the calculation result is incorrect, and then the protocol should
be terminated. If [ = [;, the protocol is deemed secure and correctly executed.

Result Output Stage

In this stage, TP computes and distributes the product results.

Step 8: Product computation by the TP.

The TP measures the message particle in the computational basis {0, 1,...,d — 1} to ob-
tain the result m,,. Then TP calculates the product of m, and the multiplicative inverse
of mg, m,my" as the final product of all participants’ secret values. The TP publicly an-
nounces the result to all participants.

For the proposed protocol, the multiplication process algorithm is shown as Algo-
rithm 1.

4 Proof of correctness

This section proves the correctness of the proposed protocol. Specifically, the proof shows
that if the protocol is executed correctly as designed, TP can detect eavesdropping dur-
ing transmission by verifying particle and accurately obtain product result from message
particle, thus achieving the stated goal of the protocol.
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4.1 Correctness of the product of secret integers

Proposition 1 In the proposed protocol, when the initial message particle |my) is trans-

mitted from the TP to the first participant, if each participant applies the MU L operation

on the particle honestly as specified, the TP can accurately obtain the product of all partic-
n

ipants’ secrets | | x; mod d, upon receiving the message particle from the final participant.
ipants’ 13 d d, up jving th ge particl th I participant

i=1

n
Proof Each row of the blind matrix B generated by the participants satisfies 1_[ b; mod d =
j=1
1, so the product of all participants’ private keys, i.e., the product of all elements in this
matrix, satisfies:

ﬁk, mod d
j=1

:lllll[bi/ mod d

i=1 j=1

n n n (10)
= Hbli X Hsz X X l_[b,,j

j=1 j=1 j=1
=1" mod d

=1

According to the function of the MU L circuit, MU L(x)|a)|b) = |b+ax)|a). When b =0,
we have MU L(x)|a)|0) = |ax)|a). Since the auxiliary particle is in state |0) each time the
MUL circuit is applied, the message particle maintains the modular product of its initial
value and the parameter throughout the process,

|my,) = MULKK) ... MU LK ko) MU L(x1 k1) |m0)

= |mox1kix2ks . .. x,k, mod d)

n n
= |m01_[xl-l_[ki mod d) (11)
i=1 =1

= |m0 l_l.xl‘ mod d>

i=1

n
The TP then measures the message particle, obtaining m, = mj Hxi mod d. By the
i=1
properties of the finite field GF(d), each non-zero element m, has a unique multiplica-
n

tive inverse m1;’, yielding Hx,» mod d = m,my". O
i=1

4.2 Correctness of verification particle measurement results
(/'0)> _

Proposition 2 In the proposed protocol, the initial verification particle |e)

d-1
1 2mi

7 e’a “hvo |y is transmitted from the TP to the first participant. If each participant
u=0

Page 10 of 23
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P; honestly applies the operator WW(r;) to the particle, the TP can determine the security of
the protocol execution based on the measurement result of the verification particle received
from the final participant.

Proof When all participants apply the WW(r;) operator to the verification particle, the state
of the particle evolves as follows:

W) .. W)W el?)

lo

1 d-1 ) d-1 )
= o™ |\ (r] ] ... " |r)(r|
(Ze) (T
d-1
(Zwu(lﬂ‘u)'u)) (12)
u=0

d-1
— % Zwu[l+(]’0+r1+r2+---+m)u] |u)
u=0

(jo+r1+ro+---+7y)
= |el ).

n

Since the random numbers prepared by the TP satisfy Zri mod d = 0, if there is no
i=1

eavesdropping or similar disturbance during the protocol, the measurement result of the

verification particle received by the TP in the basis {ey°)|l =0,1,...,d — 1} should yield
lo. O

5 Security analysis

This section analyzes the security of the proposed QSMM protocol from two attack di-
mensions, namely external attacks and internal attacks, to ensure that the attack behavior
of external eavesdroppers or dishonest participants trying to steal the private information
of honest participants will inevitably be detected, and the attacker cannot obtain any valid
information, and the protocol can maintain its security.

5.1 External attacks
The protocol is designed to be robust against several types of external attacks, including
intercept-resend, forgery-replay, and entanglement-measurement attacks.

5.1.1 Intercept-resend attack

Assume an external attacker, Eve, tries to intercept the secret of participant P; (where i €
{2,3,...,n—1}). She intercepts the particles sequence sent from P;_; to P;. Since particles
sequence are reordered during participant operations, Eve cannot identify the message
particle. If she correctly guesses the particle order with a probability of %, selecting the
message particle, she would encounter the measurement value equal to the product of the
secret and the private key. However, without knowledge of the private key, Eve cannot infer
the participant’s secret from this measurement. If Eve chooses the verification particle
instead (with % probability), the unitary operation WV based on each participant’s random
number changes the particle’s measurement basis. Eve, lacking knowledge of the correct
measurement basis, has a % probability of choosing the correct basisand a1 - % probability
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of selecting an incorrect basis. When Eve measures with an incorrect basis, she has a %
probability of obtaining a correct result, resultingina 1 — 22—;1 probability of detection by
TP, with no useful information obtained by Eve.

5.1.2 Forgery-replay attack

Suppose Eve intercepts the particles sequence S;_; sent to participant P; and replaces the
message particle |7;_1) and verification particle |v;_;) with her own particles {|1),|1)} be-
fore sending them to P;. After the P; performs the unitary operation on all particles, Eve
intercepts the particles sequence S; again. Measuring these particles, she obtains x;k; and
r;, but, due to potential reordering, she cannot distinguish between the secret and verifica-
tion values. Even if she could, without knowledge of the private key k;, Eve cannot extract

secret integer x; of the P;.

5.1.3 Entanglement-measurement attack

Eve intercepts the particle sequences S; sent from P; to P;,;. If she correctly identifies
the message particle with % probability, she prepares an auxiliary particle |e), to en-
tangle with the message particle |m;),,, forming the composite system |p) = |m;),, le) 4 =
|mox1ky ... x:k;) |e) 4. Eve then performs a d-dimensional CNOT operation, with the mes-
sage particle as the control and the auxiliary particle as the target, resulting in |p) =
|mox1ky ... x:k;),, |moxiky ... x:k; + e) 4. Measuring the auxiliary particle yields mox1k; ...
x:k; + e. Without knowing the product mk; ... k;, Eve cannot infer the product of the se-
cret integers x; ...x;, nor can she deduce any single participant’s secret integer. Thus, the

attack fails.

5.1.4 Double CNOT attack
The double CNOT attack was first proposed by [40], and widely discussed in quantum
secure multi-party computing protocols [41, 42]. In this attack, the eavesdropper Eve
stealthily steals the operational information of legitimate participants through two CNOT
operations. Suppose Eve aims to intercept the information of participant P; without being
detected. She first intercepts the particle sequence S;_; sent from P;_; to P;.

If Eve uses the verification particle |v;_1), as the control qubit and her prepared auxiliary
particle |0) 4 as the target qubit, applying a CNOT gate yields the entangled state:

d-1
1 . i
7 2@ IR ), (13)
u=0

Eve then retains the auxiliary particle and sends the first particle to P;. After P; performs
the unitary operation, Eve intercepts the particle again and applies a second CNOT gate,

evolving the entire system to:

d-1
1 Z DN
ﬁ a)u[l+(]+zl‘=(l) ri)u] |I/l>v |O>A . (14)
u=0

Although this operation disentangles the system and evades security detection, when Eve
measures the auxiliary particle, she can only obtain the outcome 0 and fails to extract the

participant’s secret information.



Song et al. EPJ Quantum Technology (2026) 13:12 Page 13 of 23

For the case where Eve uses the message particle |m;_1),, as the control qubit, the first
CNOT operation results in:

CNOT 1), 0) 4 = |Mi-1)  [M1i1) 4 - (15)

Eve then sends the information particle to P; and intercepts it again after P;’s operation.
The second CNOT operation yields:

CNOT |m_1x:k;)  |mi_1) g = 120K,y iy + ma_16iKi) 4 (16)

By analyzing the states of the auxiliary particle before and after the two CNOT operations,
Eve can infer m;_; + m;_1x;k;, but she cannot deduce the secret integer x; of participant P;.

5.1.5 Reflecting attack

Reflecting attacks are a common threat in semi-quantum key agreement protocols [43, 44].
In such protocols, the semi-quantum party, typically Bob, is limited in quantum oper-
ational capabilities and can only choose to perform Z-basis measurements followed by
re-preparation of the quantum state, or directly reflect the received quantum state back
to the sender. An adversary, Eve, may launch a reflection attack by simply forwarding the
quantum state without introducing any modifications. This behavior mimics that of a le-
gitimate participant, making it indistinguishable from Bob’s allowed operations. Conse-
quently, the sender, Alice, is unable to detect any abnormality and may mistakenly identify
Eve as the legitimate Bob. By exploiting the partial information disclosed by Alice during
the protocol and leveraging knowledge of the initial quantum states, Eve may be able to
infer private data.

In the proposed protocol, it is assumed that Eve intercepts the particle sequence S;_; sent
by P;_; to P; and directly reflects it as S; to P;,1. However, the reflecting attack causes some
participants not to embed random numbers as agreed, and the verification particle mea-
surement value will be different from the initial set value /. The attack will be detected,

and Eve cannot obtain any information.

5.2 Internal attacks

Internal attacks may involve a single dishonest participant or collusion among multiple
dishonest participants. Additionally, a semi-honest TP might also attempt to compromise
the protocol and retrieve some participants’ secrets.

5.2.1 Attack from a single dishonest participant

Suppose P; wants to steal the secret of P;,;. Similar to the forgery-replay attack, P; re-
places the message particle with |1) and intercepts the sequence again after P;,; has per-
formed the unitary operation. Since P; does not know r;,1, they cannot determine which
is the message particle. Even if they identify x;,1k;,; mod d with some probability, without

knowing k;,1, P; cannot infer x;,1.

5.2.2 Collusion attack by multiple participants

Assume P;_; and P;; collude to steal P;’s secret. P;_; obtains the message particle
|mox1ky ...x;i-1k;_1), and Py, obtains the message particle |mox1k; ... x;_1ki_1%:41ki41). To-
gether, they can calculate x;k;, but without knowing k;, they cannot deduce x;. Even if more
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participants (up to # — 2 in number) collude, since the private keys are generated jointly
by all # participants, they cannot ascertain any specific participant’s private key.

5.2.3 Attack from a semi-honest TP

As a semi-honest third party, TP may attempt to obtain participants’ secrets without col-
luding with them. Suppose TP intercepts the sequence {|m;), [v;)} by an intercept-resend
or forgery-replay attack. Since TP distributes and verifies the random numbers, any eaves-
dropping on verification particles is undetectable for TP. For the message particle |m1;),
TP’s eavesdropping is similar to the case of collusion among multiple participants. TP can
only obtain the product x;k;, but, as TP is not involved in the generation of k;, it cannot
infer x;, and the attack fails.

6 Performance analysis and comparison

In this section, we analyze the performance of the proposed quantum secure multiparty
multiplication protocol and compare it with other existing multiplication protocols. To fa-
cilitate comparison across protocols, we normalize certain characteristics: the initial state
of the prepared particles is assumed to be in a d-dimensional Hilbert space, the number of
participants in the computation is 7, and the product result is in the finite field GF(d). Ad-
ditionally, some protocols use decoy particles to ensure security, so the number of decoy
particles used in each transmission is standardized to t. The performance of each secure
multiparty multiplication protocol is assessed and compared as shown in Tables 1 and 2.
In these tables, resource cost represents the number of particles required to execute the
protocol, and the computational cost reflects the number of unitary operations needed.
Communication cost represents the total particle transmission consumption in the proto-
col execution process, measured in units of a single particle being transmitted once over
the quantum channel. Circuit complexity, also referred to as circuit scale, represents the
number of basic gates used during a single execution of the secret embedding operation
by an individual participant in all protocols.

In the protocol [26], the process of calculating the product of all participants’ secret
values is divided into a summation of exponents and a final multiplication. During the
summation process, the initiator prepares a two-particle entangled state using one QFT
and one CNOT operation, keeping the first particle and passing the second message par-
ticle around in a ring among participants. Each participant prepares a particle according
to their secret value and applies an Oracle operator on their secret particle and the mes-
sage particle to perform an entanglement swap, embedding their secret into the phase.
The initiator then measures the first particle to detect eavesdropping and performs an
IQFT and a measurement on the second particle to obtain the summation result. Partici-
pants Py, ..., P, apply the Oracle operation on the auxiliary particle and message particle to
form a two-particle entangled state. In the multiplication stage, the initiator’s operations
are similar to the summation process. They prepare a two-particle entangled state and ap-
ply transmissions and unitary transformations on both particles. The protocol concludes
with eavesdropping detection and obtaining the result of the odd product. The protocol
requires participants to also be capable of preparing particles, with a total particle prepa-
ration count of # + 3. The communication cost is 3#, the computational cost is 57 + 3, and
the number of measurements is 4.

In the protocol proposed by [27], a secret integer is decomposed into the sum of pow-
ers of multiple prime factors (denoted as p) and an integer coprime to the dimension.



Song et al. EPJ Quantum Technology (2026) 13:12 Page 15 of 23

1 g2 K
Specifically, letx; = siqll(‘ qlz(’ ---q, . The product of all secret numbers can then be achieved

through p summations and one final multiplication. During the summation, the server se-
lects a quantum state from two mutually unbiased bases as an message particle to embed
the secret number, using decoy particles to prevent eavesdropping. The resource con-
sumption per summation is 1 + (# + 1)¢. In the multiplication process, since s; is coprime

-1
i

with the dimension, a multiplicative inverse s;* exists. By using s; as a parameter for the
unitary operator acting on the message particle, s; or s;! can be embedded as a multiplier
into the quantum state. The total resource consumption is (p + 1)[1 + (n + 1)¢], the com-
munication cost is (p + 1)(nt + n + t), the computational cost is n(p + 1), and the number
of measurements is (p + 1)[1 + (1 + 1)£].

In the quantum-secure multiparty multiplication protocol proposed by [28], the com-
putation is initially designed as a two-party protocol, utilizing Shamir’s secret sharing,
which requires # auxiliary participants. To compare this protocol effectively with other
multiparty multiplication protocols, it is repeated # — 1 times to extend from a two-party
to an n-party computation. During a single product process, the initiator prepares an en-
tangled particle state through one QFT and n—1 SUM gates, distributing the n—1 particles
in a tree transmission mode to the corresponding participants, except for the first particle.
Each participant then performs a QFT and a Pauli operator on their particle, measures it,
and broadcasts the measurement result. After executing the protocol n — 1 times, the to-
tal resource consumption is n(n — 1), the number of unitary operations is 3n(n — 1), the
number of measurements is #(# — 1), and the communication cost is (n — 1).

The protocol proposed in [29] is an improved version of the protocol in [28]. To enable
two-party computation, one of the n auxiliary participants is chosen as the initiator (de-
noted as P;). This initiator prepares a particle and performs a QFT on it. Subsequently,
they prepare an auxiliary particle and perform a CNOT operation on the two particles to
form an entangled state. P; then sends the second particle in the entangled state to the next
participant. Each participant prepares a particle based on their secret value, performs an
Oracle operation on the two particles they hold, and passes them to the next participant.
This process repeats n — 1 times until the message particle returns to the initiator P;. Py
performs a CNOT operation on the entangled particle, measures the auxiliary particle to
detect any eavesdropping, and performs an IQFT and a measurement on the first parti-
cle to obtain the computation result. Since this is a two-party protocol, achieving n-party
computation requires repeating the protocol n — 1 times. Therefore, the total resource
consumption is #2 — 1, the number of unitary operations is 3#> — 21 — 1, the number of
measurements is 2(z — 1), and the communication cost is n(z — 1).

In the protocol proposed by [30], the Server prepares # particles in mutually unbiased
bases and distributes them to each participant through a tree-structured transmission.
Each participant performs a Lagrange unitary operator on their message particle to em-
bed their secret value, then sends the particle back to the Server. The Server applies a
Lagrange unitary operator based on the initial state to determine the measurement ba-
sis for each particle. After measuring all particles, the Server retrieves the secret values
and performs the product calculation. Thus, the protocol requires the preparation of n
particles, 3n unitary operations, # measurements, and a communication cost of 2x. Addi-
tionally, the protocol introduces an extra entity, the “participant representative” to collect

participants’ random numbers during the result calculation stage.
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In the computation stage of the protocol proposed by [31], TP prepares ¢ decoy particles
and one particle in a mutually unbiased basis. The TP then sends the sequence of particles
to the first participant, who measures the decoy particles and compares them against a
threshold to detect eavesdropping. The participant performs a phase unitary operation
on the message particle to embed their secret value, prepares additional decoy particles,
and randomly inserts the message particle among them before sending the sequence to the
next participant. This process repeats for n participants until the particles return to the
TP. After performing eavesdropping detection, the TP measures the particles to obtain the
logarithmic sum; by exponentiating this sum, the product result can be retrieved. Thus,
the protocol requires the preparation of nt + ¢ + 1 particles, # unitary operations, nt + ¢t + 1
measurements, and communication cost of (7 + 1)(¢ + 1).

In the proposed protocol, the TP prepares # particles and sends them separately to # par-
ticipants, each owning one. Additionally, two particles are prepared and circulated among
the participants in a ring structure to embed message. This setup results in a particle con-
sumption of # + 2 and communication cost of 2# + 1. Each participant performs 2 unitary
operations on the particles, leading to the computational cost of 2xn. After receiving the
particle sequence from the last participant, TP measures the verification particle to detect
eavesdropping and measures the message particle to obtain the product value. The total
number of measurements is 2.

The Oracle operator used in [26, 28] and [29] can be decomposed into 2d phase oper-
ations and one QFT and one QFT". Thus, when the Oracle operator is applied to an -
particle entangled state, the entangling and disentangling scale order is O(md?), the Oracle
operator circuit scale order is O(d®), and the overall circuit is O(md? + d®). In Ref. [30], the
Lagrange unitary operator is used to embed the secret numbers into mutually unbiased
bases particles. For a 2-dimensional particle, the Lagrange unitary operator can be imple-
mented using M(0) = HP(0)H. For higher-dimensional superposition states in mutually
unbiased bases, the Lagrange unitary operator requires generalized Hadamard transfor-
mations and phase transformations, involving quantum Fourier transforms, controlled
rotation gates, and inverse quantum Fourier transforms, with a circuit scale of O(d®).

In the proposed protocol, the constant addition circuit includes many continuous classi-
cally controlled rotations on a single qubit, apart from the AQFT and AQFT". These rota-
tions can be combined into a single rotation operation via matrix multiplication, resulting
in a circuit scale of 1 and d for this part. Considering the AQFT circuit and ignoring the
O(d) phase gates for addition operations, the asymptotic order of the constant addition
circuit scale is O(dlogd). Since a MU L gate consists of n controlled constant modular
addition circuits and 3d CNOT gates (where one SWAP gate is composed of 3 CNOT
gates), the circuit scale of a single modular multiplication operation is O(d?logd). The
W operation applied to the verification particle is similar to the high-dimensional univer-
sal unitary operation applied to high-dimensional single particles, with a circuit scale of
O(d?). In a single participant’s computation, the overall circuit scale is O(d? log d).

Table 1 and Table 2 respectively show the comparison of the basic properties and per-
formance of the above protocols and the proposed protocols. It can be observed that the
protocols in [26, 28], and [29] all use entangled states as message carriers. The protocol
in [30], although using single particles in mutually unbiased bases, requires the Server
to perform the Lagrange unitary operator # times in the measurement stage to prepare n
sets of measurement bases. Additionally, the protocols in [26-28], and [29] require partic-



Song et al. EPJ Quantum Technology (2026) 13:12 Page 17 of 23

Table 1 Characteristics comparison of QSMM protocols

Protocol Particle Particle Execution Quantum Circuit
Type Preparation Count Circuit Complexity
Simulation Analysis
Shietal. [26] Entangled State Server, P 2 No No
Lvetal [27] Single Particle Server, P p+1 No No
Sutradhar et al. [28] Entangled State Server n-1 No No
Sutradhar et al. [29] Entangled State Server, P n-1 No No
Zhang etal. [30] Single Particle Server 1 Yes No
Lietal [31] Single Particle Server, P 1 No No
Proposed Protocol Single Particle Server 1 Yes Yes

Table 2 Performance comparison of QSMM protocols

Protocol Computation  Resource Communication  Measurement Circuit

Cost Cost Cost Count Complexity
Shi et al. [26] 5n+3 n+3 3n 4 O(md? + d®)
Lvetal [27] np+1) P+ +n+D0 E+Dnt+n+0  (E+DA+tn+10  Od)
Sutradharetal.[28]  3n(n-1) nin-1) (n-1)>2 nin-1) omd? +d*
Sutradharetal.[29]  3n?-2n-1 n?-1 nin-1) 2(n-1) omd? +d*
Zhang et al. [30] 3n n 2n n od®
Lietal [31] n tth+1)+1 (t+Dn+1) th+1)+1 o(d?)
Proposed Protocol 2n n+2 2n+1 2 O(d? logd)

ipants to prepare particles, which increases the quantum capability requirements for the
participants. The protocols in [26, 28], and [29] apply the Oracle operator to entangled
states, and the protocols in [27] and [31] apply the Oracle operator to single particles. The
protocol in [30] applies the Lagrange unitary operator to superposition states. The circuit
complexity of all the above protocols is higher than that of the protocol proposed in this
paper.

The number of participants # is proportional to the dimension d, and the number of pro-
tocol executions p = log,d. The probability of eavesdropping detection is 1 — (%)t, where t
can be taken as 3 when d is sufficiently large. Based on the selection of the above parame-
ters, we analyze the resource cost, the number of measurements, and the circuit complex-

ity of each protocol, respectively, as shown in Fig. 3, Fig. 4 and Fig. 5.

7 Simulation experiments

In this section, we simulate the proposed protocol using specific examples on a classical
computer. The simulation follows the principles of quantum mechanics and does not in-
volve physical-layer implementations. The computational environment consists of an Ap-
ple M1 Pro processor with 16 GB of RAM, and the programming language used is Python.
The simulation focuses on the privacy computing stage, security verification stage, and re-
sult output stage. The development environment includes VS Code 1.94.1, Python 3.9.19,
and Qiskit 0.45.0.

Assuming that all quantum states exist in a 7-dimensional Hilbert space, i.e. d=7, and
the proposed protocol involves 5 participants in the multiplication computation task. In
the initialization stage, the server randomly generates numbers r; = 1,7, = 4,73 = 5,14 =
2,75 = 2, and the participants’ secret numbers are x; = 1,x, = 3,x3 = 2,%4 = 5,%5 = 6. The

simulations for each stage are described as follows.
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Figure 3 Comparison of resource consumption of all QSMM protocols under three sets of parameters
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Figure 4 Comparison of measurement counts of all QSMM protocols under three sets of parameters

7.1 Initialization stage

2 4
2 2
All participants jointly generate a blind matrix B= |2 1
3 2
1 3

= Ol N =

1

N Ol D =

1

, and participant P;

W o= N

5

is assigned the first column [2,2,2,3,1]. By calculating the product modulo d, P; obtain

his private key k; = 3. Similarly, the other participants obtain ky = 6,k3 = 3, ks = 5, k5 = 2.

The TP selects the message particle m = [4) and the verification particle vy = |e(25)). TP

then prepares the particle sequence Sy = {|4), |e(25))} and sends it to P;.
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Figure 6 The circuits of quantum gates, (a), (b), (¢) are circuits of AQF T, addition derived from AQFT,
in-place modular multiplication, respectively

7.2 Privacy computing stage
The MU L used in the protocol is implemented by a repeat-use modular addition circuit,
as shown in Fig. 6¢c. This protocol improves the QFT used by the Draper adder [35] by
utilizing an AQFT, which reduces the use of rotation gates below a certain angle threshold
and enhances circuit execution efficiency. Since the secret number in the protocol is a
classically known value, the addend can be simplified as a phase gate parameter, leading to
the modified adder circuit shown in Fig. 6b. Here, the implementation circuit for applying
AQFT to any quantum state |b) is illustrated in Fig. 6a. The matrix expression of the phase
gate Py is given by Py = diag(l,eﬁ), and k € [0, [log, n] + 2].

As shown in Table 3, each participant performs unitary operations on the received par-
ticle sequences using their private key and random number. For participant P;, r; =1 €
[0,d/2), he applies the operation MU L(3) on the first particle with x;k; mod d = 3 as the

parameter, and applies the operation WW(1) on the second particle, resulting in |5)|e(26)).
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Table 3 Simulation of privacy computing stage

Participant P; Privacy Input x; Private Key k; Random MU L Action Resulting

Number r; Particle Particle
Number Sequence S

P, 1 3 1 1 [e9)]5)

P, 3 6 4 2 le)16)

Ps 2 3 5 2 DIER)

P, 5 5 2 1 [4)1e5)

Ps 6 2 2 1 I6)1e5)

Table 4 The measurement basis of verification particle

Participant After-operation Verification Particle

P; Vi

TP 0.378]0) +0.378|1) + (-0.3405 + 0.164))|2) + (-0.0841 + 0.3685))|3)
+(-0.3405 - 0.164))|4) + (-0.0841 + 0.3685j)|5) + (-0.3405 + 0.164)|6)

P 0.378]0) +(0.2357 + 0.2955))| 1) + 0.378]2) + (-0.3405 - 0.164))|3)
+(0.2357 - 0.2955))|4) + (0.2357 — 0.2955))|5) + (-0.3405 - 0.164)|6)

Py 0.378]0) + (-0.0841 - 0.3685))| 1) + (-0.0841 + 0.3685))|2) + (-0.0841 - 0.3685))|3)
+0.378]4) +(0.2357 +0.2955j)|5) + (0.2357 + 0.2955))|6)

P3 0.378]0) + (—0.3405 + 0.164))| 1) + (0.2357 + 0.2955j)|2) + (0.2357 + 0.2955))|3)
+(-0.3405 4+ 0.164))|4) + 0.378|5) + (0.2357 — 0.2955))|6)

P4 0.378|0) + (-0.0841 - 0.3685))| 1) + (-0.0841 + 0.3685))|2) + (-0.0841 - 0.3685))|3)
+0.378]4) +(0.2357 +0.2955j)|5) + (0.2357 + 0.2955))|6)

Ps 0.378]0) +0.378|1) + (-0.3405 + 0.164))|2) + (-0.0841 + 0.3685))|3)

+(-0.3405 - 0.164))|4) + (-0.0841 + 0.3685)|5) + (-0.3405 + 0.164))|6)

Since r; is odd, the message particle and the verification particle are swapped, forming
the particle sequence S; = {|v1), |m1)}, which is then sent to participant P;.

Participants P, to P, perform similar operations, with each participant applying spe-
cific transformations based on their respective r; values. For participant P, with r, =4 €
(d/2,d), the operation results in |e(23)> |6). Since r is even, no swap occurs, and the sequence
Sy = {|va),|my)} is sent to Ps. Participant P; applies the operations resulting in |e(21)) [1).
Because r3 is odd, the particles are swapped, forming the sequence S3 = {|m3), |v3)}. For
participant Py, the operations yield |4) |e(23)). Since ry4 is even, no swap occurs, and the se-
quence Sy = {|ma4), |v4)} is sent to Ps.

Finally, for participant Ps, with r5; = 2 € [0, d/2), the operations result in |6) |e(25) ). Asrsis
also even, no swap occurs, and the sequence Ss = {|m5), |v5)} is sent back to TP. The state
transformation of the verification particle during this phase is shown in Table 4.

7.3 Security verification stage

TP measures the verification particle |vs) using the measurement basis {IeES)) l=0,1,...,6}
prepared from the message particle. The measurement basis is shown in Table 5. The
measured value / = 2 matches the initially set value /y, indicating that the verification is
successful.

7.4 Result output stage

The circuit was executed 1024 times, with TP measuring the message particle on the com-
putational basis. The results are shown in Fig. 7, m5 = 6. In the finite field GF(7), the el-
ement m1y = 4 has a unique multiplicative inverse, 47! = 2. Therefore, the multiplication
result is m,my! =6 x 2 =5 mod 7.
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Table 5 Measurement bases of verification particle

Value of / Measurement Bases
/=0 10.378]0) + (-0.0841 - 0.3685))|1) + (0.2357 — 0.2955))|2) + (-0.3405 + 0.164)|3)
+(=0.3405 + 0.164))|4) + (0.2357 — 0.2955))|5) + (-0.0841 - 0.3685))|6)
/=1 0.3780) + (0.2357 - 0.2955))|1) + (0.2357 + 0. 2955] [2) +(0.2357 - 0.2955))|3)
+0.378|4) + (-0.3405 - 0.164))|5) + (-0.3405 - 0.164))|6)
/=2 0.378]0) +O378| ) +(=0.3405 + 0.164))|2) + (-0.0841 + 0.3685))|3)
+(-0.3405 - 0.164)) |4) +(-0.0841 + 0.3685)) |5) +(-0.3405 + 0.164))|6)
/=3 0.37810) + (0.2357 + 0.2955))|1) + (~0.0841 — 0.3685))|2) + (~0.0841 — 0.3685))|3)
+(0.2357 + 0.2955))|4) + 0.378]5) + (-0.0841 + 0.3685))|6)
|=4 0.378|0) + (~0.0841 + 0.3685))|1) + 0.378]2) + (0.2357 + 0.2955))|3)
+(-0.0841 - 0.3685))|4) + (-0.0841 — 0.3685)|5) + (0.2357 + 0.2955))|6)
/=5 0.378|0) + (~0.3405 + 0.164))|1) + (~0.0841 + 0.3685))|2) + (~0.3405 — 0.164j)|3)
+(=0.0841 + 0.3685))|4) + (—0.3405 + 0.164))|5) + 0.378|6)
I=6 0.37810) + (~0.3405 — 0.164))|1) + (~0.3405 — 0.164))|2) + 0.378|3)

+(0.2357 - 029551 [4) + 02357+O2955/ [5) +(0.2357 - 0.2955))|6)

Figure 7 Measurement result of message particle 1024
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8 Conclusion

This paper presents a novel quantum secure multiparty multiplication protocol based on
single-particle systems, and its effectiveness against both external and internal attacks is
thoroughly validated. Performance comparisons and analyses are conducted, demonstrat-
ing the protocol’s excellent overall performance, and the correctness of the protocol is
further confirmed through simulation results. Compared to quantum secure multiparty
multiplication protocols that rely on entangled states, the complexity of particle prepara-
tion is reduced in the proposed protocol. In contrast to protocols that use decoy particles
for security, the requirements for participants’ quantum capabilities are lowered, and the
consumption of quantum resources is minimized. Moreover, the improved multiplication
circuit, used as the foundation for modular multiplication operations, reduces the com-
plexity of the circuits required for the multiplication task.

In this paper, we assume that quantum communication channels are ideally noise-free,
which is difficult to achieve in real scenarios. Furthermore, the proposed protocol is not
resistant to collusive attacks by n — 1 dishonest participants, and when the product re-
sults of all # participants are accessible, the dishonest participants can cooperate to infer
the private data of the remaining honest participant. In future work, we will investigate
QSMM protocols that can operate effectively in real quantum channels with noise, and
develop strategies to defend against # — 1-party collusive attacks to ensure the robustness

and security of the protocols in practical applications.
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