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ABSTRACT To facilitate the integration of the NIST-standardized post-quantum cryptographic (PQC)
algorithm,Module Lattice-basedKey EncapsulationMechanism (ML-KEM), into quantum-resistant devices
and cryptosystems, this study introduces an area-time efficient hardware implementation.We propose several
key optimizations: a dedicated SHA3 design merging hashing and sampling to eliminate hash output storage,
a high-performance polynomial arithmetic unit with a novel reuse technique that reduces twiddle factor
storage by threefold, and a partitioned storage strategy to minimize memory footprint. By tightly coupling
pipelining and parallelism, we further enhance execution speed and avoid memory access bottlenecks. Our
FPGA-based ML-KEM implementation achieves a superior area-time product (ATP), outperforming state-
of-the-art results by up to 6.7× across NIST security levels 1, 3, and 5. A 180 nm CMOS fabrication of our
design yields a die area of 1,940×1.789 µm2. Measured performance shows the lowest SRAM requirement
(7.37 kB) and minimal energy consumption (6.4 µJ, 10.3 µJ, and 14.4 µJ for security levels 1, 3, and 5),
leading to ATP improvements ranging from 1.5× to 115.0× compared to existing ASIC solutions.

INDEX TERMS Post-quantum cryptography (PQC), module lattice-based key encapsulation mechanism
(ML-KEM), FIPS 203, SHA3, CRYSTALS-Kyber, hardware architecture, FPGA, ASIC.

I. INTRODUCTION
Following extensive evaluation, the cryptographic com-
munity and NIST released the first three post-quantum
encryption standards in 2024 [1]. Among these, the Module-
Lattice-Based Key Encapsulation Mechanism (ML-KEM),
standardized as FIPS 203 [2], stands out as the primary
algorithm for general encryption. ML-KEM facilitates the
creation of shared secrets for symmetric-key cryptography
and offers three parameter sets – ML-KEM-512, ML-KEM-
768, and ML-KEM-1024 – to suit various application scenar-
ios. The release of ML-KEM signifies a major advancement
in securing data against the looming threat of quantum
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computers, necessitating its prompt adoption and integration
into existing systems.

ML-KEM’s foundation lies in the CRYSTALS-Kyber
algorithm [3], sharing its core operations but with
differences in input and output handling. For clarity,
we will use ML-KEM notation for general discussions
and ML-KEM/CRYSTALS-Kyber when referencing prior
work. The optimal implementation of ML-KEM is
application-dependent. While software implementations of
CRYSTALS-Kyber are prevalent for near-term deploy-
ment [4], [5], [6], [7], [8], [9], [10], they inherently suffer
from performance bottlenecks and security risks associated
with software layer vulnerabilities. Hardware-software
(HW/SW) co-design offers a balance of performance and
flexibility [11], [12], [13], [14], [15], [16] by accelerating
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critical operations in hardware. However, both software
and HW/SW approaches experience significant performance
degradation when countermeasures against side-channel
attacks (SCAs) are implemented [17].

Hardware-based designs, in contrast, excel in perfor-
mance [14], [18], [19], [20], [21], [22], [23], [24], [25],
[26], [27], [28], [29], [30] by implementing the entire
cryptographic algorithm as dedicated hardware IP cores on
FPGA or ASIC platforms. This hardware isolation provides
a strong security foundation for sensitive data. Furthermore,
hardware offers inherent resistance to SCAs, notably timing
attacks due to fixed execution times, and allows for efficient
implementation of other SCA countermeasures [31], [32],
[33], [34]. Therefore, for robust and reliable security,
a hardware-centric approach to ML-KEM implementation is
the preferred strategy.

The fundamental computational tasks within ML-KEM
involve generating randomness polynomials and performing
polynomial arithmetic. Randomness generation relies on
uniform sampling or centered binomial distribution, driven
by pseudorandom bytes derived from the Secure Hash
Algorithm 3 (SHA3) standard, specifically the Keccak-
f [1600] permutation [35]. Polynomial arithmetic is effi-
ciently executed using the Number Theoretic Transform
(NTT), which reduces the complexity of polynomial multipli-
cation to a quasi-linear O(n×log n), where n is the polynomial
degree. Consequently, efficient hardware implementations of
both SHA3 and NTT are crucial for optimizing the overall
performance of ML-KEM.

A. RELATED WORKS
Over the past few years, numerous hardware implementations
of ML-KEM/CRYSTALS-Kyber have emerged on both
FPGA [18], [19], [20], [21], [23], [24], [25], [26], [27],
[28], [29], [30] and ASIC [11], [12], [13], [14], [20], [22]
platforms. FPGA-based efforts include Xing et al.’s compact
design with a dual-butterfly unit (BU) NTT accelerator
and Karatsuba-based pointwise multiplication reduction,
along with memory sharing between SHA3 and NTT [18].
Bisheh et al. focused on a high-speed NTT with a 2 × 2 BU
configuration tailored to security levels [19], later extending
it to a customizable instruction set architecture, albeit with
high cost and slow execution [20]. Dang et al. further
optimized Xing’s NTT design, implementing k accelerators
for each security level, achieving improved performance [21].
Ni et al. introduced a memory-efficient multi-path delay
commutator NTTwith enhanced speed but increased resource
usage [23]. Li et al. demonstrated the advantages of a
split-radix NTT for high-speed implementations, though with
inefficient data storage [24]. Guo et al. explored mixed
radix-2/4 NTT with conflict-free memory access [25] and
subsequently a split-radix NTT-based design [26]. Kim et al.
presented a configurable ML-KEM design supporting all
security levels at high speeds but with significant hardware
overhead [27]. Ni et al. also proposed a flexible architecture

with FIFO-based storage and layered computation for faster
parallel processing and lower cost [28]. Nguyen et al. pre-
sented a design aimed at resource-constrained devices [29].
This design achieved the smallest footprint to date by
proposing a compact, dedicated SHA3 and a non-memory-
based iterative (NMI) NTT. Recently, Cui et al. proposed
an instruction-based design featuring high performance and
flexibility [30]. The functional modules were optimized and
controlled via instructions, significantly enhancing operating
frequency and hardware efficiency.

ASIC implementations include Banerjee et al.’s HW/SW
co-design with a RISC-V controlled crypto-processor, out-
performing other co-design approaches [11]. Fritzmann et al.
designed tightly coupled accelerators with a RISC-V pro-
cessor and specialized instructions, but suffered from slow
execution and high SRAM usage [12]. Xin et al. proposed
a vector processor for NTT and sampling, extending the
RISC-V instruction set for fast execution but with a large
area footprint [13]. Bisheh et al.’s ASIC implementation
also exhibited high SRAM requirements [20]. Zhao et al.
developed a RISC-V controlled hardware crypto-core with a
2D systolic array for fast NTT computation [14]. Kali et al.
presented a larger area design combining CRYSTALS-Kyber
and CRYSTALS-Dilithium [22].

Our literature review reveals a predominant focus on
optimizing the low-level polynomial arithmetic operations
in prior ML-KEM/CRYSTALS-Kyber hardware implemen-
tations. These operations include integer multiplication
and modular reduction for modular arithmetic in butterfly
and point-wise operations [36], [37], [38]. Subsequently,
NTT designs have been extensively investigated regarding
coefficient memory costs and the execution time of NTT,
INTT, and point-wise multiplication (PWM). The efficient
design of these operations significantly enhances overall
performance. However, these studies have not fully explored
optimizing designs at the algorithmic level, resulting in
limited hardware efficiency.

Specifically, the SHA3 module, despite its substantial
hardware cost, has received comparatively less attention.
Most existing works adopt a standard SHA3 design that
requires significant hardware for input, output data buffers,
and sampling [12], [14], [20], [21], [25]. Hung et al.
introduced a compact SHA3 based on a configurable
multi-mode state A design for input/output data loading and
executing the Keccak-f [1600] permutation [29]. However,
its limitation is the sequential execution of different modes,
which slows down hashing and sampling. Besides that,
storing all hash data during sampling incurs a memory cost.
Reference [30] also proposes a low-cost SHA3 design with
equivalent hashing and sampling speed to [29] due to the
need to sequentially update state A with external data and the
internal permutation. However, they utilized an output FIFO
buffer for sampling, resulting in lower memory cost than [29].
The common limitation of both SHA3 designs is that they are
inefficient for high-performance applications.
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Moreover, executing data flow between computational
modules is a critical issue. A widely used approach involves
independently storing data for each module, enabling direct
data exchange and simplified control. However, this approach
trades off memory cost and may lead to stall time due
to inter-module data dependencies. Some references have
reported high memory usage, which increases significantly
at higher security levels [19], [20], [21], [24], [27].
In some ASIC implementations, reported SRAM usage is
significantly larger than the necessary storage for primary
cryptographic data (e.g., seeds, keys, and ciphertext) [11],
[12], [14], [20], [22].

Furthermore, several references have proposed optimizing
data flow through buffer memory reuse [18], [23], [28], [29],
[30]. However, these designs still require initializing and
storing intermediate data before use. For instance, the design
in [29] requires separate storage for hash data and polynomial
sampling results. The design in [30] also requires that
polynomials be pre-sampled and stored before computation.
Thus, these memory buffers must be sufficiently large to
support intermediate data storage across all security levels.

A comprehensive approach that thoroughly exploits and
tightly integrates optimizations for SHA3, NTT, and data
flow is essential to address the aforementioned issues.
Therefore, the main objective of this paper is to focus on
hardware optimization at the algorithmic level to achieve
superior area-time efficiency. The primary innovations of this
work are:

• An area-optimized SHA3 architecture that tightly inte-
grates the hashing and sampling stages. This is achieved
by directly feeding the pseudorandom byte stream
output from the hashing process back into the input
FIFO. Consequently, sampling operations can proceed
in parallel with subsequent hashing computations,
effectively eliminating the need for dedicated SHA3
output memory while maintaining the throughput of
both operations.

• The design of two high-performance and memory-
efficient NTT accelerators, one for the even and one for
the odd sub-polynomials of ML-KEM. Each accelerator
incorporates two butterfly units to enhance processing
speed. Furthermore, we propose a novel method to
derive the required twiddle factors for the inverse-NTT
ζ−i, and pointwise multiplication ζ 2BitRev7(i)+1 directly
from the twiddle factors used in the NTT operation
ζ i. This approach achieves a threefold reduction in the
storage requirements for twiddle factors.

• We implement a partitioned storage scheme to enhance
memory utilization, propose intermediate data over-
writing to reduce memory cost, and adopt a tightly
coupled pipelined-parallel strategy to accelerate the
overall execution time substantially.

• The integration of the aforementioned optimizations into
a complete ML-KEM design that supports all three
NIST security levels. Evaluation on an FPGA platform
demonstrates a 6.7× improvement in area-time product

(ATP) compared to existing FPGA implementations,
with a resource footprint of 7.6k LUTs, 5.7k FFs, 2.3k
Slices, 4 DSPs, and 3 BRAMs.

• The fabrication and measurement of the proposed
ML-KEM design in 180 nm CMOS technology. The
resulting ASIC occupies an area of 1,940 × 1.789µm2

(equivalent to 160 kGE and utilizing 7.37 kB of SRAM).
Measurement results at a 1.8 V supply voltage and
93 MHz operating frequency show energy consumption
of 6.4 µJ, 10.3 µJ, and 14.4 µJ for ML-KEM-512, ML-
KEM-768, and ML-KEM-1024, respectively. This leads
to an area-time product that is 1.5× to 115.0× better
than previously reported ASIC implementations.

The subsequent sections of this paper are organized to
guide the reader through our work. Section II provides
the necessary background information on the post-quantum
cryptography standard, ML-KEM. Section III then delves
into the specifics of our main contributions. The hardware
architecture of our ML-KEM design for the ASIC platform is
presented in Section IV. Section V follows with a discussion
of the implementation and measurement results, includ-
ing comparisons with existing work. Finally, Section VI
concludes the paper and outlines potential future research
directions.

II. PRELIMINARY
A. ML-KEM STANDARD
ML-KEM is a key encapsulation mechanism derived from
CRYSTALS-KYBER [3], an algorithm selected by NIST
after the third round of the post-quantum cryptography
standardization process [39]. It is defined in the NIST
FIPS 203 standard [2], released in August 2024. The
security of ML-KEM is based on the hardness of the
Module-LWE (MLWE) problem [40]. ML-KEM is con-
structed in two steps. Initially, a public-key encryption
(PKE) scheme is built, which includes the key generation
(K-PKE.KeyGen), encryption (K-PKE.Encrypt), and decryp-
tion (K-PKE.Decrypt) algorithms. Then, an IND-CCA2-
secure ML-KEM is constructed by using the
Fujisaki-Okamoto (FO) transform [41].
ML-KEM features a modular design with algebraic

operations on the polynomial ring Rq = Zq[x]/(xn + 1). This
design utilizes k-dimensional matrices and vectors, where
k ∈ (2, 3, 4). Hence, ML-KEM provides flexible security
levels by adjusting the parameter k , corresponding to ML-
KEM-512, ML-KEM-768, and ML-KEM-1024. We refer
to the FIPS 203 standard, [2], for detailed ML-KEM
specifications.

B. SHA3 STANDARD
ML-KEM uses the secure hash algorithm SHA3 to generate
randomness polynomials from symmetric primitives. Each
primitive is initialized using a hash function (SHA3) or
an extendable output function (XOF), as specified in
the FIPS202 standard [35]. ML-KEM employs two hash
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functions, SHA3-256 and SHA3-512, along with two XOF
functions, SHAKE128 and SHAKE256. These functions are
based on the Keccak-f [1600] permutation with a 1600-bit
state. The differences between these functions relate to the
rate parameter r , the padding rule, and the length of truncated
output.

C. NUMBER THEORETIC TRANSFORM
The Number Theoretic Transform (NTT) is an integral
part of ML-KEM. Specifically, polynomials are converted
to their NTT representation before performing arithmetic
operations. The results are then converted back to the normal
representation. NTT accelerates polynomial multiplication
with a complexity of O(n × log n). ML-KEM utilizes the
negative-wrapped convolution (NWC) NTT [42]. Conse-
quently, the NTT representation of a polynomial f consists of
two coefficient vectors, each being 128 degree-one residues
modulo quadratic polynomials. Specifically,

f mod(x2 − ζ 2BitRev7(i)+1) = f̂ = f̂2i + f̂2i+1x (1)

for i from 0 to 127, ζ is the 256-th root of unity in Zq,
and BitRev7 being the bit reversal of a seven-bit integer. The
vectors f̂2i and f̂2i+1 are computed as follows:

f̂2i =

127∑
j=0

f2jζ (2BitRev7(i)+1)j (2)

f̂2i+1 =

127∑
j=0

f2j+1ζ
(2BitRev7(i)+1)j (3)

Polynomial multiplication h = f ×g involves independent
pointwise multiplications (PWM) between 128 degree-one
vectors, following the equation:

ĥ2i + ĥ2i+1x

= (f̂2i + f̂2i+1x)(ĝ2i + ĝ2i+1x) mod(x2 − ζ 2BitRev7(i)+1)

(4)

From an implementation perspective, NTT exhibits a
highly parallel structure. Thus, the Cooley-Tukey (CT) [43]
and Gentleman-Sande [44] algorithms are widely known
for fast NTT transformation. These algorithms adopt the
divide-and-conquer strategy to compute butterfly operations
at each NTT stage iteratively. References [45] and [46]
present techniques to eliminate pre-processing and post-
processing, reducing costly bit-reversal operations. Besides,
reference [11] proposes a unified BU architecture that
integrates CT and GS algorithms, facilitating a more flexible
NTT design.

III. AREA-TIME EFFICIENT ML-KEM ARCHITECTURE
Figure 1 illustrates the overall architecture of the proposed
area-time efficient ML-KEM design. Our architecture con-
sists of three computational modules: a SHA3 module for
hashing and sampling operations, a polynomial arithmetic
unit (PAU), and a Transcoder module for Encode/Decode and

Compress/Decompress operations. Besides, a memory bank
(RAM0, RAM1, RAM2) is designed to store data during
ML-KEM operations. The width of internal data paths is
64 bits. A Control Unit is designed to manage the operations
of all modules.

This design functions as a crypto-core for the ML-
KEM standard. The input data includes the operation mode
(ML-KEM.KeyGen, ML-KEM.Encaps, ML-KEM.Decaps),
security level (k), randomness seeds (d, z,m), and control
signals (Reset, Enable). The output data consists of the keys
(ek, dk,K ), ciphertext (c), and status signals (Valid, Done).

The design idea is that all output data from the computa-
tional modules must be stored in the partitioned memories
of the memory bank. On the contrary, the data needed
for computation are directly read from the memory bank.
In the case of PAU, a 1n memory unit, equivalent to storing
one polynomial, is added to support performing polynomial
multiply-accumulates with the MAC unit. This approach
significantly reduces the overall memory cost of the system.

However, to ensure the effectiveness of this design, the
operations of functional modules must be tightly scheduled
and executed sequentially to simplifymemory access patterns
and avoid stall time. In the following sections, we will
explore optimization strategies for each module and how
their operations are coordinated to achieve high area-time
efficiency.

FIGURE 1. The proposed architecture of the ML-KEM standard.

A. THE PARTITIONED MEMORY BANK
Storing data is a challenge when implementing ML-KEM.
Especially ML-KEM has many intermediate values, includ-
ing initial seeds, pseudo-random bit streams, and randomness
polynomials. In [18], [21], and [23], hardware resources have
been wasted on storing intermediate values in FIFOs. More-
over, reference [28] utilized FIFOs to store all data types,
achieving a 100%memory utilization ratio. In reference [29],
a fragmented memory approach is proposed to improve the
BRAM utilization ratio. However, separately storing multiple
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FIGURE 2. The organization of the partitioned memory bank.

intermediate values increases hardware costs. Besides that,
in the ML-KEM standard, NIST requires that intermediate
values be destroyed after use to prevent attackers from
compromising them [2]. Consequently, multiple intermediate
memory units make destruction a concern.

To address these issues, we propose a memory bank
architecture, as shown in Figure 2. All data in the ML-KEM
is stored in three partitioned memory blocks: RAM0,
RAM1, and RAM2. The light red partitions represent
the memory areas where intermediate data is destroyed
by overwriting. Specifically, RAM0 is divided into three
storage partitions: 1) the randomness seeds (d, z,m) and the
results of symmetric primitives (G, H, J); 2) intermediate
polynomials ŷ or u/v from Decompress(u)/Decompress(v)
operation; 3) ciphertext c(c1||c2). RAM1 has two storage
partitions for an encryption key, ekPKE (t̂||ρ) and a decryp-
tion key, dkPKE (ŝ). Besides that, RAM2 also includes
two storage partitions for storing the most intermediate
polynomials for the component schemes: K-PKE.KeyGen
(s, e, Â), K-PKE.Encrypt (y, Â, e1, e2), and K-PKE.Decrypt
(Decompress(u), Decompress(v), û). RAM0 and RAM1 are
512×64 bits, while RAM2 is 256×64 bits, ensuring support
for all three security levels.

The seeds (σ, r) also serve as intermediate values for
iterative generation processes (s, e, y, e1, e2). Therefore,
we store them in the register file within the SHA3 module.
This method simplifies memory bank access patterns and
allows destruction using a reset signal once they are no
longer needed. On the other hand, output data from the SHA3
module is stored directly in the memory bank without further
processing.

When interfacing with the memory bank, the computation
modules must send read and write request signals and
operation codes. The Read/Write Control units then encode

this information into control signals for the multiplexers,
determining the appropriate input/output ports and memory
regions for data interaction. For example, when the SHA3
module issues a read or write request, the operation codes
correspond to the specific hashing functions being performed
by SHA3. For intermediate data that is overwritten, the
associated operation codes correspond to operations such as
NTT, INTT, PWM,Compress, andDecompress. Thememory
bank can also handle external read/write requests for initial
seeds (d, z,m), keys (ekPKE , dkPKE , shared key K ), and
ciphertext (c).

B. SHA3 MODULE
Conventional SHA3 designs require two large FIFO buffers
to store and process the input and output data [21], [47]. In
ML-KEM, the size of these buffers can reach up to
r = 1344 bits for the SHAKE128 function. Therefore,
we propose a more efficient SHA3 design by introducing a
multifunctional FIFO buffer that helps to couple hashing and
sampling operations tightly. Figure 3a details the proposed
SHA3 architecture with the 64-bit data path. The design
includes a FIFO, a 1600-bit state A, a Keccak-f [1600]
permutation unit, a padding unit, and samplers. Moreover,
Figure 3b shows the FIFO design, which consists of 21 64-bit
registers and interfaces with state A through modes 0, 1,
and 2. Specifically, in mode 2, data is loaded into the FIFO,
or hashed output is read out from the FIFO. In mode 1, the
FIFO is updated with hashed data from state A in one clock
cycle (CC). In mode 0, r-bit data from state A is XORed with
the r-bit FIFO in one CC.

In ML-KEM, the operation of the SHA3 module can
be cataloged into two types: performing hash functions
(SHA3-512, SHA3-256) and performing XOF functions
(SHAKE128, SHAKE256). For hash functions, input data is
padded and loaded into the FIFO. Once FIFO is filled with
r bits, the state A is updated to perform the Keccak-f [1600]
permutation. Each Keccak-f [1600] round requires 24 CCs,
while FIFO loading takes at most 21 CCs. Therefore, in the
case of long data hashing (e.g., H, J primitives), loading new
r-bit data into the FIFO is effectively hidden by overlapping
with the Keccak-f [1600] permutation.

For the sampling process in ML-KEM, the XOF functions
only require one-time input loading but demand multiple
rounds of Keccak-f [1600] permutations. After each round,
r bits from state A are updated into the FIFO using
mode 1. These pseudorandom bits are then read out for
sampling using mode 2. Simultaneously, a new Keccak-
f [1600] permutation is performed on state A in 24 CCs.
Once all pseudorandom bits are utilized for sampling, the
FIFO is re-updated with new hashed data from state A within
one CC and continues the sampling process. In our design,
the uniform sampling time can be mainly hidden by the
Keccak-f [1600] permutation, while the centered binomial
distribution sampling is entirely absorbed. Consequently, our
SHA3 design saves one output r-bit FIFO while maintaining
hashing and sampling throughput as usual.

103838 VOLUME 13, 2025



T.-H. Nguyen et al.: Area-Time Efficient Hardware Architecture for ML-KEM PQC Standard

FIGURE 3. The proposed SHA3 module: (a) The top level of the SHA3
architecture, (b) The design of FIFO and its modes.

We design four independent sample-NTT units for sam-
pling the polynomial Âij. Each unit has an acceptance rate of
81.27%. Valid samples are stored in four small-depth FIFOs
(depth= 12).When each FIFO has at least four valid samples,
they are read in batches of four coefficients and stored
directly in the memory bank. Our SHA3 module generates
a polynomial Âij in approximately 120 CCs. Besides that,
we sample eight coefficients per CC for the polynomial
f using CBD functions. The coefficients are generated in
the form −η ≤ f [i] ≤ η, with 3-bit size, where the
most significant bit (MSB) represents the sign. Thus, eight
coefficients have 24 bits and can be stored directly in
the memory bank without encoding. The proposed SHA3
module generates a polynomial f in 83 CCs and 89 CCs,
corresponding to the CBD2 (η = 2) and CBD3 (η = 3)
functions, respectively.

C. POLYNOMIAL ARITHMETIC UNIT
The PAU module is designed to perform polynomial opera-
tions for ML-KEM. As outlined in Figure 1, its architecture
consists of a Computation Unit (CU), Reordering Units
(RUs), a ROM for twiddle factor storage, and an internal
memory unit (1n memory).

The CU design includes four butterfly units (BU0, BU1,
BU2, and BU3), where the pair (BU0, BU1) performs
NTT/INTT for the even-coefficient sub-polynomial and the

FIGURE 4. The proposed NTT accelerator architecture (a), an example
data flow of 16-point NTT (b).

pair (BU2, BU3) for the odd-coefficient sub-polynomial.
In addition, the four butterfly units can be reconfigured
to perform PWM operations. The RUs support coefficient
reordering and storage during the NTT/INTT process. The
1n memory unit comprises four 32 × 24 memory blocks,
supporting the MAC operations in matrix-vector and vector-
vector polynomial multiplications.

1) NTT DESIGN
For the NTT operation, we design two highly efficient
NTT accelerators, NTTE for even-coefficient and NTTO
for odd-coefficient sub-polynomials. These accelerators are
optimized based on the NMI-NTT from [29]. The key
difference is that we propose a scalable NTT design by
introducing a mapping unit into the NMI-NTT architecture,
as shown in Figure 4a, for the example of NTTE. Specifically,
each accelerator consists of two parallel BU units (BU0
and BU1). RU0 and RU1 support coefficient reordering and
storage at each NTT stage. M0 and M1 are responsible
for distributing coefficients between the two BU units at a
specific NTT stage.

Figure 4b illustrates the operation of the NTT accelerator
through a data flow example for a 16-point NTT. Specifically,
the coefficient streams are divided into two groups and
processed by BU0 and BU. After the first NTT stage, half
of the coefficient streams are redistributed directly between
the two BUs without reordering. In the hardware design, two
multiplexers, M0 and M1, are controlled by the NTT stage
index to map the coefficients between BU0 and BU1 (the red
data paths in Figure 4a).

In the subsequent NTT stages, the coefficients are pro-
cessed and reorderedwithin each pair of BU andRU.Notably,
the size of RU0 and RU1 is reduced by half compared to [29]
because reordering is not needed for the first NTT stage.
Moreover, the design of the delay unit D1 does not require
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FIGURE 5. The hardware design for deriving ζ−i and ζ2BitRev7(i )+1

from ζ i .

fragmentation, as in [29]. The size of D1 equals D0 + Dx,
where Dx = n/8 − x, with x being the total number of
pipeline registers in BU and RU. Therefore, RU0 and RU1
are compact and have a more straightforward control logic
compared to [29].

The control indices for the NTT accelerator are derived
from the NTT stage index. Therefore, they can be reversed
to perform the INTT operation. Two NTT accelerators
require 224 CCs for an NTT/INTT operation of one
polynomial and 128 CCs for a PWM operation between two
polynomials.

2) STORING TWIDDLE FACTOR
The NTT-based polynomial multiplier of ML-KEM requires
three pre-computed twiddle factor arrays for NTT (ζ i), INTT
(ζ−i), and PWM (ζ 2BitRev7(i)+1) operations. The ζ i and ζ−i

arrays each contain n/2 − 1 powers of value ζ , while the
ζ 2BitRev7(i)+1 array contains n/2 powers. Therefore, storing
all three arrays requires about 1.5 × n. Several works have
proposed methods to derive ζ−i from ζ i. Thus eliminating
the need to store one array, with only an additional cost of
one subtraction, as shown in the following equation:

ζ−i
≡ −ζ n−i ≡ q− ζ n−i (5)

However, we found that ζ storage can be further reduced by
deriving ζ 2BitRev7(i)+1 from ζ i. Specifically, for even values
i = 2k , ζ 2BitRev7(2k)+1 values can be derived directly from
the ζ i values of the final NTT stage. Moreover, for odd values
i = 2k + 1, the value 2BitRev7(i) + 1 is given by:

2BitRev7(2k + 1) + 1 ≡ 2BitRev7(2k) + 1 + n/2 (modn)

(6)

By applying the binary property ζ k+n/2 ≡ −ζ k to
equation (6), we obtain equation (7) as below:

ζ 2BitRev7(2k+1)+1
≡ q− ζ 2BitRev7(2k)+1 (7)

As a result, the ζ 2BitRev7(i)+1 can be derived from the
ζ i as in the ζ−i case, making them unnecessary to store.
Figure 5 illustrates the hardware cost of deriving ζ−i and
ζ 2BitRev7(i)+1 from ζ i. Specifically, the ζ−i twiddle factors
are computed using one subtractor (q − ζ i) and followed by

one 1/2 multiplier for the INTT operation. The NTT mode
determines the selection between ζ i and ζ−i accordingly. The
ζ 2BitRev7(i)+1 coefficients for odd i values are also computed
using the subtractor (q − ζ i). Then, bit 0 of i value is
used to determine the output of ζ 2BitRev7(i)+1. Besides that,
generating the index for twiddle factor reading also requires a
small hardware cost, involving multiplexers to select the read
index of NTT/INTT/PWM mode. In summary, our method
reduces ζ memory usage three times.

D. TRANSCODER MODULE
The data path in our design has a 64-bit width. Therefore,
the Transcoder module is designed to encode the output of
PAU into 64-bit data streams and write it into the memory
bank. These data include the encryption and decryption
keys (ekPKE , dkPKE ), intermediate polynomials (ŷ, û), and
ciphertext (c = Compress(u)||Compress(v)). The Transcoder
module also decodes the data (ekPKE , dkPKE , ŷ, û) to perform
PWM operations in the PAU. In the case of Decompress(u)
and Decompress(v) operations, the decompressed data are
stored back into the memory bank. These data (u, v) are
stored in a specific order: four coefficients in RAM0
and the following four in RAM2. Then, the PAU can
read eight coefficients (u, v) directly from the memory
bank.

Algorithm 1 The Proposed Hardware-Friendly Design of the
Compress Function
Input: The integer x, the parameters q = 3329 and d .
Output: y = Compressd (x).
1: x1 := (x × 1260) >> (11 − d);
2: x1 := x1 >> 11;
3: x2 := (x << d) − x1 × 3329;
4: if x2 > 1664 then
5: x1 := x1 + 1
6: else
7: x1 := x1
8: Return y = x1 mod 2d

The hardware design of the Encode/Decode operations is
relatively straightforward, with hardware costs consisting of
some pipelined registers and a multiplexer. In contrast, the
Compress operation is more complex and area-consuming
since it requires a division of q. However, we exploit
Barrett reduction to replace the division by q with a
multiplication by an approximate inverse of q. We adopt
a variant of the Barrett reduction proposed and analyzed
in [37] and [48]. Algorithm 1 describes the low-cost design
for the Compress operation with bit-shifting, subtraction, and
addition operations. Notably, the Decompress operation can
also be performed by reusing the multiplication with q =

3329 at Line 3 in Algorithm 1. Therefore, the proposed
Transcoder design can flexibly configure its functions while
maintaining low hardware overhead.
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FIGURE 6. The optimization execution data flow for primary operations of K-PKE.KeyGen in ML-KEM-768.

E. OPTIMIZING EXECUTION DATA FLOW
The partitioned memory strategy is cost-advantageous due to
its enhanced utilization ratio. However, it requires sequential
memory access. All intermediate and result data are stored in
partitions within memory banks. In particular, intermediate
data is overwritten to ensure it is destroyed when no longer
needed. Therefore, the execution order of operations must be
tightly scheduled to avoid excessive storage of intermediate
data and memory access stall time.

Figure 6 illustrates how we execute operations for
the K-PKE.KeyGen scheme of ML-KEM-768. The most
time-consuming operation is the matrix-vector polynomial
multiplication. Therefore, the NTT, PWM, and INTT
operations are identified as primary operations and exe-
cuted sequentially in the PAU. Other operations, sampling,
encoding, and accumulation, are performed in parallel with
the primary operations. Therefore, their execution time is
absorbed mainly by the PAU activities.

In particular, NTT(s) operations are executed first, and
their results should be stored in RAM1. Our NTT accelerator
generates eight output coefficients per one CC, corresponding
to 32 CCs per polynomial. However, immediately processing
and storing eight coefficients (96 bits) into 64-bit width
memory is impractical. Hence, ŝ0/ŝ1/ŝ2 is temporarily stored
in 1n memory and read out in parallel during the subse-
quent operation. Reading one polynomial takes 128 CCs,
constrained by the execution time of one PWM operation.
This constraint helps fix the number of input-output coeffi-
cients and simplifies the Transcoder design. Afterwards, the
encoded ŝ0, ŝ1, ŝ2 are stored in RAM1.
In the next phase, the PAU sequentially executes t̂0 =

Â0j × ŝ+ ê0, t̂1 = Â1j × ŝ+ ê1, and t̂2 = Â2j × ŝ+ ê2 of the
Â× ŝ+ ê operation. The PWM operations are performed first

and accumulated using the MAC unit, then stored into the 1n
memory. Afterward, the polynomial ei is transformed into the
NTT representation to complete t̂i = Âij × ŝ + êi. The result
t̂i is then read out at the subsequent operation, following the
same 128 CC constraint as in the case of ŝ. In our design, data
is delayed one CC before being stored in 1n memory. This
technique enables efficient MAC operations. For example,
when t̂0 = Â0j×ŝ, t̂0 is read from 1nmemory at the same time
the result of NTT(e0) appears. Then, performing t̂0 = t̂0 + ê0
and storing its results into 1nmemory after one CC. The ready
output signals from NTT and PWM operations are used to
read data for MAC operations when needed.

Additionally, our SHA3 module samples polynomials
faster than the PAU operations. Therefore, we only gen-
erate polynomials when required for the next operation.
This approach allows these intermediate polynomials to
be stored and overwritten in two partitions of RAM2.
The above optimizations can be similarly applied to the
K-PKE.Encrypt and K-PKE.Decrypt schemes. Hence, the
NTT, PWM, and INTT operations remain the primary
ones and are executed sequentially. Moreover, other opera-
tions, such as sampling, encoding/decoding, and compres-
sion/decompression, are overlapped with PAU operations.
As a result, the total execution time for key generation,
key encapsulation, and key decapsulation is substantially
reduced.

In the ML-KEM standard, the security level can be
adjusted by changing the dimensions k of the matrix and
vector polynomials, which results in different numbers of
operations. Based on the number of NTT, INTT, and PWM
operations, our design can be flexibly configured to support
all three security levels (ML-KEM-512, 768, and 1024) with
a low additional cost.
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IV. ASIC DESIGN
We fabricated the proposed ML-KEM design on a general-
purpose 180 nm CMOS technology. Our ASIC supports
all three security levels: ML-KEM-512, ML-KEM-768,
and ML-KEM-1024. The input (seeds d/z/m) and output
(ek, dk/c/K ) data paths are changed from 64-bit to 8-bit to
reduce the number of I/O pins required for the ASIC. This
change only affects the initial data loading and final result
readout time. However, we are restricted to using only the
SRAM libraries provided by the manufacturer. Specifically,
the largest size for dual-port SRAM is 128 × 32 bits
(512B), and the maximum supported data width is 32 bits.
Consequently, we had to divide our memory banks into
provided memory units in smaller sizes. Figure 7 illustrates
how data are stored in the supported SRAMs.

Specifically, for ML-KEM-768 and ML-KEM-1024, the
encryption key ekPKE , decryption key dkPKE , and ciphertext
c sizes exceed 128 × 32 bits. Therefore, ekPKE and c
are stored in four single-port SRAMs of size 256 × 32,
corresponding to (ek0, ek1) and (ct0, ct1). Since dkPKE
requires simultaneous read and write access, we utilize four
dual-port SRAMs of size 128 × 24 (dk0, dk1, dk2, dk3).
When the PAU requires dkPKE , eight coefficients are read in
one CC.

Intermediate polynomials (s, e, y, e1, e2, ŷ, û) from the
RAM0 and RAM2 partitions are stored in four dual-port
SRAMs of size 128 × 24 (M0, M1, M2, and M3). Besides
that, the memory partition for the Âij polynomials in RAM2
is implemented using three dual-port SRAMs of size 64× 16
(polyA0, polyA1, polyA2), sufficient for storing up to two
polynomials. These intermediate data are overwritten during
algorithm execution.

There are exceptions where data sizes do not match the
provided SRAMs, such as memory partitions for data d , z,m,
G, H , and J in RAM0 and the 1n memory of the PAU. These
memories are synthesized using DFP standard cells instead
of SRAM. These memory solutions increase the ASIC area.
Our ASIC design uses 7.37 kB of SRAM with a comparable
execution speed to the FPGA design.

V. IMPLEMENTATION RESULTS AND COMPARISONS
A. FPGA IMPLEMENTATION RESULTS
This section reports the proposed highly area-time efficient
ML-KEM implementation results on FPGA and ASIC
platforms. Regarding FPGA implementation, we deployed
the ML-KEM design on the Artix-7 platform with Xilinx
Vivado 2022.2. The FPGA reports have been obtained from
default settings. Our ML-KEM has a 169 MHz operating
frequency on a hardware footprint of 7.6k LUTs, 5.7k
FFs, 2.3k Slices, 3 BRAMs, and 4 DSPs. Table 1 details
the FPGA resource breakdown, where SHA3 and PAU are
the most expensive hardware costs. Our FPGA performs
key generation, encapsulation, and decapsulation phases
in ML-KEM within 10.6/13.6/21.3 µs for ML-KEM-512,
18.3/21.3/33.2 µs for ML-KEM-768, and 26.6/30.2/45.0 µs
for ML-KEM-1024.

FIGURE 7. ML-KEM ASIC micrograph on the die size of 2.5 × 2.5 mm2.

TABLE 1. The FPGA resource breakdown of the proposed ML-KEM
architectures.

B. ASIC IMPLEMENTATION RESULTS
Figure 7 shows the fabrication results of our ML-KEM on
180 nmCMOS technology. The chip die size is 2.5×2.5mm2.
Our ML-KEM occupies approximately 3.47 mm2 of the die
area, including 160 kGE for computational logic and 7.37 kB
SRAM for memory. The maximum operating frequency
(fMAX) ranges from 20 to 106 MHz, corresponding to the
operating voltage (VDD) from 0.9 V to 2.0 V. At the standard
supply voltage, VDD = 1.8 V, the measured fMAX is 93 MHz.
In comparison, the PnR synthesis result is 101 MHz.

Figure 8 shows our measurement setup for testing the
proposed ML-KEM design. The ML-KEM chip is mounted
on a QFP160 socket with header pins for input and output
signal connections. Two power supply devices provide
operating voltages and measure the current consumption
for the I/O pins and the ML-KEM core design. We also
utilize a DE2-115 FPGA development board to interface
with and control the chip via the Quartus Prime Standard
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FIGURE 8. The measurement setup for ML-KEM ASIC chip.

Edition software. Specifically, the test program is transferred
onto the FPGA to send control signals (clock, enable, reset,
modes, security level k) and initial seeds (d, z,m) to the
chip via switches and jumper wires. The data exchange
bandwidth between the FPGA and the chip is 8 bits.
An RTO 1024 oscilloscope is used to observe the ciphertext
comparison result in the final stage of decapsulation.

With this setup, we tested a complete ML-KEM internal
algorithms sequence: Keygen ⇒ Encapsulation ⇒ Decapsu-
lation. The DE2-115 board sends control and configuration
signals to the ML-KEM chip. The operational status of
ML-KEM is monitored and displayed via an LED on
the DE2-115 board. The data (d, z,m) is automatically
transmitted when the chip requests it. Upon completion of
the execution processes, the design functions correctly if the
high signal (VDD) can be observed on RTO 1024.

Figure 9 reports the measured power consumption of the
ML-KEM chip at the lowest operation frequency fMAX =

20 MHz with different VDDs under room temperature. The
active power, Pactive is measured when the ML-KEM chip
performs key generation, encapsulation, and decapsulation
phases. The leakage power, Pleakage is measured without the
operation clock. The lowest and highest Pactive achieved are
5.49 mW at VDD = 0.9 V and 28.8 mW at VDD = 2.0 V.

C. COMPARISON WITH OTHER WORKS
Table 2 compares our results with the existing FPGA
implementations ofML-KEM/CRYSTALS-Kyber.We report
the area-time product (ATP) by Total Clock Cycles (CCs) ×

Equivalent Number of Slices (ENS) for a fair comparison
at the algorithmic level. ENS is calculated by Slices +

BRAMs×200 + DSPs×100, as in [29].
References [18], [26], and [29] propose CRYSTALS-Kyber

implementations for resource-constrained devices. There-
fore, their NTT accelerators utilize a dual-BU configuration
for even and odd subpolynomials. Reference [18] adopts the
Karatsuba algorithm to reduce five PWM operations to four.
Hence, NTT can be reconfigured to perform PWM. However,

FIGURE 9. Power consumption at 20 MHz frequency and various supply
voltages.

[18] performs poorly due to considerable FIFO usage and
an inefficient data flow. Reference [26] designs a split-radix
NTT design, which is lower-cost than radix-2 NTT. However,
its ALU requires significant BRAM, and the storage of the
public key and ciphertext is not mentioned. Reference [29]
has the lowest hardware cost by proposing a compact SHA3
design and a low-memory cost NTT. Nevertheless, this SHA3
design has very slow hashing and requires a 4r-bit memory
for sampling. In contrast, our SHA3 eliminates the output
memory. Besides, a high-speed and low-memory cost NTT
accelerator is designed. Thus, our ML-KEM has the lowest
memory cost with 3 BRAMs. Reports show that our design
performs ATP better at 1.8×, 1.4×, and 1.3× compared
to [18], [26], and [29] across all three security levels.

References [19], [20], [21], [24], [25], [28], and [30]
introduce high-performance ML-KEM/CRYSTALS-Kyber
implementations. These implementations opt for highly
parallel NTT accelerators. In [19], Bisheh et al. design an
NTT with a 2 × 2 BU configuration and adopt k NTTs for
CRYSTALS-Kyber with k as the security level. However, this
implementation lacks system-level optimizations, leading
to significant memory costs. Subsequently, the authors
introduce a more memory-efficient version at the expense
of slower execution time [20]. References [21] and [24]
also implement k NTTs as in [19]. However, [21] focuses
on optimizing the radix-2 NTT design and system archi-
tecture, while [24] extends the split-radix NTT approach.
Consequently, the performance of [21] is better than that
of [24]. Reference [25] designs a mixed-2/4 radix NTT
for CRYSTALS-Kyber. It reports low hardware utilization
without mentioning public key and ciphertext storage costs,
as in [26]. References [28] and [30] also propose NTT
accelerators with a similar number of BUs as ours. The design
in [28] stores all data in FIFOs to enhance the utilization
ratio. However, their intermediate data storage remains costly.
In contrast, [30] introduced instruction sets to schedule
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TABLE 2. FPGA implementation results and comparison with previous works.

operations for computational modules, improving operating
frequency and reducing hardware costs. Nonetheless, their
SHA3 module is as slow as in [29], degrading overall
execution performance. Compared to these works, our
ML-KEM design achieves the lowest cost while maintaining
comparable execution time. Therefore, our ATP outperforms
those of [19], [20], [21], [24], [25], [28], and [30] by up to
2.3×, 6.7×, 1.9×, 2.9×, 1.6×, 1.3×, and 1.7× across all
three security levels.

Moreover, [23], [27] propose designs targeting low-latency
applications. In [23], Ni et al. introduce a multi-path delay
commutator NTT accelerator for CRYSTALS-Kyber. The
authors also utilize FIFOs for data storage, similar to [28].
Besides, 12 × 12-bit multiplications are performed using
LUTs instead of DSPs. Therefore, they report 0 BRAM
usage and low ENS. Our design has ATP comparable to [23].
Reference [27] proposes a memory-based pipelined NTT
design for ML-KEM, supporting all three security levels.

However, this design has low hardware efficiency. As a result,
our ML-KEM performs ATP improvements of 3.7×, 3.2×,
and 3.1× at ML-KEM-512, ML-KEM-768, and ML-KEM-
1024, compared to [27].
Table 3 compares our ASIC results with those from

references [11], [12], [13], [14], [20], and [22]. To the best
of our knowledge, our work is the first ASIC implementation
for the ML-KEM standard in the literature. We report the
ATP trade-off as kGE× Total Clock Cycles (CCs), where GE
represents the NAND gate equivalent, to ensure meaningful
comparison across different CMOS technologies.

References [11], [12], and [13] implement HW/SW
co-designs for CRYSTALS-Kyber based on open-source
RISC-V processors. [11] designs a single hardware core
supporting multiple operations, while [12] designs separate
hardware cores for each operation. Moreover, [13] imple-
ments CRYSTALS-Kyber as a co-processor. Therefore, [13]
has themost hardware logic cost. Our ASIC achieves superior
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TABLE 3. ASIC implementation results and comparison with previous works.

performance, with ATP better of up to 30.1×, 81.3×, and
115.0× compared to [11], [12], and [13], respectively.

References [14], [20], and [22] report ASIC synthesis
results for their hardware implementations of CRYSTALS-
Kyber. Reference [20] has the lowest logic hardware cost.
However, this implementation requires considerable SRAM
and has the slowest execution speed. References [14]
and [22] achieve faster execution than our implementation,
but require significantly more hardware. As a result, our ATP
demonstrates better efficiency, with improvements ranging
from 1.5× to 9.6× compared to [14], [20], and [22].

Additionally, our ASIC needs significantly less SRAM
than other ASIC implementations. The measured results
indicate that our ASIC has the lowest energy consumption,
with 6.4 µJ, 10.3 µJ, and 14.4 µJ for ML-KEM-512,
ML-KEM-768, and ML-KEM-1024, respectively.

VI. CONCLUSION AND FUTURE WORK
Recognizing the critical need for quantum-resistant key
establishment, this paper presented a hardware design that
achieves significant area-time efficiency for the ML-KEM
standard. Key to our approach was a novel SHA3 architec-
ture that tightly integrated hashing and sampling, thereby
eliminating the need for output storage while maintaining
throughput.We also introduced a high-speedNTT accelerator
with low memory usage for twiddle factors. Furthermore,
our data memory organization is highly optimized and saves,
thanks to leveraging partitioned memories and overwriting
intermediate data. Operation scheduling is tightly coupled
with parallel and pipelining processing techniques to opti-
mize memory access and reduce execution time.

The resulting ML-KEM design supports all three NIST
security levels and exhibits compelling performance. Our
FPGA implementation demonstrated an area-time product
up to 6.7× better than comparable designs. Furthermore,
our 180 nm CMOS ASIC implementation achieved even

greater ATP improvements (1.5× to 115.0×) while boasting
the lowest SRAM usage (7.37 kB) and minimal energy
consumption (6.4 µJ, 10.3 µJ, and 14.4 µJ for the respective
security levels).

The contributions in this paper can be effectively applied
to other PQC standards that have a common mathematical
structure (e.g., FIPS 204/CRYSTALS-Dilithium [49]) or
share computational requirements (e.g., FALCON [50]
and FIPS 205/SPHINCS+ [51]). Besides that, SCA is an
essential part of PQC implementation, and our design is
resistant to timing attacks. However, since SCA is not the
primary focus of this work, we plan to explore this field
in future research. Therefore, our long-term vision is to
develop the above-proposed modules for multi-standard and
equip them with SCA countermeasures. Finally, the HW/SW
co-design solution will be explored by integrating these mod-
ules into an open-source RISC-V processor for deployment in
secure end-user devices.
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