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The fundamental properties of quantum mechanics, such as the no-cloning theorem, make management and
control of quantum networks challenging. Quantum wrapper networking (QWN) offers a solution to this problem
by wrapping quantum payloads with classical bits (as headers and/or tails) that can be used to assist with
networking, performance monitoring, and probing the properties of the fiber interconnection. Since the classical
header and quantum payload travel in the same fiber, one should carefully design the system to mitigate potentially
deleterious effects such as noise and cross-talk. In this paper, we identify and characterize the noise induced by the
classical headers by in-fiber scattering processes. We study the noise by using a tunable continuous-wave laser to
emulate O-band (∼1310 nm) classical headers, which are time- and wavelength-multiplexed with O-band quantum
signals. The noise is characterized as a function of the headers’ power, classical-quantum wavelength detuning, and
optical fiber length. We demonstrate that the dominant noise contribution originates from spontaneous Raman
scattering for wavelength detunings that are larger than 3 nm. We also observe that some noise photons can bleed
into the quantum payload due to Rayleigh scattering of backward Raman scattered photons. We further investigate
system level impacts of the noise created by classical headers that are produced by employing a small form-factor
pluggable transceiver. We demonstrate that the associated noise level has negligible impact on quantum payloads
for a 47.8 km deployed fiber link, the longest length used in QWN experiments to date, achieving a coincidences-
to-accidentals ratio of 56 and a two-photon interference visibility of 88.8%.
© 2025 Optica Publishing Group under the terms of the Optica Open Access Publishing Agreement
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1. INTRODUCTION
Functional large scale quantum networks will allow quantum
resources to be shared between numerous remote users to realize
applications that classical systems cannot offer, such as quantum
teleportation and distributed quantum computing [1–3]. Quan-
tum networking research has seen rapid growth in the past years,
showing advancement in quantum metropolitan area fiber optic
infrastructures [4–10], transnational links [6,11], and even a
backbone network connecting multiple metropolitan networks
with the integration of satellite-to-ground links [12]. However,
for larger quantum networks to operate seamlessly, there needs to
be a universal protocol to connect quantum nodes. What makes
this particularly challenging for quantum systems is that, unlike
classical communication traffic, quantum information cannot
be monitored or tapped without destroying qubits. Further-
more, this protocol needs to allow scalability, interoperability,
and coexistence with classical networks while preserving the
integrity of quantum information.

Quantum wrapper networking (QWN) technology [13] is an
emerging candidate to address these challenges. QWN offers
a solution for the end-to-end transport of quantum information
(quantum payload) by wrapping it with classical information
(QW headers and QW tails) and using them for switching and
routing. By adopting classical networking protocols and employ-
ing low-loss classical devices, the transmission of quantum
information to its destination can be achieved while monitor-
ing the classical headers to infer information about the quantum
signal such as polarization drift and loss. QWN also aims to
use QW headers for time synchronization which was previously
demonstrated by wavelength multiplexing classical pulses to
coexist with quantum signals in quantum networks [14]. Initial
experiments havve also shown packet switching polarization
entangled single-photon payloads to two distinct nodes while
monitoring the loss performance in the network [15]. Similarly,
[16] proposed packet switching of quantum key distribution
(QKD) signals using classical headers for networked systems.
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The wavelength chosen for the quantum payloads and classical
headers reveals a trade-off between noise and loss in the quan-
tum channel and the degree of flexibility/scalability that headers
can offer. In general, placing quantum and classical informa-
tion (QWN headers or coexisting classical traffic) as far away
as possible in wavelength from the quantum channel reduces
the noise since the spontaneous Raman scattering (SpRS) coef-
ficient tends to be lower for larger wavelength detunings [17].
Indeed, in coexisting scenarios, quantum and classical data chan-
nels are usually placed in different telecommunications bands
[mostly O-band (1260–1360 nm) and C-band (1530–1565 nm)
or L-band (1565–1625 nm)] [18,19]. However, large wavelength
separations between headers and the quantum payload for QWN
reduces the benefits of co-propagating headers since they can-
not effectively be used to monitor and track the quantum signal
for wavelength-dependent effects such as phase and polarization
drift [20,21]. Time multiplexing quantum and classical commu-
nication channels is an option for coexisting scenarios to have
both channels on the same band [22]. In addition to having
classical communication traffic, time multiplexed classical sig-
nals can act as a reference signal to align the systems to track
phase [20] and polarization fluctuations [4,21]. Depending on
the wavelength, optical power, duration of the quantum and clas-
sical payloads in the time-multiplexed scenario, and the optical
properties of the fiber channel, the number of noise photons and
their impact on the quantum signal vary.

Therefore, it is crucial to characterize and identify the noise
impact on quantum payloads by the classical signals around
it and design the QW datagrams accordingly. In this paper,
we study the noise components of our time- and wavelength-
multiplexed QWN implementation for O-band quantum pay-
loads by using a continuous-wave (CW) laser to emulate O-band
QW headers. The noise is characterized as a function of the
headers’ power, classical-quantum wavelength detuning, and
optical fiber length. We show that the strongest noise contribu-
tion comes from backscattered spontaneous Raman scattering
(SpRS) of the headers that is Rayleigh rescattered in the forward
direction. Using headers with a peak power of approximately
−8 dBm, over fiber lengths up to 50 km, we show that this noise
contribution is negligible. We further verify noise tolerance
by generating QW headers using a small form-factor plug-
gable (SFP) transceiver and propagating quantum datagrams
in a metropolitan scale deployed fiber-optic link of 47.8 km
between Evanston and Chicago by achieving a coincidences-
to-accidentals-coincidence ratio (CAR) of 56 and a two-photon
interference visibility of 88.8%.

2. QUANTUM WRAPPER DATAGRAMS
In quantum wrapper networking, the quantum payload and clas-
sical QW headers (and optionally QW tails) travel in the same
fiber. The header can contain necessary networking informa-
tion such as the source ID, destination ID, quantum payload
duration, quantum data type, and extra bits to perform error esti-
mation. The header optical power and polarization state provide
additional parameters for observing channel quality and provide
information to the network nodes, specifically to edge quantum
wrapper switch routers (QWSRs) which unwrap QW datagrams
and process the headers to use them for timing purposes such as
clock recovery and synchronization. In this way, QWN allows
users to make measurements on the QW headers and tails, detect
the impairments that degrade the channel quality, and infer the

potential impacts on the quantum payload. Unfortunately, if not
managed properly, noise photons created by the header and tail
signal itself can overlap with and degrade the quantum payload.
The quantity of noise photons can be negligible or substantial,
depending on the wavelength, optical power, and duration of
the header. In addition, the quantum payload duration, quan-
tum application, traffic in the QW network (both coexisting QW
datagrams and classical communication signals), and the avail-
able quantum transmitter and receiver technologies at the QWN
nodes impact the noise characteristics.

One can prepare the QW datagrams by generating the classi-
cal bits and quantum payload, and multiplex them at the edge
QWSR as shown in Fig. 1. After they arrive at their desti-
nation (a label indicating the destination node is contained in
the QW datagram), the quantum payload and the wrapper bits
are demultiplexed at the edge QWSR. Both wavelength- and
time-multiplexing can be performed depending on the wave-
length selection. In our paper, we employed a switch to achieve
both wavelength- and time-multiplexing at the source and used
cascaded dense wavelength division multiplexing (DWDM)
multiplexers to demultiplex the signals at the destination. We
chose a wavelength spacing of 3.3 nm between the classical
header and quantum payload, which is large enough to allow for
easy separation through filtering, but close enough to preserve
tight arrival time variation and polarization correlations [23]. In
Section 3.2, classical headers were generated by using an SFP,
which is a convenient choice that we employ as a low-cost, low-
performance example of how to realize QW datagrams. More
details about the wrapper bit generation and potential improve-
ments can be found in Appendix A. Our intention is to test
a QWN protocol that judiciously chooses channel separation in
time and wavelength to balance the advantages of noise tolerance
against those of signal monitoring capability.

3. RESULTS
3.1. Investigation of the Noise

Because the classical header and quantum payload in our proto-
col are time- and wavelength-division multiplexed, the only way
that noise from the header can corrupt the quantum signal in
our system is through a nonlinear process (to get into the same
frequency band as the payload) plus one or more scattering pro-
cesses (to get into the same time window as the payload). In a
single-mode fiber employed in a fiber network, classical head-
ers can generate nonlinear noise photons through spontaneous
Raman scattering (backward and forward), Brillouin scattering,
and four-wave mixing (FWM). Rayleigh and double-Rayleigh
scattering, however, are the secondary linear scattering pro-
cesses that can temporally shift nonlinear generated noise into
the quantum payload’s time window.

Due to system design, we can immediately eliminate Brillouin
scattering as a nonlinear mechanism for noise generation since
potential Brillouin scattering from headers is too narrowband
to affect the quantum payload. As shown in Fig. 1, our protocol
uses a ∼3-nm wavelength division separation between the head-
ers and quantum payload, and Brillouin gain frequency shift and
bandwidth for single-mode fibers are of the order of 10–20 GHz
and 50–100 MHz, respectively [24,25]. Therefore, Brillouin
noise is easily filtered out by the DWDM filters employed. This
leaves spontaneous Raman scattering and four-wave mixing as
the potential culprits for nonlinear noise generation. We devised
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Fig. 1. QWN networking architecture that connects local area quantum networks with edge and core quantum wrapper switch routers. An
example edge QWSR consists of a switch to wrap quantum payload from the quantum network client node. Quantum wrapper datagrams
consist of classical headers (optionally tails) which carry information about the quantum payload duration, type of entanglement (ToE), the
source ID, the destination ID, quality of service (QoS), and bits to estimate and correct errors.

(a)

(b)

(c)

(d)

Tunable 
CW Laser 2x1

switch

2xDWDM
FPC

1306.5 nmTBF 4.8 km
SMF-28

PA

Time
Tagger

NC SNSPD

Signal Generator
1 kHz 

100 μs ON/ 900 μs OFF

FPC

Fig. 2. (a) Experimental setup to measure noise photons. FPC, fiber polarization controller; TBF, tunable bandpass filter; NC, not connected;
PA, free-space polarization analyzer. (b) Noise photons in the time domain. (c) Noise photons in the header time span (100 µs) as a function
of the wavelength of the tunable CW laser recorded for 1 s. (d) Noise photons in the quantum payload time span (900 µs) as a function of the
wavelength of the tunable CW laser recorded for 1 s. Noise photons for the wavelength detuning (3.3 nm) between the QW header and the
quantum payload used in the deployed fiber experiments are highlighted with the pink bands in Figs. 2(c) and 2(d).

a setup, Fig. 2(a), to look at nonlinear power dependence, non-
linear gain bandwidth, and fiber length dependence to determine
noise contributions of each nonlinear processes in the quantum
payload. A 2×1 switch shown in Fig. 1 interleaves the quantum
payload and classical headers to form QWN datagrams. A tun-
able continuous-wave laser emulates the headers and varies the
wavelength and power. This produces tunable “headers" (pumps)
with a duration of 100 µs and a repetition rate of 1 kHz. We then
use various lengths of fiber spools to experimentally character-
ize the noise photons in the time and frequency domains. Here,
we leave the quantum payload port of the switch unconnected
(“NC" in Fig. 2) and measure the single-photon counts in the
quantum payload wavelength-band centered at 1306.5 nm (fil-
tered by two cascaded DWDMs, each with an extinction ratio
of 40 dB bandwidth of 0.25 nm) so that only noise photons of

interest are detected. The time tagger measures these photons in
relation to the generated QW headers when it receives a signal of
1 kHz which is the same electrical signal that drives the switch.

In our first noise characterization experiment, we measure the
nonlinear gain bandwidth of header-induced noise by inputting
headers with a power of −8.4 dBm (−18.4 dBm average power
due to the duty cycle) into a 4.8-km SMF-28 fiber spool and mea-
sure the noise photon counts with a superconducting nanowire
single-photon detector (SNSPD) as we tune the wavelength
of the CW laser. Figure 2(b) shows the ideal switching sig-
nal as a function of time (top) and noise photons generated in
the quantum payload passband when the header is centered at
1310 nm (bottom). As expected, the photon counts outside the
header are very small, but do not go to zero since the extinc-
tion ratio of the switch is limited to approximately 23 dB. In
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(a) (b)

Fig. 3. (a) Linear dependence of the number of noise photons during header on the header peak power. (b) Comparison between the
expected number of SpRS photons during the header timespan for different fiber lengths.

addition, an enhanced amount of header-generated noise bleeds
into the quantum payload timespan during a ∼50 µs transition
time after the switch turns the header power off. Figures 2(c)
and 2(d) show noise generation in the quantum payload pass-
band as a function of header/pump wavelength detuning for
header and quantum payload time windows, respectively. Note
that we make sure to only tune pump headers to wavelengths
outside of the payload passband to avoid collection of any pump
photons. The pink bands in Figs. 2(c) and 2(d) show the noise
photons for the wavelength detuning (3.3 nm) between the QW
header and the quantum payload, which is the band employed
in our QWN protocol described in Section 3.2. The wavelength
dependence of the photons in the header [Fig. 2(c)] and quantum
payload [Fig. 2(d)] time span demonstrates strong characteristics
of SpRS gain spectra [17,26]. The photons detected during the
payload time consist of the detector dark counts (∼100 cps) and
noise photons at that optical power, which are∼23 dB lower than
the noise when the header is ON. We reduce the latter contri-
bution in the subsequent QWN experiments by also turning off
the laser that generates the headers during the quantum payload,
thereby increasing the effective extinction ratio.

To verify that the nonlinear noise making it into the payload
frequency passband and time span is indeed SpRS, we investi-
gate the functional dependence of nonlinear photon generation
versus header/pump peak power. For example, nonlinear noise
generated by SpRS should linearly increase as a function of
optical power, whereas FWM generated photons will be pro-
portional to the square of the optical power. Figure 3(a) shows
the noise photon counts detected during the header duration
as we increased the header peak power. To carefully determine
the functional dependence, a second-order polynomial func-
tion (f (x) = ax2 + bx + c) was fitted to the experimental data
in Fig. 3(a). The contribution of the second-order term was
more than 103 times lower than the first-order term at these
power levels, showing a strong linear dependence and negligible
second-order dependence. This rules out any significant noise
contribution of FWM for the power levels tested and shows the
dominant noise contribution is most likely from SpRS.

As another verification of SpRS as the dominant header-
induced noise source, we checked the noise dependence on the
fiber length against the theoretical prediction of SpRS generation
and fiber-induced loss described by

nH(P0, L,∆λ) = nf-SpRS + nd =
P0G(∆λ)

EV
Le−αL

∆νlη + nd. (1)

Figure 3(b) shows noise photon counts during the header dura-
tion for five different fiber spools tested in the lab with the
theoretically predicted SpRS counts from Eq. (1) overlayed.

Here, the SpRS coefficient (G(∆λ)) was obtained from the
previous experiments shown in Figs. 2(c) and 2(d), P0 is the
average power of classical headers, EV is the photon energy, l is
the loss before the photons are detected, ∆ν is the bandwidth of
the cascaded DWDMs, η is the detector efficiency (87%), and nd

are measured detector dark counts. We calculated the effective
length of a fiber spool as LeαL, where α is the loss for a single-
mode fiber (SMF-28TM); while the fiber spools have slightly
different loss coefficients, we used α = 0.3 dB/km as a typi-
cal average value. The close match between experimental data
and predicted SpRS counts further verifies the dominant noise
contribution is indeed SpRS. Note that even though we place
both quantum and classical channels in the O-band, QWN in
which both channels are in the C-band would have similar noise
characteristics since SpRS is primarily a function of wavelength
detuning [27].

Finally, to fully quantify the noise contribution during the
payload, we need to verify the linear scattering mechanism of
SpRS photons. Here, we compared the noise photon counts in
the time-domain generated from fiber propagating headers from
a CW laser (at a power of −8.4 dBm) with attenuated headers
through different fiber spool lengths, see Figs. 4(a)–4(c). The
wavelength of the attenuated classical header is chosen at the
quantum payload’s wavelength (1306.5 nm) to match with the
DWDMs’ passband and its power is adjusted to match with the
peak photon count rates as the noise photons. This allowed us to
differentiate the effects from the switch’s extinction ratio (∼23
dB) and that of scattered SpRS photons.

The number of noise photons in the quantum payload depends
on the amplitude of the classical signal, the length of the fiber,
and the extinction ratio of the switch. We observe this both on
the attenuated signal and the noise photons due to the SpRS.
However, after the header ends, we observe more counts in
the noise photons compared with the attenuated signal. This
showed that there are photons detected with a delay in the case
of SpRS. The difference also depends on the fiber length. In
1-km and 4.8-km fiber spools, we observe these noise photons
disappear around 10 and 46 µs after the end of the header, respec-
tively, which correspond to the round-trip propagation times of
the corresponding fibers. This effect can be explained by back-
scattered SpRS generated during the header that is subsequently
Rayleigh rescattered in the forward direction. A similar dou-
ble scattering process of noise photons has been observed in
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(d) (e) (f)1 km 4.8 km 50.5 km

Fig. 4. Attenuated classical headers with a wavelength of 1306.5 nm (black) compared with the noise created by the 50 µs classical headers
(orange) in SMF-28TM fiber spools with the lengths of: (a) 1 km; (b) 4.8 km; and (c) 50.5 km. Calculated noise photons (blue) for the optical
fibers with the lengths of: (d) 1 km; (e) 4.8 km; and (f) 50.5 km.

twin-field QKD over 500 km of fiber due to classical reference
signals [20], though double Rayleigh scattering was the culprit.
Noise from double Rayleigh scattering was also characterized for
Raman amplifiers’ performance [28,29]. In addition, the back-
ward Rayleigh scattering of FWM noise was studied in [30] for
core and wavelength allocation in QKD in multi-core fibers. In
our system, the delay induced by Rayleigh-scattered, backscat-
tered SpRS photons depends on when the scattering processes
occur in the fiber, which cannot be longer than the round-trip
propagation time. We can calculate the number of noise photons
during the quantum payload duration by

nQP(P0, L,∆λ) = nb-SpRS-Rayleigh + nf-SpRS + nd, (2)

where

nb-SpRS-Rayleigh =
P0SG(∆λ)

2EVα
e−αL[L +

e−2αL

2α
−

1
2α

]∆νlη (3)

and
nf-SpRS = CER

P0G(∆λ)

EV
Le−αL

∆νlη. (4)

Here, the first term represents the Rayleigh scattering of back-
scattered SpRS photons with random polarization, the second
term is the forward Raman scattering of the header, and the
third represents the detector dark counts. Equation (3) is based
on the double Rayleigh scattering study in [31]. However, our
derivation starts with the backward SpRS. The parameter S in
Eq. (3) is the Rayleigh scattering coefficient and CER in Eq. (4)
represents the total extinction ratio of the header (e.g., for a CW
laser, the extinction ratio of the header is just the extinction ratio
of the switch). When we encode information with a field pro-
grammable gate array (FPGA) board and generate the classical
headers with an SFP module such as in our deployed fiber tests
in Section 3.2, the header transmitter’s laser is disabled through
FPGA logic. Therefore, there is no optical power to generate
forward SpRS during the quantum payload (very high extinc-
tion ratio). Figures 4(d)–4(f) show the predicted noise photons
during the payload using Eq. (3) for the same fiber lengths in
Figs. 4(a)–4(c). More details about the calculations can be found
in Appendix B.

In the 50.5-km fiber spool, Figs. 4(c) and 4(f), the rescat-
tered photons are no longer differentiable from the other noise
photons (forward SpRS and the dark counts), as in the shorter
fibers tested, since fiber loss for a roundtrip propagation length
dominates over SpRS. Therefore, rescattered SpRS noise, the
dominant header-induced noise contribution in the quantum pay-
load for the O-band/O-band QWN protocol investigated here, is
likely insignificant for long fiber lengths.

3.2. Noise Impact of Header on Quantum Payload in
Deployed Fibers

Although the characterization of the noise showed that the bulk
of noise photons generated by headers stay in the classical header
timespan, and those during the quantum payload are not substan-
tial, we sought to verify this in deployed fiber for a metropolitan
scale network. For this test, we sent QW datagrams in a 47.8 km
deployed fiber link between our lab at Northwestern University
and Starlight in Chicago, see Fig 5. The total link loss including
the loss due to the fiber length, connectors, and the insertion loss
of the switch at the Chicago location (<1.5 dB) is 19 dB. The
headers are prepared by the methods described in Appendix A.
Although we did not analyze the received headers in this exper-
iment, we refer the reader to Ref. [15] for an extensive study of
SFP-based header generation and detection for QWN.

Our polarization entangled photon pair source generates
entangled photon pairs in a Bell state |Ψ⟩ = 1

√
2
(|HH⟩ + |VV⟩)

with 97.9±0.4% fidelity [32]. The signal photons of the polar-
ization entangled photon pairs were wrapped by the QW headers
and sent over the Chicago fiber link while the idler photons were
detected without transmission through the network.

We performed coincidence count (CC) measurements to
study the quality of this transmission, as shown in Fig. 6.
The coincidence counts histograms show the number of coin-
cidence counts as a function of delay between the detection
of signal and idler photons at the receiver at Northwestern.
Ideally, these histograms should have a peak at 0 (assuming
the delay due to fiber length difference is adjusted for in the
post processing) showing the true coincidence counts of the
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Fig. 6. Coincidence count histograms for idler and signal photons.The bin width of the histograms is 100 ps. Idler photons are detected
directly following generation. (a) Signal photons travel in 47.8 km deployed fiber without QW headers. (b) and (e) Signal photons travel in
47.8 km deployed fiber with QW headers. (c) and (f) Signal photons travel in 47.8 km deployed fiber with QW headers but real-time temporal
gating via the time tagger eliminates the photons detected during the header timespan. (d) Singles counts of the signal and the noise photons.

Fig. 7. Experimental setup to create and multiplex classical headers. FPC, fiber polarization controller; DWDM, dense wavelength division
multiplexing; TBF, tunable bandpass filter; SFP TX, small-form factor pluggable transceiver.

signal and idler. However, due to the noise in the systems,
we also detect accidental coincidence counts (ACC). We use
the CAR for the quality of transmission, calculated by CAR =
(CC−ACC)/ACC, and the visibility of entangled photons, given
by V = (CCVV−CCVH)/(CCVV+CCVH), in horizontal and vertical
basis (DD and DA for diagonal/antidiagonal basis).

Figure 6(a) shows the coincidence count histograms for sig-
nal and idler photons if there is no QW header to wrap them.

Without the noise created by the headers, the CAR and the
visibility in HV basis are 77 and 91.7±2.6%, respectively, for
a coincidence window of 1.2 ns. The error in the visibility is
calculated as 2 standard deviations based on photon counting
statistics. Figures 6(b) and 6(e) show the coincidence counts
when the noise photons from QW headers are also detected,
resulting in a CAR of less than 4, which means the noise
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photons created during the QW header timespan cause acci-
dental coincidences with the idler photons detected in the other
SNSPD. Since we know that the majority of the noise is created
during the header timespan, we can apply a time filtering during
the data acquisition. For this work, we used the Swabian time
tagger’s virtual channel property to time filter (temporal gate)
the detected photons to post select the detections only occur-
ring during the quantum payload [33]. In other words, we only
looked at the coincidence counts between the detections during
quantum payload and idler photons. These detections include
the noise photons due to backward-SpRS-Rayleigh scattering,
signal photons, and the detector dark counts, as shown in the
blue region in Fig. 6(d). This method eliminated the acciden-
tal coincidence counts due to the noise in the header timespan,
giving a CAR of 56 (64) and 88.8±2.9% (92.3±2.6%) visibility
in HV (DA) basis. This performance shows negligible degrada-
tion compared with transmission without QW headers. Here, the
imperfect visibility of 88.8% comes mainly from slight system
misalignment rather than header-generated noise. This indicates
that our QWN protocol using time- and wavelength-division
multiplexing for O-band/O-band headers/payload has a high
noise tolerance for fiber transmission in the presence of classical
headers in deployed fiber scenarios.

4. CONCLUSION
In this work, we investigated the noise tolerance of a QWN
protocol where classical headers and the quantum payload were
time- and wavelength division multiplexed, at close wavelength
separation, to simultaneously allow for noise isolation and the
potential for quantum payload monitoring and tracking.

In a detailed noise characterization, we observed that the
extinction ratio of the switch to create headers had an impact
on the noise photons during the quantum payload time span.
However, we fixed this in the deployed fiber experiments by
using an SFP and turning it ON and OFF through the FPGA
logic. We found that the dominant contribution of noise to
the quantum payload from the classical signal headers is due
to Rayleigh backscattering of Raman scattered photons in the
backward direction.

This contribution was measured to be less than 0.1 photon
per quantum payload for a QW datagram consisting of 940 µs
quantum payload and 60 µs classical header of −8.4 dBm power.
To further verify that this noise was negligible, we examined the
CAR and visibility of a polarization-entangled payload through
47.8 km of deployed fiber in the Chicago area, obtaining values
of 56 and 88.8%, respectively.

Our results show the QWN protocol is worth investigat-
ing further to test the ability of headers for quantum payload
monitoring and tracking, particularly compensation of polariza-
tion fluctuation and drift. In addition, the high noise tolerance
of our O-band/O-band protocol shows promise of successful
coexistence of classical data traffic in the C-band. We note
that our system needs to be analyzed further by fully char-
acterizing the effect of this noise with more sophisticated
quantum measurements such as quantum state tomography.
We are also aware that the current system relies on the high
extinction ratio of the DWDMs which have a fixed bandwidth
and central wavelength. Wavelength detunings less than 3 nm
can reveal other noise contributions with double Rayleigh and
Brillouin–Rayleigh scattering combinations. However, the cal-
culations demonstrated here can be used by replacing or adding

the other noise factors in the system. The robustness of our
protocol for O-band quantum payloads with O-band classical
headers is a promising step in the advancement of QWN toward
practical quantum networking.

APPENDIX A: PREPARATION OF QUANTUM WRAP-
PER HEADERS
A detailed explanation of the quantum wrapper header
transceiver for QWNs may be found in [15]. For our experiments,
we use a simpler design for the transceiver. The quantum wrapper
headers (QW headers) implemented in our experimental setup
are composed of burst-mode classical optical transmissions at
a speed of 10 Gb/s and a O-band wavelength of 1309.8 nm. To
create the data in the headers, as shown in Fig. 7, we used a
Xilinx Virtex-7 VC709 FPGA board to generate the electrical
header signals with the onboard transceiver cores. These elec-
trical signals were then converted to optical QW headers using a
40 km 10 Gb/s SFP transceiver. To account for the quantum pay-
load transmission period, we turned off the SFP laser during the
payload transmission. This was done in FPGA logic using the
TX_DISABLE pin of the SFP, and is user adjustable to account
for different payload lengths. As such, the length in time of the
header was approximately 60 µs and the length of the payload
was adjusted to 940 µs.

An important thing to note regarding the header transceivers
is that the transmission and reception of the header was done on
the same VC709 FPGA board with the same SFP. This meant that
the TX and RX shared a clock (156.25 MHz), which permitted a
much simpler alignment process when receiving the data. This
contrasts with clock and data recovery (CDR) done in [15],
where, due to using multiple FPGA boards, a complex CDR
method was used.

As such, the header is composed of a 41.8 µs CDR sequence,
a start alignment frame, an 8-bit destination ID repeated eight
times for redundancy (totaling another 64-bit frame), a 16-
bit payload payload duration information repeated four times,
and then a 2048-frame 11-bit pseudo-random binary sequence
(PRBS) for bit error-rate checking. The last frame in the header
is the stop frame, which is another 64-bit sequence for signaling
the end of the frame. The majority of the payload consists of the
PRBS sequence. In addition to the data, we added a guard time
to account for the TX Laser power-on and power-off time. This
guard time is adjustable, but was set to 16 µs for our setup.

To multiplex these header bits with the quantum payload, we
used a fast 2×1 fiber-optic switch from Agiltron. This allows us
to use any wavelength for the quantum wrapper header with any
wavelength for the quantum payload without interference.

We acknowledge the technological limitations of our approach
both in hardware and software. For example, a faster FPGA and
optical transceiver bitrate could allow for a shorter header, thus
increasing throughput. In addition to this, a more complex CDR
scheme such as that done in [34] could significantly reduce
the length of the CDR sequence, which currently is the longest
section of the header. In addition to the throughput, adding error
correction and encryption to the header could allow for a more
secure and fault-tolerant transmission for sensitive applications.

Furthermore, any transceiver can be used to generate QW
headers, and it remains an open research question to design a
QW modulation and detection method. However, SFPs are a low-
cost, low-performance method to realize QWN. The distance
limits of SFPs (such as 40 km) are typically due to received



310 Vol. 3, No. 3 / 25 June 2025 / Optica Quantum Research Article

power limitations; therefore, those with an avalanche photodiode
(APD) as a receiver can work over longer ranges, as in [35]. Note
that there is little dispersion in a standard fiber in the O-band, so
dispersion is not the limit. In these scenarios, the launch powers
can additionally be attenuated if necessary.

One could also amplify the optical signal either at the trans-
mitter or as a pre-amplifier to extend the range. SFPs are typically
used for unamplified systems, primarily due to cost and conve-
nience for mass-market applications; however, this does not have
to be the case here. We should also note that the SFP received
powers are specified for raw bit-error-rate (BER); therefore, by
incorporating forward error correction (FEC), one can signif-
icantly improve the sensitivity. Using a Reed-Solomon-FEC
(RS-FEC) (544:514) code alone provides more than 5 dB of
operating margin at a less than 6% overhead [36].

In addition [37], demonstrates the potential advantage of
even simple semiconductor optical amplifiers (SOAs) based
optical amplification as a pre-amplifier for SFPs, which per-
forms approximately 5 dB better than an APD. However,
SFPs are inherently not high-performance devices, and future
developments seem poised to lead to significant performance
improvements, including even O-band coherent detection [38].

APPENDIX B: RAYLEIGH/RAMAN SCATTERING
The time and wavelength multiplexed classical headers in our
quantum wrapper networking system undergo scattering in the
optical fiber. These are Brillouin, Raman, and Rayleigh scatter-
ings. In our experimental setup, we use a wavelength separation
of 3.3 nm because we have DWDMs at 1306.5 nm and an SFP
module at 1309.8 nm. This wavelength detuning eliminates the
noise photons due to the leakage of the classical headers or
scattered photons due to Rayleigh and Brillioun scattering, as
explained in the main text. However, we still detect the Raman-
scattered photons. Therefore, it is important to calculate the
contribution of Raman-scattered photons as a function of header
power, header duration, fiber length, and wavelength detuning.

We calculate the noise photons similar to the double-Rayleigh
scattering analysis in [20]. In our cases, the strongest scattering
process is the Raman scattering due to the wavelength multiplex-
ing. As the classical header travels in the single-mode optical
fiber with loss coefficient α and length L, Raman scattering
occurs in both directions.

Assuming the Raman scattering occurred at L′ as shown in
Fig. 8, and the probability of backward and forward Raman
scattering is the same, we would have the following equation for
the Raman scattered optical power at z = L′:

dPRaman = P0e−αL′G(∆λ)∆νdL′. (B1)

The forward Raman scattering power at the end of the optical
fiber (z = L) due to the Raman scattering at z = L′ after the fiber
loss to the remaining length of L − L′ is

dPf−SpRS = P0e−αL′G(∆λ)∆νe−α(L−L′)dL′. (B2)

The backward Raman scattering power at the beginning of the
optical fiber (z = 0) due to the Raman scattering at z = L′ after
the trip back to the beginning is

dPb−SpRS = P0e−αL′G(∆λ)∆νe−αL′dz. (B3)

The backward Raman scattered photons can scatter again in the
opposite direction. If this happens at z = L′′ with the Rayleigh

L’0 L” L

Pheader Pf-SpRS

Pb-SpRS

Pb-SpRS-Rayleigh

Fig. 8. Directions of the classical headers and scattering pro-
cesses due to these headers in the single-mode fiber.

scattering coefficient of S, the power at the end of fiber due to
this double scattering process is

dPb−SpRS−Rayleigh = P0e−αL′G(∆λ)∆νe−α(L′−L′′)Se−α(L−L′′)dL′′dL′

= P0G(∆λ)∆νSe−αLe−2α(L′−L′′)dL′′dL′.
(B5)

Here, we are interested in both the number of noise photons
generated at z = L and the delay in their arrival time due to the
extra trip in the fiber of 2(L′ − L′′).

The scattered power at z = L due to the Rayleigh scattering of
backward Raman scattered light is therefore,

Pb−SpRS−Rayleigh =

∫ L

0

∫ L′

0
P0G(∆λ)∆νSe−αLe−2α(L′−L′′)dL′′dL′

= P0G(∆λ)∆νS
e−αL

4α2 (2αL + e−2αL − 1).
(B6)
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