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Abstract

This review delves into the latest advancements in quantum-secure cryptography, focusing on the quantum permutation pad (QPP),
a pivotal innovation proposed by Kuang et al. QPP harnesses the non-commutativity and generalized uncertainty derived from the
Galois permutation group, making it highly suitable for cryptographic applications. The review underscores QPP’s versatility across
both symmetric and asymmetric cryptography through three core representations: matrix-based for classical encryption, quantum
gates for quantum-native encryption, and arithmetic-based for multivariate public key systems such as Merkle—Hellman cryptosystems,
multivariate public key cryptography (MPKC), and the most recent homomorphic polynomial public key (HPPK). In particular, QPP
strengthens the security of HPPK’s key encapsulation mechanism (KEM) and digital signature (DS) schemes, thus offering robust
quantum resistance. This work further examines QPP’s integration with various encryption techniques for enhancing resilience against
quantum attacks. By addressing challenges in cryptographic complexity, key size optimization, and security enhancement, the review
presents a thorough evaluation of QPP’s role in fortifying cryptographic protocols for ensuring strong security foundations in the
quantum computing era.
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1. Introduction

The realm of post-quantum cryptography (PQC) encompasses a
diverse array of standardized schemes outlined by the National
Institute of Standards and Technology (NIST). This overview
succinctly encapsulates notable schemes, categorized according to
their cryptographic underpinnings.

For key encapsulation mechanism (KEM), lattice-based con-
tenders such as Kyber [1], BIKE [2], HQC [3], and code-based
McEliece [4] take the spotlight. In addition, lattice-based Fal-
con [5], Dilithium [6], and hash-based SPHINCS ™ [7] emerge as
prominent choices in the domain of digital signature (DS).

In a significant development in 2022, NIST announced stan-
dardized algorithms [8], endorsing Kyber for KEM and pro-
pelling McEliece, BIKE, and HQC into round 4. Simultaneously,
NTRU [9] and Saber [10] were excluded from further considera-
tion, while novel submissions for generic DS schemes were intro-
duced [8]. NIST [11] recently announced its standardization deci-
sion with Kyber for KEM [1] and Dilithium [6] and SPHINCS " [7]
for DS.

Lattice-based algorithms, exemplified by Kyber, BIKE, HQC, and
Falcon, typically hinge on the short-vector problem (SVP) as the
linchpin of their security. Code-based algorithms, as showcased

by McEliece, derive security from the intricate decoding of ran-
dom linear codes, providing robust post-quantum security. Hash-
based algorithms, as exemplified by SPHINCS™, are constructed
based on the security of one-way trapdoors in hash functions.
These nondeterministic polynomial time or NP-hard problems
lay the groundwork for security against the looming threat of
quantum computing.

Quantum key distribution (QKD) stands at the forefront of mod-
ern cryptographic protocols [12], leveraging quantum mechan-
ics’ foundational principles to establish secure communication
in the face of emerging quantum computing threats. Unlike
classical cryptography, which relies on complex mathematical
problems [13—15], QKD exploits quantum properties, particularly
photons. At its core, QKD uses quantum superposition and en-
tanglement, allowing for secure cryptographic key exchange while
promptly detecting any eavesdropping attempts. Its security is
rooted in quantum indeterminacy, where measuring a quantum
state disrupts it, thus revealing interception.

In the era of quantum computing threats to classical cryptogra-
phy, QKD has emerged as a promising avenue for secure com-
munication and has been proven to be theoretically secure [16,
17]. QKD can be classified into discrete-variable QKD (DV-QKD)
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[18, 19] and continuous-variable QKD (CV-QKD) [20—-22], both
typically limited to transmission distances of about 100 km.

To extend the distance beyond this limit, Lucamarini et al. pro-
posed twin-field QKD (TF-QKD) in 2018 [23]. Since then, vari-
ous research efforts have successfully extended this distance to
around 1000 km [24-31], marking a significant leap toward the
practical implementation of long-distance quantum communica-
tion systems.

QKD fundamentally requires a shared public classical channel
for post-processing, enabling both parties to establish a shared
secret key in trusted environments. In untrusted scenarios, a pre-
shared secret is necessary to prevent man-in-the-middle (MITM)
attacks. Thus, all QKD schemes incorporate both post-processing
and a pre-shared secret. Cryptographically, QKD functions as
symmetric encryption, utilizing the uncertainty principle between
1-qubit computational and permutation bases for security. Kuang
and Barbeau introduced photonic QKD implementations involv-
ing identity permutation gates (1-qubit computational basis) and
XOR permutation gates (1-qubit permutation basis) within the
Galois group over {0, 1} [32], aligning QKD with Shannon’s one-
time pad (OTP) scheme [33]. Kuang and Bettenburg in 2020 [34]
and Kuang and Barbeau in 2022 [32] proposed to extend OTP
to quantum permutation pad or QPP for multi-qubit quantum
symmetric encryption. The inherent non-commutativity of the
Galois permutation group suggests that digital QKD offers more
practicality than physical QKD, especially for multi-qubit sys-
tems [35]. Digital QKD offers an affordable, scalable solution
for quantum-secure internet communication [34—36]. Kuang and
Perepechaenko further demonstrated these QPP implementations
in native quantum computing systems [37, 38], and the latest
quantum circuit realizations are made by Burge and Mai and
Barbeau in 2024 [39] and Chance in 2024 [40].

The QPP scheme is recognized as a quantum symmetric encryp-
tion method that utilizes a pre-shared secret permutation pad.
Although permutation operators are generally non-commutative,
some symmetric permutation operators are commutative and can
be represented through mathematical operations such as mod-
ular exponentiation in RSA (Rivest—Shamir—Adleman) [13] and
modular multiplication in the Merkle—Hellman cryptosystem or
knapsack system [41]. The Merkle—Hellman system employs a
single multivariate polynomial y(x1,...,x,) over a binary vector
space, where its coefficients form a superincreasing sequence of
integers. This sequence ensures that each integer is larger than the
sum of all preceding integers, allowing for efficient decryption.

In the Merkle—Hellman cryptosystem, the encryption process in-
volves using modular multiplication as a mathematical permuta-
tion operator. A coprime pair (M, W) serves as the encryption key,
and the coefficients or the superincreasing sequence is encrypted
using this modular multiplication operation. Specifically, each
coefficient q; is transformed into a; = M - a; mod W, permuting
the sequence within thering {0, 1, .. ., W—1}. The resulting public
key, pa; = M - a; mod W = a, is used in conjunction with a
binary-encoded plaintext x1, . . ., X, to generate the ciphertext.

During decryption, the recipient applies the reverse permutation
operatory = M~ -y’ mod W, recovering the plain polynomial
value. By leveraging the superincreasing property of the sequence,
the recipient can efficiently solve the knapsack problem to extract
the original plaintext. Although the Merkle—Hellman system was
initially considered secure, it was broken by Shamir in 1982 [42].

Several variants of the knapsack system have since been pro-
posed [43—46], but subsequent cryptanalysis has continued to
reveal vulnerabilities [47—49].

To address the weaknesses of knapsack cryptosystems, Kuang
and colleagues proposed a novel approach using two multivariate
polynomials, p(x,ui,...,um) € Fp, and g(x,u1,...,um) € Fp,
defined over two distinct vector spaces: one is the polynomial
vector space for secret variables x, and the other is the linear
vector space for noise variables u, ..., un [50, 51]. This design
replaces binary encoding with an integer in a prime finite field,
enhancing security by incorporating noise variables within a key
encapsulation mechanism (KEM). The relationship between these
polynomials is captured by IH = % modp = Kk,
where k is derived from the ciphertext. Solving f(x) — kh(x) =
0 reveals the secret x, bypassing the vulnerabilities of superin-
creasing sequences and shifting from binary encoding to a secret
integer in the prime field F,. The inclusion of noise variables
enhances encapsulation through randomization, strengthening
security.

To further enhance security, Kuang and Perepechaenko intro-
duced two private coprime pairs, that is, (R1,S1) and (R2,S2), to
encrypt the private coefficients of the polynomials p(x, us, . . . , um)
and g(x,u1, ..., um), respectively. By leveraging the partial homo-
morphic property of modular multiplication, this design led to the
creation of the homomorphic polynomial public key (HPPK) for
a KEM [52]. The HPPK cryptosystem has since been extended
to support DS schemes [53], expanding its applicability across
various cryptographic protocols.

This review paper provides a detailed and systematical review
of the QPP scheme, covering its representations and security
features in Section 2. Section 3 offers a comprehensive review
of QPP symmetric cryptography, discussing both classical imple-
mentations and quantum-native adaptations. Section 4 explores
HPPK-based asymmetric cryptography, detailing its applications
in KEM and DS, followed by a concluding discussion.

2. Quantum permutation pad

Quantum permutation gates, as a subset of quantum gates, exhibit
unique properties that make them particularly suited for crypto-
graphic applications. This section reviews the properties of these
gates, their various representations across different cryptographic
schemes, and the corresponding security implications. By explor-
ing these aspects, we illustrate how quantum permutation gates
provide a versatile foundation for both classical and quantum-
secure encryption systems.

Quantum logic gates serve as the fundamental computing circuits
enabling supercomputing power. Typically, these gates trans-
form quantum states into superposition or entangled states, with
the exception of a special class known as quantum permutation
gates, which rearrange the computing basis. Examples include the
single-qubit Pauli-X gate, the two-qubit CNOT or controlled-NOT
gate, the SWAP gate, and the three-qubit Toffoli or CCNOT or
controlled-CNOT gate.

For an n-qubit system, there exist 2"! permutation gates {p;,i =
1,2,...,2"}. This yields two permutation gates for a single-qubit
system, 24 for a 2-qubit system, 40,320 for a 3-qubit system,
2 x 10*3 for a 4-qubit system, and over 10°°® for an 8-qubit system.
The entire space of permutation gates for an n-qubit system is
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termed quantum permutation space (QPS) [32, 34] or quantum
key space comparing with a classical key space of 2" integers, a
super exponential increase from 2" to 2"!.

A typical permutation gate operation is denoted as follows:
pili) = k) €]

where unique pairs (j, k) € [0, 2") exist for each permutation gate,
amounting to 2" such pairs. Consequently, a permutation gate
operation establishes a bijective map from theset {0,1,...,2"—1}
to itself.

From its corresponding QPS, a set of n-qubit quantum permuta-
tion gates {p1,...,Pm} can be selected to form a QPP [32, 34].
Utilizing a random shuffling algorithm like Wishart [54] to map
a classical secret into a permutation gate, the Shannon entropy in
bits of a random permutation gate e; can be estimated as follows:

e; = log,(2"!) ~ (n — 0.42)2" (2

for the i permutation gate when n is relatively large. Comparing
this with the classical entropy in the Boolean algebra, where the
key space spanned by {0, 1, ..., 2" — 1} attains a maximum Shan-
non entropy of n bits, the Shannon entropy of an n-qubit QPS ex-
periences a super-exponential increase from n bits to (n — 0.42)2"
bits.

Kuang and Bettenburg [34] and Kuang and Barbeau [32] estab-
lished that QPP can be viewed as an extension of the OTP from
the Boolean algebra in classical computing to linear algebra in
quantum computing, with a 1-qubit QPP reverting to OTP.

2.1. Properties of quantum permutation gates

We summarize the basic properties of quantum permutation gates
in a QPS as follows:

 Bijectiveness: For an n-qubit system, its computational
basisis {|0), |1),...,]|2" —1)}. Each permutation gate p; from
the corresponding QPS uniquely rearranges the order of the
computational basis. Then, there exists its reversed permu-
tation gate j)j which performs a reverse rearrangement back
to its original computational basis: f)lT k) = f)iT pil) = l)-
Therefore, a permutation gate is unitary and reversible. This
property aligns precisely with encryption and decryption
through permutation and its reverse gate operations, respec-

tively.
- Composition of permutations: Two permutations p;p;
compose a new permutation p, = p;p; within the QPS.

This implies that attempting to decrypt an encrypted state or
cipher state largely performs a new encryption on the cipher
state.

» Non-commutativity: Two permutation gates p; and p;
generally meet p;p; # p;D; or [p;, pj] # 0, implying that the
order of permutation gates matters. It must be noticed that
this property is true only when n > 1. In the quantum realm,
the non-commutativity of permutation gates directly corre-
sponds to the uncertainty principle in quantum mechanics
and enables a randomly chosen QPP to be reusable with-
out leaking the information of the QPP itself. This property
makes the chosen ciphertext attack not directly applicable
to QPP encryption [55], in contrast to the well-known OTP
scheme.

These properties characterize the behavior of quantum permuta-
tion gates and underpin their utility in quantum computing and

cryptography.

2.2. Representations of quantum permutation pad

QPP can be implemented using different representations tailored
to specific cryptographic applications. These include matrix rep-
resentations in classical computing systems, which have been
widely explored for their efficiency in encryption schemes and
post-quantum security applications [32, 34—36, 56]. In quantum
native computing systems, QPP is often realized through gate rep-
resentations, enabling direct implementation on quantum proces-
sors and facilitating quantum secure communications [37—40].
In addition, arithmetic representations of QPP are employed in
public key cryptography, particularly in schemes such as HPPK
and multivariate public key cryptography (MPKC), where they
enhance both security and efficiency [50, 52]. This review focuses
on these three primary representations, examining their roles in
the development and implementation of cryptographic systems.

2.2.1. Matrix representations

For an n-qubit system, a quantum permutation gate is represented
as a p;[2" x 2"] unitary and reversible matrix, commonly referred
to as a permutation matrix. This matrix contains exactly one non-
zero element per row and column, with all other entries being zero.
The non-zero elements represent the permutation of basis states.
The following is an example of a permutation matrix for a 3-qubit
system:

[0 1 0 0 0 0 0 0]
0 001 00 0 O
10 0 00 0 0O
. |0 01 0 0 0 0 O
PiZ1o 00010 0 0
0 0 0 0 0 0 1 0
0 00 000 01
10 0 0 0 0 1 0 0
Although there are only 2° = 8 computational basis states in a

3-qubit system ({]0), |1),...,|7)}), the number of distinct 3-qubit
permutation matrices is significantly larger, totaling 40, 320.
These matrices provide the reversible and bijective transforma-
tions between basis states.

For example, consider the state vector [3)” = (0,0,0,1,0,0,0,0).
Applying the permutation matrix p; to this vector results in the
following transformation:

0 1 0 0 0 0 0 0][0 0
0001000 oo 1
100000 0 0]lo 0

) 0010000 o0f]1 0

PB=10 000 10 0 of o] |o] =
0000001 0]o 0
0000000 1|]0 0
o o oo o0 10 oflo lo

In this case, |1) is the encrypted cipher state of |3) after applying
the randomly chosen permutation matrix p;. Decryption can be
performed using the transpose (or inverse) of the permutation
matrix, f)iT . Due to the unitary nature of p;, the decryption oper-
ation is simply the reverse transformation:

piln) = 3)
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This bijective property ensures that any valid encryption can be
uniquely and accurately reversed.

To implement an n-qubit permutation matrix classically, the ma-
trix requires n x 2" bits of memory. However, the matrix can be
compactly represented as a set of 2" n-bit integers, where each
element in the set corresponds to the position of the non-zero ele-
ment in each row. Specifically, for a given row index 7, the non-zero
element in column j represents the value of the i element in the
set:

}A) — S[2n] = {So,sl, ey Siy e ,Sgn_l}

where s; denotes the column index of the non-zero element in
row 1.

Similarly, the reverse permutation matrix p* can be stored as an
additional set of n x 2" bits, where the column index of each
non-zero element corresponds to the index, and the row index
corresponds to the value:

Pl = TR ={Ts]=t;:i=0,1,...,2" — 1}
In this set, t; is the row index of the non-zero element in column 1.

With these representations, both encryption and decryption us-
ing permutation gates can be efficiently performed using clas-
sical computing resources. The operations can be expressed as

follows:
plm) = |T[m]) = |C)
p'|C) = [S[T[m])) = |m)

Alternatively, the process can also be represented as follows:

plm) = |S[m]) = |C)
p'|C) = |TIS[m])) = |m)

Both approaches work due to the unitary and reversible nature
of permutation gates. In practical applications, using 4- or 8-bit

do
q1
q2

qs

44

implementations for these operations often results in more effi-
cient performance, as they align better with classical computing
architectures.

2.2.2, Quantum gate representations

QPP can be implemented into quantum circuits to operate on
quantum computing systems. A generic n-qubit permutation gate
can be decomposed into 1- or 2-qubit gates [57, 58] for optimized
performance. In 2024, Chance implemented QPP using Qiskit
Runtime [40] and achieved a circuit depth of O(n) using only the
SWAP gate. Burge, Mai, and Barbeau proposed their QPP circuit
design in 2024 [39]. Liu et al. realized the implementation of
n-qubit permutation gate with only CNOT gates in 2024 [59] and
obtained the upper bond of 3(2" — 1) CNOT gates required for an
n-qubit permutation gate. Yu explored the quantum complexity of
permutations in 2022 [60].

In 2022, Kuang and Perepechaenko, followed by Perepechaenko
and Kuang in 2023, implemented QPP on a 5-qubit IBMQ system
by inputting permutation matrices and using the Transpile com-
piler to generate permutation circuits. For 2-qubit permutation
gates, the generated circuits had a depth of up to 15. However,
the circuit depth increased exponentially, reaching over 100 for
4-qubit permutation gates. For instance, two 2-qubit permutation
matrices

o O = O
o O O =
o = O O
o O = O
o = O O
o O O
= O O O

can be implemented in a 4-qubit circuit using Qiskit tools as
shown in Figure 1. The transpiled circuits are shown in Figure 2.

C

Figure 1 o [1lustration of permutation gates using Qiskit tools. The leftmost section shows the initialization of 4 qubits. The top Unitary
in the middle section represents the permutation gate p;, and the bottom Unitary represents the permutation gate p». The rightmost

section shows the measurement gates.

Qo

4
r

7]
‘momononol m Bl
:: = i = i

H_

.55

Figure 2 o Illustration of permutation circuits using the Qiskit Transpile compiler tool. The circuits for the two permutation gates are
decomposed into two separate circuits: the top circuit for p; and the bottom circuit for ps.
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2.2.3. Arithmetic representations

In the realm of finite fields, arithmetic permutations play a piv-
otal role in cryptographic operations. These permutations, often
expressed through modular arithmetic, contribute to the non-
commutative and intricate transformations inherent in the Galois
permutation group or symmetric group. This subsection delves
into some critical arithmetic permutations that form the founda-
tions of some cryptographic schemes.

XOR operation

In a binary finite field GF(2"), the XOR (eXclusive OR) operation
(also known as bitwise addition modulo 2) is a fundamental
arithmetic operation. XORing two bits results in a bit that is set
if the two input bits are different and cleared if they are the same.
For an n-bit QPS, there are a total of 2"! permutations containing
2" XOR permutations: p;,1 = 1,2,...,2". An XOR permutation
gate operation on an n-bit message |m) can be simply written as
follows:

pim) = [(i—1) ®m) = [c)

This is the well-known OTP proven to be Shannon-perfect if the
XOR permutation gate is randomly chosen and only used once
because |¢) = pPc|0) [33]. Let’s use it to encrypt another n-bit
message |m’),

pim’) =|(i-1)em’) =|c)
and then apply p. on |c¢’)

ple) = [(i-Heme(i-1)em))
= l((-Da@-1))emem)=mem) (3)
Here, the randomly chosen secret i € [0,2" — 1) is eliminated,

leaving only the XOR of two low-entropy messages. If the random
secret 1 is used only once, Eq. (3) becomes

peoc)=|((i-Neme (@ -1)em))
((-De@-1)amaem)) (4)

Pelc’)

Thus, the random secret cannot be eliminated.

Modular exponentiation

In the n-bit QPS, certain permutations can be represented by a
modular exponentiation:

p=0°mod S (5)

where e is the exponent, S is the modulus, and O denotes an
integer from the range [0, S). In RSA public key cryptography [13],
e and S = pq (where p and g are prime numbers) form the
public key. A corresponding private key d is chosen such that
ed mod ¢(S) = 1. Equation (5) acts as a permutation gate for
encryption, while the reverse permutation for decryption is given
by

f)T =% mod S (6)

Encryption of a secret message m is performed as follows:

plm) = |m° mod S) = |c) € [0,S5) ()

and decryption using the private key d is as follows:

plle) = |c? mod S) = [m™ ¢ mod S) = |m) € [0,S) (8)

Alternatively, some n-bit permutation gates in an n-bit QPS can
be represented with another form of modular exponentiation:

p(g) =g~ mod g )

where g is a generator and [J denotes an integer from [0, g). In the
Diffie—Hellman key exchange algorithm [14], assuming secrets
a,b € Fg, the process can be described as follows:

Alice: p(g)|a) = |g* mod g) = |A) — Bob

Bob: p(g)|b) = |g” mod q) = |B) — Alice

Alice: p(B)|a) = [B* mod q) = |g*° mod gq) = k)

Bob:  p(A)|b) = |A” mod g) = |g** mod q) = k)

(10)

Thus, both Alice and Bob establish their shared secret key k. Both
RSA and Diffie-Hellman algorithms rely on the computational
difficulty of the prime factorization problem and the discrete log-
arithm problem in classical computing. However, these problems
are solvable using quantum computing via Shor’s algorithm [61]
because their moduli are publicly known.

Modular multiplication

For an n-bit QPS, certain permutations can be expressed as modu-
lar multiplication operations. Given an n-bit coprime pair (R;, S;)
with R; < S;, a permutation gate can be written as follows:

f)i = (Ri . D) mod S; (11)

where [lis an integer in the range [0, S;). For an n-bit message |m),
the gate p; performs encryption as follows:

pilm) = |R; - mmod S;) = |c) (12)
Decryption is achieved with the reverse gate:
plle) = |R;" - R;- mmod S;) = |m) (13)
The matrix element (j|p;|m) is expressed as follows:
(Bi)jm = (jIpilm) = (j|R; - mmod ) = (jlc) = & (14)

Thus, each column of p; contains a single non-zero element, show-
ing that modular multiplication acts as a permutation operator.

Considering another arithmetic gate p, = R, -0 mod S;, applying
Pe¢ and p; in succession yields

DeDilm) = pe|R; - mmod S;) = |Re - (R; - m mod S;) mod S;)
ﬁiﬁg|m> = ﬁi‘Rg -m mod Sg> = |Ri . (Re -m mod S[) mod S,)
— DeDilm) # PiDe|m) — DePi # DiDe
(15)
except for S; = S;. This non-commutativity, known as the gen-
eralized uncertainty principle, implies that for security purposes,
the modulus S; should ideally remain hidden. A secret or hidden
modulus strengthens security by preventing an adversary from
inferring critical system parameters, unlike in RSA or Diffie—
Hellman. There exist approximately O(22") pairs of arithmetic
permutation gates in an n-bit QPS [52].
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Table 1 o [llustration of quantum permutation space as a function of n-qubit system, together with the secret length required to choose
a permutation matrix, the entropy of quantum permutation space, and the number of permutation matrices required to achieve 256 bits

of entropy
n (bits) QPS dimension Secret (bits)/permutation Entropy (bits) QPP size
2 24 8 4.5 57
3 40,320 24 15.3 17
4 2.09 x 1013 64 44.25 6
6 1.28 x 1089 384 206
8 > 10506 2,048 1,684 1

The arithmetic permutation encryption in Eq. (11) used for public
cryptography can be found in the earliest public key scheme called
the Merkle—Hellman cryptography with the knapsack cryptosys-
tem [41], by combining a superincreasing set of coefficients with a
multivariate binary vector space for secret message encoding. The
Merkle—Hellman cryptography had two weaknesses: the superin-
creasing set as coefficients in a plain multivariate polynomial and
binary vector space for message encoding and decoding, which led
to vulnerability to various attacks [49, 62]. By eliminating these
weaknesses, Kuang, Perepechaenko, and Barbeau proposed the
multivariate polynomial public key (MPPK) KEM in 2022 [50],
and Kuang and Perepechaenko later upgraded MPPK KEM to the
HPPK for key encapsulation and DS schemes in 2023 [52, 53]
with a QPP of two arithmetic permutation gates to overcome the
weaknesses of the Merkle—Hellman cryptography.

2.3. Quantum permutation pad security

The security of a QPP is influenced by its underlying repre-
sentations, such as mathematically unstructured matrices and
structured arithmetic, each offering unique security features.
These representations contribute to the overall robustness of QPP
against both classical and quantum adversaries. In the following
subsections, we will provide a concise overview of QPP’s security
attributes, examining how these representations enhance its re-
sistance to attacks and contribute to its suitability for quantum-
secure cryptographic applications.

2.3.1. Matrix representations

A classical random bit string can be mapped to a permutation
matrix through the Wishart algorithm [54]. For sufficient shuf-
fling, the bit length of a random bit string is required to be n x 2"
bits long for a permutation matrix, but with an effective entropy
e =log,(2™) ~ (n — 0.42)2" for relatively large n. For example, a
3-bit permutation matrix requires a secret of 3 x 23 = 24 bits.
However, the equivalent entropy of a randomly selected 3-bit
permutation matrix equals log, (2*!) = log, 40320 = 15.3 bits. If a
QPP achieves 256 bits of entropy with 3-bit permutation matrices,
we need to select 17 permutation matrices.

Table 1 illustrates five QPSs with n = 2, 3,4, 6, 8, together with
the secret length to randomly choose one permutation matrix,
equivalent Shannon entropy, and the number of permutation
matrices required to achieve at least 256 bits of entropy.

Itis clearly seen from Table 1 that the size of QPS increases super-
exponentially from 24 permutations at n = 2 to more than 105°°
at n = 8, and the entropy of a QPS increases exponentially from
4.5 bits at n = 2 to 1684 bits at n = 8. For secure communi-
cation, both peers need to share a QPP for encryption and a QPP'

for decryption. Assuming there are M permutation matrices per
QPP, we require a memory space of 2 x M x n x 2" bits. Considering
performance, it is wise to choose n = 4 or n = 8 to take advantage
of computing architecture.

The total effective entropy for a pad with M permutation matri-
ces is

e =log,(2")™ ~ Mlog,(2") ~ M(n — 0.42)2"

bits for relatively large n. In digital QKD implementation [35],
QPP is generated with n = 8 and M = 64, which offers a total
of 64 x 1,684 > 100,000 bits of entropy. In this case, the total
memory required for QPP and QPP is 32 KB.

Due to the non-commutativity of permutation matrices, QPP
encryption naturally prevents chosen ciphertext attacks [32, 55].
However, its bijectivity in permutation encryption not only trans-
forms the statistical patterns in the plaintext into ciphertext but
also makes it vulnerable to chosen plaintext attacks [55]. To avoid
the chosen plaintext attack, some pre-processing techniques are
recommended by Kuang and Bettenburg [34] and Kuang and
Barbeau [32]. Section 3, or QPP symmetric cryptography, will
discuss how to avoid these weaknesses and enable QPP security
equivalent to a brute-force search complexity of O(Mlog,(2™)).

2.3.2. Arithmetic representation

For modular multiplication permutation, n-bit arithmetic permu-
tations form a subspace of the n-bit QPS, resulting in a significant
reduction in entropy from log,(2"!) ~ (n — 0.42)2" to approxi-
mately log, 22" = 2n bits. Therefore, a QPP with M permutations
offers 2nM bits of entropy. However, an arithmetic QPP is highly
useful for both symmetric and asymmetric encryptions.

In the symmetric case with modular multiplication permutations,
the communication peers share the same arithmetic QPP for
encryption and decryption. For instance, the equivalent security
of AES-256 can be achieved with either n = 9 and M = 15 or
n=17and M = 8.

In the asymmetric case, an arithmetic QPP can be self-shared:
the same QPP is used to encrypt the “plain public” key during
key generation, producing a cipher public key, then to decrypt the
received ciphertext and extract the secret. The simplest pad, with
a single permutation gate, has been used in the Merkle—Hellman
cryptosystem [41]. Therefore, the arithmetic QPP using for public
key scheme may further be reduced in its security. We will discuss
this in Section 4.5.4.
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3. Quantum permutation pad symmetric
cryptography

In Section 2.3, we noted that using a pure QPP for encryption can
be vulnerable to chosen plaintext attacks and may leave statis-
tical fingerprints in the ciphertext. To address these vulnerabil-
ities and enhance security, Kuang and Barbeau introduced pre-
randomization and random dispatching techniques [32]. These
techniques strengthen QPP’s role in symmetric cryptography
by ensuring that the ciphertext remains resistant to statistical
analysis and quantum attacks. Figures 3 and 4 illustrate how
QPP symmetric cryptography integrates pre-randomization and
random dispatch, providing a more robust encryption frame-
work. In this section, we will review different implementations
of QPP in symmetric cryptography, including classical methods,

pseudo-random number generation, digital QKD, and quantum
computing, highlighting their contributions to quantum-secure
encryption.

Given QPP’s bijective mapping property, it can transform hidden
structures in plaintexts into ciphertexts. To address this potential
weakness, a common strategy involves pre-randomizing the plain-
text to enhance both confusion and diffusion capabilities [32]. In
Figure 3, a cryptographic pseudo-random number generator
(PRNG) is seeded with the hash code of the shared secret key.
The generated n-bit pseudo-random number x is XORed with
an n-bit segment m from the plaintext input, producing an n-bit
intermediate pseudo-random cipher m’. This pre-randomization
mimics Shannon’s OTP encryption, eliminating statistical fin-
gerprints in the plaintext. The chosen PRNG must ensure both

Key
encrypt
Init
QPP

PRNG ek 2 ,.

: vl T
LT T 1[m] :(5 » m" |-+ Dispatcher d=‘ — T T[]

d=M "}, e

Figure 3 ¢ QPP symmetric encryption involves Init, PRNG, Dispatcher, and QPP modules. Init takes the shared secret key bit string
and generates an n-bit QPP pad using the Fisher—Yates shuffling algorithm. Init then hashes the secret key to seed a cryptographic
PRNG generator. Input plaintext is segmented into n-bit segments, XORed with n-bit pseudo-random x (pre-randomization), and then
dispatched to the d* permutation matrix for encryption, resulting in the ciphertext.

Key
decrypt
Init
d=x%M+1 QPP PRNG
|
d ‘=“ 1 ﬁ.r %
4
[T Dispatcher =----:-‘%-ff-< ot | D | [ [[m]
Piy

Figure 4 ¢ QPP symmetric decryption involves the same modules as in Figure S4. The Dispatcher first dispatches each n-bit
ciphertext to the correct permutation matrix. QPP then decrypts them, followed by post-randomization to output the original plaintext.
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pseudo-randomness and high performance, with xoroshiro128+
being a typical PRNG for this purpose.

The Dispatcher in Figure 3 sends the intermediate cipher m’
to the @ permutation gate p4 in QPP for encryption:

palm’) = c) (16)

The QPP outputs the final ciphertext c. This dispatching largely
randomizes the relationship between permutation gates and ci-
pher segments, preventing chosen plaintext attacks. For any in-
tercepted n-bit cipher c, the permutation gate is chosen based on
the pseudo-random number X, so a given ¢ could be encrypted by
any permutation gate from the QPP.

Pre-randomization and random dispatching significantly increase
confusion and diffusion capabilities, creating an uncertainty bar-
rier between the plaintext space and the QPP, as well as the ci-
phertext space, thereby enhancing the security of QPP symmetric
cryptography against chosen plaintext attacks.

Figure 4 illustrates the decryption process of QPP symmetric
cryptography. The ciphertext is segmented into n-bit segments
and dispatched to their corresponding permutation gates based
on the pseudo-random number from the PRNG. The decryption
QPP must be transposed because i)jli)d = 1. Then, the output from
the QPP

pile) = pipalm’) = |m') (17)
is XORed with the pseudo-random number x to retrieve the
original plaintext m.

3.1. Classical implementations

QPP symmetric cryptography, as typically depicted in Figures 3
and 4, can be implemented in classical systems [56]. This imple-
mentation requires a minimal footprint of about 3KB for an 8-bit
QPP, containing 1684M bits of entropy. Ciphertexts generated
from QPP symmetric encryption exhibit excellent randomness,
successfully passing all major randomness testing tools, including
NIST, DieHarder, and ENT. Performance-wise, it operates simi-
larly to a single round of AES encryption, achieving speeds over
10 times faster than AES-256.

3.2. Pseudo quantum random number

Due to the substantial entropy held by a QPP, QPP symmetric
cryptography can also be used to develop a pseudo-quantum
random number generator (pQRNG) [36]. Prominent PRNGs,
such as Xorshift, invented by Marsaglia in 2003 [63] and its
variants created by Vigna in 2016 [64] and Blackman and Vigna
in 2022 [65] typically have a maximum seed size of 1,024 bits,
as seen in the xoshiro1024 generator. In contrast, the pQRNG
based on QPP cryptography employs 64 8-bit permutation gates,
seeded with a 16KB binary string, which is the largest known seed
size for any PRNG. The pQRNG boasts a theoretical internal state
space of 2'31972 Figure 5 illustrates a typical pPQRNG implemen-
tation using QPP cryptography [36]. This pQRNG also includes
an internal counter XORed with the generated pseudo-random
number c, similar to QPP encryption. The counter can alterna-
tively replace the internal PRNG x. The output pseudo-random
numbers pass all standard randomness testing tools such as NIST,
DieHarder, and ENT [36]. When the seed is replaced with a sys-
tem random source, the pQRNG can produce non-deterministic
pseudo-random numbers.

Furthermore, QPP cryptography can function as a quantum
whitening algorithm for classical PRNGs and hardware/quantum
random number generators (HRNGs or QRNGs) [36]. Physical
RNGs generally produce biased random number such as found
in popular QRNGs from idQuantique [66]. Quantum whitening is
achieved by initializing QPP with the system random and using
the output from a hardware RNG as the plaintext input. The
resulting QPP ciphertext then exhibits excellent randomness suit-
able for cryptographic keys.

3.3. Digital quantum key distribution

Kuang and Barbeau [32] proved that QKD is equivalent to 1-qubit
QPP with post-shared secret for measurement bases. The post-
sharing is established based on the measurement bases at the
receiving synchronized with the encoding bases at the transmis-
sion. In fact, QKD generally encodes classical key bits with two
conjugate bases: {|0),|1)} and {|+),|—)}. These two encoding
bases are nothing else but the eigenbasis or computational basis

of the identity gate po = I = 0 1

0 . .
} and permutation basis

of the NOT gate p1 = . The quantum implementation of

0
single qubit QPP would be the well-known QKD by leveraging the
security from the uncertainty principle with a tradeoff of classical
channel together with a pre-shared secret for post-processing,
and the classical implementation of single qubit (bit) QPP is the
well-known OTP with the limitation of single-time usage of the
pre-shared key.

The implementation of multi-qubit QKD is technically challenging
even for 2-qubit QKD, but the classical implementation of n-bit
QPP is relatively simpler by using the matrix representation of
permutation gates. Lou et al. implemented the so-called digi-
tal QKD or D-QKD and benchmarked by Deutsch Telekom in
2022 [35]. D-QKD leveraged the QPP symmetric cryptography
and integrated with ETSI-014 standard interface for plug-and-
play and interchangeable with physical QKD boxes [67], illus-
trated in Figure 6. The D-QKD cloud hosts a QRNG farm
consisting of different QRNG generators from Quintessencelabs
gStreamer [68] and idQuantique QRNG [69]. The communication
for each connection segment is encrypted with QPP symmetric
cryptography as shown in Figures 3 and 4 with a QPP of 64 8-bit
permutation matrices or equivalent to 100 kilobits of entropy.
D-QKD demonstrated the key rate of 100s Mbps over internet
connections cross continentals [35].

3.4. Quantum computing implementation

As discussed in Section 2.2.2, a QPP can be realized as a quantum
circuit within a quantum computing system. This implementation
involves using a compiler to decompose permutation gates into
circuits composed of one- or two-qubit gates. QPP symmetric
cryptography can thus be fully executed in a quantum comput-
ing environment, incorporating pre-randomization and random
dispatching as additional quantum gates [37,38].

Pre-randomization, which is essentially classical XORing, can
be implemented using quantum CONTROL-NOT (CNOT) gates.
Random dispatching can be realized with Control-Permutation
gates, as illustrated in Figures 7 and 8. Due to constraints on
quantum resources, the implementation of QPP cryptography on
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IBM Quantum (IBMQ) systems is currently demonstrated with
2- or 3-qubit permutation gates, suitable for the available 5-qubit
noisy IBM Quantum computers.

To achieve security comparable to AES-256, a 2-qubit QPP im-
plementation requires 57 permutation gates chosen randomly
from the 2-qubit QPS (which has a total of 24 gates). The re-
sulting cipher qubits can be measured and recorded based on

the most probable outcome. This prototype implementation has
surprisingly demonstrated the equivalence between quantum and
classical implementations. It also paves the way for future hybrid
quantum-secure communications, bridging classical and quan-
tum computing systems, thereby positioning QPP as a bridge from
classical to quantum communications.

/random seed
pQRNG
Init
Counter I<- ol
_ PRNG L
=110 4
d=x%M+1 o £z
v . i £
6 Dispatcher f-4=Lta —{ T T 1]
A
d=M"y—
Pum
c

Figure 5 ¢ pQRNG implemented with QPP cryptography [36].

D-QKD Cloud
(Ottawa, Canada)

D-QKD Enterprise
(Hamburg, Germany)

\ Bob

1Gbs ethernet

[SZsieiol
Charly

Berlin, Germany

Figure 6 « D-QKD is illustrated as a global quantum random number distribution network [35].
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Figure 77 ¢« QPP symmetric cryptography is implemented for encryption in IBMQ [37].
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Figure 8 ¢ QPP symmetric cryptography is implemented for decryption in IBMQ [37].

4. Quantum permutation pad
asymmetric cryptography

As discussed in Section 2.2.3, permutation operators in QPP-
based cryptosystems are represented using modular arithmetic,
which exhibits partial homomorphic properties. These properties
are particularly advantageous for constructing secure public key
cryptographic schemes. More broadly, the algebraic structures of
permutation operators and their modular multiplications align
well with MPKC, where they contribute to the development of
cryptographic protocols such as KEM and DS. This section ex-
plores the application of QPP in asymmetric cryptography, em-
phasizing its role in enhancing security and efficiency within
MPKC and related schemes.

One of the earliest examples of public key cryptography using
permutation operators is the Merkle—Hellman knapsack cryp-
tosystem (MHC) [41], which used a single permutation operator
derived from a coprime pair of integers. While innovative, the
Merkle—Hellman cryptosystem was eventually broken due to spe-
cific cryptanalytic attacks. To overcome the vulnerabilities of the
knapsack cryptosystem, MPKC evolved, shifting from the use of
a single multivariate polynomial with a linear mapping over a
binary vector space, as in the knapsack system, to the use of multi-
ple multivariate polynomials with bilinear mappings over a finite
vector space. This evolution led to cryptographic schemes based

on the multivariate quadrature (MQ) problem [70], which pro-
vided stronger security. However, the tradeoffs in MPKC schemes
include larger public key sizes, increased ciphertext sizes, and
lower performance compared to traditional cryptographic sys-
tems.

To address these limitations, a new multivariate scheme called
homomorphic polynomial public key (HPPK) cryptography was
proposed by Kuang and Perepechaenko in 2023 for KEMs [52].
This scheme was later extended for DS [53]. HPPK employs two
multivariate polynomials paired with bilinear mappings over a
large prime finite field F,, enhancing the security of both KEM
and DS protocols. An essential feature of HPPK is the use of two
modular multiplication operators, as shown in Eq. (11), to encrypt
the polynomial coefficients. These operators benefit from their
partial homomorphic properties, enabling efficient cryptographic
operations while maintaining robust security against known at-
tacks.

Compared to MQ-based cryptosystems, HPPK offers several ad-
vantages. Its arithmetic QPPs, consisting of modular multiplica-
tion operators, provide both confidentiality and integrity in the
encrypted data. Additionally, the homomorphic nature of these
operators allows cryptographic operations such as encryption,
decryption, and signature generation to preserve algebraic struc-
tures, making HPPK an attractive choice for PQC.
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To provide a thorough understanding of multivariate cryptosys-
tems, we will review three primary types of MPKC schemes.
First, we will revisit the MHC (Section 4.1). Next, we will discuss
the evolution of multivariate polynomial cryptography and its
advancements in MPKC (Section 4.2), with particular emphasis
on a proposed QPP-based variant. Finally, we will review HPPK
cryptography in detail (Section 4.3), focusing on its use in KEM
and DS applications, and its advantages over existing multivariate
schemes.

4.1. Merkle—Hellman cryptosystems

The Merkle—Hellman cryptosystem, introduced in 1978 by Ralph
Merkle and Martin Hellman [41], is one of the earliest public
key cryptographic schemes. It is based on the computational
hardness of the subset-sum (or knapsack) problem, a well-known
NP-complete problem.

4.1.1. Key generation

The key generation process involves producing a public key for
encryption and a private key for decryption. The process is char-
acterized as follows:

Superincreasing sequence

Choose a superincreasing sequence of integers {ai, az,...,an},
where each element is larger than the sum of all preceding ele-
ments, that is, a; > Z]’;} a;. This sequence can be considered
as the coefficients of a multivariate polynomial y(xi,...,x,) =
>0t @, with x; € F5.

Modulus and multiplier

Select a large modulus M such that M > >~ | a;, and a multiplier
W that is coprime to M, that is, gcd(W, M) = 1. A corresponding
permutation operator p = W x O mod M is applied to the
coefficients a; denoting by the OJ.

Public key

The public key is computed by applying the permutation operator
P to each element of the superincreasing sequence:

bi=pa;=Wa;mod M, i=1,2,...,n

The public key is the sequence {b1,b2,...,bs}, and the corre-
sponding public polynomial is y'(x1, ..., xn) = > 1, bixs.
Private key

The private key consists of the original superincreasing sequence
{a1,as, ..., a,}, along with the modulus M and the multiplier W.
4.1.2. Encryption

To encrypt a binary message m = (x1,x2, . ..,Xn), whereeach x; €
{0, 1}, the sender computes the ciphertext C as follows:

C=y'(x1,x2,...,X2) = Zbixi
i=1

The ciphertext Cis then transmitted to the recipient.

4.1.3. Decryption

Decryption uses the private key to recover the original message m.

1. Inverse permutation: Compute the inverse of the permu-
tation operator:

pl=w'!xOmodM
Apply p~! to the ciphertext C to obtain:

y=y(xi,X2,...,Xn) :fflCmodM

2. Subset-sum decryption: Using the superincreasing se-
quence {ai,as, ..., an}, recover the binary message m. Since
the sequence is superincreasing, there is a unique way to
express y as a sum of the elements in {ai,as,...,a,}. The
message bit x; = 1 if @; is included in the sum, and x; = 0
otherwise.

This decryption process is efficient due to the superincreasing
nature of the private key sequence, ensuring that the subset-sum
problem can be easily solved during decryption.

4.2. Multivariate public key cryptosystems

Multivariate public key cryptosystems (MPKC) are based on
the hardness of solving systems of multivariate quadratic (MQ)
equations over finite fields, making them strong candidates for
PQC due to their resistance to attacks by quantum computers.
In MPKC, the message is defined over a vector space X =
(x1,-..,xn) € Fy, where Fq is a finite field of size g.

4.2.1. Key generation

In a basic MPKC cryptosystem, a set of L bilinear multivariate
polynomials, p: (X), . .., pr(X), govern the encryption and decryp-
tion processes. These polynomials are expressed in the following

form:

pe(x1, ..., xy) =X -P,-X, (=1,2,...,L (18)

Here, P, is a private square matrix associated with coefficients
of the ¢-th polynomial, and P € F,*"*", a compact expression
of all L matrices, is called the private central map in the MPKC
cryptosystem [70]. The central map is quadratic in nature, as each
polynomial involves a bilinear form of the input vector X. The
system of equations {p¢(X)} forms the core of the cryptographic
protocol.

In order to make the central map P secure, MPKC employs two
additional linear maps, typically denoted as 8 € F;*" and T €
Fg*". These maps, referred to as the “scrambler” (S) and “affine
transformation” (T), obscure the private central map P and en-
sure the system’s security. The overall encryption process is then
expressed as follows:

PE) =x"-[SoPoT] - G=0"-P % (19)

Here, P = S o P o T is the public key, while S, T, P constitute the

private key. MPKC has a public key size L x @ x [log,(q)] bits.

ACADEMIA QUANTUM 2025, 2

11 0of 21



https://www.academia.edu/journals/academia-quantum/about

https://doi.org/10.20935/AcadQuant7457

4.2.2. Encryption

The encryption process in MPKC involves several steps:

1. Message representation: The plaintext message is first
encoded into a vector X = (x1,x2,...,Xn) € Fg.

2. Applying the public key: Using the public key P, the
polynomials are evaluated at X, producing a set of values:
Ci:Pi(f):fT~'Pi~J? modq, iZl,...,L

The ciphertext C = (Cu, ...
recipient.

,Cp) is then transmitted to the

The polynomials P;(X) are quadratic, making them computation-
ally hard to invert without knowledge of the private key. This
ensures the security of the encrypted message.

4.2.3. Decryption process

The decryption process for the ciphertext ¢ € F using the public
key P = S o P o T, where S and T are invertible affine maps and
P is the central quadratic map, proceeds as follows:

1. Apply the inverse of S: Compute the intermediate value Z
by applying the inverse of the affine map S to the ciphertext ¢:

=87

2. Solve the central quadratic map P: Solve the system of
quadratic equations given by the central map P to find y:

j=P (2

This step involves solving a set of quadratic equations, which
is computationally difficult without the private key P.

3. Apply the inverse of T: Once y is obtained, apply the
inverse of the affine map T to recover the original plaintext
vector X:

F=T7'()

The vector X € Fy represents the decrypted message.

4.2.4. Proposal for multivariate public key
cryptosystem with quantum permutation pad

Combining MPKC with QPP encryption is a promising avenue
for enhancing cryptographic security while potentially improving
operational efficiency. This integration leverages the unique prop-
erties of QPP’s permutation operators, which can be applied to
either the private central map P or the public central map P within
the MPKC framework.

In traditional MPKC schemes, the security relies on the complex-
ity of solving systems of multivariate polynomial equations. The
polynomials are generally represented as follows:

pe(x1,...,xy) =X -P,-X (=1,2,... L, (20)

where P, € Fg*" is the private reversible central map.

By integrating a secret QPP, we introduce a pad of L arithmetic
permutation operators p, = R, - [0 mod S, applied to the private

central maps. This allows us to encrypt the central map into a
cipher central map:

Pe(f):fT~[}3@Pg]-f: le"P[,'J—C‘, (21)

where P, = R,P, mod S, represents the encrypted cipher central
map over a hidden ring [0, S,). There is a requirement on mod-
uli S¢ to be larger than g* for the homomorphic property [52].
With encryption from QPP, two linear affine maps are no longer
applicable because they require a modular operation with modg.

The encryption process is the same as traditional MPKC by map-
ping a secret message over F, and obtaining a set of secret seg-
ments {xi,x2,...,X,}. Pre-evaluations on x; = x;x; mod q are
first performed, and ciphertext can be calculated as follows:

Co="P (f) = Z Z'Pgijxij (22)

i=1 j=1
without further modgq. The ciphertext is C = {C,}.

The decryption process has two stages: first decryption with the
reverse permutation operators p; ' = R, 'C, mod S; mod q =
c,! = 1,2,...,L, and then solving the quadrature equation
system associated with the private map P

CszT~Pe-f, {=1,2,...,L, (23)

for the plaintext message X = (x1, X2, ..., Xn).

The QPP encryption can be directly applied to traditional MPKC
public key for further enhancement of MPKC security, which can
further conceal the mathematical structure behind the original
MPKC public key. This could be an interesting variant to explore
for the MPKC cryptosystem.

4.3. Homomorphic polynomial public key
cryptography for key encapsulation mechanism

In contrast to the traditional MPKC [70], Kuang and Perepe-
chaenko introduced a new cryptographic scheme based on a dif-
ferent private central map constructed over two distinct vector
spaces. One of these vector spaces is the polynomial vector space
Fp[x]<n, used for encoding the secret message, and the other is
the vector space Fp[ui, ..., un], which introduces noise into the
cryptographic process [52]. This combination aims to create a
robust KEM suitable for PQC, an area of increasing importance as
quantum computing threatens classical cryptographic systems.

The polynomial equations defining the system are given by

pg(x,ul,...,um):fT-Pe~ﬁ, €:1,2,..,,L (24)

Here, ¥ = (1,x,x?,...,x") represents the vector of powers of the
secret message x, while ¥ = (u1,...,un) represents a vector of
random noise variables. The private central map P, is constructed
as a matrix, specifically designed to introduce complexity in the
encryption process. The central map P, is a matrix with its ele-
ments Py;, where ¢ = 1,2,1 = 0,1,2,...,n,andj = 1,2,...,m.
The central map is carefully designed to form an underdetermined
multivariate equation system, a feature that enhances the security
against certain types of algebraic attacks.

4.3.1. Key generation

One of the key differences between HPPK and traditional MPKC is
how the private central map is constructed. In MPKC, the private
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central map is typically reversible and randomly selected from a
large space. However, in HPPK, Kuang and Perepechaenko [52]
proposed a construction based on two univariate polynomials
of order ), f(x) and h(x), combined with a multivariate noise
polynomial B(x, u, ..., un) of order n’ for variable x. The noise
polynomial is defined as follows:

B(x,u1,...,un) = Z Z bijxiuj (25)

i=0 j=1

This construction introduces additional security by making it
difficult for attackers to invert the polynomial system. The central
polynomials in the scheme are then defined as follows:

pi(xur, ..., um) = fl)B(x,ur,. .., Un)
m n=\+n’ )
= > > Pyxuyymodp
j=1 i=0
p2(x,ur, ..., um) = h()B(x,ui,...,un)
m n=X\+n’ )
= Z Z Pyix'yymodp  (26)
j=1 i=0

with Py = >, fsby and Pay = >, hsby;. Tt is obvious from
Eq. (26) that

pi(xu, .. Uum) _ fiX) mod p (27)

p2(x,ur, ..., um)  h(x)
This indicates that the multivariate noise polynomials have no
impact on the division of two product polynomials in Eq. (26),
which offers great potential for random encapsulation with noise
variables.

To secure the private central map, a private QPP is employed to
encrypt the private map. This technique involves the application
of two modular multiplication permutation operators:

]312 =Rg-DHl0ng,£=1,2 (28)

applying to the private central map, P; and P». Specifically, the
encryption is performed as follows:

Pij = Ri(P1 +p) mod S1, Paj = Rz(P2j +p) mod Sz (29)

where extra additions with p are used to avoid too small integers
P,; € Fp, together with a condition of Ry > %1 and R, > %2
Equation (29) forms the HPPK public key for KEM. The key pair
consists of the following:

« Public key:
— Pyjj, Py fori=0,1,...,n=x+n',j=1,2,...,m.
« Private key:

— Univariate polynomials: f(x), h(x)
- QPPZi)l < (Rl,sl);f)z «— (Rz,Sz).

4.3.2. Encapsulation

The encryption (encapsulation) process begins with the public
keys P; and P from Eq. (29). To encrypt a secret message x
chosen randomly from F,, the encryptor follows these steps:

» Noise selection and preparation: Choose random noise
values ui,...,un € Fp. Compute x; = x'u; mod p fori =
0,1,...,nandj=1,2,...,m.

« Polynomial evaluation:

n n

m m
C= "2 Pury, Ca= Y > Pupy

i=0 j=1 i=0 j=1
» Ciphertext formation: The ciphertext is formed as

CT = {C1,Cs}.

In this process, no modular operations are required for the en-
cryptor, as the moduli S; and S, are parts of the private key and
thus unknown to the encryptor.

4.3.3. Decapsulation

Upon receiving the ciphertext CT = {C\, C:}, the decrypter (who
knows the private key) proceeds as follows:

« Symmetric decryption:

c = (Q mod S1) mod p, ¢ = (% mod Sg) mod p
R1 R2
+ Noise elimination:
_a _ S
k= o mod p = h(x) mod p

 Secret extraction: Solve f{x) — kh(x) = 0 for x.

If A = 1 (alinear system), the secret x can be efficiently recovered
using
kho — fo

x:jhmodp

By using QPP encryption and modular operations, HPPK offers
a strong level of security that complicates potential algebraic
attacks. The combination of multivariate and univariate systems,
along with noise terms, ensures its resilience.

4.4. Homomorphic polynomial public key
cryptography for digital signature

In the HPPK KEM, decryption relies on the reverse permutation
operators, p; and p2, defined as p1 = Ry - O mod S; and p> =
R - O mod S, where O represents certain integers used in the
encryption process. These operators incorporate the private mod-
uli S; and S», and their security stems from the fact that they are
non-commutative with other operators that use different moduli.
Any attempt to manipulate the system leads to re-encryption
due to this non-commutativity, forcing attackers into an endless
loop of redundant encryptions. Consequently, brute-force search
remains the feasible attack strategy.

However, the situation changes when the KEM scheme is ex-
tended to a DS scheme. In the case of DS, the verifier needs access
to the moduli S; and S, to perform signature verification. These
moduli are private, meaning that their disclosure would compro-
mise the security of the system. To resolve this issue, Kuang et
al. recently proposed the use of the Barrett transformation, which
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eliminates the need for the verifier to have access to the private
moduli during the verification process [53]. In this section, we
will systematically review the HPPK DS scheme, focusing on its
correctness and security derived from the combination of QPP
symmetric encryption and the Barrett transformation.

4.4.1. Correctness

The correctness of the HPPK DS scheme is based on the decryp-
tion equation from the HPPK KEM, as shown in Eq. (27). The
verification equation evolves as follows:

[fp2(x, @)] mod p = [hp:(x,#)] mod p
[fR; 'Ropa(x, i) mod S2] mod p = [RRy 'Rip1 (x, i)
modS;] mod p

n m

4.4.2. Signing

To sign a message M using HPPK DS, the signer first hashes
the message with a cryptographic hash function such as SHA256,
SHA384, or SHA512, resulting in m = HASH(M). If the bit-length
of the hash |m|; exceeds the bit-length of the prime |p|2, the
message is divided into segments over the field m = {m; €
F,}. For each segment x = my, the signer follows these steps to
generate a signature:

« Selects arandom « € Fp,

+ Computes the polynomials f = «a Zl’\: o fix* mod p and
h = aZiA:Oh,-x’ mod p, ~
« Computes the signature elements F = R;'fmod S, and

H = R;y'hmod S;.

N Z Z( FPy; mod 32)xiuj = Z Z( HPy;; mod S, )xfuj mod p The signer then concatenates all segments of the signature to form

i=0 j=1 i=0 j=1
n m n m

— E E Vix'u; = E E Ujx'uj mod p
i=0 j=1 i=0 j=1

(30)
where f = f(x) and h = h(x) are the plaintext signatures. The
signature elements, F = fR;' mod S, and H = hR; ' mod S,
form the signature Sig = {F, H}, encrypted with the permutation
operators. The coefficients V;; and Uy are defined as follows:

Uj = HPyy mod S1, Vi = FPy; mod S (31)

However, since the private moduli S; and S; remain unknown
to the verifier, they cannot directly perform verification based on
Eq. (30). To address this, Kuang et al. proposed using the Barrett
reduction algorithm with a Barrett parameter R = 2X, where the
ideal case sets K = 2L (practically, K = L + 32 is often sufficient).
With the Barrett transformation, the coefficients U;; and V;; can be
computed as follows:

Fuy

Vij = B(FP2; mod S2) mod p = Fpy;; — s2 { R J mod p,

Ho (32)
Uy = B(HP1 mod S1) mod p = Hplj — s1 {%J mod p

where 3 is a randomly chosen element from the field F,. The
public key for verification, PKy, is now shifted from the public key
for encapsulation, PK, in HPPK KEM:

'Ph'j = R1P1ij mod S17 pgij = RgPlij mod Sz (33)

to HPPK DS:
Phy = BPyjmod p,  p' = BPy; mod p,
RPy RPy;
Vij:{ SQUJ, uijzt SIUJ, (34)
s1 = 3S; mod p, s2 = 3S2 mod p

This eliminates the need for private moduli S; and S- in the veri-
fication equation. The verification equation now follows Eq. (30),
with coefficients defined by Eq. (32). It is important to note that
for security purposes, the random multivariate polynomial B(x, i)
used during public key generation in HPPK DS must differ from
the one used in the KEM scheme.

As shown earlier, both polynomials U(x, ¥) and V(x, @i) are non-
linearly determined by the received signature Sig = {F,H},
significantly complicating potential forgery attacks.

the complete signature Sig = {F, H}, which is sent along with the
message to the verifier.

4.4.3. Verification

To verify the signature, the verifier applies the same cryptographic
hash function and segmentation process as the signer. For each
segment signature F, H; corresponding to the hash segment
X = my, the verifier calculates the following coefficients:

Fovs
Vi = ka/gij — S5 \\ %VUJ mod p,
(35)

;o
Uy = Hip'yj — 51 {kTMJ mod p

For each noise variable u;, the verifier then evaluates

Vi(x) = Z Vix' mod p, Uj(x) = Z Uyx' mod p

i=0 =0

The verification passes if V;(x) = Uj(x) for all segments; other-
wise, it fails.

4.5. Advances in cryptanalysis

4.5.1. Quantum permutation pad cryptography

In the context of QPP symmetric cryptography, Kuang and Bar-
beau thoroughly analyzed its security, demonstrating resilience
against various attacks, including chosen plaintext and chosen
ciphertext attacks [32]. Key to maintaining this security is proper
implementation of the QPP scheme, which includes using a ran-
domly chosen QPP, pre-randomizing the plaintext, and employing
random dispatching to different permutation gates for each n-bit
segment. These measures enhance confusion and diffusion, which
are essential properties for preventing pattern recognition in the
ciphertext.

In 2023, Amil and Gupta attempted a limited cryptanalysis of
QPP, focusing on bit position permutations within plaintext bit
strings, which did not fully address the complexity of the QPP
scheme [55].

In 2024, Zawadzki presented a more sophisticated chosen-
plaintext attack by simplifying the QPP process, exposing poten-
tial vulnerabilities [71]. By removing the pre-randomization step,
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he demonstrated the theoretical possibility of identifying the un-
derlying permutation matrices used in the encryption. However,
the random dispatching of permutation matrices still introduces
significant complexity.

Zawadzki also combined his attack with side-channel analysis,
aiming to intercept the intermediate ciphertext before random
dispatching to reveal the PRNG value governing the encryption.
However, the cryptographic strength of PRNGs, derived from the
hash of a shared secret key, complicated this attack. Zawadzki
concluded that his chosen-plaintext attack alone was insufficient
against a properly implemented QPP scheme.

To address the vulnerabilities, an enhancement to the QPP pro-
cess involves incorporating a random initial vector (IV). XORing
the hash of the shared key with a randomly generated IV refreshes
the PRNG seed for each encryption, ensuring varied dispatching
sequences even with identical plaintexts. This additional random-
ness enhances security, making Zawadzki’s attack unviable.

Including the IV in the ciphertext is crucial for accurate decryp-
tion. To reduce overhead, a session ID can serve as a lightweight
substitute for the IV, minimizing additional data transmission.
This enhancement effectively mitigates chosen-plaintext attacks,
reinforcing QPP symmetric cryptography against advanced crypt-
analytic techniques.

4.5.2. Merkle—Hellman cryptosystem

The Merkle—Hellman cryptosystem [41] exhibits two significant
vulnerabilities: its dependence on a superincreasing sequence
and its linear binary encoding through a linear mapping. The
first vulnerability, the superincreasing sequence, can be partially
mitigated using techniques such as secret permutations [72], the
Chinese remainder theorem [73], and other methods [74]. Nev-
ertheless, these techniques do not fully eliminate the inherent
weaknesses of the superincreasing structure, as highlighted in
various studies [75,76].

The second vulnerability, associated with the linear binary en-
coding, leads to the formulation of a classical knapsack problem,
which is particularly susceptible to lattice reduction attacks. As
demonstrated in the literature, any variations of the Merkle—
Hellman cryptosystem that retain this encoding mechanism re-
main vulnerable to such attacks [75, 76]. Consequently, while
the cryptosystem has seen adaptations, the core issues stem-
ming from the encoding approach continue to pose security risks.
This highlights the necessity for exploring alternative encoding
schemes or structural changes to enhance resilience against crypt-
analytic attacks.

4.5.3. Multivariate public key cryptography
cryptosystem

Multivariate public-key cryptosystems (MPKCs) are promising
candidates for PQC, based on the NP-hard problem of solving
MQ equations over finite fields. Despite their resilience, MPKC is
vulnerable to several cryptanalytic methods.

Grobner basis attacks

The main technique for cryptanalyzing MPKC involves Grobner
basis methods, which solve quadratic systems more efficiently
than brute force.

- Improvements in F4/F5 algorithms: Enhancements have in-
creased the efficiency of attacks by exploiting structural weak-
nesses in schemes like HFE and UOV [77,78].

- Variants of Grobner basis attacks: Novel approaches, including
sparse elimination and XL (extended linearization) algorithms,
exploit the algebraic structure of polynomials in specific MPKC
schemes [79].

Rank attacks and the MinRank problem

Rank-based attacks, especially the MinRank problem, signifi-
cantly impact MPKC schemes such as UOV and Rainbow [80, 81].

- MinRank problem: Recent advancements in low-rank re-
covery algorithms have compromised some MPKC schemes,
notably those using large field extensions or structures like
Rainbow [80].

- High-rank UOV schemes: Research is ongoing to develop high-
rank UOV variants [82], although these have not been thoroughly
tested against emerging MinRank techniques.

Differential and rank-based cryptanalysis

Differential cryptanalysis has been adapted to multivariate cryp-
tosystems, employing techniques like differential-algebraic at-
tacks to exploit statistical relationships in quadratic maps.

- Differential-algebraic attacks: These identify differential in-
variants to reduce the number of required equations for successful
attacks against structured systems like HFE and Rainbow [83—
851].

- Rank-based differential attacks: Combining rank and differen-
tial methods has led to enhanced techniques for attacking systems
with specific structures, notably Rainbow-type schemes [86—88].

Utilizing arithmetic QPP or modular multiplication over large
hidden rings, as discussed in Section 4.2.4, may significantly
enhance MPKC security. This approach obscures relationships
between elements, complicating traditional algebraic and differ-
ential attacks. By transforming the MQ problem into an underde-
termined system, it preserves the structural integrity of the cryp-
tographic scheme, enhancing resistance against common cryptan-
alytic methods that exploit symmetries in finite fields.

4.5.4. Homomorphic polynomial public key
cryptography

HPPK KEM

The HPPK KEM [52] introduces a distinctive framework for con-
ducting private key recovery attacks. Central to this approach is
a system of polynomial equations characterized by large integer
coefficients derived from the private moduli S; and S.. These
hidden moduli play a crucial role in formulating the equations that
define the relationships among the secret parameters.

To analyze private key recovery attacks based on the known public
key, the HPPK KEM scheme can be expressed by the system of
equations:

Pi=R-p;

modS, i=1,2,...,n (36)
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Table 2 ¢ The key and cipher sizes in bytes, as provided by the HPPK KEM scheme for the proposed parameter sets, are determined
based on the optimal complexity of O(2") with L = 2[logsp] + 16. All data are presented in bytes. The configuration is defined as

(log,p,L)withn=1,A=1,m=2

Security p Configuration Entropy (bits) PK SK CcTr
I 264 _ 59 (64, 144) 144 216 104 216
111 296 _ 17 (96, 208) 208 312 152 234
\Y% 2128 _ 159 (128, 272) 272 408 200 204

where p; € F,, S > p? and R > g. If the sequence p;
forms a superincreasing sequence, the problem resembles the
knapsack problem, which was famously broken by Shamir in
1984 [47]. Shamir’s attack involved identifying a forged coprime
pair (W', M’) that allowed the public key to be decrypted back into
a forged superincreasing set, facilitating decryption within the
original Merkle—Hellman scheme [41]. The binary message
encoding utilized in Merkle—Hellman exploited this structural
vulnerability.

In contrast, the HPPK KEM employs a random set of integers
pi € T, instead of a superincreasing sequence, effectively thwart-
ing the efficacy of the Shamir attack. The reliance on creating a
forged coprime pair to reproduce a superincreasing sequence be-
comes infeasible when p; is randomized. Consequently, the com-
plexity of brute-force recovery increases significantly. Specifically,
searching for a coprime pair to generate a sequence p; within the
range [p, 2p) involves a complexity of O(22L), as detailed in [52].

The complexity of key recovery attacks using the HPPK KEM
public key could be further optimized with the following strategy:

7717’.m0dS'—p€]1<‘p7 1#£j, ,j=1,2,...,n (37)
J

This approach involves guessing 7 € F, and S’ € [2571, 2F). Once
Eq. (37) is satisfied, the candidate p; can be identified as p; = n,
and the candidate for S can be determined as S = S, from which R

can be derived using R = g mod S. This improved attack strategy
J

yields a complexity of O(p - 2%), a significant enhancement over
the simpler brute-force complexity required for finding a potential
coprime pair (R, S).

To further optimize the complexity of the key recovery attack
using the HPPK KEM public key, one can rewrite Eq. (36) as
follows:

R-pi=Pi+ki-S — R-pi—Pi=k-S (38)
where k; are unknown integers for i = 1,2,...,n. This formula-
tion presents a linear equation system with the known public key
P; and the range of secrets: p; € [p, 2p).

Applying lattice reduction techniques to the left-hand side al-
lows for the exploration of the space defined by the vector v =
(p1,D2, - --,Pn). By treating the problem as a search for short
vectors in a lattice formed by the equations by guessing R, we
can systematically reduce the complexity of solving for k; for
i = 1,2,...,n. After identifying these values, the entire private
key can be reconstructed. This process leverages the geometric
properties of lattices, which often reveal relationships between
numbers that are not immediately apparent in the integer domain.

If this process is successful, the optimal complexity is O(2%).
However, it is important to note that lattice reduction can be quite
challenging in practice. Therefore, we can assume a worst-case

scenario from a security perspective, leading to a complexity of
O(25) for the key recovery attack on the HPPK KEM.

Regarding secret recovery attacks, the system of polynomial equa-
tions can be expressed as follows:

Z ZPij(xluj mod p) = Cy; Z Z Q;j(x'u; mod p) = Cs,
j=1 i=0 j=1 i=0
(39)

where P; € S; and Q; € S, are associated with the private
key sets S1 and S», and x,uy,us, ..., un are elements from the
finite field F,. This equation describes a typical Diophantine
problem, characterized by a search complexity of O(p™*!) for
brute-force exploration of the solution space. The presence of
modular reductions and non-linear terms introduces additional
computational complexity, potentially impacting the efficiency of
the search.

Equation (39) can be reformulated into a modular knapsack
problem:

m

i inxiuj = C1 mod p; Z i QyX'u; = C> mod p.

j=1 i=0 Jj=1 i=0

By applying the Gaussian elimination, we can reduce the system

to
m—1 2n

Z Z dyx'u; = ¢ mod p.

j=1 i=0

This reduction results in a complexity of O(p™™ ') for finding
non-deterministic solutions, yielding a solution space complexity
of O(p™™1).

In summary, the overall deterministic attack is O (2) from the key
recovery attack and O(p™*') from the secret recovery attack. The
security requires m > 2, leading to the latest optimal complexity
of O(2%) for the HPPK KEM. Based on this updated complexity,
we tabulated the updated key and cipher sizes in Table 2. Al-
though these sizes are bigger than before, they remain remarkably
compact..

Homomorphic polynomial public key digital signature

The Barrett reduction in HPPK DS [53] functions as a non-linear
encryption mechanism for symmetrically encrypted polynomial
coefficients. This is expressed as follows:

vij = {ngijJ NS V;I?J : (40)

Here, Py and Qj are encrypted using Si1 and S», respectively,
and their ciphertexts are their quotients. This non-linear property
complicates the attacker’s ability to derive the encryption key.
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For key recovery attacks, Kuang et al. [53] proposed an iterative
search algorithm based on the following equations:

R-P; Sy - i
e[ = e [

R.Q; So - ;i
- [58] = 52

This refined attack iteratively searches for S; within the range
from 2 to 2, computing P using the known public key 11;;, and

(41)

recalculating yj; = {Rs'—fif' -If pj; = pyj, the correct values of S and

all P; are identified. A similar approach is applicable to the public
key v;. The overall complexity of this attack is O(2").

Given the public keys pj;, gj;, s1, and s2, an attacker can find the
random 3 € F, without significant computational effort, enabling
the retrieval of the entire p; and g;. With knowledge of Py, py;,
and Si1, R; can be directly calculated. A similar process applies to
obtain R,. Modular polynomial factorization can finalize f, (x) and
h (x) with a common scale factor.

The complexity of creating a forged signature is ©(2%F). The
Barrett parameter R = 2X affects public key size, optimizing
verification success while minimizing size. For instance, at NIST
security level I, public key sizes range from 196 to 356 bytes based
on selected K values [53].

Homomorphic polynomial public key triple

The HPPK cryptosystem, used for both KEM and DS, operates
with a security complexity of O(2L), considering the latest update
on the key recovery attack of HPPK KEM in this review. This
framework allows for the generation of a structured key triple,
consisting of a private key SK, an encapsulation public key PK.,
and a verification public key PK,,.

The private key SK is defined as f]A+1], h[A+1], (R1,S1), (R2,S2),
which are essential parameters for both encryption and signing
operations. To generate the encapsulation public key PK,, a ran-
domized multivariate polynomial Be(x,u1,...,un) is applied to
the private key:

PK, < SK + Be(x,u1,...,Un),

where B.(x,u1,...,un) introduces randomness into the encap-
sulation process. Similarly, for verification purposes, the public
key PK, is derived from the private key using another randomized
polynomial By (x, u1, ..., Un):

PK, < SK+ By(x,u1,...,Un).

With knowledge of SK, the key generator can decrypt any cipher-
text encrypted with PK., as well as sign messages, which can be
verified by anyone holding the corresponding PK,,.

This construction allows the same SK to generate multiple unique
pairs of (PK., PK,) by employing different instances of the random
polynomials Be(.) and B,(.). Each unique pair can be designated
for a specific group or session, adding flexibility and security to
the cryptosystem.

5. Conclusions

This review has explored the pivotal role of the QPP in advanc-
ing the field of quantum-secure cryptography. By leveraging the

non-commutative nature of QPP, its applicability across a range
of cryptographic systems—such as matrix-based symmetric en-
cryption, quantum gate-based encryption, and arithmetic-based
multivariate public key schemes—has been thoroughly examined.
Specifically, we have demonstrated how QPP enhances the se-
curity of HPPK’s KEM and DS schemes, as well as the Merkle—
Hellman and MPKC systems, underscoring its potential to resist
quantum attacks.

The integration of QPP into these systems not only improves
quantum resistance but also brings substantial benefits in terms
of key size optimization, cryptographic complexity, and overall se-
curity robustness. These advancements position QPP as a critical
tool in the development of quantum-safe cryptographic protocols.

Moving forward, practical implementation and benchmarking of
QPP’s performance across diverse cryptographic applications will
be crucial. Testing its efficiency, scalability, and real-world via-
bility can offer further insights. In addition, as quantum com-
puting technologies continue to evolve, investigating how QPP
can synergize with other quantum-resistant approaches may lead
to even more significant breakthroughs, solidifying its place as a
foundational component of quantum-secure cryptography.
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