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Abstract

Quantum secure direct communication (QSDC) is convenient for the direct transmission of
secure messages without requiring a prior key exchange by two participants, offering an el-
egant advantage in transmission security. The traditional implementations usually focus on
the discrete-variable (DV) system, whereas its continuous-variable (CV) counterpart has at-
tracted much attention due to its compatibility with existing optical infrastructure. In order
to address its practical deployment in harsh environments, we propose a microwave-based
scheme for the CV-QSDC that leverages entangled microwave quantum states through free-
space channels in cryogenic environments. The two-step scheme is designed for the secure
direct communication, where the classical messages can be encoded by using Gaussian mod-
ulation and then transmitted via displacement operations on microwave quantum states.
The data processing procedures involve microwave entangled state generation, channel
detection, parameter estimation, and so on. Simulation results demonstrate the feasibility
of the microwave-based CV-QSDC, highlighting its potential for secure communication in
integrated superconducting and solid-state quantum technologies.

Keywords: quantum secure direct communication; quantum communications; quantum
cryptography

MSC: 81°94; 81P45

1. Introduction

Quantum communication, which has the advantage of compatibility in signal prepa-
rations [1,2], has been proposed for secure communications with two participants. With
the popularization of quantum communication, however, the demand for quantum secure
direct communication (QSDC) has increased since it can directly transmit the deterministic
messages, unlike quantum key distribution (QKD), which is usually used for key exchange
between legal participants. This unique paradigm not only inherently mitigates the risk of
information leakage during key management but also streamlines the overall communica-
tion architecture [3,4], presenting a novel pathway for highly secure information exchange.

The traditional QSDC was predominantly focused on discrete-variable (DV) systems,
where theoretical frameworks and experimental validations advanced in parallel. The
pioneering two-step scheme [5] and the one-time-pad scheme [6] established the fundamen-
tal QSDC. Subsequently, more sophisticated schemes emerged, such as high-dimensional
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QSDC based on quantum dense coding [7]. These schemes ensure security by encoding se-
cret information directly onto quantum states, thereby restricting an eavesdropper’s ability
to access multiple entangled states simultaneously. Furthermore, the measurement-device-
independent (MDI) QSDC [8,9] suggested potential security vulnerabilities in physical
devices. In addition, the device-independent (DI) QSDC offers a solution to photon loss
and decoherence [10], providing a viable path toward secure communication over noisy
and lossy quantum channels.

The traditional QSDC was the discrete variable (DV) QSDC [5,6] since it uses a single
photon for the signal single-photon source and a single-photon detector for detection. In
contrast to the DV systems, the continuous-variable (CV) counterparts exhibit an advantage
for the practical deployment, primarily due to their high compatibility with existing optical
communication infrastructure [11,12]. In 2008, Pirandola suggested the first CV-QSDC
protocol using coherent states, pioneering the use of continuous variables for information
encoding and performance analysis [13]. It employs continuous light for the signal source
and uses either a homodyne detector or heterodyne detector for detection. It presents
an advantage since it can be carried out by using the existing optical communication
technology, resulting in good compatibility and usability. However, implementations of
CV-QSDC have been concentrated almost exclusively within the optical frequency domain.

Fortunately, leveraging a natural synergy with superconducting quantum computing
platforms, microwave quantum communication may hold immense potential, whereas
research for QSDC within this domain has remained relatively unexplored. Motivated by
structure characteristics of the CV-QSDC, we addresses this gap by proposing a microwave-
based scheme designed for CV-QSDC with the microwave frequency band and operation
in cryogenic environments. The feasibility of our approach is underscored by recent
breakthroughs in CV-QKD [14] and quantum teleportation (QT) of microwave states [15].
These accomplishments provide the technological foundation for realizing the microwave-
based CV-QSDC under the realized cryogenic conditions.

The CV-QSDC presented herein utilizes microwave quantum states as its resource
and is tailored for cryogenic operation. We employ Gaussian mapping to represent secret
information as a sequence of Gaussian random numbers, which are then encoded onto
a microwave quantum state with a displacement operation. In order to establish an
implementation of CV-QSDC with microwave states, we divide the initial messages into
many pieces, which are then transmitted with the two-step scheme through free space
in cryogenic environments, with the aim of performance demonstration with parameter
estimation. The legal participants can recover the initial messages only if they cooperate
together. The microwave-based CV-QSDC can provided compatibility with the traditional
optical CV-QSDC infrastructure in terms of noise immunity and losses.

The remainder of this paper is organized as follows. Section 2 details our proposed CV-
QSDC scheme, covering the generation of microwave entangled states and the protocol’s
implementation. Section 3 presents the process of parameter estimation and provides a
security analysis of the scheme. Finally, Section 4 offers a summary and conclusion of
our work.

2. The Microwave-Based CV-QSDC
2.1. Two-Step CV-QSDC Protocol

As shown in Figure 1, the details of the two-step CV- QSDC protocol are demonstrated.
Without loss of generality, the first and second free space channels have the same channel

parameters in the cryogenic condition (e.g., transmittance and thermal noise). The sender,
Alice, generates and sends the microwave-based Einstein-Podolsky—Rosen (M-EPR) states
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through the cryogenic free space, to the receiver, Bob. The microwave-based scheme for the
CV-QSDC can be designed as follows.

Step 1 (S1): Preparation of M-EPR states. Alice prepares an ordered sequence of the
M-EPR pairs, as shown in Figure 1, which includes two mode sequences as sources. One
sequence is used for channel detection, called the mode D sequence. The other remaining
sequence of the EPR partner modes is used for message transmission, called the mode
M sequence.

Step 2 (52): Transmission of the mode D sequence. The mode D sequence is sent from
Alice to Bob through the first cryogenic channel that could be used for channel detection.
Bob randomly selects modes and measures both quadratures with a heterodyne detector.
After Bob informs Alice of the positions of the measured modes and his measurement
results, Alice conducts the same measurement on the corresponding partner modes in the
mode M sequence and estimates the channel parameters.

Step 3 (S3): Transmission of the mode M sequence. Alice encodes the mode M sequence
corresponding to the divided messages, which are encoded and transmitted to Bob through
the second cryogenic channel with the same channel parameters.

Step 4 (S4): Channel detection. After Bob receive the M sequence, he performs the
Bell measurement while combining it with the corresponding mode D sequence. For the
channel detection, Bob calculates the variances of the two related quadratures of the Bell
measurement locally, and then determines the quantum correlations between the first
and second channels in terms of the results of the first channel detection. Based on the
results of both the first and second channel detections, they achieve the channel capacity of
the QSDC.

Step 5 (S5): Message encoding with displacement. Assume Alice encodes two bits
of message (my, m;) into the message amplitude ay, = X, + ipm,, V{k, 1} € Z,, where the
variables x;, and py, correspond to my and m;, respectively. She picks a random signal
amplitude apr = x)q, + ippy, in the mode M sequence and performs the encoding operation
while performing the operation as & = &;; + ). Subsequently, the signal amplitude a;;, is
encoded as & on the mode M sequence. After Bob classically communicates the encoded
state &, Alice can decode the signal amplitude &, from the resulting state & with &y, finally
recovering the message amplitude, together with (1, m;).
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Figure 1. The microwave-based CV-QSDC with two-step protocol in two cryogenic channels.

Because of the displacement of each message (xmk, Pmy ), the resulting signal at the
receiver can be expressed as (x4, p4,) with

xdk =V ZTxmk/ pd] =V ZTpmll (1)

where T is the channel transmittance established between Alice and Bob. Bob can select a
random subset of remaining raw data while Alice announces her raw data. Consequently,
the measurement results can be updated as follows
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X = Xg, — V2TXmy, Pr, = pa, — V2TPm,- (2)

When considering the noise characteristics of the CV-QSDC, as derived and shown in
Appendix A, we consider the effect of the phase noise given by [13]

Ephase = 2Va(1—¢ %), ©)

where V4 denotes the modulation variance and Vet is the variance of the phase noise given
by Vest = Var(GS — és) with the real phase rotation value 65 and the estimated value 0s.
Therefore, the relations of the phase noise, the total channel added noise, and the total
detection added noise can be achieved.

2.2. Generation of Two-Mode Squeezed Microwave States

The implementation of the CV-QSDC in the microwave regime is based on the spe-
cialized cryogenic components, as schematically illustrated in Figure 1, which includes the
generation and manipulation of quantum microwave states.

In the proposed scheme, an M-EPR state is firstly generated by Alice. One of the
entangled modes (the signal mode M) can be retained for subsequent information encoding,
while the other mode (the idler mode D) is transmitted to Bob. The generation of the M-EPR
state begins with two orthogonal microwave vacuum states, which are sourced from the
50 Q) resistor in a 50 mK environment [16,17]. This temperature is crucial for mitigating
thermal noise and enabling the superconducting properties of the core components. Each
vacuum state is then injected into a separate Josephson parametric amplifier (JPA), which
performs a squeezing operation based on the degenerate parametric amplification.

By setting the JPA’s pump frequency to exactly twice that of the signal frequency, a
phase-sensitive gain profile is created. This allows the JPA to amplify one quadrature of the
input signal while de-amplifying, or squeezing, the orthogonal quadrature. The two resulting
single-mode squeezed states are then interfered with using a microwave hybrid coupler,
which functions as a 50:50 beam splitter, to produce the final entangled EPR state [18]. The
resulting M-EPR state is described by the covariance matrix as follows:

y VI VV2 10, @
S| VZ—1e; VI ’

where I = diag(1,1), 0> = diag(1,—1), and V = cosh(2r) denotes the variance of the
orthogonal components of each mode. Here, the parameter r denotes the squeezing
perimeter for the state preparation.

2.3. Data Post-Processing for Messages Recovery

The successful completion of the displacement operation signifies that the secret
information has been effectively encoded onto the M-EPR states. The signal mode M
carrying this confidential information is then transmitted from Alice to Bob through a
cryogenic channel. Bob combines the incoming signal mode from Alice with his locally
retained idler mode at a microwave hybrid coupler, which functions as a balanced beam
splitter. Subsequently, Bob performs heterodyne detection on both output modes of the
coupler. Based on the measurement outcomes, Bob applies a Gaussian random sequence to
estimate the transmission parameters of the quantum channel. Leveraging these estimated
parameters, Bob then implements an appropriate information reconciliation protocol to
decode the message sequence from the measurement data.

To extract the encoded message, Bob performs a joint measurement on the signal state
in the mode M sequence received from Alice and the idler state he retains in the mode D
sequence. Following this, a procedure for data post-processing is carried out, enabling
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him to ultimately retrieve the message originally sent by Alice. Upon receiving the signal
state encoded in the mode M sequence, Bob conducts heterodyne detection in conjunction
with his local idler state in the mode D sequence. Finally, Bob engages in a post-processing
protocol with Alice via a publicly authenticated classical channel to distill a secure key.
During this stage, Alice and Bob collaboratively implement either a direct reconciliation
(DR) or reverse reconciliation (RR) scheme, along with privacy amplification [11,12], to
obtain the initially encoded messages. However, the transmission and measurement of
quantum states are inevitably affected by the unknown characteristics of the quantum
channel and the imperfections inherent in practical commercial devices, which can further
degrade system performance. Therefore, data post-processing must be conducted before
performing Gaussian inverse mapping to ensure the fidelity and security of the decoded
messages, which includes three sequential steps, i.e., parameter estimation, reconciliation,
and privacy amplification.

As for parameter estimation, Bob measures the quadrature components modulated
on the mode M sequence and records the corresponding results. Alice then transmits
the original mode D sequence to Bob through a publicly authenticated classical channel.
By comparing his measurement outcomes with the known values received from Alice,
Bob can construct a set of correlated data and perform accurate estimation of quantum
channel parameters, such as transmittance and excess noise. Once parameter estimation
is completed, Alice and Bob proceed with the reconciliation process, during which they
aim to correct discrepancies between their respective data sequences caused by channel
noise and device imperfections. This step is typically realized through a carefully designed
reconciliation scheme. One approach is reverse reconciliation (RR), where measurement
results at the receiver can be served as the reference for aligning Alice’s data. Specifically,
Alice holds the original mode M sequence, while Bob receives the degraded version of
mode M sequence after quantum channel transmission. By applying an error-correcting
code, Alice and Bob collaboratively refine their sequences into a shared reconciled message.
The choice of reconciliation direction, whether direct or reverse has significant implications
for both the efficiency and the security of the QSDC, with reverse reconciliation generally
offering better tolerance to channel loss and noise. Finally, prior to restoring the secret infor-
mation block, both Alice and Bob apply privacy amplification to eliminate any redundant
information introduced during the Gaussian mapping process and to erase potential infor-
mation leakage to an eavesdropper, Eve, throughout the transmission. Through hashing or
other randomness extraction methods, privacy amplification effectively compresses the
reconciled message into a shorter, fully secure message, free from partial knowledge that
might have been acquired by an adversary.

3. Performance Analysis
3.1. Effect of Channel Loss and Noise

As for the practical implementation of the CV-QSDC system, channel loss has an
effect on the performance of the communication system. In a microwave-based setup, the
source of loss arises from the transmission of microwave signals through a superconducting
coaxial cable. This loss can be modeled by using a beam splitter with transmittance 7
as follows

7 =107, )

where L = <d represents the channel loss for a microwave signal propagating through
the superconducting coaxial cable. Here, v denotes the attenuation coefficient and d is the
transmission distance.
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In quantum channels, channel coupling noise is the other parameter that has an effect
on the fidelity of the transmitted quantum states. It can be described with the input-output
relation as follows:

Gout = /TEAjy + /1 — TER, (6)

where 71 denotes the ambient thermal photon noise caused by environmental thermal
fluctuations. This noise is intrinsically related to both the signal frequency and the am-
bient temperature. The average thermal photon number can be calculated using the

Planck distribution 1

ehw/2mkgT _ 1’ (7)

n=

where w /27 is the signal frequency, T denotes the ambient temperature, & denotes Planck
constant, and kp denotes Boltzmann’s constant. Based on the above-mentioned average
thermal photon number, the number of photons for the coupled noise can be derived as

f= %(1 — ) ®)

Since the generation of the M-EPR state is in a 50 mK environment that enables the su-
perconducting of the core components, the thermal noise can be mitigated for the source
preparation in the proposed CV-QSDC system.

While taking into account the lossy channel, we evaluate the effective information
capacity of the communication process for microwave signals at different frequencies by
employing either the DR or RR scheme, as shown in Figure 2a. We find that the DR scheme
performs better under low channel loss. However, as the channel loss increases, the RR
scheme exhibits better performance compared to the DR scheme. This is consistent with
the underlying principles of the DR and RR schemes. When the channel loss increases, the
signal received by Bob becomes weaker, leading to larger measurement errors in the DR
scheme. In other words, as the channel loss grows, the amount of effective information in
the DR scheme decays more rapidly than in the RR scheme.

0 = 10° . . .
o 10 o 107 I~ = —DR1GHz - --- RR,1GHz
2 s = TN ——DR/3GHz - - - - RR,3GHz
a3 e s a S~ 3>~ DR/5GHz - - - - RR,5GHz
= 5 0 K. R
7 z oy o
=10 z10'r |
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=) S
© ©
- 102 £ 0'10 500 \1000
(=] =] )
£ : £ 102 0.02 ;
o ! \ [} & ]
E= ——DR,1GHz DR3GHz ! ] = el H
@ 103} —DR5GHz ---- RR1GHz | i o 0.01 ! ..
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w L : w193 . i
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Figure 2. Performance of the CV-QSDC system using the DR and RR schemes, respectively.
(a) Relationship between the amount of effective information and the channel transmission loss.
(b) Relationship between the amount of effective information and the transmission distance. The
solid and dashed lines indicate that the DR and RR protocols are used for data post-processing,
respectively, and the blue, red, and black colors indicate that the signals are modulated for 1 GHz,
3 GHz, and 5 GHz, respectively.

Moreover, we illustrate the relationship between the average thermal noise photon number
and microwave frequency and ambient temperature during propagation. In Figure 3a, it
is revealed that for the given ambient temperature, higher microwave frequencies result in
lower average thermal noise photon numbers during wave propagation. In Figure 3b, it is
demonstrated that the limited variations in ambient temperature have a negligible impact on
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the average thermal noise photon number generated during microwave propagation. However,
microwave frequency exhibits a more pronounced influence on the generation of average
thermal noise photon numbers, and thus it demonstrates an exponential decrease with increasing
microwave frequency.
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Figure 3. The variation curve of the average thermal noise photon number with (a) microwave
frequency and (b) ambient temperature.

3.2. Derivation of Effective Information Transmission Rate

The eavesdropper, Eve, may perform three kinds of the attack strategies to obtain
the useful information from a quantum Gaussian source, including the individual attack,
the collective attack, and the coherence attack. It is known that the collective attack is a
serious threat to the CV-QSDC system while being compared to those of the individual and
coherent attacks [11]. Therefore, we focuses on the performance of the CV-QSDC system
under collective attack, where the amount of security-effective information between Alice
and Bob is described as [12]

Al = Blap — XB(A)Es )

where I4p denotes the mutual information between Alice and Bob, B € (0,1) denotes
the efficiency of the reconciliation protocol, and xp(4)g denotes the maximum amount of
information Eve can access from Bob/Alice under the constraints of the Holevo bound, the
former corresponding to the DR scheme and the latter to the RR scheme.

The mutual information I 45 between Alice and Bob can be given by [19]

Ve L
Veia 2 2

VA—|—1
VA\B+1

1 V+x
= 2log2 {X 1 } (10)

In addition, the value of xpr depends heavily on the reconciliation algorithm [20]. When

1
IAB = Elogz

Eve is assumed to purify the entire system, the effective information derived from the
respective DR and RR schemes is as follows [21]:

XER = S(pap) — S(paslx), (11)
and
DR __
XE ' = S(paB) — S(paslxs), (12)

where S(pap) denotes the von Neumann entropy between Alice and Bob, and the von
Neumann entropy of the Gaussian state can be obtained from

2 .
S(pag) = ZG(AIZ 1), (13)
i=1
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where G(x) = (x + 1)log,(x + 1) — xlog, (x). Here, the notations A, are the symplectic
eigenvalues corresponding to the covariance matrix between Alice and Bob, which can be
described as
I bo

y=| 2 T, (14)

Y bo, I
wherea = V, b = 1%(V+x) and ¢ = /1e(V2—1). Here, V = V4 + 1 denotes the
modulation variance, T denotes the transmittance of the quantum channel, and x =
(1 — 1)/ 7E + € denotes the noise variance (¢ being the excess noise). Moreover, the
symplectic eigenvalues can be given by

Ay = \/ % [A +/A2 - 4D2], (15)

where
A =a® +b* - 202, (16)

and
D =ab— . (17)

For the DR scheme, the symplectic eigenvalues can be calculated as [22]

1
A3y = E(A + /A2 — 4B2), (18)

where 1
A:a+1(a+bD+A), (19)
D
B_a+1(b+D). (20)

For the RR algorithm, the symplectic eigenvalues can be calculated as
A2 =a(a—c?/b). (21)

Consequently, the amount of effective information for security is derived as follows:
2 4
B =o(M) - Lo(M), @)
i=1 2 i=3 2

2 A—1 As —1
RR _ 3y (A _c(5 ) 2
XE l; ( > ) > (23)

3.3. Security Analysis for Collective Attacks

In order to demonstrate the performance of the microwave-based CV-QSDC, we take
into account three frequencies of microwave signals as sources. In addition, the collective
attack has been considered while performing the numerical simulations. In addition, the
attenuation coefficient used in this work can be assumed as 6 x 1072 dB/km and the
temperature condition is 30 °C at room temperature, used for the numerical simulations.
As shown in Figure 2b, we demonstrate the performance of the microwave-based CV-QSDC
system while taking into account the selected quantum signals for the given frequencies
at 1 GHz, 3 GHz, and 5 GHz. We find that the broader bandwidth results in the higher
transmission rate of the system. Namely, when microwave signal for M-EPR generation
is selected at 5 GHz, the effective information transmission rate performs better when
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compared to those of the 1 GHz and 3 GHz signals. In the field of the traditional microwave
communication, the most commonly used microwave frequency is 5GHz.

Furthermore, we have conducted numerical simulations to evaluate the effective trans-
mission information for both the DR and RR schemes. As shown in Figure 4, the effective
information depends on both the modulation variance V4 and the channel transmittance
Tg. When the channel transmittance is high, the DR scheme outperforms the RR scheme.
However, as the channel loss increases, the RR scheme demonstrates superior performance.
In addition, the modulation variance plays an important role, as higher values of V4 yield
greater effective information.
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Figure 4. Performance of the effective information of the microwave-based CV-QSDC for the DR
scheme (a) and the RR scheme (b). It also shows the relationship between the effective information of
the system and the protocol modulation variance V4 and channel transmittance 7.

So far, we have considered the ideal security of the CV-QSDC under collective attacks
using both DR and RR schemes. Namely, Alice and Bob would exchange an infinite number
of signals to ensure the perfect security of the protocol. However, in practice, the number of
exchanged signals is finite, making the asymptotic assumption unrealistic. In what follows,
we demonstrate the practical security needed to address this limitation, when taking into
account the finite-size security framework.

3.4. Security with Finite-Size Effects

Since the quantum channels are not known in advance, a subset of the exchanged sig-
nals should be selected for parameter estimation, whose complexity grows proportionally
with the total number of exchanged signals. Within the finite-size regime [23], the mutual
information (bit/pulse) can be described as follows:

Al = %[:BIAB — XBe — A(n)], (24)

where m denotes the number of signals used for information transmission, N denotes the
total number of signals exchanged, and # is the number of signals used for parameter
estimation. In addition, the parameter A(#n) is related to privacy amplification security,
which is given by

log,(2/€s)

A(n) = (2dim A + 3) -

2
+ Elogz(l +€pA), (25)
where dim A denotes the dimension of the original key space A, €5 denotes the smoothing
coefficient, and epy denotes the probability of privacy amplification failure. Since a binary
encoding of the original version of the secret message is used for the CV-QSDC, we have
the parameter dim A = 2.
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Alice and Bob share a portion of a secret message of length m over an open channel,
which allows them to parameterize the loss and the number of coupled photons in the
quantum channel during communication. This allows them to build a statistical estimator
such that a lower bound on the quantum channel transmittance and an upper bound on
the excess noise can be provided.

While considering the finite-size effects, we have to derive S¢,. using a covariance
matrix @, that minimizes the key rate of the QSDC system with probability 1 — epg. We
can achieve the covariance matrix ®¢,. by using m pairs of correlated variables, which can
be analyzed with the normal linear model given by

y=tx+z (26)

where t = /7, and z obeys a normal distribution with zero mean and variance
02 =1+ 1e. The parameter € is the calculated accounts for various noise factors. Thus,
the covariance matrix ®,, is expressed as [24]

(Vo + 1)1 tminZ0>

&, = ) ,
€PE tminZ0z (50 Va + 02y )

(27)

where t,,;,, and dmax denote the minimum value of t and the maximum value of § that are
compatible with the sampling pair, except with probability epg/2 and Z = \/VZ + 2V.
The maximum likelihood estimation can be calculated as

P = Lot W (28)
Li=1%%
and ;
~ 1 A .2
==Y (yx—Ixp)”. (29)
=
Based on the above-derived results, we have
1+ T
tmin ~ VT — Zepp /2 WV, (30)
2 2(14T)
5max =~ 1 + T + ZePE/Z T (31)
In addition, the parameter Z ./, satisfies the constraints
Z /2>
1—erf( —PE22) /2 = epp/2, 32
< /2 PE (32)
with the notation erf(x) defined by
2 )
erf(x) = —— / e dt. 33
0= @)

The theoretical values of the above error probabilities are realized when taking into
account the given parameters epg = epp = €5 = 10710 [24]. The covariance matrix of the
quantum state shared by Alice and Bob can be rewritten as follows

Vil tin Ve + Omax )0
YAB l ; Vaia Vs + S0 : (34)

(t%ninvll + 512nax)&z (tmin V,J2 + 2V,1) I
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Consequently, the effective information of the CV-QSDC can be achieved from this
covariance matrix.

As shown in Figure 5, we have obtained the effective information capacity of this
CVQSDC system for the given encoding lengths and signal frequencies (with modulation
variance V4 = 7 for numerical simulations). In addition, the attenuation coefficient used
in numerical simulation is still 6 x 1073 dB/km for the simplified implementation. It
demonstrates the impact of signal frequency on system performance. Compared with
low-frequency signals, the 5 GHz signal demonstrates an advantage when considering
both effective information capacity and maximum transmission distance. This improve-
ment is attributed to the reduced channel background thermal noise for the high-rate
signal frequencies.

(®)

100_

10-1 L

10—2 L

Effective information (bit/pulse) &

Effective information (bit/pulse)

1073

0 500 1000 1500 2000 0 500 1000 1500 2000

Distance (m) Distance (m)

Figure 5. The effective information for the communication process is a function of the transmission
distance using the DR and RR algorithm. (a,b) Relationship between effective information and trans-
mission distance for ideal conditions, with multiple different frequency correspondences. From left to
right, the dashed, dotted, and solid lines indicate signals with frequencies of 1 GHz, 3 GHz, and 5 GHz,
respectively. While the type of line corresponds to the information code length used, blue, red, and black
lines correspond to N = 10°, 10° and system asymptotic effective information, respectively.

When we select a signal frequency of 5 GHz, the asymptotic key rates of the DR and
RR schemes remain positive at transmission distances of 1500 m and 2000 m, respectively,
indicating that the QSDC is theoretically feasible in implementation. However, when taking
the finite-size effect of the available resources into account, the maximum transmission
distance of the system is reduced. For example, when the key length is set N = 10°, the
transmission distances for both DR and RR schemes are both shortened to approximately
1000 m. Furthermore, when N increases to 10°, the corresponding maximum transmis-
sion distance exceeds 1500 m, approaching the maximum transmission distance of the
asymptotic capacity for effective information.

4. Conclusions

In this paper, we have proposed an approach to implementing the microwave-based
CV-QSDC using entangled M-EPR states. We evaluate the performance of the communica-
tion process while considering effects of the external incorporating parameter estimation
for both DR and RR strategies. Numerical simulations demonstrate that the high GHz
microwave signals results in the long secure transmission distance of covert information
achieved when different calibration strategies are taken into account in a cryogenic envi-
ronment under various reconciliation strategies. In addition, we demonstrate the impact
of message block length on the effective information rate and achievable transmission
distance. The numerical simulations show that as the block length increases from 10° to 100,
the maximum transmission distance of the system approaches to the asymptotic limit pre-
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dicted by the effective information capacity. The influence of microwave signal frequency
on communication performance has been shown. The 5 GHz microwave signal enable
the longest effective transmission distance, which can be attributed to its relatively low
background thermal noise. It means that the performance of the system can be improved
by making full use of the partially trusted phase noise. It leaves an optimization space for
CVQSDC in practical implementation.

These results are useful for the confirmation of microwave-provided entangled quan-
tum states as a source for practical CV-QSDC. Compared to the optical implementations,
the microwave-based CVQSDC has unique advantages, particularly in terms of integration
with superconducting circuits and on-chip quantum technologies. This makes it a promis-
ing candidate for short-range secure quantum communication in cryogenic or solid-state
platforms, offering both practicality and scalability for the scaled quantum network archi-
tectures provided with a large number of nodes, switching, routing, and synchronization.
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Appendix A. The Phase Noise

The parameter Verror denotes the variance generated by the error between the real
phase rotation value 6 and estimated value 0, given by [19,20]

_x+1

Verror = var (9R - éR) = ET
R

, (A1)

where y is the total noise of phase reference, it can be calculated by

2 — p+ 20

1
X—T*1+€O+ T‘Z/l

(A2)

The first three items mentioned above are the components of channel-added noise in
quantum communications, and the last item denotes the heterodyne detector noise. The
parameter V¢ represents the variance of the relative phase drift between two lasers for
AT, which can be described as

Varist = 27T(AUA + A'UB)AT (A3)

where Avy and Avp correspond to the line widths of the two free-running lasers. The
parameter Vpannel represents the variance of the noise resulting from the accumulated drift
of phase of the signal pulse. Therefore, when V.5 approaches 0, the phase noise can be
approximated as

‘:phase = VA(Vdrift + Vehannel + Verror) = Gdrift 1 Cchannel + Gerror- (A4)
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Furthermore, we consider the characteristics of the trusted noise after calibration [21,22].
The excess noise ¢ is a component element of the channel added noise, which is part of the
total added noise, and hence it can be described as

¢ = Cphase T Crest: (A5)

Then, the total channel added noise xji,e can be given by
Xine = 1/T—14¢. (A6)

The total detection added noise xpet can be calculated as
Xhet = (2= p +2001) /. (A7)

Combined with the noise calculation method, the total noise can be derived as

Xtot = Xline T X};t . (A8)
In what follows, we try to distinguish the trusted and untrusted parts among them. We
assume that xpe is the trusted noise based on y and v,; being well calibrated. Meanwhile,
since the part of the phase noise Gerror can be perfectly controlled and calibrated by Bob, it
can be regarded as the trusted noise [24].
Based on (A8), we achieve the total phase noise of reference given by

o X
X=x+=7 (A9)

where x* =1/T —1+¢pand xT = (2 — p +20g) /.
Combined with (A1), (A2), (A4), and (A9), the measurement noise of phase reference
can calculated as

T
Gerror = (:grror + gerj{or ’ (A10)
where
x*+1 1+ Tep
Cerror = Va 5 =Va > ’ (A11)
Ex TE%
and
T
X 2 —u+20q
Chror = Va <E2> = Vi (“Ez . (A12)
R HER
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