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ABSTRACT In this article, we propose and experimentally demonstrate a novel synchronization method for
quantum key distribution (QKD) systems. The method consists of maximizing the visibility of frequency-
domain interference of optical sidebands about an optical carrier at the receiver node. The sidebands are
generated by phase modulation of the optical carrier by an radio-frequency (RF) signal whose phase can
be dynamically varied. The phase-variable RF signal is generated by the field-programmable gate array
(FPGA) at the transmitter and the receiver using GTX transceivers. In order to facilitate this, we use square
waveforms for RF signal instead of the conventional sinusoidal signals. We derive mathematical expressions
for sideband power as a function of the phase difference between RF signals at transmitter and receiver. The
phase is adjusted using dynamic phase shifter module, implemented by the FPGA. We propose a complete
workflow that allows transmitter and receiver synchronization to within 12.6 ps directly over the quantum
channel of QKD systems. Once synchronized, the same system can be switched over to quantum transmission
by user-defined time delay. The workflow was implemented on a Xilinx Kintex-7 KC705 FPGA board. We
studied the robustness of our technique by evaluating the stability of the interferometer over an operation of
10 min with standard deviation of interference to be less than 9% of the mean detection amplitude.

INDEX TERMS Clock synchronization, field-programmable gate array (FPGA), frequency-coded quantum
key distribution (FC-QKD), GTX transceiver, quantum communication, quantum cryptography, quantum
key distribution (QKD).

I. INTRODUCTION
Synchronization is critical in many applications, such as
communication links, frequency and time transfer, nuclear
experiments, medical diagnostics, etc. [1], [2], [3]. In com-
munication links, synchronized clocks provide a common
measure of time to communicating parties ensuring that the
receiver samples the received signals at right instants of time.
Clock synchronization is also essential for identifying the
start of frame of the message. In quantum communications,
information of the time of arrival of photon pulse is essen-
tial for gating the single-photon detector (SPD) at the re-
ceiver [4]. The requirement of precise clock synchronization
becomesmore stringent in the case of frequency-coded quan-
tum key distribution (FC-QKD) systems [5].

In the discrete-variable FC-QKD, Alice encodes random
bits in the phase values of the radio-frequency (RF) sig-
nal, which is then used to modulate the optical carrier. This
modulation generates sidebands around the optical carrier

from which qubits are formed. The average photon number
in the sideband is kept less than 1 to approximate a single-
photon source for QKD applications. At the receiver, Bob
again modulates the received photons with the RF signal of
the same frequency, but with independent random phases,
causing interference in the optical sideband. The interference
result that depends on the phase difference between Alice
and Bob’s RF signals establishes the private secret key bits
between Alice and Bob. This system requires the RF carriers
at Alice and Bob’s ends to be frequency and phase locked.
Any synchronization error amounts to reduced interference
visibility, which translates into intrinsic quantum bit error
rate [6].
Various techniques of clock synchronization are employed

in QKD. Synchronization schemes for finding the opti-
mized gating window of SPDs are discussed in [7] and [8].
In [9], [10], and [11], clock for synchronization is derived
from an external reference, such as GPS, Global Navigation
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Satellite System, or NavIC. In [12] and [13], a decimated
clock is transmitted through a separate synchronization
channel, either through a separate fiber, or multiplexing over
the same fiber, which is also used for quantum channel on
a different wavelength [14], [15]. Shakhovoy et al. [16] pro-
posed to further simplify the optical setup by using the same
laser to generate synchronization and quantum signals at
different wavelengths through pump current variation. The
studies in [17], [18], and [19] discuss qubit-based synchro-
nization methods wherein the synchronization is performed
after the quantum communication before postprocessing, and
is extended to synchronize the multiuser quantum access net-
works in [20]. Synchronization precision achieved in these
methods is limited by the inherent jitter from the SPDs that
are employed [21]. However, phase locking of the high-
frequency RF signals in FC-QKD requires synchronization
to be less than SPD jitter. In this work, we have explored
field programmable gate arrays (FPGAs) for higher precision
synchronization in the FC-QKD systems.
FPGA-based time-to-digital converters (TDCs) have been

explored for the purpose of high-precision synchronization.
The high precision in these TDCs is achieved using chain of
delay elements in the FPGAs called tapped delay lines [22],
[23]. Polarization-coded QKD applications use carry chains
as tapped delay lines for time interval analyzer [24], [25].
An improved design makes use of large-scale multiphase
matrix (LSPM) [26], [27]. These techniques make use of the
picosecond scale delays introduced by the logic cells inside
the FPGAs. Precision upto 1 ps is reported using these state-
of-the-art FPGA technologies. However, we note that all the
logic cells of the delay line do not provide equal delay. Fur-
thermore, the propagation delay of the logic cells is a func-
tion of temperature and power supply voltage. Thus, these
techniques require frequent calibration of each delay cell and
stored in the FPGA internal memory [28]. In this article,
we use the dynamic phase shifting feature of the multimode
clock manager (MMCM) block of the FPGA. This ensures a
deterministic delay of 12.6 ps for Kintex-7 series FPGAs. A
resolution of 12.6 ps causes a visibility loss of less than 0.5%,
as will be shown in Section II. The advantage of our approach
is that it avoids using large arrays of logic cells for tapping
delays, reducing the circuit complexity and lower device uti-
lization. Lower utilization of FPGA resources becomes im-
portant as other QKD modules, such as postprocessing, also
need to be implemented on the same FPGA [29], [30], [31].
For example, the lookup table (LUT) resource utilization
of postprocessing modules implemented on Xilinx Virtex-6
LX240T FPGA was reported as high as 42% [32].
All the previous implementations of FC-QKD use a sinu-

soidal RF signal tomodulate the optical carrier [5], [14], [15],
[33], [34], [35], [36]. Such RF signals are generated using
VCOs and phase-locked loop (PLLs), which also require a
decimated frequency sinusoidal clock for synchronization at
the receiver end [36]. In this article, we generate the RF
signal using the FPGA GTX transceiver, which outputs a
square waveform. The transceiver uses a square waveform as

FIGURE 1. Conceptual block diagram of FC-QKD system. Laser diode
(LD), optical phase modulator (PM), photodetector (PD), and
single-photon detector (SPD).

clock input. Such a scheme simplifies the RF subsystem of
FC-QKD. It also allows for easy reconfiguration of the QKD
system for various protocols, such as BB84 or B92. Further,
the RF frequency of operation and bit-rate can also be modi-
fied without any change in hardware. The ability to reconfig-
ure bit-rate in the runtime would allow to adaptively change
the repetition rate of the single-photon detection based on the
current conditions of the dark count, thus contributing toward
increasing the key rate.
In this article, we discuss the circuit implementation of

various modules required for QKD applications and also for
synchronization applications in other possible areas. The rest
of this article is organized as follows. Section II discusses
the theory of frequency-domain interference using cascaded
electro-optical phase modulators, and the principle of FC-
QKD. We present the experimental setup of FPGA-based
frequency-domain interferometer, along with detailed cir-
cuits of the FPGA modules in Section III. In Section IV,
we present the workflow for initialization, handshaking, syn-
chronization, and quantum communication, followed by dis-
cussion in Section V. Finally, Section VI concludes this
article.

II. THEORY OF OPERATION
A. MATHEMATICAL DESCRIPTION
In this section, we discuss and obtain expressions for
frequency-domain sideband interference with square RF
waveform for synchronization. Fig. 1 shows the conceptual
block diagram of FC-QKD system. In the quantum transmis-
sion phase, the photodetector will be replaced by SPDs to
record the qubits. Considering the classical mode of opera-
tion, for illustrating the synchronization phase, the electric
field of the optical signal emitted by the laser diode LD
is phase modulated by a square wave RF signal using the
optical phase modulator PM1. The electric field at the output
of PM1 can be written as

E1(t ) = Ein(t ) exp

(
j
πu1(t )

Vπ

)
(1)

where Ein is the electric field of the optical carrier, given by
E0 exp( jω0t ), and u1(t ) is the square wave RF signal at the
output of the RF signal generator RF1. The modulated light
wave is transmitted through the optical fiber. At the receiver,
PM2 modulates the incoming optical signal a second time
by a phase shifted square wave, denoted by u2(t ), which is
output from RF2. Assuming no losses, the electric field at the
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output of PM2 is given by

E2(t ) =
{
Ein(t )e

jπu1(t )
Vπ

}
e
jπu2(t )
Vπ . (2)

The RF waveforms, input to the phase modulators, can be
expressed as u1(t ) = p(�t ) and u2(t ) = p(�t − φ) where

p(�t ) =
⎧⎨
⎩

1
2 , if 0 < �t ≤ π

− 1
2 , if π < �t ≤ 2π

p(�t − 2π ), otherwise
(3)

and� = 2π/T is the repetition rate of the square wave signal
p(�t ), and φ is the phase difference between Alice and Bob’s
RF signals. With this, E2(t ) becomes

E2(t ) = E0 exp [ jω0t + jm {p(�t ) + p(�t − φ)}] (4)

where m = π/Vπ . For simplicity, we assume same Vπ for
both PM1 and PM2. We also assume synchronized gener-
ation of the RF signals u1(t ) and u2(t ), which is accom-
plished by using same clock on both RF1 and RF2. Note that
this limitation can be overcome by synchronizing the clocks
through external means or on additional wavelength division
multiplexing channel on the same fiber [14]. The waveform
p(�t ) can be expanded using Fourier series as

p(�t ) = 2

π

∑
l=1,3...

1

l
sin (l�t ) . (5)

Then, E2(t ) becomes

E2(t ) = E0e
j

[
ω0t+

∑
l=1,3...

4m
lπ cos lφ2 sin

(
l�t− lφ

2

)]
. (6)

To obtain the output power of the sidebands from (6), we use
the Jacobi–Anger expression

e jz sin θ =
∞∑

n=−∞
Jn(z)e

jnθ (7)

from which we obtain

E2(t ) = E0e
jω0t

∏
l=1,3,5,...,

∞∑
n=−∞

Jn

(
4m

lπ
cos

lφ

2

)

e j(ln�t−lnφ/2). (8)

As seen from (8), the action of the two phase modulators
results in the interference of the sidebands to generate a
cos(lφ/2) variation of the sideband at ωl = ω0 + l�. Equa-
tion (8) can be simplified for the amplitudes of the carrier and
the first sideband to obtain

E2(t ) = E0e
jω0tX (φ) + E0e

j[(ω0+�)t−φ/2)]Y (φ) (9)

where X (φ) and Y (φ) are given by

X (φ) = J0(z1)J0(z3)J0(z5)

Y (φ) = J1(z1)J0(z3)J0(z5) + J−1(z1)J−1(z3)J1(z5) (10)

where the arguments of the Bessel functions zl are given by

zl (φ) = 4m

lπ
cos

lφ

2
for l = 1, 3, 5. (11)

Contributions from the higher order Bessel functions Jn(z)
for n ≥ 2 are negligible under the condition of low mod-
ulation index m. Also, higher harmonics of the RF signal
l ≥ 7 are ignored. Squaring E0Y (φ), and varying φ from 0

FIGURE 2. Plot of power of first sidebands ω0 ± �, and carrier ω0 as
function of phase difference φ between the RF signals generated by Alice
and Bob.

FIGURE 3. (a) Plot of PSD at the output of PM2 showing sideband
interference. (b) Zoomed PSD of first sideband for phase differences of
0◦, 45◦, and 90◦. Note that y-scale of (a) is in decibels, and y-scale of (b)
is linear.

to 2π , we obtain the plot of the first sideband power versus
φ, as shown in Fig. 2(a). Similarly, squaring E0X (φ), we
obtain the plot of the carrier power versus φ, as shown in
Fig. 2(b).

Fig. 3 shows the power spectral density (PSD) of E2(t )
calculated using Welch technique for phase difference of 0◦,
45◦, 90◦, and 180◦. The optical filter is tuned to pass the
first sideband ω0 + �. We see that for a phase difference
of 0◦, sideband power is maximum, which corresponds to
constructive interference. When the phase difference is 180◦,
the sideband power is minimum corresponding to destructive
interference of the sideband. Thus, we find that by using a
square RFwaveform for modulation at Alice and Bob’s ends,
the setup shown in Fig. 1 generates sideband interference in
the frequency domain. This principle can be used to synchro-
nize the transmitter and receiver’s clocks.

B. PROPOSED SYNCHRONIZATION PROCEDURE
We design a workflow that accomplishes the following two
objectives of synchronization.

1) Fine Synchronization:TheRF carriers need to be phase
matched between points A and B, as shown in Fig. 1,
for constructive and destructive interferences to occur.
This ensures maximum interference visibility.

2) Coarse Synchronization: It is also necessary to en-
sure that during quantum transmission, Bob has the
knowledge of the reference origin of Alice’s clock.
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FIGURE 4. Steps in the proposed synchronization procedure. Optical
phase at point A (blue) and electrical input to PM2 at point B (red).
Waveforms in the right-hand side show the expected output from the
photodetector at each step of the workflow.

This ensures that Bob can properly correlate his detec-
tions with the basis information Alice shares during the
sifting phase of the QKD protocol.

The first objective requires a timing resolution much less
than the RF carrier period (� 400 ps for 2.5 GHz). As shown
in Fig. 2(a), the amplitude at the output of the interferometer
is maximum when the RF phase difference is 0. Thus, we
can monitor the interference amplitude by a photodetector,
and maximize it by varying the phase delay of the RF carrier
at Bob’s end in the minimum possible step resolution of the
RF source, i.e., 12.6 ps (FPGA’s resolution). A resolution of
a phase angle δ can reduce the maximum interference am-
plitude by an amount cos2 δ/4 and similarly can increase the
minimum interference amplitude by sin2 δ/4, thus deteriorat-
ing the visibility to cos2 δ/4 − sin2 δ/4 = cos δ/2. Visibility
loss due to the 12.6 ps resolution = 1 − cos(π12.6/400) =
0.49%, which is small and neglected, considering the ad-
vantages of ease of implementation and robustness of the
proposed scheme.
The second objective requires Alice and Bob to cali-

brate their respective clocks by performing interference us-
ing a known periodic data sequence. The sequence must be
longer than the time that the optical signal takes to propagate
through the fiber channel. In order to do this, Alice and
Bob modulate their respective RF waveforms using BPSK
modulation with a 256-b periodic sequence. The alternate
bits of Bob’s 256-b sequence are complemented, so that at
the end of the synchronization procedure, the photodetector
detects a signature of alternating constructive and destructive
interference.
The workflow of the synchronization procedure, as

illustrated in Fig. 4, is executed in the following three stages.

1) Phase matching:Maximize the interference amplitude
by varying the phase delay of Bob’s RF signal in steps
of minimum resolution (12.6 ps for Kintex-7 FPGAs).

2) Symbol boundary alignment: Shift Bob’s RF signal in
increments of RF carrier period (400 ps for 2.5 GHz)

FIGURE 5. Experimental setup. Tunable laser source (TLS), phase
modulator (PM), fiber Bragg grating (FBG), photodiode (PD),
phase-locked loop (PLL), gigabit transceiver (GTX), dynamic phase shifter
(DPS), finite-state machine (FSM), and digital storage oscilloscope (DSO).

till we observe zero pulses of width less than modu-
lation symbol period in the interference detected. Any
pulse of width less than the modulation symbol period
indicate that the symbol boundaries are misaligned.

3) Frame synchronization: Shift Bob’s RF signal in the
steps of one symbol period (3.2 ns for 312.5 Msps
modulation rate shown in Fig. 4) till a synchronization
signature consisting of alternating constructive and de-
structive interference (156.25 MHz square waveform)
is obtained. This ensures that Bob’s clock is now syn-
chronized with the reference origin Alice’s clock, and
the first symbol of Alice interferes with first symbol of
Bob’s and so on.

Note that this method performs synchronization from the
“bottom–up” approach unlike typical methods, which per-
form “top–down” synchronization starting with frame syn-
chronization. A successful detection of the signature pattern
indicates that Alice and Bob are time synchronized with re-
spect to each other.

III. EXPERIMENTAL SETUP
The technique of sideband interference for clock synchro-
nization with square RF waveforms is implemented using
FPGAs. Fig. 5 shows the experimental setup to observe the
interference of sidebands in the frequency domain. Due to the
stringent synchronization requirement to observe frequency-
domain interference, the RF square waveforms at the
transmitter and receiver are needed to be derived from a
single seed clock. We use the clock at the receiver as the ref-
erence to derive the clocks needed by Bob’s RF source, and
also transmit another derived clock to the transmitter end by
a separate synchronization (S) channel for Alice’s RF source.
We used Kintex-7 series KC705 FPGA boards to generate

electrical signals for the quantum (Q) channel and S-channel.
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FIGURE 6. Waveform generator module implemented on Xilinx Kintex-7
FPGA for generating square RF BPSK modulation.

The KC705 FPGA board contains a GTX transceiver to gen-
erate a high-frequency RF signal for Q-channel. The GTX
transceiver takes a 64-b parallel bus as input and serializes
them into NRZ pulses at a maximum data rate of 10 Gsps
(i.e., 5 GHz). The clock to the GTX transceiver is provided
by the PLL implemented on the XC7K325T FPGA and the
onboard Si570 oscillator programmed to generate the 156.25
MHz square wave clock. The PLL also generates a phase-
shifted clock, whose phase can be dynamically configured
using dynamic phase shifter, which is transmitted through
the S-channel [37].
The signal from the GTX transceiver is amplified to ob-

tain a 4 Vpp, which generates optical phase modulation at
πV/Vπ = 0.8 modulation depth. The optical carrier is ob-
tained from a tunable laser source (Keysight N7714A) at a
wavelength of 1550 nm and is phase modulated by an op-
tical phase modulator (Thorlabs LN53S), with the modula-
tion signal supplied from amplified GTX transceiver output.
The phase-shifted clock signal from the receiver FPGA is
sent to the transmitter FPGA on an RF cable, which acts
as the S-channel. Alice uses the clock transmitted by Bob
on the S-channel to clock her KC705 FPGA board’s GTX
transceiver. Note that for long distances, the phase shifted
clock can be transmitted over a fiber link by intensity mod-
ulation at Bob’s end and direct detection at Alice’s end. The
jitter introduced while transmitting the clock is cleaned by
the internal MMCM/PLL block of the FPGA. An external
jitter cleaner can be employed for better performance. The
fiber link also causes phase drift, which can be compensated
by the periodic execution of the synchronization procedure.

A. MODULATED WAVEFORM GENERATOR DESIGN
Fig. 6 shows the architecture of the modulated waveform
generator module implemented on the FPGA. The output of
this module is a 64-b parallel bus that, when input to the

GTX transceiver, generates a BPSK modulated signal. The
module allows for dynamic reconfiguration of carrier fre-
quency and the modulation rate. In addition, for coarse-scale
synchronization, the module allows provision for shifting the
waveform in steps of 100 ps is provided. Postsynchroniza-
tion, the same module can be used to generate the RF sig-
nal for qubit generation and measurement basis preparation
during the quantum communication phase.
The functioning of the module is briefly summarized

below.

1) The clock, recovered from the jitter cleaner module
of the GTX transceiver, drives a 35-b counter. The
frequency of the recovered clock is 10 Gsps/64 =
156.25 MHz.

2) The counter value increases at every clock edge in
steps of 64. The user input ShiftVal is added to the
current counter value. This addition results in a shift
of the waveform by ShiftVal×100 ps. The added
value is then incremented 63 times, creating an array
of 64 35-b values.

3) Observe that if Nth bits of these 35-b values are col-
lected, we obtain a carrier of frequency 5 GHz/2N ,
where N = 0, 1, . . . , 34 starts from 0. For example, if
it is designed to generate anRF signal with a carrier fre-
quency of 2.5 GHz, the frequency divider (FD) value
is set to 5 GHz/2.5 GHz = 2, and log2 2 = 1. Thus,
we set the value of logFD to 1 and collect the second
LSBs of the 35-b values to obtain the square waveform
RF carrier, as shown in Fig. 6.

4) To obtain the modulation data at the required data
rate R, we calculate the required bits per symbol
(BPS) = 10 Gsps/R. For example, for a data rate of
2.441 Msps, 10 Gsps/2.441 Msps = 4096, and log2
4096 = 12. Thus, we set the value of logBPS = 12.

5) We use a 256-b data pattern for synchronization. For
a data rate of 2.441 Msps, it takes τc = 256/2.441 =
104.8 μs to transmit the pattern, which is sufficient to
characterize the fiber channel length of up to l = vτc =
2 × 108 m/s × 104.8 μs = 21 km.

6) The 256-b data pattern is duplicated into 64 copies
and stored in 64, 256 × 1 RAMs. These RAMs require
log2 256 = 8-b address bus as input, which is fetched
from the corresponding 35-b value. The position of the
8-b address starts from logBPS = 12th bit to 19th bit,
as shown in Fig. 6.

7) The output of the 64 RAMs is collected and xored
with the carrier to generate the 64-b parallel bus of the
modulated waveform, which can be input to the GTX
transceiver.

8) The 256-b pattern to be modulated is decided by the
state of the FSM. The 35-b counter loopbacks to 0 after
235 × 100 ps= 3.2 s.

The spectrum of the BPSK modulated signal generated
by the waveform generator module shown in Fig. 6 was
measured using an RF spectrum analyzer (Agilent N9320).
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FIGURE 7. Measured spectrum of RF BPSK modulated signal generated
by waveform generator module shown in Fig. 6. A 29-length PRBS was
used as modulation data.

The measured RF spectrum is shown in Fig. 7. A 29-PRBS
sequence was used asmodulation signal in BPSK generation.
The resolution bandwidth and video bandwidth of the spec-
trum analyzer was set to 3 kHz each. The result validates our
approach of generation of BPSK signal using the scheme of
Fig. 6.

B. FINITE-STATE MACHINE FOR QUANTUM
COMMUNICATION
Upon performing the coarse and fine synchronization, the
system implements qubit communication, where Alice trans-
mits intended qubits and Bob performs interference on Al-
ice’s qubits synchronously. Alice cannot switch from sync
sequence to quantum bits immediately after synchronization
as Bob will be unable to decide the time instant at which the
quantum interference should be initiated. We use an FSM
implemented on the FPGA to address this problem as shown
in Fig. 8.

Bob transmits a syncAchieved signal over the classical
channel at the completion of coarse and fine synchronization,
which arms Alice state machine for pilot transmission. Alice
state machine waits for the 35-b counter to reset to 0 and then
transmits the pilot sequence and initiates a timer through a
35-b counter. Alice again waits for the 35-b counter to loop
back to 0 after pilot transmission by going to a crossover state
XOVR. The XOVR state lasts 3.2 s, after which the quantum
transmission begins. On Bob’s side, the pilot detector mod-
ule, as shown in Fig. 9, signals the state machine whenever
the pilot signature is detected at the interferometer output.
Upon detection of pilot, Bob’s state machine goes to a XOVR
state for 3.2 s, after which Bob starts to perform basis prepa-
ration for quantum communication. Placing a XOVR state has
the following two reasons.

1) There is a delay between the interference of the pilot
sequence and pilot signature detection byBob’s FPGA.

FIGURE 8. State diagram representation of the FSM modules
implemented on the FPGAs at (a) Alice and (b) Bob.

FIGURE 9. Pilot detector module implemented on Bob’s FPGA.

Quantum communication should not start before the
pilot signature detection because then Bob would not
be ready with the basis preparation. That is why Alice
has to begin quantum transmission only when her 35-b
counter loops back to 0 after 3.2 s. Upon pilot signature
detection, Bob waits for the 35-b counter to loop back
to 0 and prepares basis when the counter is 0. With
the SYNC state ensuring that Alice’s and Bobs counter
values are in sync, also ensures that Alice and Bob
crossover state XOVR also ends synchronously.

2) Although the time delay between the pilot sequence in-
terference and the pilot detection at Bob’s FPGA is on
a microsecond scale, the XOVR state is made to last for
3.2 s. This time is chosen in order for the classical laser
source to be attenuated to ensure average photon per
pulse is less than one and the classical photodetector
to switch to operation in single-photon regime.

After the crossover to Q state, Alice transmits qubits,
and Bob prepares basis for measurement. After each frame
of quantum communication (frame length decided a priori
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TABLE 1. Resource Utilization Report of System Modules Implemented
on Kintex-7 FPGA

FIGURE 10. Workflow stack of Software defined FC-QKD. On the
left-hand side is (a) lattice diagram showing the signaling between Alice
and Bob on the three channels—blue: Classical channel (Ethernet),
yellow: S-channel, and red: Q-channel. On the right-hand side are the
DSO outputs at various stages of the synchronization. (a) Before
synchronization, (b) phase matched, (c) symbol boundaries aligned, and
(d) frame synchronized.

during classical channel establishment), sifting and postpro-
cessing are performed. If needed, Bob carries out the syn-
chronization procedure a second time for enhanced stabil-
ity. The second synchronization also provides reset of the
transmission.
Table 1 provides an overview of the device utilization,

relative to the entire FPGA, for the various system modules
reported in this.

IV. SYNCHRONIZATION WORKFLOW
We develop a workflow stack to operate the hardware
system described in Section III. Fig. 10 shows the complete
workflow stack for initialization, synchronization, quantum

communication, and postprocessing steps for QKD. Alice
and Bob handshake over an Ethernet channel using the
representational state transfer application programming
interface. Upon successfully validating the Ethernet
connection, Bob transmits an initialization file in JSON
format to Alice. This initialization file contains the values
of the RF frequency, QKD protocol (BB84/B92), and the
length of qubits in each frame.
Alice applies these parameters to the local FPGA module

and transmits an acknowledgment signal. She then requests
for the phase synchronization stage to begin. During the
synchronization stage, Bob transmits the clock of frequency
mentioned in the initialization file (156.25 MHz default)
on the S-channel. This clock is derived using the reference
seed oscillator on Bob’s FPGA. Bob configures the phase of
this clock, which will be configured dynamically for phase
matching, as explained in Section IV-A. Bob also generates a
clock derived from the same reference oscillator for clocking
his own GTX transceiver. After receiving the signal from
Bob on the S-channel, Alice clocks the GTX transceiver.
She then transmits a periodic 256-b synchronization pattern
(0 × B38E...) at a rate of 312.5 Mbps and an RF carrier at
2.5 GHz. Alicemodulates this RF signal on the optical carrier
using the optical phase modulator. Bob generates a similar
2.5 GHz RF signal with a data rate of 312.5 Msps, with the
bits that are same as Alice’s but with alternate bits comple-
mented (i.e., 0×E6DB...). This is done so that upon synchro-
nization, we obtain a clean square wave at the interferometer
output, which is displayed and monitored on the DSO.

A. PHASE MATCHING
In the next step, Bob begins shifting the phase of the clock
transmitted to Alice on the S-channel. Phase shifting of
the clock is performed through the use of the FPGA’s dy-
namic phase shifting module, which provides a minimum
step delay of 12.6 ps for Kintex-7 FPGA. Bob increments
the phase at this minimum resolution using a TCL script
running in Vivado’s virtual input/output module installed
on a personal computer (PC). As shown in the simulation
model of Fig. 1, as the RF phase difference between Al-
ice and Bob decreases, the interferometer output is maxi-
mized. Bob monitors the interferometer output using a DSO,
interfaced to the PC using MATLAB’s instrument control
toolbox.
Fig. 11 shows the peak-to-peak voltage measured at the

interferometer output for varying phase differences between
points A and B for Fig. 5. After detecting the interference
maxima, Bob stops incrementing phase, and holding the last
value of phase, Bob starts the next step of aligning the sym-
bol boundaries. After phase synchronization, due to sym-
bol boundary misalignment, pulses of widths less than the
symbol period (3.2 ns for 312.5 Msps) will be seen on the
interferometer output. The PC sends a command input to the
FPGA to increment the ShiftVal register, thus shifting the
RF waveform in the steps of 100 ps.
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FIGURE 11. Peak-to-peak voltage monitored at the interferometer
output versus RF phase difference between points A and B of
experimental setup.

B. COARSE SYNCHRONIZATION
As the RF phases are synchronized, it is only necessary to
shift Bob’s waveform in increments of a whole RF cycle,
which is 400 ps for a 2.5 GHz carrier, by assigning Shift-
Val = 4 to align symbol boundaries. The PC iterates the
shifts till it observes zero pulses of width less than the mod-
ulation symbol period. As the symbol boundaries are now
aligned, the PC needs to shift Bob’s waveform in increments
of 1 symbol period, i.e., 3.2 ns. That is achieved by assigning
ShiftVal = 32. The computer iterates this shifting till it
observes a clean 156.25 MHz square wave on the interfer-
ometer output. A clean square wave output indicates that syn-
chronization is achieved. Bob transmits a syncAchieved
acknowledgment to Alice via a classical Ethernet channel.

C. TRANSITION TO QUANTUM COMMUNICATION
Upon receiving the syncAchieved acknowledgment from
Bob, FSM module at Alice’s FPGA proceeds to the PILOT
state and the pilot pattern is transmitted to Bob. The pilot
detector module at Bob’s FPGA detects the pilot and the
FSM at Bob’s FPGA proceeds to the XOVR state of 3.2 s.
During this state, Alice can attenuate the laser source using
a variable optical attenuator such that the average photon per
pulse in the sideband is less than one. Concurrently, Bob can
switch the photodetector’s bias from linear to Geiger-mode
to operate in the single-photon regime. The processes of laser
attenuation and photodetector switching can be completed in
milliseconds. The FSM module is conservatively designed
for a 3.2 sXOVR state, which can be reconfigured for a shorter
duration if necessary. After theXOVR state, Alice encodes the
random bits onto the phase of the RF carrier using the mod-
ulator waveform generator circuit, as shown in Fig. 6, and
then modulates optical carrier with the RF signal to generate
sidebands, which is transmitted. At the receiver, Bob further
modulates the received photons with the RFwaveformwhose
phase is encoded with random bits independently generated
at the receiver. The sideband generated at the receiver inter-
feres with that generated at the transmitter. If the bits encoded
by Alice and Bob are equal, constructive interference takes
place, and the probability of the photon detection at the out-
put of the interferometer is high. While if the bits encoded

FIGURE 12. (a) Synchronization signature and (b) quantum transmission
interference detected on Bob’s FPGA and DSO (inset) when a qubit
sequence of 0×8461... and 0×2E9E... was sent by Alice and Bob,
respectively.

by Alice and Bob are different, destructive interference takes
place, and the probability of photon detection is low.
For validating that the proposed synchronization mecha-

nism works, i.e., the first qubit of Alice interferes with the
first qubit of Bob and so on, we assigned the Qubit register
at Alice to be 0 × 8461... and the Qubit register at Bob to
be 0 × 2E9E... and executed the synchronization workflow.
The interferometer output was fed back to the FPGA at Bob’s
end for pilot detection and state transition purposes, and also
buffered out through a general purpose output port of the
FPGA for monitoring using DSO, as shown in Fig. 5.
Fig. 12(a) shows the synchronization signature detected

by the FPGA and displayed using Vivado’s integrated logic
analyzer (ILA). Alternating logic high and low indicate that
the three-stage synchronization is accomplished, after which
Bob sent a syncAchieved acknowledgment to Alice.
Fig. 12(b) shows the interference pattern caused by the Alice
and Bob’s qubit sequence 0 × 8461 and 0 × 2E9E. Note that
the first 16 bits expected from the interference of the qubit
sequences are 0 × 5500, which is observed on the Vivado
ILA and also on theDSO.A logic high output from the FPGA
indicates a high probability of photon detection by the SPD,
whereas a logic low indicates a low probability of photon
detection.

V. DISCUSSIONS
Our technique is based on frequency-domain interference
and as such has a limitation that it is susceptible to thermal,
mechanical, and environmental factors. In addition, the in-
terference visibility is affected by the slow drift of optical
components operating point and fiber-induced fluctuations
during transmission, and detuning of the central wavelength
of Bragg-grating-based optical filter. This can be overcome
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FIGURE 13. Plots to demonstrate interferometer stability. (a) Output of
DSO synchronization signature monitored every 5 s for 10 min. (b)
Peak-to-peak voltage of the synchronization signature with respect to
time.

by the thermal isolation of the optical filter in an oven with
a feedback temperature control. Interference is also affected
by the group delay variations and polarization fluctuations
in the optical fiber channel. The group delay fluctuations re-
sult in phase variation, which shifts the interferometer away
from the phase-matched operating condition. Periodic exe-
cution of the synchronization procedure can be performed to
stabilize the interferometer.
We measured the stability of our frequency-domain in-

terferometer setup over a duration of 10 min, postsynchro-
nization. We recorded the square waveform synchronization
signature every 5 s. Fig. 13(b) shows the plot of the peak-to-
peak voltage of the square waveform obtained at the output
of the interferometer photodiode. The standard deviation and
the mean peak-to-peak voltage were measured to be 2.1 and
25.06 mV, respectively.
In this work, we demonstrate synchronization using a

frequency-domain interferometer, which is inherently sup-
ported for frequency-coded QKD. However, our technique
of synchronization can be used to synchronize other imple-
mentations of QKD as well. In such scenarios, a frequency-
domain interferometer needs to be implemented on a separate
wavelength multiplexed over the same fiber as the quan-
tum channel. This allows the interferometer to detect tim-
ing drifts due to the fiber channel, which can then be com-
pensated for in the QKD system. Synchronization precision
achieved would be higher because the frequency-domain
interferometer is more sensitive to temporal fluctuations
compared to existing synchronization methods.
We compare the precision of our synchronization tech-

nique with recent synchronization schemes. While direct
comparison with existing literature is difficult due to signif-
icant differences in experimental setup and QKD protocol
used, we have constructed a comparative table (see Table 2)
to provide a contextual understanding of precision achieved
in these studies relative to ours.

VI. CONCLUSION
We proposed and experimentally demonstrated a novel
synchronization method for QKD systems. The method
consisted of maximizing the visibility of frequency-domain

TABLE 2. Comparison of Synchronization Precision With Recent Methods

interference of optical sidebands about an optical carrier at
the receiver node. The sidebands were generated by phase
modulation of the optical carrier by anRF signal whose phase
can be dynamically varied. The phase-variable RF signal was
generated by the FPGA at the transmitter and the receiver
using GTX transceivers. In order to facilitate this, we used
square waveforms for RF signal instead of the conventional
sinusoidal signals. We derived mathematical expressions for
sideband power as a function of the phase difference between
RF signals at transmitter and receiver. The phase was ad-
justed using dynamic phase shifter module, implemented by
the FPGA. We proposed a complete workflow that allowed
transmitter and receiver synchronization to within 12.6 ps
directly over the quantum channel of QKD systems. Once
synchronized, the same system can be switched over to quan-
tum transmission by user-defined time delay. The workflow
was implemented on a Xilinx Kintex-7 KC705 FPGA board.
Unlike other methods, our proposed system offered runtime
changes in bit-rate, number of bits to qubit mapping, and
periodic synchronization on Q-channel based on demand.
The circuit modules utilized 5.6% of the LUT resources and
1.5% of the FPGA registers. We studied the robustness of
our technique by evaluating the stability of the interferom-
eter over an operation of 10 min with standard deviation
of interference to be less than 9% of the mean detection
amplitude. In our future work, we are analyzing the long-
term stability of our method through additional experiments.
The mitigation techniques we are currently implementing
include polarization stabilization of the link through auto-
matic electronic polarization controller, isolation of critical
optical components, and monitoring visibility for adaptively
changing phase shifter from FPGA.
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