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ABSTRACT Realistic simulation of quantum key distribution (QKD) networks requires a combination of
precisemodels of quantum channels and network functions. Unfortunately, existingQKDnetwork simulators
lack either rigorous quantum physics modeling or network key-management and routing protocols, which
limit their practical applicability. To address this limitation, we propose a QKD network simulator with
hyperparameter tuning (QKDSim-HT), a NetSquid-based simulator specialized for polarization-based
discrete-variable QKD networks. Specifically, QKDSim-HT models properties in quantum physics (photon
loss, polarization-dependent depolarization, detector inefficiencies, dark counts, and dead times) as well as
advanced functionalities in networking algorithms (multi-hop key relay and adaptive routing). Extensive
simulations over diverse topologies reveal that the networking performance varied with respect to the
fundamental properties of quantum physics, such as depolarization, fiber length, and channel attenuation.
As a representative use case of QKDSim-HT, simulation results from QKDSim-HT over simple examples
clearly manifest that a design of QKD networks highly affects performance of the networks. Accordingly,
QKDSim-HT can serve as a practical platform for performance evaluation and optimization of quantum
secured network.

INDEX TERMS Quantum key distribution (QKD), QKD networks, quantum key relay, QKD network
simulator.

I. INTRODUCTION
Quantum key distribution (QKD) enables information-
theoretically secure communication by leveraging fundamen-
tal principles of quantum mechanics to detect eavesdropping
on transmitted quantum states. Although early experimen-
tal QKD networks (QKDNs), such as DARPA [1] and
SECOQC [2], confirmed the feasibility of secure quantum
communications, they also revealed practical limitations.
Recently deployed advanced QKDNs, includingMadQCI [3]
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and the coherent quantum network in Germany [4], have
sought to overcome these limitations by integrating more
scalable and practical architectures. The primary challenges
identified include expensive quantum optical equipment,
substantial photon losses, polarization-dependent depolar-
ization, and noise that critically degrade key quality,
particularly over long-distance optical fiber links [5]. Con-
sequently, accurate and comprehensive simulation tools
have become indispensable for researchers and network
designers to rigorously analyze, evaluate, and optimize
quantum network architectures prior to costly physical
deployments [6].
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Existing simulation approaches for QKDNs can be broadly
categorized into two classes. The first category encompasses
simulators with a strong emphasis on detailed quantum-layer
modeling, notably NetSquid [7], which accurately represents
critical quantum-layer effects such as photon loss, depolar-
ization, dephasing errors, and realistic detector behaviors.
A BB84 implementation study [8] based on Qiskit [9],
a general-purpose quantum computing framework, focuses
on protocol-level simulation and does not provide com-
prehensive network-oriented functionalities. Consequently,
it does not address essential features such as multi-hop
key relay mechanisms [10], detailed key-management oper-
ations, or realistic network-level implementations necessary
for practical QKDN evaluation. In contrast, the second
category consists of network-oriented simulators built upon
classical network simulation frameworks, such as QKDN
simulator (QKDNetSim) [11] and QKDNetSim+ [13],
which offer robust key-management schemes, multi-hop
key relay mechanisms, and classical network integration.
However, these simulators frequently abstract essential
quantum-layer effects, resulting in overly simplified and
unrealistic estimations of critical performance metrics,
including quantum bit error rate (QBER) and secure key
rates. Therefore, there is a clear need for an integrated
simulation platform that combines high-fidelity quantum-
layer modeling with comprehensive network-level function-
alities to support realistic evaluation and design of QKDN
architectures.

In this paper, we propose a QKDN simulator with hyper-
parameter tuning (QKDSim-HT), a novel NetSquid-based
simulator specifically designed for QKDNs implementing
polarization-based discrete-variable (DV)-QKD protocols,
particularly the widely used BB84, E91 [14], and decoy-
state schemes. In this work, the term hyperparameter
tuning denotes configurable adjustment of quantum-layer and
device-dependent parameters to ensure that the simulator
reflects realistic QKD system conditions. We focus on
polarization-based DV-QKD protocols because they are
commercially deployed and provide well-specified device
parameters (e.g., IDQ systems [31]), which allows the sim-
ulator to be validated under practical operating conditions.
Continuous-variable (CV)-QKD and measurement-device-
independent (MDI)-QKD require physical models that differ
fundamentally from polarization-based DV schemes, and
thus remain beyond the present scope of the simulator. The
modular design of QKDSim-HT permits these protocols to
be added as separate modules when their inclusion becomes
appropriate.

Our simulator uniquely integrates detailed quantum-layer
modeling, including channel loss, polarization depolariza-
tion, dephasing, and realistic detector imperfections, with
advanced network functionalities such as multi-hop quantum
key relay and comprehensive protocol implementations. This
integration provides trustworthy simulation environment to
the QKDN community to test and optimize QKDN under

various realistic operational conditions. Specifically, the key
contributions of our work are threefold:

• We provide rigorous quantum-layer models specifi-
cally tailored for realistic QKDN conditions, such
as distance-dependent photon loss, polarization depo-
larization, dephasing errors, finite detector efficiency,
dark counts, and detector dead times. These models
leverage the quantum optical modules available in
NetSquid. Compared to existing QKDN simulators
which rely on simplified abstractions of quantum-layer,
proposed QKDSim-HT provides precise quantum-layer
models and thus improves the validity of performance
evaluations for QKDN.

• In order to support advanced network algorithms in
QKDN, QKDSim-HT further addresses the limitations
of existing QKD simulators that typically employ sim-
plified networking models. Based on the NetSquid sim-
ulator, QKDSim-HT integrates comprehensive network-
oriented functionalities such as multi-hop key relay,
adaptive routing, and advanced key-management.

• Extensive simulations on benchmark topologies quan-
tify how critical quantum-layer parameters, such as
depolarization rate, link length, and fiber attenuation,
affect performance of QKDN. The simulation results
clearly identify the importance of an effective QKDN
design to achieve an acceptable QKDN network perfor-
mance. In addition, systematic hyperparameter tuning
provides empirical guidelines for rigorous performance
analysis of realistic QKDN scenarios.

Through these advancements, QKDSim-HT substantially
enhances the accuracy and effectiveness of QKDN sim-
ulations and bridges the critical gap between detailed
quantum-layer models and comprehensive network-level
functionality. Consequently, QKDSim-HT offers insights
into how quantum-layer imperfections and network topology
shape the performance and reliability of QKDNs, supporting
the effective design of practical quantum-secure communi-
cation infrastructures. It serves as a tool for evaluating the
end-to-end impact of quantum-layer properties and network
architectures in realistic deployment scenarios.

The remainder of this paper is organized as follows.
Section II reviews existing QKDN simulators and analyzes
their strengths and limitations to clearly demonstrate the
necessity for the proposed simulator. Section III presents the
simulation structure of the proposed QKDSim-HT, including
its quantum processors, quantum state encoding, detection
models, and quantum and classical channel implementations.
Section IV describes our simulation methodology, which
includes quantum state preparation, basis reconciliation,
error-correction, secure key generation, and key relay
operations. Section V provides extensive simulation results
that evaluate how quantum-layer parameters affect QKD
performance metrics and analyze the influence of network
topology. Finally, Section VI summarizes our key findings
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TABLE 1. Technical comparison of existing QKDN Simulators and the proposed QKDSim-HT.

and discusses the implications of QKDSim-HT for practical
QKDN design and optimization.

II. RELATED WORKS
QKDNs leverage fundamental quantum principles to achieve
information-theoretically secure communication by enabling
the detection of eavesdropping [19]. Due to the considerable
costs, technical complexity, and practical limitations involved
in deploying real-world QKDNs, simulation tools have
become essential for designing, testing, and optimizing
these networks before costly physical implementations [16].
To comprehensively evaluate and enhance QKDN architec-
tures, accurate and robust simulation tools are necessary,
which can realistically model quantum-layer effects, quan-
tum hardware components, and critical network functionali-
ties such as key-management and multi-hop routing [20].

This section presents a comparative analysis of six
representative QKDN simulators. Each simulator focuses
on different aspects of network modeling and contributes
distinct capabilities. We identify their strengths and lim-
itations to highlight the need for the proposed simulator
QKDSim-HT.

A. DETAILED REVIEW OF EXISTING QKDN SIMULATORS
1) PARALLEL DISCRETE-EVENT SIMULATION [15]
This simulation emphasizes scalability using parallel
discrete-event simulation, with the aim of efficiently handling
large-scale QKDNs. While highly effective for simulating
extensive network configurations, its approach abstracts key
quantum-layer effects. Crucial quantum-layer effects such as
photon depolarization, detector imperfections, and dephasing
are simplified, which limits the accuracy and predictive
reliability of its simulations.

2) QKDNetSim [11]
Built on the network simulator 3 (NS-3) classical frame-
work [12], the QKDNetSim provides basic functionalities
for key synchronization and static routing protocols. How-
ever, it simplifies the quantum-layer modeling, neglecting
critical quantum effects such as detailed depolarization and
detector errors. Consequently, it struggles to deliver realistic
estimates of critical performance indicators, particularly the
QBER, which reduces its usefulness for precise performance
evaluations.

3) LARGE-SCALE QKDNetSim [16]
This simulator extends QKDNetSim with improved key-
management and adaptive routing strategies. It effectively
handles larger and more complex networks through advanced
key synchronization mechanisms. Nevertheless, it does not
model detailed quantum-layer effects. This limitation reduces
the fidelity of the simulation and weakens its ability to
produce practical performance predictions.

4) QKDNetSim+ [13]
An enhanced version of the NS-3-based simulator,
QKDNetSim+ introduces improvements in key-
management, including dual-buffer structures and indexed
databases that facilitate efficient synchronization across
nodes. Despite these enhancements, the simulator uses a
highly simplified quantum-layer model and does not include
quantum device representations. These limitations reduce its
ability to deliver detailed performance insights in real-world
scenarios.

5) QUANTUM SECURE COMMUNICATION NETWORK
(QSCN) SIMULATION [17]
The QSCN simulation provides a realistic representation
of quantum-layer effects based on the GLLP security
model [21]. Despite these realistic features, it does not
support multi-hop key relay functions and does not provide
sufficient configurability for quantum hardware and protocol
parameters. These limitations reduce its usefulness in multi-
hop QKDN evaluations.

6) DISSIPATIVE DYNAMICS IN QKD [18]
This simulation uses the Jaynes–Cummings model [22] to
accurately depict realistic quantum-layer effects. It provides
detailed insights into how these factors affect the QBER with
respect to transmission distance. This capability is useful for
analyzing realistic operational constraints. However, it lacks
support for complex network-level functions such as multi-
hop key relay and adaptive routing. As a result, it is
less effective in scenarios that require large-scale network
evaluations.

B. COMPARATIVE ANALYSIS WITH QKDN SIMULATORS
To clearly illustrate differences among existing QKDN
simulators and to emphasize the advantages of the proposed
QKDSim-HT, Table 1 presents a comprehensive technical
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TABLE 2. Computational performance comparison of existing QKDN simulators and the proposed QKDSim-HT.

comparison. The comparison criteria include quantum-layer
modeling, quantum source & detector modeling, key-
management, multi-hop key relay, and adaptive routing
support. Each criterion and its respective categories are
clearly defined below.

The quantum-layer modeling criterion evaluates how
accurately simulators represent quantum channel effects.
‘‘Simplified abstraction’’ indicates a basic representation of
channel characteristics without capturing detailed quantum-
layer effects. In contrast, ‘‘Detailed’’ represents realistic
modeling of quantum-layer effects.

Quantum source & detector modeling indicates the detail
level in modeling quantum source and detector devices.
‘‘Minimal’’ is used to denote fundamental representations
of quantum sources and detectors with limited device-
specific characteristics. In contrast, ‘‘Realistic’’ represents a
comprehensive modeling of quantum-layer effects.

Key-management measures the level of sophistication
of the mechanisms that manage, synchronize, and dis-
tribute keys throughout the network. ‘‘Basic’’ represents
elementary synchronization and minimal key distribution
capabilities. ‘‘Advanced’’ represents sophisticated mecha-
nisms that involve dual-buffer structures, indexing databases,
and network-wide synchronization features for effective key-
management.

Multi-hop key relay distinguishes whether simulators
support secure key distribution through multiple intermediate
relay nodes. ‘‘No’’ indicates that multi-hop relay is not
supported, while ‘‘Yes’’ indicates robust capabilities that
enable secure and reliable multi-hop key relay operations.

Adaptive routing support assesses whether simulators
dynamically adapt routing paths based on changes in network
conditions and key availability. ‘‘No’’ indicates that the
simulator supports only static routing. ‘‘Yes’’ indicates
that the simulator includes dynamic routing mechanisms,
adapting paths according to real-time network conditions.

As illustrated in Table 1, a comparative analysis reveals
notable distinctions among the aforementioned simulators.
Most existing simulators are inclined either toward simplified
quantum-layer models for scalability or toward detailed
quantum-layer modeling, but lack sufficient support for
network-level functionalities. The proposed QKDSim-HT

addresses these critical limitations by combining detailed
quantum-layer modeling based on NetSquid, realistic
quantum source and detector modeling, advanced key-
management mechanisms, robust multi-hop key relay, and
adaptive routing strategies. These integrated capabilities
render QKDSim-HT uniquely suited to realistic QKDN
evaluations, providing greater predictive accuracy and
practical applicability for quantum secured network design
and optimization.

Table 2 reports simulation runtime, memory usage,
CPU/GPU utilization, and time complexity for representative
QKDN simulators. The notation NR (not reported) indicates
that the original publication did not provide the corresponding
metric. For QKDSim-HT, results are presented across five
topologies (Chain, Ring, Butterfly, Grid, NSFNET [34]),
as illustrated in Fig. 3.
Most prior works focus on point-to-point evaluations

over small Chain topologies and do not include scaling
experiments on larger or more diverse network topologies.
Direct benchmarking under identical scenarios is therefore
infeasible, because many simulators lack either advanced
networking functions or accurate quantum-layer modeling.
The parallel discrete-event simulator reports shorter runtimes
on larger topologies, but its omission of these two capabilities
reduces reliability and applicability. In contrast, QKDSim-
HT provides both capabilities and thus represents a more
suitable framework for scenarios requiring detailed physical
modeling and network-level operations.

The time complexity reflects the costs of the underlying
kernels. The parallel discrete-event simulator adopts a ladder-
queue scheduler with O(1) operations. QKDNetSim, Large-
scale QKDNetSim, and QKDNetSim+ are all built upon the
QKDNetSim and implemented on top of the NS-3 simulation
kernel. As a result, these simulators inherit NS-3’s discrete-
event scheduling mechanism with a time complexity of
O(log nNS3evt ), where nNS3evt denotes the number of pending
events. On the other hand, QKDSim-HT follows NetSquid’s
discrete-event scheduler. Quantum transmission events, such
as qubit propagation and detection, are processed with a time
complexity of O(log nNSQevt ), where nNSQevt denotes the number
of pending events managed by the NetSquid kernel. Since the
definition and scale of event queues differ across simulation
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kernels, these complexity expressions should be interpreted
as kernel-specific scheduling costs rather than as absolute
cross-simulator comparisons. After the transmission phase,
BB84 post-processing is executed. Basis sifting requires
O(nkey), and Cascade [30] error-correction dominates with
O(nkey log nkey) complexity, where nkey denotes the sifted
key length. For end-to-end key delivery across the network,
the simulator applies a shortest path routing algorithm with
O(E logN ) complexity [36], where N denotes the number
of nodes and E denotes the number of links in the topology.
In sparse networks, this complexity reduces to O(N logN ).

FIGURE 1. Conceptual architecture of a QKDN as modeled by QKDSim-HT,
depicting QKD modules, key-management, classical control flows, and
key relay, in accordance with ITU-T recommendations.

III. SIMULATION STRUCTURE OF QKDN IN QKDSim-HT
QKDSim-HT adopts a conceptual structure based on ITU-T
recommendations Y.3800 [23] and Y.3803 [25], highlighting
a realistic QKDN setup that the simulator aims to represent.
Figure 1 provides an abstract overview of key distribution
mechanisms and relay operationswithin aQKDN framework,
as described in these recommendations. The figure reflects
the intended operational principles of QKDSim-HT. The
specific implementation within QKDSim-HT builds on the
NetSquid framework, incorporating detailed quantum-layer
modeling and essential network functionalities such as
multi-hop key relay, adaptive routing, and key-management.
In addition, the QKDN controller periodically monitors the
network state, and adaptive rerouting is triggered upon node
or link failures to ensure resilient key delivery. While Fig. 1
focuses on functional entities and control flows, Fig. 2
summarizes the internal simulation stack that realizes these
functions in QKDSim-HT.

As illustrated in Fig. 2, the implementation of QKDSim-
HT is organized into three layers on top of the NetSquid prim-
itives. The bottom QKD layer aggregates the physical and
protocol models that constitute a realistic QKD stack, includ-
ing the error-correction module and detector-inefficiency and
depolarizationmodels described in Sections III and IV. These
components directly expose device- and channel-dependent

hyperparameters such as detection efficiency, dark count
rate, fiber attenuation, and depolarization rate. The KM
layer implements key-management functionality, including
the trusted-relay module, key-pool manager, and key-
consumption tracker that realize the ITU-T Y.3803 key-
management procedures [25] on top of link-level QKD
keys. The service layer hosts network modules for key
provisioning, traffic generation, and topology scaling, which
generate end-to-end key requests and shape multi-user
service workloads. In this work, the term provisioning refers
to the process of serving end-to-end key requests using the
available link-level keys maintained in the key-pools.

The vertical parameter tuning block in Fig. 2 represents the
hyperparameter tuning interface of QKDSim-HT. By varying
physical-layer and traffic parameters through this interface,
the simulator produces quantitative performancemetrics such
as key rate, QBER, delay, and throughput, which are collected
in the performance-analysis module at the top of the stack.
This layered structure explicitly connects the configurable
hyperparameters to the network-level metrics reported in
Section V, and thus supports reproducible and realistic
performance analysis of QKDNs.

FIGURE 2. Layered simulation structure of QKDSim-HT. NetSquid
primitives provide quantum optical components and event scheduling,
on top of which a realistic QKD layer, a key-management (KM) layer, and
a service layer for network modules are composed. Physical and traffic
parameters are configured through the parameter-tuning interface, and
the performance-analysis module collects quantitative metrics such as
key rate, QBER, delay, and throughput.

A. QUANTUM STATE PREPARATION AND PHOTON
SOURCES
QKDSim-HT uses NetSquid’s quantum processor, gate, and
photon-source modules [7] to implement polarization-based
DV-QKD. Pauli-X and Hadamard operations define and
rotate the rectilinear (|H⟩, |V ⟩) and diagonal (| + 45◦

⟩,

| − 45◦
⟩) bases. Qubits represent single-photon polarization

and provide faithful models of state preparation, transmis-
sion, and measurement.

The photon sources emit single photons according to
configurable probability distributions and source rates, which
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reflect realistic emission statistics and device-level imperfec-
tions. The event-driven scheduler coordinates gate durations,
source timing, and operation order to match propagation
delays and detector timing across the network. Imperfections
in state preparation and subsequent gate operations are
modeled through the modular components of the NetSquid
quantum layer (e.g., depolarization, dephasing, and gate
duration constraints). This design establishes the foundation
for the state-preparation of subsequent channels and detection
models.

B. QUANTUM DETECTION MODELS
The photon detectors in QKDSim-HT consider three critical
physical parameters: detection efficiency, dark count rate,
and detector dead time. Detection efficiency represents the
probability that an arriving photon is successfully detected
and influences the achievable secure key rates [27]. The dark
count rate quantifies false detection events resulting from
intrinsic noise in photon detectors [28]. When the photon
arrival rate is low, dark counts contribute more significantly
to the total detections, increasing the QBER [29].
The detector dead time refers to the required recovery

interval following a photon detection event. This interval is
fundamental to reset the detector to a stable state and to
prevent afterpulsing and false detections. Consequently, dead
time imposes limitations on the maximum attainable detec-
tion throughput, thereby affecting the overall performance of
the QKD system.

C. QUANTUM CHANNEL MODELS
QKDSim-HT applies three physical models provided by
NetSquid to accurately represent photon propagation and
imperfections within optical fiber channels used in QKDNs.

Photon propagation delay tdelay is defined as:

tdelay =
L

cfiber
× 109 [ns], (1)

where L is the fiber link length (km) and cfiber is the photon
propagation speed in the fiber (approximately 2× 105 km/s).
This delay ensures realistic timing synchronization in simu-
lations.

Photon loss within optical fibers is represented by an
exponential loss model:

Ploss = 1 − (1 − Pinit) × 10−
αlossL
10 , (2)

where Pinit denotes the initial insertion loss, and αloss
represents the fiber attenuation coefficient (dB/km). This
parameter directly affects achievable communication dis-
tances and secure key rates.

Depolarization noise, which describes random polarization
changes due to channel imperfections, is expressed as:

Pdepolar = 1 − exp
(
−λdepolar tdelay

)
, (3)

where λdepolar denotes the depolarization rate (Hz), and
tdelay is the photon propagation delay expressed in seconds,

obtained by converting the delay defined in Eq. (1).
Depolarization critically affects QBER and consequently
influences the overall performance of QKD systems.

D. CLASSICAL COMMUNICATION CHANNELS
Classical channels in QKDSim-HT handle essential tasks
such as basis reconciliation, error-correction and synchro-
nization. Classical channels connect the QKD nodes for
exchanging control messages that support QKD operations.
These channels are modeled with configurable latency
and realistic propagation delays, ensuring accurate timing
and synchronization of control signals across the QKDN.
In particular, classical messages exchanged include basis
matching information, key reconciliation data and error-
correction information. These interactions are essential to
establish and manage the quantum keys throughout the
network.

E. KEY RELAY AND MANAGEMENT
Key relay and management in QKDSim-HT follow ITU-T
Y.3803 recommendation. This allows secure key distribution
between two distant nodes through intermediate relay nodes.
Consider two distinct QKDnodes i and j (i, j ∈ {0, 1, . . . ,N−

1}, i ̸= j), where N is the total number of nodes in a network
topology.

At the source node, a random key KRN, where RN denotes
a random number, is locally generated. This key is XOR-
encrypted using a local QKD-generated key Kij, and the
resulting ciphertext is transmitted to the next relay node. Each
intermediate node decrypts the incoming ciphertext using
the shared QKD key with the previous node, and then re-
encrypts the recovered key data with a new QKD key shared
with the next node. This relay process continues until the
final destination node, where the initially generated KRN is
decrypted using the QKD key shared between the destination
node and the preceding relay node.

The relay operation between adjacent nodes i and j is
computed as:

Krelay = Kij ⊕ KRN, (4)

where Kij denotes the QKD-generated key shared between
nodes i and j. This design ensures that no relay node
simultaneously possesses both the encrypted relay key and
the corresponding QKD key, which improves the security of
the relay process.

F. HYPERPARAMETER TUNING AND SIMULATION
WORKFLOW
QKDSim-HT supports hyperparameter tuning to closely
simulate experimental conditions and operational scenarios.
Configurable parameters include detector efficiency, dark
count rate, fiber attenuation (αloss), depolarization rate
(λdepolar) and photon emission rate. These parameters can
be configured to reflect realistic device performance and
channel conditions, which enables accurate simulation of
QKD system behavior under practical operating scenarios.
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The simulation workflow in QKDSim-HT consists of
sequential steps that include quantum state preparation,
photon transmission, quantum channel propagation losses,
depolarization effects and timing delays. Subsequent steps
cover photon detection events that account for detector
efficiency, dark counts and dead times. Then, Cascade [30]
based basis reconciliation and error-correction are performed
to derive identical sifted keys between communicating par-
ties. Subsequently, multi-hop relay operations are performed
in the order of requests generated by the applications.
NetSquid’s event-driven scheduler ensures accurate timing
and synchronization throughout these steps. This stepwise
simulation flow, combined with NetSquid’s event-driven
execution, enables QKDSim-HT to reproduce system-level
behavior accurately and support detailed evaluation of
QKDN performance across various scenarios.

IV. SIMULATION METHODOLOGY
This section describes the simulation methodology used in
QKDSim-HT and explains the sequence of procedures used
to model detailed QKD processes.

A. QUANTUM STATE PREPARATION AND TRANSMISSION
Photons are represented as qubits in the simulation, and are
encoded into quantum states according to the QKD protocol.
Quantum gates such as Pauli-X and Hadamard are applied
to these qubits to prepare polarization states essential for
QKD operations. The encoded qubits then propagate through
simulated quantum channels that incorporate realistic physi-
cal effects, including fiber loss, depolarization, and detector
imperfections.

The simulation utilizes the concept of batches and
runs for robust statistical analysis. A batch consists of
multiple photon transmissions intended to generate sufficient
data for reliable error-correction. Using multiple batches
simultaneously reduces statistical fluctuations during error-
correction, enhancing overall accuracy. A run comprises
multiple batches, providing a sufficiently large key sample
for meaningful statistical evaluation. This approach ensures
accurate estimation of critical performance metrics such as
the QBER and secure key rate.

B. MEASUREMENT AND BASIS RECONCILIATION
At the receiver, incoming photons are measured using ran-
domly selected polarization bases. After photon transmission,
the sender and receiver publicly announce their selected
bases via a classical channel. Only the measurement results
corresponding to matching bases are retained to form the
sifted key, while the rest are discarded. To estimate the
quantum bit error rate (QBER), a randomly chosen subset of
the sifted key is publicly compared. The QBER is defined as:

QBER =
Number of mismatched bits

Number of total compared bits
. (5)

The QBER reflects the noise level and potential disturbances
in the quantum channel. It is used to assess link reliability and

to identify issues such as eavesdropping attempts, channel
misalignment, or device instability that may compromise
secure key generation.

C. CASCADE ERROR-CORRECTION
Based on the calculated QBER, the Cascade protocol corrects
errors in the sifted key through iterative parity checks
and binary search within blocks. Each message exchange
involved in the Cascade protocol is explicitly modeled in the
simulation. The time delays associated with these classical
communications are taken into account as they can influence
the overall latency of secure key generation.

D. SECURE KEY GENERATION AND RATE CALCULATION
In this study, a secure key refers to the portion of the sifted
key that remains after successful error-correction, where both
parties have verified bitwise agreement. Its length reflects the
combined effects of quantum channel imperfections and the
efficiency of the error-correction process.

After completing photon transmissions for a defined
batch size, the Cascade error-correction protocol is executed.
Quantum transmission occurs over the quantum channel and
error-correction is performed through classical computation
on local devices. The repeated execution of the protocol
enables the two processes in a pipelined manner [15]
and overlap in time at the system level. Therefore, either
the quantum transmission duration or the error-correction
duration becomes the dominant factor. The secure key
generation rate is then calculated based on the longer duration
between these two processes:

Key rate =
Secure key length
max(Ttran,Tec)

, (6)

where Ttran represents the quantum transmission time and
Tec denotes the error-correction time. This formula reflects
realistic throughput limitations in practical QKDNs.

E. KEY RELAY OPERATION
Secure keys are distributed via a trusted-relay method.
Intermediate nodes relay keys between two distant nodes
using XOR operations. Consider adjacent QKD nodes i and
j. The relay key is computed as defined in Eq. (4).

The XOR-based relay mechanism transmits the encrypted
relay key across intermediate nodes, while ensuring that no
relay node simultaneously holds both the encrypted relay
key and the corresponding QKD key. To support secure
and efficient key delivery, the QKDN controller dynamically
selects routing paths based on the real-time availability of
QKD keys.

F. PERFORMANCE METRICS AND EVALUATION
QKDSim-HT provides several performance metrics for
evaluating QKDNs. The key performance metrics include the
QBER, secure key rate, resource utilization, and blocking
statistics for end-to-end key requests. QBER directly indi-
cates quantum state integrity. The secure key rate measures
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the efficiency of key generation. Resource utilization and
blocking statistics reflect how effectively quantum resources
are allocated across the network and how reliably end-to-
end key requests are fulfilled. These performance metrics
offer essential insights for practical QKDN deployment and
optimization.

G. HYPERPARAMETERS
Simulations use realistic hyperparameters summarized in
Table 3. Parameters such as depolarization rate, dark count
rate, and detector efficiency are based on standard experi-
mental conditions to reflect practical QKD system. Detector
settings were selected based on the manufacturer-provided
specifications of the ID 230 single-photon detector [31]
to reflect experimentally feasible conditions. QKD node
manages key-pools, which are 256 kbit (1,024 entries of AES
256 key) in size. The DV-QKD quantum channel operates at
1550 nm.

In practical QKDN deployments, the dominant compo-
nent of end-to-end latency is the hop-by-hop trusted-relay
processing delay. According to ITU-T Y.3801 [24] and
ETSI GS QKD-004 [26], key delivery latency increases
linearly with the hop count Nh because each trusted
node performs verification and forwarding before the key
progresses to the next hop. The experimental study in [37]
reports a per-hop trusted-relay node (TRN) processing delay
of approximately 20 ms. Based on this observation, we adopt
a per-hop TRN delay of 20 ms in our simulation model.
Consequently, the end-to-end relay delay is modeled as 20×

Nh ms, which captures the dominant contribution to QKDN
delay.

TABLE 3. Common hyperparameters used in all simulations.

V. SIMULATION RESULTS
We evaluate the performance of QKDSim-HT across five
network topologies: Chain, Ring, Butterfly, Grid, and
NSFNET [34] as shown in Fig. 3. NSFNET serves as a
practical testbed topology and provides a realistic baseline
for cross-topology comparisons. NSFNET assumes that

FIGURE 3. Five network topologies analyzed: (a) Chain, (b) Ring,
(c) Butterfly, (d) Grid, and (e) NSFNET [34]. Each node represents a QKD
node containing one or more QKD modules; dashed lines represent
quantum links.

intermediate relay nodes are included so that the distance
between adjacent relays does not exceed the base link length.
Each link in these topologies has an identical length to ensure
a controlled environment. This setup isolates how physical
parameters such as depolarization rate, link length, and fiber
attenuation affect QKDN performance.

A. ANALYSIS OF PHYSICAL PARAMETERS ON QKD
PERFORMANCE
We analyzed the butterfly topology to assess how depolar-
ization rate, link length, and fiber attenuation affect QKD
performance, as illustrated in Fig. 4. To evaluate the impact
of these error-related parameters, we performed a grid search
over the hyperparameters, and the representative results are
summarized. Throughout this paper, error bars represent
95% confidence intervals computed using a Student’s t-
distribution from ten repeated simulations with different
random seeds. As the depolarization rate increases, the QBER
rises accordingly, while the BB84 protocol continues to pro-
duce stable key generation rates at moderate depolarization
levels. These trends confirm the protocol’s robustness under
realistic optical-channel conditions.

The link length analysis reveals a exponential decrease
in the secure key rate with longer distances. This decline
aligns with known photon losses in optical fiber channels.
Additionally, QBER increases at longer link lengths due
to reduced photon arrival rates. Lower photon arrival rates
increase the relative effect of detector dark counts, leading
to higher bit error rates. Key rates become impractical to
use over relatively long link distances. This distance thus
indicates the practical limit of direct fiber-based QKDNs
under current physical constraints and detector technologies.

Although the fiber loss model in Eq. (2) defines photon
attenuation as an exponential function of link length and
loss coefficient, the observed reduction in key rate does
not strictly follow this trend. This discrepancy results from
detector dead time, which limits the effective detection rate
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FIGURE 4. QKD performance in a butterfly topology under varying physical-layer parameters: (a) depolarization rate λdepolar, (b) link
length L, and (c) fiber attenuation coefficient αloss. For each subfigure, the left panel shows the average key rate and the right panel shows
the average QBER across network links.

FIGURE 5. Impact of detector efficiency on BB84 performance in QKDSim-HT on the NSFNET topology. From left to right: average key rate, average
QBER, and number of provisions as a function of detector efficiency.

and conceals how photon loss degrades the key generation
performance under high-attenuation conditions. While the
QBER remains largely unaffected across varying attenuation
levels, the reduction in detected photon counts directly
lowers the achievable key rate. These results highlight the
importance of accurately modeling fiber attenuation when
evaluating the feasibility and performance limits of QKD
systems.

Figure 5 presents the impact of detector efficiency while
all other hyperparameters in Table 3 remain fixed. The
experiments use the NSFNET topology, and each simulation
generates end-to-end key requests according to a Poisson
traffic model with an average of 200 requests per simulation.
When the efficiency increases from 25% to 50%, the
average key rate increases in a near-linear manner. The
number of provisions also increases because a larger portion
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TABLE 4. Performance metrics comparison across different network topologies under varying depolarization rates, link lengths, and fiber loss coefficients.

of transmitted photons is detected and contributes to the
accumulation of secure keys in the key-pools. The average
QBER stays close to 1.2% across all settings, which
indicates that the dominant error sources in this regime
originate from the quantum channel and are not affected
by detector efficiency. These results confirm that higher
detector efficiency improves key throughput and service
capacity. They also show that QKDSim-HT can evaluate
device-dependent trade-offs between detector specifications
and practical QKDN performance.

B. COMPARATIVE NETWORK TOPOLOGY ANALYSIS
We evaluated how network topology affects QKD per-
formance by simulating five representative configurations:
Chain, Ring, Butterfly, Grid, and NSFNET. The results
summarized in Table 4 demonstrate how topology influences
key rate, transmission time Ttran, error-correction time
Tec and QBER. The simulation results indicate that key
performance indicators, such as the secure key rate and
QBER, exhibit consistent trends across different topolo-
gies when the parameters of the quantum layer remain
fixed.

For example, when the depolarization rate increases
from 0 to 200 Hz, all topologies show a similar increase in
QBER from approximately 0.1% to 2.8%. Although higher
QBER values extend the duration of error-correction Tec,
this increase remains small compared with Ttran. Under the
pipelined process model [15], where quantum transmission
and error-correction proceed concurrently, this difference
does not substantially affect the final key rate.

Link length L increments from 10 to 70 km reduce the
key rate and increase the measured QBER across all network

topology types. According to the fiber loss model in Eq. (2),
longer links increase photon attenuation, which lowers
detection counts and leads to a reduction in the key rate. In the
depolarization model of Eq. (3), where L is proportional
to tdelay, longer links result in greater depolarization and
consequently higher QBER. For the attenuation coefficient
αloss, the same loss model applies, but αloss is not a parameter
in Eq. (3), and QBER shows no significant variation over the
range from 0.0 to 0.3 dB/km. When αloss ≤ 0.2 dB/km, the
detector dead time limits detection throughput at a fixed link
length, which prevents substantial variation in the key rate.
At αloss = 0.3 dB/km, the photon loss surpasses this limit
and the key rate decreases.

These patterns suggest that the primary factors affecting
link-level QKD performance are physical in nature, including
photon loss, depolarization, and detector imperfections.
When physical conditions are kept constant, variations in the
per-link key rate or QBER are not attributable to the network
topology. This observation is consistent with the character-
istics of DV-QKD protocols, where channel-level loss and
noise dominate performance outcomes. Furthermore, these
experimental results on topological scalability, together with
Table 2, demonstrate that simulation runtime and memory
usage remain within acceptable limits even as the network
scale increases.

By comparing the field-test results reported in [35],
we validate the physical-layer modeling of our simulator. The
key-rate trends produced by QKDSim-HT also agree with
commercially deployed BB84 systems, such as ThinkQuan-
tum’s QUKY platform [38], consistent with the attenuation-
dependent results reported in Table 4, which further supports
the accuracy of our quantum-layer models. Moreover,
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FIGURE 6. Comparison of QKDSim-HT with the TREL decoy-state BB84
field-test results.

we reproduced the decoy-state BB84 field-test configuration
of the Toshiba Research Europe Ltd. (TREL) system [2],
and the key-rate trend shown in Fig. 6 closely matches the
measured performance. For the reported link losses at 20, 25,
and 40 km, the TREL system achieved key rates of 11, 5.7,
and 3.1 kbps, respectively, whereas our reproduced results
deviated by 3.1 kbps at 20 km and remained within 0.5 kbps
at 25 and 40 km. These consistent results across experimental
and commercial systems demonstrate that the physical-layer
models in QKDSim-HT reliably capture practical channel
behavior.

C. KEY DISTRIBUTION AND RELAY ANALYSIS
This subsection analyzes how different QKD topologies
affect network performance and shows that QKDSim-HT
provides practical insights for the design and optimization
of QKDNs from a networking perspective. The design task
considers a 6-node network with 7 bidirectional links and
has the objective of maximizing the number of successfully
served end-to-end key relay requests. Each solution has the
same number of nodes and links and therefore incurs the same
implementation cost, but the link arrangement is different
and this results in different patterns of key usage. In the
simulation, each round processes all possible directional
source-destination pairs, resulting in N (N −1) = 30 requests
for N = 6 nodes.
Figure 7 shows the normalized remaining key distribution

over successive request rounds for two selected solutions
to this task. In each round, R denotes the cumulative
number of processed end-to-end requests, and ‘‘Blocked’’
denotes the cumulative number of requests that could not
be served due to insufficient keys on the selected paths.
Each matrix element represents the remaining key quantity
on a given link, normalized to the maximum number of
keys initially generated by the BB84 protocol under identical
configuration.

The key relay paths in the simulations were determined
using a weighted shortest path algorithm based on the

following metric from DARPA’s QKDN study [32]:

m =

 100 +
1000
q− t

, q > t,

∞, q ≤ t,
(7)

where m represents the link cost metric used to compute the
shortest path, q indicates the available key quantity on the
link, and t is a predefined threshold set to 5, as recommended
by DARPA’s study. The metric increases sharply as the
available key quantity approaches the threshold value, which
effectively penalizes links close to key depletion. This
ensures that selected paths consistently maintain sufficient
quantum keys for secure relay operations.

In the solution 1, keys on the central link are quickly
depleted because multiple shortest relay paths converge
there, which causes traffic concentration. After the third
round, the number of blocked requests increases sharply and
reaches 36 by the fourth round. The lack of path redundancy
concentrates traffic on critical links, which causes rapid key
exhaustion and consequently blocks subsequent requests that
depend on these links.

In contrast, the solution 2 distributes the relay traffic across
multiple paths. The additional links, including horizontal and
diagonal connections, create alternative routes that reduce
the load on the central link. This structure mitigates key
depletion and limits request blocking. Out of 120 total end-to-
end requests, the solution 2 records only 2 blocked requests
by the fourth round, whereas the solution 1 records 36 under
the same traffic conditions.

These results emphasize the need to evaluate QKDN
architectures through simulation before physical deployment.
Even when two topologies have the same number of nodes
and links, their structural differences can lead to substantial
variations in performance under realistic traffic. In particular,
topology-dependent key depletion patterns highlight the
necessity of adaptive routing and dynamic key-management
that respond to real-time quantum key availability and
network conditions. QKDSim-HT provides detailed insights
by integrating accurate quantum-layer models with network-
level protocols such as key relay and management. This
capability allows researchers and system designers to identify
critical bottlenecks, assess key usage efficiency, and make
informed architectural decisions without relying on real-
world testing.

To assess the influence of key-management hyperparam-
eters on relay performance, we evaluated how the QKD
key size for relay affects the average relay delay and the
number of provisions, as shown in Fig. 8. As in Fig. 5, these
experiments were also conducted on the NSFNET topology.
Each end-to-end request consumes a single 256-bit key.
A larger QKD key size for relay allows one relay operation to
supply several 256-bit keys stored in the key-pools. When the
QKD key size for relay increases from 256 to 2048 bits, the
average relay delay decreases because the number of relay
operations per request falls and the trusted-relay nodes are
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FIGURE 7. Example of a QKD topology design task, in which the objective is to maximize request service under a given number of nodes and links.

FIGURE 8. Average relay delay and number of provisions for different
QKD key sizes for relay in QKDSim-HT on the NSFNET topology.

activated less often. The total number of provisions decreases,
however, because partially used relay keys leave more unused
256-bit segments when the simulation ends or when routing
paths change. This effect reduces the effective utilization
of the generated keys. This trade-off shows that QKDSim-
HT can tune the QKD key size for relay for the intended
application and adjust the balance between lower relay delay,
higher key utilization, and service capacity in realistic QKDN
deployments.

VI. CONCLUSION
This paper introduced QKDSim-HT, a comprehensive
NetSquid-based QKDN simulator designed polarization-
based DV-QKD protocols. QKDSim-HT integrates rigorous
quantum-layer models of quantum optical components,
including realistic quantum-layer effects such as photon
loss, polarization depolarization, dephasing errors, finite
detector efficiency, dark counts, and detector dead times, with
advanced network-level functionalities such as multi-hop key
relay and adaptive routing.

A comparative study of existing QKD simulators high-
lighted the capabilities of QKDSim-HT, which integrates
detailed quantum-layer effects with complete network-level
operations. The simulation results across link-level and
topology-level settings indicate that physical parameters
such as depolarization, link length, attenuation, and detector
efficiency exert a direct influence on QKDN performance.
The evaluation of relay-key size further shows its role as
a key-management parameter that determines both relay
delay and the number of provisions, and it identifies
a measurable trade-off between reduced relay activation
frequency and lower key-utilization efficiency. The analysis
of key availability demonstrates that limited path redundancy
can induce biased key usage and depletion, while topologies
with alternative routing paths significantly reduce blocking,
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with reductions of approximately 94% in our experiments.
Taken together, these findings show that QKDSim-HT
provides a coherent and reliable simulation framework that
quantifies the interaction between physical-layer properties,
topology structure, and key-management parameters in
practical QKDN operation.

Consequently, QKDSim-HT advances QKDN simulations,
providing accurate and practical insights into quantum-
layer imperfections and network topology affects. These
contributions support the effective design, analysis, and
optimization of robust and secure QKD communication
infrastructures. In future work, we plan to extend QKDSim-
HT with additional QKD protocols and error-correction
schemes, and we also intend to apply it to larger-
scale, heterogeneous topologies, including real-world testbed
deployments. In addition, we plan to investigate algorithmic
contributions, including routing and resource-management
algorithms, using QKDSim-HT as the simulation platform.
QKDSim-HT is available upon non-profit request, with plans
to extend API access and provide GUI support in future
releases.
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