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ABSTRACT With the rapid advancement of quantum computing, quantum compilation has become a
crucial layer connecting high-level algorithms with physical hardware. In quantum cloud computing, com-
pilation is performed on the cloud platforms, which expose user circuits to potential risks, such as structural
leakage and output predictability. To address these issues, we propose the encrypted-state quantum compi-
lation scheme based on quantum circuit obfuscation (ECQCO), the first secure compilation scheme tailored
for the co-location of compilers and quantum hardware for quantum cloud platforms. It applies quantum
homomorphic encryption to conceal output states and instantiates a structure obfuscation mechanism based
on quantum indistinguishability obfuscation, effectively protecting both functionality and topology of the
circuit. In addition, an adaptive decoupling obfuscation algorithm is designed to suppress potential idle
errors while inserting pulse operations. The proposed scheme achieves information-theoretic security and
guarantees computational indistinguishability under the quantum random oracle. Experimental results on
benchmark datasets demonstrate that ECQCO achieves a total variation distance of up to 0.7 and a normalized
graph edit distance of 0.88, enhancing compilation-stage security. Moreover, it introduces only a slight
increase in circuit depth, while keeping the average fidelity change within 1.1% , thus achieving a practical
balance between security and efficiency.

INDEX TERMS Compilation security, quantum circuit obfuscation, quantum cloud platforms, quantum
homomorphic encryption (QHE), quantum indistinguishability obfuscation (QiO).

I. INTRODUCTION
Quantum computing has experienced rapid development and
has demonstrated the potential to outperform classical com-
puters in solving certain complex problems. It is anticipated
to drive scientific discoveries in a variety of fields, including
cryptography [1], biomedicine [2], and materials science [3].
However, owing to the expensive cost and maintenance dif-
ficulties of quantum computers, users must rely on quan-
tum cloud platforms provided by research institutions and
commercial enterprises, such as Origin Quantum [4], IBM
Quantum [5], and Microsoft Azure Quantum [6]. Through
these platforms, users submit their quantum program de-
signs to remote servers, where quantum compilers trans-
late high-level quantum algorithms into executable instruc-
tions tailored for specific quantum hardware. The quantum

compilation process improves gate-level compatibility, re-
duces circuit depth and noise sensitivity, and ensures that the
resulting quantum circuits can be executed correctly on the
target quantum processor.
However, as third-party quantum compilers and quantum

hardware deployed in untrusted quantum cloud environments
becomemore widely adopted, the compilation stage of quan-
tum circuits encounters a range of security risks. Adversaries
may exploit various vectors, including crosstalk induced by
fault injection [7], insertion or modification of quantum func-
tions via Trojan software [8], [9], [10], [11], side-channel
leakage through pulse-level power analysis [12], [13], and
malicious behaviors from untrusted compilers, which can
result in cloning, tampering, or reverse engineering of cir-
cuit designs [14]. Since quantum circuit structures often
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constitute valuable intellectual assets, it is necessary to pro-
tect them against compiler-related threats.
Several existing methods have been proposed to protect

quantum circuits [15]. One approach inserts reversible gates
with random parameters into the circuit [16], [17], [18]. An-
other splits a circuit into two or more parts and compiles
them separately [19], [20], [21], [22]. A third adds key qubits
that control specific gates within the original structure [23],
[24], [25]. In 2025, Rehman et al. [26] introduced OPAQUE,
which employs phase rotation as a key to minimize resource
usage, while Wang et al. [27] proposed TetrisLock to miti-
gate collusion risks through interlocking split compilation.
Although these contributions address specific algorithmic
vulnerabilities, they do not fully resolve the systemic chal-
lenges inherent in cloud-based execution. Most quantum
compilers today are embedded within cloud-based quantum
platforms [28]. In contrast, many existing protection models
assume that the compiler and the platform are separate. The
assumption simplifies circuit recovery after encryption but
does not match actual execution workflows in cloud environ-
ments. Moreover, many of these schemes also lack formal
proofs of correctness and do not provide complete security
analysis. They often rely on algebraic transformations or
circuit structure design to achieve obfuscation. Experimental
validation alone cannot answer two key questions: 1) do such
obfuscation strategies always work? and 2) what level of
security can they provide?
Another research direction in quantum circuit obfusca-

tion is to theoretically explore the extent to which gen-
eral quantum circuits can achieve a weakened form of
opaque-box obfuscation. Since quantum opaque-box obfus-
cation has been proven impossible, researchers have pro-
posed various notions of quantum indistinguishability ob-
fuscation (QiO) [29], including indistinguishability obfus-
cation of null quantum circuits [30] and quantum-state in-
distinguishability obfuscation [31]. Entering 2025, theoret-
ical frameworks have expanded as Huang et al. [32] gen-
eralized obfuscation definitions to unitary quantum pro-
grams, and Morimae et al. [33] established connections be-
tween QiO and classical NP-hardness. Furthermore, Bar-
tusek et al. [34] integrated quantum fully homomorphic en-
cryption to achieve schemes that are publicly verifiable. In
addition, some researchers have suggested universal quan-
tum opaque-box obfuscation for specific classes of quantum
circuits, such as quantum point function obfuscation [35] and
nonlinear function obfuscation [36]. Such theoretical studies
rarely address efficient instantiations at the application level.
Moreover, existing research lacks comprehensive protection
for both the structure of quantum circuits and the output
information.
To address these limitations, the concept of encrypted-

state quantum compilation is introduced. The notion of
encrypted-state originates from classical trusted computing,
where multiple cryptographic techniques are integrated to
ensure that data remains usable but invisible throughout the
cloud computing process. By introducing encrypted-state

computation into the quantum cloud environment, we pro-
pose the encrypted-state quantum compilation scheme based
on quantum circuit obfuscation (ECQCO). ECQCO assumes
a system model where the compiler and quantum computer
reside within the same quantum cloud entity. It decomposes
the protection goal into the output obfuscation of quantum
circuit and the structure obfuscation of quantum circuit.
Scheme correctness and security rely on two quantum cryp-
tographic primitives, namely quantum homomorphic encryp-
tion (QHE) and QiO. Our scheme employs quantum cryp-
tographic primitives for efficient instantiation. It integrates
techniques, such as reasoning about probability distribution
(RPD), T/T †-gate replacement, and adaptive QiO sequence
insertion. In addition, ECQCO is implemented entirely on
the client side. It is orthogonal to existing circuit optimization
techniques and remains compatible with any current noisy
intermediate-scale quantum (NISQ) era compiler. To the best
of our knowledge, this is the first work to systematically
apply quantum cryptography to the protection of quantum
circuits. The scheme enhances both security and generality
without compromising execution efficiency.
The main contributions of our work are as follows.

1) First Quantum Compilation Scheme that Protects Both
the Output and the Structure of Quantum Circuits on
the Classical Client Side: Based on QHE and an effi-
cient instantiation of quantum indistinguishability ob-
fuscation, the scheme is the first to safeguard both
the output and the structural information of quantum
circuits, thereby enabling encrypted quantum com-
pilation in quantum cloud platforms. Moreover, we
have conducted multiple experiments to prove that the
scheme is fully deployed on the classical client side,
which means it is independent of the cloud and can
seamlessly adapt to the quantum cloud services based
on various technical approaches.

2) Quantum Obfuscation Algorithm that Incorporates
DynamicDecoupling Capability:While encrypting the
circuit, the scheme incorporates dynamic decoupling
techniques and proposes the adaptive decoupling ob-
fuscation algorithm (ADOA) to minimize the number
of additional quantum gates used. The algorithm ap-
plies a periodic series of inversion pulses to reduce the
impact of additional gates on compilation and execu-
tion performance, maintaining high fidelity.

3) Rigorous Formal Proofs of Correctness and Security
Based on QuantumCryptography:We demonstrate the
correctness of the scheme using the quantum one-time
pad (QOTP) and the probabilistic testing distinguisher
(PTD). Furthermore, leveraging the quantum random
oracle, we prove that the scheme achieves information-
theoretic security for output protection and quantum
indistinguishability security for structure protection.

The rest of this article is organized as follows. Section II
provides preliminaries of the two quantum cryptographic
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primitives involved in ECQCO, namely QHE and QiO. Sec-
tion III presents the system model and detailed descriptions
of ECQCO, as well as its correctness and security analyses.
In Section IV, we demonstrate the obfuscation effectiveness
of ECQCO and include the evaluations of correctness, over-
head, and fidelity analysis. Finally, Section V concludes this
article and discusses several open questions.

II. PRELIMINARIES
In this section, we briefly introduce two common quantum
cryptographic primitives, namely the QHE scheme based
on QOTP schemes, and the QiO scheme via quantum cir-
cuit equivalence. These two primitives form the foundation
of ECQCO and serve as the source of its correctness and
security guarantees.

A. QHE SCHEME BASED ON QUANTUM ONE-TIME PAD
Boykin et al. [37] introduced a QOTP using Pauli operators,
which enabled quantum cryptographic protocols to achieve
information-theoretic security.
Definition 1 (Quantum One-Time Pad): Let σ be the den-

sity matrix of an n-qubit system, a, b ∈ {0, 1}n. The QOTP
encryption and decryption procedures are defined as follows:

QEnca,b : σ → XaZbσZbXa

QDeca,b : X
aZbσZbXa→ σ

Due to the indistinguishability property of the QOTP, ran-
domly selected keys encrypt the plaintext quantum state into
a maximally mixed state. As a result, an adversary gains
no information about either the density matrix σ or the key
(a, b).
In 2013, Liang et al. [38] formally defined QHE and pro-

posed the first symmetric QHE scheme based on the QOTP.
Recent research on QHE has evolved beyond foundational
feasibility toward enhancing computational universality and
fault tolerance. To address the bottleneck of universal com-
putation, Cheng et al. [39] optimized QOTP-based schemes,
where specific evaluation strategies were constructed to re-
solve the homomorphic execution of non-Clifford opera-
tions. In the domain of fault tolerance, Hu et al. [40] and
Sohn et al. [41] leveraged permutational keys and CSS codes,
respectively, which achieved a deep integration of QHE
with quantum error correction. These advancements, along-
side comprehensive analyses of resource management, pro-
vide critical theoretical underpinnings for robust QHE pro-
tocols. In addition, Savadatti et al. [42] emphasized the ne-
cessity of hierarchical memory management to mitigate the
significant resource demands of QHE protocols. Although
these code-based schemes offer intrinsic fault tolerance, they
currently incur substantial resource overheads. Conse-
quently, this work prioritizes a QOTP-based architecture,
which utilizes a lightweight nature and information-theoretic
security to achieve a pragmatic balance between security and
efficiency for cloud-based compilation in the NISQ era.

Definition 2 (QHE Scheme Based on Quantum one-
time pad): QHE scheme consists of the following four
algorithms.

1) KeyGeneration:Randomly generate an encryption key
ek.

2) Encryption: Encrypt a plaintext quantum state σ using
ek, and output the ciphertext state ρ = Enc(ek, σ ).

3) Homomorphic Evaluation:Apply a quantum circuitCq
to the ciphertext ρ, resulting in a ciphertext computa-
tion outcome EvalCq (ρ).

4) Decryption: Decrypt the evaluated ciphertext
EvalCq (ρ) using the decryption key dk, obtaining
the result σ ′ = Dec(dk, EvalCq (ρ)). If the scheme is
symmetric, then dk = ek. Otherwise, the decryption
key dk is derived from ek through a key update process.

QHE typically requires F-homomorphic.
Definition 3 (F-homomorphic): Let F be the set of all

quantum circuits. A QHE scheme is F-homomorphic if for
any quantum circuit Cq, there exists a negligible function
negl such that for all λ:

�(σ ′,Cqσ ) = �( Dec(dk, EvalCq (ρ)),Cqσ ) ≤ negl(λ).

B. QIO SCHEME BASED ON QUANTUM CIRCUIT
EQUIVALENCE
Quantum obfuscation is a powerful tool for achieving func-
tional equivalence. The concept originated from the idea of
“protecting circuit information with qubit” [43]. By anal-
ogy with the idea of classical obfuscators, Alagic et al. [44]
formally proposed the definition and impossibility results of
quantum obfuscation. Starting from the impossibility results
of quantum opaque-box obfuscation, researchers explore the
degree of obfuscation that a certain type of quantum circuits
can achieve, including quantum point obfuscation [35], [45],
quantum power obfuscation [46], etc.We aremore concerned
about QiO, which is a weakening of quantum opaque-box
obfuscation, including zero-circuit QiO [30], quantum state
indistinguishable obfuscation [47], etc. The reason is that the
equivalent quantum implementations can realize the same
computational functionality. When two equivalent imple-
mentations are given as input, a quantum indistinguishability
obfuscator produces outputs that are computationally indis-
tinguishable [31].
Definition 4 (QiO Based on Quantum Circuits Equiva-

lence): Let {Qλ}λ∈N be a family of quantum implementa-
tions for the classical function f , andC be a family of quan-
tum circuits. A quantum indistinguishability obfuscator for
equivalent quantum circuits is a quantum polynomial-time
(QPT) algorithm QiO that takes as input a security parameter
1λ and a pair of quantum implementations (ρ,C) ∈ Qλ, and
outputs a pair of (ρ′,C′). In addition, QiO should satisfy the
following conditions.

1) Polynomial Expansion: There exists a polynomial
function poly(n) such that for all C ∈ C, C is a quan-
tum circuit family, the size of the obfuscated circuitC′

VOLUME 7, 2026 2500418



Engineeringuantum
Transactions onIEEE

Zhang et al.: ECQCO FOR QUANTUM CLOUD PLATFORMS

satisfies |C′| = poly(|C|). It means that the size of the
obfuscated circuitC′ is polynomially bounded in terms
of the size of C.

2) Functional Equivalence: For any C ∈ C, (ρ′,C′)←
QiO(ρ,C),C andC′ are under�subpath equivalence.

3) Computational Indistinguishability: For any QPT dis-
tinguisher D, there exists a negligible function negl
such that for all λ and two pairs of quantum imple-
mentations (ρ1,C1), (ρ2,C2) of the same function f ,
the distributions of the obfuscated outputs are compu-
tationally indistinguishable

|Pr[D( QiO(1λ, (ρ1,C1)→ (ρ′1,C
′
1)) = 1]

− Pr[D( QiO(1λ, (ρ2,C2)→ (ρ′2,C
′
2)) = 1]|

≤ negl(λ).

The equivalence testing of quantum implementations for
a classical function f reduces to indistinguishability anal-
ogous to quantum states represented by density operators.
The simplification relies on applying a constructed unitary
transformation to evolve all possible inputs one by one. The
approach reflects an implicit strategy commonly adopted in
security proofs for general indistinguishability obfuscation
schemes. The method becomes increasingly complex as the
size of the unitary matrix grows exponentially with the num-
ber of qubits [48]. It also leads to inherent security degrada-
tion in all known indistinguishability obfuscation construc-
tions [49].

III. ENCRYPTED-STATE QUANTUM COMPILATION
SCHEME
A. SYSTEM MODEL
The quantum circuit compilation scenario involves a trusted
client and an untrusted server. The client submits a quantum
program to the server, where the quantum program is repre-
sented as a quantum circuit. The server performs quantum
compilation, execution, and measurement, and returns the
result to the client. To ensure the soundness and robustness,
we establish the following assumptions.

1) The client does not possess quantum computational
capabilities.

2) The server is assumed to be a passive adversary that
eavesdrops during the three phases described above.

Given that the server is semihonest, two types of security
threats arise during the quantum compilation phase.

1) Leakage of Output Information: The server obtains
the result of the quantum program after execution
and measurement on the quantum hardware. Since the
quantum state carries information about the quantum
circuit, and the client cannot process quantum data, the
server has access to both the input and output quantum
states. It allows the server to effectively reconstruct the
entire quantum program.

2) Leakage of Structural Information: The server gains
knowledge of the structure of the submitted quantum
circuit, including its topology (as a directed acyclic
graph), the number and types of quantum gates, and
the circuit depth. Such information can reveal sensitive
intellectual property of the client.

Quantum compilation typically alters the circuit structure
significantly, while the output quantum state remains unmod-
ified on the server side. Therefore, eavesdropping is effective
only during the quantum compilation phase, which justifies
our design goal of achieving encrypted-state quantum com-
pilation.
We will propose the ECQCO, which aims to address se-

curity threats arising during the quantum compilation phase.
As illustrated in Fig. 1, ECQCO consists of two core com-
ponents, quantum circuit output obfuscation (QCOO) and
quantum circuit structure obfuscation (QCSO), which mit-
igate the risks of output information leakage and structural
information leakage, respectively.
ECQCO is executed entirely on the client side. The client

first applies QCOO and QCSO in sequence to encrypt and
obfuscate the designed quantum circuit. Then, the client sub-
mits the protected circuit to the server. Upon receiving the
execution result from the server, the client performs decryp-
tion to obtain the correct output. Note that ECQCO can be
extended to larger scale quantum circuits as computational
resources permit. Circuit-level obfuscation can achieve op-
timal effectiveness when it is applied to circuits with de-
terministic outputs. The following subsections provide the
implementation details of QCOO and QCSO.

B. QUANTUM CIRCUIT OUTPUT OBFUSCATION(QCOO)
According to the concept of QHE [50], QCOO enables the
trusted client to encrypt and decrypt quantum data using
secret keys, while allowing specific quantum computings to
be performed directly on the ciphertext without prior de-
cryption. QCOO leverages the homomorphic properties of
QOTP encryption to achieve obfuscated computation over
the output quantum states. In the decryption phase, we in-
troduce a probabilistic inference technique that allows the
recovery of correct measurement outcomes without applying
the decryption key. Instead, the client infers the expected
result based on the statistical distribution of the obfuscated
output. This section describes two crucial technical compo-
nents of QCOO, namely key generation and update as well
as decryption based on RPD, and then describes the overall
scheme design.
The encryption key of QCOO consists of X and Z oper-

ators. The X , Z, H, S, and CNOT gates are called Clifford
group elements, which can maintain the stabilizer state struc-
ture [51]. The Clifford group and T gate form a universal set
of quantum gates. For any n-qubit Clifford circuitC and any
Pauli gate Q, there exists another Pauli gate Q′ that satisfies
CQ = Q′C [52]. When Q = XaZb, a, b ∈ {0, 1}n is used as
the key, and the key update function of the Clifford gate is
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FIGURE 1. Encrypted-state quantum compilation scheme based on quantum circuit obfuscation for quantum cloud platforms.

represented as follows:

fX (a, b) = (a, b) fZ (a, b) = (a, b)

fH (a, b) = (b, a) fS(a, b) = (a, a⊕ b)
fCNOT(a1, b1, a2, b2) = (a1, b1 ⊕ b2, a1 ⊕ a2, b2). (1)

For the T gate and even more generally for any
single-qubit gate U , it can be represented as U = eiα

Rz(β )Ry(γ )Rz(δ) = U (α, β, γ , δ), through the Z − Y − Z
decomposition. The key update function of the U gate is
represented as follows [50]:

XaZbU (α, β, γ , δ)

= U (α, (−1)aβ, (−1)a+bγ , (−1)aδ)XaZb. (2)

For any n-qubit circuitC = (gN, . . . , g2, g1), whereN rep-
resents the number of quantum gates in the circuit. the com-
puting party needs to replace U in the circuit according to
the key (a, b) and (2), and then (a, b) can be updated. When
the circuit acts on the ciphertext quantum state XaZb|ψ〉,
according to the key update function represented in (1), the
encryption key (a0, b0) can be gradually updated to obtain
the decryption key (afinal, bfinal). The specific update pro-
cess is represented in (3), and the homomorphic computation
result obtained is XafinalZbfinalC|ψ〉

FC : {0, 1}2n→ {0, 1}2n,
fgn ◦ · · · ◦ f2 ◦ f1(a0, b0)→ (afinal, bfinal). (3)

In the Clifford+T circuit, since only the T gate in the
quantum circuit of the computing party is replaced, using
(2) to replace the T gate may lead to key leakage. The proof
can be found in Appendix A. QCOO calculates the global
phase of the quantum circuit to ensure that the computing
party does not know which gate is replaced, thus preventing
key leakage. Note that the T gate can be written as follows:

T =
[
1 0
0 eiπ/4

]

= eiπ/8
[
e−iπ/8 0

0 eiπ/8

]

= eiπ/8Rz(π/4). (4)

Since the global phase eiπ/8 is unmeasurable, gates in the
quantum circuit can be replaced withRz(π/4) without affect-
ing the measurement results of the output quantum state. The
same conclusion holds for the T † gate. The replacement rule
for the T/T † gate is expressed as

T → Rz((−1)aπ/4) T †→ Rz((−1)a − π/4). (5)

Since a ∈ {0, 1}n, according to the (5), the set of T gates
after replacement is SetTgate = {Rz(π/4),Rz(−π/4)}. Due to
the randomness of the key, Rz(π/4)/Rz(−π/4) may be ob-
tained directly from the T gate, or it may be obtained by
replacing the T † gate according to the key. Therefore, the
computing party cannot infer the original quantum gate from
the replaced quantum gate.
In general, quantum circuits that have completed encryp-

tion and the replacement of T/T † gates can be correctly
decrypted by directly applying the updated dk circuit before
measurement. In the system model, the compiled quantum
circuit must be executed directly on quantum hardware, and
the user cannot modify the compiled circuit. To address the
constraint, QCOO employs RPD to achieve the decryption
functionality.
RPD is based on the reversed application of the delayed

measurement principle [53], as represented in Theorem 1.
Delayed measurement principle states that any measurement
performed in the middle of a quantum circuit can be post-
poned to the end, with classical conditional operations re-
placed by quantum-controlled gates. The same theorem can
also be applied in reverse. The RPD technique relies on three
foundations. The first is the determinacy of quantum mea-
surement collapse. The second is the controllability of classi-
cal information. The third is the equivalence of measurement
outcomes.
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Algorithm 1: Quantum Circuit Output Obfuscation
Algorithm.
Input: The quantum Clifford+T circuitC.C consists of n
quantum gates, record them in order from left to right
as g1.g2, . . . , gn, among which there are n T/T † gates,
plaintext (initial) quantum state |ψ〉. Clifford circuit
update rules f according to (1), T/T † replacement
rules RT/T † according to (5);

Output: Decryption key dk and the quantum circuit CEnc
obtained after C encryption;
1: Randomly generate the secret encryption key
ek⇐ (a0, b0), a0, b0 ∈ {0, 1}n

2: Xa0Zb0 |ψ〉 ⇐ Enc(ek, |ψ〉)
3: for each gate gi ∈ C do
4: C0 ⇐ C
5: if gi ∈ {T/T †} then
6: Ci+1 = RT/T † (Ci, gi);
7: (ai+1, bi+1) = (ai, bi);
8: else
9: (ai+1, bi+1) = fgi (ai, bi);
10: end if
11: CEnc ⇐ Cn
12: end for
13: XafinalZbfinalC|ψ〉 ⇐ EvalCEnc (Xa0Zb0 |ψ〉)
14: dk⇐ (afinal, bfinal)
15: returndk,CEnc;

Theorem 1 (Reasoning About Probability Distribution):
If a quantum circuitC performsmeasurement only at the final
step and yields a probability distribution P, then it can be
transformed by measuring certain qubits at an intermediate
stage ofC, resulting in a new distribution P′. All subsequent
quantum operations can then be replaced by classical condi-

tional operations, denoted as op. Then, there is P′
op→ P.

In the proposed QCOO scheme, RPD is strictly imple-
mented as a classical postprocessing step performed on the
client side after the quantum measurement. Since the quan-
tum state has collapsed into classical bitstrings, the Pauli-
X encryption key (afinal) acts as a classical bit-flip. Conse-
quently, the client recovers the correct result y from the noisy
measurement outcome x via a simple bitwise xor opera-
tion: y = x⊕ afinal. This classical inverse transformation re-
quires negligible computational overhead, scaling linearly as
O(N) forN shots, making it feasible for resource-constrained
clients. Furthermore, unlike intermediate feed-forward oper-
ations that may disrupt quantum coherence, applying RPD
at the terminal stage ensures that the decryption process
does not propagate or amplify quantum noise. The rigorous
proof of RPD’s robustness under noise and its applicability to
mainstream quantum hardware can be found in Appendix B.
QCOO adopts RPD because the decryption key operator

contains at most 2n Pauli operators fixed at the circuit ter-
minus. On one hand, substituted operations are Pauli oper-
ators with simple forms. Their finite number ensures low

complexity. On the other hand, these operations neighbor
final measurements without superposition or entanglement.
Noise effects remain limited.
The QCOO algorithm is described in Algorithm 1. The

QCOO algorithm consists of three parts, namely key gen-
eration (step 1), encryption (step 2–12), and homomorphic
computation (step 13 and 14). Decryption is achieved via
RPD on the client side. It applies the final key (afinal, bfinal)
to the returned classical measurement results using bitwise
operations, effectively decoupling the decryption cost from
the quantum execution.

C. QUANTUM CIRCUIT STRUCTURE OBFUSCATION(QCSO)
By virtue of the concept of QiO [54], QCSO enables a trusted
client to obfuscate the topological structure and gate-type
information of a quantum circuit without altering its compu-
tational functionality. The functional equivalence of quantum
circuits is achieved by constructing �subpath-equivalence.
To reduce the computational overhead introduced by
structural obfuscation, QCSO analyzes the timing logic of
the circuit to locate candidate positions for insertion. Based
on the analysis, we design an ADOA. ADOA can take into
account both the error suppression of dynamic decoupling
and the security protection of the results of the obfuscation
circuit.
The following subsections describe the three core tech-

niques of QCSO. These are the construction strategies of
�subpath-equivalence, ADOA, and the probability testing
distinguisher. The overall design of the QCSO scheme is then
described.

1) CONSTRUCTION STRATEGIES OF
�SUBPATH-EQUIVALENCE
In quantum computing, equivalent quantum implementa-
tions can perform the same computational task. When given
functionally equivalent inputs, the output produced by a
copy-protection mechanism becomes computationally indis-
tinguishable. In the recent work [31], equivalent quantum
implementation is considered the best copy protection, which
also serves as a primary goal of QCSO. QCSO constructs
equivalent quantum implementations based on the concept of
�subpath-equivalence within quantum circuits. The notion
originates from the idea of subpath sums in Feynman path
integrals [55] and is formally defined in Definition 5.
Definition 5 (�Subpath-Equivalence Based on Subpath

Sums): LetC1 andC2 be two quantum circuits, and let SP1
and SP2 be their respective subpath sums. The circuits C1
and C2 are said to be �subpath-equivalence if there exists a
subpath � SP ⊆ SP such that

1) the subpath sum operators for the two circuits Ck
(where k ∈ {1, 2}) are defined as

U� SPk =
1√
2m
�y∈Zm2 e

2π iφk (x,y)| fk(x, y)〉〈x|
where x = x1x2 · · · xn is the input basis vector (each xi
is a Boolean constant or variable), y = y1y2 · ym are the
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FIGURE 2. (a) Three-qubit example quantum circuit and its corresponding semantic transformation representation. (b) Quantum circuit for constructing
�LSP by near-neighbor and its corresponding subpath sum structure. (c) Quantum circuit for constructing �LSP by long-distance and its corresponding
subpath sum structure.

path variables corresponding to intermediate qubits,
φk(x, y) is the phase polynomial describing the phase
contribution of the subpath sum for Ck, and fk(x, y)
is the Boolean polynomial describing the output basis
states of the circuit Ck;

2) the operators corresponding to the path sums outside
� SPmust be identical for both circuits:U� SP1 /∈ SP1 =
U� SP2 /∈ SP2 , whereU� SPk /∈ SPk denotes the linear oper-
ators defined by the path sums outside the region� SP
for circuit Ck;

3) the subpath sum operators U� SP1 and U� SP2 must be
equivalent:U� SP1 = U� SP2 .

For general quantum circuits, φ(x, y) may contain high-
order terms or nonpolynomial forms. If the accumulated
phase difference between two paths U�SP2 and U�SP2 , sat-
isfies �φ(x, y) ≡ 0 (mod 2π ), then the two circuits are
�subpath-equivalence.
A loop subpath LSP refers to a segment of a subpath that

forms a closed quantum evolution, where a sequence of uni-
tary operationsU1,U2, . . . ,Uk maps the initial quantum state
|ψinit〉 back to itself, i.e., Uk,Uk−1, . . . ,U1|ψinit〉 = |ψinit〉.
To guarantee security under the quantum random oracle,

QCSO explicitly constructs the LSP as a composition of
paired oracle functions: the first half acts as an encryption
oracle Oenc that transforms the local state into a randomized
ciphertext state, while the second half acts as a decryption
oracle Odec that restores it (Odec ◦Oenc ≡ I). QCSO incor-
porates these oracle-based LSPs into the original subpath
segments of a quantum circuit to induce phase cancellation
or controlled phase amplification, while ensuring that the
resulting circuit and the original circuit remain �subpath-
equivalence. The modification alters the circuit structure
without affecting its computational functionality.
Given a 3-qubit example quantum circuit, as illustrated

in Fig. 2(a), let the circuit be denoted by C, and let R1
and R2 represent a sequence of quantum gates that form an
LSP, satisfying R1R2|ψ〉 = |ψ〉. We categorize the construc-
tion strategies for LSP into two types. Fig. 2(b) illustrates
near-neighbor construction, where R1 and R2 are inserted
into adjacent positions along the circuit path. The approach
temporarily alters the quantum state and then restores it,
forming a localized loop. Fig. 2(c) illustrates long-distance
construction, where R1 and R2 are placed at distant positions
in the circuit structure. Despite their separation, they still
form a logical loop between the red and blue paths, enabling
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long-range phase cancellation. Since there may exist multi-
ple valid ways to construct LSP, the selection of an appropri-
ate configuration should balance functional equivalence with
other considerations, such as error suppression, circuit depth,
and computational overhead.

2) ADAPTIVE DECOUPLING OBFUSCATION ALGORITHM
According to the concept of dynamic decoupling [56],
QCSO constructs LSP through the ADOA. The use of two-
qubit gates will incur considerable overhead and may cause
crosstalk errors. Given the durations of a set of universal
quantum gates, ADOA identifies the idle positions of the
quantum circuit C under analog operation through discrete-
to-analog frame conversion based on the given quantum
circuit C.
To reduce the impact of additional gates on compilation

and execution performance, ADOA applies a periodic series
of inversion pulses, specifically the standard XX , XY − 4
and XY − 8 sequences [57], to the qubits. The XX sequence
consists of two equidistant X pulses (X − X) akin to a spin
echo. The XY − 4 sequence comprises four pulses (X − Y −
X − Y ), while the XY − 8 sequence is a symmetrized ex-
tension (X − Y − X − Y − Y − X − Y − X) designed to ro-
bustly suppress phase errors and pulse imperfections. The
gates R1 and R2 that form the LSP are inserted into idle
positions within the quantum circuit, which serves to sup-
press idle-time decoherence. The approach corresponds to
the adjacent construction of LSP mentioned above. If the
idle position is insufficient to insert the minimum pulse se-
quence, then ADOA will check whether there are adjacent
single-qubit gates before and after this position. If such gates
exist, a ZZ pulse is inserted, and one of the Z gates is com-
bined with an adjacent qubit gate to form a new single-qubit
gate. If no adjacent single-qubit gates are present, the cir-
cuit remains unchanged. The approach is an alternative to
the long-distance construction of LSP. When LSP is con-
structed over large-scale circuits at a long distance, it will
generate a huge amount of computation. An “approximate”
long-distance construction can be achieved by inserting Z
gates at multiple small idle positions.
The preference for the ZZ sequence over the XX se-

quence in merging scenarios is driven by its negligible im-
plementation cost, as it is realized via virtual Z gates [58].
Specifically, these gates are implemented instantaneously by
updating the phase reference of subsequent pulses in soft-
ware, incurring zero physical duration. In addition, the ZZ
sequence effectively suppresses crosstalk residues through
frame randomization. Unlike the XX or XY − 4 sequences
which utilize spin echoes to refocus intrinsic dephasing er-
rors (T2), the merged ZZ sequence offers limited suppres-
sion of such decoherence. Therefore, ADOA sets the ob-
fuscation decoupling parameter λ to achieve a tradeoff be-
tween noise suppression and circuit structure protection. The
obfuscation decoupling parameter λ serves as a Boolean
control switch determined by the client’s security-efficiency
requirements. When λ is set to True, ADOA activates the

Algorithm 2: Adaptive Decoupling Obfuscation
Algorithm.
Input: The quantum circuit C, the durations of a set of
universal quantum gates Sduration, an empty set of
circuit idle positions Free, an empty instruction list
Lempty. InC, the set of single-qubit gates for the
near-neighbor before and after the idle position is
{gcontext}, obfuscation decoupling parameters λ;

Output: The quantum circuit after QCSO⇒ CQCSO;
1: DAGC ⇐ getDAGgraph(C);
2: Populate Lempty with operations from DAGC, obtain

the discrete frames of C⇒ D fC;
3: Convert discrete frames into analog frames,
A fC ⇐ convert(D fC, Sduration);

4: for each analog frame a f ∈ A fC do
5: for each qubit qi ∈ C do
6: Calculate the idle duration and position,

denoted as ti, pi, respectively;
7: if ti > 0 then
8: Add pi to Freei and merge adjacent pi in

time;
9: end if
10: end for
11: end for
12: for each qubit qi ∈ C do
13: for each idle position p j ∈ Freei do
14: if p j > XY − 8 then
15: Insert XY − 8 sequence at p j, obtain Ci j,

CQCSO ⇐ Ci j;
16: else if p j > XY − 4 then
17: Insert XY − 4 sequence at p j, obtain Ci j,

CQCSO ⇐ Ci j;
18: else if p j > XX then
19: Insert XY − 4 sequence at p j, obtain Ci j,

CQCSO ⇐ Ci j;
20: else if p j > Z and p j < XX and {gcontext} �= ∅

and λ = True then
21: Insert Z sequence at p j, combine Z and

gcontext into a newU3 gate, obtain Ci j,
CQCSO ⇐ Ci j;

22: end if
23: end for
24: end for
25: returnCQCSO

insertion of ZZ sequences tomaximize structural obfuscation
and crosstalk suppression, whereas setting it to False dis-
ables this feature to prioritize minimal circuit depth and gate
overhead.
In addition, ADOA generates these oracle-based LSP

sequences using polynomial resources, ensuring that the
construction of QCSO remains efficient and scalable
(O(poly(n))) regardless of the circuit size. The detailed
procedure of ADOA is described in Algorithm 2.
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3) PROBABILITY TESTING DISTINGUISHER
Although QCSO inserts pulse sequences that are mathemat-
ically equivalent, we still need to verify whether the scheme
preserves quantum indistinguishability in functionality. It is
necessary for establishing both correctness and the achiev-
able security level. One natural approach is to test all possible
inputs. As the input size increases, the number of possible
inputs increases exponentially. It leads to high computational
cost and potential loss of security guarantees.
QCSO uses a method called PTD. PTD is based on the

idea of polynomial identity testing under semantic optimiza-
tion, which can reduce the indistinguishability verification
problem to the equivalence of SP. PTD randomly samples
the path variables of the quantum circuit and checks whether
it satisfies �subpath-equivalence. If they are not equal, the
test finds a counterexample. If they are equal, the two quan-
tum circuits are considered functionally equivalent with high
probability.
To ensure the reliability of PTD, we employ a positive-

negative testing strategy. The positive test verifies the func-
tional equivalence of the obfuscated circuit. In contrast, the
negative test involves deliberately constructing a nonequiv-
alent circuit (Fake_QC) by randomly altering 5% –15% of
the quantum paths (e.g., breaking the LSP). This control
experiment confirms PTD’s ability to detect inequality effec-
tively, ensuring that the verification of LSP insertions is both
accurate and verifiable in polynomial time.

D. ECQCO SCHEME
To better illustrate how ECQCO encrypts the quantum circuit
at the user end, we take the Toffoli gate decomposition circuit
as an example to introduce the ECQCO scheme, as illustrated
in Fig. 3. Assume that the duration of all single-qubit gates is
the same and the CX gate is exactly twice that of the single-
qubit gate, although it is not necessarily the case in reality.
In Fig. 3, ECQCO will apply the QCOO algorithm (Al-

gorithm 1) to the circuit C first. Assume that the ran-
domly generated key is sk = (a0, b0) = (1, 0, 1)(0, 1, 0)
(the purple circuit). The T/T † gates in C are replaced
by RZ (π/4)/RZ (−π/4) gates (the grey gates above). Up-
date the key according to the quantum gate information
in C to obtain the decryption key pk = (afinal, bfinal) =
(1, 0, 1)(1, 1, 0) (blue circuit). At the same time, the change
of the keywill alsomodify the replacedRZ gate (the gray gate
as follows). The quantum circuit that completes the update
and replacement, together with sk, constitutes the encryption
circuit CEnc.
Subsequently, CEnc goes through a discrete-analog frame

conversion to obtain all the idle positions (green squares)
in the circuit. According to the ADOA (Algorithm 2), a
pulse sequence is inserted into the idle positions (the ex-
ample assumes λ is true). The XX sequences (yellow gate)
are inserted into long idles, and the ZZ sequences (orange
gate) are inserted into short idles and merged with the near-
neighbor single-qubit gates to obtain the corresponding U3

gate (red gate), resulting in the scrambled circuit QC. A
copy of QC has a small number of quantum gates randomly
deleted/changed (5% –15% ) to obtain Fake_QC. QC and
Fake_QC are subjected to equivalence verification through
PTD. After the verification is correct, QC is run and mea-
sured to obtain the original probability distribution. Finally,
with the help of the RPD, the original probability distribution
is restored to the correct probability distribution according
to pk, thus completing the encrypted-state quantum compi-
lation.

E. CORRECTNESS AND SECURITY ANALYSES
The correctness of the ECQCO scheme consists of the com-
bined correctness guarantees of QCOO andQCSO. QCOO is
F-homomorphic, as represented in Theorem 2. The theoret-
ical correctness of QCSO comes from the Schwartz–Zippel
lemma [59], and it is verified experimentally through positive
and negative testing in Section IV-B.

1) CORRECTNESS ANALYSIS
Theorem 2 (The Correctness of QCOO): QCOO is F-
homomorphic.
Proof: The definition of F-homomorphic is given in

Definition 3. Any quantum circuit can be constructed by
Clifford+T gates. Without loss of generality, we consider
an n-qubit quantum circuit C ∈ F that contains at least one
T/T † gate. Suppose the first T gate gi, j is the jth quantum
gate, acting on the ith qubit, i.e, gi, j = T .C can be expressed
as C = �2T/T †�1, where �1 contains only Clifford gates,
and �2 consists of Clifford+T/T †.

The user encrypts the plaintext state |ψ〉 = |α〉 ⊗
|ω〉 ⊗ |β〉 with QOTP, which produces a ciphertext
state Xa0Zb0 |ψ〉 = X⊗

n
k=1a0(k)Z⊗

n
k=1b0(k)(|α〉 ⊗ |ω〉 ⊗ |β〉).

During the key update process, after updating �1, the key
is (a j−1, b j−1). When updating the first T gate of C, first
replace the T gate with RZ ((−1)a j−1(i)π/4), and then update
the key (a j, b j ) = (a j−1, b j−1). The replaced quantum
circuit Cmid is �2(Ii−1 ⊗ RZ ((−1)a j−1(i)π/4)In−i)�1. At
the time, when the quantum circuit C acts on the encrypted
quantum state, the following equation holds:

CmidX
a0Zb0 |ψ〉

= �2

(
Ii−1 ⊗ RZ

(
(−1)a j−1(i)π/4

)
In−i

)
�1X

a0Zb0 |ψ〉.
(6)

According to the Clifford gate key update function, the key
updated after the operation �1 is (a j−1, b j−1) = �(a0, b0).
Therefore, (7) holds after the operation �1CmidX

a0Zb0 |ψ〉

= �2

(
Ii−1 ⊗ RZ

(
(−1)a j−1(i)π/4

)
In−i

)

Xaj−1Zbj−1�1|ψ〉

= �2

(
Ii−1 ⊗ RZ

(
(−1)a j−1(i)π/4

)
In−i

)
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FIGURE 3. Process of applying ECQCO to the Toffoli gate decomposition circuit.

(
X⊗

i−1
k=1a j−1(k)Z⊗

j−1
k=1b j−1(k) ⊗ Xaj−1(i)Zbj−1(i)

⊗X⊗nk=i+1a j−1(k)Z⊗nk=i+1b j−1(k)
)
�1|ψ〉. (7)

According to the properties of RZ , the following holds:

RZ
(
(−1)a j−1(i)π/4

)
Xaj−1(i)Zbj−1(i)

= Xaj−1(i)Zbj−1(i)RZ (π/4). (8)

According to the absorption law of the tensor product
(A⊗ B)(C ⊗ D) = AC ⊗ BD and (8), the following equation
holds:

(
Ii−1 ⊗ RZ

(
(−1)a j−1(i)π/4

)
⊗ In−i

)
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(
X⊗

i−1
k=1a j−1(k)Z⊗

j−1
k=1b j−1(k) ⊗ Xaj−1(i)Zbj−1(i)

⊗X⊗nk=i+1a j−1(k)Z⊗nk=i+1b j−1(k)
)

= X⊗
i−1
k=1a j−1(k)Z⊗

j−1
k=1b j−1(k) ⊗ RZ

(
(−1)a j−1(i)π/4

)

Xaj−1(i)Zaj−1(i) ⊗ X⊗nk=i+1a j−1(k)Z⊗nk=i+1b j−1(k)

= X⊗
i−1
k=1a j−1(k)Z⊗

j−1
k=1b j−1(k) ⊗ Xaj−1(i)Zaj−1(i)RZ (π/4)

⊗ X⊗nk=i+1a j−1(k)Z⊗nk=i+1b j−1(k)

=
(
X⊗

i−1
k=1a j−1(k)Z⊗

j−1
k=1b j−1(k)

⊗Xaj−1(i)Zbj−1(i) ⊗ X⊗nk=i+1a j−1(k)Z⊗nk=i+1b j−1(k)
)

(Ii−1 ⊗ RZ (π/4)⊗ In−i)
= Xaj−1Zaj−1 (Ii−1 ⊗ RZ (π/4)⊗ In−i) . (9)

The key remains unchanged after the action of the T gate,
satisfying (a j, b j ) = (a j−1, b j−1). Therefore, the following
holds:

CmidX
a0Zb0 |ψ〉 = �2X

ajZa j

(Ii−1 ⊗ RZ (π/4)⊗ In−i)�1. (10)

The computing party can complete the QHE of �1 and
the first T gate, according to (10). The same applies to
the T † gate. Similarly, the QHE of �2 can be completed
according to the above process. After the encryption is
completed,CXa0Zb0 |ψ〉 = XafinalZbfinalC|ψ〉 holds. By apply-
ing dk = (afinal, bfinal) to construct the decryption operator
ZbfinalXafinal , the correct plaintext result C|ψ〉 is obtained.
Therefore, QCOO is F-homomorphic.
The correctness of QCSO relies on verifying the obfus-

cated quantum circuit using the PTD. The verification is
based on the extended semantic transformation of quantum
implementations [60] and the Schwartz–Zippel lemma [59].
The proof can be found in Appendix C. In practice, we adopt
the widely used positive–negative testing from classical in-
tegrated circuit design. The positive test checks whether the
circuit remains functionally equivalent after obfuscation. The
negative test introduces changes to the obfuscated circuit by
randomly adding or removing 5% to 15% of selected quan-
tum paths. It then re-evaluates the functional equivalence. A
single counterexample is sufficient to determine inequality,
making the test verifiable in polynomial time. By comparing
the time costs of the positive and negative tests in the ex-
periments (Section IV-B), we reduce the overall verification
complexity from exponential to polynomial scale.

2) SECURITY ANALYSIS
The security of the ECQCO scheme consists of the combined
security guarantees of QCOO and QCSO. QCOO achieves
information-theoretic security, as represented in Theorem 3.
QCSO is quantum indistinguishable secure, under the quan-
tum random oracle, as represented in Theorem 4.

Theorem 3 (The Security of QCOO): QCOO is
information-theoretically secure.
Proof: The user encrypts the plaintext state |ψ〉 using

QOTP, which produces a ciphertext state Xa0Zb0 |ψ〉 that is
a maximally mixed state. As a result, the computing server
cannot obtain any information about the |ψ〉 or (a0, b0). The
replacement of quantum gates within the circuit does not
reveal any information about the key. The computing server
cannot infer the intermediate key values and cannot derive
the (afinal, bfinal). The scheme completely hides both the input
and the output. In addition, the security of QOTP and gate re-
placement does not rely on any computational assumptions.
Thus, QCOO achieves information-theoretic security. �
We emphasize that the information-theoretic security of

QCOO is guaranteed exclusively by the QOTP mechanism
and remains independent of the RPDdecryption performance
under noise.
Theorem 4 (The Security of QCSO): QCSO is quantum

indistinguishable secure, under the quantum random oracle.
Proof: We assume that there exists two quantum im-

plementations (ρ0,C0), (ρ1,C1) of a classical function f ,
defined in Definition 6.
Definition 6 (Quantum Implementation of Classic

Function): Let n,m ∈ N, classic function f : {0, 1}n→
{0, 1}n, ε ∈ [0, 1].The (1− ε)-quantum implementation of
f is a pair (ρ,C), ρ is the quantum state of the system, and
C is the quantum circuit that satisfies the following:

∀x ∈ {0, 1}n, Pr[C(ρ, x) = f (x)] ≥ 1− ε. (11)

If (ρ0,C0) and (ρ1,C1) satisfy (12), then we say that
(ρ0,C0) and (ρ1,C1) are two equivalent quantum implemen-
tations of f

|Pr[D(ρ0,C0) = 1]− Pr[D(ρ1,C1) = 1]| ≤ negl(λ). (12)

QCSO inserts the identity gate into (ρ0,C0) to obtain
(ρ1,C1), where each inserted sequence forms LSP and sat-
isfies the �subpath equivalence. Apart from the inserted se-
quences, the circuits remain exactly the same, and the sub-
path sum is preserved. So the (ρ0,C0) and (ρ1,C1) after the
action of QCSO are two equivalent quantum implementa-
tions. According to Definition 4, a QiO scheme can be con-
structed based on quantum circuit equivalence if equivalent
quantum implementations are satisfied. In this way, the secu-
rity of QCSO can be attributed to QiO [31], and the universal
security of QiO is the quantum indistinguishability under the
quantum random oracle.
We analyze the security of QCSO within the quantum

random oracle, where the specific construction of LSP as
paired encryption–decryption oracles guarantees robustness.
Specifically, the scheme satisfies one-more unforgeability
and IND-qCCA security, ensuring that an adversary with
polynomial query access cannot forge valid new structures
or distinguish functionally equivalent circuits due to the ran-
domization of intermediate states. Note that the derivation of
the security proof for QiO is too long and not the focus of our
article. More technical details can be found in literature [54]
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TABLE 1 Verification Results After ECQCO

IV. EXPERIMENTS
A. EXPERIMENT SETUP
The scheme is implemented by Python 3.11, leveraging
Qpanda3 [4] for simulating quantum compilation and opera-
tion. The benchmark circuits were selected from the standard
library [61], [62] constructed with “high-level” descriptions
in RevLib [63], as well as reconstructed implementations
of representative quantum algorithms. These benchmarks in-
clude reversible arithmetic circuits and rigorous implementa-
tions of quantum algorithms. They have been widely adopted
in prior work [54], [61], [62] on quantum circuit compila-
tion and equivalence verification. These benchmarks allow
us to comprehensively evaluate the scalability of our system
across a range of circuit complexities.
To ensure the realism of our experiments, we used the

core.NoiseModel module in Qpanda3 [4] to construct a
noise-aware quantum simulation environment, which in-
tegrates various noise models derived from the Wukong
72-qubit superconducting quantum computer developed by
OriginQ. We established a comprehensive simulation en-
vironment incorporating readout noise, decoherence noise,
and universal gate errors. This model explicitly accounts for
control errors via depolarizing channels (p1 = 10−4, p2 =
10−3) and measurement errors (pmeas = 10−2). We config-
ured the coherence times to T1 = T2 = 100μs and set the
gate durations to t1q = 84 ns for single-qubit gates and t2q =
185 ns for two-qubit gates. These parameters align with the
calibration data of state-of-the-art superconducting proces-
sors (e.g., the Quafu superconducting cloud platform [64]).

B. CORRECTNESS
The correctness of ECQCO relies on validating both QCOO
and QCSO. Since the verification complexity of QCOO
is polynomial, we can efficiently test the consistency be-
tween the decrypted output and the original plaintext through

experiments. In contrast, QCSO requires exponential re-
sources for full verification, so PTD is applied to assess
functional equivalence after obfuscation.
Table 1 lists the verification results of quantum circuits ob-

fuscated by ECQCO. The columns labeled Clifford gates and
T -gate indicate the number of Clifford and T gates, respec-
tively. The Positive and Negative columns report the time
required to confirm functional equivalence and nonequiva-
lence, respectively. As listed in Table 1, all obfuscated bench-
mark circuits passed the functional equivalence test, result-
ing in a 100% success rate. The largest circuit contains 384
qubits, 1020 path variables, and more than 410 000 gates.
It completed verification in approximately 38 min. All other
benchmarks completed verification within 2min, and 55% of
them finished in under 1 s. The time difference between re-
verse verification and forward verification is within approxi-
mately 6% . It indicates that ECQCO successfully reduces
the equivalence verification to the polynomial level O(n),
thus verifying the correctness of QCSO.

C. OBFUSCATION EFFECT
Total variation distance (TVD) is a standard metric in prob-
ability theory for quantifying the difference between two
probability distributions. It has been widely used in quan-
tum circuit obfuscation research. TVD is computed as the
sum of the absolute differences between the output counts
of the obfuscated and original circuits, normalized by the
total number of shots. A TVD value closer to 1 indicates
a greater divergence between the obfuscated and original
output distributions. In the context of QCOO, a high TVD
is desirable as it implies that the output states have been
effectively transformed by the encryption, thereby masking
the original output statistics and preventing adversaries from
inferring the circuit functionality. TVD is defined by (13),
where N represents the total number of shots in this run, n is
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the number of qubits in the output, yECQCOi and yoriginali rep-
resent the total number of measurement outcomes of value i,
respectively, in the ECQCO and original quantum circuits

TVD =
∑2n−1

i=0 |yECQCOi − yorigini |
2N

. (13)

The normalized graph edit distance (normGED) is a clas-
sical metric used to measure structural differences between
two graphs. It computes the minimum total cost required
to transform one graph into another by applying a set of
defined edit operations, and normalizes the cost by the max-
imum possible value. NormGED value closer to 1 indi-
cates a more substantial structural transformation, which
suggests that the QCSO is stronger. Given two graphs G1 =
(V1,E1),G2 = (V2,E2), the GED is defined as the sum of
the minimum edit costs required to transform G1 into G2,
including add/delete/replace nodes and edges. GED(G1,G2)
is denoted as the minimum total cost and the maximum pos-
sible GED is represented as maxGED(G1,G2). normGED is
defined by

normGED = GED(G1,G2)

maxGED(G1,G2)

= GED(G1,G2)

max(|V1|, |V2|)+max(|E1|, |E2|) . (14)

To comprehensively evaluate the effectiveness of the
scheme, we compare ECQCO with several functional ob-
fuscation methods for TVD analysis and structural obfus-
cation methods for normGED analysis. Specifically, for the
TVD comparison, we select E-LoQ [24], OPAQUE [26], and
TetrisLock [27]. They actively disrupt output distributions
through interlocking split compilation, phase-based encod-
ing, and logic locking mechanisms, respectively. For the nor-
mGED comparison, we select inverse gates [17], composite
gates [65], and delayed gates [65]. They alter the circuit
topology by inserting redundant or logically equivalent gate
sequences while preserving the original functionality.
We have selected four quantum algorithms to measure

the overheads of different algorithms and schemes, includ-
ing the Bernstein–Vazirani algorithm [48], the Grover algo-
rithm [66], the quantum approximate optimization algorithm
(QAOA) [67], and the Shor’s algorithm [68]. TVD and nor-
mGED are used to evaluate how ECQCO impacts the output
distribution and structural topology of the circuits, respec-
tively. The encryption key of ECQCO is randomly selected,
resulting in different quantum circuits for each obfuscation.
Therefore, in the experimental data, the ECQCO-related in-
dicators are derived from 30 independent execution runs for
each benchmark algorithm, with each run comprising 4096
measurement shots.
As shown in Fig. 4, ECQCO demonstrates stability across

all benchmarks, maintaining a consistently high average
TVD (> 0.7) with minimal variance (σ < 0.05). In compari-
son, the baseline schemes, while effective, exhibit some sen-
sitivity to algorithm characteristics. For instance, E-LoQ [24]
shows reduced TVD on probabilistic algorithms like QAOA,

FIGURE 4. TVD from circuit-based obfuscation.

FIGURE 5. Normalized GED from circuit-based obfuscation.

while OPAQUE [26] and TetrisLock [27] display higher vari-
ance on shallow circuits. This comparison highlights that
ECQCO offers a uniform output masking capability that is
robustly independent of the underlying circuit structure.
Fig. 5 shows the normGED results under different schemes

for some common quantum algorithms. After applying EC-
QCO, the average normGED can reach a relatively high level
of 0.88. Specifically, ECQCO demonstrates superior stability
compared to composite gates [65], and its structural obfusca-
tion capability remains competitive with dedicated baselines,
such as inverse gates [17] and delayed gates [65]. Therefore,
Figs. 4 and 5 indicate that ECQCO effectively obfuscates
both output and structure across common quantum programs.

D. OVERHEAD AND FIDELITY
Security-aware quantum compilation requires a balance be-
tween protection and efficiency. Excessive insertion of quan-
tum gates or ancillary qubits contradicts the fundamen-
tal goals of quantum compilation. Table 2 presents the
depth, analog-frame-based runtime, and fidelity of repre-
sentative quantum algorithms under different circuit protec-
tion schemes. Due to the use of encrypted quantum circuits
introduced by the output obfuscation mechanism, ECQCO
slightly increases the circuit depth, and the total runtime
grows by an average of 3% compared to the original circuits.
Since the structure encryption in ECQCO adopts fixed-depth
circuits, the overhead in runtime becomes even less signif-
icant as the circuit scales. As shown in Table 2, the fidelity
variation after ECQCO transformation remains within 1.1%
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TABLE 2 Comparison Among Different Quantum Circuit Protection Schemes

across most algorithms, and even improves by approximately
4.1% for the Bernstein–Vazirani algorithm. Theoretically,
the fidelity penalty from added gates scales as Ecost ≈ Nadd ·
p1, which is negligible compared to the unmitigated idle
error Eidle ≈ tidle/T2 that dominates the original circuits. This
analytical prediction is validated by the experimental data,
confirming that the benefits of the dynamic decoupling out-
weigh theminimal overhead of single-qubit gates. Therefore,
the improvement is attributed to the dynamic decoupling
mechanism embedded in ECQCO, which suppresses idle-
time decoherence errors.
While the composite gates scheme also introduces modest

increases in depth and runtime, it requires doubling the num-
ber of auxiliary qubits for gate merging, which enlarges the
quantum volume and moderately reduces fidelity (e.g., drop-
ping to 0.85 for Grover). In contrast, the inverse gates and
delayed gates schemes introduce a large number of additional
quantum gates, which significantly increase both the circuit
depth and its duration by over ten times. As a result, these
schemes suffer from intensified decoherence noise and lead
to drastically lower overall fidelity; specifically, the fidelity
for the Bernstein–Vazirani algorithm plummets to 0.1324
and 0.2032, respectively, rendering the results nearly indis-
tinguishable from noise.

V. CONCLUSION
In this work, we proposed a quantum encrypted-state com-
pilation scheme based on quantum circuit obfuscation. The
scheme leveraged efficiently instantiated quantum indis-
tinguishability obfuscation and QHE to protect both the
output and structural information of quantum circuits. It
achieved a strong balance between security and efficiency
by building on quantum cryptographic primitives. It in-
troduced only slight increases in circuit complexity, with
average fidelity variation remaining within 1.1% . Exper-
imental results demonstrated that our method was well-
suited for quantum cloud compilation scenarios in the
NISQ era, especially where quantum program privacy was
required.

Furthermore, the effectiveness of our approach for large-
scale quantum programs and hybrid quantum-classical algo-
rithms with frequent classical interaction (such as multilayer
QAOA) remains to be further explored. While the theoretical
security guarantees remained valid, the practical realization
of encrypted-state compilation requires additional engineer-
ing mechanisms to optimize performance. In addition, the
verifiability of user-side results is not fully addressed in this
work and should be considered in future designs.

APPENDIX A
T/T † GATE REPLACEMENT FOR LEAKED KEY
In Appendix A, we provide a theoretical explanation of
why applying the U gate substitution rule to replace T/T †

gates in QCOO’s key update process may lead to user key
leakage. Taking the T gate as an example, its Z − Y − Z
decomposition is shown as follows:

T = eiαRz(β )Ry(γ )Rz(δ)

= eiα
[
e−iβ/2 0
0 eiβ/2

] [
cos γ2 −sin γ2
sin γ2 cos γ2

] [
e−iδ/2 0
0 eiδ/2

]

= eiα
[
e−i(β+δ)/2cos γ2 −e−i(β−δ)/2sin γ2
ei(β−δ)/2sin γ2 ei(β+δ)/2cos γ2

]
. (15)

By comparing the form of the T gate, we can obtain that
γ = 0, α − β+δ

2 = 0, α + β+δ
2 = π/4. The T gate can be

decomposed into T = U (π/8, β, 0, δ), where β + δ = π/4.
According to the key and gate substitution rules, T gates in
the quantum circuit are replaced with T ′, as

T = U (π/8, (−1)aβ, 0, (−1)aδ)

= eiα
[
ei(−1)a+1(β+δ)/2 0

0 ei(−1)a(β+δ)/2

]

=
[
eiπ/8(1+(−1)a+1) 0

0 eiπ/8(1+(−1)a
]
. (16)

The computing party can obtain the replaced gate T ′ and
decompose it, then there is T ′ = U (π/8, β ′, γ ′, δ′). Only
T gate in the quantum circuit is replaced, so the following
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equation holds:

T ′ = U (π/8, β ′, γ ′, δ′)

= U (π/8, (−1)aβ, 0, (−1)aδ). (17)

Therefore, β ′ + δ′ = (−1)aβ + (−1)aδ = (−1)a(β +
δ) = (−1)aπ/4. According to the decomposition results of
T ′, if β ′ + δ′ = π/4, then a = 0. If β ′ + δ′ = −π/4, then
a = 1. The same applies to T †. The computing party can
distinguish between T gates and T † gates through α. Hence,
the computing party only needs to extract the parameters of
T gates and T † gates, and then infer the value of the key
through consistency. The computing party can obtain the
key by comparing the quantum gates before and after the
gate replacement.

APPENDIX B
ANALYSIS OF RPD
A. COMPUTATIONAL COMPLEXITY AND CLIENT-SIDE
FEASIBILITY
The nontrivial transformations required on the client side
consist of two phases: 1) key update during compilation; and
2) RPD during result retrieval.
In the encryption phase of QCOO, the key update rules

(1) rely strictly on Clifford group properties, which are ef-
ficiently simulated classically. For a circuit with Ngates, the
key update involves tracking the Pauli X/Z indexes using
Boolean algebra (xor). The time complexity is O(Ngates). In
the decryption phase (RPD), RPD applies the decryption key
k to the measurement bitstrings. For M shots of an n-qubit
result, this requires M bitwise xor operations: yi = xi ⊕ k
for i ∈ {1. . .M}. In the most direct implementation, the time
complexity is dominated by reading the data stream, scal-
ing linearly as O(Mn). Alternatively, the client can first ag-
gregate the counts to form a histogram and then apply the
permutation k to the histogram bins. This reduces the xor
operations to the number of unique observed statesU (where
U ≤ min(M, 2n)).

Regardless of the implementation choice, the complexity
remains polynomial (linear in the data size M). For a large-
scale task (106 shots), the entire decryption takes millisec-
onds on a standard CPU. This confirms that the scheme is
strictly lightweight and suitable for clients with no quantum
computational power.

B. FAILURE THRESHOLD AND ROBUSTNESS ANALYSIS
Theorem 5 (Fidelity Invariance): The RPD introduces
zero algorithmic error to the final probability distribu-
tion. Specifically, the TVD between the decrypted distri-
bution and the ideal distribution is mathematically invari-
ant relative to the noisy execution state generated by the
hardware.
Proof: Let ρideal denote the ideal encrypted quantum state

and N represent the physical noise channel of the quantum
hardware. The actual noisy state prior to measurement is

given by ρout = N (ρideal). The measured probability distri-
bution is formally defined as Pnoisy(x) = 〈x|ρout|x〉, while the
target ideal distribution is denoted as Pideal.
It is crucial to note that while the encryption key typi-

cally comprises both Pauli-X and Pauli-Z components, the
final readout is performed in the computational basis. Con-
sequently, the phase flips induced by the Z-component do
not alter the outcome probabilities (|〈x|Zbψ〉|2 = |〈x|ψ〉|2).
This implies that the decryption function f relies exclusively
on the X-component (bit-flip information) to reconstruct the
correct bitstrings, rendering the Z-component redundant for
the retrieval of the probability distribution.
The decrypted distribution Pdec is derived by permuting

Pnoisy according to the bijection f (x) = x⊕ k, where k rep-
resents the aggregate bit-flip key. The fidelity of the result is
quantified using the TVD

TVD(Pdec,Pideal) = 1

2

∑
x

|Pdec(x)− Pideal(x)|. (18)

Due to the bijective nature of the xor operation (which
is an isometry for the l1-norm), the summation over the
permuted indexes remains invariant

∑
x

|Pnoisy(x⊕ k)− Penc_ideal(x⊕ k)|

=
∑
y

|Pnoisy(y)− Penc_ideal(y)|. (19)

This equality leads to the conclusion

TVD(Pdec,Pideal ) = TVD(Pnoisy,Penc_ideal). (20)

Thus, the decryption process strictly preserves the statisti-
cal distance metric, verifying that no additional algorithmic
error is introduced by the protocol. �
Failure Condition Analysis: The robustness of the scheme

depends on the properties of the noise channel N . Consider
a global depolarizing channel defined as

Np(ρ) = (1− p)ρ + p
I

2n
(21)

where p ∈ [0, 1] is the depolarizing parameter and I/2n rep-
resents the maximally mixed state. The decryption fails to
extract information if and only if the hardware noise domi-
nates the signal completely. Specifically, in the limit where
p→ 1, the noisy state ρout becomes the maximally mixed
state. Consequently, the observed distribution Pnoisy becomes
the uniform distribution U . Since the RPD decryption func-
tion f (x) = x⊕ k maps a uniform distribution to itself (i.e.,
f (U ) = U), the decrypted result contains no correlation with
Pideal.
Therefore, the method fails only at the physical limit of

the hardware (zero channel capacity), rather than due to any
algorithmic deficiency.

C. MEASUREMENT NOISE MITIGATION ON REAL
HARDWARE
In realistic NISQ environments, measurement fidelity is con-
strained by readout errors. This phenomenon is formally
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modeled by a stochastic assignment matrixM ∈ RN×N (N =
2n), which characterizes the probability of observing a state i
given the preparation of a state j. Mathematically, the matrix
elements are defined as

Mi, j = Pr(observed = i | prepared = j). (22)

This linear model provides a universal abstraction for diverse
physical error mechanisms, including state relaxation in su-
perconducting qubits, detection inefficiency in trapped ions,
and atom loss events in neutral atom arrays.
Let penc denote the probability vector of the encrypted

quantum state. The observed noisy distribution pobs is given
by the linear transformation

pobs =M · penc. (23)

The proposed RPD decryption functions as a permuta-
tion operator �k determined by the key k, mapping the en-
crypted distribution to the target distribution. Since both the
noise channel M and the decryption �k are linear opera-
tors acting on the probability vector space, the scheme is
inherently compatible with standard readout error mitigation
techniques.
Specifically, a user can mitigate errors by applying the

inverse assignment matrixM−1 directly to the observed raw
counts before performing the RPD decryption

pmitigated = �k · (M−1 · pobs) ≈ �k · penc = ptarget. (24)

This derivation confirms that the ECQCO scheme does not
impede the efficacy of error mitigation pipelines. By decou-
pling the decryption logic from the physical readout layer, the
protocol ensures high-fidelity distribution recovery across all
mainstream quantum cloud platforms.

APPENDIX C
POLYNOMIAL EQUIVALENCE DETECTION
The correctness of QCSO relies on verifying the obfuscated
quantum circuit using the PTD. In Appendix B, we further
explain the idea behind PTD and provide a proof of its
validity. PTD draws inspiration from polynomial identity
testing [60], a method widely used in integrated circuit ver-
ification and semantic optimization. It reduces the indistin-
guishability verification of quantum circuits to a subpath sum
equivalence problem, and performs probabilistic testing on
the phase polynomials of these subpaths.
Assume the quantum circuit is C, and m is the number of

qubit outputs ofC. The phase polynomial φ ∈ D[x, y] is a lin-
ear polynomial in the input variable x and the path variables
y = y1y2 . . . ym. The phase polynomial encodes the relative
phase accumulated along each computational path. Given φ1
and φ2, φ1, φ2 ∈ DM[x, y] defined over the same set of n vari-
ables, the procedure inserts � polynomials into φ1 and checks
whether for all variables υ ∈ Cn, there is φ1(υ ) = φ2(υ ),
concisely represented as φ1 = φ2. d represents the maximum
degree of the two polynomials. The correctness of PTD is
shown in Theorem 6

Theorem 6 (The Correctness of PTD): PTD can verify
the equivalence of φ1 and φ2 with a high probability 1−
�2 d/|R|.
Proof: Suppose we insert �mutually nonequivalent poly-

nomials into φ1, all defined over the same set of n variables.
This defines an implicit randomized computation consisting
of the following steps.

1) Select a finite subset R ∈ C of complex numbers.
2) Sample n independent values from R, υ1, . . . , υn.
3) For each pair φi and φ j, check whether φi(υ ) =
φ j(υ ), i �= j, i, j ∈ {1, . . . , �}.

According to the Schwartz–Zippel lemma [59] (which
provides a worst-case bound), the algorithm returns True if
φ1 = φ2. This is because ∀υ, φ1(υ ) = φ2(υ ). If φ1 �= φ2,
then the probability of returning True is at most d/|R|. Other-
wise, the probability of returning False is at least 1− d/|R|.
For φ1 �= φ2, there is a small chance that the answer is incor-
rect. Therefore, by the union bound, for any pair of poly-
nomials φi, φ j, if φi(υ ) = φ j(υ ), the test returns True. If
φi(υ ) �= φ j(υ ), the probability of returning True satisfies the
following:

Pr
[∃i �= j, φi(υ ) = φ j(υ )

]
≤

∑
i, j∈[1,�],i �= j

Pr
[
φi(υ ) = φ j(υ )

] ≤ �2d/|R|. (25)

Otherwise, the algorithm returns False with probability at
least 1− �2 d/|R|. The proof is complete. �
For example, suppose φ1 and φ2 are two nonequivalent

polynomials of degree 10. If the set R is chosen as 64-b inte-
gers (|R| = 264 ≈ 1020), the probability of a false positive is
around 10−19. When 106 nonequivalent phase polynomials,
each of degree at most 10, are inserted into a new phase
polynomial, and 64-b integers are still used for R, the chance
of mistakenly declaring two polynomials as equal increases
to approximately 10−7. Although the error accumulates with
more insertions when the polynomials are unequal, the num-
ber of inserted phase polynomials in practice is much smaller
than 106. This is due to hardware-level decoherence and
circuit structure constraints in quantum computation. There-
fore, the overall failure probability remains very low, thus
ensuring the correctness of PTD.
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