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ABSTRACT Information security faces unprecedented challenges in the digital age, particularly in the face
of cyber threats and the emergence of quantum computing. This research examines QKD as a solution
for secure communications in urban fiber networks. The study analyzes QKD protocols, including BB84
and Twin-Field QKD, implementing a 46-node metropolitan quantum network and key distribution over
distances greater than 1002 kilometers. Various transmission media, such as multicore optical fibers and
free-space communication, were evaluated, demonstrating high-capacity quantum communication with
advanced noise mitigation techniques. The results reveal significant advances in quantum communication
security, highlighting the potential of QKD to provide theoretically secure key distribution based on
quantum mechanical principles. The research addresses challenges such as transmission loss, environmental
disturbances, and network scalability, laying the groundwork for future implementations in metropolitan
networks. This work contributes significantly to the standardization of evaluation protocols and metrics,
which is crucial for the global adoption of QKD in a world increasingly dependent on cybersecurity,
especially in developing smart cities.

INDEX TERMS Quantum key distribution, urban communications security, quantum cryptography,
quantum communication protocols, post-quantum cryptography.

NOMENCLATURE
AES Advanced Encryption Standard.
BB84 Bennett-Brassard 1984.
DI-QKD Device-Independent Quantum Key Dis-

tribution.
SNS-TF-QKD Sending-or-Not-Sending Twin-Field.
FWM Four-Wave Mixing.
QD Quantum Dot.
QKD Quantum Key Distribution.
PQC Post-Quantum Cryptography.
RSA Rivest-Shamir-Adleman.
SNS Sending or Not Sending.
SpRS Spontaneous Raman Scattering.

The associate editor coordinating the review of this manuscript and

approving it for publication was Giovanni Angiulli .

TF-QKD Twin-Field Quantum Key Distribution.
QBER Quantum Bit Error Rate.
WDM Wavelength Division Multiplexing.
PNS Photon-Number-Splitting.
MCF Multicore Fiber.
CHSH Clauser-Horne-Shimony-Holt.

I. INTRODUCTION
In the digital era, information security is crucial, with
key distribution serving as a fundamental aspect of secure
communications. Classical cryptographic systems, widely
utilized today, depend on symmetric and asymmetric key
distribution methods to ensure data confidentiality and
integrity [1], [2], [3], [4], [5], [6], [7]. Symmetric key systems,
such as the AES [8], provide fast encryption but encounter
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FIGURE 1. Applications and security challenges of QKD (QKD) in urban networks.

difficulties in securely distributing the initial key. On the other
hand, asymmetric systems, like RSA and Diffie-Hellman [9],
[10], allow for key exchange without a secure channel but
are susceptible to mathematical attacks, such as factoring
large numbers. The public Key Infrastructure offers a
framework for key management, but is complex and costly to
maintain.

These classical methods, rooted in computational com-
plexity, have historically proven effective but now display
significant vulnerabilities in the face of emerging threats [11],
[12]. The rise of quantum computing presents a major chal-
lenge to classical cryptography. Quantum algorithms, such
as Grover’s algorithm, can reduce the security of symmetric
systems from 2128 to 264 operations, effectively halving their
strength. Shor’s algorithm threatens asymmetric systems by
effectively solving factoring and discrete logarithm problems,
rendering RSA and Elliptic Curve Cryptography vulnerable
[12], [13], [14], [15], [16], [17]. Recent studies indicate a
300% increase in sophisticated cyberattacks targeting urban
communication infrastructure between 2020 and 2024 [18],

[19], [20], [21], highlighting the urgent need for robust
security solutions.

These vulnerabilities underscore the limitations of clas-
sical cryptography in providing long-term security [9],
[12], especially in dense urban networks where critical
communications, such as financial transactions and smart
city operations, require enhanced protection. QKD [22], [23],
[24], [25], [26], [27] emerges as a promising solution to
address these issues, employing quantum mechanical prin-
ciples to deliver theoretically unbreakable security. Unlike
classical methods, QKD enables secure key distribution
without relying on computational assumptions, making it
resilient to quantum attacks [28], [29], [30], [31].

Urban environments, characterized by dense fiber-optic
networks and high communication demands, present unique
opportunities as well as challenges for QKDdeployment [32],
[33], [34], [35], [36], [37], [38], [39], [40], [41], [42],
[43], [44], [45]. While point-to-point QKD implementa-
tions have been thoroughly researched [46], [47], multi-
node QKD networks in urban settings remain relatively
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unexplored [48], [49], [50], [51], [52], particularly con-
cerning practical integration and scalability. This review
aims to evaluate the effectiveness and feasibility of QKD
protocols in urban fiber networks, focusing on their integra-
tion into existing infrastructures and addressing scalability
challenges.

QKD offers a range of applications in urban communi-
cation networks, as shown in Figure 1. These applications
include:(1) Financial and Banking Security, which protects
sensitive transactions and client data; (2) Mobile Networks,
securing smartphones in multi-user environments and coor-
dinating 5G services; (3) Public Event Security, ensuring
secure communications during large-scale events; and (4)
Telecommunications. These applications highlight QKD’s
potential to meet various security needs inmetropolitan areas,
enabling dynamic, multi-node secure communications while
coexisting with classical signals [32], [33], [34], [35], [36],
[37], [38], [39], [40], [41], [42], [43], [44], [45].
Unlike previous studies that emphasize point-to-point

QKD, this work provides a comprehensive analysis of multi-
node QKD networks in metropolitan areas, examining proto-
cols such as BB84 [32], [33], [34], [35], [36], [37], [38], [39],
[40], [41], [42], [43], [44], [45] and Twin-Field QKD [53],
transmission media like MCFs, and coexistence strategies
with classical signals. By synthesizing experimental results
and identifying standardization needs, this study contributes
to the advancement of secure communication technologies
for smart cities. Its originality lies in its focus on urban multi-
node networks, offering insights into practical deployment
challenges and proposing a framework for evaluating QKD
performance metrics. This review is aimed at researchers
and network engineers who are focused on deploying
QKD in urban environments. These areas present unique
challenges due to high noise levels, diverse infrastructure,
and strict security requirements. The review also addresses
policymakers who are developing security standards for
smart cities, offering insights into effective deployment
strategies and the need for standardization. By providing
a comprehensive analysis of multi-node QKD networks,
this work bridges the gap between theoretical advancements
and practical implementation, promoting secure, scalable,
and noise-resilient communications for the future of smart
cities.

This article is organized into seven sections. Section II
discusses the methodological foundations of QKD, pro-
viding background on quantum cryptographic principles.
Section III explores QKD implementation in urban fiber
networks, focusing on practical deployment considerations.
Section IV evaluates the performance of QKD systems,
analyzing key metrics and experimental results. Section V
analyzes challenges, such as the cost-benefit comparison
between QKD and PQC, as well as future directions for
research. Section VI synthesizes the findings and addresses
the research questions. Finally, Section VII synthesizes key
findings and offers recommendations for advancing QKD in
urban environments.

II. METHODOLOGICAL FOUNDATIONS OF QKD
The broad subject of QKD necessitates methodical and
exacting examination. This study uses a mixed methodology
that combines qualitative assessment of security frameworks,
comparative analysis of implementations, and a systematic
literature survey. Examining the connections between net-
work designs, distribution protocols, and security methods is
made possible by the holistic approach.

FIGURE 2. Advances in QKD.

A. RESEARCH OBJECTIVE
The main objectives of this review include the comparative
effectiveness of different QKD protocols in terms of key
generation rates and resistance to attacks, 1) evaluate the
effectiveness of quantum technologies in the creation of
fault-tolerant networks, 2) analysis of the feasibility of QKD
implementations in different transmission media, and 3)
identify best practices for the coexistence of quantum and
classical communications.

B. RESEARCH QUESTIONS
The research’s central inquiry denoted as the Main Ques-
tion (MQ) and its associated Sub-Questions (SQ) form
the foundation of the study. Considering theoretical and
practical implementation considerations, this subject tackles
the crucial difficulty of incorporating QKD technologies
into existing communication infrastructures. The purpose
of the sub-questions is to methodically dissect the several
operational and technical facets that comprise the primary
challenge. SQ1 investigates the essential performance of
various methods, offering a foundation for evaluating their
viability in practice. Finding the best options for various
implementation scenarios requires this comparison study.
On the other hand, SQ2 focuses on the effects of transmission
media and discusses the implementation’s physical compo-
nents. Given that one of the earliest areas in which QKD was
used practically was inmetropolitan networks, this problem is
especially pertinent. Understanding each technology’s unique
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TABLE 1. Research questions.

constraints and possibilities is made possible by examining
various transmission media.
SQ3 is essential for real-world applications. This problem

acknowledges that QKD networks need to be integrated with
current communication infrastructures rather than function-
ing independently. Research is vital for mitigation methods to
be successfully implemented in the real world. SQ4 mentions
one of the most cutting-edge and exciting features of QKD
technology, which is addressed by concentrating on the
difficulties of networks without trusted nodes. Creating
secure networks that do not depend on potentially weak
points depends on this problem. Finally, SQ5 talks about the
critical necessity for measurement and assessment criteria,
which is addressed in the section on evaluation metrics.
The establishment of industry standards and the objective
assessment of various implementations depend on this issue,
illustrated in Table 2.
These research questions direct the methodical investi-

gation of the technical, operational, and security facets of
QKD implementations. They offer a methodical framework
for studying anything from theoretical underpinnings to real-
world implementation difficulties. These questions’ relation-
ships with one another guarantee thorough treatment of the
subject, and their specificity enables in-depth examination
of each vital facet. The resulting research framework makes
it easier to identify areas that need more development and
evaluate current technology. The questions ’ formulation
provides a strong basis for rigorous scientific research in the
field of QKD, which permits both qualitative and quantitative
analysis.

C. QKD PROTOCOLS OVERVIEW
This subsection provides a foundation for the analysis by
outlining the key QKD protocols evaluated in this review:
BB84 with decoy states, SNS-TF-QKD, and DI-QKD.
A detailed comparison of these protocols can be found in

Section IV and Table 2, with subsequent sections referencing
their performance in specific contexts.

• BB84 with Decoy States: Introduced by Bennett and
Brassard in 1984, the BB84 protocol uses polarized
photons to share secure keys. It incorporates decoy
states to enhance security against PNS attacks. This
protocol is widely implemented in urban networks,
providing scalability and compatibility with existing
fiber infrastructure [32], [33], [34], [35], [36], [37], [38],
[39], [40], [41], [42], [43], [44], [45].

• SNS-TF-QKD: A variant of Twin-Field QKD, SNS-
TF-QKD allows long-distance key distribution without
the need for trusted relays, utilizing phase-matching
techniques and ultra-low-loss fibers. This makes it ideal
for inter-city and metropolitan networks [54]

• DI-QKD: Relies on Bell inequalities, such as CHSH,
to guarantee security without depending on the hard-
ware, making it ideal for high-security urban applica-
tions [55].

These protocols are assessed across different transmission
media and applications in Sections III and IV, with perfor-
mance metrics summarized in Table 2.

D. ARTICLE SELECTION AND ANALYSIS METHODOLOGY
The current study employs a systematic literature selection
approach based on the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses) [56] methodol-
ogy, ensuring a rigorous and transparent review process. Four
comprehensive digital databases were utilized to capture the
breadth of QKD research:

(1) IEEE Xplore. (2) Web of Science (WoS). (3) Scopus.
(4) arXiv.
The literature selection process incorporated three sys-

tematic iteration stages: First Iteration: Initial screening
eliminated non-relevant documents based on broad thematic
alignment with QKD research. Second Iteration: Detailed
title and abstract screening removed duplicate or irrelevant
studies, ensuring focused research selection. A compre-
hensive full-text review validated selected publications’
scientific rigor and relevance, as evidenced by figure 3.
Search parameters combined strategic keywords such as
‘‘QuantumKey Distribution’’, ‘‘QKD protocols’’, ‘‘Quantum
communication networks’’, and ‘‘Secure key distribution’’.
Advanced search options excluded book chapters, brief com-
munications, and non-scientific documents. Our methodical
approach ensures a comprehensive and systematic review of
QKD literature, providing a robust foundation for analyzing
current technological developments and identifying future
research directions.

These papers were carefully selected through an exhaustive
literature review and served as the basis for our research.
Among them are contemporary studies such as [55] on DI-
QKD and classic works such as [27], which lay the theo-
retical foundations of QKD safety. The literature selection
process adhered to strict relevance, scientific impact, and
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FIGURE 3. Advanced QKD: research areas and applications.

methodological diversity criteria to provide comprehensive
coverage of the area.

We concentrate on three primary categories that reflect
the most essential QKD application scenarios for examining
real-world implementations. We provide a detailed analysis
of the Cambridge Quantum Network and the 46-node
network in the metropolitan network domain, showing that
QKD is feasible in urban settings. [54] and [57] achieved
ground-breaking distances of 511 km and 1002 km, respec-
tively, which are the foundation for exploring long-distance
implementations. Regarding free-space QKD, we study
novel approaches for adaptive spatial filtering and daytime
communication.

A tiered analytical framework that blends quantitativemea-
sures and qualitative criteria is used to evaluate performance
and security. Key generation rates, transmission distances,
and mistake rates are quantitative measures; compatibility
with current infrastructures and resilience to attacks are
qualitative criteria. Thanks to this dual method, we can obtain
a comprehensive insight into QKD systems’ performance.

Experimental validation and theoretical modeling are
used to supplement the technical analysis. To assess the
coexistence of quantum and classical signals and confirm
the reproducibility of the published experimental results,
we employ sophisticated SpRS and FWM noise models.
We can determine key success factors and best practices for
the following implementations by methodically comparing
various deployments.

The integrative approach of our technique, which combines
academic rigor with practical application, is what sets it apart.
We can discuss the essential elements and the real difficulties
of applying QKD from different points of view and analysis
methods. This scientific approach provides a solid basis for
evaluating the current state of QKD technology and guiding
its future development.

Figure 2 highlights significant advancements in QKD,
encompassing various protocols such as BB84 and Twin-
Field QKD, as well as transmission media like MCFs
and free-space communication. It also addresses network
architectures, including setups that operate without trusted
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nodes. These types of networks eliminate the dependence on
potentially vulnerable intermediate nodes, thereby enhancing
security in urban environments [54]. The analysis incor-
porates both quantitative metrics, such as key generation
rates and transmission distances, and qualitative criteria,
like compatibility with classical infrastructure, to provide a
comprehensive evaluation of QKD performance.

III. QKD FOR URBAN FIBER NETWORKS
This section explores the integration of QKD in multiple
fiber networks and its pivotal role in enhancing urban
communications. As metropolitan areas expand and the
demand for secure communication grows, QKD emerges as
a critical technology for ensuring data security in complex
network environments. This section delves into the practical
applications of QKD in urban settings, highlighting its poten-
tial to revolutionize secure communication infrastructures.

A. MULTIPLE FIBER NETWORKS AND QKD INTEGRATION
The integration of QKD into multi-fiber networks, especially
in MCF systems, is essential for ensuring secure commu-
nications in urban environments. MCFs consist of multiple
independent optical cores within a single fiber, which
increases channel capacity and reduces interference, making
them well-suited for QKD deployment. This section explores
key QKD protocols, including BB84 with decoy states, SNS-
TF-QKD, and DI-QKD, along with their integration into
MCF networks. Additionally, it addresses challenges such as
SpRS and crosstalk, which can disrupt quantum signals [33],
[58], [59], [60], [61], [62], [63], [64], [65].
Advanced techniques, such as tunable filters and dual-

core MCFs, enhance the integration of QKD. Optimized
power allocation in WDM systems maintains a QBER
below 5% over distances of 50 km, achieving key rates of
11 kbps even in noisy urban environments [63]. Chip-based
QKD involves implementing QKD protocols on integrated
photonic circuits, usually made from materials such as
silicon. This approach minimizes the size and cost of QKD
systems while preserving performance, making it suitable for
compact and scalable applications in urban environments.
Chip-based BB84 implementations using silicon photonics
provide stable key rates of 866 bps over 150 km with a
QBER of 0.50%, making them suitable for compact urban
deployments [64]. These advancements, as detailed in Table 2
and Section IV, demonstrate the feasibility of QKD for secure
and scalable urban communication networks.

B. APPLICATIONS IN URBAN COMMUNICATIONS
QKD effectively tackles the specific challenges posed by
urban communications, which include high data traffic,
a wide range of user requirements, and the necessity for
enhanced security measures. By delivering theoretically
secure key distribution, QKD plays a vital role in support-
ing essential applications within metropolitan areas. This
includes smart city initiatives, governmental communica-
tions, and financial transactions, as demonstrated in Figure 4.

The implementation of QKD in urban settings not only
enhances the security of these critical applications but also
ensures that data integrity and privacy are maintained amidst
the complexities and potential threats in densely populated
environments. As urban areas continue to evolve and incorpo-
rate advanced technologies, the role of QKD in safeguarding
communications becomes increasingly significant [12], [66],
[67], [68], [69], [70], [71], [72], [73], [74].

In the Hefei metropolitan network, the BB84 protocol with
decoy states enables secure voice calls for 40 user nodes
simultaneously, supporting confidential communications for
government agencies and research institutions. The integra-
tion of this network with MCF and WDM, as discussed
in Subsection III-A, facilitates connectivity with national
quantum networks, thereby enhancing urban security [57].
Similarly, the Cambridge quantum network utilizes the
BB84 protocol for high-speed AES encryption, ensuring the
security of data streams for thousands of urban users engaged
in financial transactions and municipal services [75].
The architecture of SNS-TF-QKD without trusted relays

is well-suited for large-scale urban networks. Field tests
have shown its effectiveness in securing government com-
munications by eliminating vulnerabilities in intermediate
nodes. This makes it an excellent choice for urban command
centers and emergency response systems. Additionally, its
compatibility with existing telecom infrastructure supports
various smart city applications, including traffic management
and public safety [54].
DI-QKD’s device-independent security offers a promising

approach to protecting critical infrastructure. Experimen-
tal results indicate its potential for securing urban IoT
networks and traffic control systems, effectively mitigat-
ing side-channel attacks in environments with untrusted
hardware [55]. Integrating QKD into urban communication
systems enhances resilience against cyber threats, ensuring
secure and reliable data transmission for smart city infras-
tructure in metropolitan areas.

FIGURE 4. QKD applications in urban communications and smart cities.

IV. PERFORMANCE EVALUATION OF QKD
This section evaluates the performance of QKD systems
across various protocols, transmission media, and network
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architectures. It focuses on quantitative metrics such as key
generation rates, QBER, and transmission distances. The
analysis addresses the research objectives and sub-questions
(SQ1–SQ5) by providing a detailed comparison of QKD
protocols, their resilience to attacks, and their practical
implementation in urban environments. Unlike Section III,
which concentrated on integration and applications, this
section emphasizes empirical performance data and security
metrics to inform future QKD deployments.

A. COMPARATIVE EFFECTIVENESS OF QKD PROTOCOLS
This section compares the performance of different QKD
protocols in urban and long-distance networks. We focus
on key metrics such as key generation rates (the speed at
which secure keys are created), transmission distances, and
resistance to hacking attempts. Protocols like BB84, Twin-
Field QKD, and Device-Independent QKD are evaluated to
assist in selecting the best option for urban applications, such
as securing financial transactions or smart city systems.

The effectiveness of QKD protocols is evaluated based on
key generation rates, transmission distances, and resistance
to attacks, which addresses SQ1. This comparison includes
discrete variable protocols (such as BB84), continuous
variable protocols, and advanced variations like SNS-TF-
QKD and DI-QKD, utilizing experimental data from both
urban and long-distance implementations [76], [77], [78],
[79], [80], [81].

• BB84 with Decoy States: BB84 is widely used
in urban networks and achieves key rates ranging
from 6 to 60.5 kbps over a distance of 18 km with
40 nodes in Hefei [57]. In Cambridge, it can deliver
2.58 Mbps over 10.6 km [75]. Utilizing a 7-core
MCF, BB84 provides 605 kbps per core over 53 km,
maintaining a QBER below 5% this effectively mitigates
PNS attacks through the use of decoy states [63].

• SNS-TF-QKD: This protocol is designed for long-
distance communication, achieving a data rate of
111.74 kbps over a distance of 202 km, with a QBER
of 0.944% in the Z-basis. It can reach up to 1002 km
when utilizing ultra-low-loss fibers and superconducting
detectors [54]. Its relay-free design enhances security for
both metropolitan and inter-city networks.

• Interlaced QKD: Optimized for short-range free-space
links, it achieves 5.7 kbps over a distance of 1.7 km
during daytime, making it ideal for urban line-of-sight
applications [82].

• DI-QKD: This protocol guarantees security that is
independent of the device used. An ion-based system in
Oxford generates 0.064 bits per event over a distance
of 2 meters, with a QBER of 1.44% [55]. In contrast,
a Munich atom-based system achieves 0.07 bits per
event over 400 meters, but with a higher QBER of 7.8%
[55]. Despite the lower key rates, DI-QKD is highly
suitable for high-security 97

• Chip-Based BB84: Utilizing silicon photonics, this
implementation achieves a transmission rate of 866 bps

over a distance of 150 km, with a QBER of 0.50%,
providing compact solutions for urban networks [64].

FIGURE 5. Trade-offs in QKD: efficiency, distance, and attack robustness.

Figure 5 provides a visual summary of the balance between
security and performance of the main QKD protocols
analyzed in this study. Each protocol has its own strengths
and weaknesses:

• Decoy-State BB84: offers a high key generation rate and
strong resistance to PNS attacks. However, its security
decreases as the transmission distance increases.

• SNS-TF-QKD: is notable for its ability to transmit
keys over long distances with high key rates and low
QBER levels. This makes it particularly suitable for
metropolitan networks and intercity connections.

• DI-QKD: provides device independence, ensuring
highly secure transmissions. However, it has signifi-
cantly lower key rates, which limits its applicability in
scenarios that require high real-time throughput.

This visual comparison helps in understanding which pro-
tocol is best suited for different urban scenarios, depending
on the priorities for security and performance.

These results, summarized in Table 2, demonstrate BB84’s
adaptability to urban environments, the strength of SNS-TF-
QKD for long distances, and the potential of DI-QKD for
high-security applications, aiding in protocol selection based
on network scale and security requirements.

B. FEASIBILITY OF QKD IMPLEMENTATION IN DIFFERENT
TRANSMISSION MEDIA
The feasibility of QKD across various transmission media,
including MCF, standard fiber, free-space, and hybrid
systems, is evaluated in response to SQ2. Each medium has
unique advantages and challenges, with performance metrics
derived from experimental data.

Table 2 provides a summary of characteristics for each
medium, emphasizing quantitative performance.

MCF is designed for high-capacity urban networks,
achieving a transmission speed of 605 kbps per core over
a distance of 53 kilometers, with a QBER below 5% in
a system with 7 cores. To mitigate SpRS and inter-core
crosstalk, techniques such as decoy states and filtering are
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TABLE 2. Summary of QKD implementations.

employed. This allows for secure key rates of up to 2.86Mbps
in systems that utilize 37 cores [63]. Free Space provides
flexibility for urban links, with Interlaced QKD achieving a
speed of 5.7 kbps over a distance of 1.7 km. Atmospheric
turbulence is managed using spatial filters; however, ambient
light can limit overall performance [82]. Standard Fiber
utilizes existing infrastructure but is currently facing losses.
Chip-based BB84 achieves 866 bps over a distance of 150 km
with a QBER of 0.50%, which is enhanced by decoy states
and silicon photonics [64].
The choice of medium depends on distance, noise levels,

and available infrastructure, with MCF performing well
in dense urban networks and hybrid systems providing
adaptability.

C. COEXISTENCE OF QUANTUM AND CLASSICAL
COMMUNICATIONS
To address SQ3, it is essential to manage the coexistence of
quantum and classical signals for the practical deployment of
QKD. Noise models such as SpRS and FWM help quantify
the interference. Mitigation strategies have successfully
achieved a QBER of less than 5% in MCF systems, with data
rates of 605 kbps per core over 53 km, and in WDM systems,
with data rates of 11 kbps over 50 km [63]. Techniques like
decoy states and optimized power allocation help reduce the
impact of noise, facilitating seamless integration with the
existing classical telecom infrastructure.

D. SECURITY METRICS AND IMPLEMENTATION
CHALLENGES
Addressing SQ3 and SQ4, regarding mitigation strategies
and implementation challenges, we present security metrics
across different implementations in Table 2.

QKD systems demonstrate robust performance across
diverse transmission media, effectively balancing security
and efficiency for urban communication networks. In MCF
deployments, protocols like BB84 and SSNS-TF-QKD
show exceptional resilience against PNS attacks and SpRS
noise. Notably, SNS-TF-QKD achieves a remarkably low
QBER of 0.944% in the Z-basis and secure key rates of
605 kbps per core over a distance of 53 km in a 7-core
MCF, with ongoing certification processes striving to stan-
dardize these protocols [54], [63]. In addition, free-space
QKD utilizes entanglement-based methods to support urban
line-of-sight links, delivering key rates of 5.7 kbps over
1.7 km while ensuring robust security under experimental
certification, despite facing atmospheric challenges. DI-QKD
offers unmatched security through its hardware-agnostic
framework, achieving QBERs of 1.44% for ion-based
systems at 2 m and 7.8% for atom-based systems at
400 m. There are continuous efforts aimed at certifying
practical deployments for high-security urban environments.
[55], [82]. Hybrid systems, which combine fiber and free-
space channels, successfully maintain a QBER below 5%
while providing key rates of 11 kbps over a distance
of 50 km [63]. These systems are designed for specific
network configurations and are well-suited for flexible
urban integration. Overall, these advancements highlight
QKD’s potential to secure metropolitan infrastructures, with
persistent certification efforts facilitating the pathway toward
widespread adoption.

These metrics inform the choice of QKD systems for urban
networks, balancing both security and performance.

V. CHALLENGES AND FUTURE DIRECTIONS
The path to practical quantum communication is fraught with
complex technical challenges. Transmission loss remains a
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TABLE 3. Challenges and solutions.

critical constraint, with photon signals degrading signifi-
cantly across fiber channels. The delicate quantum states
are particularly vulnerable to environmental perturbations,
requiring sophisticated error correction and noise mitigation
strategies.

Atmospheric conditions pose additional complications,
particularly for free-space quantum communication.
Researchers must develop advanced spatial filtering tech-
niques to maintain quantum state integrity under varying
environmental conditions. These challenges underscore the
intricate balance between quantummechanical principles and
practical communication technologies.

A. TECHNICAL CHALLENGES AND PROPOSED SOLUTIONS
Transmission loss is a significant limitation in QKD systems,
as photon signals can degrade considerably when transmitted
through fiber channels. The fragile quantum states are espe-
cially susceptible to environmental disruptions, necessitating
advanced error correction and noise mitigation techniques.
In the case of free-space QKD, atmospheric factors such
as turbulence and ambient light create further challenges,
requiring sophisticated spatial filtering methods to preserve
the integrity of the quantum states. These technical obsta-
cles highlight the complex relationship between quantum
mechanics and practical communication technologies.

Table 3 summarizes the main challenges in various
QKD technologies and their proposed solutions, laying a
foundation for overcoming implementation barriers.

• Fiber Optics: Transmission losses and interference,
including SpRS, limit key generation rates. Solutions
like TF-QKD and WDM improve performance by
increasing key rates and reducing noise. This enhance-
ment is illustrated by the Hefei network, which achieved
key generation rates of 6 to 60.5 kbps over a distance of
18 km [57].

• Free Space: Atmospheric turbulence and ambient light
can diminish signal quality. Adaptive spatial filtering
and QD technologies enhance resilience, allowing
daytime operations with key rates of 5.7 kbps over a
distance of 1.7 km [82].

• DI-QKD: Practical implementation is hindered by low
key rates (e.g., 0.064 bits per event) and experimental
complexity. New protocols and advanced hardware,
such as ion-based systems, have been proposed to
enhance feasibility [55].

• Entanglement-Based Systems: Efficient distribution of
entangled states is still challenging. Enhanced quantum
sources and improved error correction techniques are
essential for scalability.

• MCFs: Crosstalk and amplification issues negatively
impact performance. Optimized fiber designs and fil-
tering techniques, such as those achieving 605 kbps per
core over 53 km, help address these challenges [63].

B. COST-BENEFIT CONSIDERATIONS: QKD VERSUS PQC
This subsection offers a qualitative comparison of the
economic and security implications, concentrating on infras-
tructure requirements, scalability, and suitability for urban
applications. Due to the limited availability of accurate cost
data in the public domain, this analysis refrains from making
speculative quantitative estimates and instead highlights
key factors that are important for network engineers and
policymakers.

1) ECONOMIC CONSIDERATIONS
Deploying QKD in urban environments requires significant
investment in specialized infrastructure, which affects its
economic feasibility.

• Hardware Requirements: QKD depends on spe-
cialized quantum hardware, such as superconducting
nanowire single-photon detectors and quantum light
sources. This requirement leads to custom manufac-
turing and integration into existing telecom systems
[54]. Consequently, it increases complexity and resource
demands compared to conventional cryptographic sys-
tems.

• Infrastructure Modifications: Implementing QKD in
urban fiber networks often requires low-loss or MCFs
to minimize transmission losses and interference, such
as SpRS [54]. These specialized fibers necessitate sub-
stantial upgrades to existing infrastructure, particularly
in densely populated metropolitan areas.

• Maintenance Needs: The sensitivity of quantum sys-
tems necessitates ongoing calibration and environmental
stabilization, which increases operational overheads.
This is especially challenging in urban environments
with significant ambient noise and fluctuating network
demands.

In contrast, PQC utilizes existing computational infrastruc-
ture, providing a more cost-effective alternative:

• Software-Based Implementation:PQC algorithms,
particularly lattice-based schemes like Kyber stan-
dardized by NIST [83], can be implemented through
software updates on standard servers and IoT devices,
reducing the reliance on specialized hardware.
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• Compatibility with Existing Systems: PQC integrates
smoothly with protocols like TLS, allowing for quick
deployment across urban networks, including 5G and
IoT infrastructures, without the need for significant
infrastructure overhauls. [83].

• Lower Maintenance Overhead: PQC requires regular
software updates, which are less resource-intensive than
the hardware maintenance needed for QKD, making it
more suitable for large-scale urban applications. [83].

While QKD involves higher economic demands due to its
specialized requirements, PQC takes advantage of existing
infrastructure, making it more accessible for widespread
deployment in resource-constrained urban environments.

2) SECURITY BENEFITS
QKD and PQC provide different security characteristics, each
tailored for specific urban use cases.

• QKD Security: QKD offers information-theoretic secu-
rity grounded in the principles of quantum mechanics,
making it resistant to all types of computational
attacks, even those that may arise from future quantum
computers. For example, protocols such as BB84 and
SNS-TF-QKD can achieve QBERs as low as 0.944%
and key rates of up to 605 kbps per core. This
makes them highly suitable for protecting critical
communications, including financial transactions and
government operations [54], [63].

• PQCSecurity: PQC is based onmathematical problems
that are thought to be resistant to attacks from quantum
computers, such as lattice-based cryptography. How-
ever, its security is not information-theoretic, meaning
it could be vulnerable to unexpected advancements in
algorithms. While NIST’s PQC standards offer practical
security for most applications, they don’t provide the
same absolute guarantees as QKD [83].

The trade-off between the theoretical security of QKD
and the practical security of PQC is a crucial consideration
for urban deployments, where the required level of security
varies depending on the application.

3) URBAN SCENARIOS AND RECOMMENDATIONS
The decision between QKD and PQC depends on the specific
needs of urban communication networks.

• High-Security Applications: QKD is particularly well-
suited for critical infrastructure, including urban com-
mand centers, financial hubs, and government com-
munications. In these high-stakes environments, the
potential risk of data breaches makes the investment in
specialized infrastructure worthwhile.

• Cost-Sensitive Applications: PQC is preferred for
large-scale, lower-criticality networks, such as munic-
ipal IoT systems or public Wi-Fi, where cost and
scalability are priorities. Its compatibility with existing
infrastructure makes it ideal for smart city applications,
like traffic monitoring.

• Hybrid Approach: A hybrid strategy that combines
QKD for high-security nodes, such as financial insti-
tutions, with PQC for peripheral networks, like smart
meters, optimizes both security and economic efficiency.
This approach utilizes the strong security offered by
QKD for critical applications while employing PQC to
cost-effectively scale across broader urban networks.

This qualitative analysis examines the economic and
security trade-offs between QKD and PQC, offering a
framework for stakeholders to make informed decisions
regarding their deployment in urban environments without
relying on unverified cost estimates.

C. FUTURE RESEARCH DIRECTIONS
The future of QKD in urban communications needs to
address both technical and economic challenges to improve
its practicality and scalability. Important research directions
include:

• Quantum Repeaters: Creating efficient quantum
repeaters, such as those utilizing silicon-vacancy
centers, can extend the range of QKD without relying
on trusted nodes, thereby improving scalability in urban
networks [84].

• Standardization: Implementing universal certification
protocols, such as ETSI GR QKD 003, is essential
for ensuring interoperability and trust in QKD deploy-
ments [85].

• Hybrid Systems: Enhancing the integration of quantum
and classical signals through advanced WDM and
filtering techniques, achieving QBERs below 5% over
a distance of 50 km [63].

• Cost Reduction: Investigating chip-based QKD imple-
mentations that achieve stable key rates of 866 bps over
a distance of 150 km, aiming to reduce infrastructure
costs. [64]. Public-private partnerships, as illustrated by
the Cambridge network, can help facilitate larger-scale
deployments [75].

• Satellite QKD: Enhancing satellite-based QKD for
inter-city connectivity, achieving key rates of 47.8 kbps
over 4,600 km, to support urban fiber networks [86].

These advancements will facilitate the adoption of QKD in
smart city infrastructures by overcoming technical limitations
and economic barriers, thus ensuring secure, scalable, and
noise-resilient communications.

VI. DISCUSSION
This section synthesizes findings to address Sub-Questions
(SQ1–SQ5) with a focus on the implications for urban QKD
deployment.

SQ1: Comparative Effectiveness of QKD Protocols.
The scalability of BB84 makes it suitable for dense urban
networks, such as those in Hefei, enabling applications like
municipal services [57]. On the other hand, the relay-free
design of SNS-TF-QKD is ideal for inter-city connections
and urban command centers, as it enhances security [54]. DI-
QKD offers secure communication even when the devices
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used are not fully trusted. It is based on fundamental
principles of quantum physics instead of relying on perfect
hardware, which enhances its security in situations where
trust in equipment is limited. However, it operates at
lower key rates [55]. A hybrid approach that utilizes BB84
for metropolitan networks, SNS-TF-QKD for long-distance
links, and DI-QKD for critical infrastructure can optimize
urban deployment Table 2.
SQ2: Impact of Transmission Media. MCF facilitates

high-capacity urban networks, while free-space technology
offers flexibility for short-range connections. Hybrid systems
provide versatility, making them ideal for dynamic smart city
infrastructures Table 2. MCF is particularly suited for densely
populated cities [32], [33], [34], [35], [36], [37], [38], [39],
[40], [41], [42], [43], [44], [45].

SQ3: Coexistence of Quantum and Classical Signals.
Noise mitigation strategies, such as SpRS/FWMfiltering and
optimized power allocation, enable seamless integration with
classical telecom infrastructure, which is crucial for urban
networks that share fiber resources [32], [33], [34], [35], [36],
[37], [38], [39], [40], [41], [42], [43], [44], [45].
SQ4: Challenges in Networks Without Trusted Nodes.

SNS-TF-QKD and DI-QKD remove the need for trusted
nodes, improving security against urban-specific threats such
as side-channel attacks Table 2 [54], [55]

SQ5: Performance Evaluation Metrics. Standardized
metrics such as key rate, QBER, and certification status
are crucial for evaluating QKD systems. The ongoing
certification efforts for MCF-based protocols, along with
experimental advancements in free-space systems, emphasize
the necessity for industry collaboration to create universal
standards [64], [82].

A. KEY LIMITATIONS AND MITIGATION STRATEGIES
The comparative analysis of QKD protocols, transmission
media, and coexistence strategies, as discussed in Sec-
tions III and IV, highlights significant advancements in
securing urban communication networks. However, several
limitations and practical challenges must be addressed to
ensure scalable and cost-effective deployment in metropoli-
tan environments. This subsection critically evaluates these
limitations and their implications for specific urban scenarios,
as well as potential mitigation strategies. Additionally,
it explores emerging architectures that could influence future
QKD deployments.

1) PROTOCOL TRADE-OFFS AND URBAN IMPLICATIONS
The trade-offs among various QKD protocols—BB84, SNS-
TF-QKD, and DI-QKD—have significant implications for
urban applications, influenced by factors such as cost, scala-
bility, and regulatory constraints. This high scalability makes
it suitable for dense metropolitan networks like the Hefei
network, which supports up to 40 user nodes [57]. Addition-
ally, BB84’s compatibility with existing telecommunications
infrastructure helps minimize deployment costs, making it
an excellent option for smart city applications, including

municipal services and financial transactions. However, its
dependence on trusted relays introduces potential vulnera-
bilities in high-security situations. Therefore, careful certi-
fication of nodes is necessary to meet urban cybersecurity
regulations. In contrast, SNS-TF-QKD utilizes a network
design without trusted nodes. This technology enhances
security for inter-city connectivity and is particularly bene-
ficial for large-scale urban command centers. Its high key
rates make it suitable for real-time applications, such as
emergency response systems. However, the requirement for
ultra-low-loss fibers and superconducting nanowire single-
photon detectors increases deployment costs, which can be a
barrier for municipalities with limited budgets. Additionally,
regulatory frameworks, such as those established by the
European Telecommunications Standards Institute (ETSI),
can complicate deployment due to strict requirements for
interoperability with classical networks. DI-QKD offers
strong security without relying on trusted hardware and
can achieve quantum QBER as low as 1.44% in ion-
based systems [55]. This makes it particularly suitable
for critical infrastructure, such as urban IoT networks and
traffic management systems, where concerns about untrusted
hardware arise. However, the low key generation rates—
approximately 0.064 bits per event—significantly hinder
its applicability in real-time scenarios that necessitate high
data throughput, like live video surveillance in smart cities.
Furthermore, the experimental complexity of DI-QKD can
drive up costs and delay scalability, requiring substantial
investment in research and development to align with
urban deployment timelines. These trade-offs emphasize the
importance of adopting a hybrid approach tailored to urban
environments. For cost-sensitive applications, the BB84
protocol provides a practical solution. In contrast, SNS-
TF-QKD is better suited for high-security, long-distance
links, while DI-QKD is designed for niche, high-stakes
scenarios. Policymakers need to balance these considerations
with regulatory requirements, such as the European Union’s
cybersecurity directives, which mandate the implementation
of quantum-resistant technologies for critical infrastructure
by 2030 [85].

2) CERTIFICATION BARRIERS
Certification remains a significant challenge for urban QKD
deployments, as highlighted in Table 2. Currently, MCF-
based BB84 and SNS-TF-QKD systems are undergoing cer-
tification, while experimental certification has been achieved
for free-space systems. However, the certification of device-
independent DI-QKD is still in development, primarily due
to its low key rates and experimental complexity. Technical
challenges include the necessity for standardized protocols to
ensure interoperability among diverse urban networks, espe-
cially inMCF andWDM systems. For example, ETSI’s QKD
Industry SpecificationGroup has developed standards such as
ETSI GR QKD 003 (2022) that outline the requirements for
the integration of QKD modules; however, these standards
have not yet been universally adopted [85]. Additionally,
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regulatory challenges further complicate the certification
process, as urban deploymentsmust complywith national and
international cybersecurity frameworks, including guidelines
from the U.S. National Institute of Standards and Technology
(NIST) and the International Telecommunication Union’s
(ITU-T) Y.3800 series for quantum-safe networks [87], [88].

Timelines for certification vary. MCF-based systems are
projected to achieve standardization by 2027, largely due
to pilot projects like the Hefei network [57]. However, the
certification for DI-QKDmay extend beyond 2030 because it
depends on advanced quantum hardware, such as ion or atom-
based systems. To overcome these challenges, collaboration
between the industry and standardization bodies like ETSI,
ITU-T, and ISO/IEC is crucial. Public-private partnerships,
such as those demonstrated in the Cambridge quantum
network [75], can expedite the certification process by
funding testbeds and aligning technical requirements with
regulatory mandates.

3) EMERGING ARCHITECTURES: SATELLITE QKD AND
QUANTUM MEMORY-BASED REPEATERS
Emerging technologies, such as satellite QKD and quantum
memory-based repeaters, offer promising solutions to current
limitations in secure communications and aim to enhance
urban QKD networks. Notably, satellite QKD has been
successfully demonstrated, achieving secure key distribution
over distances greater than 4,600 kilometers, with average
secret key rates of 47.8 kilobits per second during typical
satellite passes [86]. In urban environments, satellite QKD
can complement fiber-optic systems by enabling secure
connections between cities or serving as backup links for
metropolitan networks during fiber outages. For instance,
a hybrid satellite-fiber network could secure government
communications across multiple urban centers, effectively
addressing scalability challenges in densely populated areas.
However, atmospheric variability presents significant obsta-
cles to the widespread adoption of this technology. The
integration of QKD satellites with fiber systems provides an
effective approach to improving secure connectivity between
different locations, particularly in crowded urban settings.

Recent advancements in quantum memories, particularly
those using silicon-vacancy (SiV) centers in diamond coupled
with nanocavities, enable the storage and manipulation of
quantum states with high fidelity. These systems boast coher-
ence times that exceed 200 microseconds. Such technologies
enhance the capability for Bell statemeasurements and secure
the distribution of quantum keys over long distances, thereby
improving the efficiency and security of quantum networks
without the need for reliable repeaters. Although there are still
challenges related to cost and experimental complexity, these
developments mark significant progress toward the practical
implementation of scalable quantum networks in the near
future [84].

Integrating these architectures into urban QKD networks
necessitates strategic planning. Pilot projects, such as those
proposed for smart cities [57], should be established to

test hybrid satellite-fiber systems and quantum repeaters in
real-world urban environments. Collaboration with industry
leaders and standardization bodies will be crucial to develop-
ing cost-effective, interoperable solutions that comply with
urban regulatory frameworks.

4) MITIGATION STRATEGIES FOR SCALABILITY AND COST
To tackle scalability and cost challenges, several strate-
gies have been proposed. First, utilizing existing telecom
infrastructure, as demonstrated by the Cambridge network’s
use of standard fiber for BB84 [75], reduces deployment
costs while ensuring compatibility with classical signals.
Second, chip-based QKD implementations have achieved
866 bps over 150 km with a QBER of 0.50% [64], providing
compact and cost-effective solutions for urban networks.
Third, public-private partnerships can support large-scale
deployments, as observed in the Hefei network [57]. Finally,
regulatory incentives, such as subsidies for quantum-secure
infrastructure under the EU’s Digital Decade initiative,
can help offset costs and speed up the adoption of these
technologies [85]. These strategies should be adapted to
urban environments. For instance, in densely populated
cities with high data traffic, the high capacity of MCF
justifies its deployment costs, making it suitable for appli-
cations such as real-time traffic management. On the other
hand, cost-conscious municipalities might prefer chip-based
BB84 for smaller-scale networks, like municipal services.
Additionally, regulatory compliance, especially with NIST’s
PQC standards [83], will play a crucial role in guiding
deployment decisions, ensuring that QKD aligns with global
cybersecurity objectives.

VII. CONCLUSION
This review enhances the discussion on quantum-secure
urban communications by summarizing key technical
advancements, emerging challenges, and practical strategies
for the deployment of QKD in smart cities. Unlike previous
studies that concentrated solely on theoretical performance,
we address the crucial gap between experimental successes
and real-world implementation through three innovative
contributions:

A. SUMMARY OF KEY INSIGHTS
1) Protocol Optimization: The record-setting 1002-km

SNS-TF-QKD implementation [40] and successful
metropolitan BB84 deployments [5], [42] demonstrate
that long-distance quantum communication is now
technically feasible. However, DI-QKD’s low key rates
over short distances [40] highlight an ongoing trade-
off between device-independent security and practical
usability.

2) Infrastructure Integration: Our analysis shows
that advanced noise mitigation techniques such as
SpRS/FWM filtering and optimized power allocation
in WDM systems have enabled QKD to coexist
with classical signals at distances up to 50 km
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with QBERs below 5% [5]. Silicon photonics-based
chip implementations further enhance scalability by
reducing system size and power consumption while
maintaining acceptable performance metrics [6].

3) Security-Practicality Balance: While NIST’s Post-
Quantum Cryptography (PQC) program emphasizes
mathematical resilience against quantum attacks [83],
QKD offers a fundamentally different form of security
rooted in quantum physics. Nevertheless, certification
frameworks for MCF and DI-QKD remain underde-
veloped, creating a gap in standardization that must
be addressed to ensure interoperability and trustworthi-
ness in real-world applications.

B. LIMITATIONS AND FUTURE DIRECTIONS
Despite these advancements, several challenges hinder the
widespread adoption of QKD in smart city infrastructures:

Technological Maturity: Current single-photon detectors
require cryogenic cooling, significantly increasing opera-
tional complexity and energy consumption [5]. In addition,
noise effects such as SpRS and inter-core crosstalk in MCF
systems pose significant limitations to signal integrity [63].
Emerging technologies like silicon photonics and passive
detection methods show promise but require substantial
research investment to reach commercial viability [6].

Standardization Delays: Although ETSI has outlined a
roadmap for MCF-based QKD certification (GR QKD 003),
expected finalization is projected for 2027 [89]. Similarly,
ITU-T’s Y.3800 series aims to establish global compatibility
by 2025 [80]. These timelines lag behind the current pace
of technological development, particularly for protocols like
DI-QKD, which currently lack any universally accepted
certification framework [40].

Energy Efficiency: Existing QKD nodes consume
10–100 times more power than their classical counterparts
due to the need for cryogenics and high-power lasers [5].
However, recent pilot projects in Hefei suggest that hybrid
architectures combining QKD with classical infrastructure
could reduce energy consumption by up to 40% within the
next decade [42].

C. ACTIONABLE ROADMAP
To transition QKD from experimental success to large-scale
urban deployment, we propose the following strategic steps:

Regulatory Alignment: Establish a joint task force among
NIST, ETSI, and ITU-T by 2025 to harmonize QKD and
PQC standards. This initiative should leverage existing draft
guidelines from ISO/IEC JTC1/SC27 [89], aiming to create
a unified certification framework by 2027.

Focused Pilots: Target high-security zones in 3–5 cities
(e.g., Singapore, Zurich) for MCF-based QKD deployments
by 2026. These pilots should utilize funding models inspired
by the EUQuantum Flagship program to accelerate industrial
adoption and regulatory validation.

Detector Innovation: Prioritize government and private
grants—such as those from NSF or DARPA—for the

development of room-temperature single-photon detectors
with efficiency above 50% and jitter below 100 ps by
2028 [5]. Such improvements would significantly reduce the
operational costs and complexity of QKD nodes.

D. INTERDISCIPLINARY CONVERGENCE
Future research must adopt an interdisciplinary approach to
address the broader implications of QKD in smart cities:

AI-Driven Optimization: Machine learning algorithms
can enable real-time QBER adjustment and adaptive noise
suppression in dynamic urban environments, enhancing the
robustness of QKD systems in multi-node configurations [5].
Policy Frameworks: Given the transnational nature of

many urban communication networks, future work should
include geopolitical risk assessments and policy design
informed by quantum-safe clauses similar to GDPR provi-
sions [89].

Hybrid Security Architectures: Co-designing QKD with
lattice-based PQC will provide layered defense mechanisms
against both classical and quantum threats. This dual-layer
strategy supports a smooth transition to post-quantum secure
communications while leveraging the information-theoretic
advantages of QKD [83].
This roadmap presents QKD as a scalable pillar of urban

quantum resilience, relying on coordinated advancements in
technology, policy, and standardization.
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