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Abstract: In this paper, we introduce a quantum private set intersection (QPSI) scheme that
leverages Bell states as quantum information carriers. Our approach involves encoding
private sets into Bell states using unitary operations, enabling the computation of the
intersection between two private sets from different users while keeping their individual
sets undisclosed to anyone except for the intersection result. In our scheme, a semi-honest
third party (TP) distributes the first and second qubits of the Bell states to the two users.
Each user encodes their private sets by applying unitary operations on the received qubits
according to predefined encoding rules. The modified sequence is encrypted and then
sent back to TP, who can compute the set intersection without learning any information
about the users’ private inputs. The simulation outcomes on the IBM quantum platform
substantiate the viability of our scheme. We analyze the security and privacy aspects of the
sets, showing that both external attacks and internal threats do not compromise the security
of the private inputs. Furthermore, our scheme exhibits better practicality by utilizing
easily implementable Bell states and unitary operations, rather than relying on multiple
encoded states for set intersection calculations.

Keywords: quantum private set intersection (QPSI); Bell states; unitary operation;
semi-honest third party; quantum secure multiparty computation

MSC: 81P94; 81P65

1. Introduction

Secure Multiparty Computation (MPC) allows multiple participants to collaboratively
compute specific outputs while preserving the confidentiality of their original inputs. First
proposed by Yao in 1982 to address the millionaire’s problem [1], MPC has undergone
significant development, with numerous researchers contributing to a variety of solutions
that enhance its diverse functionalities. MPC encompasses several branches tailored
to specific applications, including secret sharing [2—4], private query [5-7], and private
comparison [8-15].

Among these branches, private set intersection (PSI) plays a critical role by allowing
multiple parties to compute the intersection of their private sets without revealing any addi-
tional information [16]. The increasing interest in PSI is driven by its practical applications
in fields such as privacy-preserving contact tracing [17], vertical federated learning [18],
privacy-preserving condition queries [19], and privacy-preserving authorization [20].
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PSI schemes primarily depend on classical cryptographic techniques, including con-
fused circuits [21], oblivious transfer [22], and homomorphic encryption [23]. The security
of these schemes often rests on unproven mathematical assumptions, rendering them
increasingly at risk from quantum threats. The Shor algorithm [24] poses a significant
challenge by efficiently factoring large integers, thereby compromising widely used RSA en-
cryption, while the Grover algorithm [25] threatens symmetric-key cryptography through
its capacity for function inversion. Therefore, there is an urgent imperative for research
dedicated to developing PSI schemes that provide resilience against quantum attacks and
achieve quantum-proof security.

In light of the vulnerabilities inherent in classical cryptographic schemes, quantum
private set intersection (QPSI) has emerged as a promising alternative. Although research
on QPSI remains limited, it offers distinct advantages over classical methods by leveraging
principles of quantum mechanics, such as the quantum non-cloning theorem [26]. This
foundational aspect enables QPSI to attain quantum-proof security, making it an increas-
ingly compelling area of investigation. Consequently, researchers are intensifying their
efforts to develop quantum schemes for PSI, aiming to bolster security against the potential
threats posed by quantum computing.

The first QPSI scheme [27] was proposed by Shi in 2016, where n encoded states
and quantum operator G, and von Neumann measurements to achieve the calculation of
set intersection. Cheng et al. [28] highlighted a significant fairness issue in the protocol
outlined in Ref. [27], where the server possessed the ability to unilaterally manipulate
the outcomes experienced by the client. To counteract this vulnerability, Cheng et al. [28]
proposed an improved scheme that introduces a passive third party (IP) to monitor and
detect any dishonest behavior by the server. While these schemes are theoretically feasible,
they necessitate the preparation of “multi-particle entangled states” as carriers of quantum
information, along with the implementation of intricate quantum oracle operators. Achiev-
ing these requirements poses significant challenges with current quantum technologies.
To improve the scheme’s feasibility, Liu et al. [29] proposed a PSI scheme that utilizes the
quantum Fourier transform (QFT) and OAM basis measurement, incorporating a semi-
honest third party in the process. However, Liu et al. [30] pointed out that there remained
vulnerabilities that could lead to the compromise of participants’ privacy after the entire
operation was concluded, and proposed an improved scheme based on the Hadamard gate.
Nevertheless, this enhancement requires fractional times of the Hadamard gate, which
remains challenging to implement with current quantum technology.

Although the aforementioned QPSI schemes employ quantum methods to address
the challenges of private set intersection, they encounter significant practical difficulties
due to the reliance on complex quantum resources and operations. To tackle this issue,
we propose a QPSI scheme that utilizes Bell states, unitary operations, and Bell-basis
measurement as fundamental components for determining the set intersection without
disclosing the private sets, thereby enhancing its practicality. Simulation results conducted
on the IBM quantum platform demonstrate the feasibility of our scheme. The privacy of
the private sets is effectively safeguarded, even against attempts by external eavesdroppers
and participants to execute various attacks aimed at compromising the private data.

The remainder of the paper is organized as follows: Section 2 introduces the unitary
operations and Bell states used, while Section 3 provides a detailed description of the
proposed scheme. Section 4 presents the simulation conducted, and Sections 5 and 6
discuss security and comparisons, respectively. Finally, Section 7 concludes the paper.
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2. Preliminaries

In quantum communication, the bit flip and phase shift operators are fundamental
concepts that manipulate quantum bits (qubits) and play crucial roles in information encod-
ing, error correction, and quantum operations. The bit flip and phase shift operators [31]

X:<0 1>,Z:<1 0> o
1 0 0 —1

The bit flip operator is a quantum gate that changes a qubit from |0) to |1) (or vice

can be given by

versa) and the phase shift operator flips the phase of the |1) state while leaving the |0)
state unchanged.
Applying the above two operators to an orthonormal basis {|0), |1) }, we obtain

X[0) = 1), X[1) = [0) @)
Z[0) = 10), Z|1) = —=[1)
The rotational encryption operator [32] can be written as
9 0

Ry (6) = (cos 5 sir192> @3)

sim 7 CcOs 3

>

where 6 serves as the encryption key. When we use the rotational encryption opera-
tor Ry(0) to encrypt the quantum states, we only need to apply the operation R, (—6) on
the encrypted quantum states to recover the original quantum states.

Four Bell states [33] can be written as

1

|poo) = ﬁ(|00>+ 111)) (4)
po1) = %uow — 1)) 5)
p10) = %uom 110)) ©)
lp11) = —=(Jo1) — [10)) @)

5

2
To simplify the expression of Equations (4)—(7), four Bell states can be given by

1
|9ar) = Y _li+a)li),a,b € {0,1} ®)
i=0

According to Equation (8), we can obtain |pgo) = Y1_o|i)|i) and |@a) = X(a)Z(b)|poo)-

Consider a scenario involving three participants: Charlie, Tom, and John. Tom holds
an input a € F,, while John holds an input b € F,. The objective is for Charlie to learn the
product ab without acquiring any information about the individual inputs 4 and b.

Assume that Charlie prepares a Bell state |¢qg), and distributes the first qubit to Tom
and second qubit to John. If 4 = 0, Tom applies the phase shift operator Z (which adds
a phase of 7 to the |1) state) to her qubit. If 2 = 1, Tom applies the bit flip operator X to
her qubit. If b = 0, John applies the phase shift operator Z to his qubit. If b = 1, John
applies the bit flip operator X to his qubit. After Tom and John perform their respective
operations, they return their individual qubits to Charlie, who then performs a Bell basis
measurement on the combined state of the two qubits. The outcomes of the Bell basis
measurement are |@go) and |¢@11), respectively. In this situation, Charlie knows a and b
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due to the measurement result |@,;) is produced by performing the operators X and Z
corresponding to a = 1 and b = 1 on the first and second qubit.

To keep the inputs undisclosed, Tom and John randomly select three different encod-
ings [34] to encode a = 1 and b = 1 to the same quantum state |¢;1). Note that in each
row, the same operator is consistently applied to the first qubit, regardless of the column
index. Likewise, in each column, the same operator is applied to the second qubit. Three
different encodings can be seen in Table 1. When these encodings are applied to |@q), the
resultant states are shown in Table 2. It can be observed that if and only ifa = 1and b = 1,
Charlie receives the state |¢11); otherwise, Charlie receives one of the other three Bell states.
Thus, the specific encodings ensure that Charlie reveals nothing about their inputs. This
mechanism is fundamental for designing the subsequent QPSI scheme.

Table 1. Three different encodings.

b= b=1 b=0 b= b= b=
a=0 I®I I®Z a=0 I®Z I®X a=0 X®I X®X
a=1 X®I X®Z a=1 ZR®7L Z®X a=1 ZR1 ZRX
1) ) (3)
Table 2. The resultant states.
b=0 b=1 b=0 b=1 b=0 b=1
a=0 |Poo) |Po1) a=0 |po1) lp10) a=0 |P10) |Po0)
1 |#10) l¢11) a=1 |®00) |P11) a=1 |¢o1) |P11)
1) (2) 3)

3. The Proposed QPSI Scheme

This scheme involves three entities: The semi-honest third party (TP), Alice, and Bob.

Semi-honest TP: This entity possesses quantum capabilities, including preparing quan-
tum states and performing quantum measurements. In the scheme, TP strictly follows the
outlined steps and assists Alice and Bob in obtaining their set intersection. However, it
cannot collude with or favor either Alice or Bob.

Alice: She holds her private set A and wishes to know the intersection of A with Bob’s
private set B.

Bob: He possesses his private set B and seeks to determine the intersection of his set B
with Alice’s private set A.

The proposed scheme must satisfy the following requirements:

Correctness: If Alice and Bob provide their respective sets A and B honestly, the
semi-honest TP will announce the correct set intersection.

Security: Outside attackers cannot access the private sets of Alice and Bob. Addition-
ally, the semi-honest TP and any dishonest participant cannot obtain any information about
the honest participant’s private set, except for the set intersection.

Thus, the goal of the proposed QPSI scheme is for Alice and Bob to learn the intersec-
tion (which may be empty) of their respective sets with the assistance of a semi-honest TP,
without disclosing their individual private sets.

We assume a universal set denoted as U = {0,1,2,--- ,n — 1}, where the sets of
Alice and Bob belong to this universal set, such that A C U and B C U. According to
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the encoding rules outlined in Equation (9), Alice and Bob generate n-bit strings S4 and
Sp, respectively.

LjeA o [1,jeB

s, = -
0,j¢ A’"B 0,j¢B

forj € {0,1,2,--- ,n—1} )

Additionally, we assume that the protocol operates over a noise-free and lossless
quantum channel. in practical scenarios, noise and errors can be effectively immune by the
application of quantum error correction [35-39] and decoherence-free subspaces [40-43].

Before the scheme begins, we suppose that Alice and Bob share a secret key
Kap = {kgB,kgB,. - ,k';g;} via a QKD protocol [44], where K, ; € {00,01,10,11} for
je{0,1,2,---,n—1}

The steps of the scheme are as follows, and its diagram is depicted in Figure 1.

Prepares n Bell states;
Quam‘um channel Distributes the first and second qubits of these Bell states
—— = — > Classical channel into two ordered quantum sequences S1and Sz;
Inserts decoy photons into S1and S:at random positions to
get SI' and Sz’ ;

Decrypt EG, and EG, uses the rotational encryption
operator R (-K,) andR (-K,)torecover Giand Gs;
Measures G4 and Gk with Bell basis;

Determines and announces the set intersection.

Semi-honest w®
TP

Share a secret key K

Performs the corresponding unitary operations (I, Z or X) based on the Performs the corresponding unitary operations (I, Z or X) based on the
Encodings on S1 to generate Ga; Encodings on S to generate Gs;

Generates her own secret key Ka ; Generates his own secret key K ;

Encrypts Ki uses the rotational encryption operatorR, (K ) to get EG; Encrypts K uses the rotational encryption operator R, (K,) to get EG
Inserts decoy photons into EG, at random positions to get EG/, . Inserts decoy photons into £, at random positions to get G,

Figure 1. The diagram of the proposed QPSI scheme.

Step 1. TP prepares n Bell states all in the form of |py) = \%(|00> +[11)) that
are entangled pairs of two qubits, and distributes the first and second qubits of these
Bell states into two ordered quantum sequences S; and S;, respectively. After this,
TP prepares two decoy-photon sequences D4 and Dp, where each decoy-photon se-

quence contains d decoy particles randomly chosen from {|0>, 1), %, ‘0>\;§|1> }, and
inserts D4 into S; and Dp into S, at random positions, and records these inserted positions.
The new generated sequences are denoted as S} and S),. Eventually, TP sends S} to Alice
and S} to Bob, respectively. It is important to note that the use of decoy photons helps
detect eavesdropping, as any interception would alter the statistics of the received photons.

Step 2. After receiving S} (S5), Alice (Bob) consults with TP aiming at performing the
eavesdropping detection. TP tells Alice (Bob) the positions and measurement bases of each
decoy photon in D4 (Dp) via a classical channel. Alice (Bob) performs the corresponding
quantum measurements on D 4 (Dp) and returns the measurement outcome to TP who then
compares these results of D 4 (Dp) with the initially prepared decoy particles in D4 (Dp)
and calculate the error rate. TP instructs Alice (Bob) to restart the protocol if the error rate
exceeds the predetermined threshold. Otherwise, the scheme proceeds to the next step.
This step highlights the interplay of quantum communication, where classical channels are
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used for the verification process, while quantum channels are used for the transmission
of qubits.

Step 3. Alice (Bob) discards all decoy particles in S} (S5) to recover S; (S;). After this,

Alice (Bob) performs the operations as follows.

@

@)

®)

4)

©)

(6)
@)
®)

@

@)

®)

4)

©)

(6)

@)
)

For Alice:

She selects the encoding rule from Table 1 based on the secret key K 45 to encode her
own set elementsin S 4.

If k];q 5 € {00,11}, she chooses the first encoding.

If k]A g € 01, she chooses the second encoding.

If K/, 5 € 10, she chooses the third encoding.

She performs the corresponding unitary operations (I, Z or X) based on the encodings
on S; to generate a new sequence G4.

She generates her own secret key K4 = {9%, 9}4, 9124, S, 9271 }, where 9{4 €
[0,27) forj € {0,1,2,--- ,n —1}.

She uses the rotational encryption operator Ry (K4 ) to encrypt G4 to obtain a new

sequence EG4.

She prepares d decoy particles randomly chosen from { 10), (1), %, % }

She inserts these decoy photons into EG4 to obtain a new sequence EG/,.

She records the inserted positions of the decoy particles.

She sends EG/; to TP.

For Bob:

He selects the encoding rule from Table 1 based on the secret key K45 to encode his
own set elements in Sg.

If k]/:“ 5 € {00, 11}, he chooses the first encoding.

If k]A 5 € 01, he chooses the second encoding.

If k]A 5 € 10, he chooses the third encoding.

He performs the corresponding unitary operations (I, Z or X) based on the encodings
on Sy to generate a new sequence Gg.

He generates her own secret key Kz = {9%, 9}3, 9%, cee, 9’;;1 }, where 9% €
[0,27r) forj € {0,1,2,--- ,n—1}.

He uses the rotational encryption operator R, (Kp) to encrypt Gp to obtain a new

sequence EGg.

He prepares d decoy particles randomly chosen from {|O), 1), ‘0>\J}2|1> , ‘0>\}2|1> }

He inserts these decoy photons into EGp to obtain a new sequence EGF,.

He records the inserted positions of the decoy particles.
He sends EG} to TP.

Step 4. When TP has received EG/, (EGj) from Alice (Bob), TP consults with Alice

(Bob) to perform the eavesdropping detection in the same way as discussed above. If no

eavesdropper exists in this communication, TP instructs Alice (Bob) to restart the protocol.
Otherwise, Alice (Bob) tells the secret key K4 (Kp) to TP and the scheme proceeds the
next steps for calculating the set intersection. This step is crucial for validating that the

communication between Alice (Bob) and TP has not been compromised.

Step 5. TP discards all decoy particles in EG/, (EGj) to recover EG4 (EGg). Then, TP

performs the following operations:
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(1) TP uses the rotational encryption operator R, (—K,4) to decrypt EG4 and R, (—Kp) to
decrypt EGp, thereby recovering the original sequence G4 and Gg.

(2) TP performs Bell measurements on G4 and Gp to obain n Bell states. If the j-th Bell
states is | @11), then the set intersection includes j. If none of the Bell states are |¢11),
the set intersection is empty.

(3) TP announces the set intersection to Alice and Bob.

4. Simulation

We consider the case that Alice holds her private set A = {1,2} and Bob possesses his
private set B = {0,1,2}. Alice and Bob desire to know the intersection of A and B.

According to the encoding rules outlined in Equation (9), Alice and Bob generate 6-bit
strings S4 = (011) and Sp = (111), respectively. We suppose that Alice and Bob share a
secret key K4p = (011011) via a QKD protocol in advance. According to the encoding rule
from Table 1 based on the secret key K4p, we can know that the corresponding unitary
operations (I, Z or X) performed on S1 and Sy are {I, Z, X} and {X, X, Z}, respectively. We
assume that Alice’s secret key K4 = (27”, Z %”) and Bob’s secret key Kp = (%, %’T, o).
The Bell measurement can be implemented by applying the CNOT gate and Hadamard
gate on the quantum states. The measurement results 00,01,10 and 11 correspond to four
Bell states |@oo), [¢o1), |@10) and |@11).

We simulate the proposed scheme on the IBM quantum platform, focusing solely on
the quantum operations without incorporating eavesdropping detection. The quantum
circuit implementation for determining the intersection of A and B is shown in Figure 2,

and the measurement results are presented in Figure 3.

o [l S $I 5
ql1]

|
|
|
ql2] . I
ql3] é I
ql4] . I
q[5] é I

|

|

RY |

(pi / 3) |

- -
- ERE =

|
(S*p)/é) | (5*p)/6)

|

|

|

|

(p1/3)

RY
(5 % pi / 6)

c6 vieie%

: : z
: . : .

Figure 2. The quantum circuit implementation for determining the intersection of A and B.

100

A o)) (o0]
o o o

Probability (% of 1024 shots)
N
(@]

o

111110
Computational basis states

Figure 3. The measurement results.
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Based on the measurement result depicted in Figure 3, the final results are 10, 11 and
11 from right to left. According to the rules of Bell measurement, these results correspond
to |@10), |@11) and |@11). Thus, we can know that the first and second Bell states are |¢11),
and then the set intersection is one and two.

5. Security Analysis

In this protocol, both the outsider eavesdropper and the insider participants (TP, Alice,
and Bob) may attempt to obtain the honest participant’s private set. Therefore, the proposed
protocol must satisfy the following security properties:

(1) The outsider eavesdropper cannot access to the private sets of Alice and Bob, even if
they employ various quantum attack strategies.

(2) TP does not gain any information about the private sets, apart from the set intersection.

(38) Alice is unable to obtain Bob’s private set.

(4) Bob cannot access to Alice’s private set.

Theorem 1. The outsider eavesdropper cannot access to the private sets of Alice and Bob, even if
they employ various quantum attack strategies.

Proof. The outsider eavesdropper, often referred to as Eve, may employ various quantum
attack strategies, such as intercept-resend, entangle-measurement attack and Trojan horse
attacks to obtain the private sets of Alice and Bob. However, the decoy-state method is
employed for eavesdropping detection, which can make intercept-resend and the entangle-
measurement attack invalid.

Eve may perform the intercept-resend attack [45] to intercept the sequence during the
transmission process, measure the intercepted particles and resend a fake sequence whose
states are the same as the measurement result to the original receiver. In this scheme, decoy
photons are additional, randomly chosen photons sent along with the actual quantum states.
If Eve measures the decoy photon in the Z basis (]0), 1)), there is no error. However, if she
measures the decoy photon in the X basis ((|+), | —)), there is a 50% chance of introducing
an error because 10) and |1) are equal superpositions of |+) and |—). Since there is a 50%
chance that Eve chooses the Z basis or the X basis, the overall probability of choosing the
X basis and introducing an error is % X % = 411' Therefore, when Eve intercepts a decoy
photon and chooses a measurement basis that does not match the original state’s basis,
the measurement results will introduce an error rate of 1/4. For d decoy photons, the
probability that Eve’s attack will be detected can be calculated as [46]:

d
p(detected) =1 — <i> (10)

This formula represents the likelihood that d decoy photons will yield errors due
to Eve’s incorrect measurement basis. As d becomes large, the probability of detection
approaches 1. This means that with enough decoy photons, the likelihood of detecting an
eavesdropping attempt becomes nearly certain. Therefore, Eve cannot reliably obtain the
information from the private sets of Alice and Bob.

The entangle-measure attack [47] is another sophisticated strategy that an eavesdrop-
per, Eve, might employ in a quantum cryptographic protocol. Eve firstly intercepts the
quantum sequence during its transmission, and entangles her prepared auxiliary particle
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sequence E = {|Ey), |E1), - -, |E,—1)} on the intercepted sequence through some unitary
operations. This process can be given by

U|0)|E;) = a|0)[eoo) + B[1)|eo1) (11)

U[1)|E;) = A0)ero) + v[1)]e1r) (12)

U|+)|E;) = 3[+)(aleoo) + Bleor) + Alewo) + vle1r)) (13)
+3|—)(aleq) — Bleor) + Alewo) — vlern))

U|—)|E;) = 3|+)(aleao) + Bleor) — Alero) — vlerr)) (14)

+

31-)(aleoo) — Bleor) — Alewo) + vlein))

where |egg), |€01), |€10), |€11) are four pure quantum states determined by the unitary opera-
tions and the parameters should satisfy: |a|* + [[* = 1 and |A|* 4 |y|> = 1.

The eavesdropping detection is performed during the transmission of quantum se-
quences using decoy photons. When a decoy photon is prepared in the states |0) or |1),
Eve must set parameters § = A = 0 to avoid detection. For the states |+) or |—), if
Eve tries to pass the detection process, she must manipulate the quantum states such
that alego) — Bleo1) + Alero) — v[enn) and alego) + Bleo1) — Alero) — ¥[e11) becomes a zero
vector. Therefore, we can deduce that a|epy) = v|e11).

Substituting the above results into Equations (11)—(14), we obtain

U[0)|E;) = [0) o) 1)

U[1)]E;) = 7] len) = a]0)leao) 16)
UL Es) = 51+ (alevn) +0-+0-+ Ylen)) = al0) eo) a7
|-} E:) = 51 (@leon) — 0 — 0+ 7lexs)) = a]0) ewo) (18)

As can be seen from Equations (15)—(18), if Eve can pass the eavesdropping check
under the condition that the particles and ancillary states are in a product state, then the
entangle-measurement attack does not succeed.

Eve may attempt Trojan horse attacks, such as the delay-photon attack and the invisible
photon attack [48], to intercept private inputs. These attacks threaten the security of the
two-way quantum protocol by compromising the transmission of quantum sequences from
Alice or Bob to TP. To mitigate this risk, it is recommended to implement a wavelength
quantum filter and a photon number splitter [49], which would resist such attacks. Once
these attacks are detected, the scheme will be restarted.

Therefore, the outsider eavesdropper cannot access the private sets of Alice and Bob,
even if they employ various quantum attack strategies. [

Theorem 2. TP does not gain any information about the private sets, apart from the set intersection.

Proof. A dishonest TP may prepare single photons instead of Bell states to gain any
information about the private sets A and B. Assume that TP prepares 2n single photons,
and sends 7 single photons to Alice, while sending another n single photons to Bob. When
Alice and Bob perform the corresponding unitary operations based on the secret key K45 to
encode Bob’s own set elements in S 4andSg, he can learn the final states. However, the
different unitary operations performed on the same single photons may produce the same
result. Therefore, TP cannot deduce the elements of Alice’s and Bob’s sets without knowing
the secret key K4p. In conclusion, the proposed scheme is secure against TP’s attack
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and TP does not gain any information about the private sets A and B, apart from the set
intersection. [

Theorem 3. Alice is unable to obtain Bob’s private set.

Proof. Since there is no direct communication between Alice and Bob, if Alice wants to
obtain Bob’s private set B, she needs to perform an intercept-resend attack on the quantum
channel with the quantum sequence EG}; transmitted from Bob to TP. Even if Bob receives
the fake sequence, he will announce the inserted positions of the decoy particles. Despite
the detection of the attack, Alice can obtain the sequence EGg. In fact, if Alice knows Gp,
she can deduce the private set of Bob based on the relationship between Gg and the secret
key K4p. However, EGp is generated using the rotational encryption operator R, (Kp) to
encrypt Gp. After passing the eavesdropping detection, Bob will announce the secret
key Kp to TP for obtaining Gg. If the eavesdropping detection fails due to the presence of
an eavesdropper, the scheme will be restarted, and Bob will not announce his secret key Kp.
Therefore, even if Alice can obtain the sequence EGp, she cannot access to Bob’s private set
B without knowing the secret key Kp. [

Theorem 4. Bob cannot access Alice’s private set.

Proof. The roles of Alice and Bob in the proposed scheme are identical. If Bob wants to
access Alice’s private set A, he also needs to perform an intercept-resend attack on the
quantum channel with the quantum sequence EG/; transmitted from Alice to TP. Similar
to Alice’s attack, Bob has no chance of knowing Alice’s secret key K 4 due to the failure of
passing the eavesdropping detection. Therefore, even if Bob can obtain EG4 by performing
the intercept-resend attack, he cannot access Alice’s private set A due to him not knowing
the secret key K4 for decrypting EG4 to obtain G4. [

6. Comparison

To effectively compare our scheme with the existing QPSI scheme, we outline key
aspects such as the quantum resources used, quantum operations, and quantum measure-
ments in Table 3.

Table 3. Comparison between our scheme with the existing QPSI scheme.

Technical
Protocol Quantum Source Quantum Operation = Quantum Measurements Implementation
Difficulty
Ref. [27] n encoded states Uy and Ug Von Neumann Difficult
measurements
Ref. [28] n encoded states Uy and Ug von Neumann Difficult
measurements
Ref. [29] Oi?ﬁgﬁ:?iifﬁ: of QFT OAM basis measurement Difficult
. . Single-particle
Ref. [30] Single photons Fraglao(;laarln’giréesa(ii the projective Difficult
& measurements
Ours Bell states I, Xand Z Bell-basis Easy
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Ref. [27] requires the preparation of n encoded states that are multi-particle entan-
gled states, as well as the quantum operator G, and von Neumann measurements to
achieve the calculation of set intersection, where G = —UyUs. Here, the two unitary
operations Uy and Ug are defined as follows:

Up =) |x)(x] —10)(0] (19)
x#0
Us =) |x)(x] = ) |0)(x] (20)
x¢S x€S

These two unitary operations are realized by complex oracles.

Ref. [28] proposed an improved scheme to address the fairness issue present in Ref. [27];
thus, the quantum technologies used are the same as those in Ref. [27]. Consequently, both
schemes in Refs. [27,28] are difficult to implement under the current quantum technologies,
which limits their practicality.

Ref. [29] requires the preparation of OAM basis states of single photons as quantum
resources. OAM basis states refer to a set of quantum states of light that carry orbital angular
momentum. Additionally, it requires OAM basis measurement. However, preparing OAM
basis states and conducting OAM basis measurements are challenging with the current
quantum technologies.

Ref. [30] utilizes single photons as quantum resources, and a Hadamard gate for
encoding the private set. The requirement for fractional applications of the Hadamard gate
presents significant challenges in current quantum technology.

In contrast, our scheme utilizes Bell states as quantum resources, I, X and Z gates for
encoding the private sets, and R, rotation operation for protecting the privacy of the sets.
These components are easier to implement with current technologies, making our scheme
more practical.

7. Conclusions

In this paper, we propose a quantum private set intersection (QPSI) scheme utilizing
Bell states, unitary operations, and Bell measurements as its building blocks. We use the I,
X, and Z gates for encoding the private sets, which are applied to the received Bell states
to compute the set intersection. The privacy of the sets is ensured by the principles of
quantum mechanics, meaning that even an adversary with quantum capabilities cannot
compromise the security of the private inputs. The feasibility of this scheme is verified
through simulations conducted on a quantum platform. Compared to existing QPSI
schemes, our scheme is more feasible to implement with current technologies, utilizing Bell
states as quantum resources, I, X, and Z gates for encoding the private sets, R, rotation
operations for protecting the privacy of the sets, and Bell measurements for obtaining
results. It is worth noting that if the participants or the third party are malicious (e.g., if one
of the participants utilizes a universal set for calculation), the other participant’s set may be
exposed. In this regard, we will focus on the verifiability of QPSI schemes in future work.
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