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ABSTRACT

Current hierarchical control quantum communication protocols are mostly limited to linear bidirectional architectures with only two
communication agents, lacking cyclic information exchange capabilities and flexible scalability for large-scale scenarios. This limitation
impedes the practical deployment of complex quantum communication networks. To address this issue, a novel hierarchical control
bidirectional cyclic hybrid quantum information transmission protocol for an arbitrary single-qubit state is proposed. The protocol com-
prises six participating entities: three communication agents (Alice, Bob, and Charlie) at different levels and three control agents (David,
Emma, and Frank) with a clear permission hierarchy. The bidirectional communication tasks of each communication agent require
matching control authorization corresponding to their level: high-level communication agents only need David’s assistance, mid-level
ones require joint control from David and Emma, and low-level ones demand collaborative authorization from all three control agents to
complete their quantum teleportation and remote state preparation tasks. Furthermore, the proposed six-party protocol is extended to a
2N-party scenario involving N control agents and N communication agents at different levels, adapting to the needs of large-scale
quantum communication networks. This work provides a flexible and scalable theoretical framework for constructing hierarchical ~

quantum communication networks with cyclic information exchange.

© 2025 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution-NonCommercial-
NoDerivs 4.0 International (CC BY-NC-ND) license (https://creativecommons.org/licenses/by-nc-nd/4.0/). https://doi.org/10.1063/5.0291232

I. INTRODUCTION

Quantum entanglement is a distinctive characteristic of
quantum mechanics that sets it apart from classical physics, and it
serves as the core resource and theoretical cornerstone of
quantum information science. This non-local correlation charac-
teristic breaks the limitation in classical physics that “information
transmission relies on physical carriers,” laying a unique physical
foundation for the secure and efficient transmission of quantum
information. It directly promotes the formation and development
of quantum communication technologies such as quantum key
distribution,'™ quantum teleportation (QT),”™® quantum secure
direct communication,”™"? quantum secret sharing,”']7 and
quantum superdense coding.'*~*'

As one of the important methods in quantum communica-
tion, QT utilizes entanglement and classical communication to
remotely transfer the unknown quantum state of one particle to

another particle. In 1993, a team of six physicists including
Bennett, based on in-depth research on the properties of quantum
mechanics and the possibility of information transmission, first
proposed the QT scheme.”” In 1997, the feasibility of this theory
was verified when QT was first realized in the 1aboratory.23 As
another key protocol in the field of quantum information, remote
state preparation (RSP) proposed in 2000°* also relies on shared
entanglement and classical communication. It enables the sender to
assist the receiver in locally preparing their qubit into a specific
quantum state, without the sender needing to pre-hold the qubit
that carries the target state. Unlike quantum teleportation, which is
primarily used to transmit unknown quantum states, in remote
state preparation, the sender fully knows the target quantum state to
be prepared—a feature that allows it to achieve the remote construc-
tion of quantum states with lower classical communication costs. To
enhance the security and controllability of communication processes,
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QT and RSP protocols with one or more control agents have been
successively proposed. In early research on such protocols, there was
usually only a single control agent,””* and the communication
process could only proceed with the consent and assistance of this
agent. Later, the emergence of hierarchical control communication
protocols”~** assigned different numbers of control agents to com-
munication agents with different permissions or identity levels,
resulting in protocols with greater flexibility and broader application
scenarios. With the rapid development of quantum technology, both
QT and RSP protocols based on various multi particle entangled
state channels have made rapid progress in both theoretical and
experimental fields in recent years.” ™"’

In recent years, significant progress has been made in hybrid
quantum communication protocols that integrate QT and RSP.**™*
In 2017, Fang et al."* proposed a bidirectional hybrid quantum
information transmission (BHQIT) protocol based on a seven-
qubit entangled state. In this protocol, with the assistance of a
control agent, Alice can teleport an unknown single-qubit state to
Bob, while Bob can remotely prepare a known two-qubit state for
Alice. In 2018, Ma et al.*’ proposed two BHQIT protocols based
on six-qubit and nine-qubit entangled states, respectively, which
enable Alice to teleport an unknown single-qubit state while Bob
can remotely prepare arbitrary single-qubit and two-qubit states for
Alice. Later, Huo et al."* proposed a protocol based on a seven-
qubit entangled state. In this protocol, with the assistance of the
control agent Charlie, Alice can teleport an arbitrary two-qubit
state to Bob, while Bob can remotely prepare a known single-
particle state for Alice. In 2019, Jiang et al.*” proposed a cyclic
bidirectional hybrid quantum information transmission (CBHQIT)
protocol involving three participants, utilizing a quantum channel
composed of Bell states and GHZ states. In this scheme, each par-
ticipant can send an unknown single-qubit state to the other two
participants via QT and a known single-qubit state to them via
RSP. Additionally, the study analyzed and discussed the fidelity of
the proposed protocol under four different noise environments. In
2022, Zhang et al.*® proposed a BHQIT scheme for arbitrary single-
qubit states based on butterfly network coding, using five-qubit
Brown states as the quantum channel. This research expanded the
application scope of quantum network coding and holds good
potential for improving communication efficiency in quantum net-
works. In 2024, Gong et al."’ generalized the quantum states to be
cyclically and bidirectionally transmitted in the CBHQIT protocol
from arbitrary single-qubit states to arbitrary two-qubit states.

In 2023, Hua ef al.*® integrated the hierarchical control mech-
anism with bidirectional hybrid quantum communication technol-
ogy and designed a hierarchically controlled bidirectional hybrid
quantum information transmission (HCBHQIT) protocol based on
a six-qubit entangled state channel. In this protocol, Alice needs to
teleport an unknown single-qubit state to Bob under the supervi-
sion of the control agent Charlie, while Bob is required to remotely
prepare a single-qubit state for Alice under the joint regulation of
the control agents Charlie and David. However, this scheme is only
applicable to the transmission and preparation of single-qubit
states, with certain limitations in its application scope. In 2025,
using an eight-qubit entangled state as the quantum channel,
% proposed two HCBHQIT protocols, respectively, one is
suitable for the bidirectional transmission of arbitrary unknown
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single-qubit states and known two-qubit states and the other is
suitable for the bidirectional transmission of arbitrary known
single-qubit states and unknown two-qubit states. Based on existing
HCBHQIT protocols with two communication agents, we propose
a six-party HCBCHQIT protocol involving three communication
agents and three control agents, which can be further extended to a
2N-party hierarchical communication protocol with N communi-
cation agents and N control agents.

The remaining part of the paper is arranged as follows: Sec. II
proposes the six-party HCBCHQIT protocol, in which three com-
munication agents with different post levels will complete their
respective two-way hybrid communication tasks with the joint assis-
tance of three control agents with different permissions. Section III
extends the six-party protocol to the 2N-party scenario. Section IV
calculates the intrinsic efficiency of our protocol and conducts a
comparative analysis with some existing literature studies. Security
analysis is briefly discussed in Sec. V. Finally, Sec. VI includes discus-
sions and conclusions of the research.

Il. THE SIX-PARTY HCBCHQIT PROTOCOL

In this section, a six-party HCBCHQIT protocol with three
control agents is proposed. The protocol includes three communi-
cation agents (Alice, Bob, and Charlie) with different levels and
three control agents (David, Emma, and Frank) with a clear per-
mission hierarchy: David (highest authority, master control
agent), followed by Emma and Frank (lowest authority).
Communication agents act as both information senders and
receivers. Figure 1 shows the schematic diagram of the six-party
HCBCHQIT protocol.

Specifically, with assistance from David, the high-level
agent Alice can teleport an unknown single-qubit state
|§1)4 = a1]0) + b1|1) to Bob while remotely preparing a known
single-qubit state |y;) = o1]0) + ;€ |1) for Charlie.

The mid-level agent Bob, under the joint control of David
and Emma, needs to complete two-way communication tasks:
teleporting an unknown single-qubit state |£,) = a,[0) + b,|1) to
Charlie and remotely preparing a known single-qubit state
lt2) = 2]0) + B,€®[1) for Alice.

For the low-level agent Charlie to teleport an unknown single-
qubit state |£5) - = a3|0) + b3|1) to Alice and remotely prepare any
known single-qubit state |y;) = a3|0) + B5¢'%|1) for Bob, joint col-
laboration and control from all three control agents (David, Emma,
and Frank) are required.

The coefficient parameters a;, b;, o, B;, 0; (i = 1, 2, 3) of the
quantum states are all real numbers and satisfy the normalization
conditions |a;|* + |bi|* = 1, |es|* + |B;]° = 1, 6; € [0, 27).

During the implementation of the protocol, Alice only knows
the coefficient information of the quantum state |y,), not the
specific information of other quantum states to be transmitted
(including her own |£)),); similarly, Bob and Charlie only know
the coefficient information of |y,) and |y;), respectively, without
the knowledge of other states (including their respective |£,), and
|£3) ). The control agents David, Emma, and Frank have no infor-
mation about all quantum states.

From the four groups of 16 G-states presented in Ref. 51, we
selected the first group of four G-states to construct the 15-qubit
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FIG. 1. Schematic diagram of six-party
HCBCHQIT.

Controller Emma, Frank |y3)

Bob

entangled state quantum channel used in our protocol, which can
be expressed as

|Ql>1,2,3,4,5,6,7,8,9,10,11,12,13,14,15 = [(|g1)]0) + [2)[1))]g1)[0)

+ (Ig4)10) + [g5) 1))} [1)]181)[0)
+ [(1g5)10) + |g4)[1))Ig3)[0)
+(1g2)10) + [g1)[1)lg2) [1)]]g2)[1).-

1)
These four G-states are given by
1
lg1) = 5 (10000) +[0101) +[1010) + [1111)),
1
lg2) = 5(]0000) + [0101) — [1010) — [1111)),
) @

lg5) =~ (10000) — [0101) +[1010) — [1111)),
lga) = %(|0000) —(0101) — |1010) + [1111)).

Before the initiation of quantum communication, the six
agents involved in the process have pre-shared this 15-qubit entan-
gled state |Q;). This 15-qubit entangled state is prepared by the
overall controller David. Specifically, qubits (1, 4, 7, 13)
are assigned to Charlie; qubits (3, 6, 9, 12) belong to Bob; qubits
(2, 8, 11, 14) are allocated to Alice; and among the three control
agents, Frank holds qubit 5, Emma possesses qubit 10, while David
himself retains qubit 15. Such an entangled state can be prepared
using the quantum circuit method depicted in Fig. 2.

To implement the protocol, the quantum channel needs to be
modulated first. Alice, Bob, and Charlie, respectively, introduce

Charlie

auxiliary particles A’, B', and C' with the initial state |0). Then, they
take qubits 14, 9, and 4 as control qubits, respectively, and perform
the cNoT gate operations with |0) ., |0) ., and |0) - as target qubits.

For the sake of clarity in the narrative, we denote qubit 5 held
by Frank as F, qubit 10 held by Emma as E, and qubit 15 held by
David as D; the qubits held by Alice, Bob, and Charlie, respectively
correspond to the letter notations in Table I.

The overall initial state can be written as

[Q1) = 15104 @ 162)5 @ 1€3) ¢ © Q1) 4,8, 6,0 FB,Co A, B, B EAL B, CoAsA'D
= (@1]0) + b1[1)), ® (a2]0) + b2[1))5 @ (a3]0) + b3[1)) @
{1AR1)[0) + [h2)[1))]1)[0) + ([ha)]0) + [B3)[1))[ha)|1)]|1)]0)
+ [(1h3)[0) + [Ra)[1))[R3)[0) + (h2)[0) + |B1) 1)) k) [1)][H2) (1) }

3
Among which,
1
i) = 5 (]00000) + [01011) + [10100) + [11111),
1
|12} = (100000) +[01011) — [10100) — [11111)),
4

1

15} = (|00000) — [01011) + [10100) — [11111)),
1

|14} = 2(00000) — [01011) — 10100) +[11111)).

The following six-step protocol elaborates on the implementa-
tion approach of six-party HCBCHQIT protocol. To simplify the
description, global phase factors will not be considered during the
evolution stage of quantum states in the hybrid quantum commu-
nication process. The specific workflow is visualized in Fig. 3,
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a:10) [+

g3 |0)

o

as |0y [

gs [0)

gs |0)

FIG. 2. The circuit diagram of the

eight-qubit state of Eq. (1) from state
|0>®15.

qn |0} —.

g1z |0} -
q13 |0} é
Q14 |0) —. - - - - -
which clearly illustrates the sequential operations, interactions, and 1 1
information flows among different agents involved in the protocol. |00) = $(|OO) + 1)), [eor) = 7§(|OO> — 1),
Herein, “BSM” denotes Bell-basis measurement, while “PM” repre- 1 1 (5)
sents projection measurement. le1o) = 7—(|01) +[10)), |¢1,) = 7(|01) — [10)).
Step 1: Alice conducts a Bell-basis measurement on the qubit 2 2

pairs (A, A;). Then, she employs two bits of classical information
to reveal her measurement results through a public communication
channel. The four Bell measurement bases are

TABLE I. Correspondence between qubits, holders, and their symbols.

Alice Bob Charlie
Qubit Symbol Qubit Symbol Qubit Symbol
11 A 1 6 B 1 1 C 1

2 A, 12 B, 7 C,
14 A, 9 B, 4 C,
8 Ay 3 B, 1 Cs
A A B B’ c c

Next, she conducted two single particle projection measure-
ments on particles A’ and A; in sequence.

First, based on the prior knowledge she has, Alice selects the
measurement basis {|€;),, |€2),} to implement the projection
strategy on particle A’, where

ler) = a1]0) + Bi[1),

6
£2) = B110) — au|1). ©

Then, according to the measurement result of particle A/,
another set of bases {MJ-T’B’)A stE{+ —L jE{L2), I=1} is
used to perform projection measurement on particle As, and the
measurement bases can be written as
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/ﬁm
High-level QT 15,) QT:15,)

—t| Mid-level |=—————2t—p| Low-level

; ;
agent Alice <_RSP: i) agent Bob <_RSP: i) agent Charlie
l \—i—y i
1. BSM(A,A)) 1. BSM(B,B)) 1. BSM(C,Cy)
2. PMA) 2. PM (B’ 2. PM(C)
3. PM(As) 3. PM (Bs) 3. PM(G)
4. Publish her 4. Publish his 4. Publish his
results (4 bits) results (4 bits) results (4 bits)
v k/—/r
. FIG. 3. The flowchart of the six—
Request David's Request Emma's Request Frank's HCBCHQlTe prg\t'gcco? of the six—party
assistance assistance assistance
If agree If agree If agree
A4 Y
David measures D & Emma measures E & Frank measures F &
Publish result (1 bit) Publish result (1 bit) Publish result (1 bit)
l\l‘\‘ !
Bob/Charlie: Alice/Charlie : Alice/Bob :

Unitary transforms Unitary transforms Unitary transforms 2
to reconstruct to reconstruct to reconstruct g
desired states desired states desired states %

AP, =10) + e 1) Step 2: Next, Alice discloses her measurement outcomes via two §
{|lf’6‘>} = 1_ 0 A Lo bits of classical information and applies to the master control agent ™
W) =10) — e 1) @) David for continuing the communication. ~
| /l+’9‘) — 01 |0) 1) If David agrees to this communication, he will measure qubit
{3} = { 2, AT " ) 15 in his hand under the {|0)p, |1),,} basis and discloses his mea-
") 0 = e710)—1) surement outcome via one-bit of classical information. Assuming
that David’s measurement result is |1),, the state of the remaining
bits will coll t
Specifically, if the measurement result of qubit A’ is |1}/, the qubtts Wil coflapse fo
measurement basis {|A7%)} are used to measure qubit As; if the
measurement result of qubit A’ is |€,),,, the measurement basis |Q3) = 1205 ® €3)c © 1Q3)c,4,8,0,0FB, oA BB EB,C,
{]A3%)} are used to measure qubit As. _1
Assuming that Alice’s measurement results are [@y) 4,> |€1) 47> o 4(a2|0> +b2[1))p © (a5]0) + bs[1))c
and |4,% )4, then the initial state of the system can be rewritten as: @ [(|h3)[0) + |ha)[1))]3) 0)
o +([h2)10) + [R)[I)h2) 1)) ¢, 48,0008y B, BE
B Ol @lamacmennrmeo ® bigl(@]0) — bi[1)), ® (el0) + B 1) ] ()
=(a2[0) + b2[1)) ® (a3]0) + b3|1))
Bob and Charlie, based on the measurement results
@ {[(|h1)|0) + |h2>|1i)\h1>|0> + (|h4)[0) + |h3>l:>)|h4>|1>] announced by Alice and David, select an appropriate unitary trans-
® (a101|00) + a18,€"[10) + by [01) + by B [11)) @ |0) formation operation op @lc,. In this way, the desired quantum
+ [(1h3)10) + [ha)[1))|13)|0) + ([h2)[0) + [h)[1))[h2)[1)] state Icanfbe reco‘:red' b only th .
i0, B B i0, n fact, at this point, with only the assistance of the master
® (3101/00) + @15, [10) — b1 [01) — by [11))®|1) }. controller David, the high-level agent Alice has completed her com-
®) munication tasks. Specifically, through quantum teleportation, the
J. Appl. Phys. 138, 184402 (2025); doi: 10.1063/5.0291232 138, 184402-5
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unknown quantum state |;), to be transmitted is recovered at
qubit B, owned by Bob. Meanwhile, a known quantum state [y, ),
is remotely prepared at qubit C4 of Charlie.

Step 3: The medium-level agent Bob performs
measurements on particles B and B; using the Bell basis
{1#00)5.5,> [€01) 5.5, |®10) 5, |€11)p5,} and employs two bits of
classical information to reveal his measurement results through
a public communication channel.

Then, he performs a projection measurement on particle B’
under the measurement basis {|€1)p, |€2) 5}, where

le1)p = @2[0) + B, [1),
(10)
l€2)p = B2[0) — as|1).

According to the measurement result of B, Bob performs a
single-particle projection measurement on B; under the measure-
ment basis {|}.]-T’9’)Bs; t€{+, -} jE{1,2}, I=2}L

After the two single-qubit projection measurements, Bob dis-
closes his measurement results on the public channel via two bits
of classical information.

Let’s assume that Bob’s measurement results are |@gg)gp
ler)y, and [4,7%) p,> respectively. Then, the state of the remaining
particles collapses to

|Q4> = |‘f3>c ® ‘Q4>C1A234C3C’FCZA4EBZC4

1 .
= 173 @l0)+ B @ [@l0) = b1y, © (@]0) + 5% 1)

® (1006 © (113)10) + 1) g, ccr
® ((120!2'00> — (lzﬂzei92|10> + bzaz‘01> — b2ﬁ28i92|11>)

+ g ® ([h2)[0) + 1h) 1), a,8,c,0F

GAy

©(206]00) + a,8,¢™[10) — byas[01) — by |11>)CZA4] .

1mn)

Step 4: Then Bob continues to send a communication request
to the control agent Emma. If Emma agrees to continue the com-
munication, she will perform a single-particle measurement on her
qubit E under the basis {|0)g, |1);} and disclose her measurement
result via one bit of classical information.

If her measurement result is |1);, the state of the remaining
particles will collapse to

|QS> = ‘§3>c ® |C>C,AZB4C3C’FCZA4BZC4

1 )
= 5 @10+ BIC e [@l0) ~ bl @ (al0) +8e"10)

@ (|13)]0) + |ha) 1), a,8,ci0F

® (a2a2|00) — a2ﬁ26i62|10> + b2a2|01) — b2ﬁ2€i92|11>)C2A4

1 )
= 1 5@0) bl [@l0) = b1}y, @ (er]0) + Bie™ 1),

@ (|h3)[0) + k) 11D ¢, 4,850

® [(az\o> +b5|1), ® (02]0) —ﬂzei92\1>)A4]. (12)
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At this time, Alice and Charlie select an appropriate unitary
transformation operation Ic, ® 65 based on the measurement
results announced by Emma, Bof), and David and, thus, can
recover the desired quantum state.

In fact, at this point, under the joint control of the master
control agent David and the sub-control agent Emma, the medium-
level agent Bob has also completed his communication tasks. That
is, through quantum teleportation, the unknown quantum state
|€2)¢, to be transmitted is recovered at the qubit C, owned by
Charlie. Meanwhile, a known quantum state |y,) ,, is remotely pre-
pared at the qubit A4 of Alice.

Step 5: The low-level agent Charlie performs measurements
on qubits C and C, using the Bell basis {|¢g)cc,» [#o1)cc,
|€10)c.c,s [€11) ¢, }- Then, a projection measurement is performed
on qubit C’ under the measurement basis {|1) ¢, |€2)}, where

ler) o = a3]0) + Bs|1),
le2) = B3]0) — as|1).

According to the measurement result of C’, a single-qubit pro-
jection measurement is performed on C; under the measurement
basis {\ﬂ.}’g‘)B ;7 € {+, —}, j € {1, 2}, I =3}. Then, she uses two
bits of classical information to disclose the measurement results.

Let’s assume that Charlie’s measurement results are |¢gg) ¢ ¢, »
le1) o> and |ll+’93>c3, respectively. Then, the state of the remaining
particles collapses to

(13)

1 .
1) = 5 [(@1]0) = Ba|1)), & (@01]0) +Bie” 1)) .|
® [(@l0) + bal1))c, @ (@)0) - B (1)),
® [(azaz\00> — 35,€%(10) + byas|01) — bofre®(11)), , @ |0);

+(@202]00) — ay8,%[10) — byar[01) + b2ﬂ28i92|11>)AzB4®‘1>F]'
(14)

Step 6: Then, Charlie sends a request for further communica-
tion to the control agent Frank. If Frank agrees to continue the
communication, he will perform a single-particle measurement on
particle F under the basis {|0)., |1)z} and disclose his measurement
result via one bit of classical information.

If Frank’s measurement result is |1)p, the remaining qubits’
state will collapse into

197) = ¢ [(@l0) ~ Bi11))y, @ (@lo) +Bre® 1),
® [(@10) + 1)), @ (@)0) — B 1)), |

® [(@[0) — bal1)),, © (@l0) — ™ 1)), ] (15)

Currently, Alice and Bob select appropriate unitary transfor-
mation operations 65 ® o}, according to the measurement results
announced by Charlie, David, Emma, and Frank and, thus, can
recover the desired quantum state.

In fact, at this point, under the joint control of the master
control agent David and the sub-control agents Emma and Frank,
the low-level agent Charlie has also completed his communication
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tasks. That is, through quantum teleportation, the unknown
quantum state |53), to be transmitted is recovered at the qubit A,
owned by Alice. Meanwhile, a known quantum state |y;)p is
remotely prepared at the qubit B, of Bob.

From Eq. (15), it can be seen that the multi-agent quantum
communication tasks of Alice, Bob, and Charlie have been com-
pleted, respectively, with each task falling under the distinct control
levels of the agents David, Emma, and Frank.

Consequently, the HCBCHQIT protocol is implemented suc-
cessfully. Each of these task completions relies on respective
unitary operations for Alice, Bob, and Charlie, enabling them to
reconstruct the target quantum states according to the publicly
announced measurement outcomes.

lll. THE 2N-PARTY HCBCHQIT PROTOCOL

This section extends the six-party HCBCHQIT protocol proposed
in Sec. II to a 2N-party one. That is, under the respective control of N
control agents at different levels, N communication agents conduct
bidirectional cyclic hybrid communication with one another.

Specifically, there are N control agents Controller
(k=1,2, ..., N) with different control authorities (from high to
low) denoted as M; ~ My; the communication agents are
Alicex(k = 1,2, ..., N) with position levels (from high to low)
denoted as G; ~ Gy. They are both the senders and receivers of
quantum information. Precisely because the position levels of each
Alicer(k = 1, 2, ..., N) are different, the number of control agents
required for joint and coordinated control in the bidirectional
hybrid quantum information transmission tasks executed by
Alicer(k =1, 2, ..., N) is also different.

Definition 1: TCy & {Controller;, Controller,, ...,
Controller;,} (k=1,2, ...,N) is the set of control agents
{Controller;, Controller,, ..., Controllery} with control authorities
{My, Ms, ..., My}, respectively.

Then, the communication task to be achieved in the general-
ized 2N-party protocol can be described as follows:

Under the joint and cooperative control of the set of control
agents TCi(k=1,2, ...,N), each Alicey(k=1,2, ...,N) with
the post-level G; performs quantum teleportation of an unknown
single-qubit state [§;), = ax[0) +b[1) (k=1,2,...,N) to
Alice(tymoan(k =1, 2, ..., N) with the post-level
G+ )modn(k = 1,2, ..., N); Meanwhile, it transmits a known
single-qubit state |y,) = a|0) + Bre%|1) (k=1,2,...,N) to
Alice(—1)moan(k = 1,2, ..., N) with the post-level G—_1)modn

|[Hy) =

>

iz, ,in €{0,1}

PG))iyi - - - i)
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(k=1,2,...,N). The parameters day, by, 0, By, 0k (k=1,2,...,N)
are all real numbers and satisfy the normalization conditions
lae]* + |be)> = 1, || +1Bi/ =1,6 € [0,27), (k=1,2,...,N).

In the  protocol  execution, each  participant
Alicer(k = 1,2, ..., N) solely possesses the coefficient information
of [yx)(k=1,2, ..., N), remaining unaware of other quantum

states [including their own [&;), = ak|0) +bi[1) (k=1,2,...,N)].
Meanwhile, all control agents Controllery(k=1,2,...,N) have no
knowledge of the specific content of any quantum states. Figure 4
illustrates the HCBCHQIT protocol for 2N parties. Herein, hollow
arrows represent the control logic from the controller set
TCr(k=1,2,...,N) (composed of several Controllers) to the corre-
sponding Alicex(k=1,2,...,N), while solid arrows characterize
the quantum information transmission process between
Alicex(k=1,2, ...,N) nodes, illustrating the complete flow from
the collaborative control of multiple Controllers to the transmission
of quantum states among Alice nodes.

Definition 2: The set of direct products formed by arbitrarily
selecting an N-tuple repeatable permutation from all 16 different
G-states {|g1), |£2), - - -» |g16)} is PG = {|PGy), |PG,), ..., |PGigv)},
satisfying |PG;) # |PG)(Vs # t). Among them,

[PG)) 2 |PGjjo,..iv) = 18j1) ®183) ® - ®|gjx)s

(€ [1,16V], ji, jos ---»jn € [1,16]). (16)

Next, the quantum channel required for implementing the
2N-party HCBCHQIT protocol is given. In fact, the quantum
channel in Eq. (1) can be rewritten as follows:

[Hy) = [(1g1)[0) + |g2)[1))|g1)10) + (|ga)[0) + |g3)[1))|g4)[1)11g1)[0)
+[(|g3)10) +1g4)11))1g3)[0) + (|g2)|0) + (1) [1))]g2) [1)1]g2) 1)
=181)1g1)1£1)|000) + |g3)|g3)[82)[001) + |ga)[g4) |g1)]010)
+1g2)182)|g2)(011)
+1g2)1€1)[g1)[100) + [g4)(g3)1g2)[101) +[g3) |ga)€1)[110)
+1g1)182)[g2)[111)
= [PG111)|000) + [PG332)[001) + [PGys1)|010) + [PG22)[011)

+|PG311)]100) 4 |PGy32)|101) + | PG341)|110) + |PG12)|111).

(17)

Therefore, the quantum channel of the 2N-party HCBCHQIT
protocol can be constructed as

= (lgh?>A11A12A13A14 ® |ghg >A21A22A23Az4 ®--® |ghgl>AN1ANzAN3AN4) |OO e O>C1C2"'CN

+ ('gh? Dannnan @ 188 4 aana ©

+(lg

& |gh2N71 >
1 AnApAiAy, ?

AnAnAypAy

@ |gh}\’>AN1AN2AN3AN4) |00 o 1>C1C2“‘CN

(18)

Q- ® |gh§]N—1> 11+ e ey

AN1AN2AN3ANS )
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The subscripts h(l’, hg, e hlo\,, h}, h%, ...,h}\,, ...,h%N_l, First, each Alicex(k=1,2, ..., N) performs a projection §

h%N‘l, s h?VN‘l of each selected G-state |g;)(i = 1,2, ..., 16) are,
respectively, composed of N-element repeatable permutations of
the distinct set {1,2, ..., 16} The qubits
Ak, Akas Aks, Ara(k=1,2, ..., N), respectively, belong to the
communication agents Alicex(k =1,2, ..., N); the qubits
Ci, Gy, ..., Cy, respectively, belong to N control agents
Controllery(k =N, N —1, ..., 2, 1).

The implementation of the protocol can be divided into the
following six steps:

Step 1: Modulate the quantum channel. Each communication
agent Alicex(k =1, 2, ..., N), respectively, introduces an auxiliary
particle with the initial state [0), (k=1,2, ..., N) and uses the
owned qubit Ap(k=1,2,...,N) as the control qubit and
0)4,, (k=1,2, ..., N) as the target qubit to respectively perform
N cNor gate operations CNOT (Agy, Ary) (k=1,2, ..., N).

Step 2: Each Alicer(k = 1,2, ..., N) respectively performs a
Bell basis measurement on their owned qubit pair (A, Ax1)
(k=1,2,...,N) under Bell basis {|@g)a, a,>|Po1)a,a,
[€10) 4,45 |#11) 4,4, 1> and each, respectively, publishes their mea-
surement results through two-bit classical information.

Step 3: Each Alicex(k =1,2, ..., N) successively performs
two single-qubit projection measurements on the owned qubits
Aw(k=1,2, ...,N) and Agy(k=1,2, ..., N) according to the
prior knowledge each grasps.

measurement on the qubit Ag(k=1,2, ..., N) under the mea-
surement basis {|&1) s> |€2) s}, where

€1) = 0k|0) + Bi|1),
l€1) 1[0) + Bi[1) (19)
€2)ka = Bil0) — ak[1).

Second, according to the measurement result of the qubit
Aw(k=1,2, ...,N), each Alicex(k=1,2, ..., N) selects the
measurement basis {|/l;’g’)B ste{+H —Lj€e (L, 2L, 1=k} and

3

then performs a projection measurement
A(k=1,2, ---,N).

After the two measurements, each Alicex(k=1,2, ..., N)
uses two-bit classical information to announce their measure-
ment results of the qubits Ax(k=1,2,...,N) and
A (k=1,2, ...,N).

Step 4: Each control agent Controllery(k=1,2, ..., N)
successively performs single-qubit measurement on the qubits
C,Cy, ...,Cy in hand under the basis {|O)Ck, \1>ck}
(k=1,2,...,N).

Step 5: If the communication agent Alicex(k=1,2, ..., N)
wants to execute her bidirectional hybrid communication tasks. She
needs to submit a communication application to the set of control
agents TCi(k=1,2, ...,N). If all levels of control agents in

on the qubit

J. Appl. Phys. 138, 184402 (2025); doi: 10.1063/5.0291232
© Author(s) 2025

138, 184402-8


https://pubs.aip.org/aip/jap

Journal of

Applied Physics

TCi(k=1,2, ..., N) agree to this communication, they will,
respectively,  inform  Alicet1ymoan(k =1,2, ..., N) and
Alicek—1)moan(k = 1,2, ..., N) of their measurement results on
Cy, Gy, ... Cy separately through the classical channel.

Step 6: Alicesiymodn(k = 1,2, ..., N) and Alicey_1ymodn
(k=1,2,...,N) comprehensively consider the measurement
results of TCy(k=1,2, ..., N) and Alicex(k=1,2, ..., N) and
select the appropriate unitary transformation operations to recon-
struct the quantum state to be transmitted bidirectionally, thus
completing the 2N-party HCBCHQIT protocol.

As a matter of fact, in the 2N-party communication protocol,
for the k(k =1,2, ..., N) level agent, there are four types of Bell
measurement results (for QT), four types of single-qubit projection
measurements (for RSP), and 2k different outcomes of single-qubit
projection measurements performed by the N control agents, that
is, there are a total of 4 x 4 x 2K = 2k** different measurement
outcomes. When k = N, there are 2N** possible outcomes in total.
However, as discussed earlier, for any measurement outcome, the
receiver can select an appropriate unitary transformation to recon-
struct the desired quantum state, and all possible scenarios will not
be listed one by one here.

IV. EFFICIENCY AND COMPARISON

This section evaluates the inherent efficiency of the proposed
scheme. Since there is currently no relevant literature on hierarchi-
cal control-based cyclic hybrid communication protocols, we have
selected hierarchical control cycle quantum teleportation, as well as
cyclic bidirectional hybrid communication protocols under single
control”™*” for comparative analysis, to illustrate the high effi-
ciency of the proposed scheme.

The intrinsic efficiency’® can be expressed as

QTN

~ CRN + QRN’ (20)

n

Here, QTN represents the total number of qubits transmitted

in the protocol, which is the sum of the qubits sent by every com-
munication agent individually. QRN refers to the quantum resource
consumption during the implementation of the protocol, for
example, “15+ 3” means the sum of the number of qubits in the
quantum channel (15) and the number of auxiliary qubits (3).
CRN denotes classical resource consumption, mainly including
the number of classical bits consumed when all agents publish
their measurement results. The information transmission mode
(ITM) refers to the specific objects and methods of information
transmission in the communication protocol, for example,

“QT: A:D>Bx\0> +y|1)” means that under the control of D, A
teleports a single-qubit state x|0) + y|1) to B.

Calculated from Eq. (20), the 2N-party HCBCHQIT protocol
we proposed has a fixed intrinsic efficiency (independent of the
number of participants N), that is,

2N 2
— ~ 18.18%.

S @1)
5N+N+N+4N 11

n

As can be seen from Table II, the authors of Refs. 52-54,
respectively, propose three hierarchical control cyclic quantum

ARTICLE pubs.aip.org/aip/jap

teleportation schemes for arbitrary single-qubit states. Among
them, in the scheme proposed in Sec. III of Ref. 52, the arbitrary
single-qubit state of cyclic teleportation is hierarchically controlled
by three controllers of different levels. Although this protocol has
the same explicit hierarchical control function as our protocol, its
intrinsic efficiency is 16.67%, which is lower than the efficiency of
our protocol (18.18%). The intrinsic efficiency of Ref. 53 is slightly
higher than that of our protocol (18.75% > 18.18%). However, in
this protocol, the teleportation of a single-qubit state from Alice to
Bob lacks the supervision of a controller, and the step-by-step
control capability is not as perfect as that of our protocol. Similarly,
in the protocol proposed in Ref. 54, the transmission of quantum
information from Alice to Bob is limited by the controller Bob,
while the information transmission from Bob to Charlie and from
Charlie to Alice is, respectively, controlled by David and Eve and
David and Fiva, that is, the controls between the two sub-control
agents Eve and Fiva are independent of each other. This leads to
the lack of mutual restraint or hierarchical management function in
the communication tasks between Bob and Charlie. Reference 55
proposes a four-party and N-party controlled bidirectional cyclic
hybrid quantum communication protocol for arbitrary single-
particle states. Although this protocol has relatively high communi-
cation efficiency and security, the implementation of the protocol
only relies on one control agent David and does not have a hierar-
chical control function. Compared with the protocols proposed in
the above-mentioned Refs. 52-54, our protocol not only has more
flexible and comprehensive control functions but also maintains
relatively high communication efficiency.

V. SECURITY ANALYSIS

In this section, we briefly discuss the security of the proposed

scheme. In this protocol, the classical communication involved in ¢
the quantum communication process can be transmitted through !

encryption methods such as symmetric encryption or public-key
encryption, and its security is recognized here. In the processes of
quantum teleportation and remote state preparation, quantum
information is transmitted by virtue of the properties of quantum
entanglement rather than through quantum channels. Therefore, in
practical applications, attacks targeting quantum channels are more
likely to occur during the distribution of quantum states. This
means that the security of the protocol mainly lies in whether the
legitimate participants have securely pre-shared the entangled
quantum states.

First, the protocol can resist eavesdropping attacks.

Suppose that while David was distributing entangled qubits to
everyone, an attacker named Eve was preparing to eavesdrop on
our protocol. Eve attempted to entangle her qubits with the entan-
gled qubits shared by legitimate agents and steal quantum informa-
tion through measurement. However, this attempt is futile as she
cannot pose a threat to the protocol’s implementation nor obtain
any communication content.

In fact, take the six-party HCBCHQIT protocol as an
example, even if she secretly entangles her auxiliary qubits
10) £y, > 10) £y, With those of a legitimate agent (e.g., Frank) without
the knowledge of all legitimate agents, once Alice, Bob, Charlie,
and the two controllers David and Emma complete all
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TABLE II. Comparison of internal efficiency. ITM, QTN, CRN, and QRN stand for information transmission mode, transmitted qubits, classical resource consumption, and
quantum resource consumption, respectively.  represents the intrinsic efficiency of the protocol.

Protocol Hierarchical controlled (yes/no) QRN CRN QTN Information transmission mode (ITM) 1n(%)

D
52 (Sec. 3) Yes 9+0 9 3 QT: A= Bxy|0) + x;/1), 16.67
DE
QT: B= C}/()‘O> +}/1|1>,
DEF
QT:C = AZo|0> +Zl|1>.
53 Yes 8+0 8 3 QT: A > Ba|0) +ay|1), 18.75
D
QT: B=> Cj3,[0) + B 1),
DE
QT: C= Ay,|0) + 7,]1).
D
54 (Sec. 2) Yes 9+0 9 3 QT: A= Bay|0) + ai]1), 16.67
DE
QT: B= CB,0) + ,[1),
DF
QT: C= Ay,|0) + 7,]1).
55 (Sec. 4) No 13+3 24 6 Vi€ {1,2, 3} 15.00
D
QT: Aimods = A(i+1)mods ¢i]0) + B;|1),
D
RSP:Aimod3 :>A(i—1)mod3 ai|0> + b,’|1>.

Our 2N-party protocol Yes 5N+N 5N 2N Vke{1,2, ---, N} 18.18
G
QT Akmody = Akt 1ymodn ak[0) + bi[1), 2
TG, . g
RSP: Agmodn =>k A(k—1)modN ak|0> + ﬁkelak [1). %
:
0
5
measurements, Eq. (14) will become When the measurement result of qubit F is |1), the state of the §
remaining particles will collapse into S
1 .
126) = 5 [(@110) = b1|1))s, © (@]0) + B 1) . . |
) 2%5) = 5 [(@0) = b1]1)), © (e 0) + B 1), |
@ [(@210) + b2|1)) ¢, @ (@]0) - Boe® 1)), | |
, , ® [(@]0) + Bal1)e, ® (22]0) — Boe%(1)),, ]
& [(a200100) — a26%[10) + by 01) — bafoe® 1)), . | |
. ® (a20:(00) — a28,€[10) — b,0[01) + by, 1)),
& ‘000>F,Evel,Evez + (a2a2|00> - a2ﬁ2el 2|10>
o & | 1 1>Evel ,Eve, ] . (24)
—by2|01) + byf3,¢’ z|11>)AZB4®|111)F)EV81)EWZ].
22) Obviously, the quantum states owned by Frank and Eve will
collapse into direct product states—Eve can only measure her own
When the measurement result of qubit F is |0), the state of the qubits. Even if she gains access to other agents’ measurement results,
remaining particles will collapse into she still cannot retrieve the transmitted quantum information.
Second, the protocol can resist intercept-resend attacks.
) 1 0 To solve this problem, we can draw on the methods used in
|Q'7) = 3 [(al 0) = bi[1))p, ® (an]0) + B 1|1>)c4] the existing BB84 quantum key distribution protocol. When distrib-
. uting qubits, David first randomly prepares multiple single-qubit
® [(a2|0> +b|1))g, @ (ea]0) _ﬁzezez“))A } decoy states using the basis {|0), |1}, |—), |[+)}, inserts them into
) ) ) the entangled state that forms the quantum channel (arranged in
® (2202]00) — 328,€™10) + by |01) — by B, [11)) 448, an order unknown to Eve) and distributes them to all legitimate
agents. Suppose Eve intercepts Alice’s particles 2, 8, 11, and 14, and
® 100) e, v, (23) additionally prepares a 15-qubit entangled state, sending four of its
J. Appl. Phys. 138, 184402 (2025); doi: 10.1063/5.0291232 138, 184402-10
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qubits to Alice. In fact, once all qubits are confirmed to have been
successfully received, David will publicly announce the positions of
the decoy states and the correct measurement bases via a classical
channel. Then, each participating agent measures the decoy states
within the qubits they received and reports the results to David. By
comparing the accuracy of these results, David can detect the pres-
ence of an eavesdropper, thereby eliminating the possibility of Eve
carrying out an intercept-resend attack.

Third, the protocol can resist internal collusion attacks.

The collusive attack by control agents is infeasible. For one
thing, the control agents have no knowledge of the transmitted
quantum state. For another, as can be seen from Eq. (17), the
qubits of the control agents are in a direct product state with the
remaining particles in the channel. When the communication
agents perform entanglement swapping with the qubits in the
channel, none of the control agents can obtain the transmitted
information. Qubits of the control agents are in an entangled state,
which also avoids the occurrence of behavior where lower-level
control agents collude to bypass higher-level control agents.

The collusive attack between control agents and communica-
tion agents is infeasible. For instance, if Bob and Emma collude
with the intention of eavesdropping on the quantum state informa-
tion sent by Alice to Charlie, as can be seen from Eq. (9), after
Alice and David complete their measurements, the quantum state
prepared by Alice for Charlie has already been reconstructed on
Charlie’s qubit C4. Meanwhile, Bob and Emma’s qubits are also in
a direct product state with qubit Cy; relying solely on the obtained
classical information and measurement results, it is impossible for
them to eavesdrop on the information. The same analysis can resist
collusive attacks among communication agents.

To conclude, our proposed protocol is capable of readily
detecting both internal and external eavesdropping and deception
attacks. More importantly, the hierarchical control mechanism
embedded in the protocol serves as a critical security enhancement:
by requiring collaborative authorization from the group of control-
ling agents, it fundamentally prevents any single communication
agent from unilaterally completing quantum communication tasks.
This multi-layered permission structure not only constrains poten-
tial malicious behaviors of internal participants through distributed
decision-making but also raises the threshold for external attackers
to bypass the security system—thereby forming a dual defense line
that significantly strengthens the overall security of the protocol.

VI. DISCUSSION AND CONCLUSION

This paper introduces a special method for preparing a
15-qubit entangled quantum state, and based on this entangled
state, we propose for the first time a novel hierarchically controlled
bidirectional cyclic quantum hybrid communication scheme,
namely, the HCBCHQIT protocol. In the six-party communication
scheme, there are three communication agents at different levels
and three control agents with different permissions. Among them,
Alice, as a high-level agent, can successfully complete the transmis-
sion tasks of bidirectional arbitrary unknown and known single-
qubit states with only the assistance of David, the primary (level-1)
control agent. Bob, a medium-level agent, needs to complete his
bidirectional communication tasks with the joint assistance of

ARTICLE pubs.aip.org/aip/jap

David, the primary control agent, and Emma, the level-2 sub-
control agent. As a low-level agent, Charlie must complete
quantum communication tasks in both directions under the joint
control of three controllers: David, the primary (level-1) control
agent; Emma, the sub-control (level-2) agent; and Frank, the sub-
control (level-3) agent. Then, we extended this protocol from six
parties to 2N parties, enabling it to adapt to larger-scale quantum
communication network scenarios and providing a more universal
framework for multi-agent hierarchically controlled quantum com-
munication applications. Finally, we calculated the intrinsic effi-
ciency of our protocol and analyzed and compared it with some
existing literature studies, demonstrating the efficiency of our
protocol.

In the implementation of the protocol, only basic Bell basis
measurements, single-qubit projection measurements, and Pauli
quantum gate operations required for reconstructing quantum
states are utilized. Based on existing quantum experimental tech-
nologies, this protocol can be easily reproduced with the aid of sim-
ulation platform tools such as IBM Qiskit Aer.

It is worth noting that the protocol we proposed can also meet
the needs of diversified combined control for multiple control
authorities. Taking the six-party HCBCHQIT protocol as an
example, if the qubits E, D, and F in the original channel H, in
Eq. (1) are only allocated to a single control agent (such as David),
then the protocol will degenerate into a conventional controlled
cyclic bidirectional hybrid communication protocol with only
one controller. At this time, David can perform joint measurement
on particles D, E, and F under the measurement basis
{|000), |001), |010), |011), |100), |101), |110), [111)}, thereby realiz-
ing unified and single control over the communication process. In
addition, if it is necessary to adjust to a two-level control manage-
ment mode (for example, to realize individual control over Alice

and unified control over Bob and Charlie), two control agents can ¢
be set, such as the main control David and the sub-control Emma. !

At this time, qubit D in the original channel H; can be allocated to
David and qubits E and F to Emma. David still measures particle D
under the {|0), |1)} basis to realize the main control function for
the entire communication task; while Emma realizes the sub-
control function for the communication tasks of Bob and Charlie
by performing joint measurement on particles E and F on the mea-
surement basis {|00), |01), [10), |11)}. In short, our protocol can
not only realize step-by-step individual control but also realize
diversified control functions combining partial unified control and
partial step-by-step control, providing more flexible and safer appli-
cation scenario theoretical support for the quantum communica-
tion network.

Compared with the hierarchically controlled bidirectional hybrid
communication protocols in Refs. 48 and 49, the HCBCHQIT proto-
col constructed in this paper has significant advantages. In the previ-
ously proposed bidirectional hybrid communication protocols
involving two parties, the interaction logic is limited to a linear
architecture, which can only realize simple interactions with direct
associations between two entities. However, our protocol relies on the
Alice-Bob-Charlie cyclic link to break through the constraints of
linear interaction and integrates the primary control of David and the
hierarchical control mechanism of Emma (and Frank). It supports
diverse combined control modes, which are not only compatible with
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complex permission management among multiple entities and can
cover the functions of protocols such as those in Refs. 48 and 49 but
also realize the innovative logic of “primary-hierarchical coordinated
control + cyclic interaction,” adapting to complex scenarios involving
multiple entities. In addition, the proposed protocol has good scalabil-
ity and can be extended to 2N-party scenarios, including N communi-
cation agents and N control agents belonging to different levels. While
retaining the advantages of hierarchical control, it reconstructs infor-
mation transmission paths through cyclic hybrid communication,
breaking through the “point-to-point” linear limitation and forming a
more flexible and resilient network topology, which lays the founda-
tion for large-scale quantum communication networking. This design
provides a more advanced solution for the construction of quantum
communication networks, achieves breakthroughs in control strategy
innovation and system scalability, and supports efficient and secure
interactions in complex scenarios.

In addition, the protocol proposed has practical application
value and can be applied in scenarios such as encrypted transmis-
sion of banking information, hierarchical command communica-
tion in the workplace, military command collaboration, and
logistics scheduling coordination. Next, we take military applica-
tions as an example to illustrate the practicality of our proposed
protocol. In a combat mission, Alice, a senior communication
agent (theater command center), commands overall operational
information. Under the sole control of David, the main control
agent (senior commander), Alice performs quantum teleportation
of the enemy’s latest trajectory data to Bob, a mid-level communi-
cation agent (air defense brigade), and remotely prepares the
quantum state encoded with new attack instructions for Charlie, a
junior communication agent (firepower unit). After receiving the
enemy’s trajectory information, Bob, under the coordinated control
of David (senior commander) and Emma (mid-level commander),
converts the enemy’s trajectory information into specific fire strike
coordinates and sends them to Charlie. Meanwhile, he feeds back
the evaluation results of Charlie’s previous attack to Alice. Upon
receiving the specific strike coordinates and preliminary attack
instructions, Charlie conducts the fire strike. Subsequently, under
the joint control of David, Emma, and Frank, the three-level com-
manders, he sends the damage rate of this round of fire strike to
Bob and synchronizes the enemy’s latest activity range with Alice.
This information interaction process in the combat scenario fully
demonstrates the practical application effectiveness of our proposed
protocol in complex hierarchical communication and collaborative
control.

In summary, this study integrates bidirectional cyclic hybrid
quantum communication with a hierarchical control mechanism,
offering theoretical references for the construction of future
quantum communication networks featuring explicit hierarchical
permission allocation. The main contributions are as follows.

(i)  First proposal of the hierarchical control-cyclic bidirectional
integrated quantum communication protocol. This work is
the first to propose a quantum communication protocol inte-
grating hierarchical control and cyclic bidirectional transmis-
sion, which not only fills the technical gap in this
combination but also supports diverse application scenarios

ARTICLE pubs.aip.org/aip/jap

(e.g., encrypted data transmission and hierarchical command

communication).
(ii) 2N-party protocol extension with fixed efficiency. The six-
party basic protocol is extended to a 2N-party scenario
involving N communication agents and N control agents.
Notably, the extended protocol maintains an intrinsic trans-
mission efficiency of approximately 18.18%, which is inde-
pendent of the number of participants (N). This effectively
addresses the issue of efficiency decay with increasing nodes
in traditional multi-party protocols, making it adaptable to
the hierarchical deployment of large-scale, complex quantum
communication networks.
General quantum channel construction method. A clear and
reproducible general method for quantum channel construc-
tion is explicitly proposed. For the six-party scenario, it con-
structs a 15-particle maximally entangled state composed of
partial G-states; for the 2N-party scenario, it generates
matching multi-particle entangled channels based on the
same logic without additional new designs. This method pro-
vides referable resource support for channel design in similar
multi-agent quantum protocols.
Strong experimental feasibility. The protocol only involves
low-complexity quantum operations, including Pauli gate
operations, basic Bell-basis measurements, and single-particle
projection measurements, without relying on complex multi-
qubit collaborative manipulation. It is compatible with exist-
ing quantum simulation and experimental platforms (e.g.,
IBM Qiskit Aer), significantly reducing the technical thresh-
old for translating theoretical schemes into practical applica-
tions and laying a foundation for subsequent experimental
verification.

(iii)

(iv)

The multi-agent collaborative control model and scalable
architecture not only cater to quantum communication scenarios
with varied security requirements and scales but also lay a solid
theoretical and technical foundation for the hierarchical governance
and large-scale deployment of quantum communication networks.
In future research, we can further explore the design of protocols
under noisy environments and based on non-maximally entangled
quantum state channels.
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