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This thesis focuses on photonic implementations of two quantum technologies: quantum computers and
quantum key distribution (QKD). Part I concentrates on photonic quantum computation using a qubit
encoding for continuous-variable (CV) systems such as photonic modes known as Gottesman-Kitaev-Preskill
(GKP) states. GKP states would be an advantageous encoding for photonics due to their error-correcting
properties in the CV space and due to the experimental accessibility of gate and measurement implementations.
This thesis advances the prospect of photonic quantum computation with GKP states on three fronts: first,
to address the outstanding issue of how to prepare these qubits in optics, we analyze a proposal for their
generation using two experimentally-accessible resources, multimode squeezed states and photon-number
resolving detectors. Next, to overcome the difficulty of simulating GKP states in the Fock basis, a phase space
simulation technique is introduced to understand realistic noise on these qubits. Lastly, to determine the
potential of GKP qubits for fault-tolerant photonic quantum computation, a measurement-based architecture
with GKP states is analyzed to determine thresholds for the quality of state required.

Part II shifts focus to QKD, and how security proofs can account for realistic device imperfections. We
first examine entanglement-based QKD protocols that employ high-dimensional photonic degrees of freedom
(e.g. time-frequency or electric field quadrature) to produce more bits of key per optical signal. While
entanglement-based protocols circumvent security assumptions about the quantum state source, they come at
the cost of having to trust one’s detectors. This thesis analyzes a previously-identified detector loophole for
these schemes, and provides a modified security proof that succeeds in establishing security when encoding in
electric field quadrature, with limited success for time-frequency encoding. Luckily, an alternative protocol
known as measurement-device-independent (MDI) QKD requires no security assumptions about detectors.
Instead, MDI QKD requires trusted sources of quantum states, which are nonetheless subject to their own
imperfections that can compromise security. In the remainder of the thesis, we advance security proofs for
MDI QKD in the presence of two potential source flaws: noise that introduces mixedness to the quantum

states, and side-channels that leak information about the encoding choices of states.

ii



Acknowledgements

There are many people who guided my path to this specific point in my education.

Thank you to my parents and grandparents for creating an environment in which education was a virtue
and academic success celebrated, instilling that obtaining a PhD would be an achievable and worthwhile
pursuit. Thank you to my brother for paving the way through our school, setting an incredibly high bar
for me to attempt to match. Thank you to my maternal grandparents—a professor of engineering and
biologist—who sparked a curiosity for science (and art), whether it was gifting me a microscope, explaining
the ocean tides with a plate of water, or guiding me for countless hours through museums to teach me beyond
the classroom.

In grade 10, I thought I wanted to be a medical doctor, likely from watching too many TV hospital
dramas. Thank you to my physics and math teacher, Mr. Gaalaas, for presenting an alternative option; I
learned from you the frustration and incomparable reward of breaking through puzzles that don’t simply
have an answer at the back of the book. Thank you to my chemistry teacher, Ms. Sunil, for introducing me
to some of the first concepts in quantum physics, like the Heisenberg uncertainty principle; I think I get it
now'. Thank you to my English and philosophy teacher, Mr. Tucker, for teaching me to write and to think
critically about how knowledge becomes established; I apologize for all the typos in this thesis.

In my first year of undergrad, my fate was sealed after taking Professor Paul Brumer’s seminar, The
Quantum World and its Classical Limit. Thank you to Professor Brumer for opening this world, for mentoring
me and investing in my academic development throughout my undergraduate degree via our many blackboard
meetings, accompanied by an espresso (or an instant coffee, in your case). Thank you to Professor John Sipe
and Dr. Zachary Vernon for supervising my undergraduate thesis in physics and supplying a solid foundation
in quantum optics. Thank you to Kyle and Stepan for the many hours studying together; with three (already
successful or soon-to-be) PhDs, it paid off.

Throughout graduate school, I have had the opportunity to learn from the best. First and foremost,
thank you to my supervisor, Professor Hoi-Kwong Lo, for introducing me to the potentials of quantum
technology. I am incredibly grateful for your support and guidance throughout my research projects, and for
your wisdom and sage advice as I navigate this field. Thank you to my supervisory committee, Professor Li
Qian and Professor Daniel James, and the many colleagues (special thanks to Amita, Mike, Tom, Aaron,
Xiaoqing, and Mattia) for the insightful discussions. Thank you to the third floor team at McLennan for all
the behind-the-scenes work to ensure the academic program ran smoothly. Thank you to Professor Charles
Lim for teaching me new ways to think about QKD, and to you and your research group for welcoming me to
CQT/Singapore. Thank you to Christian Weedbrook for bringing me onto the team at Xanadu. Thank you
to Krishna for introducing me to bosonic qubits, but especially for your mentorship and all the time you
invested in my growth as a researcher (despite time invested, the same cannot also be said of my growth as a
ping pong player). Thank you to the many colleagues at Xanadu (special thanks to Ish, Nico, and Guillaume)
for providing a fruitful environment for the exciting pursuit of a quantum computer.

Thank you to Ilan Tzitrin, a colleague, officemate and friend, who gets his own paragraph. Thank you for
being such a delight to work with on numerous research projects and papers, for making our offices at U of T
and Xanadu an enjoyable place to go to each day (when we could), and for countless hours spent joking (and

doing some physics) on the phone during the past year of lockdowns to maintain a sense of normalcy.

T Although Feynman might disagree.

iii


https://www.nytimes.com/2019/09/07/opinion/sunday/quantum-physics.html

While I spent the last five years pursuing a PhD, there are people to thank for the support that they
would have provided regardless of how I spent my time. Thank you to my friends for providing much needed
breaks and distractions from work, be it BBQ feasts, bike rides, flag football or tennis games, obscure films
at TIFF, trips to Vancouver, or many phone and Zoom calls.

Thank you to my family and to my partner’s family for the care packages of food; the time spent around
the dinner table (when we could and when we will again); the reunions in Victoria; asking "How’s Science?";
the jam sessions; the games of Catan, Scrabble, and cryptic crosswords; the time by the pool and lake; and
for the constant love and encouragement.

Finally, my partner, Steph, deserves a list of thanks at least as long as this thesis, so I will simply say:

thank you for being the source of so much happiness in my life.

iv



Contents

1 Introduction

I Photonic Quantum Computing Using Gottesman-Kitaev-Preskill (GKP)

States

2 A Photonic State Preparation Method for Approximate GKP States

2.1 Introduction

2.2 Formalism of GKP Qubits . . . . . . . . . . .

2.3 Photonic State Preparation and Characterization . . . . . . . .. ... .. ... .. ......

2.4 Conclusions

3 Fast Simulation of Bosonic Qubits via Gaussian Functions in Phase Space

3.1 Introduction
3.2 Background

3.3 Linear Combinations of Gaussians in Phase Space . . . . . . ... ... ... ... ... ..

3.4 GKP States Expressed as Linear Combinations of Gaussians . . . . . . . . . .. ... ... ..

3.5 Useful Transformations and Measurements in a Gaussian-Inspired Framework . . . . . . . . .
3.6 Simulation Methods . . . . . . . . . . ..

3.7 Numerical Simulations . . . . . . . . . .

3.8 Summary and Open Problems . . . . . . . . . ... L

4 Noise Analysis for a Fault-Tolerant Photonic Quantum Computer

4.1 Introduction
4.2 Background

4.3 FError Correction for a Quantum Memory . . . . . . . .. . .. ..o

4.4 Threshold Estimation for a Quantum Memory . . . . . . . . . . . . .. .. ... ... .....

4.5 Summary and Outlook . . . . . . . . .. L

II Quantum Key Distribution (QKD)

5 Entanglement-Based High-Dimensional QKD and the Measurement Range Problem

5.1 Introduction

5.2 Entropic Uncertainty Relations and the Measurement Range Problem . . . . .. ... .. ..

28
41

42
42
44
49
54
o7
60
67
7

80
80
82
90
95
100

103



5.3 A Modified Entropic Uncertainty Relation . . . . . . . . ... .. ... ... ... ....... 107

5.4 Application to Time-Frequency QKD . . . . . . . . . .. . ... 110
5.5 Application to Homodyne-Based Continuous Variable QKD . . . . . ... .. ... ... ... 115
5.6 Conclusion . . . . . . . . .. e 116
Loss-tolerant QKD with a Twist 117
6.1 Introduction . . . . . . . . . . . L 117
6.2 Characterizing Eve’s State . . . . . . . . . . L e 119
6.3 Optimal Choice of Virtual Protocol . . . . . . . . .. .. . . . 120
6.4 Key Rate Results . . . . . . . . . . e 122
6.5 Conclusion . . . . . . . . e 124

Measurement Device-Independent QKD with Time-Dependent Source Side-Channels 125

7.1 Introduction . . . . . . . . . L e 125
7.2 Background . . . . ... 127
7.3 Source Side-Channels: A Case Example . . . . .. . ... .. ... 0. 132
74 Key Rate Results . . . . . . . o o e 136
7.5 Conclusion . . . . . . L e 145
Conclusion 146

Supplementary material for A Photonic State Preparation Method for Approximate

GKP States 149
A.1 Notation, Nomenclature, Convention, and Units . . . . . . . .. .. ... ... ... ...... 149
A2 Derivations . . . . . . . . e e e e e 150
A.3 Numerical Techniques . . . . . . . . . .. . e 155
A.4 Approximate GKP Z, X, and H Eigenstates . . . . .. . ... ... ... ... ... .. 159
A.5 Additional Characterization of Approximate GKP States. . . . . . . .. . . . ... ... ... 162

Supplemental material for Fast Simulation of Bosonic Qubits via Gaussian Functions in

Phase Space 165
B.1 Coefficients of Ideal GKP . . . . . . . . . . . 165
B.2 Cat and Fock States . . . . . . . . . . . e 166
B.3 Derivation of the Wigner function of a Finite-Energy GKP State . . . . ... ... ... ... 168
B.4 Fock Damping . . . . . . . . . e e 171
B.5 Measurement-Based Gates that Employ Squeezed Ancillae . . . . . . . . . .. ... ... ... 172

Supplementary Material for Noise Analysis for a Fault-Tolerant Photonic Quantum Com-

puter 179
C.1 Noise Model for a Hybrid RHG Lattice Operating as a Memory . . . . . . ... ... ... .. 179
C.2 Optical Components for GKP Qubit Operations . . . . . .. ... ... ... ... ...... 183
C.3 Heuristic Weights for the Outer Decoder . . . . . . . .. .. ... .. ... ... ..., . 185

vi



D Supplementary material for Entanglement-Based High-Dimensional QKD and the Mea-
surement Range Problem 187

D.1 Basis-Independent Null Measurements Pose No Problem for Entropic Uncertainty Relations . 187

D.2 Proof of Main Result, Eq. 5.6 . . . . . . . . . . . .. 189

D.3 Smooth Version of Main Result . . . . . . . . ... . 192

E Supplemental material for Loss-tolerant QKD with a Twist 193

E.1 Embedding our Technique Within a Decoy State Protocol . . . . . ... ... ... ... ... 193
E.2 Relationship Between the Invertibility of 4 and the States in the Bloch Sphere Forming a

Tetrahedron . . . . . . . . . . e e 194

E.3 The Virtual Picture and Optimization of the Key Rate with Semidefinite Programming . . . 196

E.4 Pseudocode for Key Rate Calculation . . . . .. .. .. ... ... ... ... ... .. 200

E.5 (6,p)-Model for Signal States . . . . . . . . ... 203

F Supplementary Material for Measurement Device-Independent QKD with Time-Dependent

Source Side-Channels 204
F.1 Linear Programming for Decoy States . . . . . . . . .. .. .. ... ... ... 204
F.2 Comparison to the Proof Technique From Pereiraet. al. . . . . . .. ... ... ... ..... 205
F.3 Derivation of Figure 7.1b . . . . . . . . . . e 206
Bibliography 210

vii



List of Tables

2.1
2.2

3.1

4.1

Al
A2
A3

B.1
B.2

GKP qubit operations and corresponding Gaussian transformations. . . . . . . . ... .. .. 15
Fidelities and probabilities of GBS outputs . . . . . . . . . . ... ... L. 38
Qubit outcomes from a GKP Pauli Y measurement . . . . . . . .. ... .. ... ....... 72
Gaussian and non-Gaussian reSOUrCeS . . . . . . . . o .t e e e e e 81
Notation summary . . . . . . . . . . e e e e e e e e e 149
Conversion table for squeezing values . . . . . . . . . ... L L L 150
Conjugation of the finite-energy operator under qubit gates . . . . . . . . . ... . ... ... 152
Maps for measurement-based squeezing . . . . . ... Lo Lo 172
Update rules for measurement-based squeezing . . . . . . . .. ... . L. 173

viii



List of Figures

2.1
2.2
2.3

2.4

2.5

2.6

2.7

2.8

2.9

2.10
2.11
2.12
2.13
2.14
2.15
2.16
2.17
2.18
2.19
2.20
2.21
2.22
2.23
2.24
2.25

3.1
3.2
3.3
3.4
3.5

Ideal and finite-energy GKP wavefunctions . . . . . .. ... ... . Lo 7
Ways to model finite-energy GKP states . . . . . . . . . . .. ... L 10
A schematic of how to obtain the normalizable GKP state |¢).) = e~ " [1;) through an optical
circuit, as noted in [1] and shown in App. A.2.1. An ideal GKP state and the vacuum state
pass through the first and second mode of a beamsplitter B(0, ¢) with transmissivity —In e

(see Eq. (2.56)); the second mode is measured and post-selected on a vacuum state. . . . . . . 10
Wigner logarithmic negativity of finite-energy GKP states . . . . . . .. ... ... ... ... 12
Visualizing finite-energy GKP states on the Bloch sphere . . . . . . ... ... .. ... ... 14
Circuits for understanding the logical context of approximate GKP qubits . . . . . . .. . .. 16
Displaced GKP states . . . . . . . . . 18
Gate fidelity for the GKP phase gate . . . . . . . . .. . ... . L o 20
Physical fidelity of GKPs after displacements . . . . . .. .. ... .. ... ... ... 21
Physical fidelity of GKP states after phase gates . . . . . . . ... ... ... ... ..... 23
The effect of the GKP phase gate on the Bloch sphere . . . . . . . ... .. ... .. ..... 24
Entanglement between two finite-energy GKP states . . . . . . .. ... .. ... ... .... 26
GKP error correction, Steane approach . . . . . . . . . ... L oL 26
GKP error correction, single feedforward . . . . . . .. ..o oo oo 27
GKP error correction, Knill approach . . . . . . . . . ... ... ... 27
Schematic for a GBS device . . . . . . ... 29
Fidelity of approximate to finite-energy GKP states . . . . . ... .. ... ... ... .... 31
Average energy of approximate GKP states . . . . . . ... .. .. ... .. .. 32
Orthogonality of approximate GKP states . . . . . . . . . ... ... ... ... ... .... 33
Glancy-Knill property for approximate GKP states . . . . . ... .. ... .. ... .. ..., 34
Using the Glancy-Knill property as an optimization function . . . .. ... ... ... .... 35
Approximate GKP states on the Bloch sphere . . . . . .. .. ... ... .. . 36
Wigner functions of GBS-produced states . . . . . . . . . ... oL 38
GBS squeezing and beamsplitter parameters’ sensitivity . . . . . . ... ... ... 39
GBS under loss . . . . . . oL 40
GKP error correction circuit . . . . . . ... L oL 48
Decomposition of the cat state Wigner function into Gaussians . . . . . . . .. ... ... .. 50
GKP T gatecircuit . . . . . . . . .. e 59
Simulating cat states: Fock basis vs. linear combination of Gaussians in phase space . . . . . 63
Simulating GKP states: Fock basis vs. linear combination of Gaussians in phase space . . . . 64

ix



3.6
3.7
3.8
3.9
3.10
3.11
3.12
3.13
3.14

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9

5.1
5.2
5.3

6.1
6.2

7.1
7.2
7.3
7.4
7.5
7.6

A1l
A2
A3
A4
A5

B.1
B.2
B.3

C.1
C.2

Wigner functions of bosonic qubits . . . . . . . ... 68

Simulated homodyne samples from bosonic qubits . . . . . .. ... ... L0 69
Measurement-based squeezing applied to vacuum . . . . . . . ... ..o 70
GKP Wigner function transforming under a realistic phase gate . . . . . . .. ... ... ... 71
Marginal distributions for a GKP Pauli Y measurement . . . . .. . ... ... ... ..... 72
Qubit outcomes from Pauli measurements on a teleported GKP state . . . . . .. .. ... .. 74
GKP Wigner function transforming under a T gate . . . . . . . ... .. ... ... .. .... 75
Sensitivity of the GKP T gate to magic state quality . . . . . . .. .. ... ... .. ..... 76
Sensitivity of the GKP T gatetoloss. . . . . . . . .. ... .. . . 7
The Raussendorf-Harrington-Goyal lattice . . . . . . . .. .. ... ... .. ... . 85
GBS devices for state preparation. . . . . . . . . ..o e 87
Multiplexed state generation . . . . . . . . . .. 88
Generating 1D qubit cluster in the time domain . . . . . . . . . . ... ... L. 88
Generating the RHG lattice . . . . . . . . . .. . 89
Logical errors in the RHG lattice . . . . . . . . . ... ... ... ... ... ... ... 97
Fault-tolerance thresholds depending on the decoder . . . . . . .. ... . ... ... .. ... 98
Fault-tolerance threshold for the case of all GKP states . . . . . ... ... ... ... .... 100
Fault tolerance threholds as a function of swap-out probability and GKP state quality . . . . 101
Entropic uncertainty relations with quantum memory. . . . . . . . . .. .. ... ... 105
Bound on Eve’s information as a function of null measurement probabilities . . . . . . . . .. 109
Key rate vs. distance for time-frequency QKD, using modified bound . . . . . . . .. ... .. 114
Real and virtual pictures of MDI QKD protocols . . . . . . ... .. ... ... ... 118
Key rate vs. distance using twisting technique . . . . . . . . .. ... Lo oL 123
Experimental setup for a case example of an MDI QKD source with a side-channel . . . . . . 133
Key rate vs. distance, as a function of the side-channel model and source type . . ... ... 139
Key rate vs. distance, calculated with and without mismatch statistics . . . . . . . .. .. .. 140
Key rate vs. distance, single photon source, three-state vs. BB84 protocol . . . . . . . . . .. 141
Key rate vs. distance, WCP source, three-state vs. BB84 protocol . . . . . .. .. ... ... 142
Key rate vs. angles of test states . . . . . . . . ... 144
Fock state probabilities for approximate GKP states . . . . .. .. ... ... .. ....... 159
Decomposition of the GKP wavefunction into Fock wavefunctions . . . . . . . ... ... ... 160
Properties of approximate GKP |1), |+) and magic states . . . . . ... ... ... ... ... 161
Finite-energy GKP state projectors . . . . . . . . . . . .. L o 162
Quantum error correction matrix for approximate GKP states . . . . . . .. .. ... ... .. 164
Generating Fock states from two-mode squeezed states and threshold detectors . . . . . . .. 166
Quality of Gaussian approximation for Fock states . . . . . . .. .. .. ... ... ...... 168
CV gates that use inline squeezing . . . . . . . . . . . .. L o 178
Optical implementations of Gaussian and GKP gates . . . . . . .. .. ... ... ... .... 184
Optical implementation of the GKP qubit T'gate . . . . . . . . . .. .. ... ... .. .... 185



E.1

F.1
F.2
F.3

A tetrahedron in the Bloch sphere . . . . . . . .. .. o 195

Key rates using two different security proofs . . . . . . . .. ... 207
Leakage light entering the phase modulator . . . . . . .. ... ... .. ... .. ....... 207
Time-dependent phases of leakage light . . . . . . .. ... ... . ... ... ... 208

xi



List of Commonly Used Acronyms

CPTP Completely positive, trace-preserving

(A Continuous-variable

GBS Gaussian boson sampling

GKP Gottesman-Kitaev-Preskill

M Intensity modulator

MBQC  Measurement-based quantum computation
MDI Measurement-device independent
MWPM  Minimum weight perfect matching
PM Phase modulator

PNR Photon number resolving detector
POVM  Positive operator-valued measure
PSD Positive semidefinite

QEC Quantum error correction

QKD Quantum key distribution

QPU Quantum processing unit

RHG Raussendorf, Harrington, Goyal
RSA Rivest, Shamir, and Adleman
SDP Semidefinite programming

SPD Single photon detector

WCP Weak coherent pulse

xii



List of papers and presentations

Publications

e J. E. Bourassa*, R. N. Alexander®, M. Vasmer, A. Patil, I. Tzitrin, T. Matsuura, D. Su, B. Q.
Baragiola, S. Guha, G. Dauphinais, K. K. Sabapathy, N. C. Menicucci, and I. Dhand, "Blueprint for a
Scalable Photonic Fault-Tolerant Quantum Computer", Quantum, vol. 5, p. 392, Feb. 2021, *These

two authors contributed equally.

e J. E. Bourassa, [. W. Primaatmaja, C. C. W. Lim, and H.-K. Lo, "Loss-tolerant quantum key
distribution with mixed signal states", Phys. Rev. A, vol. 102, p. 062 607, 6 Dec. 2020.

e I. Tzitrin*, J. E. Bourassa*, N. C. Menicucci, and K. K. Sabapathy, "Progress towards practical qubit
computation using approximate Gottesman-Kitaev-Preskill codes", Physical Review A, vol. 101, no. 3,

Mar. 2020, *These two authors contributed equally.

e J. E. Bourassa and H.-K. Lo, "Entropic uncertainty relations and the measurement range problem,
with consequences for high-dimensional quantum key distribution", Journal of the Optical Society of
America B, vol. 36, no. 3, B65, Feb. 2019, Editor’s Pick for feature issue Quantum Key Distribution
and Beyond.

Preprints

e J. E. Bourassa*, A. Gnanapandithan®, L. Qian, and H.-K. Lo, "Measurement device-independent
quantum key distribution with passive, time-dependent source side-channels." arXiv:2108.08698, 2021,

*These two authors contributed equally.

e [. Trzitrin, T. Matsuura, R. N. Alexander, G. Dauphinais, J. E. Bourassa, K. K. Sabapathy,
N. C. Menicucci, and I. Dhand. "Fault-tolerant quantum computation with static linear optics."
arXiv:2104.03241, 2021.

e J. E. Bourassa, N. Quesada, I. Tzitrin, A. Szava, T. Isacsson, J. Izaac, K. K. Sabapathy, G. Dauphi-
nais, and I. Dhand. "Fast simulation of bosonic qubits via Gaussian functions in phase space."
arXiv:2103.05530, 2021.

xiii



Talks

"Blueprint for a Scalable Photonic Fault-Tolerant Quantum Computer", AWS Center for Quantum
Computing, Spring 2021, co-presented with Ilan Tzitrin.

"Fast simulation of bosonic qubits via Gaussian functions in phase space", AWS Center for Quantum

Computing, Spring 2021.

"The loss tolerant protocol with a twist", IQC Theory talks, Institute for Quantum Computing, Spring
2021.

"The loss tolerant protocol with a twist", Workshop on Security Proofs in QKD, Institute for Quantum
Computing, Summer 2020.

"Finite-energy GKP grid states for CV quantum computing", Xanadu-University of Arizona Workshop
on CV Photonic Quantum Computing, Winter 2020, co-presented with Ilan Tzitrin.

"Measurement-range loophole in high-dimensional QKD", Workshop on Security Proofs in QKD,

Institute for Quantum Computing, Summer 2018.

Posters

"Blueprint for a Scalable Photonic Fault-Tolerant Quantum Computer", Bristol Quantum Information

Technologies Workshop, online conference, Spring 2021.
"The loss tolerant protocol with a twist", QCRYPT, online conference, Summer 2020.

"Measurement-range loophole in high-dimensional QKD", Quantum Internet Workshop, University of

Toronto, Summer 2018.

"Security implications of pre-measurement filters in time-frequency QKD", Quantum Information
Processing, TU Delft, Winter 2018.

Xiv



Chapter 1

Introduction

Quantum technologies refer to devices and protocols which control and preserve the quantum properties of a
physical system so they can be leveraged to perform tasks inaccessible to traditional classical technologies. In
this thesis, we will concern ourselves with two prominent quantum technologies: quantum computers and
quantum key distribution (QKD). At a high level, quantum computers prepare quantum data registers or
qubits, apply transformations or gates, and perform measurements with probabilistic outcomes to read out
classical data [2]. While it is difficult to pinpoint the exact confluence of quantum mechanical properties which
lead to the power of quantum computers, one often invokes entanglement, superposition, and interference:
entanglement allows for the combined state-space of qubits to grow exponentially as more qubits are added;
transformations in the space of entangled qubits create tuned superpositions of multi-qubit states; interference
between probability amplitudes in the superposition allows one to efficiently extract measurement outcomes
that would otherwise be inefficient to sample with a classical computer. If realized, quantum computers could
outperform their classical counterparts in tasks such as search algorithms [3], machine learning [4], simulation
of quantum systems relevant to material and pharmaceutical design [5], and prime factorization [6], the last

of these having significant repercussions for conventional cryptography.

A class of cryptographic protocols such as the RSA (Rivest, Shamir, and Adleman) cryptosystem [7]
underpin current infrastructure for encryption, and rely on the difficulty of performing prime factorization
with classical computers [2]. As prime factorization would be efficient on a quantum computer using Shor’s
algorithm [6], an alternative scheme for encryption is required. This is true not just for future communications,
but even for present communications that require long-term secrecy, since an eavesdropper could harvest
encrypted communication now and decrypt the information at a later date when quantum computers are
available. While quantum computers could break traditional cryptography, quantum mechanics also offers
a solution in the form of QKD. Broadly speaking, in a QKD protocol, two trusted but spatially separated
parties, Alice and Bob, share a quantum system in the presence of an eavesdropper, Eve. After measurements
are performed on the quantum system, Alice and Bob communicate classically about a subset of their results.
Ultimately, Alice and Bob either distill a shared, secret key from their measurement results that they can
then use to encrypt messages, or detect tampering by Eve and abort the protocol. We can appeal to several
principles of quantum mechanics to justify the security of QKD [8]: first, there is the notion that measurement
of a quantum system, given its probabilistic outcome, disturbs the state of the system, so tampering by Eve
will leave traces that Alice and Bob can detect. Second, a consequence of quantum superpositions and unitary

evolution is the no-cloning theorem [9], which states it is impossible to make a perfect copy of an unknown



quantum state, placing limitations on Eve’s ability to replicate the quantum system from which Alice and
Bob are extracting their secret key. Finally, if, from the eavesdropper’s perspective, Alice and Bob share an
entangled quantum system, then from the concept of monogamy of entanglement, there are limitations on
how entangled Eve can be with that system, so she will not be privy to all the measurement results extracted
from it [10-12].

While we have so far discussed these quantum technologies in the abstract, the question now becomes which
physical platform capable of exhibiting and preserving quantum properties do we employ to build quantum
computers and QKD systems? This thesis will focus on photonic quantum technologies, i.e. implementations
which employ modes of light and their quantum optical properties. For QKD, photonics is currently the
only choice, since photons travel at the speed of light and can retain their encoding even after travelling
hundreds of kilometers through fiber or free space, which makes them ideal for distributing a quantum system
between spatially-separated Alice and Bob. Even so, a mode of light is a rich physical system capable of
encoding information in various degrees of freedom, so the game of designing a protocol becomes choosing
encodings robust to noise, namely loss, and designing security proofs that account for various optical source
and measurement device imperfections and loopholes.

For quantum computers, the choice of photonics as a platform is not as immediately obvious. To justify
this choice, we must understand the terms of the game: not only do we want a universal quantum computer
capable of performing any user-provided algorithm, we want the quantum computer to be fault-tolerant,
meaning it can still provide accurate readout in the presence of qubit, gate and measurement noise. While one
could continue refining the quality of each physical qubit, the likelier path to fault tolerant quantum computing
is to redundantly encode a smaller number of high-quality logical qubits into many noisy physical qubits,
using error correction to detect and correct errors in the physical qubits to yield low error rates in the logical
qubits. Here, photonics presents several advantages. First, photonics opens the door to room-temperature
computation, since photons can maintain their encoding even at room-temperature, as opposed to other
platforms which may require cryogenics; this can prove advantageous when scaling to millions of physical
qubits, as will likely be required to perform fault-tolerant quantum computation. Second, photonics provides
a rich physical system for encoding qubits, both due to the many ways to encode a two-dimensional system
within the inherently infinite-dimensional space of an optical mode, and due to the networkability of optical
modes to encode many qubits into error-correcting codes; flexibility of error-correcting encoding can prove
useful for combating noise and errors that naturally creep into quantum systems. Finally, as was the case
for QKD, photonics is a natural platform for communication technology, so networking photonic quantum
computers is likely to be simpler than having to transduce quantum information between two types of
platforms.

More specifically, the first part of this thesis explores the prospect of performing photonic quantum
computation using a choice of qubit encoding known as Gottesman-Kitaev-Preskill (GKP) states [13]. While
we will dive into the details of GKP states in the chapters that follow, here I briefly summarize two reasons

GKP qubits are a desirable choice of encoding for photonics:

e A wide class of important quantum gates and measurements—Clifford gates and Pauli measurements—
correspond to a set of operations and measurements—Ilinear optics, squeezing, and homodyne—that are
experimentally accessible in the photonics context [13]'. This means that two-qubit entangling gates
(among others) are deterministic for these qubits, a clear distinction as compared to encoding a qubit

in a dual-rail or single-photon polarization-based scheme [14]. There are also many error-correcting

More generally stated, Clifford transformations correspond to Gaussian transformations.



codes, i.e. multi-qubit entangled states, that only require Clifford gates and Pauli measurements for
encoding and error-correction, which makes the prospect of encoding many noisy physical qubits into a

logical qubit more tenable.

e Ideally, GKP states allow one to correct for small displacement errors in phase space [13], and since the
displacement operators form a basis to decompose any operator in the continuous-variable (CV) Hilbert
space of the mode, this means even noise channels like loss can be decomposed into errors GKP states
are designed to correct. In fact, GKP states are better at correcting for photon loss than encodings
specifically designed to correct for that error [15]. Larger displacement errors only result in bit and

phase flips, and can be handled by encoding many GKP qubits into an error-correcting code.

While GKP states present these advantages, the most onerous task for their use in photonics is their
preparation. To start, their ideal forms are non-normalizable, infinite energy states, so we must first consider
realistic, finite-energy approximations to the ideal state?. Even so, these approximate states are highly
non-Gaussian®, meaning a strong non-linear electric field interaction (generated from a Hamiltonian more
than quadratic in the mode’s quadrature operators 4) would be required for their deterministic preparation,
and unfortunately no such interactions are readily-available in optics. Instead, all-photonic GKP preparation
schemes involve probabilistic but heralded state generation devices. To this end, Chapter 2, which is largely
based on [16], provides a scheme for preparing GKP states using Gaussian boson sampling (GBS), along with
tools for assessing the quality of the states prepared. Briefly, the GBS method consists of constructing a
multimode Gaussian state by sending squeezed vacuum states into a linear interferometer, and then measuring
all but one of the modes with photon-number-resolving detectors (PNRs) [17-20]. The chapter presents
extensive analysis of the trade-off between generating a GKP state with a certain fidelity and the probability
of it being produced.

Chapter 3 (based on [21]) introduces a formalism and method for simulating GKP states, along with
other bosonic qubits like cat states and Fock states, as linear combinations of Gaussian functions in phase
space. This framework leverages the rich Gaussian formalism for CV quantum systems, while extending it to
states that are useful for quantum computing. The framework allows us to study realistic gates and noise
that would be more cumbersome to simulate and understand using competing methods that leverage the
Fock basis.

Building on the understanding developed in those two chapters, Chapter 4, which is based on [22], presents
a blueprint for a scalable, fault-tolerant photonic quantum computer that leverages GKP states. A key result
of the proposed architecture is that it is compatible with probabilistic sources of GKP states, such as those

seen in Chapter 2 and which are to be expected in the near-term. The main focus of the chapter is the

2A keen reader can skip ahead to Figs. 2.1a and 2.1b to see what the wavefunctions of GKP states look like.

3Non-Gaussian refers to the fact that their Wigner quasiprobability distributions are not Gaussian functions, meaning that they
cannot simply be constructed using Gaussian states (e.g. coherent, squeezed states), Gaussian transformations (e.g. linear
optics, squeezing), and Gaussian measurements (e.g. homodyne, heterodyne).

4A CV quantum system can be characterized by two quadrature operators, typically labelled position ¢ and momentum p,
nomenclature inherited from the mechanics of a point particle. These operators respect the Heisenberg uncertainty relation
[, p] = ih. Additionally, in the same spirit as classical mechanics, one can define a phase space representation of the CV system
(such as the Wigner function) where the two quadrature operators of Hilbert space correspond to two quadrature variables of
phase space; for the mathematical details of the mapping, refer to Section 3.2.1. A main difference from the classical phase
space representation is that the quantum phase space representation is not a probability distribution, stemming from the fact
that ¢ and p must respect the uncertainty relation. For a photonic mode, the CV system corresponds to the electromagnetic
field. Since the field strength in an electromagnetic wave propagating in linear media oscillates periodically, once quantized,
the field can be expressed in terms of two operators, effectively corresponding to the electric and magnetic fields. These are
often termed the quadratures of the electromagnetic field, with dynamics analogous to those of position and momentum for a
quantum harmonic oscillator.



noise analysis and quantum error correction scheme for the architecture. The chapter provides threshold
values for noise and state generation probability required for fault-tolerance, setting important milestones
and identifying areas of improvement for a road map to photonic quantum computing.

With the security threat posed by quantum computers as motivation, the second part of this thesis provides
my contributions to the field of QKD. Specifically, it will explore how security proof techniques can be used
to mitigate noise in quantum key distribution protocols employing realistic experimental devices. Chapter
5 (based on [23]) examines large-alphabet, entanglement-based QKD protocols. "Large-alphabet" refers to
schemes which employ a high-dimensional photonic degree of freedom for encoding key, such as time-frequency
or electric field quadrature, while "entanglement-based" denotes protocols which employ an untrusted
source for distributing entangled quantum systems but trusted measurement devices for characterizing the
entanglement and extracting key. Specifically, the chapter studies the measurement-range problem, wherein
realistic detectors can only measure a finite range of the degree of freedom being employed, a loophole
which compromises one of the best tools—the entropic uncertainty relations—for quantifying security in
large-alphabet protocols. The chapter provides a modified security proof to address this problem, remedying
the loophole for protocols encoding in electric field quadrature; however, even with the improved security
bound, we find that loss hampers the feasibility of entanglement-based time-frequency QKD.

Having seen the potential for detector loopholes to compromise the security of entanglement-based QKD
in Chapter 5, in Chapters 6 and 7 we move to study measurement-device-independent (MDI) QKD protocols.
In MDI QKD, Alice and Bob send quantum states associated with key values to an untrusted central node
which makes an announcement about the result of a Bell state measurement it may or may not have faithfully
executed [24]. In Chapter 6, which is based on [25], we study the case when the states which Alice and Bob
prepare are trusted but noisy qubit signals, i.e. mixed states for which they hold the purification. We adapt a
leading proof technique [25] to treat this scenario, determining that Alice and Bob can invoke fictitious shield
systems and perform virtual—i.e. entirely software-based—"twisting" operations on these shields to decrease
Eve’s knowledge of the secret key. We use an optimization technique known as semidefinite programming to
determine the optimal twisting operation Alice and Bob should apply.

In Chapter 7, which is based on [26], we study the issue of non-trivial, passive® side-channels in the optical
sources Alice and Bob use for MDI QKD which leak information about their choice of encoding to Eve. We
identify a time-dependent side-channel in a common polarization-based QKD source that employs a Faraday
mirror for phase stabilization. We use it as a representative case example, applying a recently-developed
numerical proof technique [27] to quantify the sensitivity of the secret key rate to the quantum optical model
for the side-channel, and to develop strategies to mitigate the information leakage.

Each chapter is relatively self-contained, including relevant background material and conclusions. Nonethe-
less, in Chapter 8, I provide a summary of key results and an outlook on what research avenues this thesis

opens.

5Here, "passive" means not controlled by the eavesdropper.



Part 1

Photonic Quantum Computing Using
Gottesman-Kitaev-Preskill (GKP) States



Chapter 2

A Photonic State Preparation Method
for Approximate GKP States

This chapter is based on [16], co-authored with Ilan Tzitrin, Nicolas C. Menicucci and Krishna K. Sabapathy.
Krishna K. Sabapathy initiated and supervised the project. The work was collaborative and published in
Physical Review A. Ilan Tzitrin and I shared first authorship. My main contributions were to the numerical
simulations throughout the paper, analysis of the results, and to writing the third part of the published paper
(Section 2.3 of this chapter) and the appendices. Additionally, I have condensed the second part (Section
2.2) of the work as compared to the publication, and rewritten the introduction presented here to better
reflect the most recent literature on the subject, since the paper was written in 2019 and it has been a very
active area of research. The work benefited from helpful discussions with Hoi-Kwong Lo, Saikat Guha, Arne

L. Grimsmo, Victor V. Albert, and colleagues at Xanadu.

2.1 Introduction

Bosonic qubits refer to encoding two-dimensional quantum systems into the states of continuous-variable (CV)
systems such as photonic modes. Among the most well-known bosonic qubits are Gottesman-Kitaev-Preskill
(GKP) [13] states (occasionally referred to as grid states). Originally constructed to correct displacement
errors in phase space with the help of inherent translation symmetry, GKP states are viewed as a promising
qubit encoding for various quantum technologies such as quantum communication [15, 28-30], and quantum
sensing [31, 32|, and our main interest for this part of the thesis: fault-tolerant quantum computation
[13, 33-46].

While we will provide an in-depth review of the formalism of GKP states in the next section, we first
survey the major milestones in their study. In [13], the authors introduced the GKP encoding: a wide class
of states for quantum harmonic oscillators, with wavefunctions defined as infinite superpositions or combs of
quadrature eigenstates, as illustrated in Fig. 2.1a. They provided a set of universal gates for these states to be
used for quantum computation, along with a protocol for how such states could correct small displacements
in phase space or reduce larger displacements to errors that can be corrected by concatenating many GKP
states into a qubit error-correcting code. They demonstrated that the states could be generalized to encode
qudits, and tailored to correct either symmetric or biased displacement errors in phase space. Finally, the

authors noted that while the ideal GKP states are elegant in their properties, they have infinite energy and
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(a) Ideal GKP wavefunctions (b) Finite-energy |0}, , wavefunction

Figure 2.1: In (a), ideal GKP qubit wavefunctions are presented. They consist of combs of quadrature eigen-
states, with [0) ., (|1),,) given in blue (red). The shading represents the maximum tolerable displacement
for GKP error correction; larger displacements introduce a bit flip that can be corrected by concatenating
GKP qubits into a qubit error-correcting code. In (b), a version of the finite energy |0),,, is given, where each
quadrature eigenstate in the superposition is replaced by a squeezed state, along with an overall envelope. The
shading associated with the ideal states is shown to emphasize that a small but inherent error of mistaking 0
for 1 exists when using finite-energy GKP states.

are therefore unphysical; however, they defined finite-energy versions of GKP states, as shown in Fig. 2.1b,
by replacing the quadrature eigenstates in the comb with narrow Gaussian functions (i.e. squeezed states
that are often referred to as peaks), along with applying an overall Gaussian envelope. Finite-energy GKP
states are certainly noisier than the ideal, but are still sufficient for fault-tolerant quantum computing. A

thorough analysis of the GKP error correction protocol using approximate states was later provided in [33].

A resurgence of interest in the GKP encoding stems from the demonstration that finite-energy GKP states
could be used for fault-tolerant quantum computing, where ~ 20 dB was determined to be a sufficient (but not
necessary) level of squeezing for each squeezed state in the comb [34], and from the demonstration that GKP
states are more robust at protecting against errors incurred by loss than encoding in single photons or even
in states specifically designed to protect against loss [15]. Also demonstrated in [34] was the ability for GKP
states to interface with CV cluster states—entangled, multimode squeezed states that are experimentally
feasible to produce in photonics—meaning CV cluster states could be used as infrastructure to teleport GKP
qubits for the purposes of measurement-based quantum computation, a prospect that elevated the potential

of GKP states for photonic quantum computing.

Several studies have investigated the performance of GKP states concatenated into qubit error-correcting
codes [22, 35, 38, 39, 41, 42, 44-48], with the most recent works demonstrating that a per-peak squeezing
close to ~ 10 dB is likely sufficient for fault-tolerance. While some of these works may be tailored to different
platforms—mainly photonics and superconducting cavities—a recurring theme is that since the qubits are
encoded in a CV system, the measurements performed on states during error correction collect analog data
which can be used to augment the standard qubit error correction procedures that would normally only
use binary data. As a consequence, GKP states provide an extra layer of protection for encoding a qubit,

since one can exploit both the redundancy of the CV space, as well as the redundancy of many qubits in an



error correcting code. Other notable works have focused on reducing the resource overheads for universal
computation to just GKP states and Gaussian resources [36, 49| (i.e. Gaussian states including vacuum,
coherent and squeezed states; linear optics; and homodyne measurements), and on the rich mathematical
structure of GKP states [21, 50-53].

With GKP states holding such promise, a major push has been to devise and implement schemes for their
preparation in various platforms. While GKP qubits have been realized experimentally in the motional degree
of freedom of trapped ions [54-56] and in microwave cavities coupled to superconducting qubits [40], GKP
states have yet to be produced experimentally in the optical domain. Notably, optical systems currently lack
strong non-linear (third order or greater) interactions that have been central to the deterministic generation
schemes for GKP states in these other platforms. As will be made more clear, GKP states are highly non-
classical states, so they cannot be prepared simply using the Gaussian states (coherent and squeezed states),
linear optical transformations, and homodyne/heterodyne measurements that are readily-accessible in optics.
Instead, near-term optical demonstrations of GKP states will likely rely on heralded, probabilistic generation
protocols leveraging the non-Gaussian resource provided by threshold and/or photon number-resolving

measurements (PNRs), ever-maturing devices with high efficiency [57].

An early proposal [58] for optical GKP states relied on steady availability of cat states—superpositions of
coherent states—an arguably simpler, but still highly non-classical state that would itself require non-Gaussian
resources to generate. The authors of [59] improved on this proposal, offering a probabilistic method to
make cat states by interfering a single photon and coherent state at a beamsplitter and measuring one
mode with a PNR detector. The authors of [60] proposed creation of optical GKP states based on nonlinear
interaction of squeezed states with atomic ensembles; however, the scheme stops short of providing candidate
atomic systems, and it is unclear if such a proposal could ultimately be scaled to produce many GKP qubits
for a fault-tolerant device. More recently, a series of works [17-20] introduced a state preparation method
based on Gaussian Boson Sampling (GBS). By passing N squeezed vacuum states through a linear optical
interferometer consisting of beamsplitters and phase shifters, and using PNRs to measure N — 1 of the modes,
one can in general prepare bosonic qubits in the remaining mode. The level of squeezing, interferometer
angles, and PNR outcome form optimization parameters for the output state, with the measurement outcome
heralding the desired result. In [18-20], the authors found a proof-of-principle demonstration that GBS state
preparation could be used to produce GKP states. The GBS method is closest in spirit to that from [59],
but offers a more general framework that does not require the interim step of needing to first produce single

photons and cat states, and can instead directly produce the desired GKP states.

In this chapter, we first focus on understanding finite-energy, approximate GKP states. After reviewing
the formalism of GKP states, we explore how various platform-independent figures of merit can be used to
benchmark the quality of GKP states for near-term devices. In particular, we use the recently-introduced
modular subsystem decomposition [61], which has proven to be very useful in the study of GKP qubits
[16, 62—64], to monitor and mitigate errors on the logical qubit. We then provide thorough analysis of
the preparation of approximate GKP states in optics based on GBS state preparation, providing resource

requirements and relating the resulting states to the figures of merit discussed in the first part of the chapter.

The chapter is organized as follows. In Sec. 2.2, we review the formalism of the GKP code independently of
the platform for its implementation. This includes a synthesis of results for the ideal (non-normalizable) GKP
states in 2.2.1 and the finite-energy GKP states in 2.2.2; an overview of the modular decomposition in 2.2.3
and its relevance to analyzing GKP states; a set of prescriptions for tracking, quantifying, and alleviating

errors in computation induced by imperfect GKP states in 2.2.4; and a discussion of error correction and



recovery with the normalizable states in 2.2.5.

Sec. 2.3 is dedicated to the preparation of approximate GKP states in the optical domain. In 2.3.1 we
review the GBS method for the generation of general non-Gaussian states; in 2.3.2 we discuss a framework
for approximating GKP states; in 2.3.3 we characterize the approximate states using the formalism described
in Sec. 2.2; in 2.3.4 we present our strategy for the preparation of these approximate GKP states with optical
circuits and provide our numerical results for the optimization of these circuits; and finally, in 2.3.5, we give

comments on incorporating experimental imperfections into our scheme.

2.2 Formalism of GKP Qubits

Our physical landscape consists of continuous-variable (CV) systems whose Hilbert space is L?(R"), the
square-integrable functions defined over the space of n real variables corresponding to n-mode systems.
Examples of continuous-variable systems include modes of an electromagnetic field, harmonic oscillator chains,
phonon modes in materials, continuous modes of ion traps and superconducting circuits. Since we will not
use extensive elements of the CV formalism in this chapter, we leave a more complete review to the next

chapter in Section 3.2, where it will be more relevant. In what follows we work in units where ¢ = == (a + a')

) V2
and p = :/—%(& —al), so that [§,p] = i, and h = 1. This means the measured variance of a vacuum state is

(¢%) = (p*) = 1. For more details on our conventions, see App. A.1.

2.2.1 Ideal GKP states

The ideal GKP states [13] are defined as the simultaneous eigenstates of the continuous-variable stabilizer

elements
50 = VNS g §, = VTSt S 1)

S S
such that § = |~ e Sp(2,R), the real symplectic group in two dimensions. The Wigner function

21 022
(see App. A.2.4 for the definition) of the ideal GKP states is a sum of delta functions located at the points of

a lattice in phase space; the shape and spacing of this lattice is determined by S. For example, rectangular

GKP states are associated with the matrix

(2.2)

Srect = [ﬁ/a 0 ‘|

0 a/vm]’

for o € R, so that the unit cell of the lattice has dimensions g X % and an area of 1, while hexagonal

GKP states [13, 28] have
2\"2[1 12
Shex = | —= . 2.3
: (\/3) lo V3/2 .

We will be focusing on square-lattice states — that is, rectangular GKP states with « = /7. For these

states, the stabilizer elements become
sz = p (iV2r) = 2 (2v/7), and S5 = D (Var ) = X (2v7), (2.4)

where D (8) = ePa'=B"a ig the displacement operator, X (q) = D(q/+/2) is a displacement in position by ¢
and Z(p) = D(ip/\/2) is a displacement in momentum by p. After identifying the logical Z and X operations
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Figure 2.2: Various ways to obtain physical states starting from ideal GKP or grid states. From left to right,
the approximations in green clouds correspond to discussions around Eq. (2.19), (2.11), (2.15), (2.14), and
(2.8).
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Figure 2.3: A schematic of how to obtain the normalizable GKP state |¢).) = e~ |¢;) through an optical
circuit, as noted in [1] and shown in App. A.2.1. An ideal GKP state and the vacuum state pass through the
first and second mode of a beamsplitter B(6, ¢) with transmissivity —Ine (see Eq. (2.56)); the second mode
is measured and post-selected on a vacuum state.

for this code (logical operators are denoted by an overline),

Z=27(yr) and X = X (V7), (2.5)

one can infer that the ideal encoded logical square GKP states, which we label with the subscript I, are
infinite superpositions of infinitely squeezed states — delta spikes arranged like a comb — spaced by 2+/7 in

position:
o0

0= Y [2nv7), (2.6)

The encoded logical 1 state is then just a g-displacement by /7 of the 0 state: |1;) = X (y/7)|0;). The
periodicity of the delta spikes implies that the ideal GKP code can correct displacements of position and
momentum of up to /7/2, i.e., those displacements that do not confuse a logical 0 for a logical 1 [13]. The

X eigenstates are then just
oo

=Y |nvm),, (2.7)

n=—oo

and |~1) = Z () [+1).

2.2.2 Normalizable GKP states

In an experimental setting one will be dealing with finitely squeezed states. The canonical way to generate

normalizable GKP states !, which we label with a subscript corresponding to the normalization scheme, is to

1What we call normalizable is generally referred to as approximate in the literature. We prefer this nomenclature because there
are several different approximations to ideal GKP states we will be considering.

10



replace the delta functions with Gaussians of width A and then introduce an overall Gaussian envelope of
width k=1
1

liar) Z it lentva]’ x [(2n+ ) /7] |A), .11 = 0,1 (2.8)

n=-—oo

where |A) is defined so that
1 \* _ a2
(q]A) = (w) < (2.9)

This is just one prescription to transition from infinite to finite energy states, as shown in Fig. 2.2. Recently,

three conventional approximations of the GKP codes were analytically shown to be equivalent in [50].

It is common to work in the regime where A = k, so that in the A — 0 limit the number of spikes
increases while the width of each spike decreases, and the normalizable states approach the ideal ones. In

this case we omit the s from the subscript and write simply

[ha) = [P k=a) - (2.10)

A less cumbersome way than Eq. (2.8) of expressing |1a ), as pointed out in [28, 34], is to apply a non-unitary

envelope operator E (€) = e™" to the ideal state, where 1 = afa = %(42 + p?) is the number operator:

[he) = E(€) [¥1) - (2.11)

One can think of this operator as being the result of interfering an ideal GKP state and a vacuum state at a
beamsplitter, measuring one of the modes, and postselecting on the vacuum [1]. We provide an illustration
of this in Fig. 2.3 and a derivation in App. A.2.1. Note that |¢.) =~ [)a) whenever A = k and ¢ are small.

From [47], the more precise regime is whenever

tanh

| >

A
~—. 2.12
s (212)

Since tanhz = x — £2® + .., this will occur whenever 5 A® is negligible.

Since we require non-Gaussian resource states for universal quantum computation, it is important to
quantify the non-Gaussianity of the normalizable GKP states. For this, we plot the Wigner logarithmic
negativity Wy (see App. A.2.4 for the definition) of the |0.) state as a function of € in Fig. 2.4. We see that

W decreases for increasing e, as expected.

We can, in principle, come up with other ways of approximately normalizing the ideal states. In general,

we have that

lva) =Gy, (2.13)

for some operation G, which we can regard as an error or a single Kraus operator. Note that G will not be
trace-preserving in general; even though we have written the left-hand-side of (2.13) as a ket, it is understood

that the state will need to be normalized. For example, G can be defined as the operator

2 9 —la|?2/A2
=1\ — D 2.14
G =\ zxz [ dac (@), (2.14)

in other words a Gaussian distribution of displacements, as in [13, 15, 50].
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Figure 2.4: The Wigner logarithmic negativity Wy (defined in App. A.2.4) of the normalizable GKP state
|0c) from Eq. (2.11) as a function of € shown as solid (blue) line. Insets: Highlighted from left to right
are wavefunctions corresponding to e values of 0.158, 0.398 and 1 (A values of 8, 4, and 0 dB). The overall
Gaussian envelope of width x = A~ is also drawn. The Gaussian in the third inset noticeably does not
perfectly envelop the € = 1 state because here there is an error of order 0.04 in the approximation between A
and € (as shown in Eq. (2.12)). Wy decreases with increasing ¢, i.e. as the number of peaks in our GKP
state decreases, the width of each one increases, and the state becomes more Gaussian.

G can also be chosen so that the normalizable state is a weighted superposition of Fock states, as in
oo
ua) =Y g(n)(n|un)ln), (2.15)
n=0

for some envelope function g (n). For example, we can set g to be a step function; or, to obtain (2.11), we
can make g(n) = e~ " 2. We will explore in Sec. 2.3 which envelope functions are best to target in the state
preparation scheme we consider.

There are several advantages to using Eq. (2.11) to denote the normalizable states. Beyond its compactness,
it provides us with a convenient way to explore the effects of deviating from ideal GKP states on Gaussian
operations, as required for implementing Clifford gates, and on the logical content of the states, as we will see.
It is also important to point out that the displacement and envelope operators will, in general, not commute
(see App. A.2.3 for explicit commutation and conjugation relations with E(e)). This means that the logical

state obtained by displacing [0g) by /7 in position will not be the same as the state obtained by applying
an envelope to |17). For example,

X (V) 10e) = X (Va) E (o) [0r) (2.16)
= E(e)eVT(ea'=ea) o) (2.17)
)X (V) [07) = B (e) 17). (2.18)

To avoid ambiguity, we will use the prescription implied by Eq. (2.13) for our normalizable states and
explicitly write, e.g., X (/7)|0g) where necessary. We will investigate in the following sections what impact
this difference will have on practical considerations and on the logical information encoded in the states.

Note that a more general way of writing down normalizable states is through some noise channel, X,

2Note that we avoid ambiguity in notation because the subscript of an ideal state |1)7) can be interpreted as a normalizable
state with an identity envelope
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acting on the ideal states:
pr =K (|pr) (pirl) (2.19)

This approach is taken in [1] with K corresponding to random Gaussian displacement errors, also known as

the Gaussian classical noise channel.

2.2.3 Modular subsystem decomposition

As one deviates from the ideal GKP states, it becomes less obvious what the logical state is, where the
information resides, and how to address and access it. Answers to these questions are facilitated by an
important tool for analyzing states wherein a qubit is encoded periodically in a infinite-dimensional Hilbert
space, the modular subsystem decomposition, investigated by Pantaleoni et al. [61]. Here we briefly review its
formalism and discuss its application to approximate GKP states.

Given some real number « corresponding to the spacing between the logical basis states in position,
established in Sec. 2.2.1, we can decompose any position eigenket |s) 4 i an infinite-dimensional Hilbert space
H as

), = lam +u) = [m,u), (2.20)

where m € Z and u € [—a/2,a/2). We call am the integer part of s (mod «) and u the fractional part of s
(mod a). We can subsequently decompose the physical space H into H = £ ® G: a two-dimensional logical
space £ corresponding to our qubit and another (virtual) infinite-dimensional gauge space G corresponding

to everything else. Position eigenkets break down as

)y = 1) g @ |, ) g, (2.21)

where p = parity (m), m = 3 (m — p), and @ = u. Effectively, this decomposition amounts to stitching

together the wavefunction sitting within position bins corresponding to the logical p. In this subsystem

picture, the ideal GKP states can be written

Y1) = |¥) . ® [+1)g, (2.22)

so that the logical mode is completely separable from gauge mode and we can recover the logical information
perfectly through a trace over G. Physically, we can access the logical information with a binned homodyne

measurement, as shown in App. A.2.2. For the normalizable states, however, we see that

[Ye) = E(e) (|), @1+1)g) (2.23)

for example. Since E (¢) acts on the full space H, it will generally entangle the logical and gauge modes,

leaving our logical qubit in a mixed state

p© () = Trg [E (€) [¥r) (1| E (€)] - (2.24)

As € grows, p* will find itself somewhere inside the Bloch sphere; we plot its “trajectory” as a function of e
for the Z and X basis states in Fig. 2.5a. Notice that, for € > 0, the states converge at the same point: this

is the vacuum state, the only state picked out by the envelope in this regime 3. We can also see how the

3Note that in Pantaleoni et al., Fig. 2, the Bloch sphere trajectory for the |4+g) state differs form ours. This is because a
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Figure 2.5: Effects of the normalization envelope E (¢) = e~ on the logical content of GKP states. In
(a), trajectories of |0c),|lc),|%e), and |Hy,) as a function of e confined to the X-Z plane of the Bloch
sphere (here H, is the +1 eigenstate of the Hadamard operator; see (2.30)). For large ¢, all Fock states
but |0) are exponentially suppressed, causing all the trajectories to converge at the logical subsystem point
corresponding to the physical vacuum state. We additionally show locations for reasonable values of e:
€ =0.0625 =~ A = 12 dB, and ¢ = 0.25 ~® A = 6 dB are denoted by a star and triangle, respectively (see
Eq. 2.12 and App. A.1 for conversions). We see that the required € (dB) values to achieve higher purity states
are lower (higher) towards the equator of the Bloch sphere. In (b), the modification of the X-Z plane of the
ideal Bloch sphere as a function of e. We see that points towards the equator are more distorted.

Bloch sphere itself changes as a function of €, as depicted in Fig. 2.5b.

We calculate this efficiently by first noting that every unnormalized qubit operator can be decomposed as
o~ (€) = % Z?:o s;0;, where o; correspond to the identity and the Pauli matrices, and s is the Stokes vector
for the state (see for e.g. [65]). If sp =1 then (s1, sq, s3) corresponds to a Bloch vector. Thus, we can find
the matrix that transforms the Stokes vectors corresponding to the ideal GKP qubits under application of
the completely positive (but not trace preserving) map E (¢). Given the Stokes vectors corresponding to
the states before renormalizing, we can now individually renormalize them by simply dividing by the first

coefficient of each Stokes vector, yielding Bloch vectors in the remaining three components.

2.2.4 Operations on normalizable GKP states and error-tracking

The implementation of Clifford gates is a critical step for universal quantum computation. The Clifford group
on n qubits, C,, is defined through its action on the Pauli group, P,, which consists of n-fold tensor products

of Pauli gates. Any U € €,, maps the Pauli group to itself under conjugation:

Ae?P, = UAU' € P,. (2.25)

different approximation is used there, effectively corresponding to a different envelope operator.
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U U physical (symbol) U physical (name)

X D(y/7/2) = X (/) g displacement

A D(i\/7/2) = Z (\/7) p displacement

H F =R(m/2) =¢'2™ | Fourier gate;  rotation

p P =¢i3d Phase gate
CNOT SUM = e~ i 1@p2 SUM gate

Table 2.1: Conventional association between logical qubit operations and physical Gaussian transformations
for ideal GKP encoding. Note that the physical gates are not unique due to fact that the stabilizers (2.4) and
a 7 phase shift e™ act trivially on the code space. This means that any displacement by a Gaussian-integer
multiple of \/7/2 acts as a Pauli operator; F' also represents H; and a SUM gate of any odd-integer weight
is also a CNOT. (A SUM gate of weight g is e %99®P2. The one shown in the table is weight 1.)

In principle, it is enough to consider a set of generators of the Clifford group, for example the Hadamard gate,

1 (1 1
H:ﬁll _1]7 (2.26)

and the phase gate,

! 9] , (2.27)

along with the two-qubit CNOT gate (also known as a CX or controlled-X gate),
CNOT = [0) (0| ® I + 1) (1| ® X. (2.28)

Any Clifford element can then be obtained, in principle, from applications of the above gates in the generator
set. In practice, and certainly with GKP states, one should also explicitly define other fundamental Clifford
gates like X and Z rather than relying on compositions of the minimal set of generators.

In addition to these, one also requires an operation beyond the Clifford group (referred to as non-Clifford

element), such as the 7/8 gate or the T gate,

Sl

F— VP = Lot [e ’ 0] (2.29)

for fault-tolerant universal quantum computation.

Alternatively, non-Clifford gates can be effected by preparing special resource states called magic states
that can be used in a type of gate teleportation circuit [66]. We can implement the T gate, for example, with
a supply of H-type magic states, which are equivalent through Clifford unitaries to the Hadamard eigenstates.
Refer to Fig. 5 of [13] for an example gate teleportation circuit. The eigenstate corresponding to the +1
eigenvalue is

_ T — LT -
|H,) = cos 3 |0) + sin 3 1) . (2.30)

Here we will only consider Gaussian gates, because non-Clifford gates that correspond to non-Gaussian gates
can be realized via gate teleportation with magic states and Gaussian gates. This means all the gate resources

remain Gaussian, and the non-Gaussian resources are imposed on the state preparation (of logical and magic
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Figure 2.6: (a) The ideal logical circuit: a Clifford unitary, U, is applied to a qubit, 1/;>, followed by Pauli
Z measurements resulting in a bit, z, with probability pg (;EW) (b) The ideal encoded physical circuit: a
Gaussian unitary, U, which implements U is applied to an ideal GKP state, followed by (binned) homodyne
measurements to produce a bit with probability py(x|yr); (¢) the circuit in (b) redrawn with a modular
subsystem decomposition (note that we are only able to decompose the U in this way for an input ideal GKP
state). The probability distributions in (a), (c), and (b) are identical: pg(z|v) = py(z|¢r); (d) The realistic
GKP circuit, where the initial states are subject to a finite energy envelope, G. The unitary remains the
same and a homodyne measurement produces a bit with probability py (x]|¢a); (e) the circuit in (d) but
we highlight that the envelope can be conjugated with the Gaussian with appropriate modifications. (f) A
general GKP circuit: the same as (e), but now we include a unitary recovery operation on the data states
and ancillae ’wA>. The measurement operator — which could be homodyne or PNR - is generalized to be on
all modes, now producing a bit string of some composite variable, y. See the remark in the main text for a
generalization of this schematic to a multimode circuit.
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GKP states), which we will discuss in Sec. 2.3.

Suppose we would like to apply a gate U € € to a logical qubit |1/;> If we encode ‘1@ in an ideal GKP
state [17), U will correspond to a Gaussian operation U on the physical space — that is, a combination of a
symplectic transformation on the quadrature operators and a displacement. We recall that not all Gaussian
operations correspond to Clifford gates on the ideal GKP codes, just particular non-unique ones. Writing

|tr) in its modular subsystem decomposition, we have that

Ulpr) = (U|$),) ©+1)g- (2.31)

We can see that this is true by applying U to both sides of Eq. (2.22): on the right-hand side we must obtain
an ideal-GKP-encoded state (since U implements a Clifford unitary U). Thus the resulting state can also be
written in the form (2.22), and the action on the logical subsystem must be that of U. Importantly, however,
note that this does not mean that the physical operation can be modelled as Uz ® Ig since the decomposed
operator is entangling in general [61]. The reason the gauge mode is unchanged in this particular case is that
the entangling pieces of the decomposed gate do nothing when the gauge mode is exactly |+;). In general,
there are many physical operations U corresponding to a given logical gate U; the standard mapping between
U and U is given in Table 2.1.

The formalism above can be generalized to multimode states, which is necessary for generating entangle-
ment and implementing gate teleportation. In the ideal case, a logical gate U € @,, acting on n qubits can be
implemented as a Gaussian operation U on n oscillator modes. Otherwise, U will cause the logical and gauge
subsystems of the different modes to interact [61]. Note further that we ought to allow for non-terminal
measurements and classical feedforward within the computation. Although the unitaries will then generally

depend on the result of these measurements, they will remain Gaussian.

For normalizable states, we have
Ulge) =UE(e) [r) = E() U [¢1) (2.32)

where E (¢) = UE (e) Ut. Therefore, applying a Gaussian operation to a normalizable state can be viewed
as applying this operation to an ideal state followed by a modified envelope. If we write the operation U
as some function u of the creation and annihilation operators, U = u (dT, d), we can also see, as shown in
App. A.2.3, that

u(at,a) E(e) = E(e)u(ea’, e <a). (2.33)

Expressions (2.32) and (2.33) show that the interplay between perfect Gaussian operations and imperfect
GKP states causes injury to both. The damage increases with increasing € — corresponding to fewer and

broader peaks in the GKP state — and with increasing powers of quadrature operators that feature in U.

In this section we explore ways to quantify the severity of this damage and approaches to mitigating
it. For this, we consider models for computational circuits with increasing complexity, as in Fig. 2.6. First,
we will overview figures of merit for normalizable GKP states before any kind of recovery operation. This
will be important for ensuring that the state input to the recovery is the best possible, thereby easing the
requirements on the error correction that follows. Armed with these figures of merit, we will analyze the

effects of an important class of Gaussian operations on the normalizable GKP states. In Sec. 2.2.5, we will
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Figure 2.7: The normalizable GKP state |0.) (blue, solid) and the same state after two applications of the
X (24/m) gate (red, dashed) for € = 0.063 (A = 12 dB). Because finite-energy GKP states have finite support
in position space and hence lack a translational symmetry, the physical fidelity between the displaced state
and the original state decreases with each application of X (21/7) even though this gate preserves the logical
content.

discuss the notion of error correction with approximate GKP states and revisit the metrics.

Prerecovery figures of merit

Here we define several metrics to probe the quality and usefulness of the normalizable GKP states. For each

metric, we will use as a sanity check a toy circuit consisting of an even number, 2k, of logical X operations:

0 —x}--x}- =

This circuit is equivalent to a logical identity. If we would like to implement it on an oscillator, we can encode
|0) — |07) and use the standard map X — X (,/7) from Table 2.1. The ideal oscillator circuit is thus

o)) —{X(vm | x(vn | =

Thanks to the complete translational symmetry of the ideal GKP state, this circuit is also equivalent to an

identity on the oscillator space (and hence the logical space), despite it effecting a net translation of na in

position. In a more practical setting we have

o) X} T} =

Because the normalized GKP states break the translational symmetry of the ideal states, the latest circuit is
no longer an identity on the state space (see Fig. 2.7). The extent of the problems that this causes will be
made clearer using the following figures of merit. Note that we always treat U as a unitary operation on the

physical space that effects U on the logical mode of an ideal GKP state.

Physical Fidelity. A straightforward figure of merit to consider is to compare physical states, for which

we use the physical fidelity

FT (1), 1)) = (o | 9)* . (2.34)
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We will want to compare the state before a transformation to the state after, and so we can use the shorthand

notation

Fy (I¢) = F7 (U9).19)) - (2.35)

If Uy is a unitary for which U = 1, then FJ (|¢r)) = 1 for an ideal GKP state |¢/7). We might therefore

demand for a normalizable state that
Fi (b)) ~ 1. (2.36)

However, this requirement is too stringent: to see this, we can refer back to our toy circuit, where Uy =
X (2k+/m). In this case

F)J()(Qkﬁ) ([e)) = (Y| X (Zkﬁ) |%e) (2.37)
= (Y1 E(e) E () [9r) . (2.38)

where E (¢) = eie[(éfzkﬁ)zﬂﬂ (see Table A.3 for more conjugation relations). For k high enough, our
normalizable state can be displaced so much that the physical fidelity vanishes; however, the functional
form of the wavefunction has not changed save for a rigid translation in position. This indicates that, while
potentially useful for some applications, the physical fidelity does not adequately reveal the presence of

information encoded in our normalizable state.

Logical Fidelity. Since we are interested in the logical content of the state rather than the content of the

gauge mode, we might instead consider logical fidelity, i.e., the fidelity between the reduced logical states:

FE(lv), 1)) = F [Trs (I6) (¢]) , Trs ([v) (¥])], (2.39)

where F' on the right-hand-side is the fidelity for mixed states, given by
F(p,o)=Tr|/pval| . (2.40)

Again, we will make use of the notation

F7 (19)) = F<(Ulg),19)). (2.41)

and if Uy is such that U = I, then F{f (|¢7)) = 1, and we might require
F§, ([ba)) = 1. (2.42)
Returning to our toy circuit, if Uy = X (2ky/7), this amounts to a displacement of the gauge mode only:
X (2kvm) =15 @ Xg(2k\/T), (2.43)

so the logical fidelity is expected to be close to unity. This shows the utility of the modular subsystem
decomposition in an analysis of imperfect GKP states.

Distribution Distance. Since we are ultimately interested in the result of the computation being accurate,

we can also define a post-readout metric. Returning to Fig. 2.6, we can compare the output of the ideal
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Figure 2.8: Averaged GKP gate fidelity F(ﬁ a (U ) from (2.45) evaluated for the logical and physical identity
{U =1, U =1} (blue), and logical and physical phase gate {U = P, U = P} (orange) assuming a normalizable
GKP state with G = E(e) as a function of €. This plot shows that even without the application of any gate,
the error envelope F creates a deviation, on average, from unity fidelity with the ideal data qubit state. The
deviation is even greater in the case of a phase gate, the reasons for which are given in Sec. 2.2.4. In both
cases the fidelity becomes worse as € becomes bigger, as expected.

circuit 2.6b with input state |¢)r), which will be a bit string following some probability distribution py (z|¢r),
with the output py(z|te) of the circuit 2.6d, initialized with a normalizable GKP state [¢)¢). For this we
define the distribution distance through

76 (16c)) = dlpu (2|¢c), pu(|ér)], (2.44)

where d is a statistical distance, i.e., a generalized metric on the space of probability distributions. For a

listing and comparison of probability metrics, see, for example, [67].

In general, we want that Zf,(|¢¢)) ~ 0 for any U. By focusing on the probability distribution, which we
find after the readout, we do not require the state before the measurement in circuit 2.6f to be the same as
the state before the measurement in circuit 2.6b. For example, in circuits 2.6d, any operation that modifies
the ideal GKP states but keeps the probability distribution within the bin structure unchanged, e.g. a

displacement less than /7 /2, will still yield the same measurement statistics at readout.

With our toy circuit, if U = X (2k+/7), we see that a binned homodyne measurement (see A.2.2) will

extract the logical information from [¢¢), implying that 2}, will be invariant with k.

Extremized and averaged measures. The figures of merit just described are single-shot measures; for a
more complete picture, one can minimize, maximize, or average these measures over a set of a states. Let us

attempt to do so for the logical fidelity:

Fé (0)= [ d6F2(U16:).U o) (2.45)
_ / 46(3| T evc (3) T 8), (2.46)

20



109 = o £=025
= £=0.13
S 0.8 . * £=0.063
o . X £=0.032
2 0.6
©
g X
& 0.4
©
O
g0 o *

0.0 1 0 &

X

[ ]

0 1 2 3 4
Number of applications of X(2vT)

Figure 2.9: Physical fidelity of the normalizable GKP state |0.) after sequential applications of the X (2+/7)
gate, which in the ideal case implements a logical identity. The lower the ¢, the better the approximation to
the ideal GKP state, the better the translational symmetry of the state, and the slower the physical fidelity
falls as a function of the number of gate applications.

where

l6r) = |6) . ® [+1)g (2.47)
6c) =G (|¢), @1+1)g) (2.48)

we define the channel

G (18). (0l )5 ) &'

N (G.9) (2.49)

u.c (gi_)) =Trg (U
with normalization factor N (G, ¢), and the integral is taken over the normalized uniform Haar measure on the
two-dimensional state space. We call the quantity (2.45) the averaged GKP gate fidelity (of a physical gate U);
it measures the average logical fidelity of the imperfect implementation U |¢¢) to the perfect implementation
Ulgr) 4. Setting U = 1 gives us an application-independent metric of the quality of our GKP states. In
Fig. 2.8 we plot F’(ﬁ G (U) for the identity gate and phase gate with the choice of envelope G = E(¢). Varying

€ produces the expected behaviour.

Displacements in position

A displacement in position by /7 — half the period of |0;) — is the standard way to implement a logical X
operation on GKP-encoded qubits. However, we saw above that a physical X gate acting on a normalizable
state quickly lowered the physical fidelity of the initial state while preserving the logical fidelity and the
distribution distance. See Fig. 2.9 for the decay in physical fidelity with the number of gate applications for
various envelope strengths. But there are reasons wanting to preserve the physical fidelity. For one, large
displacements to a state from the origin require large amounts of energy , and higher energy can make the
states more susceptible to loss. We propose several approaches for dealing with this.

First, we might wish to monitor the changes to the mean of our wavefunction caused by the gates in

the circuit. Every Gaussian operation effects the map ¥ — S7 + d on the vector of means, 7, where S is

4In [68] there is a simplified, easy-to-compute expression for averaged gate fidelity. However, it assumes that the error channel is
trace-preserving, so we can only use it in our setting with appropriate modifications.
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a symplectic matrix and d is some displacement. Finding the updated mean following an application of
k Gaussian unitaries on n modes is therefore equivalent to multiplying & matrices of size 2n x 2n. After
the circuit has been specified, we can thus classically compute the changes in the mean of our state. With
this information in hand, we can then reoptimize the circuit to minimize the maximal displacement. For
purely Gaussian circuits we suspect this will be an inexpensive compilation that can be done prior to the
computation. The details are left to future research.

Second, we can modify the standard logical-to-physical mapping U — U; a naive approach is through
X — FPPF, (2.50)

where F' is the Fourier gate featured in Table 2.1. While this new prescription has no explicit displacements,
it requires a larger number of physical operations, including a shearing of position and momentum that will

damage the imperfect GKP state in a worse way, as we will see shortly. A better mapping is

X — Xvm (2.51)

X (—V/7)

This mapping could be probabilistic, for example, alternating between the physical gates with probability
%. In this case one randomizes forward and backward displacement by /7. This is an example of a one-
dimensional simple random walk: at the end of the circuit, our state is expected to remain undisplaced with a
standard deviation of \/niﬁ Roughly, this means that if there is a threshold displacement k after which the
computation becomes practically untenable, on average a circuit of depth at most k?//7 can accommodate
the computation. A better mapping is deterministic, that is, ensuring that a forward displacement is always
followed by a backward displacement and vice versa.

We see that the new prescriptions for the physical implementation of the X gate maintain both the logical
and physical fidelities while minimizing the energy cost. In fact, there is evidence here that demanding that
energy costs be minimized generally results in a prescription for the physical implementation of a gate that

also improves the other figures of merit.

Displacements in momentum

Normally, the logical Z is physically realized on GKP states by a /7 displacement in momentum. The impact
of momentum displacements Z (1/7) on the normalizable GKP states will be equivalent to that of the X gate.
This can be seen in two different ways: First, the Z gate is the Fourier transform of the X gate, Z = FXFT,
and F' commutes with the envelope operator F (€) as they are both exponentials of 7. Second, the X and Z
gate are both linear in the quadrature operators, and so the damage inflicted by the envelope will be on the
order of €€ in both cases (both points are verified in App. A.2.3). Thus the physical fidelity seen in Fig. 2.9
will be the same in both cases.

As with position, we can monitor the changes to the average momentum and recompile the circuit. We

ought also to apply the mapping

75700 (2.52)

Z (=)

deterministically. We do not consider Z — PP, as this prescription requires two applications of the quadratic

phase gate and is thus a worse solution.
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Figure 2.10: Physical fidelity of normalizable GKP state |0.) after sequential applications of P? gates for
various values of €. In the ideal case this gate implements the logical Z, i.e., an identity on the |0;) state.
The physical fidelity falls more slowly when € is higher, that is, when |0.) is further from the ideal state. In
this regime the state has a lower squeezing and hence a wider peak at ¢ = 0, where the phase gate introduces
a close-to-trivial phase ei%qz.

Shearing operations

The logical phase gate P is effected on GKP states by the physical phase gate P, which shears the wavefunction
by introducing a position-dependent phase. But the state |0;) only has support on ¢ = 2k+/7 for k € Z,
where the phase gate introduces a trivial factor. Since P? = Z (y/7), this means that an application of P™ to
|0;) is an identity on both the logical and physical space for any n. On the other hand, the gate P™ applied
to |0¢) will introduce a phase for every position value, and in particular a complex phase away from ¢ = k+/7.
The damage inflicted on the state E (¢) |0g) will be on the order of e2¢ (App. A.2.3).

From Fig. 2.10, it looks like better states — those with higher squeezing — actually do worse under the
phase gate when considering physical fidelity. This is because states with lower squeezing have a wider central
peak, which is located in a region (¢ = 0) where the phase gate has little effect. The warping of the Bloch
sphere as a result of the phase gate is shown in Fig. 2.11, where we see that states with higher squeezing
better preserve logical information. As with displacements, we can deal with this problem by noting the

flexibility in the logical-to-physical mapping:

I k=0 (mod 4) I k=0 (mod 4)

- P k=1 (mod 4) P k =1 (mod 4)

pr={" - (2.53)
Z k =2 (mod 4) Z (y/m) k=2(mod 4)
P~' k=3 (mod 4) p1 k=3 (mod 4)

Thus, in any circuit recompilation, we ought to treat even applications of P as the identity or a Z gate, which
are easier to implement. In the latter case, we can rely on the prescription for the Z gate we have provided.
Similarly, 3 (mod 4) successive applications of the P gate should be replaced with a single application of
P~! which corresponds to the physical gate P~! = e~i3d”,

In analogy with monitoring the position mean, we ought to keep track of how many shearing operations
(positive exponents of P) and anti-shearing (negative exponents of P) we have used. For example, if

the computation calls for four non-successive applications of P, one might consider the physical pattern
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Figure 2.11: Warping of the logical Bloch sphere after application of the physical phase gate P to the
normalizable GKP states E (€)|0;), as compared to the action of a true logical phase gate P. We show the
result for various values of € (for conversion to dB see App. A.1). We apply the gate to states in the X — Z
plane, so the Y — Z plane is depicted since the ideal P gate rotates the sphere about the Z axis. Whereas
P simply applies the rotation to an already distorted Bloch sphere, P additionally warps the Bloch sphere,
notably near the equator where states lose more purity.

(P, P, P, P~3) so that the net shear is 0. Another possibility is (P, Z(y/7)P~1, P, Z(—+/7)P~1), so that no
more than one unit of shear is ever applied to the state. The best optimization strategy for any particular
circuit is left to future research.

Rotations

The phase gate (a counter-clockwise rotation),
R(¢) = ¢'3(+77), (2.54)

which implements the logical Hadamard operation whenever ¢ = /2 (and is called in this case the Fourier
gate) commutes with the envelope operator E(e). Therefore repeated applications of a perfect rotation will
not damage the GKP state.

Squeezing and beamsplitters

Although they do not effect Clifford operations per se, quadrature squeezers

S (2) = e2(z7a*—=za™) (2.55)
and beamsplitters
B (0, ) = (e maz—cYajan) (2.56)

are used in the implementation of gates, such as the SUM gate below, in the continuous-variable optical
domain. For later use, note that ¢ = cos 6 is the beamsplitter transmissivity. Since the squeezing gate has
terms a2 and af?, its impact on normalizable GKP states will be comparable to that of the phase gate. On

the other hand, beamsplitter gates have only products of @ and a', which means they commute with the
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envelope operator E(e) (see App. A.2.3) and will not be harmful to GKP states, like the rotation gates

described above.

SUM gates

For universal quantum computation we require at least one kind of two-qubit entangling operation, for

example the CNOT gate. For ideal GKP states, this can translate to the continuous-variable SUM gate,
SUM(g) = e~ "01®Pz, (2.57)

with ¢ = 1 being the standard weight. However, one is free to choose any odd-integer weight to effect a
CNOT:
CNOT — SUM(2k + 1) for k € Z. (2.58)

This can be seen by noting that the SUM gate effects the following quadrature transformations:

@1 — q1 (2.59)
P1 — D1 — gp2 (2.60)
G2 = q1+ 942 (2.61)
P2 = Da. (2.62)

When the control mode is |07), then p; and §» are both shifted by an even multiple of /7 for any integer
weight, meaning neither the control nor target mode are changed, as desired. On the other hand, when the
control is |17), then p; and §o are shifted by an odd multiple of /7 for odd-integer weight; since |07) and |1;)
are y/m-periodic in momentum, this implements a bit flip on the target. Therefore, like for the previous gates,
one should update the weight of the SUM gate in a computational circuit depending on the weight of the
previously applied SUM gate. To see how this translates to physical requirements, consider the decomposition

of the SUM gate into squeezers and beamsplitters:
SUM(g) = B(w/2+6,0) (S(r,0) ® S(—r,0)) B(6,0), (2.63)

where sin(20) = —sech(r), cos(20) = tanh(r), and sinh(r) = —g/2. From the discussion above, the harmful
element is not the beamsplitter but the squeezer. As expected, r is a monotonic function of g; and positive

values of g correspond to negative values of r.

One benchmark for how the normalizable states perform under the SUM gate is how entangled the modes
become in the logical subsystem. Ideally, we have that CNOT |+) |0) is a maximally-entangled state. In
Fig. 2.12, we plot the entanglement negativity of a two-qubit system in the logical subspace, a well-known
measure for determining if two systems are entangled [69]. Entanglement negativity is defined to be the
sum of the absolute values of the negative eigenvalues of the partial transpose of a bipartite density matrix
with respect to one of the subsystems. For two-qubit systems, negativity ranges from 0 (no entanglement)
to 1/2 (maximal entanglement). We initialize the two modes in the |+) |0), and then apply the CNOT
[SUM(1)] gate. Interestingly, we find a threshold corresponding to ~ 4.5 dB of squeezing is required to

produce entanglement in the logical subsystem.
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Figure 2.12: (a) Entanglement negativity (defined in main text) of a two-qubit system initialized in |4) [0¢)
and then subjected to the application of a CNOT [SUM(1)] gate, as compared to the ideal (maximal) negativity
for perfect qubits. We see that to generate entanglement in the logical subsystem, we require € ~ 0.36, which
corresponds to roughly A = 4.5 dB of squeezing; however, to generate maximal entanglement, significantly
more stringent thresholds are required, with € ~ 0.05 only generating 80% of the maximal entanglement
negativity. (b) The logical subsystem trace distance between CNOT[|+) |0.)] and CNOT[|+/) |07)]. Again,
we see that to achieve the ideal distance of 0, smaller values of € are required.

2.2.5 Error correction with normalizable GKP states

As a continuous limit of shift-resistant qudit codes, GKP encoding allows one to correct for small displacement
errors in the encoded data state. In fact, the GKP codes accommodate arbitrary errors on the oscillator,
since displacements — i.e., the Weyl-Heisenberg operators X («) and Z () — form a complete operator basis.
The error syndrome measurement in the Steane approach [70] is shown and described in Figs. 2.13 and 2.14
and in the Knill teleportation approach [71, 72] in Fig. 2.15. The main difference between the two pictures is
that, in the former, the data qubit interacts with two separable ancillae, whereas in the latter, the data qubit
interacts with only one of two entangled ancillae. If one can guarantee a supply of high-quality ancillae, the
Knill approach could be advantageous, as it precludes two applications of the SUM gate to a noisy data state.

There may exist other scenarios involving GKP states in which one or the other circuit is preferable; for our

[vG) —

l+a) 4
|0G> D =DPo )

!

Z[f(p0)]

Figure 2.13: Error syndrome measurement with normalizable GKP states following the Steane approach.
First, shifts in ¢ are corrected: an encoded data qubit |¢)¢) and an ancilla |[+¢) are sent through a SUM
gate, and |¢¢) is displaced according to the result of a homodyne ¢ measurement on the ancilla. A similar
procedure follows for shifts in p.
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Figure 2.14: The circuit in Fig. 2.13 but with the measurements pushed to the end. Now a unitary is applied
that encompasses both the correcting position and momentum shifts determined by a new function, f, of the
homodyne measurement results gy and pg. This unitary shifts the projected state back onto the GKP grid.
When the error is too big, these shifts are mistakenly performed in the wrong direction, and a logical error
results.
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Figure 2.15: GKP error correction using the Knill approach. Here, the ancillary states |[4+¢) and |0¢g) are
entangled and then the data state |[¢)g) is sent through a SUM gate with |+¢) as the target. Homodyne
position and momentum measurements are conducted on |¢¢g) and |+¢), respectively; this teleports the
logical data to |0g) up to a unitary, applied to |0g) depending on the measurement results. Notice that,
unlike in the Steane approach (Fig. 2.14), the output state after the projection is already on the GKP grid.
The purpose of this unitary, therefore, is to correct the logical-Pauli byproduct operators that result from the
teleportation. When the error is too big, these byproduct operators are misidentified, and a logical error
results.

purposes, we focus on the Steane approach.

In the Steane error correction circuit, the SUM gate preserves the position of the data qubit and transforms
the ancilla A through g4 — ¢y +¢a. This means that a measurement of the ancilla will yield ny/7 +dgy +dga
for n € N, where the §¢’s denote the position shift errors. Therefore the function f that ought to be applied

to the measurement outcomes before the correcting shift is

f(r)=-mod ;(r), (2.64)

where mod;(x) € [—%7 %) Whenever dy and d4 < @, we have that f (gnet) = —dy — 04, and we have

corrected our ¢ displacement errors. However, we have now introduced a new shift error in momentum, since
the CNOT gate also effects p,, — py +pa. Given a perfect ancilla, we would be able to correct displacements
of magnitude /7/2 in position and momentum. But the finite energy envelope introduces errors on the

ancilla that restrict the range of correctable errors.

In this setting, since we accumulate three errors after a complete round of error correction, Glancy and
Knill [33] found that error correction will only be successful if the magnitude of all shifts is less than /7/6.

This ensures that the total error on the data qubit is within correctable region. For a position wavefunction
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where we provide a short derivation of this expression in App. A.2.5 and explain its meaning there. Note
that although we are assuming approximate GKP ancillae, the formalism just described is general enough to
accommodate arbitrary ancillary states, with their usefulness quantified by Eq. (2.65). For error correction to
succeed with high probability, Py, error must be high; this is satisfied by close-to-ideal GKP states. Conversely,
a generic state with a high P, error must have little modular spread in both position and momentum, implying
that it approaches the form of an ideal GKP state. In this sense, the Glancy-Knill condition is both necessary
and sufficient for correcting displacement errors using the standard Steane and Knill schemes described above.
We explore this point further in 2.3.3.

We note that the above GKP error correction cannot be expected to correct all errors. If during the ¢
(p) error correction the total magnitude of position shifts is greater than /7/2, the procedure results in a
bit-flip (phase flip) error on the logical qubit. However, one can aim to construct more sophisticated codes
built on the GKP qubits, such as surface codes, which can protect more general errors as considered by a few
references mentioned in Sec. 2.1 [35, 39, 47, 73]. We believe that the modular decomposition picture could
play an important role in developing this further. Having introduced various figures of merit to track and
understand the way error propagates due to state preparation errors, we now set up the tools to prepare

explicit optical circuits to produce the realistic GKP states.

2.3 Photonic State Preparation and Characterization

2.3.1 Preparation of non-Gaussian states

GKP states are highly non-Gaussian (see, for example, the trend in Fig. 2.4), so their preparation requires
non-Gaussian resources. For optical platforms, one such resource that is already experimentally accessible is
the photon number-resolving (PNR) detector. A Gaussian multimode state can be prepared by applying
a general interferometer, U(@), with N? independent beam splitter and phase shift parameters ©, to a
multimode input of displaced squeezed vacuum states D(a)S(z)|0). Next, by making PNR measurements
of N — M of the N modes, and obtaining results other than zero photon detections across the detectors,
one prepares an M-mode non-Gaussian state [17-20]. As the architecture is analogous to Gaussian Boson
Sampling (GBS), we will refer to the technique as state preparation with GBS devices. The circuit for
generating a single-mode non-Gaussian state conditioned on measuring the remaining modes using PNR
detectors is depicted in Fig. 2.16. This general framework encompasses other state preparation schemes, such
as photon subtraction and addition (see for example, Fig. 1 of [19]).

When using GBS circuits for state preparation, the number of modes, the initial squeezing and displacement
parameters, the interferometer beamsplitter angles, and the PNR measurement patterns can all become
parameters for tailoring an output state according to a predefined cost function, such as closeness to a given
target state and probability of successfully preparing the given state. Extensive analysis of this framework

has been performed for the preparation of Fock, cat, NOON and weak-cubic-phase states [17-20], and
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Figure 2.16: The model for the GBS-like device used for state preparation. Gaussian states consisting of

squeezed, displaced vacuum states |z;, «;) are sent through an N-mode interferometer parametrized by U(®),
followed by a PNR measurement on all but one of the modes. Given a PNR outcome of n, the desired output
state, |¥out), is produced in the unmeasured mode. Our task is to optimize the circuit components («, z,
and (:)) for a given n to produce a desired approximate GKP state. We loop over 1 (subject to constraints)
to find the best N-mode circuit for the task.

proof-of-concept calculations for the technique have been made for GKP states [19]. Here, we provide a
thorough analysis for preparing GKP states with GBS circuits.

There are a few important results that guided our search for optimal state preparation using GBS
circuits. First, if one wishes to prepare a Fock superposition of up to N photons by measuring pure Gaussian
states, then the number of photons detected in PNR measurements should sum to N [19, 74]; this allows
us to significantly restrict our search over post-selection patterns. Second, Su et. al. [18, 19] conjectured
that measuring (N — 1) modes with PNR detectors in a GBS circuit outputs a Fock superposition with at
most (N + 2)(N — 1)/2 independent coefficients. This implies that, by tuning , z, and © and choosing a
suitable photon number post-selection pattern n, one can always, in principle, prepare with perfect fidelity a
single-mode target state of at most (IV + 2)(IN — 1)/2 photons using an N-mode circuit. For a given target
state, this allows us to set an upper bound on the number of modes in the circuit for which we search for

optimal o, z, ® and f.

2.3.2 Core states for GKP

We now discuss a framework for approximating GKP states. In this section, we describe a formulation of
GKP states that is platform-independent, so it can be applied to GKP state preparation in superconducting
circuits or ion traps [40, 54, 75-77], for example.

An arbitrary single-mode quantum state can be constructed from a core superposition of Fock states
followed by Gaussian operations: squeezing, displacement and rotation [78, 79]. This is sometimes referred to
as the stellar representation of the state [79]. An approximation to a given state can be found by truncating

the core state with a suitable ny.x:

Cn

(C, Mmax

W) = S(ODB) Y

n=0

] n), (2.66)

truncated core state
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where N(¢, npmay) is the normalization constant. The exact state can be recovered by taking nmpax — 00.

The approximate representation (2.66) is particularly useful when using GBS circuits for state prepara-
tion. First, to prepare a target state with a given npy.x, we know how many modes and what set of PNR
measurement patterns are required to guarantee production of a state with perfect fidelity to the target.
Thus, we can find a circuit that optimally produces the truncated core state. Next, as the circuit consists of
Gaussian operations on Gaussian states, the additional Gaussian operations, S(¢)D(8), that we apply to
the core state after it is produced can simply be absorbed into the Gaussian circuit, U(®); moreover, the
circuit can be re-decomposed, yielding new o/, 2/, U(®’) [80]. Thus, operations, such as the squeezing on
the core state, are implemented at the start of the circuit, eliminating the need for inline squeezing that is
comparatively harder to implement [81]. Finally, if nyax is constrained by the available physical resources,
such as the number of circuit modes, by targeting a core state from Eq. (2.66) rather than a truncation of
the Fock expansion of |¢) directly, we are generally able to attain higher fidelities between the prepared state
and [¢). Some of the extended support in Fock space is captured by the displacement and squeezing of the

core state and may be unnecessarily discarded if one truncates the Fock expansion of |1)).

The approximate representation (2.66) is additionally valuable if one wants to prepare GKP states with
a different lattice symmetry, such as the hexagonal GKP states. As noted in 2.2.1, the hexagonal GKP
is related to the square GKP via a symplectic transformation, which can be decomposed into Gaussian
operations. Thus, if one has a GBS circuit which can prepare an approximate square GKP state, one can
use it prepare the hexagonal GKP state by appending the Gaussian operations to the end of circuit (or by

redecomposing the circuit into a new one).

Before we examine how to prepare approximations to the GKP X, Z and Hadamard eigenstates, let us
clarify some nomenclature. Normalizable GKP states, reviewed in Sec. 2.2.2, are ideal GKP states reduced to a
finite energy state by the application of an envelope operator. Our first task is to find an approximation, in the
form Eq. (2.66), to a choice of normalizable GKP states, i.e., for a specific choice of envelope; approximations
in the form (2.66) will be referred to as approzimate GKP states. Keeping with our notation, we can denote
these states as [4). Our second task is to find a GBS circuit that can optimally prepare the core state
corresponding to approximate GKP states, and then to redecompose the circuit to include the Gaussian
operations applied to the core state. We call the states output by the final circuit the circuit GKP states. If
the circuit GKP states, for which we can define a clear experimental prescription, have high enough fidelity
to the approximate GKP states, and these states have high enough fidelity to the normalizable GKP states,
which for a good enough choice of envelope capture the properties of the ideal GKP states, then the circuit

GKP states will share the desired properties of the ideal states.

As they have been the most commonly studied form of normalizable GKP states, we choose the |ua)
states with p € {0,1,+, H, } as the states for which we want to find approximate GKP states (such as A = &
case in Eq. (2.8)). We could have also chosen to target (2.15) with a step function g, that is, some finite
cutoff of the ideal GKP states expressed directly in the Fock basis. However, we found that, for equal cutoffs,
these states had greater support than the |ua) in regions where the wavefunctions were supposed to vanish.

We note that since the wavefunctions of the above set of |ua) are all real, we do not need to apply complex
squeezing to the core state, meaning ( = r € R. As the wavefunctions are also symmetric, we do not need to
displace the core state, so a« = 0, and only the even Fock coefficients will contribute, meaning ¢, = 0 for n

odd. Thus, for a given nyax, we want to find r and ¢, (n even) such that the fidelity between the squeezed,
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Figure 2.17: Physical fidelity of our approximate states, [04), to the target state, |0a), as A (dB) is varied
(see Eq. (2.8) for the definition of |0a) and App. A.1 for conversion of dB to other conventions). The [04)
states are constructed by applying squeezing to a core superposition of Fock states, so different line colours
and styles correspond to different values of n .y for the core state. Note that, for different .y, the optimal
squeezing parameter and Fock coefficients are generally different. The optimal |04) states for different npax
are found by maximizing the fidelity to [0a).

truncated core state is maximized with |ua). We summarize our method for finding optimal parameters in
App. A.3.1. We found the scipy basinhopping global optimization package [82, 83] to be particularly useful.

In Fig. 2.17, we plot the fidelity between the normalizable and approximate GKP states for p =0 as a
function of A from 3 to 11 dB for even values of ny.x from 2 to 12 photons. We provide a comment on
the near identical results for ny,.x = 4 and 6 in App. A.4.1. Our results for the other p = 1,4+, H; states
are available in App. A.4.2. As can be expected, for a fixed A, the fidelity improves monotonically with

increasing nymax, and for a fixed npy,y the fidelity worsens monotonically with increasing A.

2.3.3 Characterization of approximate states

We can now look at various properties of the approximate states we have considered, namely the average
photon number, orthogonality relations, the Glancy-Knill error correction condition, and behaviour in the
modular decomposition. In App. A.5, we examine even more qualitative features of the approximate states,

such as the projectors and quantum error correction matrices.

Average energy

The average energy of the approximate states will have repercussions for the resources required for making
the state; for circuit GKP states, this translates to a demand on the initial squeezing applied to each mode.
In Fig. 2.18, we plot the average photon numbers of |04) for different n,.x as a function of A. We see that
the average energy of the states is not too high; it increases with A and ny.x, but never exceeds five photons.
We have already shown that increasing nmax is required for producing higher fidelities to the target GKP
states, and we know additionally that states with higher A values (in dB) provide better error correction
and encoding properties; thus, we learn a simple trend for the resources required, even in this method of

preparing approximate GKP states: better states require more energy. Average photon number can also be
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Average photon number

Figure 2.18: Average photon number of the approximate states [04) as a function of A (dB), the parameter
that characterizes the target state |0a) that |04) is designed to approximate. Line colours/styles reflect
different values of npyax for the core state used to construct |04). As expected, higher quality states — those
with larger A in dB — require more energy.

used as a fundamental property to compare various bosonic codes; notably, when considering codes with
average photon number less than five, GKP codes were shown to outperform other bosonic codes, including

cat and binomial codes, for protecting against loss errors [15].

In App. A.4.2, we see that the average photon numbers for the |14), |[+4) and |H, 4) states are all on
the same order and follow similar trends. Therefore, given our approach for preparing states with optical
circuits, we expect that this will mean preparing different approximate GKP states on the Bloch sphere will
require comparable resources, i.e., the same required order of magnitude for squeezing, and the same number
of interferometer elements, and PNR detectors (see also Ref. [49]). This means one has the options when
designing a computation of only preparing |04) states and |H 4) states for non-Clifford gates, or of preparing
a collection of states on the Bloch sphere from the outset: the resource requirements will be similar, and the
number of gate applications in the circuit will be reduced. In other words, there might be a tradeoff between
the number of different state preparation devices and the number of gate elements in the computational

circuit.

Orthogonality

For the ideal GKP states, the logical 0 and 1 are orthogonal; however, for physically realizable GKP states,
|thc), they have nonzero overlap due to the tails of the wavefunction existing outside the bins. We can check
the orthogonality of the approximate 0 and 1 GKP states to see how close it is to the orthogonality between
the normalizable 0 and 1 states. This is valuable even when the approximate states do not have high fidelity
to the normalizable states; if their overlap is small, they can still be used to encode a qubit, although they
may not preserve the error-correcting properties of the GKP states nor the simplicity of the canonical gate
implementation. A small overlap is also the most basic necessary condition for error correction, as we will

require a low probability of mistaking a 0 for a 1.
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Figure 2.19: Overlap (14]04) between the approximate logical states as a function of A (dB), the parameter
that characterizes the GKP states that the approximate states are targeting. Line colours/styles reflect
different values of nyax for the core state used to construct |04). For comparison, we also plot the overlap
(1o ]0a) of the target states (grey/dashed). A small overlap is a minimal condition for being able to
distinguish logical states.

In Fig. 2.19 we plot the overlap (14]04) as a function of A, for different n,,x. We see that all the states
roughly follow the trend of the target overlap for low dB values of A, but as the squeezing of the target states
increases, the approximate states become less orthogonal. This is because as A increases, the fidelity gets
worse for both |[04) and |14) relative to their target states; specifically, while for larger A the |ua) states
consist of smooth, narrow peaks, the truncated core of the |u4) states mean that their wavefunctions have
additional oscillation between the peaks, where they should instead be close to zero (see Fig. 2.21 for an
example wavefunction). This now increases the overlap (14 |04) because they gain non-zero contributions at

q values between the peak locations.

Glancy-Knill property

Using the Glancy-Knill condition in Eq. (2.65), we compute Py, oy for [04) with results depicted in Fig. 2.20.
Even though, for example, [04) with nm,.x = 12 has higher than 93% fidelity for all A considered, this can
still translate to a drop in P, orr from a target value of 74% to 58%. Omne must therefore be cautious in how
one constructs approximate GKP states, as their error correcting properties may differ significantly. While
physical fidelity depends on the specific choice of targeted finite-energy GKP state, there may be some global
properties, such as the Glancy-Knill condition or logical fidelity, that are more valuable than the choice of
representation.

This motivates examining an additional question: given an npax, what is the best Py, oy One can achieve?
This question does not require defining a target state, since the cost function in Algorithm 7 is simply
replaced with P, orr. We found that, using a core state with n,,.x = 12 and a squeezing of r ~ 1.87 dB, we
could modestly increase Py, orr from 57% to 61%. In Fig. 2.21, we plot three wavefunctions corresponding
to three different values of Pyg err: [0a) with A = 11 dB, which yields Pyg orr = 74%; |04) with npax = 12
that achieved P err = 57% by maximizing fidelity to |0a) with A = 11 dB; and the state obtained from

optimizing directly with respect to Py ¢ and employing core states with npya = 12, giving Pyo orr = 61%.
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Figure 2.20: The Glancy-Knill property, Py err, Which characterizes the probability a state would not yield
a logical error if used as an ancilla for Steane error correction with GKP states (see Sec. 2.2.5 for definition
and details). The line colours/styles reflect Py orr for the various |04), each constructed with a different n,ax
in the core state. We vary [04) with A, which parametrizes |0a), the state |04) approximates. Additionally,
we provide Pyq oy for |0a) (grey/dashed). For A =11 dB and nmax = 12, we see that, even though [04) can
have 93% fidelity to [0a) (see Fig. 2.17), Py err drops by 16%.

One interesting feature of the last wavefunction is that it has more support outside of the logical bins than the
|04) state we plotted. This means that, although |04) is worse for error correction, it is better at encoding
information in the logical subsystem of the modular decomposition. An additional issue with only using
P err as the cost function is that Py, ¢ can be perfectly satisfied by ideal GKP states, so the optimization
procedure may be overly demanding and push towards the ideal states which we know to be non-normalizable,
while we know that there exist finite energy GKP states that are suitable for computation [34].

It should also be noted that the Glancy-Knill condition is specifically a benchmark for using GKP states
in error correction in quantum computation. It does not, for example, address the utility of GKP in quantum
communication, where the values of A required for useful states are much lower. In [15] the authors showed
that GKP states worked best for correcting noise resulting from a loss channel. For states with an average
photon number of less than two photons, square lattice GKP states with A = 6.4 dB were shown to be better
than codes designed to correct errors due to loss. For such a A, with 1. = 12, we found the fidelity of [04)
to [0a) to be greater than 99.9%.

Logical subsystem Bloch sphere

While the Glancy-Knill condition quantifies the error-correcting capability of the approximate GKP states,
examining the logical subsystem in the modular decomposition provides a benchmark for the encoding
properties of the states. These are two distinct characteristics: for example, if one takes an ideal GKP state
and blurs it such that the delta peaks now become distributions over position, as long as those distributions
are confined to the original modular bins of the delta functions of width /7, then the logical information
has not been disturbed, since the results of a binned homodyne measurement will be the same. However,
the states might be inadequate for error correction, since the blurring could easily extend beyond the /7/6
threshold.
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Figure 2.21: Examples of different normalizable and approximate GKP wavefunctions and their performance
under the Glancy-Knill property (2.65): |0a) with A = 11 dB, which yields Pyo orr = 74% (grey/solid); |04)
with nymax = 12 that achieves P err = 57% by maximizing fidelity to |0a) with A = 11 dB (blue/dashed);
and the state obtained from optimizing directly with respect to P, orr With core states of nyax = 12, giving
Poo err = 61% (red/dotted). Although the red/dotted wavefunction has higher P, ¢y, the blue/dashed
wavefunction is better confined to the bin structure of the GKP states, meaning it has better logical encoding
when using the modular subsystem decomposition which only depends on the bin structure of the wavefunction.

We obtain the logical subsystem state from Eq. (2.24), except instead of E(¢) the error operators correspond
to the envelopes associated with each approximate state. In Fig. 2.22, we plot the trajectories of the logical
subsystems of the |u4) states on the Bloch sphere as the target A is varied for different np,.. We see that,
in some cases, the logical information can be relatively close to the target position on the Bloch sphere even
when the fidelity is quite low. For instance, with nmax = 2, for |04) and |+.4), the approximate states are
basically squeezed states in ¢ and p. While this may not compromise the logical information in those states,
we know that applications of Gaussian operations will keep the states almost Gaussian, and so we would
not expect them to be suitable for universal computation. Combining the Bloch sphere picture with the
Glancy-Knill results, we find that the better approximate states are provided, unsurprisingly, by increasing

Nmax and the target A.

2.3.4 Circuits for GKP state preparation

Algorithm for optimal circuits

Given the representation and characterization of approximate GKP states as single-mode Gaussian operations
applied to truncated core states, we can now design GBS devices for producing the approximate states. As
described in Sec. 2.3.1, our state preparation framework is to apply an interferometer, U(®), to N modes
of displaced, squeezed vacuum states, D(a)S(z)|0), perform a PNR measurement on N — 1 modes, and
postselect on a specific photodetection pattern, i, to obtain the target state in the N** mode.

As we summarize in App. A.3.2, for a given truncated core state, we train o, z, ® and n for fixed numbers
of modes using machine learning algorithms, the Strawberry Fields [84] and the walrus simulators [85, 86]. Even
once we find the optimal circuit for producing the truncated core state, we still have to include the squeezing,
S(r); to avoid the need for inline squeezing, we can take the Gaussian unitary U = S(r)U(©)D(a)S(2)
applied to vacuum states on all the modes and express it according to the Euler or Bloch-Messiah [80]

decomposition as an equivalent Gaussian unitary of the form U(®’)D(a’)S(2’), where now all the squeezing
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Figure 2.22: Location of the logical subsystem of the approximate states |pa), where p = 0,1,4+, Hy, on the
X-Z slice of the Bloch sphere. The trajectories are formed as the |pu4) vary with A, which parametrizes the
states |ua) that the |ua) approximate. We denote where the trajectories begin and end using a point for
A =3 dB and a star for A = 11 dB. We repeat the plot for different choices of n.x for the core states of
|ea). While in certain cases |04) and |+4) can be mapped correctly on the Bloch sphere even with nypay = 2,
if we want all p to be well-mapped, we need core states with higher n, ..

36



is relegated to the source. This framework for training the circuits is analogous to the process described
in [17].

Since the truncated core states only have even Fock coefficients, we do not need to implement the initial
displacement on each of the modes. We use the rectangular decomposition from Strawberry Fields to decompose
U(®) as an N-mode interferometer with N(N — 1) independent beamsplitter and phase-shifter parameters.
While a completely general interferometer will also include rotations on each of the modes after the application
of all the beamsplitters, since we are performing PNR measurements on N — 1 of the modes, we neglect these

rotations.

Circuit optimization results

We now employ Algorithm 8 from Appendix A.3.2 to find the circuits to produce |[04) for A = 10 dB, for
Nmax = 4, 8 and 12 photons. The minimum number of circuit modes we examined was 2, while for n,., = 4,
8, and 12, we examined circuits with up to 3, 4, and 5 modes, respectively. For each circuit, we checked all
PNR measurement patterns n, such that the number of photodetections summed to 1. We restricted our
squeezing parameter search to, at most, 12 dB of squeezing, which is within the state of the art [87]. In nearly
all cases, we found that the optimal fidelities were achieved by saturating the squeezing in at least one of the
modes to z ~ + 12 dB. We can increase the search over larger squeezing values in a straight-forward manner.

In Table 2.2, we provide our results for the best fidelities for different circuit sizes and values of 1. .
Additionally, we provide some other numerical results that still returned fidelities above 99%, but with
modestly higher probabilities. Even though increasing N yields more independent parameters to tune to the
target state, we see from our results that the increase in fidelity gained beyond three modes is marginal, with
the corresponding probability of success vanishing. The exact parameters for the level of initial squeezing per
mode and for the linear optical interferometer are available at [88], along with all the code used to implement
the numerical results of the paper.

In Fig. 2.23, we plot the Wigner function of |0a) with A = 10 dB, as well as the Wigner functions of the
optimal states (highest fidelity) output by the three-mode circuits designed to produce |04) with npax = 4, 8
and 12 photons. These correspond to the starred results for NV = 3 in Table 2.2. We see that, with increasing
Nmax — that is, as the core state resource improves — the number and sharpness of peaks approaches to that

of |0a). The difference is smallest near the origin in phase space.

2.3.5 Experimental imperfections

Stability analysis of optical elements

The stability of the numerically computed optimal circuit parameters is important for experiment since, for
example, one might have a given uncertainty in tuning the initial squeezing parameters and beamsplitter
angles. As a benchmark of solution stability, we can find the worst-case fidelity within a small region in
parameter space about the optimal solution. To illustrate this, let us take from Table 2.2 as an initial guess
the optimal solution for a three-mode circuit designed to produce the approximate state |04) with a core state
of nymax = 12. We can then modify Algorithm 8 to minimize the fidelity and to only search within a region set
by stability parameters. That is, given the optimal squeezing and beamsplitter parameters, ropt, Gopt; Popts
we search for the worst fidelity in a region ropy £ 67/Topt, opt £ 68/6opt, Popt £ ¢/ Dope. In Fig. 2.24 we

show how much fidelity could change as a function of squeezing stability, 6r/7ops, and beamsplitter stability,
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(a) Nmax = 4

N | 1—(Fidelity to [04)) | Probability | @
2 0.33* 6.8% (4)
3 1 x 107°%* 2.1% (1,3)
3x 1074 2.2% (2,2)
(b) Nmax = 8
N | 1—(Fidelity to [04)) | Probability | @
2 0.34* 4.7% (8)
3 1 x 1073* 0.41% (4,4)
4 2 x 1076* 0.14% (2,2,4)
5x 1076 0.19% (1,3,4)
(€) Mmax = 12
N [ 1—(Fidelity to [04)) | Probability | n
2 0.35% 2.3% (12)
3 3 x 1073 0.11% (5,7)
4 4 x 1078* 55x107% | (3,3,6)
2% 107° 23 x107% | (2,4,6)
5 7 x 1079% 6.5 x 107° | (1,1,3,7)
7 x 108 7.2x107° | (1,2,3,6)

Table 2.2: Results for the GBS circuits optimized to produce an approximate GKP state [04) constructed
to approach [0a) with A = 10 dB. We present, as a function of number of circuit modes N, the best fidelities
(starred) along with other points of comparably high fidelity and probability found using Algorithm 8, with
corresponding probabilities and PNR measurement patterns in. We examine |04) with core states of npax =

(a) 4, (b) 8, and (c) 12 photons.
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Figure 2.23: Wigner functions for (a) |0a) with A = 10 dB, as well as for the optimal states output by the

three-mode GBS devices designed to produce [04) with nyax = (b) 12, (¢) 8, and (d) 4 photons. These
correspond to the starred results for N = 3 in Table 2.2. We see the peak structure gets better with increasing

Nmax, but differences to |0a) are still apparent further from the origin in phase space.
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Figure 2.24: Stability analysis for the optimal 3-mode circuit designed to produce |04) with a core state of
Nmax = 12 targeting |0a) with A = 10 dB. We find the worst case fidelity between the circuit output and
|04) as a function of the circuit beamsplitter and squeezer stability parameters, which are defined as the
relative error to the ideal parameters.

86/00py = 0p/dopt- We see that a much larger instability in the squeezing parameters can be tolerated

compared to the beamsplitter parameters.

Effects of photon loss

In an experimental implementation of a GBS circuit device for state preparation, there will inevitably be loss
in the optical components. Here we examine how such loss affects the results of the optimal circuit GKP
states. We employ a simple loss model for our circuit: after each squeezer and each beamsplitter (with a
complex transmissivity) of the interferometer in the rectangular decomposition, we apply a loss channel with
loss parameter 7. As the squeezers act on vacuum, they represent the only source of input light, so we capture
the effect of lossy sources. Additionally, at the end of each mode, we apply a circuit out-coupling loss, 7;
this is followed by loss, also of magnitude 7, before each PNR detector to account for detector inefficiency.
The loss channel is modelled by coupling a beamsplitter of transmissivity /7 to an ancillary mode and then
tracing out the mode. In Fig. 2.25, we plot how the fidelity, probability, and Wigner log negativity of the
optimal IV = 3 mode solutions from Table 2.2 change as a function of the single loss parameter 7. Notably,
we see that with increasing npyax, loss becomes increasingly detrimental to fidelity, as it affects higher-photon
number components. The probability remains relatively stable, while the Wigner log negativity also decreases
with higher loss.

As a proof-of-concept, we also reoptimize some of the circuits in the presence of loss. For the three-mode
circuit designed to produce the ny.x = 12 core state for A = 10 dB, we re-ran a modified version of
Algorithm 8 to find optimal circuits in the presence of loss. One change we made was to include Wigner
log negativity in the cost function to ensure the states had non-Gaussian properties. Additionally, we skip
the step of redecomposing the circuit, which we discuss in the next paragraph. In Fig. 2.25, we plot the
reoptimized results for ny,,x = 12 for three values of 7. We stop at n = 0.06 dB because by that point we have
dropped below the fidelity that can be achieved with only a Gaussian state, a threshold which we indicate
with a black dashed line. Although the state still has nonzero Wigner log negativity, being in the regime
where Gaussian states are approximating the state just as well as non-Gaussian ones significantly hampered

our search for optimal states.
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Figure 2.25: The effect of lossy optical components on the optimal GBS devices for GKP state preparation.
We examine how the optimal circuits for N = 3 modes from Table 2.2 for core states of ny.x = 4,8,12
perform as a function of a single loss parameter, 7. Our loss model consists of applying a loss channel
parametrized by 7 to each optical component, as well as to the mode outcoupling and PNR detectors. We
plot how the fidelity, probability and Wigner log negativity change as loss increases. Here, probability refers
to the probability the GBS state preparation device outputs the state with corresponding fidelity and Wigner
negativity in the other subplots. Additionally, for a few values of loss, we plot reoptimized results for lossy
circuits designed to produce nmax = 12 (green stars with arrows indicating which values were reoptimized).
We see an increase in fidelity as a result. We stop reoptimization once fidelity is on the same order as that of
the Gaussian state with highest fidelity to the target, a threshold we plot with a dashed black line.
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There are several complications to our strategy for constructing GKP states with GBS devices that arise
in the presence of loss. First, as already alluded to, there is the question of how to include the squeezing, r,
applied to the core state, since the Euler decomposition is only valid for circuits without loss, so it cannot be
applied perfectly in this situation. One option is to employ inline squeezing after the core state is produced
by the lossy circuit, but this can be difficult experimentally [89]. Another (suboptimal) strategy is to find
the optimal circuit for preparing the core state in the presence of loss, remove the loss channels, add the
squeezing r, redecompose the circuit with the Euler decomposition, and then finally reinsert the loss channels.
Since the r values applied to the core states of |04) with np.x = 4,8, and 12 are relatively small (less than 3
dB), we do not expect a large drop in fidelity using this strategy. For example, we used this strategy for the
reoptimized result in Fig. 2.25 with n = 0.02 dB, and found that the fidelity only decreased from 82% to 81%.

A second complication to our strategy is the need to revisit the restriction that ny,, photodetections
ought to be detected to prepare a Fock superposition up to nmax with high fidelity. In the presence of loss,
we might expect fewer photodetections are required as some photons could have been lost in the circuit. This

leads to many more detection patterns to check, which we leave open to future study.

2.4 Conclusions

In the first part of this chapter, we reviewed the GKP encoding and various tools for assessing the quality and
logical content of their finite energy versions, such as the modular subsystem decomposition and Glancy-Knill
condition, showing care must be taken when determining how gates update the qubits. In the second part,
we focused on obtaining the explicit resources required to produce a class of approximate GKP states using a
photonic platform based on squeezed states, linear optics, and photon number resolving detectors—Gaussian
Boson Sampling (GBS) state preparation. While [19] had conjectured that such GBS schemes could be used
to produce non-Gaussian states in principle, we answered the next most immediate set of practical questions
for such a state preparation protocol. Specifically, for single-mode approximate GKP states, we found the
required number of optical modes, the level of initial squeezing, the interferometer parameters, and the number
of photons that need to be measured to obtain the desired output state. We observed a fidelity-probability
trade-off, and explored various properties of the output states, including their average energy and logical
content under the modular subsystem decomposition. The stability analysis of these numerical optimization
schemes suggested that the states output by the circuit were more robust to uncertainty in squeezing than
beamsplitter angles. Finally, we investigated how loss decreased the quality of our approximate GKP states,
and showed how circuits can be reoptimized in the presence of loss.

A recurring theme in the first part of this chapter was the difficulty of tracking noise in GKP qubits. With
this as motivation, in the next chapter we introduce a novel mathematical framework for simulating GKP
states along with other important bosonic qubits. The framework allows for a microscopic understanding
of the noise that can arise in GKP states in the process of undergoing the gates required for quantum
computation. Then, in Chapter 4, we build on our understanding of GKP states and our state preparation
protocol to propose and analyse a photonic architecture for fault-tolerant quantum computing based on GKP

states.

41



Chapter 3

Fast Simulation of Bosonic Qubits via

Gaussian Functions in Phase Space

This chapter is based on [21], co-authored with Nicolas Quesada, Ilan Tzitrin, Antal Szava, Theodor Isacsson,
Josh Izaac, Krishna K. Sabapathy, Guillaume Dauphinais, and Ish Dhand. The work was collaborative,
and I was supervised mainly by Krishna K. Sabapathy, Guillaume Dauphinais, and Ish Dhand. I was first
author for this work. My main contributions were to the formulation of the general formalism in Section 3.3,
the analysis of GKP states in Section 3.4 and 3.5.3, to the numerical methods and simulations in Sections
3.6 and 3.7, and to writing of these sections in the manuscript along with the introduction, parts of the
background material, and conclusion. The work benefited from helpful discussions with Rafael Alexander,

Giacomo Pantaleoni, Daiqin Su, and Barbara Terhal.

3.1 Introduction

Photonics and superconducting cavities are leading platforms for building a scalable fault-tolerant quantum
computer [22, 35, 40, 44, 90-95]. As continuous-variable (CV) quantum systems, these platforms rely on
encoding qubits (two-level quantum systems) into the state of the CV system via so-called bosonic qubits,
among which Gottesman-Kitaev-Preskill (GKP) states [13], cat states [96], and Fock states [14, 97] are the
primary. Bosonic qubits are especially favourable for quantum computing because of their ability to correct
physical errors within the CV space due to loss [15], random displacements [13], and rotations [98].

While concrete quantum computing architectures based on bosonic qubits have been proposed, the analysis
and simulation of these qubits is challenging because of the infinite-dimensional Hilbert space that they occupy.
This impedes the development and implementation of these architectures since determining fault-tolerance
thresholds and overheads is limited by our ability to simulate these physical systems in realistic situations.
The current most flexible method for simulating bosonic qubits relies on the Fock basis. Simulations in the
Fock basis can be cumbersome, especially for CV states with large energy; in particular, high-quality and
therefore high-energy cat and GKP states require a high photon-number cutoff, incurring large memory loads
and processing times. Moreover, determining how states change under CV channels and measurements is
computationally expensive in the Fock basis representation [99] as the energy of a given state can increase
significantly under paradigmatic CV transformations such as squeezing and displacements.

Here, we overcome the challenge of studying bosonic qubits by introducing a novel formalism that
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enables their analysis and simulation. Specifically, we present a mathematical framework for simulating
a class of CV states, transformations, and measurements using linear combinations of Gaussian functions
in phase space. This framework allows us to simulate the transformation of useful bosonic qubits such as
GKP, cat, and Fock states under Gaussian channels and measurements, as well as under a class of valuable
non-Gaussian channels effected through gate teleportation. Motivated as a tool to facilitate the design of
quantum computing architectures, our framework can model important sources of decoherence (such as optical
loss in photonics or dissipation in superconducting cavities) as well as transformations and measurements
that are readily-implementable in photonics, such as linear optics, squeezing operations, homodyne and
photon-counting detection. We accomplish this by leveraging the most convenient aspects of the Gaussian
CV formalism—mnamely, the ability to regard the transformation of a state as a transformation of means
vectors and covariance matrices—while providing the capability to simulate non-Gaussian systems, which is

necessary to the construction of a quantum computer [100].

Informed by our formalism, we provide a method for the fast and accurate simulation of bosonic qubits.
We find the scaling of the memory and processing time required for our simulator are vastly more favourable
than current state-of-the-art Fock basis simulators [84]. We use this to conduct an in-depth numerical study
of bosonic qubits in useful physical circuits under inevitable physical imperfections, including loss in optical
components; finite-energy effects in resource states; and finite squeezing in the ancillae of measurement-based
squeezing operations, the workhorse of inline squeezing [101]. Specifically, we analyze GKP states in three
situations that are relevant for quantum computation. First, we examine GKP states passing through a
qubit phase gate (introduced in [13] and studied in Sec. II D of [16]), a Clifford gate typically used in
the universal gate set for GKP qubits and whose CV implementation we simulate being performed with
measurement-based squeezing. Second, we consider the teleportation of a GKP state into a CV cluster state, a
scenario present in proposals for measurement-based quantum computation with GKP qubits [22, 34, 44, 63].
Third, we study applying a qubit T gate to GKP states via gate teleportation with finite-energy GKP
magic states and realistic entangling operations, which is an important scenario because the T gate, in
conjunction with experimentally-accessible Gaussian operations, is a standard prerequisite for unlocking
universal computation with GKP qubits [13]. While gate teleportation is expected to be favourable over
other methods [62], simulation of the technique in the presence of realistic gate noise, to the best of our
understanding, has not been performed, likely due to numerical challenges. Thus, by enabling the study of
situations that were hitherto intractable, our work provides a valuable toolkit for the analysis and simulation

of quantum computation based on bosonic qubits.

The structure of this chapter is as follows. In Section 3.2 we provide background on the Gaussian CV
formalism and on bosonic qubits. In Section 3.3 we introduce our new formalism for simulating a wide class of
states which can be expressed as linear combinations of Gaussian functions in phase space. We provide rules
for how these states evolve under Gaussian and a class of non-Gaussian transformations and measurements.
With the framework in hand, in Section 3.4 we show how GKP states can be written in our formalism. (Other
bosonic qubits like cat and Fock states are presented written in our formalism in Appendix B.2). In Section
3.5, we detail how the formalism can be used for modelling loss, measurement-based squeezing, and useful
non-Gaussian GKP qubit operations. Given the formalism, in Section 3.6, we provide our simulation methods,
along with a comparison to simulation techniques in the Fock basis. Our formalism and methods allow us
to present results from novel simulations of bosonic qubits in Section 3.7. We discuss additional areas of

application for our simulator, and open research problems in Section 3.8.

For a more hands-on introduction to the simulations that are enabled by our formalism, we invite the
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reader to consult the open-source code available in Strawberry Fields [84, 102] and an accompanying set

of tutorials available online [103-105].

3.2 Background

In this section we provide overviews and pointers to the relevant literature of three different threads that
are unified in the later parts of the manuscript. In Section 3.2.1 we provide a brief survey of the Gaussian
formalism for CV quantum systems, including quantum phase-space, the symplectic formalism, and Gaussian
states, channels, and measurements. In Section 3.2.2 we provide an overview of Strawberry Fields, the
programming library in which we implement the formalism and methods developed in the rest of the chapter.
Finally, in Section 3.2.3 we review the GKP and cat qubit encodings, which leverage the large Hilbert space
of a CV mode.

3.2.1 Continuous-Variables and the Gaussian Formalism

Multimode continuous-variable systems are best described using the canonical position ¢; and momentum p;
operators acting on the infinite-dimensional Hilbert space associated with the system. It is often convenient

to group these operators, representing N modes, into a vector:

€T:(QIvﬁlquaﬁQa"'an,ﬁN>~ (31)

The commutation relations these operators satisfy can be expressed succinctly in terms of the symplectic form

Q= @ (_01 é) (3.2)

=1

as
€5, 6] = &€k — &€ = ihQj .. (3.3)

As for any quantum mechanical system, a complete description of its state can be obtained by specifying its

density matrix p. For CV systems it is often useful to introduce the characteristic function [106]
x(r;p) = tx (D(r)p) (3.4)

where f)(r) = exp (ifTQr) is the Weyl or displacement operator and r € R?¥ is a real vector in phase-space.

Gaussian States
We recall Gaussian states [106] as the ones whose characteristic function takes the form

x(r;p) = exp (—ir"Sr —ip"Qr), (3.5)
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where we introduced the vector of means p and covariance matrix X of the state p with elements

i =
Sig = 3 (&6 + &) — pany, (3.7)

where the expectation value of an operator A is defined as

(A) = tr(Ap). (3.8)

The covariance matrix of a valid quantum state, whether or not it is Gaussian, satisfies the uncertainty

relation
S +ila>o. (3.9)

A different characterization of Gaussian pure states can be obtained by noting that they can be prepared
by applying a Gaussian unitary U to the multimode vacuum state |0>®N ; that is, [1) o = U \0>®N7 where the
unitary is generated by a Hamiltonian that is at most quadratic in the quadrature operators [107, 108]. The

vacuum state is the unique state that is mapped to zero by its respective destruction operator
a;10;) =0, a; = —=(q; + i), (3.10)
and has vector of means and covariance matrix

Hvac = 0 and By, = 21. (3.11)

Finally, we introduce the Wigner function, which is the Fourier transform of the characteristic function:

2NT
W(e:p) = / (;)w exp(—i€TQr) x(r; ). (3.12)

The Wigner function of a Gaussian state is a Gaussian function of the phase-space variables £. Later, we
introduce a class of states with Wigner functions that can be expressed as a linear combination of Gaussian

functions in phase space.

Gaussian Transformations and Measurements

A Gaussian unitary transformation U is equivalent to a homogeneous linear phase-space transformation
¢ — ST¢, followed by a phase-space displacement & — £ + d. Here the symplectic map S (satisfying
SQST = Q) takes x(r;p) — x(STr;p), which, for Gaussian states, is equivalent to transforming the
covariance matrix as ¥ — SXST and mean as p — Sp[108]. Finally, the displacement transforms the
mean as Spu — Sp + d. As examples, the single-mode displacement and squeezing operators are defined

respectively by

D(a) = exp(aa’ — a*a), (3.13a)
8(¢) = exp ($a2 - a'?), (3.13b)



but in phase-space are represented as

Saisp. = 1, dli, = V2h(R(a), (), (3.14a)
e" 0 T
Seq. = ( 0 er> , di =0, (3.14b)

where in the last line we assumed for simplicity that ( = {* = r is real.
A Gaussian channel is a linear completely-positive trace-preserving map from Gaussian states to Gaussian
states. Gaussian channels can be described by a pair of real matrices (X,Y) with Y +i20 > i2 X QX7 [109].

The action of the Gaussian channel described on the characteristic function is
N / ~ ~ 1 T
X(r3p9) = X (r; p) = x(X7;p) exp  —gr” Y'r ).
It follows that the transformation on the covariance matrix and mean is given by
S XTEX+Y, p— Xp. (3.15)

In addition to the mapping provided by (X,Y’), a displacement can always be added to a Gaussian channel
and the transformation will remain deterministic.

One can also consider the characteristic and Wigner functions of an arbitrary operator A. This is the
so-called Weyl transform of a general Hilbert space operator A, obtainable by replacing p with Ain Eq. (3.4)
and then taking its Fourier transform as in Eq. (3.12). The expectation value of the operator can now be

written
(A) = (21h) N tr(pA) = / PNE W (& D)W (€ A). (3.16)

We allow that A is a measurement operator, in which case <121> is the probability of the outcome associated with
the operator. In the case the measurement operator describes the detection of a Gaussian state parametrized
by ry; and Xy, this is referred to as a general-dyne measurement, and the Weyl transform matches the
Wigner function for that state [109]. A homodyne measurement is a limiting case of general-dyne measurement
corresponding to projection onto an eigenstate of a quadrature operator, which can be treated as an infinitely
squeezed state along that quadrature. The probability distribution for the outcome r,; of a general-dyne
measurement on a Gaussian state, as can be deduced from Eq. (3.16), is itself a Gaussian distribution since
the integration is between two Gaussian functions.

Gaussian measurement motivates a transformation beyond Gaussian channels, namely conditional Gaussian
dynamics, i.e., an update to a subset of modes of a multimode Gaussian state conditioned on the outcome of
a Gaussian measurement that is performed on the remaining modes. Following [109], the covariance and

mean of the multimode state can be written as:

b)) b))
=24 T and p= 1), (3.17)
Yap B 2]
where A denotes the modes that will remain active and B those that will be measured. If the Weyl transform

of the measurement operator M corresponds to a Gaussian state with mean r,; and covariance Xy, then

the partial trace trp(pa s M ) corresponds to a Gaussian integral in phase space over the quadrature variables
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of modes B, yielding a Gaussian state in modes A with the following covariances and means:

B4 = T4 —ZBap(Ep +3Zu) 125, (3.18)
A — pa+Sap(Ep+Z0) Hryw — pup).

As we show in Section 3.3, we can take inspiration from the Gaussian phase space mathematical framework
we have reviewed to introduce a class of states and measurements that can be expressed as a linear combination
of Gaussian functions in phase space, along with how such states transform. Importantly, we find in Section
3.4 and Appendix B.2 that common bosonic qubit encodings fall within this formalism. Next, we review the

definitions and properties of those bosonic qubits.

3.2.2 Continuous-Variable Simulation with Strawberry Fields

Strawberry Fields is a full-stack Python library for programming, designing, simulating, and optimizing
continuous-variable quantum optical circuits [84, 110]. The library has a unified frontend that allows to write
CV quantum circuits and programs at a high-level. Moreover, it allows users with basic knowledge about
CV and quantum photonics to access an application layer that can be used to solve practical problems in
graph theory, point processes and chemistry. The frontend also provides functionality for gate decomposition
and program compilation and verification. Once programs are verified and compiled they are passed to a
software backend or directly to cloud-available hardware [111]. The software or quantum photonic hardware
can return a number of useful results to the frontend, including batches of samples, cost functions for further
numerical optimization or representations of the quantum state. The frontend provides further functionality
for exploration such as sample processing and plotting. The three software backends handle the actual
simulation using different internal numerical representations of quantum states, each with their own unique
advantages and weaknesses. The gaussian backend simulates Gaussian states undergoing Gaussian and
non-Gaussian (threshold and photon-number-resolving) measurements [86, 112]. The fock and tf backends
use a Fock basis truncation to represent CV quantum states and operations as high-dimensional tensors [99].
They differ in the tools they rely on for the numerical implementation of the tensor operations: the former
uses the NumPy package [113], while the latter employs TensorFlow [114].

We implement the results of this manuscript as a new, fourth backend of Strawberry Fields [102]|. This
bosonic backend can be regarded as a generalization of the gaussian backend, and integrates directly into
the rest of the Strawberry Fields stack. For a series of beginner to advanced tutorials implemented by the
authors on using the new backend, see [103-105]. The bosonic backend implements much of the formalism
and methods we discuss in Sections 3.3 through 3.6, enabling new simulation capabilities while benefiting

from the unified high-level frontend functionality of the rest of the library.

3.2.3 Bosonic Qubits

Residing in a two-dimensional subspace of the infinite-dimensional Hilbert space of a CV mode, the bosonic
qubit is robust unit for quantum computation in platforms such as photonics. Several classes of bosonic
qubits can moreover correct errors within the CV space, adding an additional level of protection against
physical noise. Here, we review the definitions and main properties of two promising encodings: GKP and cat
states. Understanding how these states behave in realistic settings is especially valuable as their use becomes

more widespread in quantum technologies. As we show in Section 3.4 and Appendix B.2, we are able to
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Figure 3.1: Error syndrome measurement with normalizable GKP states following the approach from [13].
First, shifts in ¢ are corrected: an encoded data qubit [¢)),,  and an ancilla [+),,  are sent through a SUM

gate, and |¢) gkp 1 displaced according to the result of a homodyne ¢ measurement on the ancilla, mod v/7h.
A similar procedure follows for shifts in p.

express these qubits as linear combinations of Gaussian functions in phase space, allowing us to model them

under realistic conditions such as loss, finite-energy, and noisy gate teleportations.

GKP States

The ideal square-lattice GKP logical states are defined as infinite combs of Dirac delta functions spaced by
2v/7h in the position quadrature:

f: Vrh(2s + k), , k={0,1}, (3.19)

§=—00

|k>gkp =

where [) o denotes an eigenstate of the position quadrature and k denotes the logical value. Rectangular and
hexagonal lattice encodings are related to the square lattice via symplectic transformations [13], a mapping
that we show falls neatly within our formalism. One advantage of the GKP encoding is that Clifford gates
and measurements correspond to Gaussian transformations [13], which are experimentally accessible in the
photonics context, as we review in Appendix B.5. Pauli X and Z gates correspond to displacements by v/7h
along the ¢ and p quadratures, respectively. The Hadamard gate is a rotation by 7/2 in phase space. The
qubit phase, CX, and CZ gates correspond to a CV quadratic phase, CX, and CZ gates, which are active
Gaussian transformations, in the sense of requiring a squeezing component. In practice, (measurement-based)
inline squeezers are challenging to implement but are nonetheless feasible and deterministic, as we discuss in
Section 3.5.2. Pauli X and Z measurements correspond to homodyne measurements along g and p quadratures.
A universal gate set can be completed with the qubit T gate; in the GKP encoding, this gate can be
implemented through gate teleportation with a magic state, a process we review and align with our formalism
in Section 3.5.3.

GKP states can correct small displacement errors in phase space, and and can reduce larger displacement
errors to qubit-level Pauli errors. A qubit error-correction code concatenated with GKP states can then be
used to correct these discrete errors [13]. In Fig. 3.1 we review the GKP error-correction circuit from [13],
noting that various other decompositions of the circuit exist [33, 115]. Briefly, two ancillary GKP states are
entangled with the data mode to be corrected and measured with homodyne detectors; the outcomes of these
measurements determine the displacement that is then applied to the data mode to correct for the error (up
to a logical Pauli error). We discuss in Section 3.5.3 how our formalism can treat this circuit.

To the chagrin of experimentalists, ideal GKP qubits have infinite energy; to the chagrin of theorists, we
must consider their finite-energy, normalizable forms. One such form is obtained by replacing each Dirac

delta with a Gaussian peak corresponding to a squeezed state of variance AZ?/2, and then applying an overall
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Gaussian envelope of width 1/A? so that peaks further from the origin are suppressed [13]:

(3.20)

1 +oo 2 2 2 2

A — —AZ[(2s+k 2 —[z—(2s+k)V7h)?/2RA

k >gkp:N7/ 4z 3 e ARV 2o (s VRE /2007 |y |
oo .

This normalization process is not symmetric in phase space because the peaks are constrained to remain

centred at the initial positions of the ideal state [50]. A related normalization process, which has the Fock

—en

damping operator E(e) = e applied to the ideal state, is symmetric since the number operator n acts
symmetrically in phase space; we denote such states as |k¢) gkp 11 [50] the authors provide a thorough review
of the connections and mappings between these finite energy forms of GKP states, noting that they can be
related to each other by a simple squeezing operation; in [51] the authors explore alternative normalization
envelopes to Gaussians, demonstrating sufficient conditions for the normalization process to yield physical
states. Yet another option for finite energy GKP states are comb states [116]; these correspond to taking
only a finite superposition of evenly-weighted ¢-squeezed states centred at the location of the peaks in the

ideal state.

Cat States

n

To define cat states, one starts with coherent states |o) = D(a) |0) = e~ oI*/2 > = [n), @ € C, which are

Gaussian states with covariance matrix equal to the vacuum covariance matrix Xy, = %]l and displacement
vector g = [v2hR(a), V2hSS(«)]. Ideal (two-lobe) cat states are superpositions of coherent states [96]:

k... = VN(Ja) + €™ |—a)), k= {0,1}, (3.21)

cat

with normalization )
N= . 3.22
2(1 + e—2lol cos(nk)) (3:22)

There is some freedom in the choice of logical basis states. For example, for resource-efficient preparation of
Pauli X eigenstates, one can identify them with coherent states |+«), which are approximately orthogonal
as « increases in magnitude. Then, the Pauli Z gate is given by a rotation in phase space by 7. Pauli Z
measurements become photon number parity measurements, since the wavefunction for & = 0 (1) is symmetric
(antisymmetric) and therefore only contains even (odd) photon numbers. A cat-qubit Bell state can be
prepared by splitting a higher-energy cat state |k3‘6"‘>Cat at a 50:50 beam-splitter. Bell state measurements
on cat qubits can be performed by interacting two states at a beam-splitter, then measuring photon number
patterns at the output. The Pauli X gate, small single qubit rotations, and two-qubit entangling gates can all
be applied deterministically via gate teleportation, conditional on the availability of cat Bell states [96]. In
Appendix B.2.1, we show how cat states can be written as a linear combination of Gaussian functions in
phase space, and in Appendix B.2.2 we show the same for Fock states. This means that our formalism enables
simulation of the states, teleportation-based gates and measurements required for quantum computation with

cat states.

3.3 Linear Combinations of Gaussians in Phase Space

Having reviewed the relevant background material on CV Gaussian formalism in Section 3.2.1, we present a

new formalism for simulating a wide class of CV states, transformations and measurements. Specifically, in
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Figure 3.2: Gaussian decomposition of the Wigner function of the (non-Gaussian) cat state. We use the labels
M = {+, —, z,z} for the four Gaussians needed. Note that the last two terms have complex coefficients and
means and are also complex conjugates of each other; thus the imaginary part of the Gaussians cancel out and
we only plot the real part. The details of this particular decomposition are provided in Appendix B.2.1. For
an introductory tutorial implemented by the authors on using the bosonic backend of Strawberry Fields
to obtain this figure, see [103].

Section 3.3.1, we introduce states with Wigner functions that can be expressed as a linear combination of
Gaussian functions in phase space. Next, in Section 3.3.2, we provide the framework for describing Gaussian
and a class of non-Gaussian measurements on the aforementioned states. Finally, in Section 3.3.3, we detail
how the states in our formalism transform under deterministic and conditional Gaussian maps, as well as

under a class of non-Gaussian transformations.

3.3.1 States in the Wigner Representation

In this chapter, we consider n-mode states whose Wigner function can be written as a linear combination of

Gaussian functions in phase space:

W (&p) =Y emGu,.z, (€), (3.23)

meM

where M is the set of indices which can in general be multiparametered, & € R?" is the phase space variable
for an n-mode CV quantum system, and p is the corresponding density matrix operator in Hilbert space.
Fach Gaussian in the linear combination is associated with a weight ¢, a 2n-dimensional mean p.,, and
a 2n X 2n covariance matrix ¥,,, all complex-valued in general. The normalized multivariate Gaussian
distribution G is defined as

exp [-3(€ - W)= (€ - p)]

Gus(€) = e . (3.24)

If p is a physical density matrix—in particular, if it has unit trace—then its corresponding Wigner function

is normalized through
> em=1. (3.25)

At this point, we do not restrict our means, covariances and weights to be real, as imaginary components from
these quantities can be required to produce interference fringes and negativity in the Wigner function; however,
Hermiticity of the density matrix implies, at least, that the total Wigner function is real. Furthermore,
we require the real part of the covariance matrices to be positive-definite so that the distribution remains
bounded; however, the covariance matrices need not always respect the uncertainty relation from Eq. (3.9).

As an example of a wide class of states that fall into this framework, consider a pure state that consists of
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a superposition of Gaussian pure states (i.e. displaced squeezed vacuum states):
[9) =" b s Gu) = D ki D(1)S(Ca) [0) - (3.26)

Here, 7, and ¢, are the complex displacement and squeezing parameters of the n'" term in the superposition;
in this context D(~) is the displacement operator and S(¢) is the squeezing operator (cf. Eq. (3.13)). The
density matrix for this state is a sum of terms of the form k&2 |Yim, Gn) (Yn, Cnl- Since the Weyl transform
is linear, the Wigner function for the state is a linear combination of functions in phase space, each associated
with an operator |V, Gm) (Yn, Cn|. For m = n, the phase space functions are simply products of |s,|? and
the Wigner function for |v,, (,), which is a Gaussian state and hence has a Gaussian Wigner function. For
m # n, the phase space function is still Gaussian, albeit with complex weight, means and covariances (see
Appendix A of [21]). Thus, states of the form (3.26) can be expressed in the form (3.23).

As we discuss in Section 3.4 and Appendix B.2, the representation in Eq. (3.23) is useful for describing
salient families of continuous variable states that can act as bosonic qubits. Using the derivation from the
previous paragraph, as well as additional, tailored derivations, we show how to write GKP and cat qubits as
linear combinations of Gaussian functions in phase space. Moreover, we show how Fock states, as well as
superpositions of Fock states created by performing photon-number-resolving measurements on some modes
of a multimode Gaussian state can be expressed in the form of Eq. (3.23). In addition to giving us the ability
to write down states useful for quantum computing, our formalism is well-suited to subjecting such states to
general Gaussian transformations and measurements, as well as certain non-Gaussian transformations via

gate teleportation, as we explore in the next few sections.

3.3.2 Gaussian and a Class of Non-Gaussian Measurements

Given a state Wigner function written as a linear combination of Gaussians in phase space, we now describe
the formalism for Gaussian measurements on such states. A general-dyne Gaussian measurement on n modes
is characterized by the 2n X 2n covariance matrix 3, of the Gaussian state onto which one projects. The
outcome of a general-dyne measurement is a point in phase space, rp; [109]. Given a state that can be

described by Eq. (3.23), the probability of outcome rj; is

p (TJVH P EZ\/I) = (27Th)N / dgw (57 ﬁ) GT‘M,EM (S) = Z cmG”m12N1+2m (TM) : (327)
meM

A special case of general-dyne measurement is homodyne measurement. Without loss of generality, we

consider a measurement of the ¢ quadrature, for which

1
Sias = lim <€ 0 ) , (3.28)

and the measurement outcome becomes r); — qps. Since the g-homodyne distribution can be retrieved by

integrating out the p quadrature, and since the Wigner function is a linear combination of Gaussians, we have

p(QMQ,é]M) = Z CmGusyg))Eng) (QM)y (329)
meM

where uﬁ,‘%) and 25:3") denote the g-quadrature components of the means and covariances. Importantly, the
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distribution is yet another linear combination of Gaussians, this time of a variable in n rather than 2n
dimensions. Later, in Section 3.6, we provide a tailored simulation method for sampling outcomes of Gaussian
measurements from states in our formalism.

The mathematical method for calculating the probability distribution of a Gaussian measurement can be
straightforwardly generalized to a class of non-Gaussian measurements for which the measurement operator
can itself be represented in phase space as a linear combination of Gaussian functions. Assuming the Weyl

transform of a measurement operator M associated with outcome M is of the form

(I)(£7M) = Zdeuj,Ej (E)? (330)

JEJ

the probability of obtaining M is simply given by:

p(M3) = 2™ [ dgt(&XOW (€5) = 3 3 endiGiu, 3,03, 1) (3.31)

meM jeg

Note that, for measurement operators, we do not necessarily have the unit trace condition, so »_ jed d; #1
in general. In Appendix B.2.2, we show, as a pertinent example, how Fock states can be expressed as a
linear combination of Gaussians in phase space, which means photon-number-resolving measurements can be

described with this formalism.

3.3.3 Gaussian and a Class of Non-Gaussian Transformations in a Gaussian-

Inspired Framework

As we saw in Section 3.2.1, Gaussian transformations in phase space map Gaussian states to Gaussian states.
As we show next, these maps motivate a wider class of Gaussian and non-Gaussian transformations for states
with Wigner functions that can be represented as linear combinations of Gaussian functions, as in Eq. (3.23).
The first class of transformations we consider are deterministic Gaussian completely positive and trace
preserving (CPTP) maps, that is, transformations that are not conditioned on any probabilistic measurement
outcomes. As we reviewed in Section 3.2.1, deterministic Gaussian transformations acting on an n-mode
Gaussian state can be parametrized by two 2n x 2n matrices, X and Y, and a length-2n vector d that
together transform the covariance matrix and mean of the Wigner function [109]. Since the mapping is linear
over phase space variables, it generalizes straightforwardly for a linear combination of Gaussian functions in

phase space:
0= X, XT+Y py — Xp, +d. (3.32)

When X is a symplectic matrix and Y = 0, this corresponds to a Gaussian unitary transformation.

Deterministic Gaussian transformations modify neither the number nor the weighting of the peaks in
the linear combination, which makes them easy to apply to states of the form (3.23). A wide class of CV
operations—displacement, squeezing, rotation, and beam-splitters—as well as common noise models—loss
and Gaussian random displacements—fall under this umbrella. By contrast, simple transformations such as
displacements and squeezing can quickly push Fock distributions beyond the energy cutoff, an important
limitation of the Fock representation.

The second class of transformations we consider are conditional dynamics: how a measurement of some
modes updates the remaining active modes. In this case, our formalism opens the door to a class of non-

Gaussian transformations of the Wigner function; if we take a set of target modes of the form (3.23) and
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interact them with a set of non-Gaussian ancillae, also of the form (3.23), and then perform a non-Gaussian
measurement on the ancillary modes of the form (3.30), then the effective transformation on the target modes
is non-Gaussian in general. This conclusion applies even if the ancillary modes or the measurement—but
not both—are Gaussian. Effecting a non-Gaussian transformation on a state through an interaction with
non-Gaussian ancillary modes or through a non-Gaussian measurement has been studied extensively in the
context of CV gate teleportation and state preparation [13, 16, 17, 19, 117-121]. However, we show next that
we can represent such non-Gaussian transformations in the spirit of conditional Gaussian dynamics reviewed
in Section 3.2.1.

To understand these Gaussian-inspired but nonetheless non-Gaussian transformations, consider two sets
of modes: the set A of active modes, described initially by a Wigner function of the form (3.23) with weights
ag, means py and covariances Xy, for £ € £; and the set B of modes that will eventually be measured, with
corresponding parameters by, pi and 3y, for k € K. If the two sets of modes are entangled via a deterministic

Gaussian transformation parametrized by (X,Y, d), the weights, means and covariances become:

Cm = agbg, m= (£, k) € M = (£,%K),
M = X (e @ pi) +d, (3.33)
S, =X e3)XT+Y.

In turn, we can express the means and covariances as

b)) 3
Ym = YI”’A mAB y Bm = Hom.4 s (334)
Em,AB 2m,B Hm,B
where A and B indicate the active and measured modes, respectively.
Consider now a measurement M with outcome M on modes B with a phase space representation of the
form from Eq. (3.30), parametrized by weights d;, means p; and covariances X;, with j € J. Since the partial

trace is linear, the corresponding phase space integral is a sum of many partial Gaussian integrals. Thus the

covariances and means of modes A update as [109]:

2m,A — Em,A - Em,AB(Em,B + Ej)712?n7ABa (3 35)

Pm,A = A + B, a(Zm.s + 5) (14 — . B)-

Until this point, the update rules have been inspired by the conditional dynamics for Gaussian states.
However, our consideration of multiple Gaussians instead of just one necessitates a novel rule: an expansion
and re-weighting of the peaks in phase space. While outcome M occurs with probability p(M;pag), as
in Eq. (3.31), each peak from modes B and from the measurement operator contribute differently to this

probability, with a weight given by:
W(M|pm, 5, Zom, B, s Bj) = cnd;Gp,, 550 s+3; (1) - (3.36)

Therefore, given the result M, the weights update as:

’UJ(M|[J/m,B7 E7n,B7 M, E])
p(M;pap)

Cm = Ym,j = ’ (337)

where we include a normalization by all the new weights. As a result of this process, the total number of
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Gaussians in the Wigner function for modes A, as well as their associated weights, means and covariances, is

been grown both by modes B and by the measurement M:
B M . .
t=m=(lk) = (m,j) = ({k,j) € (£, K,3), (3.38)

such that the final number of Gaussian functions required to describe mode A is the product of the initial

number of functions in modes A and B, and in the Weyl transform of M.

While we have only been tracking transformations of Gaussian functions in phase space, it is worth
emphasizing that these conditional dynamics increase the number of Gaussian functions initially in modes
A, thereby necessarily describing non-Gaussian transformations. The cost of modelling non-Gaussian
transformations with our formalism is that the number of peaks one needs to consider can grow; still, we
show that this is a worthwhile trade-off compared to alternative methods for simulating certain classes of

bosonic qubits.

In the case that modes B and the measurement are truly Gaussian states, as opposed to linear combinations
of Gaussian functions, then by = d; =1, and (£, X, J) — £. This means the initial number of weights does
not increase, and the initial means py and covariances 3, follow the traditional Gaussian conditional update
rule reviewed in Section 3.2.1:

S = Bma — Bmas(Ems + 2u) T 2] 4B, (3.39)

Hma — oA+ Zm ap(Ems + 20) Py — Bm.B),

where X, and rj; parametrize the Gaussian measurement as in Eq. (3.27). The peak reweighting from
Eq. (3.37) is still required; however, it is simpler because the total number of weights does not increase and
d; =1.

In Section 3.5, we explore how various transformations such as loss, Fock damping, measurement-based
squeezing, and gate teleportation onto bosonic qubits can be described in this formalism. Before this, in the
following section, we present the description of GKP states as linear combinations of Gaussians in phase

space.

3.4 GKP States Expressed as Linear Combinations of Gaussians

Having provided a general formalism in Section 3.3, we now demonstrate how GKP qubits can be written in
the form of Eq. 3.23. In Appendix B.2, we provide the details for how other bosonic qubits, namely cat and

Fock states, can also be written as linear combinations of Gaussians.

Care must be taken when dealing with the finite-energy forms of GKP states. Before we tackle those, let

us recall the Wigner representation of the ideal states.

3.4.1 Ideal GKP States
Any pure GKP state can be expressed in the Bloch sphere representation as
1) = cos £]0)gip + € sin &|1)gicp- (3.40)
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The Wigner function of an ideal single-mode square-lattice GKP state can be expressed in terms of the

parameters of Eq. (3.23) in the following way [13]:

M={m= (kVrh/2,(V7h/2) |k, L € L},
Y= 6£%1+ oL, p, =m. (3.41)

The weights ¢, (6, ¢)—which encode the logical content of the state—are presented in Appendix B.1 as given
in Ref. [53]. Recall each Gaussian peak in the Wigner function is a function of X!, so we cannot directly
evaluate the limit as § — 0+. The Gaussian distributions for the ideal GKP Wigner function are Dirac delta
functions located at the lattice points enumerated in M. This means that the ideal GKP state has infinite
energy and cannot be normalized, rendering it unphysical. However, the covariances matrices do not vary
with the index and are proportional to the identity, a feature that is put to use in the following section. Note
that GKP states corresponding to alternative lattice spacings, such as rectangular or hexagonal GKP states,
can be related to square-lattice states by symplectic transformations in phase space [13]. As we showed in
Section 3.3.3, symplectic transformations are straightforward to apply to states that can be expressed as
linear combinations of Gaussians in phase space, so it is easy to transform between lattices in our framework.
Additionally, GKP qudits simply correspond to a different linear combination of §-functions in phase space,

so our formalism can be employed to treat those states as well.

3.4.2 Finite-Energy GKP States

There are different ways to obtain finite-energy versions of the GKP states. A summary of these is presented
in Fig. 1 of Ref. [16]. Here, we focus on a commonly-used model of finite-energy GKP states: a Fock damping
operator
Ele)=e " >0, (3.42)

applied to the ideal GKP state in Eq. (3.19). Because E (¢) is a single non-unitary Kraus operator, it is
non-trace-preserving, meaning one needs to carefully account for the normalization of the resulting states.

A derivation motivated by the dilation of the operator E (¢) (provided in Appendix B.3.1) shows that the
Wigner function corresponding to the £ (¢) operator applied to an ideal state can be represented in the same
form as Eq. (3.23). With the set M, ideal coefficients ¢,, (6, ¢), and ideal means p,, given in Eq. (3.41), we
have that:

Cm, (03 ¢) 1- 6726 T
m ;03 = - mMHm |
em(€:0,0) = = P | — g
2¢~¢ hl—e 2
(€)= oty Bn(€) = 2 4
€)= T i, Sle) = I (3.43

Here N, is chosen such that ), cm(€;6,¢) = 1. In this representation, the weights and means are real.
In practice, one can take a finite number of terms from M-—a numerical cutoff—depending on the desired
precision. The value of the cutoff would depend on the strengths of the weights and the normalization of the
Gaussian distributions in the Wigner expansion.

We compare the model for finite-energy GKP states we have derived in Eq. 3.43 to the approach from
[34]. There, the Dirac delta spikes of the ideal GKP Wigner function are replaced with Gaussians of non-zero
variance. While that approach can capture the broadening of peaks due to finite-energy and other noise

effects, and while the covariance matrix of each peak can be updated as Gaussian channels are applied, the
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state does not have an envelope, so it still has infinite energy and remains unphysical. Moreover, in that
model, the locations of peaks are not tracked, so their contraction towards the origin due to finite energy
effects and any shifts under Gaussian channels are ignored. This can have an impact on the estimation of
qubit-level errors. By contrast, the mathematical form for finite-energy GKP states provided here offers a

rich noise model that captures these effects.

For an alternative phase-space representation of finite-energy GKP states, one can apply E(e€) to the
wavefunction to obtain a superposition of squeezed states, and then use this form to calculate the Wigner
function directly. This representation differs from the one previously presented in two ways. First, the weights
and means of the resulting Wigner function are complex rather than real numbers. Second, the covariances
of the individual Gaussian functions now respect the uncertainty relation. Since in this representation, each
peak is directly mappable to squeezed states in the wave function, it can be more useful for converting
effects observed at the wavefunction level to phase space transformations. The derivation of this alternative

representation is provided in Appendix B.3.2.

Let us denote a logical GKP qubit by |¢(a)) = ag|0)gkp + @1|1)ekp- We find that the parameters from
Eq. (3.23) become

M={m=(k{s,t)|s,te{0,1} &k, (e Z},

BV7h (t4s+20+2k)
2 \i(s—t+20—2k))°

Mo (€) =

o (3.44)
Ym(e) = g (1(/) 2) , (a, B) = (coth(e), — csch(e)),
_asaf am B2r(t + s+ 20 + 2k)?
Cm = mexp{f? [(s+20)%+ (t+2k)2]}exp [ 1o

Here N(a, €) is an overall normalization constant such that > ¢m = 1; it depends on the choice of the

meM
GKP state and the strength of the Fock-damping operator applied to it. This time, the Gaussians all have
the same covariance matrix, and this matrix respects the uncertainty relation [107]. While the coefficients
can be complex, this only stems from the initial qubit coefficients ag, a1. Finally, we can see that the means
m(€) are complex; the resulting sinusoidal oscillations in phase space are what generate the interference

fringes and negative regions of the Wigner function in this representation.

3.4.3 Probabilistically prepared GKP states

We recall the Gaussian Boson Sampling-type state preparation devices from Chapter 2, wherein Fock
measurements on all but one mode of a multimode Gaussian state herald a superposition of Fock states in the
remaining mode. The exact form of the superposition can be tuned using the means and covariance matrix of
the multimode Gaussian, as well as the choice of which Fock measurements to postselect upon [16, 17, 19, 20].
As the input state is Gaussian, and we can approximate Fock measurements to arbitrarily high accuracy as
linear combinations of Gaussians (see Appendix B.2, the output state can be calculated using the partial
trace form of Eq. (3.16); this materializes as a linear combination of Gaussian integrals over all but the two
phase space quadratures of the output mode, yielding a linear combination of Gaussian functions in phase
space for that mode. Notably, this state preparation device can be used as a means to prepare bosonic qubits,
including GKP and cat states.
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3.5 Useful Transformations and Measurements in a Gaussian-Inspired

Framework

Given our formalism from Section 3.3, and examples from Section 3.4 and Appendix B.2 for writing bosonic
qubits as linear combinations of Gaussians, we now examine how our formalism can be used to treat useful
transformations for studying quantum computing with bosonic qubits, namely loss, measurement-based

squeezing and non-Gaussian gate teleportation.

3.5.1 Loss Channel and Fock Damping

Loss is a physical process modeled as an interaction with a thermal environment through a beam-splitter
transformation, resulting in a bosonic Gaussian channel. The loss channel is closely related to the additive
random noise channel by composition with an amplifier channel [122-125]. The strength of the loss parameter
of the channel is set by the beam-splitter angle. The pure loss channel is easily described in the form (3.32)

with the matrix pair
(X, Yy) = (L, (1 = n)h1/2), (3.45)

where 7 is sometimes referred to as the transmission or transmissivity parameter, and where the environment
is assumed to have zero temperature. Thermal loss—interaction with a thermal environment with covariance
matrix A(7 + 3)1-—can also be incorporated into this description by multiplying Y; by (27 + 1). The Kraus
operators and other details of the pure loss channel are provided in great detail in [125]. Loss is the dominant
imperfection in the photonics context.

The Fock damping or finite-energy operator is given by (3.42). It is valuable for converting infinite-energy
states, such as ideal position and momentum eigenstates and GKP states, into their normalizable, finite-energy
forms. The operator is directly linked to the loss channel as it forms a leading-order Kraus operator of the
channel (see Eq. 4.6 of [125]), while maintaining the purity of the state. In [28], in the context of GKP states,
it was shown that E(e) can be derived by passing a state through a beam-splitter of transmissivity cos = e~ ¢
with an ancillary vacuum state, and postselecting the ancillary mode on vacuum (see also Appendix B1 of [16]
for a simple derivation of this result).

As we show in Appendix B.4, the use of only Gaussian states and operations in deriving E (¢) makes the
operator fit neatly into the formalism for Gaussian transformations developed in Section 3.3.3. If the initial

means and covariances of the mode are (0, Xm.0), then we can simply use Eq. (3.34) with:

Yo 0 T Hm,0
=S5 ’ So, m =S , 3.46
0( 0 hIL/Z) 0> M 9( 0 ) ( )

cosf1  sinfl
where Sy = ) is the symplectic matrix for a beam-splitter assuming a mode-wise ordering
—sinf1 cosf1

(¢1,p1,92,p2). From there one can proceed with the update rule in Eq. (3.39), as well as the per-peak

reweighting in Eq. (3.37) with d; =1, rj; = 0, and 3, = hl/2, since the projection is onto vacuum.

3.5.2 Squeezed Ancilla-Assisted Gates

While passive Gaussian transformations can be effected in optics using phase shifters and beam-splitters, and

while squeezing applied to vacuum can be achieved with nonlinear cavity resonators [126] or waveguides [127],
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inline squeezing—squeezing applied directly to an arbitrary input state—poses a greater challenge. A feasible
approach to inline squeezing is possible by consuming an ancillary squeezed vacuum state [101]. To effect
squeezing in ¢ (p), one first interferes the target state with a highly g-squeezed (p-squeezed) vacuum on a
beam-splitter parametrized by angle 6. Next, one performs a p-homodyne (¢g-homodyne) measurement on
the ancillary mode with a detector of efficiency 7, producing result py;. Finally, one applies a feedforward
p-displacement (g-displacement) by \/nf1 tanfpys to the target mode. As we discuss next, the resulting
average map effects a transformation equivalent to squeezing the target mode by cos @ in ¢, along with some
noise dependent on the level of squeezing of the ancillary state and the efficiency of the homodyne detection.
Squeezing along any quadrature can be achieved by preceding and following inline squeezing with rotations.

Since the ancillary state, the transformation between the target and ancilla, the measurement on the
ancilla, and the feedforward are all Gaussian, inline squeezing using a squeezed ancillary state—commonly
referred to as measurement-based squeezing—falls within the formalism developed in Section 3.3.3. In
Appendix B.5, we derive the resulting transformation on the covariance matrices, means and modes of the
linear combination of Gaussians in phase space that form the target state. On average (integrating over pys),

the map due to this type of squeezing is a deterministic Gaussian CPTP map parametrized by:

2 —2r
(@ _ cosf 0 (@) _E sin” fe 0
qu = ( 0 1 y Y;,g“,n T 9 0 tan291_7" ) (347)

cos 6

with cosf = e* and r is the squeezing parameter for the ancilla. The superscript ¢ denotes squeezing in the
g quadrature. This result almost matches the result from [101]; however, we avoid any extra displacement on
the target state by using knowledge of the homodyne detection efficiency in the feedforward displacement.
Importantly, while measurement-based squeezing produces noisy squeezed states on average, in the
single-shot case (not averaging over pys), the covariances, means and weights of the Gaussian functions of the
target state transform in a non-linear fashion that precludes description with a deterministic CPTP map. We

show this fact in Appendix B.5. For initial means and covariances (ftm. 0, Xm.0), we can set Eq. (3.34) to be:

Smo 0
0 hl/2

Hm = Xn,2SGSr,2 <N73’0> )

-r 0
Sr,2:]1®srusr: <e >

B, = X,2805,.2 < ) 51585 X o+ Yy,

(3.48)

0 e
Xn’g =1 EB)(777 Y77’2 = O@Yn,

where S,.» models squeezing of the ancillary vacuum, S is the beam-splitter symplectic, and (X, 2, Y 2)
model inefficiency in the homodyne detector for the second mode. Next, we use the update rule in Eq. (3.39),

as well as the per-peak reweighting in Eq. (3.37) with d; = 1, 71, = (0, par) and £y = lim,_g g 60 , as
€

we are modelling p-homodyne measurements. Finally, to that result we apply a displacement in p-quadrature
to the means by \/njtan Opar.

Inline squeezing is an especially valuable operation to be able to model, as it is required to perform
the most general Gaussian unitary operations [80]. Moreover, for GKP states specifically, inline squeezing

is required to perform certain Clifford qubit gates such as the phase gate and the controlled-NOT and
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Figure 3.3: Optical implementation of the GKP qubit T gate up to global phase, following the method

from [13]. Here, in the ideal limit, [M),, , = %(6_”/8 10) giep + i /8 |1)gip)- The GKP Hadamard gate (with

operator I:I) is a /2 phase shift, and the GKP CZ gate is discussed in Appendix B.5. The output pg of the
p-homodyne measurement is processed by the function s(pg), which rounds the value to the nearest nvzh
and returns the parity of n. If n is even (odd), no phase gate (a phase gate P(s) = €ishd’/2 with s = 1) is
applied.

controlled-Z gates, as we review in Fig. B.3 of Appendix B.5. Using our formalism, we now can model realistic
noise effects from inline squeezing applied to bosonic qubit states in both the average and single-shot case.
This is useful, for example, when quantifying the build-up of noise in stitching together cluster states of
bosonic qubits using active entangling operations [22, 34|, although there exist methods for tailored clusters

that do-away with inline squeezing [128].

3.5.3 GKP T gate and Error Correction

Just as inline squeezing operations can be teleported onto a mode via the consumption of a squeezed vacuum
ancilla, non-Gaussian gates can be effected via gate teleportation using non-Gaussian ancillary states or
measurements [13, 16, 17, 19, 117-121]. As a pertinent example, we consider the implementation of the T
gate for GKP states. A single-qubit T gate is a non-Clifford gate that, in conjunction with Clifford gates,
completes the set of universal operations. Physically, in the GKP encoding, it is implemented through a
non-Gaussian transformation, the only one strictly required in the universal set. To effect a T gate via
gate teleportation, an ancillary GKP magic state M), = %(6_”/8 10) giep + eim/8 1) giep
phase space by 7/2 and entangled with the target mode at a CZ gate. Next, a p-homodyne measurement is

) is first rotated in

performed on the ancilla; the measurement outcome is rounded to the nearest nv/mh, and the parity of n
determines whether a feedforward phase gate is applied on the target mode [13]. The non-Gaussianity of the
gate enters via the ancillary GKP resource state, which has significant Wigner negativity [53]. See Fig. 3.3
for a summary, and Fig. B.3 of Appendix B.5 for decompositions of the CZ and phase gate.

We emphasize that the ancillary GKP magic state and the target GKP state can both be described as
Wigner functions of the form (3.23). The CZ and phase gates—implemented directly or via ancilla-assisted
squeezing—can be described through an average map or as a single-shot transformation, as we explored
generally in Section 3.3.3 and specifically to these transformations in Appendix B.5. Finally, a p-homodyne
measurement of the ancillary mode containing the magic state falls neatly into the formalism from Sections
3.3.2 and 3.3.3. Unlike measurement-based squeezing, we cannot write the average transformation effected by
this circuit as a Gaussian CPTP map on the original state, but we can simulate the single-shot transformation
of the gate teleportation by selecting or sampling an outcome for the last homodyne measurement and using
Egs. (3.35) and (3.37).

While we can now implement single-shot non-Gaussian operations via gate teleportation, a simple average
map for T gate teleportation is untenable for several reasons. First, the ancillary state is itself described by
a linear combination of Gaussian functions in phase space, in contrast to the single Gaussian peak of the

ancillary squeezed state used for inline squeezing. In the latter case, when the ancillary mode is added to
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the description, the weights {c,,} in the Wigner function of Eq. (3.23) do not change, since they are each
multiplied by 1, while new rows and columns for the additional mode are added to the covariances and means
of the Gaussian functions. When the ancillary magic state is added, however, in addition to new rows and
columns being added to the covariances and means, the weights and the set of indices M of the Wigner
function also change, since we must consider all the cross-terms of different Gaussian peaks in the target and
ancillary state. This means that the final resulting state after the teleportation operation has a different set
of weights than what it started with, which cannot be captured by a simple average map on each Gaussian
function. Second, when applying the feedforward phase gate, the homodyne data is processed by a highly
non-linear function because of the binning and parity check, so there would again be no opportunity for the
integration over homodyne outcomes to yield a simple Gaussian CPTP map as in Eq. (3.32).

Notice that the GKP error-correction circuit in Fig. 3.1 is just another example of a gate teleportation
circuit that can be treated by our formalism. The initial ancillary modes are GKP states, and hence can be
expressed as a linear combination of Gaussian functions; the entangling operations are Gaussian CX gates;
and the homodyne measurements and feedforward displacements are also all Gaussian. Thus, single-shot
error correction, with appropriate noise sources such as loss and Fock damping incorporated into the circuit,

can be studied using our formalism.

3.6 Simulation Methods

Having provided our general formalism in Section 3.3, and useful states and transformations in Sections 3.4
and 3.5, and Appendix B.2, we now describe our simulation methods. In Section 3.6.1, we summarize how
to track the weights, means and covariance matrices associated with the linear combination of Gaussian
functions in phase space that describes the state of the modes in a photonic circuit. In Section 3.6.2, we
detail a technique for sampling outcomes of Gaussian measurements on states in our formalism. Finally in
Section 3.6.3, we compare our simulation method to a state-of-the-art method the employs the Fock basis,

demonstrating the advantage of our formalism and method as compared to this alternative leading technique.

3.6.1 Tracking Weights, Means and Covariances

Our method for simulating states and transformations from our formalism is relatively straightforward. It

can be summarized as follows:

1. Initialize the weights, vectors of means, and covariance matrices for each mode at the start of the circuit.

For example, Eq. (B.2) provides these parameters for the cat state.

2. Combine the initial weights, means and covariances for each mode into weights, means and covariances

for the multimode state of the whole circuit as follows:

Mode 1 Mode 2 Multimode

Weight b b
eignts Qy L N Qap0p (349)
Means 177 M e D g
Covariances >y hI7A DX

This procedure can be applied recursively to build the weights, means and covariances for the full

multimode initial state.
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3. For each gate or measurement in the circuit, apply the associated transformation to the weights, means
and covariances of the state. For example, to apply the loss channel, the matrices that parametrize the
channel from Eq. (3.45) are used in Eq. (3.32). Alternatively, for a given measurement outcome on a
subset of modes, the other modes are updated using Egs. (3.35) and (3.37).

4. The output of the simulation consists of the weights, means and covariances of all the modes after the
application of transformations and measurements in the circuit, along with any of the measurement
outcomes collected along the way. Since these weights, means and covariances can be used to construct

the Wigner function of the state as in Eq. (3.23), we have access to full state information.

For some states, such as GKP and cat states, all the Gaussian peaks in the linear combination representing
that mode have the same covariance matrix. In those cases, to save memory, we need not initialize the same

copy many times, and can simply track a single covariance matrix.

In the next part, we detail our method for sampling outcomes of Gaussian measurements for states in our

formalism.

3.6.2 Sampling Outcomes of a Gaussian Measurement

To further the utility of our formalism and method for performing simulations, we now provide an algorithm
for sampling outcomes of Gaussian measurements on states that can be expressed as linear combinations of
Gaussian functions in phase space. In Section 3.3.2, we detailed in Eq. (3.27) how to calculate probability
distributions for Gaussian measurements within our formalism. An efficient algorithm exists for sampling
non-Gaussian yet positive Wigner functions under Gaussian transformations and Gaussian measurements
[100, 129]. The technique consists of first sampling a point in phase space u from the initial Wigner function
(which is possible since the positivity of the Wigner function means it can be treated as a probability
distribution), then applying a linear transformation associated with the Gaussian operation to the sampled
point w' = Su + x, and finally sampling from a Gaussian distribution associated with the measurement
operator, centred at u’. Such a technique could be useful for states in Eq. (3.23) with positive-valued weights,
and real-valued means and covariances; however, if the Wigner function has negativity, a different technique
is required. A general approach to sampling from non-trivial Wigner functions can be found in Appendix D
of [130]; however, we find that a more tailored approach one can use is a rejection-sampling technique [131].
In [132], the authors consider a rejection-sampling method for a distribution composed of real-valued Gaussian
functions with (positive or negative) real weights. Here, we extend the method to include Gaussian functions
with complex weights and means. We summarize the technique in Algorithm 1. First, we separate the peaks
into those which have negative weights and real-valued means M~ = {m|c,, < 0} N {m|S(u,,) = 0}, and
everything else {m ¢ M~ }:

p (TM; pAv EM) = Z CmG;Lm.,EMJrEm (TM) + Z Cm’Gum/,ZMJrEm/ (TM) . (350)
meM~— m/gM—

By writing pt = R(tms) + iS(tm’) we can obtain

. T -1y
')Géﬁ(um/),zmrz:m/ (TM)QZ[er%(um/)] (Em+2,0)" " S(Bm)

(3.51)

39() T (EM+E,,) 'S
Gllm/»EMJrEm/ (TM) =e2 ()™ (B +2,,0) (K,
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This allows us to define an upper-bounding function to the distribution of interest:!

p(ra i 2) < 9rm) = D emGriun).su+x,, (),
mgM—

6m = |Cm |e%S(I-"M)T(EM‘FEm)_lg(”m) . (352)

Next, we note that g(rys) is a scalar multiple of a probability distribution g (ra/):

grar) =Nq(rar), N= > . (3.53)
mgM—

Importantly, one can sample from ¢ (rys) more straightforwardly: first, one samples a value my & M~
according to the distribution p,, = &, /N; since the weights ¢,, from g(r,s) are now all positive, we can
associate them with probabilities after proper normalization by N. Next, one samples a phase space
value r¢ according to G%(umo)EMJrEmo (r). Given 7y, one then samples yo uniformly form [0, g(ro)]. If
yo < p(ro; p, X)), then ry is kept as the sampled value of p (rr; p, X ); otherwise, it is rejected and the
process is restarted until a sample is drawn.

This sampling technique leverages the form of the Wigner function of our states: we use the fact that our
distribution can be bounded above by a mixture of Gaussian functions with all-positive weights, and that it

is computationally easy to sample a value from a single Gaussian distribution.

Algorithm 1 Simulating Gaussian measurement outcomes using rejection sampling

Input: Weights c,,,, means p,,, and covariances X, of the initial state. Covariance 3, of the measurement.
Output: Sampled phase-space position outcome 7

M= ={mlem <0} N {m|S(pm) = 0}
G = |Cm|eég(um)T(EMJrEm)”%(um)
drawn < False
while not drawn do
Sample my € M~ according to p,, = ¢ /N
Sample 7o according to Gg(u,, ),y +Sm, (T)
Sample yo uniformly from [0, g(7o)]
if yo <p(ro;p,Xn) then
drawn < true
end if
end while
return rg

With the simulation methods in hand, we now compare our simulation method to simulation methods in
the Fock basis.

3.6.3 Comparison to Fock Basis Simulations

It is well-known that representing a Gaussian state in terms of its vector of means and its covariance matrix
is a more efficient representation than writing the state in the Fock basis, especially considering the energy of

the state increases under displacements and squeezing. Here, we draw a similar conclusion for the states we

INote that we do not include any weights from M~ in this bound since bounding a real-valued Gaussian with a negative weight
by a Gaussian with the absolute value of the negative weight is a looser upper bound than simply bounding it by 0.
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Figure 3.4: Simulation of two cat states passing through a lossy beam-splitter, with the Wigner function of
the first mode displayed for increasing values of .. Note the difference in scale between ¢ and p. We compare
the output of the simulation using the fock backend of Strawberry Fields with a cutoff of 50 photons (top
row), and using a linear combination of Gaussians in the bosonic backend (bottom row). While the number
of photons in the state increases with «, saturating the cutoff for the Fock basis simulation and leading to an
incorrect output, the number of Gaussian peaks in phase space that require tracking remains constant. Note
additionally that the mixing introduced by loss necessitates the full density matrix being tracked in the Fock
basis, while loss does not increase the complexity of simulation for the linear combination of Gaussians.
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Figure 3.5: Wigner functions for a [+°),, , state with e = 0.01 (20 dB of per-peak squeezing) teleported onto
a 15 dB squeezed state. We entangle the states via a CV CZ gate and and subject them 1% loss in each
mode; next, we measure the mode originally containing the GKP state in the p-basis, postselecting on p = 0.
In the top panel, we perform the simulation using the fock backend in Strawberry Fields with a cutoff
of 50 photons. In the bottom row, we employ the bosonic backend. We see that the bosonic backend can
maintain a correct description of the state even as the number of photons becomes very high due to the large
per-peak squeezing.
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have studied under our formalism. In this and upcoming sections, we implement our simulation technique in

the new bosonic backend of Strawberry Fields.

Consider that the Hamiltonian for a single mode is given by H = 1(G* + p?) = 37* = h(R + 3). This
means that the Wigner function of a Fock state |n) has an associated radius in phase space of roughly |r,| =
\/m , beyond which the function decays monotonically. This fact can also be demonstrated rigorously
using an analytic representation of Fock Wigner functions and the properties of Laguerre polynomials [133, 134].
Thus, to determine the Fock representation for a state which has a phase-space Gaussian peak at a point 7,

a conservative estimate has that we would need a photon number of at least

|7'0|2

oh (3.54)

n(rg) ~
to reach the required radius in phase space. Furthermore, Fock states beyond this value may be necessary,
for example, to shape the phase space peak for a desired level of squeezing. In the presence of realistic noise
sources like loss, the state additionally becomes mixed, requiring a density matrix rather than a state vector
representation in the Fock basis, squaring the number of elements which one needs to track. From these
considerations, we see that for a state with a phase space peak at rg, the number of elements one needs to

4
track in the Fock basis to have a faithful representation of the state scales like ‘T;fz,l .

Let us compare this Fock-basis scaling to what we would obtain by expressing our states of interest as
linear combinations of Gaussian functions in phase space. The trivial case is a Gaussian state; regardless of its
position, orientation, and level of squeezing in phase space, one need only track a 2-component vector of means
and a 2 X 2 covariance matrix. For an NV mode Gaussian state, the number of elements to track scales like
4N? + 2N—no exponential scaling since all the modes are represented by a single Gaussian function. Adding
a mode with a Gaussian state to a series of other modes with states represented by a linear combination of
Gaussian functions only increases the dimension of the covariance matrices and means by 2, but does not
change the number of weights, means or covariances one needs to track. This is especially useful for the GKP

encoding which, when combined with Gaussian states, enables universal quantum computation [36, 49].

We have shown in Appendix B.2.1 that single-mode two-lobe cat states can be represented using one
2 x 2 covariance matrix, along with four weights and 2-component vectors of means—two real-valued and two
complex-valued. Crucially, the size of the mathematical objects required for this representation is independent
of the energy of the cat state associated with «, and is invariant under Gaussian transformations. While the
covariance for N modes encoded as cat qubits scales like 4N2, the number of weights still scales exponentially,
like 4, and the number of elements in the means grows like 2N (4"V). This is still preferable to the Fock
representation, for which the number of density matrix elements scales like |a|*V; notably, the scaling for the
linear combination of Gaussians representation does not depend on the energy of the state or modifications
under Gaussian transformations. This can be valuable since, for example, the error rates for some qubit
gates on cat states can scale like 1/|a| [90], so to examine regimes of low error, one must increase the energy
of the cat state. In Fig. 3.4, we examine the case of two cat states sent through a lossy beam-splitter. We
trace out one of the modes and plot the Wigner function of the remaining mode for increasing values of
energy, as parametrized by a. We compare the results using the fock backend of Strawberry Fields using
a photon number cutoff of 50 photons per mode— going beyond this value saturates the memory of the
standard desktop terminal used for simulation—and using the bosonic backend, representing states as linear
combinations of Gaussian functions in phase space. We find that, for & = 2, the Fock representation still

works well, albeit requiring more memory and running more slowly when simulating the lossy beam-splitter.
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For a = 4 and 6, the Fock representation with 50 photons quickly becomes insufficient. This is unsurprising:
for these values of «, the action of the beam-splitter leads to Gaussian peaks in phase space at distances,
respectively, of 8/A and 12v/A from the origin, requiring, by the conservative estimate in Eq. (3.54), greater
than 32 and 72 photons for each case. In fact, although n = 32 is comfortably within the cutoff of 50 photons,
the Fock representation cannot accurately construct the Wigner function for o = 4, confirming that Eq. (3.54)

is an underestimation of the required photon number cutoff.

As seen in Appendix B.2.2, even Fock states of n photons can be approximated by n real-valued weights,
n 2 X 2 covariance matrices, and one 2-component vector of means. This is perhaps more memory-intensive
than representing a pure number state in the Fock basis; however, under Gaussian transformations such as
displacements or squeezing, or the common loss channel, representing the state by a linear combination of

Gaussians becomes advantageous.

Finally, while GKP states have an infinite number of peaks, we can consider only a finite number since the
weights in Eq. (3.43) decay exponentially under the Fock damping operator. Since the Fock damping operator
decays exponentially in Fock space, an analogous procedure can be executed to establish a reasonable photon
number cutoff. If a single-mode GKP state is approximated by a finite number of peaks, with the furthest
peak located near @(k, ¢), then the number of peaks one needs to track scales like k? 4 ¢2, and consequently
so does the number of elements for the vectors of means; by contrast, only a single 2 x 2 covariance matrix is
required. Compare this with the Fock representation, where, by Eq. (3.54), the number of density matrix
elements scales like (k2 + ¢2)2. For N modes encoded as GKP states, we track (k% + ¢2)" weights and means,
and a single 2N x 2N covariance matrix, an improvement over the (k2 + ¢2)2V scaling for the number of
density matrix elements in the Fock basis. As a demonstration of the advantage of the bosonic backend, in
Fig. 3.5 we plot the Wigner function for the output mode of a simulated CV teleportation of a high-energy
GKP state (e = 0.01, corresponding to 20 dB of per-peak squeezing) onto a p-squeezed state with 15 dB
of squeezing using a lossy CZ gate, homodyne measurement, and feedforward displacement. We see that
the fock backend is limited in the radius of phase space that it can accurately capture, while the bosonic
backend produces all peaks correctly. Moreover, the all-Gaussian nature of the teleportation circuit allows for
more efficient computation when representing the states as linear combinations of Gaussians over the Fock

representation, which requires many tensor contractions for large density matrices.

Having compared our scaling to the memory requirements for the Fock basis, we now provide a short
comment on the potential connections between our framework and techniques used for simulating qubit
circuits using linear combinations of stabilizer states. Analogously to how Gaussian states are efficient to
simulate in phase space under Gaussian transformations [135] or to how ideal, inifinite-energy GKP states
can be efficiently simulated undergoing certain Gaussian transformations [34, 52|, two-dimensional qubits
stabilized by Pauli operators (i.e. eigenstates of the operators with +1 eigenvalues, also termed "stabilizer
states") transforming under Clifford gates and being measured in the computational basis can be efficiently
simulated [136, 137]. This is because the Clifford gates map Pauli operators to Pauli operators, so one can
efficiently track how the stabilizer operators update, rather than the full state. Such circuits are not sufficient
for universal quantum computation, however; for that, one must supplement the circuits with a non-Clifford
element, typically chosen to be the T-gate, and implemented in the simulation using magic states and Clifford
elements (see Fig. 3.3 for a decomposition of the gate). The difficulty of simulating such circuits can therefore

be tied directly to the number of magic states used.

A clever technique for improving the simulation cost is to decompose the initial tensor product of magic

states into either an exact or an approximate linear combination of stabilizer states and then tracking how each
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of the operators that defines the linear combination evolves under Clifford gates [138-140]. The simulation
does not become efficient, however, since the number of operators that defines the linear combination grows
exponentially in the number of magic states (past a certain point, at least). Our formalism is reminiscent of
this technique, in that we break down our states into a linear combination of functions (albeit not necessarily
states) that can each be efficiently simulated in phase space under Gaussian transformations. Analogously to
how magic states can be combined with Clifford gates to apply non-Clifford operations, linear combinations
of Gaussian functions in phase space can be combined with Gaussian operations to effect non-Gaussian gates;
however, the memory costs of the simulation currently scale exponentially with the number of modes that are
initialized as linear combinations of Gaussian functions, analogous to the exponential scaling in the qubit case
with the number of magic states. An interesting observation from [138] was that for m < 6 magic states, one
needs to consider only 7 instead of 2™ stabilizer states in the linear combination; this motivates investigating
whether decompositions of multimode states in our formalism directly into multimode Gaussians can yield a
fewer number of Gaussian functions than single mode decompositions followed by the combination technique
given in (3.49). While a deeper comparison between these two techniques is outside the scope of this chapter,

we point to some additional avenues for future research in Section 3.8.

3.7 Numerical Simulations

Having established our simulation method and its advantage over competing techniques in Section 3.6, we
now put it to use in simulations of bosonic qubits, leveraging a numerical implementation of our method
available through the bosonic backend of Strawberry Fields [102]. In Section 3.7.1, we provide a basic
test-run of our simulator, plotting Wigner functions of and sampling from bosonic qubits. In Section 3.7.2, we
provide novel simulations of bosonic qubits undergoing realistic gate implementations, with a focus on GKP
states. For an advanced tutorial implemented by the authors on using the bosonic backend of Strawberry

Fields to simulate realistic GKP qubit gates, see [105].

3.7.1 Basic Examples: Wigner Plots and Homodyne Sampling

As a first simple demonstration of simulations with our technique, in Fig. 3.6 we plot the Wigner functions
€
for [09) g,

single-photon Fock state. For the GKP state, we can identify the following features: the Gaussian functions

with € = 0.1 (10 dB of squeezing per peak of the wavefunction), for [0%) ., with o = 2, and for the

centred near integer and half-integer multiples of /7; the positive and negative peaks determined by the
weighting function; and the per-peak variance, which is smaller than that of the vacuum. For the cat state,
we see a similar distribution to Fig. 3.2, where the interference fringes are produced by the Gaussians with
complex weights and means. Finally, for the Fock state, we see how two Gaussians, both with zero means but
with slightly different covariance matrices, can combine to form a rotationally symmetric Wigner function
with a region of negativity in the centre.

Algorithm 1 offers a straightforward method for sampling the results of general-dyne measurements of
states with Wigner functions that are expressed as linear combinations of Gaussian functions. We use the
cat With o =2,
and of a [0%),  with e = 0.1 (10 dB per peak), and plot the output in Fig. 3.7. We see that the results align

with the asymptotic marginal distributions for these quadratures. The marginals can also be easily attained

algorithm to simulate 2000 samples of ¢ and p quadrature homodyne measurements of a |0%)

in our formalism: integrating out one quadrature for a linear combination of Gaussian functions amounts to
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Figure 3.6: Wigner functions for GKP, cat, and Fock states. All figures are produced using linear combinations
of Gaussians in phase space, as presented in Section 3.4 and Appendix B.2. For the GKP state, negative
regions correspond directly to Gaussian peaks with negative weights, while for the cat state negativity is
produced by the sinusoidal oscillations of complex-valued Gaussian peaks. In the single photon case, negativity
is produced by the difference of two zero-mean Gaussians with slightly different covariance matrices.

dropping the entries associated with that quadrature from each mean and covariance matrix, as we saw in
Eq. (3.29).

For the cat state, we see the ¢ quadrature distribution is the same as for mixture of coherent states centred
at +v/2ha, since the interference fringes cancel out, while they are prominent in the p quadrature. For the

GKP state, we can clearly identify the peaks at even (all) integer multiples of v 7h in ¢ (p) quadrature.

3.7.2 Novel Simulations of Useful CV Circuits

Measurement-Based Squeezing

In Section 3.5.2 and in Appendix B.5, we examine how to use our formalism to describe measurement-based
squeezing, a feasible method for applying in-line squeezing operations. Later subsections examine gates
that employ measurement-based squeezing in more complicated circuits with bosonic qubits, but we restrict
ourselves to a simpler case to develop a clear a picture of the action of the transformation. In Fig. 3.8 we plot
the the Wigner function for measurement-based squeezing applied to vacuum. We assume that the ancillary
state has a fixed level of r = 1.2 (~ 10.5 dB) of squeezing, and that the efficiency of the homodyne detection
is 0.99. We consider three different target levels of squeezing, riarget = 0.3,1, and 2, to apply to the vacuum
state, and calculate the Wigner functions in the case of ideal, direct inline squeezing; the average map of
measurement-based squeezing; and a single-shot occurrence of measurement-based squeezing.

There are a few key observations we can make from the simulation. First, if 7¢arget is comparable to or
greater than the level of resource squeezing r, then the variance in the ¢ quadrature exceeds the desired value.
This is to be expected: Eq. (3.47) tell us that, while the level of noise in the ¢ quadrature is modulated

by 6727” (

constant across the simulations), it grows with riaeet. Next, we see that, in the average case, the
level of anti-squeezing essentially matches the ideal case. This is due to the high efficiency of the homodyne
measurement, which forces the level of p quadrature noise—proportional to 177”, per Eq. (3.47)—to be small.
Additionally, the mean in the average case matches the ideal case, as guaranteed by Eq. (3.47). Finally, in

the single-shot case, the location at which the state is centred along the p quadrature can vary on the order
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Figure 3.7: 2000 homodyne measurement samples in both

p (units of v hm)

quadratures for a cat (top row) and a GKP

(bottom row) state obtained using Algorithm 1. We compare histograms obtained from finite sampling to
the asymptotic distributions, obtained easily from the linear combination of the marginals of each Gaussian
function in the Wigner function, as in Eq. (3.29). For an intermediate tutorial implemented by the authors
on how these results can be generated with the bosonic backend of Strawberry Fields, see [104].
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Figure 3.8: For different levels of target squeezing on vacuum rarget, & comparison of the states produced from
ideal squeezing (red), the average map from measurement-based squeezing (green), and a single-shot occurrence
of measurement-based squeezing (blue). The centre and axis lengths are set by the mean and variances of
the output state. We simulate using an ancillary squeezed state of r = 1.2 (~10.5 dB), and a homodyne
detection efficiency of 0.99. A key takeaway is that the single-shot instances have less antisqueezing and a
distribution of locations for where they can be centred in phase space, indicating the level of antisqueezing
and the correct mean value observed in the average map are a result of the averaging procedure itself.

of the ideal anti-squeezing; moreover, the level of anti-squeezing in the single-shot case becomes significantly
lower than ideal as r¢arget becomes comparable to or greater than the level of resource squeezing r. This
indicates that the accurate level of anti-squeezing and the correct mean observed on average is an artifact
of the averaging process itself: the states that factor into the average have less anti-squeezing but a broad
distribution of where they are centred along the p quadrature, resulting in a broadened average output state.
The differences between ideal, average, and single-shot instances of measurement-based squeezing are crucial
to understand for realistic implementations of bosonic codes; our formalism and simulations are valuable for

such analysis.

GKP Phase Gate

The phase gate is a pertinent example of a single-mode GKP gate that employs inline squeezing, an operation
that may be performed, in practice, through measurement-based methods. In Appendix B.5.2, we provide
details for such an optical implementation. Here, we present results of a simulation of a realistic phase gate
applied to [+)

varying the level of squeezing of the ancillary squeezed state and the efficiency of the homodyne detection.

with e = 0.1 (10 dB). In Fig. 3.9, we plot the Wigner functions of the average output states,

We compare the graphs to those for |—|—i6>gkp with € = 0.1 (10 dB), which is the finite energy version of the

ideal application P [+) We find several differences. First, while the finite-energy |4:€) ¢kp Das a symmetric

gkp*
envelope in phase space, and each Gaussian peak has an isotropic spread about its mean, the application of a

phase gate to a finite-energy |+°)_, _ results in an asymmetric envelope and anisotropic Gaussian peaks about

gkp
each mean in phase space. This would be the case even if the phase gate was applied perfectly to a finite

energy state: the finite-energy |+°¢) akp 18 non-periodic due to the envelope, and each peak has finite width;
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Figure 3.9: (a) Wigner function for [+i¢),,  simulated directly with e = 0.1 (10 dB). We compare this to
a method for ideally preparing the same state by generating \—i—E)gkp with € = 0.1, then applying a GKP

phase gate P = ¢ihd’/2 Since the phase gate requires inline squeezing (see Appendix B.5), we simulate
measurement-based squeezing with various levels of ancillary squeezing and ancilla detector efficiency, which
we label in (b)-(d). We see that phase gates apply a shearing effect to the envelope and peaks of the finite
energy GKP state, with lower quality measurement-based squeezing adding additional broadening to the
peaks. This simulation was performed with the bosonic backend of Strawberry Fields.

even a perfect phase gate would cause shearing effects in both the envelope and the individual peaks, an
effect not seen in ideal states with perfect periodicity and infinitely narrow peaks. Second, as the quality of
the squeezed ancilla resource and homodyne efficiency worsen, we find that the peaks in phase space broaden,
albeit asymmetrically, decreasing the height of each peak.

The differences in the Wigner function do not tell the full story, however; we are also interested in how
they affect readout of the state. In Fig. 3.10, we plot the marginal distribution along ¢ — p and ¢ + p of three
of the states in Fig. 3.9. Recall that binning the outcome along ¢ — p to the nearest n./m and taking the
parity of n corresponds, ideally, to the a measurement in the qubit Pauli Y basis; alternatively, one can bin
the outcome along ¢ + p to the nearest ny/7 and take the parity of n + 1. This choice comes from the fact
that H &yf[ t= —0y for qubits, where 6, is the Pauli Y operator and Hisa qubit Hadamard gate operator,
effected for GKP states by a CV phase space rotation by 7/2. In practice, these two CV operators can be
measured by performing homodyne detection along % and then rescaling the outcome by /2. We find
that the choice of readout quadrature affects the probability of obtaining the correct qubit result. Because
the Wigner function is sheared in phase space, measuring along g — p results in a narrower envelope and
narrower peaks. For the purpose of qubit readout, the peak width is what matters since the likelihood of
falling outside a 0-bin does not depend on the number of peaks. The results are presented in Table 3.1. There
is a sizable drop in readout quality going from ¢ — p to ¢ + p, even though both represent the same ideal qubit
measurement. This is further confirmation that the one-to-many mapping of qubit-to-CV operators affords
GKP states an advantageous flexibility [16]. Using our simulator, we identify how to adapt the readout

strategy based on the noise to obtain a more faithful measurement of the binary qubit outcomes.

GKP to CV Cluster Teleportation

CV cluster states—multimode Gaussian states constructed by stitching together momentum-squeezed states
with CV CZ gates—are a valuable resource for measurement-based quantum computing with GKP states.
In particular, a GKP state can be added to and teleported along the cluster using the same operations as
would be used for a momentum-squeezed state [34]. The teleportation circuit begins with a GKP state and

a momentum-squeezed state interacting via a CZ gate; next, a p-homodyne measurement is applied to the
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Figure 3.10: The marginal distribution for a homodyne measurement along (a) % and (b) %, each followed
by a rescaling of the results by v/2. Binning the result to the nearest n,/7 and taking the parity of (a) n
or (b) n+ 1 effects a GKP qubit Y measurement. We present the marginals for Wigner functions (a), (b),
and (d) from Fig. 3.9. While marginal distributions along either ¢ — p or ¢ 4+ p could be sampled for a Pauli
Y measurement, the narrower peaks along g — p yield higher likelihood of falling within the correct bin,
emphasizing the value of tracking shearing effects to optimize readout fidelity.

p(reading out a qubit 0)

Simulation parameters q—7p q+p
|+ gieps € = 0.1 99.5% 99.5%
Tanc = 14 dB, /=1 99.9% 92.2%
Tanc = 6 dB, /1 = 0.95 95.2% 87.2%

Table 3.1: For the marginal distributions in Fig. 3.10, we calculate the probability of correctly identifying
a qubit 0 readout from a Pauli Y measurement, depending on whether the CV homodyne measurement

is performed along ¢ — p or ¢ + p. ¢ — p provides better readout, due to narrowed peaks in the marginal
distribution.
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GKP mode, yielding outcome pg; finally, a shift in ¢ by —pg is applied to the remaining mode. Here, we seek
to understand the dynamics of a realistic optical implementation of GKP teleportation into a CV cluster. As
discussed in Appendix B.5.2, we break apart the CZ gate into beam-splitters and inline squeezing operations
effected using measurement-based squeezing, and then investigate the effects of finite squeezing and loss in
the teleportation circuit. The circuit requires three squeezed states: the ancilla mode onto which the GKP
is teleported and the resource states for measurement-based squeezing within the decomposition of the CZ
gate. We vary the level of squeezing of these Gaussian modes, while fixing the GKP state to be |0¢) akp with
e = 0.1 (10 dB). Additionally, we vary loss within the circuit; we apply a loss channel of transmissivity n to
each mode after initialization and at the output of each of the four beam-splitters in the circuit (two for the
decomposition of the CZ gate and one for each inline squeezing operation). For the three homodyne detectors
in the circuit, we fix an efficiency of nge; = 99%.

For each value of squeezing and 1, we run 500 simulations, the teleported state output by each run
depending on the probabilistic feedforward value. Then, given the final state in each run, we measure the
qubit Pauli X and Z operators, achieved by performing homodyne measurements along p and ¢, respectively,
binning the outcome to the nearest n\/m, then taking the parity of n. Ideally, teleportation of |0) gkp ONtO a
CV cluster yields [+) g,

X, and 50% of the time when measuring Pauli Z. In Fig. 3.11 (a), we plot—as a function of squeezing and

which would return a qubit 0 outcome 100% of the time when measuring Pauli

loss—the mean probability of obtaining the outcome 0 from a Pauli X measurement. As expected, we see
that high squeezing and low loss provide the best readout. Interestingly, we also find that above 10 dB
of squeezing (an amount comparable to the per-peak squeezing of the teleported state), loss is the major
determinant of readout quality for this Pauli measurement. We are also interested in how far individual
runs can deviate from the mean probability of correct readout, so in Fig. 3.11 (b), we plot the spread of the
probability from (a) as a function of squeezing and loss. We find that the spread is quite small (only a tenth
of a percentage in the worst case), meaning that individual runs yield values close to the correct readout.
The story differs for the Pauli Z measurement. Fig. 3.11 (c¢), where we plot the spread for the probability
of reading out a qubit 0 outcome in the Pauli Z measurement, shows that there can be significant deviation
from the 50% mean value in the presence of finite squeezing and loss. While in the ideal case, every instance
of the teleportation circuit yields a teleported state that has a 50-50 chance of generating outcomes 0 or 1
in a Pauli Z measurement, finite squeezing and loss can distort the readout odds: certain instances of the
teleportation circuit (heralded by homodyne measurements of the ancillae) can cause one outcome to be
favoured by several extra percentage points. Interestingly, in contrast to the Pauli X measurement, the spread
of results in the Pauli Z measurement are more sensitive to the level of squeezing than to the level of loss.
While it is intuitive that low loss and high squeezing should yield qubit outcomes closer to ideal, it is
interesting—for this choice of initial GKP states—that that loss (squeezing) is the greater noise source for
Pauli X (Z) measurements. It is worth investigating, however, whether a different feedforward function or
postselection of outcomes can improve the faithfulness of qubit readout, and whether the homodyne outcomes
can be used to assign a confidence rating to the qubit readout of the teleported mode. Such strategies have

been explored in the context of fault-tolerant quantum computing architectures with GKP qubits [22, 35, 39].

GKP T Gate Teleportation

While Clifford gates can be performed using Gaussian resources in the GKP encoding, one requires a non-
Clifford—for GKP states, non-Gaussian—gate to achieve universality. As we discussed in Section 3.5.3, the

qubit T gate can be applied via gate teleportation using a GKP magic state |M) A realistic T gate

gkp”
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Figure 3.11: Teleportation of [0°),  onto a p-squeezed state. Ideally, the teleported state should be [+) .,
with Pauli X (Z) measurement of the state yielding a qubit 0 outcome with 100% (50%) probability. However,
with noisy teleportation circuits (loss and measurement-based squeezing in the CZ gate), each instance of the
circuit, conditioned on the probabilistic value of the teleportation feedforward, yields a slightly different state.
We simulate the noisy teleportation circuit 500 times. In (a) and (b), we plot the mean and the (log of the)
standard deviation for the probability of a Pauli X measurement yielding 0, as a function of circuit loss and
squeezing. Having found the mean probability of a Pauli Z measurement yielding 0 to be roughly 50% across
squeezing and loss levels, in (c) we provide the (log of the) standard deviation for the probability a Pauli Z
measurement yields 0.
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Figure 3.12: (a) Wigner function for a GKP magic state |M¢)

(@) |M)gp, €= 0.1 (10 dB)

(b) T-gate on | + €)gkp
no feedforward phase

(c) T-gate on | + €)gkp
with feedforward phase
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e =0.1 (10 dB). (b) Wigner function for T gate teleportation applied to [+),,, with € = 0.1 (10 dB) using
the circuit from Fig. 3.3 and postselecting on an outcome that does not require the feedforward phase gate.
(¢) Output from the same circuit, but postselecting on an outcome that does require the feedforward phase
gate. The gate teleportation circuit for the T gate with realistic components is involved, but now simulatable
using the bosonic backend of Strawberry Fields.

teleportation is no small feat: an ancillary GKP state is required in addition to the three ancillary squeezed
states for the CZ gates and the feedforward phase gate, and the multiple beam-splitters each incur loss. As
far as we are aware, no investigation of realistic T gate application has been carried out, likely due to the

difficulty of simulation. Let us close this gap.

First, in Fig. 3.12, we present the result of a T gate applied to |—&—€>gkp with e = 0.1 (10 dB); in the ideal
limit (e — 0), this should return the state M), . For sake of clarity, in this figure we assume that the CZ
gate and the phase gate are applied perfectly, but employ a finite-energy resource state

€ ; 1 —im %S
Mgy = B Z5 (™% 0) iy & /% 1) ) (3.55)
also with € = 0.1 (10 dB). In (a) we present the Wigner function for a finite energy [M¢),  to use for

comparison, while in (b) we provide the Wigner function for the output of the T gate circuit given a
measurement outcome on the ancillary GKP mode that does not require the feedforward phase. In (c), we
present the same as (b) but for an instance of the T gate circuit that does require feedforward phase. We see
that the gate works to some extent: the positive and negative peaks in (b) and (c) are in the same places as
positive and negative peaks in (a), and we recall from Section 3.4 that the logical information of the state is
encoded in the weights. However, even with the CZ and feedforward phase gate implemented perfectly, we
still see some differences between the Wigner functions. First, notice that the p quadrature variance of each
peak is now larger than the ¢ quadrature variance, even though they began as symmetric. This is because the
CZ gate adds the ¢ variance of the resource magic state to the data state. Second, in (c), there is a shearing

effect of both the overall envelope and the individual peaks due the phase gate, as also seen in Section 3.7.2.

Next, we examine the effect of finite-energy magic states on the quality of the T gate teleportation,
keeping the rest of the circuit ideal. We again simulate the T gate circuit applied to |+°¢) akp with € = 0.1
(10 dB), this time varying the value of ¢ for |M¢€) gkp- For each €, we perform 500 simulations, each time

producing a different output state based on the probabilistic measurement of the ancilla. For the output state
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Figure 3.13: Mean probability of obtaining a qubit 0 outcome from different Pauli operator measurements
after applying a T gate to |—|—6)gklO with e = 0.1 (10 dB). We vary the per-peak squeezing of the GKP magic
resource state and see how well the qubit readout matches the ideal readout values for the Pauli operators
(dashed lines). We see that a per-peak squeezing on the order of 11 dB (close to that of the data state) is
sufficient to retrieve correct readout to within 1%. The simulation provides another example of the usefulness
of having two methods for performing Pauli Y measurements, as seen in Fig. 3.10; homodyne detection and
binning along ¢ — p yields a more faithful outcome.

of each simulation, we calculate marginal distributions in phase space to determine the probability of reading
out a qubit 0 outcome for the four Pauli measurements (three Pauli operators, and two ways of measuring
Pauli Y). In Fig. 3.13, we plot how the mean probability of obtaining a qubit 0 readout value for the Pauli
measurements varies as a function of the magic state’s finite energy parameter e. We additionally provide
what the ideal probabilities for readout should be for the Pauli measurements. We find that, with smaller
epsilon (increased per-peak squeezing), the statistics become more closely aligned with the ideal values, along
with less variation in the output state of each instance of the circuit, with € on the order of 11 dB seeming to
be sufficient to achieve correct readout to within 1%. It is good news that the quality of magic state required
is not significantly higher than that of the data state. We also note that measuring the Pauli Y operator by

performing homodyne along ¢ — p again yields more faithful readout of the qubit outcomes.

Finally, we perform the same simulation of a GKP T gate applied to |+°¢) this time implementing the

)
CZ and phase gates using realistic components: lossy beam-splitters, inefﬁcgiepnt homodyne measurements,
and measurement-based squeezing. We fix the magic state to have e = 0.1 (10 dB); we set the efficiency for
the four homodyne measurements (three for measurement-based squeezing in the CZ and feedforward phase
gate, and one on the ancillary magic state) to be 99%; and we choose a squeezing level of 12 dB for the three
squeezed states used for measurement-based squeezing. We investigate how the Pauli operator readout varies
with respect to a loss parameter 77, which we apply in multiple places throughout the circuit: right after each

state (GKP or squeezed) is initialized and after each beam-splitter.

A few comments are in order. First, in the case of no loss, we already see that the readout is not as good

as when the CZ and phase gates are applied perfectly; this is undoubtedly due to the change from idealized
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Figure 3.14: Mean probability of obtaining a qubit 0 outcome from different Pauli operator measurements
after applying a T gate to |+°) akp with e = 0.1 (10 dB). Here, the gate teleportation is effected using imperfect
optical elements (see Figs. 3.3 and B.3 for circuit breakdowns). We fix the ancillary magic state to have the
same € as the data state; we employ 12 dB squeezed states for measurement-based squeezing, and set the
homodyne efficiency to 99%. We see how readout changes as we vary 7, which parametrizes the loss channel
we apply after each of the five states are initialized and after each of the five beam-splitters.

squeezing to measurement-based squeezing; even with squeezed resource states of 12 dB, the readout has
room for improvement, motivating deployment of even more highly squeezed states. Second, as loss per
optical element is increased, the readout quality quickly deteriorates. This is likely due to the number of loss
channels the data state undergoes, since it must pass through four beam-splitters to perform the teleportation.
Notably, only the Pauli Z readout is still close to the desired value, but this is coincidence: a broad, noisy
distribution is essentially uniform over the bins applied to the quadrature outcomes, resulting in a 50% chance
of reading out a logical 0 from a Pauli measurement. The sensitivity of the optically-teleported T gate to
loss, due to its many components, is additional motivation for pursuing passive optical implementations of
computing with GKP states [128]; by potentially eliminating in-line squeezing, these architectures reduce

opportunities for loss and noise brought in by measurement-based squeezing.

3.8 Summary and Open Problems

In this chapter, we have introduced a formalism for simulating continuous-variable quantum states. At its
heart is a representation of these states as linear combinations of Gaussian functions in phase space. This
novel framework can be used to analyze and simulate valuable classes of CV states, namely bosonic qubits
like GKP, cat, and Fock states, under realistic transformations. Our mathematical framework inherits the
simplicity and convenience of the Gaussian CV formalism, requiring only to track how transformations and
measurements update the weights, means, and covariance matrices of the Gaussian functions in the linear
combination. In addition to the straightforward inclusion of Gaussian channels in our formalism, a salient

class of non-Gaussian transformations and measurements—photon-number-resolving measurements and gate
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teleportation for GKP and cat qubits—can also be simulated using our framework.

Enabled by our formalism, we provided simulation methods that outperformed state-of-the-art CV
simulators that employ the Fock basis. Using our new method, we were able to perform novel simulations of
bosonic qubits in realistic settings, informing future design decisions for quantum computers based on bosonic
qubits. We focused on GKP qubits, examining how they transform under gates that leverage measurement-
based squeezing, how they interface with CV clusters, and how they transform under non-Clifford gates
implemented via gate teleportation. While we only investigated how the readout of Pauli operators was
affected in these settings, we emphasize that our simulator outputs complete state information in the form of
the elements required to construct the Wigner function, which can be used as input to other simulators or to

more advanced analytical tools, such as the modular subsystem decomposition [61, 63].

Numerical simulations leveraging our formalism and methods were performed in the new bosonic backend
of Strawberry Fields, an existing feature-rich Python library for simulating CV optical circuits. The
backend, implemented by the authors, is accessible through a user-friendly frontend of the public repository
[102], along with some tutorials on its use [103-105]; we hope this encourages exploration by those interested

in CV quantum information.

We anticipate several useful applications of our work. For one, our new formalism will prove valuable
in the design of circuit modules for quantum computers that employ bosonic qubits, as it can identify, for
example, where losses need to be reduced in a circuit, or what level of ancillary squeezing is required to
attain a target gate fidelity. While our focus in the simulations has been on GKP qubits, similar analysis
of realistic gate application for cat states can be performed. Second, it is known that in optical settings
where deterministic high-order nonlinearities are currently lacking, bosonic qubits will need to be produced
probabilistically in the near term. There are promising heralded state generation techniques that involve
photon-number-resolving measurements on some modes of a multimode Gaussian state [16, 59], a scenario
which we have already discussed falls neatly within our formalism. Previous investigations and optimizations
of this technique were limited by the speed and memory limitations of the Fock basis; a straightforward
extension would be to use our new formalism to develop these bosonic state preparation methods even further.
Yet another state preparation proposal for GKP states relies on interacting or “breeding" cat states with
beam-splitters and homodyne measurements on some of the modes [58, 141]. Since the circuits in those
protocols consist of Gaussian transformations and measurements applied to cat states, our formalism applies

here too.

Finally, there are several avenues for future research. First, it is worth investigating the connection between
other analytical representations of CV states (such as Riemann-Theta functions for GKP qubits [36, 50], or
the shifted Fock basis representation of cat states [90]) and the ones we have presented here to identify any
additional opportunities for faster or more accurate simulation. Second, for the class of states and maps that
we have considered, it would be of interest to determine the exact mathematical conditions for physicality
in terms of the parameters of the states (weights, vectors of means and covariances matrices). Moreover,
while we considered a wide class of transformations which fall under this formalism, it would be valuable to
determine the most general class of transformations which can be reduced to manipulating the weights, means
and covariances of the Gaussian functions in the linear combination. Third, it would be fruitful to conduct
a deeper analysis of connections between our framework, the stabilizer formalism [136, 137] and the sum
of stabilizer states technique [138-140] that are used to speed up simulations of qubit circuits. Specifically,
it would be worthwhile to determine whether it is possible for finite-energy GKP stabilizer states to be

efficiently simulated under GKP Clifford operations—we already know it to be possible for their infinite-energy
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counterparts [52]. Additionally, we chose to express our states as sums of Gaussian functions, each individually
easy to simulate in phase space; however, it is also known that some Gaussian states can be distilled into
GKP magic states [36], meaning those Gaussian states must lie outside the qubit space stabilized by GKP
Pauli operators. Therefore, it would be interesting to determine how Gaussian states can be expressed as
linear combinations of GKP qubit stabilizer states and compare the simulation scaling in that case. Lastly,
large-scale simulation of bosonic qubits under realistic noise models is challenging due to exponential scaling.
Our formalism is a step towards numerically tractable models capturing some of those effects, either by
developing suitable approximations of the states based on the mathematical framework provided, or by using
the simulator to develop more detailed models for the evolution of qubit-level information or noise, then
leveraging existing work in the field of quantum fault-tolerance for qubits.

Armed with a deepened intuition of the phase space behaviour of GKP states, and with the state
preparation technique provided in Chapter 2, we now move to introduce and analyse a photonic architecture

for fault-tolerant quantum computing based on GKP states and Gaussian resources.
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Chapter 4

Noise Analysis for a Fault-Tolerant

Photonic Quantum Computer

This chapter is based on [22], co-authored with Rafael N. Alexander, Michael Vasmer, Ashlesha Patil, Ilan
Tzitrin, Takaya Matsuura, Daiqin Su, Ben Q. Baragiola, Saikat Guha, Guillaume Dauphinais, Krishna K.
Sabapathy, Nicolas C. Menicucci, Ish Dhand. The work was collaborative, and published in Quantum. My
work was mainly supervised by Krishna K. Sabapathy, Nicolas C. Menicucci and Ish Dhand. Rafael N.
Alexander and I shared first authorship. My main contributions were in performing derivations for the noise
model discussed in Sections 4.3 and C.1, designing the inner decoder discussed in 4.3, determining weight
assignments for the outer decoder as given in C.3, and writing various sections and the appendices of the
paper. The numerical simulations in 4.4, based on these decoding strategies I contributed, were performed by
Michael Vasmer and Guillaume Dauphinais. I have included summaries of sections of the paper where I was
not a main contributor as part of the background material in the chapter (Section 4.2), since my contributions
would lack important context without review of these sections. The work benefited from helpful discussions

with Xanadu colleagues.

4.1 Introduction

As discussed in Chapter 1, photonics is a promising platform for quantum computation due to its potential
to scale and network devices, and due to the flexibility in choice of error correcting code. In this chapter, we
consider a photonic architecture for fault-tolerant quantum computation relying on Gottesman-Kitaev-Preskill
(GKP) and Gaussian states of light. The architecture relies on the probabilistic but heralded GKP state
preparation scheme from Chapter 2, and the noise analysis is informed by the representation of GKP states
as linear combinations of Gaussian functions as presented in Chapter 3.

Current architectures for scalable and universal photonic quantum computing live on two extremes.
The first type of architectures [34, 142] aim to use a division of labor between Gaussian and non-Gaussian
resources (see Table 4.1). The Gaussian resource is provided by easy-to-generate and scalable CV cluster
states, which are multi-mode Gaussian states stitched out of squeezed vacuum states [143]. There has
been substantial progress in designing and deterministically generating CV cluster states in one [144-146],
two [147-151], and higher dimensions [95, 152, 153]. In each of these architectures, the quantum information

is encoded in a bosonic qubit introduced by Gottesman, Kitaev and Preskill [13], due to its ability to
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Table 4.1: Examples and implications of Gaussianity and non-Gaussianity in the context of measurement-based
quantum computing with GKP qubits. Note that only the generation of GKP qubits requires cryogenic
temperatures in our architecture. Qubit Clifford gates are effected with CV Gaussian transformations; qubit
Pauli measurements are performed with CV Gaussian measurements; and non-Clifford gates require ancillary
GKP magic states plus Gaussian transformations and measurements.

Gaussian Non-Gaussian
States g-/p-squeezed; CV cluster states GKP computational and magic states
Transformations squeezing; displacement; linear optics None
Measurements homodyne PNRs
Used t . .
, -sec to Clifford gates Non-Clifford gates
implement
Experimental “Fasy”; room temp.; deterministic “Hard”; cryogenic temp.; probabilistic
Characteristics Y P > CTYoB P P

interface deterministically with the CV cluster state via the same entangling operations that generate the
cluster. Clifford circuits—which make up the majority of operations required for a fault-tolerant quantum
computer—can be implemented via measurement-based quantum computation (MBQC) on the CV cluster
state. While the entangled resource state need not be composed entirely of bosonic qubits, a truly on-demand
supply of GKP encoded states is still required; they provide the necessary non-Gaussianity, implement
non-Clifford gates, and correct CV errors. Thus far, prior work has required that such qubits can be supplied

and coupled to the cluster state deterministically at regular intervals.

The second type of architectures includes the schemes developed for the cat-basis encoding [94, 154], the
GKP encoding [35, 38, 44], and the dual-rail encoding [14, 91, 155]. While these architectures can provide an
extra resiliency to noise, they must contend with the non-deterministic generation of individual qubit states,
particularly in the former two cases where the states have a complicated structure. The latter case has the
added challenge of non-deterministic entangling or “fusion” gates, which are required to grow a cluster state.
Each qubit gate is eventually implemented by consuming probabilistically generated photons, which imposes
formidable multiplexing requirements for cluster state generation—unlike schemes for generating CV cluster

states.

In light of these two approaches, it is important to devise a scheme that combines the best of both worlds.
In this chapter, we consider a hybrid CV /bosonic qubit cluster state where each mode is probabilistically
encoded as a GKP qubit or as a squeezed state. This approach leverages the deterministic generation of
squeezed states and their ability to entangle with either another squeezed state or a GKP state via the same
deterministic operation [34], as well as the error-correcting capabilities of GKP states, while accounting
for the current state of theory and technology for their preparation in the optical domain. The numerous
procedures for generating optical GKP states that have been proposed tend either to be non-deterministic,
as they rely on post-selected measurements directly [16, 17, 19, 20, 74, 156] or indirectly [58, 59, 141]; or
require the experimentally challenging conditions of coherent interactions with matter [60, 157] or extremely
strong optical nonlinearity [157]. Recent advances in photon-number-resolving (PNR) detectors [57, 158-160]
have substantially improved the viability of the post-selection approach in the near term, with methods
based on Gaussian boson sampling (GBS) [16, 17, 19, 20| now within reach of state-of-the-art optical devices.

Low-probability sources can be improved with the help of multiplexing at the cost of an increased overhead.

Here, we propose an architecture for measurement-based quantum computing that possesses the advantage
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of CV-based schemes and yet is compatible with probabilistic GKP qubit sources. We consider a hybrid CV
cluster state where each mode is substituted with a GKP qubit at random and with probability (1 — py)—or
said the other way, a qubit cluster state where each node is substituted with a squeezed state with swap-out
probability py. The precise state we consider is the lattice from the Raussendorf, Harrington, Goyal (RHG)
model [161-163], but our scheme can readily accommodate other error-correcting codes. Our use of CV
resources affords us an important alternative over existing approaches, wherein a qubit that failed to be
produced must be erased from the lattice. Instead, we replace the no-show qubit with a squeezed vacuum state:
it can still encode logical information (albeit not as well as a GKP state [61]) but has the distinction of being
Gaussian and thus easily producible !. This approach—one of the main innovations in this chapter—propels
us beyond existing fault tolerance methods, such as those that rely on lattice renormalization to deal with
defects [164-167]. To characterize the robustness of our architecture as a function of pg, we perform Monte
Carlo simulations of our architecture operating as a quantum memory. We observe a minimum required
squeezing of 10.5dB or a maximum tolerable swap-out probability of py &~ 0.236; for an experimentally
accessible squeezing value of 15 dB [87], our simulations suggest a swap-out threshold of py ~ 0.133, which
translates to substantially reduced multiplexing requirements for GKP generation. In part these result stem
from a tailored decoding procedures that we present and which allow us to perform fault-tolerant computation
on our hybrid resource state.

This chapter is structured as follows. Section 4.2 provides the necessary background, a summary of a planar
architecture that could be used to generate the entangled resource state, and a review of how fault-tolerant
logical-level computation can be performed. The method to implement quantum error correction, including a
specialized decoder for the hybrid lattice, is presented in Section 4.3. Section 4.4 presents the fault-tolerance

thresholds for our architecture. We discuss open challenges in Section 4.5.

4.2 Background

In this section, we review the pieces required for the analysis of our photonic fault-tolerant quantum computing
architecture. In Section 4.2.1, we review GKP qubits, a proposal for their probabilistic generation via Gaussian
Boson Sampling devices, and their ability to interface with CV cluster states. This leads to Section 4.2.2
where we review the measurement-based quantum computation formalism, and summarize Section V of [22]
detailing how logical gates can be performed in our architecture. In Section 4.2.3, we provide a summary of
Section III from [22] which outlines how modular planar chips can be used to generate the hybrid CV/GKP

resource state of our architecture.

4.2.1 Qubits Encoded Into Bosonic Modes

Gottesman-Kitaev-Preskill (GKP) qubits

Bosonic qubit encodings are two-dimensional subspaces within the infinite-dimensional Hilbert space of a
bosonic mode. Good choices of this two-dimensional subspace allow for experimentally convenient ways of
preparing the encoded qubit states, implementing desired unitary gates, and faithfully performing measurement
readout. In some cases, the redundancy of the full infinite-dimensional Hilbert space can even be leveraged

to detect and correct CV errors — random Gaussian displacements, rotations, and photon loss, for a few —

1We cannot replace all modes with squeezed vacua because that would negate the error-correction benefits of the encoded
qubits [135].
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without destroying the encoded information. Examples of bosonic codes include GKP [13], dual-rail [14, 97|,
cat [96, 168], hypercat [169, 170], binomial [171], and general rotation-symmetric codes [98].

For reasons we will describe, our architecture exploits the GKP encoding, which we have extensively
reviewed in Section 2.2 and Section 3.2.3. For notational convenience we restrict our discussion to square-
lattice GKP encoding but the results can be generalized to GKP states on other lattices. In their ideal form,
the GKP qubit states |0),,, and |1),, , are defined as Dirac delta combs with a spacing of 2,/ in position
space [13]:

) gp = > 120+ m)V/7) s 11 =0,1. (4.1)

As previously reviewed, the chief advantage of GKP states is that qubit Clifford operations map to CV
Gaussian operations, which can feasibly be implemented deterministically using linear optical elements,
homodyne detection, and Gaussian states of light [13]. In Appendix C.2, we provide optical circuits for the
application of GKP qubit gates in detail. Deterministic all-optical entangling gates are a distinct advantage
of the GKP encoding over dual-rail encoding schemes [14]. Moreover, since qubit Pauli measurements
correspond simply to homodyne measurements, the computational module has the potential to operate
at faster speeds and higher efficiencies than architectures relying on photon-counting detectors [87, 172].
Non-Clifford operations require a non-Gaussian resource. Unitary implementations of the T gate can be
achieved using a cubic-phase interaction, though this is difficult in practice [120], and does not perform
well for finite-energy states [62]. As an alternative, T' gates can be performed through gate teleportation by
preparation of a GKP magic state [13], which we also review in Appendix C.2. Unfortunately, ideal GKP
states are non-normalizable states with infinite energy, so we must consider their approximate, finite-energy
versions as reviewed in Section 2.2.2 and given in Eq. (3.20). While finite-energy effects will be ever-present
in any real implementation, the noise they introduce does not preclude GKP states from being useful for

error correction and fault-tolerant quantum computation [15, 33, 34].

Using bosonic codes as the physical qubits for a fault-tolerant quantum computing architecture provides
two tiers of protection from noise. The first comes from the bosonic code itself. GKP qubits possess a
degree of intrinsic robustness to those bosonic noise channels that result in small displacements (relative to
the /7 lattice spacing) in phase space. This includes weak levels of photon loss, the dominant error mode
for quantum communication [15, 28]. Any shift that is less than half the lattice spacing (1/7/2) can be
corrected by non-destructively measuring the GKP stabilizers—which are 2,/ shifts in either position or
momentum. This CV error-correction procedure outputs continuous syndrome data, which can be used to
undo the displacement with the help of a decoder. Noise that leads to larger displacements can result in
errors that are undetectable by measuring only the GKP qubit stabilizers. In the fault-tolerant regime, these
larger displacements are much less likely to occur, and so occasional errors on GKP qubits can be corrected
by applying the second layer of protection: a qubit quantum error-correcting code. Implementing these codes
requires only Clifford gates and Pauli measurements, both of which are easy (Gaussian) for the GKP qubit

encoding.

An essential part of any quantum error correction procedure is the decoder, which specifies the recovery
operation that has to be applied for given syndrome data. The two-layer structure of the error correction
described above requires two stages of decoding. The first of these stages translates continuous GKP-stabilizer
syndrome data into the operations required to return to the GKP code subspace housed in each mode,
up to qubit-level errors. It can also provide some detailed information about the relative likelihood of

different discrete qubit-level errors [35]. The second stage maps syndrome data obtained from measuring
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the higher-level qubit-code stabilizers to a qubit-level recovery operation. To avoid confusion, we refer to
the former as the inner decoder, and the latter as the outer decoder. Decoders that are tailored for our

architecture are described in more detail in Sections 4.3.2 and 4.3.3, respectively.

Measurement-Based Quantum Computing with CV Cluster States and GKP Qubits

Modes of light are not well suited to serving as stationary quantum data registers. Optical modes can interact
with only a few optical elements before they must be measured or else lost. Fortunately, this constraint is
compatible with the measurement-based model for quantum computing, where each quantum data register is
entangled to a constant number of others, and then measured at a detector—the entire computation being
specified by which measurements are chosen. Here we review relevant details and terminology on CV photonic
measurement-based quantum computation.

Measurement-based quantum computation in the qubit setting involves preparing an entangled resource
state (most commonly, a cluster state [173]), and performing a sequence of single-site adaptive measure-
ments [174]. These cluster states are specified by a graph; for each node a qubit is prepared in the |+)
state and for each edge a CZ gate is applied. Cluster states are said to be universal resources if they enable
universal quantum computation when given access to adaptive single-site measurements.

This paradigm can be generalized to the CV degrees of freedom present in a bosonic mode: CV cluster
states are Gaussian entangled states that enable CV measurement-based quantum computation via local
measurements [143]. The simplest of these are referred to as canonical CV cluster states [175], which are
constructed by applying controlled-Z gates €4®9 to momentum-squeezed vacuum states. CV cluster states
with any graph can be generated on demand since both the controlled-Z gates, and the preparation of
momentum-squeezed vacuum states can be implemented deterministically.

Ideal CV cluster states cannot be normalized and correspond to unphysical infinite-energy states. In a
similar way to the GKP qubit, the approximate nature of physical CV cluster states can be captured by a

finite-width Gaussian envelope structure of the state’s position space wavefunction:
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where V is a real symmetric adjacency matrix corresponding to the cluster state’s graph and €/2 is the
variance of each momentum-squeezed vacuum state in the momentum quadrature. The case of € — 0
corresponds to the infinite squeezing limit.

Note that the CV controlled-Z gate €/4®9 is common to both the GKP qubit encoding and canonical CV
cluster state generation. Therefore it is possible to generate a hybrid cluster state with nodes comprising
momentum-squeezed states, GKP qubits, and their common CZ gates [34]. This is one of the key concepts

that enables computation with our hybrid resource state.

4.2.2 Cluster States: Fault Tolerance and Logical Computation

That quantum information can be processed reliably in the presence of noise is key achievement of quantum
error correction (70, 176]. Given a logical circuit to be implemented, the idea is to redundantly encode the

information content of the logical qubits into larger collections of physical qubits and perform computation on
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Figure 4.1: A primal cell of the RHG lattice, i.e., a 2 X 2 x 2 stack of unit cells (blue), with the dual cell
identified in the middle (yellow). The nodes and edges which overlap are highlighted in green. The faces
of the cells are also called primal or dual, and comprise primal or dual boundaries. In surface code terms,
smooth (rough) boundaries end on the faces of primal (dual) cubes. All the links are CZ gates.

these collections. If physical qubits of sufficient quality are available and if sufficiently precise operations and
measurements can be performed on these qubits such that the noise strength remains below the threshold of
the specific code used, then the logical quantum circuit can, in principle, be applied with arbitrarily high
precision [177-179].

In practice, it is often desirable to choose a quantum error-correcting code capable of tolerating a high
error rate and not requiring long-ranged connectivity between physical qubits. The surface code [180, 181] is
a commonly used code because it has both these properties, enjoying a high threshold of ~ 1% [182-184] and
only needing nearest-neighbor connectivity of qubits in two spatial dimensions. However, optical quantum
computing architectures are better suited to measurement-based approaches to quantum error-correcting
codes, often implemented using cluster states corresponding to foliated (i.e., layered) lattice sheets. Perhaps
the best studied cluster-state based error-correcting code is the RHG lattice [161-163]. In the foliated picture,
it can be thought of as alternating so-called primal and dual sheets of 2D cluster states that encode the
surface code. This special topology is what leads to fault tolerance: error detection and decoding involve
multiple mutually entangled layers at a time. The RHG lattice serves as a good first candidate to study for
our architecture because not only is it universal for MBQC, but it has high fault-tolerant computational error
thresholds (< 1%). A full fault-tolerant computation can be performed on the RHG lattice with the help of
the RHG scheme [161-163, 185]. A schematic of the RHG lattice is presented in Fig. 4.1.

A subject of growing interest is to consider a two-layer encoding: bosonic qubits concatenated into a qubit
cluster 35, 38, 39, 41, 42, 47, 48]. The main motivation here is that CV errors larger than those the inner
bosonic code can handle are picked up and corrected by the outer qubit code. Gate-based models for the
concatenated GKP-surface code catering to a superconducting platform were considered in Refs. [39, 41, 47, 48].
Measurement-based quantum computation using GKP qubits encoded in a cluster state compatible with
a photonic architecture was considered in Refs. [35, 38]. The approach was to generate a 3D cluster state

to implement a measurement-based analogue of the surface code using GKP qubits. The cluster state was
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generated using a post-selection (fusion-based) approach that is non-deterministic by nature. This work
also introduced an analogue quantum-error-correction scheme, where the real-valued measurement outcome
from the homodyne measurement was explicitly used in the decoding procedure. The errors considered in
Ref. [35] are finite squeezing effects in the GKP state preparation along with a Gaussian random displacement
noise. More realistic noise, such as loss in the entangling gates and the homodyne measurements, was also
considered in Ref. [38]. Furthermore, the GKP state preparation is considered to be deterministic and the
final state generated is a connected cluster populated only by GKP states.

While the focus of this chapter is on error correction for a quantum memory (i.e. no logical gates are
applied), for completeness, we briefly review how logical qubits are encoded and gates are performed in the
RHG lattice using the lattice surgery method [186—191]. For complete details, we refer to Section V of [22].

The essential elements of lattice surgery in our architecture are [22, 190]:

1. Logical qubits: patches of physical qubits, disentangled from the rest of the lattice via Pauli Z
measurements, define a logical qubit, with the code distance given by the shortest width of the
patch. Patch boundaries ending on primary (dual) lattice faces are termed smooth (rough) boundaries.
Initializing a logical |+) (|0)) corresponds to measuring the first temporal layer of a patch in X (Z). Recall
that in the GKP encoding, Pauli X (Z) measurements correspond simply to homodyne measurements

in p (¢) quadrature.

2. Logical Z and X gates and measurements: chains of bit flips, applied in software, between smooth
(rough) edges implement logical Pauli X (Z) gates. Measuring primal/dual sheets in Z/X (X/Z)
implements a Pauli Z measurement, with the outcome given by parity along the same chains that define

logical operators.

3. Entangling gates: patches can be merged by switching all the Z measurements between patches to X
measurements, yielding a single logical qubit out of two logical qubits, with the state given by the two

preceding logical qubits. This operation can be used to construct a logical CNOT gate [186, 190].

4. State injection: non-Clifford logical gates can be implemented by injecting a physical magic state into
the RHG lattice, using patch mergers to augment the single magic state up to a whole logical qubit

magic state of correct code distance, then using gate teleportation to apply a non-Clifford gate.

4.2.3 An Architecture for Photonic Quantum Computing With Hybrid Re-

source States

This section summarizes the different components of our architecture. For complete information, we refer to
Section III of [22]. The architecture comprises four modules, which we now survey. The first two modules are
entirely dedicated to the preparation of single-mode GKP and squeezed states; entanglement into the cluster

state and measurement are relegated to the third and fourth modules.

State preparation

The state preparation module generates high-quality GKP qubits, albeit with low probability. GBS devices (see
Fig. 4.2) are promising probabilistic sources of GKP qubits, among other non-Gaussian states [16, 17, 19, 20]
(see also Chapter 2). GBS state preparation consists of sending N displaced squeezed vacuum states into a

general interferometer on N modes, followed by PNR detectors on N — 1 of the modes, as depicted in Fig. 4.2.
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Figure 4.2: GBS devices for state preparation. (left) A single integrated photonic device implementing
GBS-based preparation of non-Gaussian states based on the schemes presented in Refs. [16, 17, 19, 20] and in
Chapter 2. Here, the ellipses on the left represent on-chip sources of squeezed light (such as ring resonators);
the intersecting lines emanating from the sources represent the waveguides of the interferometer with purple
rectangles at intersections between lines denoting beamsplitters; the half-circles on the right represent PNR
detectors. The emitted light from one output port is in a chosen non-Gaussian state subject to obtaining the
correct click pattern {n;} at the PNR detectors connected to the remaining output ports. The double purple
lines represent classical logic, which is used to trigger a switch on the emitted port. (right) A simplified
representation of a single GBS device.

The number of modes, the displacement, squeezing, and inteferometer parameters, as well as the photon
number pattern at the PNR detectors, can all be tuned so that the device can herald the desired high-fidelity
non-Gaussian output state. This procedure exploits the non-Gaussianity of PNR detectors and can generate
arbitrary logical single-qubit states for a variety of bosonic encodings, including the GKP and cat encodings.
Since the generation of the desired state requires a particular pattern of photon number detection outcomes
to be observed, the generation is non-deterministic but heralded.

As a concrete example, consider that small-scale GBS devices made up of 3-mode interferometers, two
PNR detectors registering up to 7 photons, and three momentum-squeezed vacuum states with up to
12 dB of squeezing have the potential of producing |OA)gkp GKP states with A2 = 0.1 (Agp = 10dB , for
A = 10~4a8/20) with a fidelity of 76% (92%, and 96%) and heralding success probability of 2.1% (0.4% and
0.1%) [16]. We see here a fidelity-probability trade-off for a fixed number of modes. Comparable results are
observed for the preparation of finite-energy GKP magic states. As discussed next, these sources can be

multiplexed to obtain higher rates of generation, as we detail in Section 4.2.3 for our architecture.

Multiplexing

The multiplexing module boosts the qubit generation rates and, in the event of a qubit generation failure,
substitutes in a momentum-squeezed vacuum mode. For a fixed required fidelity, the generation rate for
GKP states can be boosted to arbitrary desired probability values 1 — pg by using spatial multiplexing, as
illustrated in Fig. 4.3. Multiplexing requires active feed-forwarding of PNR detector outcomes, which can be
implemented using 2 x 2 “crossbar" switches that effect either the identity or SWAP gate. A binary tree of
these kinds of switches is sufficient to move a successfully prepared state into the correct output port [192].
In the event that no GBS device successfully produces a GKP state, we include an additional switch at the
output of the multiplexing device which can swap in a momentum-squeezed state to replace the output of the

multiplexed GBS devices, as shown in Fig. 4.3.

Computational

The computational module implements the deterministic entangling operations, thereby enabling universal
and fault-tolerant measurement-based quantum computation. The first step in the generation of the resource

states is to create one-dimensional hybrid cluster states that extend in the temporal direction. Recall from
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Figure 4.3: Multiplexed state generation. Multiplexed GBS devices for increased rate of state preparation.
The multiplexer consists of a binary tree of 2 x 2 switches that either implements an identity or SWAP gate
on each optical mode, moving a successfully generated GKP state to the correct output port. If no GBS
device produces a GKP state, we swap the output of the multiplexing device for a deterministically generated
momentum-squeezed state (depicted by the ellipse on bottom left). The right-hand side shows the simplified
diagram for the hybrid quantum light source. Note that the classical information wire is suppressed.
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Figure 4.4: Generating 1D qubit cluster in the time domain. (a) On the left, a ‘GBS factory’
comprising multiplexed GBS devices is used to generate the sequence of pulses, where each pulse contains
either a GKP |+) state (red dot) or a momentum-squeezed state (blue dot). Each input interacts with the
previous input (which is in the loop) via a C'Z gate, enters the loop mode via the swap, interacts with the
next mode, and then is swapped into the output mode by the same swap. (b) Simplified diagram for 1D
time-domain cluster state source.
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Figure 4.5: Generating the RHG lattice. (a) Chip layout to generate the hybrid RHG lattice. Light
from three kinds of sources is incident on the chip. The red triangles with circles are sources of hybrid 1D
cluster states in the time domain, with a sequence of entangled qubits being emitted at a time delay of .
The remaining yellow and green triangles are simply qubit sources, but these sources fire only at a time
interval of T' = 27, with yellow sources firing only at the (2n — 1)7 times and the green sources firing at
the (2n)7 times. The lines on the chip represent C'Z gates. The yellow C'Z gates are turned on only at odd
times and the green ones at even times. Together, these qubits and gates generate the different layers of
the RHG lattice and the connections between them. (b) A representation of two layers of the RHG lattice.
Recall that the dots represent individual computational qubits and the connections between them show
the entanglement. Here the two sub-figures represent the even and odd layers of the RHG lattice. (c) A
spatio-temporal representation of the hybrid RHG lattice generated by the chip of (a).

Section 4.2.1 that both GKP qubit cluster states and CV cluster states require C'Z = €'4®9 gates. Given a
single physical C'Z gate (implemented via beam-splitters and squeezers as shown in Fig. C.1) and a swap gate,
a linear cluster state can be generated in the time domain using optical delay lines [193-195], as depicted in
Fig. 4.4a.

Next, additional C'Z gates are implemented in the two spatial dimensions to generate the 3D structure
of the RHG lattice. Consider a 2D spatial array of 1D time-domain cluster state sources, interspersed by
additional state-preparation modules and connected in the spatial domain by a nearest-neighbor array of
optical C'Z gates, as shown in Fig. 4.5a. These extra state-preparation modules are broken into two sets,
indicated by the green and yellow coloring in Fig. 4.5a. Half emit states at even clock cycles, and the other
half emit at odd. The C'Z gates are also divided into two sets—indicated by green and yellow coloring
in Fig. 4.5a—and are applied during even and odd clock cycles, respectively. Thus, the additional spatial
connectivity of the lattice for even and odd clock cycles is as shown in Fig. 4.5b. The resulting cluster state
has a lattice structure, as shown in Fig. 4.5¢ in (2+1)-dimensions. After traversing through the C'Z gates, all

modes are sent to homodyne detectors.

Photonic quantum processing unit (QPU)

The photonic QPU module performs homodyne measurements on the generated resource state in order to
perform the required computation. By merely changing the phases of the local oscillator, i.e. the phase space
quadrature of the homodyne measurement, the QPU can perform the logical computation, as we reviewed
briefly in Section 4.2.2. Output of the homodyne detectors, along with the input state record from the state

generation module (whether GKP or squeezed state), and the program instructions (encoding the user’s

89



compiled quantum program), are all fed to a classical controller which determines which quadrature angles to

measure, as well as returns decoded data to the user.

Having reviewed the necessary theoretical components for the architecture, along with a feasible method
for its implementation, we now construct a noise model for the output state that we can use to determine
fault-tolerant thresholds.

4.3 Error Correction for a Quantum Memory

Having laid out the details of our architecture in the previous sections, we move on to describing its operation
for quantum computation on logical qubits. The simplest logical computation is the identity logical operation
or the quantum memory. Here we elucidate the steps required to implement quantum error correction for a

quantum memory.

Algorithm 2 Quantum error correction procedure for a quantum memory

1. Imitialization. Prepare a resource state on N quantum modes corresponding to the nodes of the RHG lattice.
With probability 1 — pg and pg, the state of each node is either a noisy GKP state or a finitely-squeezed
momentum eigenstate, respectively. Both node states are characterized by a noise variance parameter 6.

2. Measurement. Obtain a list of real-valued outcomes corresponding to p-homodyne measurements on all
the modes.

3. Inner decoder. Map the real-valued homodyne outcomes to binary qubit measurement outcomes using
local and global information via Algorithm 4.

4. Outer decoder. Apply qubit decoding techniques for the RHG lattice such as those in Algorithm 5 to
obtain a recovery operation which has a corresponding CV implementation.

5. Error correction. Perform CV feed-forward operations based on the outcomes obtained and processed in
steps 2 and 3. These, combined with the qubit recovery operation obtained in step 4, return the complete
CV recovery operation, which can be tracked in software.

At a high level, quantum error correction in the architecture consists of performing homodyne measurements
on a subset of nodes of the RHG lattice, followed by processing of the measurement data to output a recovery
operation to be applied on the remaining active nodes of the lattice. In our case, the data processing procedure
consists of two decoders, the first of which is an inner (CV) decoder that converts the real-valued homodyne
measurements into qubit outcomes and probabilities of Z-type qubit-level errors. This information, in turn,
is fed into an outer (qubit-level) decoder, which returns an outer recovery operation. As described below, our
outer recovery operation can exploit analog information from the inner decoder, resulting in suitable inner

recovery operation to be applied on the physical modes of the system.

Thus, the full error correction procedure is specified by the choice of inner decoder (applied to the GKP
code) and the outer qubit code (applied to the RHG lattice). We first introduce a noise model for our hybrid
lattice in the next subsection. The inner and the outer decoders are tailored to both the noise model and the
hybrid GKP /squeezed-state structure of our architecture. The step-wise procedure for implementing the

quantum error correction procedure on a quantum memory is overviewed in Algorithm 2.
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4.3.1 Error Model

In order to motivate our choice of inner decoder and check its efficacy, we first construct and analyze a simple
noise model for our hybrid RHG lattice. This section summarizes the noise model and main conclusions that
we draw from it, with full details available in Appendix C.1.

A reasonable model, which is standard in the CV literature, for capturing part of the noise effect of

finite-energy GKP states is obtained by the application of a Gaussian noise channel [196]

d*¢ [ 1 . .
Ny(p)= | ——=—=exp|—= TYI]D D (&)t 4.3
to the ideal GKP states with noise of variance $ [34, 47] in both quadratures, with § = A? from Eq. (3.20).
While this noise model does not capture the peak-damping envelope of Eq. (3.20), it captures the finite width
added to each delta-function in phase space. In our case, we find that the same noise model framework can

be used to model the replacement of |[+) ,  states with p-squeezed states, setting e = A? = § from Eq. (4.2).

gkp

In particular, we notice that adding Gaussian noise of variance 6/2 (55) in p (¢) quadrature makes the |+) akp
mimic the Wigner function of a mixture of p-squeezed states. In the context of Eq. (4.3), the noise matrices

for GKP and p-squeezed states are given by:

1(6 0 1(671 0
ngp=2<0 5>, Yp=2<0 5)' (4.4)

More concretely, the |+) akp Wigner function has rows of positive peaks periodically arranged in phase space
along even integer multiples of /7 in the p quadrature, and alternating positive and negative peaks for odd
multiples (see Fig. la of [36]). The broad distribution in ¢ from Yj, causes the rows of positive and negative
peaks to cancel, and the rows of positive-only peaks to add, washing away the Wigner negativity and yielding
a distribution mimicking a mixture of p squeezed states spaced by even multiples of /7 in p. While this is
not a true p-squeezed state, we do not expect it to provide an underestimation of the error probability of the
quantum memory, especially since a mixture of states (as opposed to a pure p-squeezed state) would only
add more noise and hence make the decoding problem more difficult.

Given these two types of initial states, both modelled as GKP states having undergone independent and
different Gaussian noise channels, we then model the encoding into the RHG lattice, which simply consists
of repeated applications of CZ gates. Propagating the initial state noise through the C'Z gates results in a
correlated Gaussian noise channel, where the correlations depend on the locations of p-squeezed states and on
the lattice-dependent pattern of C'Z gates applied to the nodes. We assume that the dominant source of
noise is the noise in the input states. Additional noise sources include photon loss and noise introduced in
CZ gates, which we leave to analyze or improve in future work.

From our model, we can formally write down the distribution of p-homodyne data. Since all the modes
are measured in the p-quadrature when the computer is operating as a quantum memory, we can use this
model for the distribution to inform our choice of inner decoder. In the case of no initial-state noise, sampling
from the distribution of p-homodyne outcomes would simply correspond to sampling a lattice point n+/7 in
p-space, where n is dictated by the qubit state of the RHG lattice. However, under the correlated Gaussian
noise channel in our model, we find that each lattice point in p-space is converted into a correlated Gaussian
distribution centered at the same point with covariance matrix i)p. Here, §~]p is the momentum part of the

covariance matrix for the Gaussian peaks of the Wigner function in the phase space for the state of our
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hybrid lattice, as we show in Appendix C.1. f]p contains the aforementioned correlations and can be used to

our advantage in the inner decoder as we show in the next section.

4.3.2 Inner Decoder

As described above, an inner decoder T is a function that takes real-valued homodyne data and outputs

binary data interpreted as qubit measurement outcomes, i.e.,
T:R™ — {0,1}". (4.5)

These qubit outcomes can then be combined into stabilizer measurement outcomes and used in the subsequent
decoding procedure of the outer code [163]. Additionally, we use our model for noise and the inner decoder
strategy to calculate (marginal or correlated) probabilities of qubit error in our readout, which in turn
can then be used to inform our outer decoder strategy that we outline in the following subsection. The
standard map from homodyne measurement outcomes to qubit measurement outcomes is a binning function
derived from the translational symmetry of the original GKP state, i.e., the perfect periodicity in the ¢ and p
directions. The |+),,,
other by /7. Therefore we can place the homodyne outcomes into bins of width /7 that are centred at

and [—),,, states are each 2/7-periodic in momentum but shifted relative to each

integer multiples of \/7, associating with [+),,, (|=)g,) the outcomes that fell in bins centered about even
(odd) integer multiples of /7. We refer to this procedure as “standard binning". While this binning procedure
uses the original symmetry of the GKP states, it does not account for the correlations in the covariance
matrix introduced by the C'Z gates and the presence of p-squeezed states, as described in the error model.
As a key proof-of-concept improvement to illustrate the importance of taking correlations into account,
consider the example of a momentum-squeezed state at the centre of a primal face of the RHG lattice, which
we denote as node 0, surrounded by four neighboring GKP states on nodes 1-4. For simplicity, in this example
we assume that all the continuous-variable C'Z gates are the same, but this trivially generalizes if the signs of
the CZ gates change. The joint quadrature pg + 2?21 g; has a large variance on the order of %. Without
using the correlations, the naive inner decoder described above would result in a high-strength dephasing
channel on the four neighboring GKP qubits, since the marginal distributions along p; would be broadened
by % and standard binning does not leverage correlations between nodes. On the other hand, by taking
correlations into account, the high covariance along the joint quadrature will result in either the identity gate,
or a correlated four-body ring of Z operators on the neighboring qubits, which acts trivially on the code space.
More explicitly, consider the binning strategy that makes use of the correlations between optical modes.

The momentum part of the noise matrix resulting from the application of the C'Z gates is

56 0 0 0 0
] 0 6+0°1 51 ot o1
Xy = 3 0 51 d+61 o1 o1 ,
0 ot ot §+0-t ot
0 ot ot ot §+071
1
=5 5@ (6La+0"v) (v])], v=(1,1,1,1)7, (4.6)
where we label the modes 0,1, ...,4 with the momentum state corresponding to mode 0. We see that the

noise matrix is non-diagonal, i.e., the CV noise is correlated, but it has a specific structure that can be
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exploited. Two immediate observations are that mode 0 is uncorrelated from the other modes, meaning we
can simply apply standard binning to it; and that there is correlated noise along the direction (0,1,1,1,1) in
p-space. Algorithm 3 presents a strategy for dealing with this correlated noise, taking into account consistency

checks that our guesses for modes 1-4 must respect.

Algorithm 3 Inner decoder applied to 5-modes: a p-squeezed state surrounded by 4 GKP states

Input: Vector p = (po, ..., p4) of homodyne measurement outcomes, with p; € R. Mode 0 is the p-squeezed
state, rest are GKPs.

1. Apply the following change-of-basis T'p = p’ where:

1 0 O 0 0
01 1 1 1
T=|01 1 -1 -1
01 -1 1 -1
01 -1 -1 1

We note the column vectors of this transformation are eigenvectors of f]p in this case.

2. Bin the first component of p’ to the nearest integer multiple of /7 to return n{+/7, since the p quadrature
outcome of mode 0 is uncorrelated from the others.

3. Of the last three components of p’, find the component ¢ that is closest to an integer multiple n} of /7.
Round p} to n}y/m. We only choose the last three components since we do not trust the second component
which corresponds to homodyne results along (0, 1,1, 1, 1) which has excessive noise of order 2%.

4. If n} is even (odd), round the remaining two components other than p{,, p} and p} to the nearest even
(odd) integer multiples of /7 for each component. This yields \/7v" = /m(ny, pi//T, nh, nk,n}), because
on applying the change of basis T' to an integer vector, the last four components of the new vector should
either all be even or all odd.

5. If (ny+nf5+nf) mod 4 =0,1,2,3, then round p] to the nearest nf /7 with the constraint that n] mod 4 =
0,3,2,1. This yields \/7n’' = /7 (n{,n},nb,nk,n}). Again, this is because on applying the change of basis
T to an integer vector, the second component and the last three components respect this rule, so this
guess should respect it too.

6. Undo the change of basis on the integer-valued vector T~ !n’ = n.
7. Take n mod 2 = s to be the five-component binary string output.

Output: 5-qubit measurement values s.

In general, the problem of finding a better inner decoder for our hybrid architecture is to find a decoder
that takes into account the location of GKP and p-squeezed states, and knowledge of the structured CZ
gates that have been applied to form the cluster state.

The distribution of p-homodyne outcomes consists of a periodic arrangement of Gaussian distributions
all with covariance ip on N modes, each Gaussian centred at a point n+/m where n are integer valued
vectors from a set that corresponds to the ideal state of the qubits. Suppose we obtain the values p after the
homodyne measurements. If we assume p could have resulted from a Gaussian distribution centered at any of

the lattice points m, then the so-called responsibility [197] of a given lattice point for the result p is given by:
1 <
r(n) = exp —5( T — p)TEp Ymym —p)|. (4.7
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The responsibility is directly related to the Gaussian distributions at each lattice point and provides a relative
way of ordering which lattice points were most likely to have generated p. Specifically, the lattice point which

was most likely to have produced the point p is:
niqp = arg min (n/7T — p)Tflljl(n T —Dp), (4.8)
nezZN

where we have chosen the subscript IQP to indicate that this is an integer quadratic program, i.e., a
minimization of a quadratic function over an integer domain. As mentioned above and for simplicity, we are
using the standard approximation that all peaks in the GKP state have equal weight [34]. However, one could
also include an envelope that weights peaks differently, in which case this information could also be included
in the calculation of the responsibility. In general, integer quadratic programs are NP-hard [198, 199], so we
will require a heuristic strategy that is computationally tractable. Our approach for a generalized version of
Algorithm 3 is summarized in Algorithm 4, with the case of more complicated configurations of p-squeezed

states left to future study.

Algorithm 4 Inner decoder

Input: Vector p = (po, ...,pn) of homodyne measurement outcomes, with p; € R, and the noise model.
1. Identify directions that are noisy and those that are not using the noise matrix.

2. Perform a suitable change of basis to the homodyne data to obtain CV results for joint quadratures, a
smaller number of which have reduced noise. In particular, an integer-valued transformation would allow
for certain consistency checks (e.g. parity) when making a guess for the p-space lattice point n.

3. Apply binning along the new directions to round results to nearest ideal peak position, taking into account
self-consistency of the results.

4. Undo the change of basis to return a candidate lattice point n+/7.
5. Obtain a binary string by taking n mod 2.

Output: Interpreted qubit measurement outcome

4.3.3 Outer Decoder and Error Correction

After obtaining and binning the outcomes of the homodyne measurement, error correction is performed for
the outer qubit code. The details of the error correction problem we solve are summarized in Algorithm 5 for
a particular, standard, choice of decoding algorithm: minimum-weight perfect matching (MWPM) [162, 200,
201].

A few comments are in order. The weights of the matching graph edges in Algorithm 5 are derived
from the homodyne measurement outcomes, as well as the positions of the p-squeezed states in the lattice.
An example of such weights is presented in Section 4.4. Furthermore, using the homodyne measurement
outcomes to calculate matching graph weights has been explored in the context of the toric code [39, 47], but
the knowledge of the locations of the p-squeezed states gives us additional information that can be used to
improve the performance of the decoder. We discuss this point in more detail in Section 4.4.

As mentioned earlier, due to the measurement-based computation model, feed-forward operations based
on the outcomes obtained from the homodyne measurements and the inner decoder are combined with the

qubit-recovery operation obtained from the outer decoder. Together, these inform the complete CV recovery
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operation that needs to be applied to the active computation layers. In practice, the combined recovery
operation need not actually be applied on the qubits; instead, we would keep track of the recovery operations

in classical control programming by updating the Pauli frame [72, 184].

Algorithm 5 Outer decoder using MWPM
Input: Qubit measurement outcome from Algorithm 4

1. Syndrome identification. Construct relevant stabilizer measurement outcomes from the input qubit
outcomes.

2. Matching graph construction. Construct a complete graph using:
e Vertices: One vertex for each unsatisfied stabilizer (include additional vertices if needed for specific
boundary conditions.)
e Edges: Connect every pair of vertices

e Weights: The edges are assigned weights reflecting probability of the most likely error that could
have given rise to the pairs of unsatisfied stabilizers. The choice of weights can be informed by the
CV noise model.

3. Matching algorithm. Find a minimum-weight perfect matching by running Edmonds’ algorithm [202] on
the matching graph from the previous step.

4. Qubit recovery operator. The recovery operator is given by this rule: for each pair (u,v) in the matching,
flip the binary outcomes of qubits in the most likely error that could have given rise to v and v.

Output: Qubit recovery operator

4.4 Threshold Estimation for a Quantum Memory

The operation of the architecture as a fault-tolerant quantum computer is underpinned by the concept that the
logical error rate of an encoded computation can be arbitrarily lowered by increasing the size of the code. This
concept is based on the idea of fault-tolerance thresholds. The existence of such thresholds for qubit-based
architectures has been a subject of extensive research for over twenty years [177, 178, 200, 203-212] but the
existence of thresholds for CV-based architectures [34] is less well understood. Furthermore, the question of
whether hybrid architectures remain fault-tolerant with probabilistic sources of GKP qubits is not obvious.
Here we provide numerical evidence that our architecture does indeed have a threshold in the presence of
errors arising from finite squeezing and for a range of swap-out probabilities. As we detail in this section, in
order to calculate the threshold, we simulate the hybrid architecture operating as a quantum memory and
run a complete error-correction procedure [213]. We detail the various steps involved in the simulation of the
thresholds in Algorithm 6.

We now briefly review the numerical procedure for estimating the error threshold of a quantum memory.
Consider a family of codes of growing size, parameterized by d. In the case of the RHG lattice, d is the code
distance (the weight of the minimal weight non-trivial logical operator) and the number of qubits is n = O(d?).
Another parameter is the noise channel, which in our case is described by two numerical parameters: the noise
variance § and the swap-out probability py. To estimate the error threshold, we run many trials of Monte
Carlo simulations to determine the logical error rates as a function of our physical noise parameters. This is
done for different lattice sizes d. In each trial, we generate homodyne measurement outcomes according to

the noise parameters, then we run our error correction procedure (inner decoder followed by outer decoder
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Algorithm 6 Procedure for obtaining thresholds for a quantum memory

1. Parameters. Choose lattice size d, swap-out probability py, and noise variance §

2. Simulated homodyne measurements. Generate homodyne measurement outcomes consistent with the noise
matrix as given in Eq. (C.20) through a suitable sampling method.

3. Inner decoder. Apply the inner decoder of Algorithm 4 on the homodyne data to obtain qubit measurement
outcomes.

4. QOuter decoder. Apply the outer decoder to the qubit outcomes to obtain a recovery operation using
Algorithm 5

5. Error correction. Apply the recovery operation.
Success check. Note the success/failure of the error correction procedure.

Error rate. Repeat steps 2-6 sufficient number of times to obtain an error rate.

© N>

Thresholds. Repeat steps 1-7 for different lattice sizes and noise parameters (pg, ).

as described in Section 4.3), and finally check if error correction has been successful. Let us assume that
we fix pg and vary §. Then if a threshold, §., exists, we expect to see the following behaviour. For § > 4.,
increasing the size of the code (increasing d) increases the logical error rate. But for 6 < 4., increasing the
size of the code exponentially decreases the logical error rate. We note that the largest code sizes we consider
involve n = 5000 qubits. Simulation of such a large number of qubits is possible due to the fact that we use a
classical noise channel to model approximate GKPs and the circuits we simulate belong to the Clifford group,
which makes them efficiently classically simulable [137].

While the other steps of Algorithm 6 are relatively straightforward, we explain the success-check step
of Algorithm 6. After applying the recovery operation, all the cluster state stabilizers are guaranteed to be
satisfied. Therefore, error correction is successful if the product of the qubit error and the recovery operator
is a stabilizer (logical identity operator) and error correction fails if the product of the qubit error and the
recovery operator is a non-trivial logical operator. Such operators anti-commute with at least one of the
correlation surfaces of the cluster state [161]. Fig. 4.6 shows the X correlation surface (the Z correlation
surface is analogous). To summarize, if the product of the qubit error and the recovery operator anti-commutes
with either correlation surface, then error correction has failed.

The remainder of this section is structured as follows. In Section 4.4.1, we describe our simulations in
detail and compare the performance of different inner and outer decoding strategies. Then, in Section 4.4.2,

we present the threshold simulation results for our architecture operating as a quantum memory.

4.4.1 Simulation Details

Here we provide some details on the simulations performed to find the thresholds. First, we note that we only
simulate error correction of the primal lattice nodes, as the error correction problem for the dual lattice nodes
is the same and each problem can be solved independently. We consider RHG lattices with size parameterized
by d, where the left and right boundaries are equivalent to distance d surface codes, and there are d layers of
nodes in between these two boundaries (see Fig. 4.6).

We now return to the calculation of the matching graph weights (Step 2 in Algorithm 5). The first step
is to construct a decoding graph based on the RHG lattice. For the sake of brevity, we will describe this
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Figure 4.6: X correlation surface in the RHG lattice. The blue circles are the primal qubits, the green
circles are the dual qubits, and the pink circles are the primal qubits in the X correlation surface. The yellow
highlighted edges represent Z operators, i.e. primal qubits on yellow highlighted edges have a Pauli Z applied
to them. In a) we show a logical identity operator that commutes with all the stabilizers and the correlation
surface, whereas in b) we show a non-trivial logical operator that commutes with all the stabilizers but does
not commute with the correlation surface.

construction for an RHG lattice with periodic boundary conditions (see [214] for the case of lattices with
boundaries). We refer to the elements of the decoding graph as vertices and arcs, to avoid confusion with
the nodes and edges of the RHG lattice. The decoding graph has a vertex for each six-body X stabilizer
acting on the primal qubits of the RHG lattice. These stabilizers are formed from products of cluster state
stabilizers surrounding a dual cell. Vertices are connected by arcs if their corresponding stabilizers share
a qubit. As each qubit is in the support of two such stabilizers, the arcs of the decoding graph are in a
one-to-one correspondence with the primal qubits of the RHG lattice, and hence with a subset of the modes
of the cluster state. We assign weights to the arcs of the decoding graph as follows. Consider the mode ¢
corresponding to an arc in the decoding graph. Let m be the number of swapped-out modes neighboring
q and let z be the outcome of the homodyne measurement of q. We assign to this mode a heuristic error

probability as follows:

2/5 if m=4,

s itm =3,
w(z,m,d) = (4.9)

1/4 ifm =2

2 nez eXp[—(2— (2”+1)\/?)~2 /3]
> nez expl—(z—ny/m)? /0]

If a mode has one swapped-out neighbor, then there are no errors due to swap-outs as the net effect of a single

ifm <1.

swap-out after applying the C'Z gates is a stabilizer. In this case, the error probability is the probability
of incorrectly binning the state [47], using the standard binning function and assuming a classical noise
channel with parameter 5, which we derive from f)p. For m > 2, we derive the weights in Eq. (4.9) from
simulations which we detail in Appendix C.3. The weight of the corresponding arc in the decoding graph is
then — logw(z,m,d) [201].

Given the decoding graph, we construct the matching graph weights as follows. For each pair of vertices
in the matching graph, we compute the total weight of the minimum weight path between the corresponding
vertices in the decoding graph using Dijkstra’s algorithm [215].

Many variants are possible for the inner decoder introduced in Section 4.3.2. In this chapter, we considered
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Figure 4.7: Performance comparison for the various inner decoders considered for pg = 0.06. For (a) and (b),
standard binning is used as the inner decoder for every node, and the weights assigned to the edges of the
matching graph are either (a) all equal, or (b) assigned following Eq. (4.9). In (c), Algorithm 3 is first used
on GKP nodes connected to isolated momentum states, standard binning is used for the remainders, and
weights described by Eq. (4.9) are used in the matching graph. (d) A comparison of the failure probability as
a function of code distance d, for Agg = 13.2 dB using two different inner decoders. At this point below
threshold, we see that Algorithm 3 provides equal or lower error rates than standard binning.
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two simple ones. The first is performing standard binning of the homodyne outcomes, irrespective of the
presence of momentum-squeezed state in its vicinity. Second, for those momentum-squeezed states which are
isolated from others, in the sense that no connected node is also connected to another squeezed state, a variant
of Algorithm 3 is used. The modifications are required because of the variable number of neighbors and signs
present in the physical application of the C'Z gates. We emphasize that, as mentioned in Section 4.3.2, more
complex strategies can be devised and are likely to improve the overall decoding performance.

Simulation results for both possibilities are shown in Fig. 4.7, for pg = 0.06. Fig. 4.7 (a) shows results for
naive binning using uniform weights in the matching graphs, while (b) uses weights as described in Eq. (4.9).
In (c), Algorithm 3 is used, and weights are given by Eq. (4.9); we chose pg = 0.06 as a representative
example to test-drive Algorithm 3, as it is best suited to cases of isolated swap-outs, which are common for
this value of pg. Incorporating the analog information into building the matching graph clearly improves the
performance, the threshold decreasing from ~ 15.5dB to ~ 12.2dB, with both variants of the inner decoder.
We note that modifying the inner decoder to leverage Algorithm 3 did not result in any significant differences
for the thresholds themselves but the failure rates below threshold are equal or lower using Algorithm 3, as

we show in Fig. 4.7 (d). Quantifying and understanding the origin of this effect is left for future work.

4.4.2 Threshold Results

Now we are ready to present the thresholds of our hybrid architecture. Our first result is the error threshold
of the RHG-GKP code with approximate GKP states, which we model as ideal states suffering a random
displacement with noise variance ¢, as discussed in Section 4.3.1. In our noise model, this corresponds to
the limit of no swap-outs, i.e., pp = 0. Similar simulations have been carried out in previous works for the
toric-GKP code [39] and the surface-GKP code [47, 48]. We use standard binning and matching graph weights
derived from Eq. (4.9). We observe an error threshold of Aqg = —101log;,(d) = 10.5 dB, which is comparable
with results for similar noise models in the aforementioned works. The data are shown in Fig. 4.8.

As described above, the full noise model we use involves two noise parameters, the noise variance ¢ and the
swap-out probability po; the error threshold is a line in (4, pg) parameter space rather than a single point. To
estimate this error threshold, we run Monte Carlo simulations as described in Algorithm 6 for different values
of §, pg and d (the lattice size). For a particular value of pg, we can extract the corresponding threshold §
value by plotting the logical error probabilities, pf.j, for a range of values of § and d. The error threshold
is then the point where curves for different d intersect. Equivalently, we can instead fix a value of § and
vary po and d. In the inner decoder we use standard binning, and we use matching graph weights derived
from Eq. (4.9) in the outer decoder. Fig. 4.9 shows the below-threshold region in (8, pp) parameter space,
alongside an example threshold plot for pp = 0.1. We find a high tolerance to swap-outs, with a maximum
swap-out threshold of py =~ 0.236 (for § = 0). For py = 0, the noise variance error threshold is ~ 10.5dB,
where the dB value is given by —10log;, 6. As expected, an increase in the swap-out probability leads to
an increase in the squeezing thresholds. For an experimentally accessible [87] squeezing value of 15dB , our
simulations suggest a swap-out threshold of py = 0.133. We note that the noise variance (§) tolerance of
our decoder is markedly better for py < 0.19 than for values nearer the swap-out threshold. Understanding
this behaviour is an open problem, with one possible reason being that the inner and outer decoders we
are using for the current simulations might be sub-optimal for this regime. Therefore, to investigate this
phenomenon further, we should compare our decoding strategy with e.g. maximum-likelihood decoding, in
order to ascertain whether the sharp decrease in performance is a fundamental property or an artifact of our

decoding strategy. We leave this analysis for future work.
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Figure 4.8: Error threshold of the RHG-GKP code with approximate GKP states using standard binning
and matching graph weights derived from Eq. (4.9). We estimate the logical error rate pr.; using Monte
Carlo simulations for different lattice sizes d and noise variance §. The error threshold is the point where the
curve for different values of d intersect. Each data point in the average of n > 10* trials and has at least 25
failure events. The error bars show the standard error of the mean +/pr.ii(1 — pai1) /n. We use the fitting
procedure described in [216] to systematically obtain our threshold estimate (dashed vertical line).

Previous works [165-167] have studied the error threshold of the RHG cluster state model when qubits
are erased with some probability. This is a natural noise model in optics and bears some resemblance to our
model, as one assumes that the locations of the erasures are known. The relationship between the erasure
threshold and the Z error threshold was found to be approximately linear [165] and there is a fundamental
erasure threshold of 0.249, which is set by percolation theory [217]. It is difficult to directly compare our
results with those of [165] because of the differences in the noise models. However, our swap-out threshold
is close to the percolation theory erasure threshold, and it is natural to ask whether we can increase the
swap-out threshold beyond the erasure threshold by further optimizing our decoder. There are many ways we
could improve our current decoder (see Section 4.5), so, unless there is a fundamental limit due to percolation
of swap-outs, we are hopeful that we can surpass the erasure threshold. In addition, the question as to
whether our decoder has an advantage over the equivalent erasure decoder for finite values of Agp remains

open and could be a subject of future work.

4.5 Summary and Outlook

We have proposed a concrete and scalable architecture for quantum computing with light. By using a hybrid
resource state composed of GKP and squeezed states that can be generated and manipulated using near-future
photonic technology, our architecture synthesizes modern techniques in scalable entangled resource state
generation and bosonic codes. This “best of both worlds” hybrid approach comes with a novel error structure
that arises from the Gaussian model of state imperfections and the use of probabilistic bosonic qubit sources.
Numerical results show that such errors can be handled by our tailored two-tier decoder that makes use
of continuous- and discrete-variable syndrome data. We find that fault-tolerant quantum computation is

possible in the regime where the swap-out probability — the likelihood that any given bosonic qubit source
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Figure 4.9: Error threshold estimates for a quantum memory using standard binning and matching graph
weights derived from Eq. (4.9). Each blue point represents a threshold plot, where we fix either py or § and
use Monte Carlo simulations to find the threshold value of the other noise parameter. The inset shows the
threshold plot for py = 0.1, with the corresponding threshold Agp ~ 13.3 shown as a dashed line. Pairs of
parameters below the blue line lie in the correctable region of parameter space where error correction works.

failed and the input was swapped with a squeezed state — is smaller than = 23.6%. In the remainder of this
section, we discuss some areas of improvement and open problems for the architecture, which we group into

hardware and encoding/decoding improvements.

4.5.1 Hardware improvements

From the hardware perspective, one of the downsides to the current architecture is the CZ gates in the
computational module, since these are active transformations, i.e., they require in-line squeezing and
displacements, so they can be experimentally challenging to implement. In [46], an updated version of
this architecture is presented; there, active transformations are replaced by passive transformations (i.e.
beamsplitters), simplifying the computational module and reducing the experimental requirements. This
change in the computational module even comes with a benefit to the depth of the multiplexing module and
to the fault-tolerant thresholds. The simplicity of the updated architecture also allows one to analyze errors
due to loss, a source of noise in photonics which was not directly treated in the analysis of the architecture
presented here.

Another area of required hardware improvement is increasing the level of squeezing for on-chip sources. A
15 dB level of squeezing has been attained in free-space implementations [87], while the current state-of-the-art
level of squeezing demonstrated in integrated sources is 8 dB [218]; it remains an open experimental problem
to match the level of squeezing in integrated sources to the free-space record.

Another hardware challenge is that of reliable state preparation. In particular, a key experimental goal
highlighted by this work is to gain access to high-quality GKP qubits whose teeth are squeezed at or exceeding
the 15 dB level. This motivates the improvement of existing methods for state generation with GBS devices,
which previously considered states with up to 10 dB of per-peak squeezing [16, 17, 20, 219]. Reaching 15
dB states with the techniques from Refs. [16, 17, 20, 219] will involve going to higher-order truncations of
the Fock basis, which is computationally more demanding. This motivates using the analysis method from

[21], or the application of breeding or distillation protocols to lower quality states to reach the 15 dB level.
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Progress in these directions is critical to accurate resource estimates for photonic quantum computing.

4.5.2 Encoding/decoding improvements

While the current work focuses on the RHG lattice as a paradigmatic example of an outer qubit code,
significant benefit can be expected by moving to other outer encodings. In particular, as we learn more about
the structure of noise in realistic GKP-based computation, this opens the possibility of devising better outer
encodings that are tailored for the specific noise structure. Furthermore, noise-tailoring along the lines of [48]
may provide substantial enhancement to the thresholds obtained in our hybrid architecture.

As for decoding improvements, one question is about the possibility of obtaining a further advantage
from accounting for real-valued homodyne outcomes. Although our inner decoder is exploiting the structure
of the CV noise, there is still more information that could in principle be exploited, for example, at the
level of the outer decoder. It may be possible to use ideas from analog quantum error correction [38] and
maximum-likelihood decoding [39] to further reduce our squeezing thresholds.

The question of optimal methods for decoding is also closely related to more fundamental questions
related to swap-out-based resource states. Specifically, what is the fundamental swap-out threshold of
our architecture? An alternative to swap-outs (i.e., replacing the GKP-node no-shows with squeezed light
modes) is to treat the no-shows directly as erasure errors, but for these the threshold is set by percolation
theory to be around 24.9%. Is the swap-out threshold higher than the erasure threshold set by percolation
theory [165, 217] and in which regions of (d, pg) parameter space is it beneficial to have swap-outs rather than
erasures? With the current decoders, we obtained around 23.6% swap-out threshold, which likely can be
improved substantially as numerous upgrades can be made to our inner and outer decoders. We expect that
development of an inner decoder that can treat more complicated arrangements of p-squeezed states in the
lattice will provide fewer errors in the readout of qubit outcomes. Furthermore, we expect improvements to
the outer decoder by using a more sophisticated method for assigning weights that takes the structure of the

inner decoder into account.
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Chapter 5

Entanglement-Based High-Dimensional
QKD and the Measurement Range
Problem

This chapter is based on [23], co-authored with Prof. Hoi-Kwong Lo, who initiated and supervised the project.
I was the first author for this work. This work was selected as Editor’s Pick in the feature issue of Journal of
the Optical Society of America B, "Quantum Key Distribution and Beyond" [220]. My main contributions
were to the literature review, mathematical proofs, numerical simulations, analysis, and manuscript writing.
The work benefited from helpful discussions with Prof. Li Qian, Prof. Charles Ci Wen Lim, Dr. Bing Qji,
Prof. Zheshen Zhang, Prof. Norbert Liitkenhaus, Aaron Goldberg, and Ilan Tzitrin.

5.1 Introduction

In the quest to encrypt larger amounts of data over untrusted channels, there has been recent interest in
creating more efficient QKD strategies that employ high-dimensional photonic degrees of freedom to maximize
secret bits per optical signal. In particular, time-energy [221-232], orbital angular momentum [233], and
electric field quadrature [234-237] are all candidates for high-dimensional degrees of freedom.

To prove the security of high-dimensional QKD protocols, entropic uncertainty relations have proven to be
powerful tools, as they provide a method for quantitatively relating the statistics of measurement outcomes,
the operators characterizing those measurements, and the amount of information different parties can have
about a system [12, 238-244], allowing Alice and Bob to bound the information held by an eavesdropper, Eve
[223, 230, 235, 245-247]. In particular, for an entanglement-based protocol, the optical source and channels
may not be trusted, so Alice and Bob must rely on the characterization of their measurements and the
statistics of their outcomes to determine security [248].

High-dimensional photonic degrees of freedom are, in principle, unbounded, while any practical detector
for measuring them only has a finite range of detection, so a natural question has been whether the potential
for the state to fall beyond the range of detection poses any serious consequences for the security of a protocol
[222, 223, 249-253]. Qi first noted the potential for a detection range loophole in time-frequency QKD [222],
with Nunn et. al. outlining a specific strategy for exploiting the loophole [223]. In the context of both time-
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Figure 5.1: A typical scenario for the entropic uncertainty relations with quantum memory. Alice and Bob
are given quantum systems, A and B, from a source controlled by Eve, who has quantum memory, E. Alice
and Bob independently and randomly either make X-type or Z-type measurements.

frequency QKD and more general continuous variable entanglement verification and quantum cryptographic
protocols, Ray and van Enk discussed how data falling outside the measurement range compromises variance-
based measures of entanglement, and demonstrated that Rényi entropies without quantum memory provide
more optimistic bounds for verifying entanglement [249, 250]. The issues arising from finite measurement
ranges have additionally been discussed in [235, 252, 253], in the context of homodyne-based continuous
variable (CV) QKD!, with the main problem being caused by detections above the saturation limit of the
detector. A major review of CV QKD is available in Section VI of [106].

In Section 5.2, we review the entropic uncertainty relations with quantum memory, as well as how results
outside the measurement range can render the relationship trivial. In Section 5.3, we consider a more general
problem: given a measurement outcome one would like to safely ignore, such as the state falling outside the
measurement range, we formulate a non-trivial entropic uncertainty relation with quantum memory that
depends on the probability of the problematic outcome, rather than on the operators characterizing the
problematic outcome. This bound is particularly important for entanglement-based high-dimensional quantum
cryptography protocols. In Section 5.4, we discuss the modified bound in the context of time-frequency QKD,
and find that additional assumptions are required to deal with practical limitations like loss and vacuum
components. Even with some additional assumptions about the source and our modified result, channel loss
severely limits the secure key rate of the protocol. Finally, in Section 5.5, we discuss the applicability of our
main result to entanglement-based CV QKD using homodyne detection. We find that, since being outside
the measurement range corresponds to saturation, not loss, our bound produces the same results as existing

protocols with the added benefit that it provides a quantitative way to guard against saturation attacks.

5.2 Entropic Uncertainty Relations and the Measurement Range
Problem

We begin this section by summarizing the unmodified entropic uncertainty relations, (a thorough review of
entropic uncertainty relations and their applications can be found in [12]). We consider a source, potentially
controlled by Eve, that distributes quantum systems A and B to Alice and Bob, respectively, so that the
total purified state is paggr. Alice either performs a Z-type measurement, characterized by the positive
operator-valued measure (POVM), Z = {Z%},, or an X-type measurement, characterized by the POVM,
X = {X%}.. Bob also alternates between the same two types of measurements. See Fig. 5.1 for an illustration
of the set-up.

The most information Eve can have about Alice’s Z-type measurement results is quantified by the

1CV QKD commonly refers to protocols employing electric field quadratures.
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conditional min-entropy of Alice’s classical register, Z 4, used for storing results from Z-type measurements,

given Eve’s quantum memory, F:

Hmin(ZA|E) = - logpguess(ZA|E) (51)

where pguess(Za|E) = maxy,, ), py, Tr(Mjp3;) is Eve’s guessing probability of Z4 maximized over all
POVMs on E, Mg [12, 240, 245].

The entropic uncertainty relations with quantum memory provide a bound on Hy,i (Z4|E) [239, 241, 243]:
Hpyin(ZA|E) + Hpax(Xa|B) > —log (X, Z) (5.2)

where Hpax(X a|B) is the conditional max-entropy of Alice’s classical register, X 4, for storing results from
X-type measurements, given Bob’s system, B. It is given by [243]:

Hinax (X 4| B) :210g1r£xF(pXAB7HXA ®opg) (5.3)

with F(p,0) = Tr(y/v/opy/o) denoting the fidelity between operators p and 0. Hpax(X4|B) can be upper
bounded using Hpax(Xa|Xp), in which the max-entropy is conditional on Bob’s results from an X-type
measurement [254]. Finally, the bound depends on the POVM elements for the two measurements. One

bound is the maximum overlap between the two POVMs:

o(X, Z) = max||/X5VZ3 % (5.4)

where || - ||oo denotes the maximum singular value [239, 243]. An equal or better bound is provided by [242]:

¢(X, Z) = min { max|| > 75Xy Alloo, max | > XGZEXG oo }- (5.5)

Given the reliance of the bound on the POVMs;, a problem arises when Alice has POVM elements from X
and Z that cause ¢(X, Z) ~ 1. The general problem can be summarized as follows: Alice has two POVMs,
7 = {252, U{Z%) and X = {X5)2% U (X4}, such that [|\/Z9 /XY|[2 ~ 1, while ||\/Z5 /K52 < 1
for the other POVM elements. The elements denoted with “@” indicate some measurement outcomes that
cause ¢(X,Z) ~ 1. For convenience, we will often refer to these as “null” measurement outcomes, since a
common way for ¢(X, Z) = 1 is when the detector does not register a result; however, we do not specify a
form for these elements, meaning in general they can correspond to any measurement outcomes with POVM
elements that are problematic for the maximum overlap. The current entropic uncertainty relation would
provide a trivial bound due to these null measurements, but ideally we would like to salvage a bound using
the other POVM elements that do not saturate the overlap. In the next section we provide a modified
entropic uncertainty relation in which Alice and Bob can still bound Eve’s information about the Z-type
measurement outcomes, in terms of the X-type measurement outcomes for 1 < x < Ny, the POVM elements

from {Z%}Y% and {X%}2X  and the probability Alice’s measurements return null outcomes.

o=

Before introducing the bound, we illustrate the relevance of this limitation to current entropic uncertainty
relations by considering what occurs when Alice has basis-dependent limitations on her measurement range
[222, 223, 235, 249, 250]. For instance, if Alice were measuring the frequency of a single photon, she might
have Nz POVM elements for describing the Nz frequency bins that the detector can resolve, plus the null
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measurement POVM element, Z?ﬁh to characterize the result of the photon falling outside the bandwidth of
the detector. If her X-type measurement corresponds to an arrival-time measurement, then she will also have
a finite number of bins with good timing resolution, then a null measurement element, Xg, corresponding
to the case when the photon arrived before or after her well-resolved time bins. One might think that
because frequency and arrival-time are non-commuting observables, Alice and Bob would be able to have a
non-trivial bound on Eve’s information. Unfortunately, in such a case, because the null measurement POVM
elements are measurement-dependent (i.e. Z?ﬁl #* Xg) and span a semi-infinite region of the Hilbert space,
(X, 2) = |\ Z% X2 ~ 1.

To resolve this issue, one might be tempted to discard all the null outcomes from the frequency and
arrival-time measurements, and bound the conditional min-entropy of the remaining data from the frequency
measurement using the remaining data from the arrival-time measurement. By only maximizing the
overlap over the POVM elements corresponding to the well-resolved bins, perhaps one can discount the null
measurement POVM elements. However, a conceptually simple strategy, outlined in [223], can be used by Eve
to make Alice and Bob overestimate the conditional min-entropy: Eve can make measurements of the photon
frequency with very narrow bin widths, such that when Alice and Bob perform arrival-time measurements,
the most likely outcome is a null measurement. Thus, Eve gains all information about frequency without
introducing any errors to their frequency measurements, and Alice and Bob will almost always discard the
arrival-time events for which Eve does not have any information and which would otherwise be used to bound
Eve’s information.

Note that this problem occurs when the null measurement POVM element depends on the measurement
type, i.e. when Xg #+ Zg [247]. In Appendix D.1, we show that, when the null measurement POVM element is
the same in both measurements, which can naively lead to ¢(X, Z) = 1, one can always formulate an entropic
uncertainty relation in terms of the POVM elements of a related, effective measurement that does not have
the problematic null measurement element. We show how to construct the related, effective measurement,
and discuss why the approach for solving the problem when the null measurement is basis-independent fails

when the null measurement is basis-dependent.

5.3 A Modified Entropic Uncertainty Relation

Our main result is a modified entropic uncertainty relation for a scenario in which Alice has specific outcomes
in Z- and X-type measurements for which the POVM elements characterizing those outcomes yield a trivial
bound on Eve’s information, but those outcomes have low probability of occurring. Our result allows Alice
and Bob to achieve a sometimes better bound on Eve’s information about the measurement outcomes, with
no extra characterization of the state required, simply by including the fact that the problematic outcomes
have a low probability of occurring. We do not expect our bound to be tight. Its main utility is for generating
non-zero bounds for scenarios where null measurement POVMs yield a large overlap, with the probability of
such measurements remaining very low.

Main result : For a tripartite state, papg, and two POVMs on Hy, Z = {Z% } 1 U {Z }and X =

X4}z U {xG),

Huin(Z4|E) > —2log [\/7 Y A S ) (f max<x,§B>>} 56)

where pQ)ZA = Tr(paZ%) and pg(A = Tr(paX") are Alice’s probabilities of null measurements from Z- and
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X-type measurements. Hyax(X §|B) is the conditional max-entropy of Alice’s X-type measurement results,

after she has discarded the null measurements, given Bob’s system. Finally,
c*(X,2) = max |IVX} VZi 5% (5.7)

is the maximum overlap for the Z and X POVM elements, excluding the null measurement POVM elements

that cause the original bound to saturate.

Practically, the quantities in Eq. (5.6) are as experimentally accessible as those in Eq. (5.2), the
unmodified entropic uncertainty relation. The new maximum overlap in Eq. (5.7) can be calculated after
having characterized the POVMs for the detectors [255]. The null measurement probabilities can be calculated
directly from the statistics of the measurement outcomes. Hyax(X 5|B) can be bounded from above by
Hmax (X 5|X ), the conditional max-entropy of Alice’s X type measurement, after she has discarded the null
measurements, given Bob’s X measurement results. As we discuss in Section 5.4, Bob may need to make
some modifications to his data, like replacing his null outcomes with bit values fitted to Alice’s distribution.
Hpmax (X 5| X ) can be further bounded from above using methods from [230].

The result is quite general: we make no assumptions about the dimension of the Hilbert spaces or the
commutation relations between the POVM elements. The proof of this result is available in Appendix D.2.
We use similar analytical techniques from [243], which provides a proof of Eq. (5.2). Additionally, we use the
form of the fidelity function in terms of trace norm, F(p, o) = ||\/py/||1:, and exploit the triangle inequality
property for norms. In Appendix D.3, we provide a smoothed version of the bound, which could be used to

include finite-size effects, as Eq. (5.6) is valid for the asymptotic limit.

As stated above, our result provides a sometimes better bound on Hy,in(Z4|E), and so a few comments
are in order on the applicability of the result. First, note that if \/E + \/E exceeds 1 then the trivial
lower bound of Hy,in(Z4|E) > 0 is better. See Fig. 5.2 for a contour plot of necessary values of p%A and pg’(A
for a non-trivial bound. Having reasonable values of pgg and pgA depends on what Xg and Zg correspond
to physically. For example, in Section 5.4, in the context of time-frequency QKD, these null measurement
probabilities should ideally correspond to the probability that single photons arriving at Alice’s detectors fall
outside her measurement ranges, resulting in no detector clicks; however, in practice, there are many scenarios
that also result in null detection, including loss and vacuum components. While these other scenarios do not
compromise security, they certainly cause an overestimation of png and p(DZA and a pessimistic bound on the
secure key rate. We will discuss what additional assumptions may need to be made to achieve a good bound.
In Section 5.5, when we discuss homodyne-based CV QKD, Xg and Zg correspond to quadrature intensities
above the saturation limit of the detectors; in practice, saturation probabilities can be kept low, so fewer

assumptions are needed to achieve a good bound.

Second, to tolerate higher null measurement probabilities, one requires low values of ¢<(X,Z) and
Hpmax (X 5|B). The former can be achieved if the degree of freedom being measured is high-dimensional and
the Z- and X-type measurements are non-commuting, while the latter can be achieved if Alice and Bob’s
systems are highly entangled. We will show in the next two sections that our bound provides insight into
the security proofs for entanglement-based time-frequency, and continuous variable QKD using homodyne

detection, two protocols employing high-dimensional degrees of freedom and Fourier pair measurements.
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Figure 5.2: Contour plot of the lower bound, in bits, on Hypin(Z4|E) as a function of p%A and pg(A as given by
Eq. (5.6). We have fixed Hyax(X 5|B) = 1, which corresponds to a noiseless scenario, and ¢< = 1073, which
is an experimentally feasible value in time-frequency QKD [230]. This plot corresponds to best-case scenarios
for the bound, and provides necessary conditions on the values of meA and p‘@{A for protocols employing Eq.
(5.6) to prove security, with the black region corresponding to no proven security. Assuming no noise, for
c< = 1073, the maximum tolerable equal probability of null measurement is p%A = pg(A ~ 23.2%, while in
the limit ¢< — 0, p%A = pg{A = 25%. Of course, if we make p%A smaller, we gain tolerance for higher pq)){A,
and vice versa. For example, with p%A =1073, pg(A can be as high as ~92%.
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5.4 Application to Time-Frequency QKD

One of the main applications for entropic uncertainty relations is in proofs of the security of QKD protocols.
QKD is a method for two spatially separated parties, Alice and Bob, to establish a shared, secret cryptographic
key in the presence of an eavesdropper, Eve, where, for instance, the results of one measurement can be used to
form the key, and the results of the other measurement can be used to bound Eve’s information about the key
[8]. A distinction is made between prepare-and-measure protocols, in which Alice uses a fully-characterized
source to send signals to Bob, who has fully-characterized measurements, and entanglement-based protocols,
in which Alice and Bob both have full characterization of their measurements, and an untrusted source
outputs states for them to measure. The prepare-and-measure scenario can usually be framed in terms of the
entanglement-based scenario [248], and the latter is suited to be analyzed using entropic uncertainty relations,
since the statistics of the measurement outcomes and the POVMs characterizing the measurement can be

used to bound Eve’s information.

One example of a QKD protocol for which our main result is particularly relevant is time-frequency QKD.
Time-frequency QKD employs single photon frequency and arrival-time as non-commuting observables to
establish a key [221]. In an entanglement-based protocol, an untrusted source would output two spatial
modes, one sent to Alice and one to Bob, who would then randomly alternate between measuring frequency

and arrival-time, with each observable having bins of finite width into which results can fall.

Typically, Alice’s frequency POVM in the single photon subspace, Fiqeal, is idealized with elements [223]:

W +ow/2 dw
= = lw) (Wl (5.8)
4 »/wmﬁw/2 2m

where wy, is the central frequency of the bin; dw is the bin width; and |w) is a frequency eigenstate with
normalization (w|w’) = 27d(w — w’) [230]. It is often assumed that the central frequencies of the bins are
defined over positive and negative frequencies [223, 232], although some have modified the definition to
include only positive frequencies [230]. Of course, a full characterization of Alice’s measurement will also
include POVM elements for vacuum and multiphoton contributions; we will return to this issue later in our

discussion.

The arrival-time eigenstates are defined as Fourier pairs of the frequency eigenstates, with Alice’s arrival-

time POVM in the single photon subspace, Tigeal, typically defined by elements [230]:

L+6t)2
= [l (5.9)
tkfét/Z

where ¢, is the central arrival time of the bin; ¢t is the bin width; and |¢t) = f+oo do

e™t|w) is the Fourier
—oo 27

transform of |w). As with frequency, the sequence of central times extends over positive and negative arrival

times.

Using Eq. (5.4), these POVMs yield a maximum overlap of:

dwot
2T

1 dwdt

C(T’idcalyp‘idcal) = Sél)( 5 4 )2 (510)

where Sél)(~7 -) is the Oth radial prolate spheroidal wave function of the first kind [12, 256]. Eq. (5.10) is
roughly proportional to dwdt when their product is small [256]. As expected, ¢(Tiqeal, Fideal) — 1 as the bin
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width product grows.

The obvious problem with this characterization is that realistic detectors cannot have a constant bin
width over all frequencies and arrival-times. For instance, a typical source for time-frequency entangled
photons may have a repetition rate on the order of 10 MHz [224, 257], which would limit the range of
arrival-times that can be employed. Additionally, the best single photon detectors have high efficiency in a
finite spectral range of a few tens of nanometers about 1550 nm [258]. We assume that when the photon falls
beyond these ranges of the detectors, the detectors do not click. Thus, one step towards a more realistic
characterization of the measurements is to include the null measurement elements corresponding to when the
photon falls outside the temporal range in the arrival-time measurement or the spectral range in the frequency
measurement. If the temporal range is from [—t,, t.], then T% = f:;‘ dt|t) (t] + f:oo dt|t)(t]. If the spectral
range is from [wo — we,w, + we], then FY = [ d2)0) (w| + f:ﬂofwc 99 1w) (w|. Thus, the refined POVMs
are T = {T5 1T U{T%} and F = {F7}2 U {FY%}, where we assume that t. (w.) or 3t (§w) can be chosen
so that the Ny (Np) bins can be defined within [—¢.,t.] ([wo — we,wo + wc]). Based on (10), ¢(T, F) ~ 1
since the null measurement bins have, in principle, infinite width. As discussed previously, this has been a
known issue for time-frequency QKD [222, 223].

A common suggestion for dealing with this problem has been to apply pre-measurement filters to exclude
the frequencies or arrival-times that would not be detected [222, 223]. Consider, however, that for the
unmodified bound, the maximum overlap in Eq. (5.4) is not sensitive to the probabilities of different
measurement outcomes, only to the POVM elements. This means that, as Eq. (5.2) stands, it does not
necessarily matter that a filter could keep those probabilities low. Thus, without modifying the entropic
uncertainty relations, the only way to ensure that we can safely disregard the null measurement POVM
elements with semi-infinite support that saturate Eq. (5.4) is to ensure that the state has no shared support
with those POVM elements, effectively reducing the problem to the smaller subspace defined by the support
of the state. Unfortunately, it is not possible to construct a filter that could simultaneously ensure compact
support in the time domain and frequency domain [259]. In other words, we cannot simultaneously make
the state have exactly zero probability of yielding null measurements on the spaces of Tg and F?ﬂl without
filtering out all of the state. As long as there is some non-zero probability, one would need to consider the
POVM elements on that space, which saturate Eq. (5.4) and render the unmodified entropic uncertainty
relations trivial.

Alternatively, as discussed in [249, 250], one could assume that there exists a cut-off outside the measure-
ment range, and that the probability of a result beyond the cut-off is negligible, using less coarse-grained
measurements with a wider range to estimate this probability. We would then need to ask how small that
probability needs to be, and how to quantify its effect within the bound on security.

Our main result, Eq. (5.6), is a step towards dealing with this problem. In [230], an ideal source for

time-frequency entangled photons has a biphoton wavefunction modelled as:

eXp[— (WA — wB)20-gor/4 — (WA + WB)20-goh]

wa,w =
’(/}( 4 B) \V 7r/2acoh0cor

where wy and wp are relative to the central telecom frequency; o.on, the coherence time, is taken to be

(5.11)

6 ns, and o, the correlation time, is taken to be 2 ps. Assuming the spectral range is between 1520
nm and 1610 nm [258], the state in Eq. (5.11) yields a probability for a null outcome in the frequency

measurement of p%A = 0 (to within machine precision?). Note that this is in the best case scenario when an

2We used MATLAB, for which a positive value less than 2752 is treated as 0 [260].
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eavesdropper is not tampering with the value; of course, in a real-world entanglement-based QKD scenario
this probability value would be measured from the data. Using a repetition rate of 55.6 MHz [230], Eq. (5.11)

yields a probability for a null outcome in the arrival-time measurement of meA ~ 0.27%. We can upper bound

cS(T, F) = maxy, m-p ||\/ﬁ\/IFTX||gO by ¢(Tideal; Fideal) since the sets of POVMs over which the former is
maximized are subsets of the sets over which the latter is maximized. Again using values from [230], this
yields ¢< < 1073.

The original problem was that the unmodified entropic uncertainty relation, Eq. (5.2), was rendered
trivial by the overlap H\/ﬁ \/XT% [|2, ~ 1, so it is a clear improvement that the new maximum overlap, c¢<, is
no longer saturated by the null measurement POVM elements. Unfortunately, a new problem arises when
applying Eq. (5.6) in a practical implementation of entanglement-based, time-frequency QKD: p%w pgw and
Hpnax (X 5|B) will all need to be estimated using the measurement data, a task limited by source, coupling,
and channel imperfections.

In a true entanglement-based scenario, only the detectors are trusted. This means that the source, channels
and couplings are not. In Eq. (5.6), p?,A and p%é should ideally correspond to the probabilities that the
single photon portion of Alice’s state yields null measurements. However, less than ideal devices may result
in an overestimation of these parameters.

First, the source will pose a problem due to vacuum components since vacuum states also yield null
measurements. For example, a common choice for creating spectrally entangled photon pairs is a spontaneous
parametric down-conversion device, which can have low conversion efficiency [225]. Therefore, to get a
better estimate on p%A and prA, Alice would ideally want to determine the probability the untrusted source
emits a vacuum state. While passive decoy state methods allow for the characterization of the photon
number distribution for untrusted sources in single-mode QKD [261], we are not aware of any methods for
characterizing the photon number distribution of an untrusted source for high-dimensional QKD employing
many time-frequency modes. Thus, short of such methods, the source will be untrusted and uncharacterized,
and we would have to allow null measurements due to vacuum components to be part of the estimation of p(%A
and pQTA. However, as shown in Fig. 5.2, this would mean the probability of a vacuum component would need
to be less than 25%, and that is additionally on condition that there be perfect correlations in measurement
results, and a very low value of ¢<. This may not be possible with current technology, as increasing the
number of photon pairs is typically achieved by pumping at higher intensities which also results in increasing
the number of multiphoton contributions [262]. Multiphoton detection events are a source of noise [263], and
thus the high correlations between Alice and Bob’s data will be unattainable.

Second, the problem caused by in-lab coupling from the channels to the detectors is conceptually similar:
a lost photon yields a null measurement. Even if the couplings induce a basis-independent loss, if we do
not want to trust the couplings, we will need to factor their contribution to null measurements into the
estimation of p%A and pg«A. To have a non-trivial bound, that loss cannot be greater than 25%, on condition
that vacuum contributions are negligible, correlations between measurement results are high, and we have a
very low value of ¢<.

There is clearly a practicality problem if we do not trust the source since there are so many scenarios that
can cause a null measurement. The problem can be slightly improved if we allow partial characterization
of the source and in-lab couplings, weakening the full entanglement-based assumption. For instance, Alice
need not know the full biphoton wavefunction, but if she can know the probability that the source outputs a
vacuum state and characterize the basis-independent coupling losses between the source and her detector,

then she can have a much better estimate of p?,A and pgﬂA. This is because she can first use the process from
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Appendix D.1 to discount any negative impact due to basis-independent null measurement POVM elements,
and then she can use Eq. (5.6) to treat the remaining, basis-dependent null measurements, whose impact on
security is treated via the probabilities p?,A and p(DTA. With no tampering of her single photon component,

she should expect the very low values for p%A and pQ)TA calculated earlier.

However, in all QKD protocols the channel is untrusted. In Eq. (5.6), Hmax(X 5 |B) should ideally be the
conditional max-entropy of Alice’s measurement outcomes from single photon components that fell within
her measurement range, given the single photons that arrived at Bob’s detector. Unfortunately, Bob will
have additional null measurements due to all the photons lost in the channel. Even if Bob can discard null
measurements due to the source outputting a vacuum component, or due to coupling from the channel to
his detector, he will have to assume all the null measurements due to loss in the channel are instead due to
single photons falling outside his detector range. Since there will be cases where Alice did not have a null
measurement while Bob did, Bob’s strategy in those cases will then be to assign a bit value to these null
outcomes based off the publicly known probability distribution of Alice’s results, to have a lower chance of

error.

Using the state in Eq. (5.11), with a loss of 0.2 dB/km in fiber, assuming Alice has partial characterization
of her source so she can safely estimate her null measurement probabilities to be meA =0 and meA =0.27%,
and taking ¢< = 1073, the bound on Hy,(Fa|E) — H(Fa|Fg) still saturates at ~2 km, even in an ideal
case where Alice and Bob have no dark counts and Eve has not interfered with the results, as shown in Fig.
5.3. Here, H(F4|Fp) is the conditional Shannon entropy of Alice’s frequency results given Bob’s, and it is
used to quantify the number of bits to correct errors in the key [8, 223]; in this case, it will be non-zero
even in noiseless channels because of the finite coherence time of the state. We used methods from [230]
to bound Hypax(T5|B). Note that our result significantly differs from the distance of >150 km presented
in [230]; however, their analysis did not address the measurement range problem, so it would not provide
security given realistic limitations on the measurement range. We have shown the region of security can be

expanded, albeit slightly, to more than 2 km.
It appears that bounding the security of entanglement-based time-frequency QKD with a completely

untrusted source is still impractical using Eq. (5.6). With knowledge of the source’s vacuum component
probability, and characterization of their coupling losses, Alice and Bob can achieve a better bound on
Hunin(FalE), but only if the channel distance to Bob is very short. The result may still be useful for applica-
tions of time-frequency entanglement other than entanglement-based communication, such as entanglement
witnessing [239].

Clearly, time-frequency QKD with arrival-time and frequency treated as Fourier pairs of each other is
not currently feasible with an untrusted source and current levels of loss; seeing that the null measurements
depend on the type of measurement, loss must be treated as a threat to security. We therefore have the
following outlook for time-frequency QKD: if one wants to continue characterizing arrival-time and frequency
as Fourier pairs, then one will need to move to a prepare-and-measure or a measurement-device-independent
QKD setting. For the former approach, the equivalence between prepare-and-measure and entanglement-based
QKD that is often used for security proofs will need to be carefully considered, since an entanglement-based
approach is untenable. Alternatively, it may be fruitful to re-examine the characterization of arrival-time
and frequency measurements: it is likely that one is not measuring perfect Fourier pairs in the lab, so
perhaps the newly-characterized observables that one is measuring will end up having basis-independent null
measurements, which we know not to be a problem for security. Additionally, some work has been done

to implement measurements in arrival-time-like and frequency-like measurements: rather than measuring
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Figure 5.3: Key rate vs. distance for time-frequency QKD, accounting for security repercussions of null
measurements on Bob’s side. For the state in Eq. (5.11), we have set 0., = 6ns, and 0., = 2ps [230]. To
employ Eq. (5.6) we have used ¢< = 1073, p%A = 0.27%, and p%A = 0%. We have bounded Hy,ax(T5|B)
using techniques from [230], employing a bin width of §¢ = 20ps. See the text for additional assumptions.
Previous security analysis of time-frequency QKD in [230] presented non-zero key rate at distances of >150
km, but the proof does not provide security against the measurement range problem. Our new bound widens
the region of security to more than 2 km.

114



d—1

n—ps O in &

Fourier pairs of observables, one either makes a measurement in a basis of d arrival times, {|t,)}
superposition basis, {|fm) = Zi;é exp(2minm/d)|t,)}4 2, [226, 227]. In that case, the measurement range
problem is averted because the system of interest is now defined on an effective subspace in which there are
lower probabilities of basis-dependent null measurements. Finally, as our bound was not proven to be tight,
we do not rule out the possibility of a better bound that is not as quickly saturated by the probability of null

measurements.

5.5 Application to Homodyne-Based Continuous Variable QKD

CV QKD exploits the electric field quadratures as the non-commuting observables to establish a secret key.
In a typical entanglement-based protocol employing homodyne detection, an untrusted source sends one
mode to Alice, another to Bob, and they each randomly perform either X or P quadrature measurements
[234, 236]. Entanglement-based CV QKD employing heterodyne detection is also possible [264-267]; however,
the entropic uncertainty relations are not applicable for proving security in such schemes [265, 267], so we do
not consider them here as our result relates to a modification of the entropic uncertainty relations.

In close analogy to time-frequency QKD, for a homodyne-based CV QKD protocol, Alice sorts her results
into bins, yielding the POVMs for X and P quadrature measurements with elements [235]:

T +6/2 pr+6/2
= [ el By [ dpla (512)
T —8/2 Pr—5/2
where |z) and |p) are the eigenstates of the quadrature operators. If the constant bin width, §, can be
maintained across the entire measurement range, then we should expect an expression for the maximum overlap
just like Eq. (5.10), since that equation is derived for general continuous variables respecting Heisenberg-like
uncertainty relations [256].

Of course, as with time-frequency QKD, we cannot expect the same level of coarse-graining over the
entire Hilbert space. Above some intensity level, the detectors will become saturated. The measurement
operators characterizing saturation in the X and P measurements will be defined over semi-infinite ranges,
meaning ¢ =~ 1 [235]. The suggestion made in [235] for dealing with this issue is that one needs to trust the
source, assume it has a low probability of saturating the detectors, and then incorporate that probability
into the smoothing parameter for the entropic uncertainty relations resulting in a failure probability for the
protocol. In [237], the solution is to assume that the energy of the source is bounded, so that the probability
for saturation can be estimated.

This issue has been discussed in [252, 253], in the context of the Gaussian modulated coherent state
protocol, a prepare-and-measure setting. They found that an eavesdropper can shift the mean of the
distribution of results into the saturation regime, simultaneously lowering the variance of results, which causes
Alice and Bob to overestimate the security of their key. Among countermeasures suggested, they discussed
introducing a confidence interval for the results, and if too many results fall beyond the confidence interval,
Alice and Bob ought to abort the protocol; however, the range of this confidence interval and the threshold
probability for aborting the protocol were left open for future work.

Our main result, Eq. (5.6), addresses this gap: our bound depends explicitly on the probabilities of
saturating the detectors, pg(A and p?;A7 which can be measured from the data without having to trust the
source. This provides a way for Alice and Bob to monitor how many results are beyond their confidence

interval, guarding against a saturation attack by Eve. Note that, by depending on pg(A and p?DA, our bound

115



additionally provides an implicit way to include the choice of the measurement range as an optimization
parameter for the protocol.

Note the major difference between the problematic measurements in time-frequency and CV QKD using
homodyne detection. In the former, losing a photon had the same consequence for security as falling outside
the measurement range, since both resulted in the detector not clicking; the high loss in fiber optic channels
compromised security after a short distance. In homodyne-based CV QKD, however, saturation is problematic,
and luckily the fiber optic channel will not naturally introduce gain that will convert a low intensity signal into
a saturating signal. Other than tampering, the main source for detector saturation is due to the tails of the
Gaussian distributions in phase space from the two-mode squeezed vacuum states used for entanglement-based
protocols. Luckily, these probabilities are vanishingly small. For example, in [237], the range of measurement
is [-61.6, 61.6] in units of vacuum noise, and using an anti-squeezing factor of 19.3 dB [268], this yields
p‘@(A = p?DA ~ 0 to within machine precision. We should not expect the results with the new bound to differ

from [237], since Eq. (5.6) reduces to Eq. (5.2) when those probabilities are zero.

5.6 Conclusion

We have presented a modified entropic uncertainty relation to discount unwanted POVM elements that render
the unmodified entropic uncertainty relation trivial. This is done at the cost of including the probability of
the unwanted measurement in the bound. Our bound offers insight into the measurement range problem,
which poses an issue for the characterization of entanglement in high-dimensional systems. We applied the
bound to analyze entanglement-based time-frequency QKD, and found that, unlike previous results, we can
now guarantee security; however, this is conditional on low loss and high detection efficiency within the
measurement range. In a practical setting, this may only be achievable with some characterization of the
source, like knowing the probability a vacuum state is emitted, weakening the completely untrusted source
assumption of entanglement-based QKD. Under realistic conditions, the key becomes insecure using our
bound at ~2 km, mainly due to the high loss in fiber. Since we did not show the bound to be tight, this does
not preclude a better bound in the future from extending the secure distance of the protocol. Finally, we
discussed our bound as it related to saturation attacks in CV QKD employing homodyne detection schemes.
Through the bound’s dependence on the probability of detector saturation, we provide a new quantitative way
to guard against saturation attacks, without any assumptions about the source but with full characterization
of the measurements.

As a consequence of this study, we see the susceptibility of detectors in QKD protocols to security loopholes.
Luckily, an alternative strategy is offered by measurement-device-independent (MDI) QKD [24], wherein the
channel and detectors are completely untrusted, but the sources are trusted. In the next two chapters, we
will examine security proofs in the MDI setting and how they can be adapted to account for imperfections in

the optical source.
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Chapter 6

Loss-tolerant QKD with a Twist

This chapter is based on [43], co-authored with Ignatius William Primaatmaja, Prof. Charles Ci Wen Lim,
and Prof. Hoi-Kwong Lo. The work was initiated by Charles Ci Wen Lim, who supervised the project along
with Hoi-Kwong Lo. The project was collaborative in nature, and published in Physical Review A. 1 was
the first author for this work. My main contributions were to the literature review, mathematical proofs,
numerical simulations, analysis, and manuscript writing. The work benefited from helpful discussions with

Ilan Tzitrin, Wenyuan Wang, Thomas van Himbeeck, Emilien Lavie, and Koon Tong Goh.

6.1 Introduction

There has been significant interest in quantum hacking against practical quantum key distribution (QKD)
systems [8, 269]. In particular, single photon detectors (SPDs) have been identified as the weakest link in the
security of practical QKD. To completely bypass all possible attacks on SPDs, the concept of measurement-
device-independent (MDI) QKD has been introduced and widely deployed. MDI QKD allows two distant
parties, Alice and Bob, to distribute a shared, secret cryptographic key, even in the presence of an eavesdropper,
Eve, who has complete control of their quantum channels and measurement devices [24, 270]. Typically, Alice
and Bob prepare a set of signal states, send them to a central measurement node potentially controlled by
Eve, which then makes an announcement based on a measurement it may not have faithfully executed. The
cost of information-theoretic security in this setting is that Alice and Bob need to trust and characterize the
optical sources they employ to send signals. Thus, it is especially valuable to account for the source features
and flaws in a security proof when quantifying the key rates offered by an MDI protocol.

In this chapter, we answer a seemingly simple question: how do you construct a security proof for an
MDI QKD protocol that employs trusted, yet noisy — i.e. mixed — signal states? To clarify, protocols that
employ the decoy state method [271, 272] call for mixed optical states in the form of phase-randomized weak
coherent pulses. However, in those protocols, the signal states — i.e. the single photon contributions — used
for key generation are still often assumed to be pure. Unfortunately, a realistic source will not be able to
initialize signal states with perfect purity. Therefore, our task is to build a consistent framework for optimally
determining the security of MDI QKD protocols in the case of mixed signal states from a trusted source,
using to our advantage that Eve may not hold the purification of the mixture.

There are several leading proof techniques for handling state preparation errors in a QKD protocol. The

first major analysis was performed in [273]; however, the authors assumed pessimistically that Eve could
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Figure 6.1: (a) A real MDI QKD protocol: Alice and Bob send mixed states associated with bit (z,y) values
to a central node controlled by Eve, who announces Z. (b) A virtual (purified) picture of sending the key
generation states: Alice and Bob’s mixed signal states are entangled with virtual qubits AB which coherently
store the bit values (z,y) until they are revealed by a computational-basis measurement. The AB systems are
additionally purified by the A’B’ systems to account for trusted noise in the source. Only the A, B systems
are sent to Eve. (¢) An alternative virtual picture: all purifications are related by unitary operations applied
to, in general, a joint purifying ancilla, yielding private states in ABA’B’. These "twisting" operations can
optimally boost the secret key rate as they modify the phase error rates which Alice and Bob need to estimate.
In (a)—(c), the signal states sent and the observed detection and bit error rates are the same.

amplify such noise to her benefit, so the technique was not robust over long distances against e.g. coherent
modulation errors. An improved technique was provided in the loss-tolerant protocol [25], which uses basis
mismatch statistics to infer phase error rates that cannot be directly observed when state preparation is
non-ideal. However, the technique leaves ambiguous how to treat mized signal states, a gap this work closes.
Different extensions of the loss tolerant protocol were considered in [274-276]; however, their focus was
primarily on leaky sources, so treatment of mixed states was analogous to [25]. Another notable technique
for characterizing security given pure qubit signal states is provided by [277]; however, their technique for
generalizing to mixed signal states uses a suboptimal approach of averaging the key rates for each of the
pure states in the mixture, which yields an equal or lower key rate than the key rate produced from the true
average signal state. Lastly, an approach for finding a numerical lower bound on the Devetak-Winter secret
key rate [278] for MDI-QKD protocols is provided by [279, 280]; their technique is in principle extendable to
noisy state preparation. In our work, we take a conceptually simpler strategy of directly optimizing the key
rate formula from [281], which uses the bit and phase errors of qubits in a virtual picture of the protocol.

In the case state preparation noise can be trusted and characterized, but perhaps not reduced, we provide
here a simple analytical and numerical toolbox for calculating an optimal secret key rate. First, we provide a
re-framing of the tilted four-state loss-tolerant protocol which provides a method for fixing Eve’s degrees
of freedom in the secret key rate [25, 282, 283]. However, as the signal states are mixed, the security also
depends on how we treat the trusted noise in the signal state generation. Typically, the security of QKD
is analyzed in terms of Alice and Bob’s ability to virtually distill maximally entangled EPR pairs, since
measurement of such pairs yields perfectly correlated keys, and by the monogamy of entanglement, the results
cannot be correlated with anyone else, including Eve. However, it is known that a larger class of states known
as private states [284-287] are fundamentally what is required to produce secret key. Formally, private states
can be constructed from an EPR pair if Alice and Bob take ancillary shield systems they control, and apply
a “twisting" unitary operation between the EPR pair and the shields, the condition being that this twisting
leave unaffected the measurement results that generate secret key. Since twisting does not change the key,
private states can then be understood as deflecting some of Eve’s attack on the systems that generate key to
the shield systems. See Fig. 6.1 for a diagram of this concept.

In our technique, we show that the mixing noise of the signal states can be treated in a virtual picture as
being equivalent to Alice and Bob employing shield systems. Completely within this virtual picture, we can

apply unitary twisting operations to the shields to decrease the phase errors of the protocol, increasing the
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secret key rate. We provide simple semi-definite programs to find the optimal twisting operations, yielding the
optimal key rate under this framework. Semi-definite programming [288] has recently become a powerful tool
for quantifying the asymptotic security of QKD protocols [27, 279, 280, 289-293]. While private states have
been of significant conceptual interest, as far as we are aware, this is the first application of private states in
a practical QKD setting. Finally, we apply our technique to calculating fundamentally achievable key rates
in an MDI QKD protocol with randomized modulation error in the state preparation procedure. We note
that our technique is applicable to a wide class of MDI QKD protocols in which Alice and Bob each employ
four qubit signal states that must not fall in the same plane of the Bloch sphere (which is easy to impose in
practice), but which can be subject to general asymmetric preparation noise. Moreover, these signal states

can be the single photon components of phase randomized coherent states in a decoy state protocol.

6.2 Characterizing Eve’s State

We consider an MDI QKD protocol in which Alice and Bob each prepare four mixed qubit signal states
{pff} and {Ugy}, that they will send respectively with probabilities p»* and ¢7¥ to the central measurement
node controlled by Eve. Alice and Bob can characterize their initial states by e.g. performing tomography on
their sources before the protocol, as in [282]. As implied by the notation, here we assume that the signal
states are separable and uncorrelated from round to round of the protocol. As mixed states, there can be
random fluctuations of which state is sent from round to round, but the overall average state must be given
by the density matrix, and fluctuations between rounds are assumed to be uncorrelated. An interesting
future problem would be to combine the technique presented in this chapter with the approach for treating

correlated sources in [294].

When Alice and Bob choose (i, j) = (0,0) these are the key generation states with (x,y) corresponding to
their key bit values. All other combinations (i, j, x,y) correspond to test states used to constrain the phase
errors. Following the security proof of the loss tolerant protocol [25], we require that the sets of states {p\"}
and {agy} each form a tetrahedron on the Bloch sphere, meaning the Bloch vectors cannot all lie in the same
plane. In Appendix E.1, we provide steps for how to embed our technique within a decoy state protocol in
the asymptotic limit of an infinite number of decoys. Note we are also assuming collective attacks, with an

extension to coherent attacks available in [25].

As qubits, our signal states can be fully characterized with two orthonormal basis vectors, which we take
to be the polarization states |H) , |V):

14

plfixo-gy = Z c:;zafm/di;f{n/ |m’n> <m/’n/‘A,B (61)

m,m’,
n'=H

Under unitary evolution, each of these basis vectors evolves to a (subnormalized) state in Eve’s possession as

. . . F .
well as a classical announcement, z, which we take to be pass or fail: |m,n) 4 5 = > _plef, ), [2) 7. This

process generalizes simply to multiple announcement events, such as which Bell state Eve claims to have
detected.

The probabilities that Eve announces a round successfully passed conditioned on the signal states sent
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pi7ioY = p(z = Pli, j,x,y), provide constraints on the inner product of Eve’s vectors (eh o \ef;’n>E:
v
35T,y T g, i s P P
paltt =g Y et dh ek ek ) (6.2)
m,m’,
n,n'=H
pfi’gf’y are observable satistics in the protocol, and they can also be used to directly calculate some quantities
required for the secret key rate formula, such as the detection probability in the key basis, pg’i =3 Y pgﬁ’w’y7

and the bit error rate ey = (pgﬁ’o’l + pgﬁ’l’o)/pgﬁ, where we have taken |®T) to be the target Bell state

that Alice and Bob wish to distill in a virtual picture we describe in the next Section.

We see that Eq. 6.2 can be written compactly as:

Paet =€ => €=9""Pes (6.3)
where €, = <e£’1,,n,|ef@,n>E, s = 1,...,16, is the vectorized form of the Gramian matrix of Eve’s states
associated with a passing announcement; (Pyet)r = pfi’ggw’y, t=1,...,16, is a vector containing all the successful

Y

‘v 18 a matrix dependent on the initial states from Eq. 6.1

detection probabilities; and ;s = pmq-j’ycz‘,’fm,dﬁ;

1

used in the protocol. As long as 47+ exists, then we can exactly solve for €, which can then be used to

calculate any objective function of <ei,7n, lef including all the phase error rates in the six-state protocol

myn) g
key rate formula [8, 25, 245, 281], even though ]fve are only using four states, which were chosen to provide
complete characterization of Eve’s strategy. In Appendix E.2, we show that the invertibility of 4 is equivalent
to sending four states that form a tetrahedron on the Bloch sphere, as found in the original security proof
of the tilted four-state loss tolerant protocol [25]. Additionally, we provide a generalization of the proof

technique to high-dimensional MDI QKD [233, 291, 295-297].

6.3 Optimal Choice of Virtual Protocol

Having characterized Eve’s Gramian matrix entirely from observable parameters in the protocol, we now
move to a virtual picture for the key generation signal states to calculate the remaining parameters of the
secret key rate. In this virtual picture, which is depicted in Fig. 6.1, systems A, B from Eq. 6.1 are entangled
with virtual qubits A, B that Alice and Bob keep in their laboratory [25]. Importantly, since these signal
states are mixed, we require additional purifying ancillary systems A’B’. We assume that the sources of
noise are confined to Alice and Bob’s labs, meaning Eve does not have access to manipulate A’B’. The
mixedness of the signal states then results in an effective virtual shield Alice and Bob can use to minimize
Eve’s knowledge of the secret key.

0,z .0 0,z 0,y

The key generation states, p~>*¢""¥p, 05" can be purified to:

|4
=D lzyas Y b aslmn)as (6.4)
z,Y m,n=H

where we have constraints from the states in Eq. 6.1:

; , _ 0,z 0,y 0, 0,
<77In;y,n’ |’ern,yn>A/B/ =Pp mq ycmiﬂm’dn}:ﬂ (65)
since to generate key, Alice and Bob measure AB in the computational basis. The crucial point is that this
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purification is not unique [2], and so we have freedom to choose the virtual picture that yields the optimal
key rate. Since Eve does not have access to A’B’, any purification will yield a suitable lower bound on the

key rate, but we will show how to choose the optimal purification with simple semidefinite programs.

We can parametrize all purifications using twisting unitary operations [284-287] applied to the virtual

ancillary systems in |():
1

Uiparp = Z |z, y) (@, ylap @ Ux'p (6.6)
x,y=0

Such an operation is entirely virtual, so it can be nonlocal in general and never needs to be executed in the
real protocol. Twisting does not affect any of the real observed detection probabilities, which correspond
to Alice and Bob first projecting AB in the computational basis, as we show in Appendix E.3. Moreover,
since only the A, B portion of |) evolves unitarily to E, Z, the twisting operation need not be fixed from
the beginning of the protocol, and its choice can and should be informed by the statistics of the protocol.
Such twisting operations applied to Bell states yield private states. We next show exactly how these twisting

operations affect the secret key formula.

To quantify the security of the protocol, we employ the key rate formula from the six-state protocol

[8, 245, 281], noting, however, that our protocol employs only four states:

R—p20 (1 ~hales) — exhs 1+ (ex ;eY)/€Z:| — (1= en)hs {1 - (6X1+_e:Z+ ez)/2] ) (6.7)

where hy(+) is the binary entropy function, and ex and ey are the phase error rates of the virtual qubits AB
in the X and Y Pauli bases. These can be understood as the probability of the virtual qubits being projected

into the incorrect Bell states given a passing announcement from Eve:

o = DILQE) @] +197) (@] 15 © [P)(Pl LIT)

TI(P)(PI2)IT) 68)
o UL+ 97) (@) 15 © 1) (Plz ] IT)

TI(P)(PI)IL)

Here, |T') denotes the joint state between ABA’ B’ EZ after the AB portion of twisted purified state Uz 4/ 5/ |¢)
is sent to Eve. Note (T'|(|P)(P|z)|T) = pg’e(i. The six-state protocol key rate provides generally higher key
rates than the Shor-Preskill key rate [298] because it takes into account correlations between the bit and
phase error patterns.

Employing Eq. 6.4, the twisting operation in Eq. 6.6, and the unitary evolution [m,n) 4 p = >2._p e, n) %) 2
we find that ex = ex *+ ey are linear functions with respect to the elements of Eve’s Gramian matrix
<e§,7n, |e,1;_;n> » which are already known from Eq. 6.3. Additionally, these phase errors are linear with respect

to matrix elements ('ym n |U A,’y U which are functions of the twisting operation we control.

S 4
Since our task is to modify the twisting operation to boost the key rate, these elements form the optimization
variables of our problem. We note these elements form the Gramian matrix of the twisted ancillary system
states, which is a positive semidefinite (PSD) matrix by construction. They are constrained linearly by Eq.
6.5, since by construction when (x,y) = (z,3’), the twisting operations cancel to not affect the form of the

real protocol signal states.

The additional benefit of choosing e4 as our objective functions is that we overcome any nonlinear
optimization introduced by ho(-). We find that ey (e_) only depends on Uy = Ug,(g/ Uyl (U = UA/B,UA/B/)
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Intuitively, we have such a dependence since e_ involves the Bell states that underwent a bit flip, so Alice and
Bob’s bit values will be (0,1) and (1,0), and only those twisting unitaries will be used. Similarly e reflects
Bell states that did not undergo a bit flip, so twisting will only involve (0,0) and (1,1). Since the unitaries
{U%%} can be defined independently of each other, the optimizations of e+ can be decoupled. Finally, since
ha(x < 1/2) is monotonic, optimization of the arguments e is sufficient.

Taking stock, we have two independent objective functions e, which are linear with respect to our opti-
mization variables (’yﬁ;,”y,;, |Uzl,ﬁi fusy, V%) 4 g the elements of a PSD matrix subject to linear constraints.
Thus, these optimization problems take the form of semidefinite programs which can be solved numerically
on a standard laptop in a few seconds using packages for Python [299, 300] or Matlab [301]. While previous
literature on twisting operations had noted the opportunity for optimizing U [287], no explicit procedure was
constructed. Here, we have closed this gap, increasing the practicality of utilizing a virtual twisting operation
as a step in the security proof. In Appendix E.3, we provide complete details for framing the problem in
terms of semidefinite programs.

A comment is in order regarding our ability to choose an optimistic and optimal purification to increase
the key rate, as it is common in other QKD security proofs to assume Eve holds the purification and thus one
might assume we need to choose the most pessimistic purification. Recall from Fig. 6.1 that the qubits from
which secret key is extracted are AB. These qubits are entangled with the signal states AB, and with A’B’,
since the signal states are mixed. We are assuming that the sources are imperfect, but not malicious, so Eve
does not have access to A’B’. This means that we are able to choose the virtual state of A’B’ in the most
optimistic manner, which is equivalent to using A’B’ as a shield system upon which we can apply twisting
operations to yield private states with AB. After the initial states in AB are sent to Eve, who also holds
system E, Eve then holds a partial purification of the key systems AB as well, but she still does not hold the
entire purification since she does not have A’B’. Indeed, for a general protocol we would need to determine
the most pessimistic state Eve could hold, which would correspond to finding the most pessimistic form of
her Gramian with respect to the secret key rate; however, as we are using the tilted four state protocol, we
have from Eq. 6.3 that Eve’s Gramian is fixed, so there is no room to modify the parameters of the secret key
rate that depend on Eve. That is, we do not need to take the most pessimistic partial purification that Eve
can hold, because we have already uniquely specified her Gramian. Thus, the only remaining free parameters
come from the state of the shield system, which we have the benefit of treating optimally by applying the
twisting operation in Eq. 6.6. Picking the optimal purification of virtual systems Eve cannot access has been
used to advantage in QKD security proofs before, as in choosing the state for the fictitious quantum coin in
[273].

6.4 Key Rate Results

The only requirement for applying our technique is that Alice and Bob’s initial qubit signal states cannot fall
in the same plane of the Bloch sphere, which is easy to satisfy in practice. Otherwise, our technique can
handle quite general noisy state preparation: Alice and Bob need not prepare the same sets of states; they
can send states with different probabilities; and, the noise channel applied to each state can be dependent on
the state.

As a study of fundamentally achievable key rates, we consider the following two-parameter (4, p)-model
for the initial states. We suppose Alice and Bob attempt to prepare the states {|H), |V), [H)+IV)/vz2,

[H)—ilV)/\/2}; however, each state is subject to a modulation error which we treat as a random variable. Given
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Figure 6.2: Top: Key rate vs. Alice-Charlie distance for various values of modulation error and depolarizing
noise (4, p) (same color indicates same model parameters). The dotted lines are the results from a suboptimal
purification, while solid lines indicate our optimized key rates over all virtual twisting operations. Bottom:
For each pair (§,p), the percentage increase offered by optimizing over twisting operations. We assume a
single photon source, symmetric distances from Alice and Bob to Charlie, and a Bell state detection scheme
similar to [24], with overall detection efficiency of 50%, a dark count probability of 10~° per pulse per detector,
loss in fiber of 0.2 dB/km, and error correction efficiency of 1.

a state-dependent distribution for the modulation error on the surface of the Bloch sphere, the resulting
average states can be treated as having a coherent modulation error, i.e. a constant offset angle from the ideal
state parametrized by §, as well as a depolarization noise parametrized by p, which introduces incoherent
mixing to the states, shortening the Bloch vector. For exact definitions of the signal states, see Appendix E.5.
For the case p = 0, we expect no improvement in our key rate over the standard loss tolerant protocol, since
no mixing implies no virtual ancillary shield system.

In Fig. 6.2, we plot the asymptotic key rate found using our technique as a function of distance for various
pairs (4, p). For comparison with the key rate produced with our optimization, we plot the key rate calculated
using a suboptimal purification, which was constructed by diagonalizing Alice and Bob’s signal states and
having A’ B’ index the eigenvalues in decreasing order. We find that our technique provides a modest increase
over the “naive" purification, our technique’s advantages being most significant as the depolarizing noise gets
stronger (making the initial states more mixed), and at longer distances when the untrusted channel noises
(loss and dark counts) accrue. Additionally, we see a better key rate can be produced by reducing state

preparation noise; however, once one has improved as best possible, our technique provides an optimized
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key rate given that level of noise. That is, our technique provides confidence that one has optimized over all
possible ancillary states of the purification that are consistent with the protocol statistics without worry that

one has chosen a pessimistic virtual picture.

6.5 Conclusion

We have presented an extension of the proof technique from [25] to quantify the security of MDI QKD
protocols that employ general noisy qubit signal states. We first reframed the analytical technique used
for characterizing the parameters in the secret key rate that depend on Eve’s system, noting that this new
approach lends itself clearly to a generalization for higher-dimensional signal states. Next, we observed that
employing trusted but mixed signal states means Alice and Bob have not a single but a set of virtual pictures
they can use to analyze security in their protocol; we observed this was equivalent to Alice and Bob employing
a virtual shield system onto which they can apply virtual twisting operations to minimize Eve’s knowledge of
the key [284, 285]. Finally, we provided a simple numerical technique leveraging semidefinite programming to
optimize over all twisting operations to optimize the six-state protocol secret key rate formula, examining the
implications for state preparation subject to random modulation error.

While this chapter focused on noisy signal states, we note that we assumed the noise kept the signals within
their original Hilbert space; that is, the qubit became a mixed state, but remained within a two-dimensional
subspace. In the next chapter, we examine the issue of source side-channels—scenarios in which extra
information is sent along with each signal, thereby breaking the assumption that the states remain entirely

within a qubit space.
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Chapter 7

Measurement Device-Independent QKD

with Time-Dependent Source
Side-Channels

This chapter is based on [26], co-authored with Amita Gnanapandithan, Li Qian and Hoi-Kwong Lo. The
work was collaborative, and I share first-authorship with Amita Gnanapandithan, who initiated the project
by identifying the side-channel we use as a case example. Li Qian and Hoi-Kwong Lo supervised the project.
My main contributions were to the quantum optical modelling in Section 7.3.2, application of the security
proof technique, numerical key rate simulations, and writing various sections of the manuscript. The work
benefited from helpful discussions with Thomas Van Himbeeck, Ignatius William Primaatmaja, Emilien Lavie,

and Wenyuan Wang.

7.1 Introduction

Although measurement-device-independent (MDI) quantum key distribution (QKD) closes all side-channels in
the detectors [24], imperfections of the quantum state source continue to threaten security. To partly address
this challenge, the loss tolerant protocol [25] provides a proof technique for dealing with state preparation
flaws, with extensions of the proof available to account for the decoy state method [282], and mixed states
[43]. The method from [277] can also treat flawed sources, under the condition the encoded signals remain
confined to a qubit space. Unfortunately, these methods to deal with state preparation flaws only account
for systematic errors in the two-dimensional degree of freedom that Alice and Bob intentionally encode,
meaning these techniques are not sufficient to account for source side-channels. On this front, recent security
proof techniques have been developed to deal with the source leaking decoy state parameters [275, 302], and
encoding information, with analytic approaches given in [276, 294] and numerical techniques in [27, 274].
With such security proof techniques now available, it is time they be applied to develop practical strategies
for MDI QKD protocols employing realistic sources, bringing closer together the gap between idealized security
proofs and experimental realities. In this chapter, we study a common optical source for polarization-based
MDI QKD which relies on a Faraday mirror for polarization stabilization [282, 303-307]. We determine that

this experimental setup introduces a passive optical side-channel due to leakage light between optical pulses
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being unintentionally modulated in a time-dependent manner, a loophole that has not been identified in the
literature to the best of our knowledge. Previous works focus on active side channels (side channels introduced
by Eve), such as Trojan horse attacks [308, 309]. Hence, there exists minimal work on computing secure key

rates in the presence of such passive side channels, despite these side channels being harder to avoid.

In this particular passive side channel case, we are faced with the seemingly daunting task of incorporating
optical states distributed over a continuum of temporal modes into a security proof. However, we find that
the versatile proof technique from [27] can be employed even in this scenario, a modest extension of its already
wide applicability. As a numerical approach, the technique from [27] is particularly well-suited to our task, as
it allows one to integrate detailed information about the initial states sent by Alice and Bob (including the
time-dependent side-channels) and all the observed detection statistics in the protocol as constraints in the

security proof.

Using the Faraday mirror source as a representative case example of sources with time-varying side-
channels, we calculate the secret key rate under various assumptions and scenarios to better determine
strategies for mitigating the information leaked via the side-channel. In particular, we investigate how
the model for the state of the side-channel can have a significant impact on the amount of key generated,
reinforcing the importance of carefully characterizing the optical output of the source. We present a few
practical strategies for increasing the key rate, such as using all available detection statistics, sending more
states than what would be required in the ideal protocol, and optimizing the choice of which test state to
send from the Bloch sphere. As part of this analysis, we determine that while the MDI three-state protocol
[25, 310] yields the same key rates as the MDI BB84 protocol [24, 311] in the ideal case of no side-channel, in

the presence of leakage light these two protocols diverge, with BB84 being the more advantageous choice.

We briefly summarize why we will employ the numerical approach of [27] based on semi-definite program-
ming to address the side-channel problem. Note that some other approaches such as the loss-tolerant protocol
approach [25] and uncharacterized qubit approach [277] cannot be applied to the side-channel problem because
those approaches assume the optical source sends out a qubit and such a qubit assumption is violated by side

channels.

On the other hand, approaches such as [274] and the reference state approach [276, 294] do work for side
channels. Nonetheless, we find that technique from [274] relaxes the task of bounding the phase error to a
linear program and, therefore, it gives a less strict result than using the approach in [27]. As for the reference
state technique [276, 294], we find that it gives a worse key rate for the MDI version of BB84 protocol in the
presence of side-channels than the approach in [27]. For these reasons, we find that the approach in [27] is

highly suitable for addressing the side channel problem.

The structure of this chapter is as follows: in Section 7.2, we review two necessary components for
calculating key rates—the decoy state method and security proof technique from [27]—and compare [27]
to competing proof techniques [25, 274, 276, 277, 294] to justify our choice of approach. Then, in Section
7.3, we study the case example of a polarization-based MDI QKD that employs Faraday mirrors for phase
stabilization; here, we identify a side-channel due to leakage light, provide quantum optical modelling of
the side-channel, and link this initial state information to the security proof technique. Finally, in Section
7.4, we provide key rate results for various protocol scenarios, determining the impact of the source model,
and finding a divergence between the three-state and BB84 protocols in the presence of a side-channel. The
takeaway from our work is that identification and careful characterization of side channels can bring secret
key rate calculations more in line with experiment, and that the proof technique should be used to develop

tailored strategies, such as sending a seemingly redundant state, to mitigate the information leakage of the
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side channel.

7.2 Background

To understand the dependence of the secret key rate on the side-channel, we first provide some background
on the components that are required for the key rate calculation. In Section 7.2.1, we review the decoy state
method, and in Section 7.2.2 we review the proof technique from [27]. In Section 7.2.3, we compare our choice

of proof technique to other potential options we could have chosen.

7.2.1 Decoy State Method

When Alice and Bob encode their secret key in a single photon degree of freedom, photon number splitting
attacks are a method for an eavesdropper to exploit multiphoton output of the optical source to learn
the secret key [273]. As a consequence, only single photon detection events are usable to characterize the
amount of information the eavesdropper has about the key; however, multiphoton events can still be used to
characterize the correctness of the key. The decoy state method allows Alice and Bob to characterize the
photon number statistics of the eavesdropper-controlled channel, and in turn bound security based on the
detection events that arose from the single photon components of the source’s optical output [272].

Practically, the decoy state method for MDI QKD with polarization encoding consists of Alice and Bob
each preparing phase-randomized weak coherent pulses (WCPs) with varying intensities [312]. Each pulse is
polarized according to the protocol, e.g. BB84 [24] or three-state [25]. In this case, we can write the photon
number distribution of Alice and Bob’s states as:

ef(ll'k‘i'l’l)luz'fyén

p(m,nlk,l) = , (7.1)

m!n!
where & (1) refers to Alice’s (Bob’s) optical intensity setting ug (v;). This assumes that the intensity settings
are completely independent of the polarization basis and bit setting choices. If they each use N intensity
settings (typically three is sufficient), then for given basis (4, j) and bit (z,y) choices, they have N? linear

equations for the detection probabilities as a function of photon number:

—(uit
gy _ N~ €Y (7.2)
k.l - min)! ppass,m,n' .

m,n

Here, szlmy is the observed probability of Eve announcing that a round passed given that Alice and Bob

chose intensity settings (k,l) along with basis and bit choices (i,7,z,y). pih%¥ . is the probability that

pass,m,n
the round passes due Alice (Bob) sending m (n) photons, and given basis and bit choices (i, j, x,y). Since
we assume that the intensity setting choices are independent of the basis and bit choices, and that phase

randomization of the WCP is perfect, p;’j"'”’y is independent of (k,). As we review in Appendix F.1, these

ass,m,n

N? linear equations can be used in a linear program to determine upper and lower bounds on all the detection

probabilities due to single photon components of the optical output p;ajsz%l This allows us to bound the
relevant detection statistics for computing security.

Using the decoy method, a lower bound on the secret key rate in an MDI QKD protocol is provided by
[312]:

R> Pg;(is,l,l[l — ha(epn,11)] — Q(I)\}?Nh2(Ebit)7 (7.3)
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where hg(+) is the binary entropy function. Q?\}?N is the detection probability of outcomes that generate raw
key, and is given by:
0, 0
Non = Z QNN (7.4)

where we choose, without loss of generality, (i,7) = (0,0) to be the key generation basis and (k,1) = (N, N)

to be the key generation intensities. Ep;; is the bit error rate of the raw key, given by:

Zw QO ,0,z,y
Ebit 7&"/0 0 (75)
N,N

pgi’gs,l’l is the detection probability due to the single photon components of Alice and Bob’s optical output:
0,0,
ppass 1,1 — z:ppass27 v (76)

Finally, epp,1,1 is the phase error rate of the protocol which we will more precisely define in the next section.
Briefly, were we to consider a virtual picture of the protocol in which the single photon components of the
optical output are entangled with qubits kept in Alice and Bob’s labs, the phase error is the probability those
qubits end up in a target Bell state up to a phase error. Like the single photon detection probabilities, it is
not a directly observable quantity of the protocol and must be bounded. Were Alice and Bob to be able
to perfectly prepare eigenstates of the conjugate basis to the key generation basis, then ey 1,1 can also be
bounded with a simple linear program [312]. When the sources have preparation flaws amounting to constant
polarization offsets, a series of linear programs are required (see Appendix A of [282]). In the case that the
sources have preparation flaws and have a side-channel, we can employ a more recent technique [27] for
bounding the phase error rate that employs semidefinite programming; we review that technique in the next

section.

7.2.2 Security Proof Technique Based on Semidefinite Programming

Semidefinite programs (SDPs) are a class of convex optimization problems that can be written in the form:

maximize fo(G) = Tr(AoG)
s.t. fl(G):TI‘(AlG)ZbZ, 1=1,....,m
G=0

where G is a positive semidefinite (PSD) matrix (i.e. has non-negative eigenvalues) whose elements form
the optimization variables of the problem. f; : R™ — R is the objective function we seek to maximize.
fi : R™ — R are the constraint functions, and b; are the constraint bounds. Importantly, the objective and the
constraint functions are all linear functions of the elements of GG, with the coefficients of the linear functions
contained in the matrices A;. SDPs are increasingly being used for QKD security proofs [27, 279, 280, 289—
291, 293, 313, 314], due in part to the availability of fast and mature numerical implementations of solvers
[299, 300].

In [27], the authors present a versatile numerical proof technique based on SDPs for MDI QKD protocols.
The objective function of the SDP is the phase error of the key rate formula in Eq. (7.3), meaning an

optimal solution provides a secure lower bound. The constraints are provided by the detection statistics of
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the protocol, as well as initial state information, which is especially useful since it allows more experimental
information to be used to quantify security. Here, we review the proof technique from [27] so that later we

can apply it to the case of an MDI QKD protocol with a source side-channel.

To begin, we distinguish between the full optical states that Alice and Bob send to Charlie from the
components of those states from which we will derive security. We will refer to the components of the optical
states used to derive security as the signal states. As an example, in an ideal decoy state protocol, the full
optical states are phase-randomized WCPs with different intensities, while the signal states used to derive
security are the single-photon components. Alternatively, in an ideal phase-encoding protocol that does not

use decoy states, the optical state and the signal state are one and the same.

Let the signal states that Alice prepares be denoted by [¢%) ,, where (i,z) indicate her choice of basis
and bit value. Analogously, we can write Bob’s states as |‘P3J;> » With his basis and bit choice given by (J,y)-
Like in [27], we will assume that the signal states are pure states; however, a path to treating mixed states is
available via the technique from [43]. Note that, even though phase-randomized WCPs in an ideal decoy
state protocol are mixed states, the signal states (single photon components) are pure states. At a high level,
in an MDI QKD protocol, Alice and Bob send their signal states to Eve, who in turn makes an announcement
z conditioned on a measurement she may or may not execute faithfully. For the sake of simplicity, we assume
z = P, F, corresponding to a binary pass or fail outcome, but this can be generalized to account for more

announcements.

Since quantum mechanics obeys unitary evolution, we can write the evolution of the joint state as:

z=P,F

where |l )  are sub-normalized vectors that can be used to completely characterize Eve’s state. Were we

to know the states |efvjyz> > we would have full knowledge of Eve’s information about the key, and in turn
could calculate the key rate exactly. Alas, the exact state of Eve’s system is generally unknown; however,
we can impose constraints on the state vectors |e;]yz> - As we will review now, one can frame the secret
key rate calculation as a semidefinite program, where the PSD matrix used as an optimization variable is
the Gram matrix of Eve’s vectors which we denote Gg. We recall that the elements of a Gram matrix for a
set of vectors are all the pairwise inner products of the vectors, meaning G has elements <€§/g/,z/ |e§,Jyz> B

Gram matrices are always PSD.

The first type of constraint comes from the unitary evolution of states in quantum mechanics; namely,
the inner product structure of the initial states must be preserved in the final states [27]. If Alice and Bob
each have n4 and np basis choice settings, each basis choice associated with two bit choices, then the inner

product constraint yields (na x np x 2 x 2)? constraints of the form:

. v . . VY ..
WLl [Whl) o= (en, led, ), (7.8)
z

where the fact that the announcements are classical means (z|z’), = ¢, ... Note that these constraints are

linear in the elements of Gg

The next type of constraint on G comes from the observed detection statistics [27]. Let the probability

of Eve announcing a successful detection event, conditioned on Alice and Bob having chosen basis and bit

choices (i, j, z,y) be denoted by pyJ:t-¥. In an ideal decoy state protocol, pplit¥ = p;gs‘:@f 1» since the single
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photon components are the signal states. This can be related to the elements of Gg as follows:

pp)a]és)y = < z,Y, P| z,Y, P> (79)

If the signal states are the same as the full optical states, then ppgsg ¥ would be directly observable in practice.
Alternatively, if one is performing a decoy state MDI QKD protocol, then, as we saw in Section 7.2.1, one first
uses the statistics of the full optical states in a linear program to establish upper and lower bounds on pé’ajs”s”’y:

Dpaset, < Phtia” < Dyiaa tr- (7.10)
Thus, depending on the protocol, one either obtains 4n np equality constraints, or 8nanp inequality

constraints on Gg. Like the previous set of constraints, these are also linear in elements of Gg.

So far, we have identified the Gram for Eve’s system Gg as a PSD matrix, as well as various linear
constraints on its elements. We now review how to write the phase error as the objective function of an SDP.
To start, we will assume that the basis choice (i,5) = (0,0) corresponds to the key generation basis. Moving
to a virtual picture, we can think of Alice and Bob’s signal states being entangled with virtual qubits A and
B that they keep in their lab:

(Woirt) Apa Z ) 4 [¥900) 45 » (7.11)
z,y=0

where measurement of AB in the computational basis yields the bit values of the secret key. Let the virtual
state evolve to |Wyirt) 1545 — |T) A5E, With:

) iprz = Z |z, y) 45 Z 62:2,2>E|Z>za (7.12)

x,y=0 z=PF
since we used Eq. (7.7).

Through the process of sending their key generation signal states to Eve (who conducts a measurement),
as well as postselecting on z = P, Alice and Bob end up with a mixture of Bell states in the AB virtual
qubits. The virtual picture therefore allows us to formally define the phase error rate that characterizes
security in the key rate in Eq. (7.3). Assuming, without loss of generality, that the target Bell state of the
protocol is [®T) 15 = —(|OO> ip 1+ 111) 15), then the phase error rate is defined to be the probability that
the AB virtual qubits held by Alice and Bob end up in Bell states with the incorrect phase:

(I (M” ®|P)(P|;) 1) iprz

E€ph —
P (TI(IP) (Plz) ) 25527 (713)
7.13
0,0 ;.00
1 Re (<60 0, P‘el 1 P>E + <€o 1,P 61,0,P>E)
=5 0,0,z, )
2 Zz’yppass Y

with
Mg = (127) (@[ + [¥7) (¥ )) a5 (7.14)

Note that ey, is a linear function of the elements of Gg as required for an SDP. With the additional

constraint that 0 < ey, < 1/2, such that we are within the region where the binary entropy function increases
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monotonically, then we can maximize ey, via an SDP and determine a secure lower bound on the key rate
using the Shor-Preskill formula [298] or the key rate from (7.3). Note that in a decoy state protocol without
leakage light, epn, = epp,1,1, since the signal states correspond to the single photons components.

In summary, [27] provides a method for obtaining a secure lower bound on the key rate using an SDP of

the form:

maximize epp

Y . 1t ..
s.t. <¢;’¢;"¢:’LE¢§>A3 - Zz <e;:;;7y’,z‘ezz’;]y,z>E

4,5,%,Y ) i, 0,0,%,Y
ppass,L S <ea:,y,P|ea:,y,P>E S ppass,U

Ogeph§1/2
Gg = 0.

With this technique in hand, we apply it to the case example of an MDI QKD source with a side-channel,
which we will describe in the next section. First, however, we justify our choice of proof technique by

comparing it with competing methods.

7.2.3 Comparison to Competing Proof Techniques

Given our review of the numerical approach from [27], it is worth comparing with competing proof techniques
for MDI QKD to see why the approach we have chosen is well-suited to the problem we wish to study. The
loss tolerant protocol [25] and the proof technique from [277] are both leading techniques for quantifying
security in the presence of state-preparation flaws, the former requiring knowledge of the initial states, while
the latter can simply use the detection statistics. However, in both techniques, one needs to assume that the
optical source is outputting a qubit state, meaning they are insufficient to treat scenarios involving source
side-channels, since the extra state sent with the encoded qubit, e.g. an optical coherent state, can easily
break the assumption that the source only outputs states from a two-dimensional Hilbert space.

The numerical proof technique developed in [279, 280] also uses SDPs to compute the secret key rate;
however, they work directly with the Devetak-Winter key rate formula [278], as opposed to the Shor-Preskill
key rate [298]. Working with the Devetak-Winter key rate requires solving a series of SDPs, which is more
cumbersome and numerically slower than a direct calculation of the phase error.

Two generalizations of the loss tolerant protocol have been developed to deal with non-qubit sources,
in part for the purpose of studying source side-channels: the technique from [274] and the reference state
technique [276, 294]. These techniques are directly comparable to [27] as they all use the Shor-Preskill key
rate, with the core task of the proof being to find an upper bound on the phase error rate. While shown
to perform more poorly than the reference state technique [294], the technique from [274] may be the most
directly comparable to [27]. Both methods allow one to consider an arbitrary number of initial states that are
not confined to a qubit space, and involve using all observed detection statistics. As we show in Appendix
F.2, however, the approach from [274] relaxes the task of bounding the phase error to a linear program.
The constraints of the linear program are provided by the detection probabilities and the initial states;
however, fewer constraints are provided by the initial states than the approach from [27], since the overlaps
between states with different (4, j, x,y) are not considered. Moreover, linear programs are a class of convex
optimization problems contained within SDPs, meaning the constraints on the optimization variables used to

compute the phase error are less strict than solving the full SDP as done in [27]. Thus, we expect the key
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rates provided by the SDP numerical approach to be greater or equal to those calculated using the technique
from [274] in general. In Appendix F.2, we provide the illustrative example of the three state protocol with a
side channel to explicitly demonstrate the key rates provided by the SDP method outperform those from
[274].

Finally, while the reference state technique is a purely analytic approach, a disadvantage is that it can
currently only treat the case when Alice and Bob each send three states. The crux of the technique is to
consider hypothetical detection statistics and phase error stemming from a fictitious set of reference states,
and then bound the actual phase error of the protocol using the real detection statistics and the deviation
between the reference and real states [276, 294]. In particular, in [294], the strategy for treating protocols
involving four states, such as BB84, is to consider random alternation between two three-state protocols,
where each of the X-basis BB84 states act as the third state. While the three-state protocol and BB84 yield
the same key rates when the initial states are qubits [25], one of the observations that this work will provide
is that information from the seemingly redundant fourth state of BB84 can provide extra constraints to boost
the key rate in the presence of a source side-channel (i.e. when the qubit assumption is broken). Thus, a
downside of using the reference state technique for protocols involving more than three states is that the key
rate calculation will only ever be constrained by the statistics and initial states of three out of the four states,

which leaves valuable information on the table, at the cost of higher key rate.

7.3 Source Side-Channels: A Case Example

Having reviewed the necessary components for the security proof, we now study a case example of an
MDI QKD source with a side-channel. In Section 7.3.1, we identify a novel, time-dependent passive source
side-channel which occurs when using a Faraday mirror for stable electro-optic bit modulation [282, 303-307].
We provide quantum optical modelling of the side-channel in Section 7.3.2, and in Section 7.3.3, we link the
model to the security proof technique described in Section 7.2 to assess its impact on security while taking its

time-dependent nature into account.

7.3.1 Origin of the Side-Channel

Several polarization and phase encoding implementations of MDI, prepare-and-measure, and plug-and-play
QKD make use of an electro-optic phase modulator and Faraday mirror for optical bit modulation [304, 315].
The Faraday mirror is added, as shown in Figure 7.1a, to remove the temperature dependence of the phase
modulator [282, 303-307]. Optical pulses first travel forward through the PM, co-propagating with a voltage
pulse. During this first trip, they experience both voltage and unintentional temperature induced phase
modulation. After reflection from the Faraday mirror, the pulses travel back through the PM, such that
they do not collide with any counter-propagating voltage pulses. Hence, during this second trip, they only
experience temperature induced phase modulation. Although the usage of a Faraday mirror drastically
reduces state preparation flaws, we found that it creates a source side-channel.

This side-channel occurs due to the presence of weak light leakage between the optical pulses into which
bits are encoded. These optical pulses are carved out from continuous wave light using an electro-optic
intensity modulator (IM). Due to the finite extinction ratio of pulses that can be created with an IM, the
presence of weak light leakage is inevitable. Of course, the phase of this leakage light is not intentionally
modulated. In other words, no voltage is applied to the phase modulator as this light travels through it for

the first time. However, after reflection from the Faraday mirror, some of this leakage light would inevitably
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Figure 7.1: (a) Experimental setup for polarization encoding MDI-QKD transmitter. An intensity modulator
is used to create pulsed light (including decoy states) from a continuous wave light source. Then, the pulses go
through a phase randomization unit, followed by a polarization modulation/encoding unit. PC - polarization
controller, IM - intensity modulator, AMP - voltage amplifier, AWG - arbitrary waveform generator, PM
- phase modulator, CIRC - optical circulator, FM - Faraday mirror, Attn - optical attenuator. (b) Time
dependent fractional phase change applied to the leakage light. Fraction is with respect to the phase change
applied to the corresponding encoded light.

collide with a counter-propagating voltage pulse within the phase modulator. Therefore, this leakage light
would experience unintentional voltage-induced phase modulation, forming a source side-channel whose
impact on security must be quantified.

We find the modulation of the leakage light to be time-dependent, as it travels in the opposite direction of
the voltage pulse. It is also dependent on the voltage pulse shape used for phase modulation and the phase
modulator electrode length. For our particular setup, the time dependence is shown in Figure 7.1b. Refer to
Appendix F.3 for further details on how Figure 7.1b was derived.

Several simplifying assumptions regarding the optical and leakage signals are made when performing the

security analysis.

1. In our particular setup (see Figure 7.1a), polarization encoding occurs after setting the decoy state
intensity and performing phase randomization. Hence, we assume that the decoy state intensity and

phase randomization of optical pulses (encoded signals) are independent of their polarization encoding.

2. We assume that the voltage pulses delivered to the polarization modulation PM are square pulses, such

that the polarization of encoded pulses are time-independent.

3. In our experimental setup, there is a minimal correlation between the decoy state intensity and leakage
light intensity. This correlation stems from the tails of the pulse shaping voltage pulses, which are
small compared to the full duration of leakage light between pulses. Therefore, we assume that leakage

signals carry no information about the decoy state intensity setting of encoded signals.

4. We assume that the voltage pulses strictly overlap with the optical pulses within the phase randomizing

PM. Hence, the leakage signals carry no information about the phase randomization of encoded signals.

5. We assume that the leakage intensity is uniform in time, but the method could also easily treat

time-varying intensity.

Note that these assumptions could be broken and could be incorporated into the security analysis using

techniques from [275]. However, in our particular experimental setup, they are not the leading-order source of
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information leakage, which we take to be the unintentional polarization modulation of the leakage light after
reflection in the Faraday mirror. We can now proceed to model the quantum state of the source’s output
light.

7.3.2 Quantum Optical Modelling

To proceed with the security proof technique from Section 7.2.2, we must first model the states transmitted
by the source so that we can compute the inner products of the signal states. The full optical state can be

written as a separable state of Alice’s and Bob’s transmitted states: pi’i’z ® ogj v

. The parameters (k, 1) refer
to their decoy state intensity settings, (i, j) refer to their basis choice, and (z,y) refer to their bit choices. The
basis and bit choices impact the polarization set with the polarization phase modulator, and are independent
from the choice of intensity setting.

Alice’s state can be further broken down into the side-channel state which represents the leakage light,
and the encoding state which represents the optical pulses into which the basis and bit information are
intentionally encoded:

P = ki @ ooy (7.15)
We assume that the intensity modulation and phase randomization are timed with the optical pulses, and
that in between pulses when the leakage light is passing through these modules, no phase randomization is
applied, and the intensity modulation attenuates the light as much as possible to constant minimum but
non-zero intensity. This has several consequences: first, this means that only p¥:%% carries information about
the intensity setting, and that pli’e'zk carries information about neither the random phase nor the intensity.

k,i,x

This means we can treat pf:

as a perfectly phase-randomized WCP just as in an ideal MDI decoy state

protocol without leakage light. Second, our assumptions mean that we can treat p?;ik as a pure state:

P = XY (Xl reak - (7.16)

We now move to model the polarization module of the source and the time-dependent nature of the
side-channel state. When p¥:&% passes through the phase modulator, the controlling voltage pulse is timed
with the optical signal such that the resulting polarization, determined by settings (¢, ), is time-independent
across the length of the optical pulse. By contrast, because péfak is travelling in the opposite direction, it
acquires a time-dependent polarization. Let the creation operator for a photon at time ¢ with polarization
angles 0% (t) and ¢’ (t) be given by:

a;m = cos[H;(t)]a;H + sin[@i(t)]ewi(t)a;v, (7.17)
where H and V denote the horizontal and vertical polarization modes, with the raising and lowering operators

satisfying [a¢ m, az,m,] =0(t — t)dm,m» m = H,V. As non-phase-randomized laser light, the leakage light at
a given instant in time ¢ can be treated as a coherent state with amplitude o' (t), meaning over multiple

times, the state can be written in general as:

o (1)) = exp {/dt[ai(t)az,i’x - a;*(t)at,i,z]} lvac) . (7.18)

In the source we are studying, we assume the leakage light has an effectively constant intensity |ag|? and polar

angle @, while the azimuthal angle ¢ changes with time based on the interaction with the phase modulator,
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as shown in Fig. 7.1b; however, the technique we will apply could easily be used to study time-dependent
intensity and polar angles as this would just modify the integral over time used to calculate the inner product
between two side-channel states. The state of the leakage light associated with a given pulse is spread over

multiple temporal modes, and is given by

_ A/2
IX2) 1ear = €XD [/ N dt aoa;iyx — o0z | |vacy , (7.19)
—A/2

where a;m here denotes the creation operator for a polarized photon with time-independent polar angle 6
and time-dependent azimuthal angle ¢ (¢) as in Fig. 7.1b, where the angles depend on Alice’s basis and bit
choices (i,z). A is the duration of the leakage light that contains encoding information, which from Fig. 7.1b
is 500 ps.

In summary, we have that the output state of Alice’s source can be treated as a tensor product of
a perfectly phase-randomized WCP in the encoded mode with a time-varying pure coherent state in the
side-channel mode. The time-varying polarization of the side-channel state depends on the basis and bit
values chosen, but not the intensity setting or random phase used for the decoy state method. We can model
Bob’s source in the same way, denoting his encoded and leakage states by ol7:¥ and | g/> leak’ respectively. In
the next section, we use these assumptions about the source, in connection with the decoy state method and

proof technique reviewed in Section 7.2, to build up the security proof for this MDI QKD source.

7.3.3 Applying the Proof Technique

Given the model of the optical source, we can now connect it with the decoy state method and security proof

technique from Section 7.2. To start, since the intentionally encoded states p¥:* @ olJ:¥ can still be treated

as phase-randomized WCPs, and since the side-channel states |x%),... ® |Cf,> carry no information about

leak
the decoy state intensity or random phase, we are able to use the decoy state method with only modifications

to how we interpret the detection probabilities obtained by solving the linear programs.

The photon number distribution of the states p¥\* ® ol7:¥ follows the form from Eq. (7.1); however,

when considering the linear equations provided by the detection probabilities in Eq. (7.2), péﬁég’%’n now

k,i,x

refers to the probability a round passes given that Alice sent the m-photon component of the state pZ:*,

that Bob sent the n-photon component of the state o), and that they together sent the leakage states
IXE) joar @ |Cg>leak. Note that the state of the leakage light does not depend on the number of photons Alice
and Bob sent, just on the polarization encoding choice, so we can still use m,n to label the variable, even
though it does not strictly refer to Fock states anymore. Moreover, since the leakage states are independent of

the intensity choice settings, p5Z;-'% . remains independent of (k,1). Solving the linear program in Appendix

F.1, Alice and Bob retrieve, for each basis and bit setting (4, j, z,y), bounds on the probabilities p;’ajs’z,’ly’l that
Eve will announce a successful detection event given that they each sent a single photon in the encoded mode
along with the associated side-channel state.

Interpreting p;,jsz%l as coming from both the single photon components of the encoded mode and from
the leakage light, means that the definition of the signal states in this protocol no longer refers just to the
single photon components of the encoded mode, as is the case for an ideal decoy state protocol. Connecting

to Eq. (7.7), Alice and Bob’s signal states are given by:
Wil ap = W50l @ X5, s (7.20)
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L3y In our

where |52} refers to the single photon components of the phase-randomized WCPs pk:&® @ gl.J:

description of the signal states, we have implicitly chosen that they be separable and uncorrelated from round
to round, as we did not identify a mechanism by which such correlations would arise in the case example
source considered here. A path to including correlations between pulses may be provided by [294], where the
authors use the reference state technique to treat correlated sources by treating the correlations between
pulses as a side channel state, and determining the deviation of that state from the ideal state of the protocol.
With the signal states in (7.20), the detection probability constraints from Eq. (7.9) employ the probabilities
p;ajszi’l which come from the signal states, i.e. the leakage light and the single photon component of the
encoded mode. Additionally, the inner product constraints from Eq. (7.8) now include the inner products of
the states of the leakage light; this reaffirms the versatility of the proof technique we are employing, since the
constraints coming from the continuous-variable, time-dependent leakage light states can be coarse-grained
down to their inner products, which form a finite-dimensional Gram matrix. The optimization variables (the
elements of Eve’s Gram Gg) and the objective function (the phase error rate) do not change; however, since
the constraints will be affected by the presence of leakage light, the resulting key rate will certainly change.

With a model for the source, and how it connects to the decoy state method and the proof technique, we

can now move to calculate the secret key rate for various scenarios and protocols.

7.4 Key Rate Results

Having reviewed the main components required for the security proof technique in Section 7.2, and having
studied a case example of an MDI QKD source with a side-channel in Section 7.3, we now calculate key
rates under different conditions. In Section 7.4.1, we provide the details of our how our simulations were
performed. Then, in Section 7.4.2, we see how the key rate can change depending on the model chosen for the
side-channel, including the time-dependent state we derived in the previous section, highlighting the need for
careful side-channel characterization. In Sections 7.4.3 through 7.4.5, we explore various strategies that can be
used to extract higher key rates, including using mismatch statistics, sending states that would be redundant
under ideal conditions but which help in the presence of a side-channel, and choosing which test states to
send. From these sections, we conclude that the three-state protocol and BB84, which yield equivalent key
rates in the ideal case of no leakage light, have different key rates when a side-channel is present. These
simulations should be used to better inform the choice of protocol when working with realistic sources like the
one we are studying. While having only considered a specific source with a non-trivial side-channel, we expect
the conclusions drawn to be broadly applicable to any leaky source; namely, we emphasize the importance of
side-channel characterization, and determine which protocol parameters (e.g. number of states sent) can lead

to key rate improvement.

7.4.1 Simulation Details

Recall we have two types of constraints to calculate the key rate: the inner product of the initial states, and
the detection probabilities. Before detailing how we simulate these, we first comment on how different aspects
of the source model affect these constraints.

To start, we observe that the single photon component of the encoded mode is the only quantity that
affects both the inner product and detection probability constraints. However, whether that single photon
state is directly sent from a single photon source, or is a component of a phase-randomized WCP is irrelevant

to the inner product constraint; the type of source is only relevant to the detection statistics constraint,
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since single photons undergoing a lossy channel will provide a different result at a threshold detector than
phase-randomized WCPs.

Next, we assume the usage of gated detectors that would be timed to receive the encoded optical pulses.
Hence, in our simulations of the detection events, we assume that the state of the leakage light has no impact
on the overall observed detection statistics, since they are in temporal modes that are not picked up by
the detectors and the already weak leakage light would be even less bright after the lossy channel. As a
consequence, in the calculations we present, the side-channel state only affects the inner-product constraint.
We note that the proof technique could easily accommodate the case of detection statistics being affected by
the leakage light, as this would just be simulating different values of Qﬁmy in Eq. (7.2).

Since different aspects of the source model affect constraints in non-trivial ways, to better understand the
key rate resulting from the source described in Section 7.3, we provide comparisons to other optical source

models. Specifically, we consider:

e Single-photon vs. Phase-randomized WCP sources: when calculating the key rate for a given single
photon component and side-channel state, i.e. for fixed inner product constraints in Eq. (7.8), how

much is the key rate affected by those signal states being used directly vs. in a decoy state method?

e Sensitivity to the side-channel model: we assume in the detection simulations that the side-channel
state has no impact on the observed outcomes, so the detection probability constraint in Eq. (7.9)
remains fixed even if we change the model for the leakage light. In Section 7.3.2, we provided a model
for the source which resulted in a time-dependent coherent state. Were we to change this model, how

much does the key rate change?

In the sections that follow, we will consider these high-level choices of the model, in addition to varying more
practically-rooted parameters like the intensity of the leakage light, plus the number and choice of encoded
states sent.

For the choice of side-channel model, we compare three different approaches to treating the state of the
leakage light:

e Model 1: full encoding information leaked. In this model, we assume the leakage light state is of the

form:

IXE) jear = VE lvac) + V1 —eli, x) (7.21)

with (i, z|¢',2') = 6; 4 05,4. This model has been used in previous studies of QKD source side-channels
[274, 276, 294]. This model makes a relatively pessimistic assumption, since any non-vacuum component
of leakage light provides full-information, while we know, for example, that the single photon component

would not be able to unambiguously encode all possible basis and bit choices (i, x).

e Model 2: time-independent coherent state. In this model, we assume the leakage light state is of the

form:
|x;>leak = |8 cos 9;>H ® |8 sin Gieid’;)‘, . (7.22)

The angles (6%, %) are chosen to coincide with the polarization angles of the encoded mode. This model
is more realistic in that we know the leakage light, as laser light, is in a coherent state; however, it
does not account for the time-dependent nature of the polarization encoding in the leakage light, which
has the opportunity to act to our advantage since not every instant provides Eve with full encoding
information. Time-independent coherent state leakage light was considered in the context of Trojan
horse attacks in [27].
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e Model 3: time-dependent coherent state (multiple temporal modes). This model assumes the state from
Eq. (7.19). It is our most accurate model of the source side-channel we introduced in Section 7.3. The

inner product between two general, time-dependent coherent states is given by:
(B(t)|a(t)) = e~ 2 S AH[IBOPHa®P =28"(a(t)] (7.23)

which we use to calculate the inner product of the side-channel states in Eq. (7.19).

While we have three different models for the leakage light, we can still associate each of them to a fixed
leakage light intensity, |«|?. For Model 1, we can set ¢ = e~1o”. In Model 2, we can set 8 = «a, and in Model
3 we can set [ dt|ap|?> = |a|?. This means all the models have the same vacuum probability, i.e. chance of
sending no information to Eve, while the non-vacuum components carry varying amounts of information
about the basis and bit values.

For the simulation of the detection statistics, in all our simulations we assume detection of a single Bell
state using the detector setup from [24], with detector efficiency of 50%, dark count rates of 10~ per pulse,
and loss in fibre of 0.2 dB/km, with symmetric channel lengths from Alice and Bob to Charlie. To isolate
the effect coming from the side-channel, we do not assume any misalignment in the source, but this could
easily be added to the detection simulations. When simulating the decoy state method, we have Alice and
Bob employ constant intensities of 0.05, 0.1 and 0.6; however, an additional layer of optimization for the
decoy state intensities is possible, using our phase error calculation as a subroutine. The detection outcome
probabilities szlxy for the phase-randomized WCPs were simulated using the method from [312]. All of our

calculations are in the asymptotic limit of infinite key length, and in the limit as the sifting rate goes to 1.

7.4.2 The Benefits of Side-Channel Characterization

Our main interest is determining how the key rate is affected by the presence of the side-channel. Here we
investigate how the key rate changes depending on the model for the side-channel light, the intensity of the
light, and on whether the encoded modes are sent as perfect single-photons source or as phase-randomized

WCPs. In these simulations, we assume that Alice and Bob prepare BB84 states \Hi%l‘/) and ‘H>jélv>

, i.e.
there are no encoding flaws.

In Fig. 7.2 (a), we plot the key rate as a function of Alice-Charlie distance, assuming a decoy state
protocol, for the three models of leakage light. Additionally, we vary the intensity of the leakage light across
several orders of magnitude; using the lowest intensity signals from [316] as an order-of-magnitude reference
for highly attenuated light, this places realistic leakage light intensity somewhere on the order of 107° to
10~%. From this plot, we see that the most significant boosts in key rate come from a hardware solution
of minimizing the intensity of the light in the side-channel; an order of magnitude reduction in intensity
provides a greater improvement than refining the model of the leakage light state. However, there will likely
always be some level of leakage light present between pulses. To mitigate this effect, it can be beneficial to
carefully characterize the state of the side-channel. We see an improvement in the key rate when moving
from Models 1 through 3, in that order. This reflects the intuition that the non-vacuum components of the
states in these models carry diminishing levels of information about the basis and bit choices. In MDI QKD,
we require that Alice and Bob have complete characterization of their sources but no characterization of the
detectors; thus, if they know the state of the side-channel (or at the very least the pairwise inner products of
all the initial states), it is straightforward to incorporate more information about the state by modifying the

inner product constraints (a simple software solution), rather than making pessimistic assumptions about the
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Figure 7.2: Secret key rate as a function of Alice-Charlie distance for three different models of the leakage
light. Model 1 corresponds to treating the leakage light as a superposition of vacuum (with amplitude
e~lal?/ 2 same as a coherent state) and a state which leaks full encoding information. Model 2 corresponds
to treating the leakage light as a coherent state |agcos6),, ® |agsin 0%e®s),, with the same polarization
encoding parametrized by 6 and ¢ as the signal state. Model 3 corresponds to treating the leakage light as
a coherent state with total intensity |a|?, but with a time-dependent polarization, as given in Eq. (7.19).
Across all models, |a|? can be interpreted as the intensity of the leakage signal. For each model, we plot the
key rate for various values of |a|? which we indicate with different colours. In (a) we assume a decoy state

protocol is used to characterize the single photon detection events, while in (b) we assume that the encoded
modes of the signal state are perfect single photons.
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Figure 7.3: Secret key rate as a function of Alice-Charlie distance for Models 1-3 of the leakage light. Here,
we investigate whether using all initial state inner products and detection statistics, as opposed to just the
cases when Alice and Bob choose the same basis, benefit the key rate. We consider the case of BB84 with a
preparation flaw, and a side-channel with |a|? = 107, for both (a) a single-photon source, and (b) the decoy
state method. For (b), Alice and Bob each use four decoy intensities. We observe that for Models 2 and 3,
the key rate benefits from considering all inner products and detection statistics available.

leakage light, as in Model 1, resulting in lower key rates.

Since the model for and intensity of the side-channel light has no bearing on the observed detection
statistics, the detection constraints used to produce all the key rate curves in the figure are the same. As extra
confirmation that the observed improvements in the key rate due to changing the model of the side-channel
and the intensity of the side-channel light are independent of the observed detection statistics, in Fig. 7.2 (b),
we provide the same key rate calculations, but assume a single-photon source for the encoded mode. We

notice qualitatively the exact same trends as when using the decoy method, as expected.

7.4.3 Basis Mismatch Constraints

For our next investigation, we examine the role of the basis mismatch constraints in the security proof. Here,
we are interested in knowing whether any advantage can be gained by using all the detection statistics and
all the initial state inner products, including when Alice and Bob’s bases do not match, as opposed to simply
using the cases when the basis choices match (i = j). We observed that when Alice and Bob prepare the
BB&4 states perfectly, using the basis mismatch statistics and inner products did not produce an increase
in the key rate, even in the presence of a side-channel. With perfect state preparation, we know that the
conjugate basis statistics alone are strict enough constraints to provide the phase error when there is no
leakage light, and we confirm numerically that this extends to the case when leakage light is present.
However, we know that when Alice and Bob have a preparation flaw for their states, i.e. a constant offset
angle on the Bloch sphere, the mismatch statistics can help better characterize the key rate [25]. Since the

Bloch sphere angle affects the associated side-channel state, the inner products, and the detection statistics,
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Figure 7.4: Secret key rate as a function of Alice-Charlie distance assuming a single photon source for the
encoded mode states. All dotted (dashed) lines correspond to three state (BB84) type protocols, while
different colors of lines correspond to different values of intensity |«|?; for |a|?> = 0, a solid line is plotted
since the three state and BB84 protocols coincide. Here we see the advantage of sending the four BB84 states
instead of using the three-state protocol. This trend is true for different orders of magnitude of |a|? and
across all leakage state models, depicted in (a)-(c). This in contrast to the ideal case of |a|? = 0, where BB84
and the three-state protocol yield the same key rates.

it is more difficult to predict how the key rate will respond to a preparation flaw, and whether using full or
partial detection statistics in the SDP constraints benefits the key rate. For these simulations, we use the
preparation flaw model from Appendix D of [282], with the Bloch sphere offset angle parameter § = 0.1. In
this case, we fix the leakage light intensity to |a|? = 107%.

In Fig. 7.3 (a), we plot the key rate assuming a single-photon source for the encoded mode. For Model 1,
we barely see any increase in the key rate when using full vs. partial detection statistics; this makes sense,
since the non-vacuum component of the side-channel state leaks full encoding information, independent of
Bloch sphere angle. For Models 2 and 3, we observe a boost in the key rate when using full detection statistics
and inner products as constraints. This indicates that when one has a preparation flaw, and the side-channel
state depends on the preparation flaw, it is best to use all information available from the detection statistics
and initial state inner products.

In Fig. 7.3 (b), we consider the same situation but with a decoy state protocol. For this scenario, we
add a fourth decoy with vacuum intensity, and observe an increase in the key rate when using full detection
statistics and initial inner products as constraints in Models 2 and 3. Like before, we do not observe an
increase in the key rate for Model 1. When we only considered three decoy intensities, we did not observe a
meaningful increase in the key rate, likely because the three decoy intensities did not allow for tight enough
constraints on the single photon detection statistics, so adding more detection statistics as constraints did

not help since the constraints were too loose.

7.4.4 Sending Seemingly Redundant States Helps

It is known that the with only three out of the four BB84 states and using all the detection statistics, that

one can produce the same key rate as using all the BB84 states [25]. Here, we are interested in whether the
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Figure 7.5: Secret key rate as a function of Alice-Charlie distance assuming a phase-randomized WCP and
decoy state method. All dotted (dashed) lines correspond to three state (BB84) protocols, while different
colors of lines correspond to different values of side-channel intensity |a|?. Like in Fig. 7.4, we see the
advantage of sending the four BB84 states instead of using the three-state protocol. Even in the ideal case of
|a|? = 0, BB84 outperforms the three-state protocol, since the detection probabilities only offer inequality
constraints, meaning the extra fourth state does offer extra constraint to increase the key rate. When the
side-channel is present, we also see that adding an extra state in BB84 can go so far as to achieve a higher
key rate than using the three-state protocol with an order of magnitude lower leakage light intensity.

same conclusion extends to the case of when the source has a side-channel. While the fourth BB84 state is
redundant in the case that there is no leakage light, when a side-channel is present, the extra state can help
characterize Eve’s attack on the leakage light. We certainly would not expect the key rate to decrease by
sending an extra state, as the extra state will only provide additional inner product and detection constraints

to those already provided by the other three states.
In Fig. 7.4, we plot the key rate for a single photon source, examining all three models of leakage light,

and a couple different intensities. Across all models and intensities (except for |a|? = 0) there is an increase
in the key rate when all four BB84 states are used as opposed to only three. In Fig. 7.5, we plot the key rates
again, this time assuming a decoy state protocol. In this case, the divergence between using three or four
states is even more pronounced. Even the |a|? = 0 case observes a boost in the key rate, since the detection
statistic constraints in Eq. (7.10) are inequalities when using the decoy state method, so the extra detection
statistics from the fourth state are useful in this case. The key rate boost achieved from switching from three
to four states is so pronounced that it can even do better than decreasing the intensity of the leakage light:
using four states with a leakage light intensity of 10~* provides a higher key rate than using three states with

a leakage intensity of 107°.

The takeaway message from this analysis is that the three-state protocol is not as practical as BB84 in
the presence of source side-channels. The extra resource savings of only having to use three states is undone
by the loss of useful constraints that increase the key rate. We also simulated sending five and six states
in the same plane of the Bloch sphere as the BB84 states to see if this provided even better key rates, but
the key rate appeared to saturate with sending four states. Certainly sending additional states outside of
this plane would increase the key rate, as expected from the six-state [281] or tilted four state protocols [25],

but this would require additional polarization modulation in the source, whereas it is easier to only vary the
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angle along one great circle of the Bloch sphere.

7.4.5 Choice of Test States Matters

Another example of divergence between ideal sources and sources with side-channels occurs in the choice of
which test states to send. In the ideal case, if Alice and Bob prepare two orthogonal polarization states, they
need only send one other state to achieve the same key rate as BB84 [25]; the location of that state on the
Bloch sphere does not matter (as long as it is not the same state as the first two). Here we are interested to

see whether this changes in the presence of a source side-channel.

To study this problem, we fix the channel distance, a leakage light intensity of |a|? = 1074, fix Alice and

Bob to send encoded single photon components % as two of their states, then vary the azimuthal angle
i¢
of the other two states sent W, and observe how the key rate changes. By symmetry, we need only

vary ¢ € [0, 7).

In top of Fig. 7.6, we plot the results assuming a single photon source and a distance of 10 km. As
expected, the key rate is independent of ¢ when there is no leakage light. In the presence of leakage light,
¢ = /2 still remains as the optimum test state to send, but the key rate drops off away from that point,
most dramatically for Model 1. Interestingly, there is even a region for which Model 2 outperforms Model 3.
To explain this, we can go to the Gram matrix formed by the initial states which form the constraints on
the RHS of Eq. 7.8. If we calculate the trace distance between the Gram matrix of Model 2 and the Gram

i¢
matrix created by the ideal qubit states {lHiﬁ}Q‘m, |H>i\% |V>} as a function of ¢, we find that it is symmetric

about ¢ = 7/2; however, doing the same for the Gram matrix of Model 3, we find that the trace distance is
not symmetric about that point due to the time-dependent nature of the underlying states and the way the
inner product is calculated in Eq. 7.23. As ¢ increases, the Gram matrix of Model 3 eventually becomes
a further distance from ideal than the Gram matrix of Model 2 for ¢ = 0.87, so it is conceivable the key
rate for Model 3 can perform worse in that region. Of course, the key rate depends on much more than just
this trace distance, since the angle also changes the constraints provided by the detection statistics, but this
provides some intuition as to why Model 2 can outperform Model 3 in certain regimes.

In bottom of Fig. 7.6, we plot the key rates assuming a decoy state method and a distance of 50 km.
Here, even the case of zero leakage light has some sensitivity to the angle of the test state. ¢ = 7/2 is still
the optimal test state across all models. Like before, there is a limited range of ¢ that provides a positive
key rate in the presence of leakage light, with the range being narrowest for Model 1. We observed for both
types of sources that the range of ¢ that yields positive key rate narrows as the channel distance is increased;
this means that source preparation flaws, especially in the test state, become a greater problem at further
distances, unlike in the case of no leakage light where there is greater stability of the key rate with respect to
o.

The main point of these simulations is to demonstrate that while the choice of test state is not so important
when the source is ideal without side-channels, in the presence of leakage light, we must be careful to choose a
test state that provides both good constraints on the encoded mode and on the leakage mode. While ¢ = 7/2
seemed to be the best choice for these models—coinciding with the BB84 states—we also observed cases
when other values of ¢ produced the maximum key rate at a given distance. In a typical protocol, Alice and
Bob simply choose the BB84 states and optimize the decoy state intensities as a function of distance; here,
we see that in the presence of leakage light, there is additional benefit to optimizing over the polarization of

the test states sent.
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Figure 7.6: Key rate vs. azimuthal angle of the test states, for the case of no leakage light, and for leakage
light with intensity |a|? = 10™* treated with Models 1-3. The top (bottom) figure provides results for a
single-photon source (a decoy state method) at a distance of 10 km (50 km). While the choice of test state
is less relevant for the case of no leakage light, it can significantly decrease the key rate in the presence of
leakage light, prompting the need to optimize which test states are used at a given distance.

144



7.5 Conclusion

In this chapter, we have examined the problem of source side-channels in MDI QKD. We reviewed the decoy
state method and a recent, versatile proof technique based on semidefinite programming which allows for
information about the state of the side-channel to be incorporated into the key rate calculation. With this
in hand, we examined a case example of a common MDI QKD source that employs a Faraday mirror for
polarization stabilization. For this source, we identified a non-trivial, time-dependent side-channel due to
leakage light between encoded optical pulses, provided a quantum optical model of the output, and linked
the components of the source model to the security proof techniques. We then examined multiple protocol
scenarios to understand strategies for improving the secret key rate under practical circumstances.

We identified how the key rate calculation is affected by the information provided as constraints to the
security proof. Most importantly, we saw how the model for the state of the leakage light can significantly
impact the key rate, reaffirming that in MDI QKD security is derived in part from knowledge of the initial
states sent by Alice and Bob, including any side-channel states. It is clear from our results that in practice
one must carefully characterize side-channels, the reward of this work being higher key rates that come
from not needing to take overly pessimistic assumptions of how much information is being leaked to the
eavesdropper. On top of the importance of using the best available model for the side-channel, we found
that in the presence of state-preparation flaws, Alice and Bob benefit from using all information at their
disposal for the key rate calculation, i.e. all detection statistics, and all initial state information, rather than
discarding cases when their basis choices do not match.

Having models for the state of the leakage light allowed us to develop concrete hardware strategies for
mitigating the presence of the side-channel. Besides the obvious hardware improvement of simply suppressing
the leakage light, two other physically implementable strategies emerged for when leakage light is present:
first, although the three-state protocol promises the same key rates as BB84, when leakage light is present,
Alice and Bob can get better key rates by sending all four BB84 states, as the statistics from the normally
redundant fourth state actually help to better constrain Eve’s attack on the side-channel. Second, while the
choice of which test state to send from the Bloch sphere typically does not matter, here we find that in the
presence of leakage light, some test states provide better key rates than others, indicating the advantage of
optimizing which states to send as a function of distance. Even though we considered a representative case
example, we expect that the strategies we developed to mitigate the side channel to be widely applicable to
other leaky sources.

While this work examined strategies for treating source side-channels in MDI QKD, the source we
considered had the advantage of not leaking information about the intensity setting choice and random phase
value of the decoy state protocol, meaning we were able to use the decoy state method with only modifications
to how we interpret the output of the linear programs in the security proof. An open problem is how to
simultaneously mitigate more general source side-channels that leak information about both the encoding
information, as we investigated, and the decoy state method intensity and phase parameters. It would be
worthwhile to investigate merging the analysis presented here with the proof technique from [275] for treating

intensity and phase information leakage.
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Chapter 8

Conclusion

In this thesis we examined two photonic quantum technologies: quantum computers and quantum key
distribution. In both parts of the thesis, an overriding theme was how to analyze and deal with ever-present
noise. For photonic quantum computers, we saw a promising encoding was the Gottesman-Kitaev-Preskill
(GKP) qubit, in large part due to its error correcting properties and ability to perform computation with the
Gaussian operations that can be performed in photonic platforms. This thesis served to provide a feasible
technique for preparing GKP states in optics, a framework for their analysis in the presence of realistic noise,
and a blueprint for their utilization to perform fault-tolerant quantum computation.

In Chapter 2, we reviewed the formalism of GKP states and various figures of merit for assessing the
quality of their realistic, finite-energy forms. From there, the chapter provided an exhaustive analysis of a
promising photonic state preparation technique for GKP states based on Gaussian Boson Sampling (GBS).
This work opens a path to producing GKP states in optics using current experimental resources, a valuable
step forward given the many advantages of these bosonic qubits that we have discussed. Next steps for this
work could be to add small feedforward operations conditioned on the observed photon number pattern to
boost the probability of generation and fidelity, and to determine optimal decompositions of the GBS device
in the presence of loss. Further into the future, research should be done towards deterministic generation of
optical GKP states, as this would allow for greater error correction capabilities; some initial work is beginning
in this area [317].

In Chapter 3, we developed a new mathematical formalism for studying and simulating bosonic qubits in
the presence of realistic noise, leveraging the mature Gaussian CV phase space framework. This work opens
the possibility to perform fine-grained, component-wise analysis of noise in near-term preparation, gates and
measurements for bosonic qubits, aiding in device design. An open question for this work is whether the
same computational speed-up observed for simulating true qubits, i.e. states living in a two-dimensional
Hilbert space, under Clifford operations [136-140] can be replicated in the case of noisy bosonic qubits; such
a result would be helpful for incorporating more realistic noise models for the fault-tolerance analysis of codes
containing a few thousand bosonic qubits.

In Chapter 4 we reviewed an architecture for photonic quantum computing that employs GKP states and
Gaussian resources, providing a tractable noise analysis, decoding strategy, and fault-tolerance thresholds.
Putting together such a blueprint allowed us to identify areas where gaps still exist between current
experimental capabilities and what would be required to implement the architecture, as was discussed in

detail in the conclusion to that chapter. Already, [46] provides a substantial improvement to the hardware
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requirements by removing the need for inline squeezing, an operation whose realistic implementation—
measurement-based squeezing—we observed to be susceptible to noise in Chapter 3. Other desirable hardware
improvements include boosting the level of achievable squeezing for on-chip squeezed light sources, and
devising higher-probability and fidelity sources of GKP states. On the error-correction side, we note that the
Raussendorf-Harrington-Goyal encoding was a starting point for choice of code, with our decoder relying on
several heuristics, so we expect more tailored codes and decoding procedures to lower the thresholds required
for state quality and loss.

The second part of this thesis examined quantum key distribution (QKD). Here, we focused on how
idealized security proof techniques could be adapted to account for noisy devices used to implement the
protocol. In Chapter 5, we looked at how the entropic uncertainty relations used to prove the security of
high-dimensional, entanglement-based QKD were compromised by the measurement-range problem. Since
the bounds were compromised by their dependence on the measurement operators associated with falling
beyond the range of the detector, we instead provided an improved bound that replaced this dependence with
a dependence on the probability of signals going undetected. While this essentially eliminated the problem
for QKD schemes reliant on electric field quadrature encoding, for time/frequency schemes, even the refined
bound was quickly insufficient due to channel loss increasing the probabilities of undetected signals. While
it seems unlikely that entanglement-based protocols (i.e. untrusted sources but trusted detectors) will be
tenable for time-frequency encoding, it could be worthwhile to devise measurement-device-independent (MDI)
schemes (i.e. untrusted detectors but trusted sources) that can still leverage modern sources of time-frequency
entangled photons.

The susceptibility of detectors in QKD schemes seen in Chapter 5 motivated the work on MDI QKD in
the two chapters that followed. The chapters brought idealized security proofs closer to experimental reality
by tackling two imperfections in the source: incoherent noise and information leakage. In Chapter 6, we
examined the loss-tolerant protocol, generalizing it to account for Alice and Bob sending noisy, mixed signal
states. As the technique was applied to qubits, e.g. polarization encoding, one area to investigate next would
be to generalize the process for phase-encoded protocols, such as the popular twin-field QKD protocol [318].
Finally, in Chapter 7, we applied a recent numerical proof technique [27] to study a time-dependent, passive
source side channel discovered in a common polarization-based MDI QKD implementation. After comparing
various proof techniques to determine which one was best-suited to our task, we showed how incorporating
the time-dependent nature of the side-channel into the security proof was beneficial to the key rate. As we
found the technique from [27] to be so useful in this context, a worthwhile theoretical pursuit would be to
explore extensions of the method to account for finite-size effects, and so that it is more directly applicable
to CV QKD, prepare-and-measure and entanglement-based protocols. Further in the future, it would be
worthwhile to create a full-stack numerical toolkit based on the method that can take as input the data
characterizing the output states and/or detectors (depending on the protocol assumptions), along with the
measurement data, and return a key rate, or, even better, suggest feasible modifications to the protocol—such
as preparing an extra state or adjusting intensity—that would have the potential to boost the key rate.

With photonics as a platform, quantum technologies are an exciting prospect. I hope this thesis has

served to bring their realization closer to fruition.
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Appendix A

Supplementary material for A Photonic
State Preparation Method for
Approximate GKP States

A.1 Notation, Nomenclature, Convention, and Units

We use this section to disambiguate some of the notation and conventions we use in the chapter.
Grid states. See Table A.1 for the notation we use for the different GKP states we refer to in the chapter.

Logical and physical gates. Gates with a bar, as in U, always refer to logical gates acting on qubits, and

gates without a bar, as in U, are always physical gates acting on the oscillator space.

Squeezing. The convention for the squeezing parameter r we use is such that the effect of the squeezing

gate on the quadrature operators is

ST (r)gS(r) = e™"g, St(r)pS(r) = e"p, (A.1)
’ Category \ Symbol I Description \ Eq. ‘

Ideal [4r) Infinite energy square-lattice GKP states (2.6)
Normalized [Ya) G |¢1); ideal GKP states normalized with operator G (2.13)
[1)e) [Ye) with G=FE (¢) = e " (2.11)
[Yak) | Gaussians of width A enveloped by a Gaussian of width k=1 | (2.8)
N [¥a.x) with A = k; equals [¢),) for small A (2.10)
Approximate [a) Approximations to a given choice of normalizable states (2.66)

Table A.1: Notation for various kinds of GKP states referred to in the chapter.
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AdB €

0 1

2 0.631
4 0.398
6 0.251
8 0.158
10 0.100
12| 0.0630
15 | 0.0316
20 | 0.0100

Table A.2: Conversion between selected squeezing values expressed in decibels, corresponding to the width
of the peaks in normalizable GKP states |)a) and the epsilon parameter in [¢)¢) from Eq. (2.11). The
final column contains the error in the approximation between A and e, expressed as the magnitude of the

third-order term in the expansion of tanh £ (see Eq. (2.12)).

meaning that, in the position representation,
S(r)v(q) = e?y(e"q). (A.2)

Squeezing values are often expressed in decibels in this chapter. The conversion we use for the parameter

in the squeezing gate is

In10
T = 20 TdB, (A-?))

and for the width A of the normalizable GKP state peaks, it is

Aq

A=10" a8 . (A4)

Although we often work in the regime Delta = &, it is ! that is the width of the overall envelope in the

[t)a ) states. Therefore we are interested in low values of both A and  (large positive in dB).

Lastly, we often use the envelope operator E(¢) from Eq. (2.11) to express our normalizable states. In the

regimes we consider, it is true that

e~ A? (A.5)

)

meaning

e~ 10" 12 (A.6)

In Table A.2 we list the conversion between a few squeezing values expressed in Agp and e.

A.2 Derivations

A.2.1 Dilation for the envelope operator F(e)

As stated in Sec. 2.2.2, a convenient method for constructing normalizable GKP states is by applying the
operator e~ " to the ideal GKP states. According to [1], this can be constructed as follows: first pass an
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ideal GKP state through a beamsplitter of transmissivity ¢ with a vacuum state:

wrleac) = [ 2 810n) 13 vac)
% [ 2 prunusirs)

Then, post-select on measuring the second mode in the vacuum state to obtain

= B (182 gl 15)
= [ Zisun 3 e 2 (a8

n

:tﬁWI>7

Finally, make the association e™¢ — t.

A.2.2 Readout from the logical subsystem

A measurement in the computational basis of a qubit can be effected with a binned homodyne measurement of
the g quadrature of the corresponding GKP state. Here we show that this translates easily to the subsystem

picture, meaning binned homodyne measurements allow direct access to the logical subsystem.

Just as with a measurement in the computational basis, a binned homodyne measurement must yield a
binary output. Naturally, for the square lattice, the union of bins of width /7 centered at 2n\/7 ((2n+1)/)
corresponds to binary output 0 (1). We note that the POVMs corresponding to these bins can naturally be

written in terms of displacements of the GKP states:

NIE
M, / ABX(B) )t XT(B); p=0,1;8 € R, (A.9)
NI

Recall the decomposition from Eq. (2.22), and note that

‘U>£ ®X(/6)|+I>9a B € 0 bins,

. (A.10)
X[ @X(B)|+1)g, B €1 bins,

X(B)lur) =

taking care to realize that this is not a decomposition of X(3) but only a statement about its action
on ideal GKP states. Here, the 0 (1) bins refer to the ¢ quadrature region of [(2n — 1)\/7, (2n + 3)\/7]

((2n+ 1)v/r, 2n+ 2)y/).

Thus, Eq. (A.9) can be rewritten as:

V72
M, = i) (e ® / PR CIETEE )
= e ® 1g,

which is exactly a measurement on the logical subsystem in the computational basis.
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X (a) o~ 51(a—a)?+p7]
Z () o= 5[0 +(—a)7]
P(s) o~ 507 +(b—50)°]
R(9) E(e)

SUM(g) | e 51@+B1-9p2)"] o~ 5[(o1+d2)*+73]

6_% [62"(22—&-@’2"132}

S(r)
B (0, 9) e MeTen2

Table A.3: Physical operators U and conjugated envelope operator E (€) = UE (e) UT introduced in Eq. 2.11.

A.2.3 Conjugation and commutation with E(e)

In Table A.3, we display how the envelope operator E(e) from (2.11) transforms under conjugation with
Gaussian operations through E (¢) — UE (¢) UT. In addition to this we might wish to see how the operations
themselves change: U — E (—€) UE (€). Note that there are some mathematical difficulties in working with
E(e) that one should be wary of, since it is an exponential of an unbounded operator. For a discussion and a

rigorous treatment of some the issues that arise, see, for example, [319].

To derive the commutation relations, we first show that, for any k € N,

[f,a*] = —ka" (A.12)
[,a™%] = katk. (A.13)

For this, proceed by induction. First, using the identity [AB,C] = A[B,C] + [4, C] B, we can see that

-1
[h,a) = [ata,a] = TM’BM = —a. (A.14)

Now choose j € N, and assume [f,a7 '] = —a/~!. In light of the related identity [4, BC] = [A, B]C +
B A, C], we have

[n,a’] = [n,a’"a (A.15)
=[n,a’ Y a+a’ " [n,a] (A.16)
=—-@G-Data+a’ ! (—a) (A.17)
= —ja’. (A.18)

To show [ﬁ, di] = a'*, simply take the Hermitian conjugate of both sides of (A.12).

Let us now rewrite these commutation relations in a more helpful form:
[, s&k] = (—kr) (sa¥) (A.19)
[ri, ta™] = (kr) (ta'™). (A.20)
For relations that look like this, that is [X,Y] = bY, there is a braiding identity

eXe¥ =YX, (A.21)
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Thus we may write

gt _ ekt o (A.22)
oy rigsit i _ gs(ema)" (A.23)

ernptal™ _ gefrtatt ri (A.24)
oy rigta™ i t(enat)” (A.25)

Now consider an arbitrary single-mode operator of the form
U = epk(dT’d)’

where pj, is a k-th degree polynomial. We can insert E(—e)E(e) = 1 between any two operators in this

polynomial, implying that

E(=€)px ( A) E(e) (A.26)
—pi [E(—e)a' E(e), E(—e)aE(e)] (A.27)

=pi, (e ) (A.28)
Again using the fact E(—e)E(e) = 1, we see that

E(—e) (@) B (¢) = P(-ope(a"a)B(©) (A.29)

T

= epr(erale™a), (A.30)

Therefore we conclude that the envelope conjugates across any operator in the form (A.30) — an exponential
of an arbitrary polynomial of the creation and anihilation operators — at the expense of changing the inputs

via

a—e ‘a (A.31)
al — eal. (A.32)

A.2.4 Measures of non-Gaussianity

One way to characterize genuine non-Gaussianity of a quantum state is through the negativity of the Wigner

function [133, 320]. The Wigner function is a phase space quasiprobability distribution defined through

1 > —2ipx
Wolan) = [ (a+alplo-s)e?ra, (A.3)

— 00

and the Wigner negativity is the area of the negative part of the Wigner function:
W ()= [ dadp|W, (a.p)] - 1. (434
The Wigner logarithmic negativity is then
W (p) = log [W (p) + 1. (A.35)
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Although pure states with a vanishing Wigner negativity must be Gaussian, there exist non-Gaussian

mixed states with a positive Wigner function [321].

A.2.5 Glancy-Knill probability of no error

In [33], the authors find that GKP error correction can be performed perfectly with ideal GKP states displaced
by less than /7 /6. Thus, to determine the probability of successful error correction with normalizable GKP

states, they first expand an arbitrary oscillator state in a basis of displaced ideal GKP states:

v VT/2
o= [ du [ dutuols) o) (4.3
VT —V7/2
where |u,v) = 77 1/4e~"Pe~"%|0) is reminiscent of the modular basis later explored in [322] and 7=/ is a

normalization factor that ensures completeness:
VT/2
/ du/ dv |u, v) (u,v] = 1. (A.37)
VT /2

Then, the probability of finding |¢) within a displaced region of less than /7 /6, so that the errors introduced

by the ancilla are small enough for the error correction to go through, is given by

VT/6 VT/6
]Dno error — / du/ dU|<’LL, v |l/}> |2' (A38)
—V//6 —V7/6
Expanding, we find
f/ﬁ
PHO error — 7-['_1/2 Z / 21"0 s t)f
s,t=—o00 \f/6
(A.39)
VT/6
X / dup* (2ty/7 + u)p(2s/7 + u).
—V7/6

Performing the integral over v and taking t — ¢t + s and u — u — 2s,/7, we recover Eq. (2.65). Eq. (A.39) can

be interpreted as follows: For s = ¢, one gets the probability that ¢(x) lies within % of all integer multiples

of 24/ in position space, that is, where |0;) has support. For s # ¢, one gets the probability that i (x) lies

within % of integer multiples of 24/7 in momentum, without overcounting the correctable position regions.

It is straightforward to extend the formula to error correction with arbitrary mixed states:

t
Pno error :% ZSiHC (7;) X

VT (25+)
/ dup(u, 2t\/7 + u). (A.40)
VT(25—3%)

where p(x,2’) is the density matrix in the position basis.
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A.3 Numerical Techniques

In addition to the strawberryfields and the walrus libraries, we employed packages from scipy libraries for
special functions, numerical integration, and optimization algorithm implementations. Here we present details

of our implementation of the algorithms.

A.3.1 Algorithm 7 details

Algorithm 7 Optimal Approximate States

function cost(r, ¢, A, p)
initialize |ua)
1) <= S(r) 3, enln)
return | (1 [jua)
end function
procedure optimization(A, 4, Nmax)
initialize r #squeezing within desired range
initialize ¢ #normalized vector of dim 7,y
# basinhopping is a global search algorithm
Topt, Copt <— basinhopping|[(r, ¢), cost, args = (A, p)]

end procedure

To initialize the normalizable state |ua), we build a numerical wavefunction on a discretized position space

as follows:

1. To be safe, we take 7 standard deviations of 1/A as the range in ¢ space so that the heights of the
peaks at the edge of the range will be negligible.

2. We solve for the integer number of peaks separated by a = /7 that fit into that range, and choose the
number of points in the discretization of the range of g space to be 100 times the number of peaks, so

that each peak is well-resolved.

3. With the array of ¢ values in hand, we build the |ua) wavefunction by summing together Gaussians
of width A centred at each of the n./m within the range of ¢, and weighted according to the value of
m e {0, 1, +, H+}

4. We numerically integrate the function using the numpy trapz function to determine the normalization

factor.

We define the cost function to be the fidelity between the target state |ua) and the approximate state
of the form of a squeezed finite superposition of Fock states. We construct a numerical wavefunction for
|Y) = S(r) )", cnln). Using the same ¢ array as the |ua) wavefunction, we sum the weighted ¢ space
wavefunctions for the Fock states (built using the scipy eval hermite function). Then, we apply the squeezing
2

using the convention from Eq. (A.2). The fidelity, | (ua | %) |?, is evaluated as a numerical integration with

the numpy trapz function.
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In the optimization algorithm, we employ the basinhopping algorithm available from the scipy optimize
library. An overview of this algorithm is available in [17], with a more detailed description available in the

library documentation and references therein [82, 83]. Broadly, basinhopping consists of two phases:

1. A local minimization (we minimize the negative of the cost function) over the optimization parameters
(r,c) given an initial guess, performed using the sequential least-squares programming method. We
impose the constraint that ¢ needs to be normalized and only has even components up to nyax. This

step produces a candidate for the global optimum (not a true global optimum).

2. A stochastic "hop" is performed in parameter space once a local minimum is found. After the hop is
made, the local minimization phase is repeated with the new point in parameter space as the initial
guess. The candidate global optimum is updated based on an acceptance test. We found 40 hops to be

a suitable number.

When the algorithm terminates we are provided with an optimal squeezing parameter, rop¢, and a vector of

coefficients, copt, consistent with our choice of nyax.

Importantly, we find that basinhopping is helpful: in some cases the optimal squeezing parameter and the
truncated coefficients of the core state do not vary smoothly as we change A, even though the fidelity appears
to be changing smoothly. That is, two or more different regions of parameter space can yield comparable
fidelities, so if one region becomes better than another there is an apparent jump in parameter space. The
global properties of the approximate states, such as the fidelity and the average photon number, still vary
smoothly because the interplay between the squeezing and the core state coeflicients combine to yield similar
final states even if the optimal squeezing parameters and coefficients are undergoing discontinuous jumps.
Put differently, even though the stellar representation [79] of a state is unique, when we apply a truncation
to the core state, there can be many choices for states that meet a fidelity threshold to the target state. Thus,
when one chooses the state with the highest fidelity among a collection of states that meet a fidelity threshold,

the states can come from very different regions of parameter space even if A is only changing slightly.

To speed up the search for optimal parameters, for a given p and npyax, we pass the optimal results from
the previous value of A as the initial guess for the next value. Since the basinhopping global search algorithm
employs random jumps in parameter space, the initial guess does not exclude finding better local optima in

other regions of parameter space.
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A.3.2 Algorithm 8 details

Algorithm 8 Optimal Circuits for Approximate States

function cost(c, x, n, handle)
[target) = Dy, Cnln)
#x = (2,0)
[Yout) < (0]U(©)S(2)[0)
prob <« (Yout [Yout)
fid < |[(Yout [Vtarget)|* /Prob
if handle = ‘global’ then
return fid + 0.1 x prob
else if handle = ‘local’ then
return fid + prob
end if
end function
procedure optimization(c, n, N)
# for an N-mode circuit
# random squeezing and BS angles within ranges
initialize xo = (¢, ®)
# basinhopping is a global search algorithm
X3 < basinhopping[xo, cost, args = (n, ‘global’)]
# local_search is a local maximization algorithm
Xg + local_search[xy, cost,args = (n, ‘local’)]
end procedure
procedure redecompose_circuit(r,xs)
## |tapprox) = S(r) 3_,, cnln)
# squeezing only applied to mode with [tout)
r <+ (r,0,...,0)
U+ S(r)U(©)S(z)
# given a Gaussian unitary applied to vacuum, euler returns circuit parameters in the form U(0’)S(¢’)
(2/,0') « euler(U)
end procedure

To run Algorithm 8 for finding the optimal circuit-produced state relative to an approximate state |p4), we
supply the squeezing parameter, r; the core state Fock coefficients, ¢, of | 4); the number of modes for the
GBS device; and a post-selection pattern, n, consistent with the need for the number of photodetections in n
to total the nyax of the core state. We loop Algorithm 8 over all choices of n up to permutations of modes,
as permutations can be absorbed into the interferometer.

There are three essential parts of Algorithm 8. First, we define a cost function which is called in the
optimization procedure. Second, the optimization procedure returns the optimal circuit parameters
(relative to the cost function) for producing the core state of |pa), ¢. Third, the redecompose_circuit
procedure uses the optimal circuit parameters from optimization as well as the squeezing parameter, r,

associated with |p4) to find new GBS device parameters, where r is offloaded to the beginning of the circuit

157



instead of having to be applied in-line after the interferometer to the core state. The algorithm outputs are
the parameters for a GBS device that produces a state given a post-selection pattern, n, along with the
fidelity of that state to |ua) and the success probability of obtaining that photon detection pattern.

The optimization procedure runs in two steps:

1. After initializing a random set of circuit parameters, xg, consistent with the number of modes (con-
straining the initial squeezed light source to within 12 dB to maintain realistically achievable values), we
employ the basinhopping algorithm already described in App. A.3.1 to find a global candidate solution
that maximizes the cost function labelled by the "global" handle. This global cost function is the
fidelity between the core state of |pa), ¢, and the state output by the circuit given the post-selection
pattern, n. Additionally, we add to the cost function the probability of the postselection pattern
weighted by a factor of 0.1; if we solely optimized fidelity, we sometimes found solutions with probabili-
ties smaller than 10~6. We found the L-BFGS-B algorithm within basinhopping to be the most efficient

local minimization algorithm in our case. We employed 50 hops to search the parameter space.

2. The optimal circuit parameters, x;, from basinhopping are passed to local_search, which employs
the scipy minimize function to find the optimal solution to the cost function with the "local" handle.
This local cost function is almost the same as the global cost function, but now the weight for the
probability of the state is increased to 1 so that a solution in the neighbourhood of x; with comparable
fidelity but higher probability is returned. The scipy minimize function stops running when the first
local minimum is found instead of the iterative process of random hops implemented in basinhopping.

This change ensures only the neighbourhood of x; is searched instead of the entire parameter space.

We now move on to how we calculate the cost function, including how to calculate the output of the GBS
circuit. The cost function is given the |u4) core state coefficients, ¢, initialized as a vector in the Fock basis
that will be used to compute fidelity; the squeezing and interferometer parameters; and the postselection

pattern, i, for the GBS device. The algorithm proceeds as follows:

1. Using a strawberryfields engine we apply the squeezing to each mode followed by the interferometer in
the rectangular decomposition. As the state of the modes at this point is still Gaussian, we use the

gaussian backend for the engine, which returns the mean and covariance matrix for the resulting state.

2. The mean and covariance matrix, along with n, is passed to the state vector function from the walrus
library to get [tout), the coefficients of the output state in the Fock basis (up to the dimension of ¢),

and before they have been normalized by the square root of the probability of obtaining n.
3. The probability is computed in the following way:

(a) The mean and covariance matrix of all the modes before PNR measurements, as well as the indices
of the modes we intend to measure, are passed to the strawberryfields reduced gaussian function,
which returns the mean and covariance matrix of p,_1, the reduced (n — 1)-mode state of all but

the output mode. p,_1 is still Gaussian, as it is the partial trace of a Gaussian state.

(b) Using the mean and covariance matrix of p,_1, we can use the density matrix_element function of
the walrus and find the diagonal element (n|p,—1|n) which is exactly the probability of finding the

post-selection pattern n.

4. We normalize |tout) with the probability obtained in the previous step.
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Figure A.1: Probabilities of different even Fock states in |0.) up to n = 12 as a function of € ~ A%, We see
that the probability of measuring 8 photons is higher than 6; thus, when constructing the GKP states from
squeezed core states, increasing np,.x of the core state from 4 to 6 provides little to no advantage compared
to increasing nmax to 8.

5. We take the inner product between |¢)out) and ¢ in the Fock basis to compute the fidelity, and use the

already calculated probability to compute the relevant cost function being called.

Finally, to implement redecompose_circuit, we find the Gaussian unitary associated with S(r)U(©)D()S(z)
and use the strawberryfields GaussianTransform function to find U(®")D(a’)S(2").

A.4 Approximate GKP 7, X, and H Eigenstates

A.4.1 Further comments on [04)

Our results for constructing the |04) state using ny.x = 4 and 6 were identical until A ~ 8 dB, meaning the
n = 6 component was not required; after that point, there was a jump in parameter space and the n = 6 state
was used to attain better fidelity than n,.x = 4, albeit only slightly. Here we explain why it makes sense that
the results for ny.x = 4 and 6 are so close, and why we see a small jump in parameter space for ny.x = 6.

First, we can use the |0.) state to understand the distribution of the Fock coefficients for |0a), since the
states are almost indistinguishable for e = A2. In Fig. A.1, we plot the probabilities of detecting the even
Fock states in |[0.) up to n = 12 as a function of A, for e = A2. We see that, up to A ~ 8 dB, the n = 2 and
4 states are the most probable states after the vacuum, and beyond A ~ 8 dB, the n = 8 state becomes more
probable. The probabilities for n = 6,10, and 12 remain significantly smaller over the whole range. Thus, if
one wants to increase the n = 8 component using only squeezing applied to a core state of ny.x = 6, one will
also end up increasing the n = 6 component in the distribution. If one wants to keep the n = 6 component
small, one option is to truncate the core state at n = 4; as it turns out, this is the optimal option found
numerically up to A = 8 dB, leading to similar results between ny,x = 4 and 6 in that regime.

We can also use the wavefunctions of the Fock states to understand why the n = 2,4, and 8 components

are weighted higher than n = 6. In Fig. A.2, we plot the wavefunction produced by the sum of the Fock
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Figure A.2: Wavefunctions produced from summing the first eight Fock states in the distribution for |0.)
(using € ~ A?), as well as the wavefunctions for the weighted Fock states in the superposition. We see the
important contribution of the 8 photon state to the outer set of peaks for the normalizable GKP state. Thus,
without the 8-photon state in the core of |04), the n = 4 or 6 states are needed to build the outer peaks,
leading to worse fidelities.

state components in [0a) up to n = 8, as well as the wavefunctions for the weighted Fock states in the
superposition. We start to see the peak structure of the GKP wavefunctions — a central peak and two outer
peaks at the correct locations — in addition to some wiggles in between due to the truncation. Importantly,
we see that the outer set of peaks is created almost exclusively by the n = 8 Fock state, with the n = 2 and 4
states working to narrow the central peak. Thus, were one to construct |0a) by only using a core state up to
n = 6 and then stretching the Fock wavefunctions through squeezing, building the outer peaks of the |0a)
state would require stretching the n = 6 or the n = 4 state to align with the GKP grid. But using the n =6
state and weighting it heavily would shrink the central peak, since the n = 6 state has a dip at ¢ = 0. Thus,
the better option for matching the symmetry of the |0o) state is to stretch the n = 4 state, which has outer
peaks and a central peak. This is further evidence for why we see no difference between the results for [04)
using Nyax = 4 and 6 for A < 8 dB.

For A > 8 dB, we see a small jump in the (r, ¢) parameter space for the ny.x = 6 state, although the
resulting wavefunction does not change much, leading to only slight jumps in the fidelity and average photon
numbers. In that regime, all coefficients in the core state are now nonzero, and the squeezing applied to the
core state as compared to A < 8 dB is slightly greater. We understand this jump to come from the fact
that the achievable fidelity to the target state is already relatively low (a2 90%) for this range of A; in other
words, since the core state resource available from np,,x is not too high, we are simply trying to find the best
fidelity among several poorly contending regions of parameter space. There are two basins in parameter space
that provide very similar fidelities when A = 8 dB; as A increases, one basin overtakes the other to provide

marginally higher fidelity, leading to a jump from the first basin to the second.
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Figure A.3: Fidelity of approximate states |p4) to normalizable states |ua); and photon number vs. A for
(by column) p = (a) 1, (b) +, and (c) H;. Line colours/styles in each plot represent the results for different
Nmax 10 the core states of |p4). The trend in all cases is that a greater ny,ax leads to better fidelity to the
target state and higher energy; if the quality of the target state is improved by increasing the dB value of A,
for a fixed npax, the fidelity gets worse, and the required energy gets higher. We expect comparable circuit
resources (see Sec. 2.3.4) are required to construct approximate states for any point on the Bloch sphere.

A.4.2 Results for [14),|+4), and |H,4)

In Fig. A.3, we provide the numerical results for the construction of the |14), |[+4), and |H4 4) states using
Algorithm 7. All the trends for fidelity to the target states are comparable to those of the |04) states. The
|+4) state is effectively as resource-intensive to create as the |04) state given their relation by a Fourier
transform. Finally, the |H 4) state has squeezing and average photon numbers on the same order as |04)
and |+4), so it should also be comparatively demanding to prepare.

Notice that the results for the |04) in the main text and |+,4) states are nearly indistinguishable. Since
the states are closely relatable by a Fourier transform !, r for the [04) state is approximately —r for the
|+4) state: one is squeezed in ¢ and the other in p. Additionally, since the state |n) is an eigenfunction of
the Fourier transform with eigenvalue (—i)", we expect the coefficients of the Fock states in the core state
superposition to be related by phases of the form (—:)". In fact, we do see in our results for [04) and |+4)
that the core Fock states with n mod 4 = 0, for which (—i)™ = 1, have almost the same coefficients, while all
the states wth n mod 4 = 2, for which (—4)™ = —1, have coefficients that differ effectively by a phase of —1.

As a result of the states having such similar properties, their global properties end up being very close.

IThey would be exactly relatable if we chose the E(e) envelope since F(e) commutes with phase space rotations.
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Figure A.4: Single-qubit codespace projectors P(q,q’) in ¢ basis (in units of /) for three cases: (a)
The normalizable GKP states [0a) (0a| + |1a) (1a], with A = 10 dB. (b) Our approximate GKP states
[04) (04| +|14) (14], designed to target the normalizable states with A = 10 dB, constructed using squeezing
applied to a core state with nmax = 12. Here we assume we prepare both [04) and |14). (¢) Our approximate
GKP states [04) (04] + X (v/7) [04) (04| XT(\/7) with the same parameters as (b), except here we assume
we prepare only |04) and create the logical 1 state by displacing [04). We see that the symmetries of the
target projector are best preserved when preparing both [04) and |14), although that symmetry may not be
required for encoding.

A.5 Additional Characterization of Approximate GKP States

A.5.1 Projectors

Projectors provide a valuable understanding as well as some visual intuition for how the code subspace

behaves. Here we consider projectors defined by

1. The normalizable states |)a): [0a) (0a] 4+ |1a) (1Al;
2. The approximate states [104): |04) (0| +]14) (1al;

3. 104) and displaced |04):
10.4) (0] + X (V) [04) (0] X (v/7).

We consider the third kind of projector since one may want to prepare just one GKP Z eigenstate and
generate the other through gate application. In Fig. A.4, we provide some examples of these projectors
plotted in the ¢ basis. We take A = 10 dB, and choose the approximate states that are meant to target the
A = 10 dB states with core states of nmax = 12. Note that the projector [04) (04| + |14) (14| maintains
the symmetry of the target state projector, while the displacement in |04) (04| + X (v/7)[04) (04| XT(v/7)
breaks it. As we know from the modular subsystem decomposition, a loss of such symmetry does not affect
the logical encoding. Of course, because the approximate states only have ~ 95% fidelity to the target states,

the sharp peaks get blurrier further away from the origin in g space.
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A.5.2 Quantum error correction matrix

One object that encompasses the error-correcting properties of general codes is the quantum error correction
(QEC) matrix [2, 15]. For an error map with Kraus operators { E}} and code states |0g) and |1¢), the QEC
matrix elements are defined by

Yew = PoELEy Pg, (A.41)

where Pg is the projector constructed from the code states, as defined in App. A.5.

The 2 x 2 matrix v can then be expanded in a basis of Pauli matrices:
Vil = €0l + €204 + 40y + €50 (A.42)

If v is proportional to the identity, then there exists a recovery which can perfectly correct the error [2]. When
this is not the case, errors can only be approximately corrected. However, the magnitude of the coefficients
¢; offer a convenient interpretation of the error’s effects; namely, ¢, €,, and €, are the probability of bit,
bit-phase, and phase flip errors [15].

Ideal square-lattice GKP states were designed to correct displacement errors in phase space of up to /m/2.
Thus, we examine the QEC matrix for displacement errors applied to the normalizable and approximate
states. In Fig. A.5, we calculate P D(8)Pg as a function of displacement, 3, expand it in terms of the Pauli
matrices, and then plot the magnitudes of €; as functions of 8. We do this for four choices of states (that is,
four different Pg): the normalizable GKP states with A = 10 dB and the approximate GKP states for the
same A but with ny.. = 4,8, and 12.

The first row of plots in Fig. A.5 corresponds to the normalizable states [0o) with A =10 dB. We see
that, for small displacements, the largest magnitude is £, meaning the matrix is basically proportional to the
identity, meaning these displacement are correctable. A displacement by /7 in ¢ (p) leads to the dominant
terms becoming ¢, (¢,), corresponding to a bit (phase) flip. Further away from the origin, the blobs become
more smeared, indicating that a displacement of that magnitude is more likely to lead to an uncorrectable
error.

As we progress down the column, we see how the approximate states perform. The radii of the blobs
become bigger as nyax decreases, meaning the probability of error increases. Moreover, the blobs further from

the origin become quite smeared in phase space, meaning only the first multiples of /7 /2 will be correctable.
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Figure A.5: Visualization of the quantum error correction (QEC) matrices (Eq. (A.41)) of normalizable and
approximate GKP states, [¢)a) and |1 4), subject to displacement errors. Each row of subfigures corresponds
to a different choice of code states. In each subfigure, the y (x) axis corresponds to a value of displacement
along ¢ (p) in phase space, so that a single point corresponds to a net displacement error. The QEC matrix
associated with this displacement error can then be decomposed in terms of the identity and Pauli operators.
Each column corresponds to the magnitude of the coefficients in the decomposition, which can be interpretted
as no error, bit flip, bit-phase flip, and phase flip probabilities. The first row corresponds to |t)a) with A =10
dB. The second through fourth rows correspond to |¢)4) meant to approximate [¢)a) with A = 10 dB with
core states of ny.x = 12, 8, and 4 photons.
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Appendix B

Supplemental material for Fast

Simulation of Bosonic Qubits via

(aussian Functions in Phase Space

B.1 Coefficients of Ideal GKP

For ideal GKP qubits in the state [¢)) = cos £]0)gip + 7% sin &|1) gip, the coefficients for the Wigner function

are provided by [53]:

1
/7
4ICOS9

_ﬁ cos 0

4\F51H9C05¢

cre(0,0) =
’ ﬁ sin 6 cos ¢
ﬁ; sin 0 sin ¢

4f sin 0 sin ¢

for k mod 2 =10, £ mod 2 = 0,

for kmod 4 =0, {mod 2 =1,

for k mod 4 =2, f mod 2 =1,
k mod 4 =3, { mod 4 =0,

for
kmod4 =1, {mod4 =0,
kmod4 =3, {mod4=2, (B.1)
for
kmod4 =1, ¢{mod4 =2,
k mod 4 =3, { mod 4 = 3,
for
kmod4=1,¢mod4=1,
kmod4=3,/{mod4=1,
for

kmod4 =1, {mod4 = 3.
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Figure B.1: Heralding scheme to do (a) single- and (b) many-photon addition. The vertical line with two
ellipses at the end is used to denote a two-mode squeezing operation. Note that we always postselect on a
single click for all but the first mode.

B.2 Cat and Fock States

B.2.1 Cat States

As is the case with finite-energy GKP states, cat states are linear superpositions of pure Gaussian states. We

can write the density matrix of these states as
[£%) (k%[ =N( |0} (] + |=) {(—a| +|a) (—a| e7™ +|—a) (a] ™).
cat

Again by linearity of the mapping between density operators and Wigner functions, we see that the Wigner
functions of the first two terms |ta) (+a| are Gaussian functions with the covariance matrix of the vacuum
and displacement ps = +v/2h(R(a), I(a)). Using the results from Appendix A of [21], we find the Wigner
function of |a) (—«| and |—a) (@] to be complex-valued Gaussians with prefactor e=2o” vacuum covariance
matrix, and complex-valued vectors of means p. = v2h(iS(a), —iR(a)) with pz = p*. From these results,

we have that

M={+,—-,27%},

ct =N, c.=(cz)" =

pi = £V20(R(a), 3(a)),

pe = ()" = V20(iS(a), —iR (@), (B.2)

—Mrk—2|a|2N

and where all the Gaussian functions have the same vacuum covariance matrix given in (3.11).

B.2.2 Fock States

In this section we consider the representation of Fock states as linear combinations of Gaussians. Compared
with GKP and cat states, it is less clear whether Fock states can be can be written this way, since they cannot
be represented as discrete coherent superpositions of Gaussian states. To obtain a representation for Fock
states we use the idea of photon addition; that is, we study a quantum-optical circuit in which postselected
heralded outcomes in certain ancillary modes allow us to apply the creation operation of a given mode to an
arbitrary input state.

We first consider photon addition applied to the vacuum state for the generation of a single photon,
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as considered in Ref. [74, 130, 323-326]. The circuit for the addition of a single photon is shown in
Fig. B.1 (a), where the vertical line with ellipses on the ends corresponds to a two-mode squeezing operation
5'071(7") = exp (r [dé&; — &odlb with squeezing parameter r < 1. To see how it works, we simply need to

calculate

B &(2
(fo @ 12) (11 ) SEA @) (o)  [01))
~ (Io ®10) (Ll) -+ rafal) (o) @ 01)) (B.3)
=r (af 1v0)) ® 11), (B.4)
where ﬁj is the identity operation in the Hilbert space of mode j. If [¢)) = |0g) is the vacuum state of mode
0, then the state at the output is a single photon in this mode. Since we are working in the regime where

r < 1, to make progress we replace the photon-number-resolving detection |1) (1] by its poor-man’s version,
I —|0) (0], the threshold detection.

We can now write the probability of successful and failed heralding more formally as

pL = tr ([ﬁl —10y) <01|] D) (\I!|> — 1~ po, (B.5)
1-‘vl-ﬁ’

po = (B.6)

where |U) = 5’071(7“) |0001) and 72 = sinh? r is the mean photon number in either of the two modes, 0 or 1.

The state conditioned on successful heralding with threshold detectors in mode 0 is
([ =00 (oul] 1) (o)
1) (A = p1 =

4!

™ = po]0) (0]
b1 ’

(B.7)
(B.8)

which is a linear combination of density matrices for two Gaussian states, namely, a thermal state with mean
photon number 7 and the single-mode vacuum. A thermal state with mean photon number (a'a) = (d) = n
is a mixed Gaussian state with zero mean and covariance matrix 3 = fi(n + %)]l and can be expressed in the
Fock basis as [106]

o0

1 - 1

~th €n em

pu— = —-——— Bo
p T Re 117 e |m) (m|, (B.9)

m=0

where i = [e€ — 1]7! or, equivalently, e¢ = 1 + 1/fi. With this expression one can easily confirm that p; in

Eq. (B.7) approaches a single photon in the limit r» — 0.

We generalize this scheme to an n-photon addition that, as schematically shown in Fig. B.1 (b), gives
a Fock state with n photons when applied to the vacuum. The mathematical details of the derivation are

provided in Appendix D of [21]; the final result is that we can approximate any n-particle Fock state using
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Figure B.2: Infidelity between the Gaussian approximation of a Fock state p,, with Wigner function described
in Eq. (B.10) and an exact Fock state |n) as a function of the squeezing parameter r. The fidelity is defined
as F = (n|py|n).

the general notation of Eq. (3.23) with
M=H{0,...,n},
o (=)™ [(n 1 — nr?
N, m) |1—(n—m)r2]’

21— (n—m)2 (B.10)
n!(n % H—(—T%)!
-2t <w:z>1>! )

Although the equations above were derived with the assumption that the squeezing parameter r < 1, and

they depend explicitly on this parameter, as long as r < 1/4/n, the expressions correspond to a physical state.
Formally, it is only in the limit » — 0 that one recovers with perfect fidelity a Fock state. In Fig. B.2 we
study the behaviour of the (in)fidelity between an ideal Fock state and our approximation. For 7 ~ 1072 one
gets a fidelity of at least 99.9% for n = 1,2, 3.

B.3 Derivation of the Wigner function of a Finite-Energy GKP
State

B.3.1 Real Weights, Means, and Covariances Via Optical Circuits

This Appendix explicitly computes the Wigner function shown in eq. (3.43) using the physical application of
the Fock damping operator using an optical circuit. For a derivation involving the applying E(e) directly in

the phase space picture via the Moyal product, see Appendix C1 of [21].
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The index set, weights, means and covariances matrices for the ideal GKP state are provided in Eq. (3.41).
Finite energy GKP states can be recovered by applying the Fock damping channel E(e) = e~ to the state,
a channel which neatly fits into the Gaussian-inspired transformation framework introduced in Section 3.3.3.
For the Fock damping channel with e™¢ = cos 6, we derive the exact update rules for states in Appendix B.4.
Thus, using Eq. (B.26), the covariances of the ideal GKP under Fock damping become:

Ym = lim 61
6—0+

. -1
PO Jim | cos? 901 + gsin2 01 — cos? fsin® 0 (Z]l - (5]1) {sin2 001 + g(cos2 0+ 1)]1} <Z]l - 5]1)]

6—0+

h h2 B -1
=—sin? 61 — vy cos? §sin? 61 |:(COS2 0+ 1)2]1} 1

2
hl—e 2
“oig et = Pl
(B.11)
while the means become:
E(e) h h -t
W —5 lim |cos@p, — cosfsin’ @ (Il - (51[) {sin2 051 + —(cos? 0 + 1)1[] Mo
50+ 2 2
(B.12)
2e~¢
= mﬂm = M (€).
The re-weighting of the peak is provided by Eq. (B.27):
em(€:0,0) = Tim w (0| sin Opt,y,, sin @51 + hcos® 01/2, hl/2)
50+ p(0;[4(0,9)) gy, » 11/2)
. Cm(97 ¢)Gsin Ot hi(1+cos? 6)1/2 (0) (B.13)
p(07 |¢(97 ¢)>gkp ’ h]l/Q)
_ cm(0,9) 1—e 2 .
- Ne eXp h(]. + 6_26) iu’mll’m

where N, is an overall normalization. This completes the derivation.

B.3.2 Complex Weights and Means, and Real Covariances Via the Wavefunc-

tion to Wigner Transformation

The ideal GKP state for a single qubit is:

1 o0
[U(@)) = a0 |0) gy + a1 D)y = D ar D Vah(2k + 1)), |aol* +|ar[* = 1 (B.14)
t=0 k=—oc0

Next consider application of E(e) = e

i /ds [<S|E(€) |\/ﬁ(2k+t)>q} 15) (B.15)

k=—o0

B )= a
t=0
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Next we use Mehler’s kernel [327]:

(s1|E(e )Is2)q 266 (s1|n), (nls2),

2, .2
6—(sl+82)/2th(51)Hn(82)

o—en
- nZ:;) nnlV/7h

K (B.16)
S exp [— coth(e)(sT + s3)/2h + csch(e)s1s2/A]
27 sinh(e)
€/2
S — exp[fisTa'*ls]
27k sinh(e) 2h

where the second last line was obtained with Mehler’s formula. In the last line:

s =(s1,52)"
ol [ @ —B _ coth(e) csch(e) (B.17)
€ -8 « csch(e)  coth(e)
Therefore, we have that the (subnormalized) wavefunction in position quadrature is given by:

1 00

Yael®) =Y a Z (x| E(e) VTh(2k + 1)),
=0 (B.18)

=l

ag Z exp|—am(2k + )2 /2] exp|—ax? /2h — By/7x(2k 4+ t) /V])].

t=0 k=—o0

Note that we can write the amplitude inside the sum as

exp[—ax?/2h — By/ma(2k +t)/Vh] = ﬁeW (z| D (—\/g(Zk: + t)g) S (3log.a) 0y,  (B.19)

where D and $ are the single mode displacement and squeezing operators (cf. Eq. (3.13)) and |0) is the single

mode vacuum. We can use these results to write the Hilbert space vector of a finite energy GKP state as

N=S"a 3 ks ﬁ(\/§(2k+t)sech(e)>S(—%logetanh(e)) 0), (B.20)

t=0 k=—o
Rkt = A 7rhtamh(e)e_%’T(%H)2 tanh(e) (B.21)

showing that finite-energy GKP states can be written as linear combinations of single-mode pure Gaussian

states like the ones discussed in Eq. (3.26).

Now we move on to the (subnormalized) Wigner function calculation:

W€ (@) = 5rp [ dyexpl=ipy/m0s, (o~ y/2balz + /2)

s,t=0 k:,f:—oo

(B.22)
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where:

I(e.pia,b) = / dy exp(—ipy/h) expl—a(z + y/2)2 /20 — afy/m(z + y/2) [V
x explalz — /2% /2 — bBv/r(x — y/2)/VF]

arh o, BYF | iBv/h ’
= exp[—hx —x\/ﬁ(a—i—b)}exp —— p+ 5 (b—a)

(B.23)

Here, the result was obtained by performing the Gaussian integral.

Putting it all together, we find that the normalized Wigner function is a linear combination of Gaussian

functions in phase space:

W(Ele(a,e)) = Y cnGu, .z, (€) (B.24)

meM

with:

M={m=(k,{s,t)|s,te{0,1}&k,LeZ}
T (—Bx/ﬁ(%—i—%—i—t—&—s) —w\/ﬁ(zus—%—t))

2a ’ 2
5, = 0 (1/0‘ 0) (B.25)
2\ 0 «
(e, B) = (coth(e), — csch(e))
1 B2r(2k + 20+t + )2

= aza’ exp|—am(2k +t)% /2] exp[—am(2¢ 4 5)? /2] exp {

“n = N(a, €) 4o

where N(a, €) is an overall normalization chosen so that )  _,ccn = 1, since the Gaussian functions are

already normalized over phase space.

B.4 Fock Damping

Here we show how a state with a Wigner function of the form in Eq. (3.23) is transformed by the Fock
damping operator in Eq. (3.42). Recall that the E(¢) operator can be viewed as arising from passing a
state through a beam-splitter of transmissivity cos = e~ ¢ with an ancillary mode in a vacuum state, then
measuring vacuum on the ancillary mode [16, 28|.

Let the state have means and covariance (fty,0,3m,0). First we pass the state and an ancillary

vacuum mode (covariance matrix of hl/2) through a beam-splitter represented by symplectic matrix

Sy = ( cosfl sindl

where we have chosen the mode-wise ordering (g1, p1, g2, p2):
—sinf1 cosf1

0 . - ; (B.26)
0 hl/2 cos@sinf(hl/2 — X,,0) sin“0%,, 0+ hcos*61/2

m 9 m
o = S [ F0 ) = [0 Hm (B27)
0 Slnall'm,o
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where ¥, and p,, now have the same form as Eq. (3.34).

Next, we project the second mode onto vacuum. Here we can use Eq. (3.35), setting 3; = Al /2 and

r; = 0, so that the full mapping becomes:

0 = cos? 03, 0 + gsiHZ 01 — cos? 0 sin’ e(g]l - %n0) {sinQ 0% + g(COS2 6+ 1)]1} B (gll —Xn0),
Hom.0 — €OS Ot o — cos O sin® 9(2]1 —3m0) {sin2 03,0+ g(cos2 0+ 1)]1] - om0
(B.28)
Finally, as in Eq. (3.37) we find a per-peak re-weighting of:

R w(0] sin Opty, 0, sin® 0%, 4 + ficos? 01/2, hl/2)
Cm - ~ ’
p(0; p, h1/2)

(B.29)

where d; = 1 as the measurement is onto only a single Gaussian in phase space.

B.5 Measurement-Based Gates that Employ Squeezed Ancillae

In Table B.1, we provide a summary of the Gaussian CPTP maps corresponding to measurement-based
squeezing, implemented using an ancillary squeezed state, a beam-splitter and homodyne measurement

followed by a feedforward displacement.

Gate Average Map

cosf 0 sinZ e—27 0
g-squeezing ng) = . cosf=e %, Ys(»g'?n _ g

0 cosf! 0 n~ tan2 0(1 — )

cos ™1 0 “ltan?0(1 — 1 0

p-squeezing | X ») _ 7 Ys(zg)T7 _n " ( 1)
5T 2 o o
0 cos 0 sin2 fe

Table B.1: Average Gaussian CPTP maps for inline squeezing, as implemented with an ancillary squeezed
vacuum state. Here, cosf = e~* is the squeezing parameter, r is the squeezing parameter of the ancillary
state, and 7 is the loss parameter of the inefficient homodyne measurement on the ancilla.

In Table B.2, we provide a summary of the map for a single-shot run of ancilla-assisted squeezing.

B.5.1 Inline Squeezing Gate

Here we derive the map effected by measurement-based squeezing, as described in [101], and shown in Fig. B.3

().

Initial states Let the covariance matrix and mean of the initial state be of the form:

h Am.0 bm 0 :z'm 0
Em,A,O = = ’ ’ 3 /J/m,A,O = _ ’ . (B?)O)
2 (bm,o dm,O) Pm,0
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. o Am,0 b 0 6727“ 0

Covariance | Initial: 3, 40 = % " " , 2= b

bm,O dm,O 0 e?r

hn(sin 6 cos 6)? b2.0 dynrbm,0
2Fm dm T bm,O dgmr

o = [n(s3dmo + 3e*) + 1 =], dn,y = dimo — €*"

Final: cos® 03, 4,0 + sin? 0%, —

Tm,0
Mean Initial: iy, a0 = ’
ﬁm,O
in ¢ cos 0 - in6p,, by, -
Final: cosOpm a0 — V1m0 cos (p;{ V1151.0Pm.0) oL Ja(pm)
" A, r fo(pr)
Weight Initial: ¢y,
€ 72 B p. 2 hFﬂ’L
Final: ¢, xXp[—2(py — V/7156Pm.0)°/ ]

ZnEM Cn eXP[_2(pM - \/ﬁsaﬁn,())Q/th]

Table B.2: Update rules for each Gaussian peak in a linear combination from a single-shot run of ancilla-assisted
squeezing in ¢ quadrature. r is the squeezing level of the ancilla state, 8 is the angle of the beam-splitter
with cos @ = e™* defining the squeezing parameter s, 7 is the loss parameter of the homodyne detector, and
pas is the p-homodyne outcome on the ancilla mode. To match the average case, one sets the feedforward
operations to f,(par) = 0 and f,(par) = pastan6/,/n, and integrate over pas.

The covariance matrix and mean of the ancillary squeezed state is:

hfe® 0
2370 = = < 62r> , B0 = 0. (Bgl)

The initial separable form of the joint covariance and mean is thus X, 0 = X¥,, 4,0 ® X, and o =

Hm, A0 2] HB0-

Combine at a beam-splitter When combined on a beam-splitter we evolve the two-mode covariance

matrix and means to

z3m1:

)

cos? 0%, a0 +sin08py  —sinfcos(Sm a0 — X50) _[cosOm a0 (B.32)
—sinfcos(X,,,40 — XB,0) sin? 0%,,.4.0 + cos? 0X 5 o e sin @t 4.0 .

where symplectic matrix for a beam-splitter is given after Eq. (3.46). Note we are working with basis ordering

(q1,Dp1, 92, p2). For convenience we now move to ¢y = cosf, sy = sin 6.

Inefficient homodyne measurement We now apply loss to the second mode to model inefficient homo-
dyne measurement. The Gaussian CPTP map for the loss channel is provided in Eq. (3.45), so loss on the
second mode only is simply (X,Y) = (1 & /71,0 ® [1 —n]hl/2). Applying this channel yields the updated

covariance and means:

s ¥ a0+ 52280 —/M50co(Bm, 4,0 — XB.0) Yo — Colm, A0 (B.33)
l _WSGCG(EWL,A,O - z:B,O) W(ngm,A,O + 0323,0) + (1 - n)hﬂ/Q ’ ) \/ﬁSGNTIL,A,O

At this stage, 3,,, and p,, are in the form required for using Eq. (3.34).
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Measurement and conditional dynamics with feedforward We now perform a ideal p-homodyne
measurement on mode B which yields outcome r]T = (0, prr). Employing now Eq. (3.35), we find that the

updated covariance and means for mode A are provided by:

2 2
YA = CgBm, A0 + 555 B0

= 1(59¢)* (Bm, a0 — 5,0)" N(558m, 40 + 3Ep,0) + (1 —n)Al/2 + ;] (B a0 — EB.0),
(B.34)

K, A = Coftm, A0 — V/1150C0(EZm. a0 — 25.0) M(s5Ea + c5Z50) + (1 —n)hl/2 + =171 rj — /NSotm, 40)
(B.35)

Here, 3; is the covariance matrix of the Gaussian state which is detected. In this case, we are considering

e 1

ideal p-homodyne measurement, so it is given by 3; = lim._,g % 0 ) We note that there is only one
€

weight with d; = 1, since the measurement is onto a Gaussian state.

Because of the form of 3, the inverse matrix in both the expressions for the covariance matrix and

mean reduces to

_ 2 (0 0
[1(552m, 4,0 + Zp0) + (1 —n)il/2 + Z] = 5 (0 1/F, ) . (B.36)

F, = n(sgdm,o +cge* ) +1—1. (B.37)

Let T(%7) denote the " row and j** column of matrix T. We find that after the feedforward displacement,

the covariance and mean update as

2
Sa=Cma0+53Ep0 — 77(?706)
" (Zm, a0 — Ep,0) )2 (Zma0—25,0) 3 (Bm,a0 — Tp,0) L2
(Ema0—250) 3 (Bp,a0— Zp,0) b2 (40 — Ep,0)22)?
(B.38)
577(8009)2 b2 (dm 0 — €2T)bm 0
2 2 m,0 s )
— 2% 404 28 — LS0C)” ; B.39
AN TR T 0 o — oo (dimo — €¥7)?2 (-39

- 7m bm x
P A = Cotm, A0 — VTsaco Pt — y/lsoPm.0) (d ’062r> + (f (pM)> ) (B.40)

Fm m,0 — fp(pM)

Note that the outcome covariance matrix does not depend on the measurement outcome, while the mean
does. Here, f.(pan), fp(par) correspond to the value of the feedforward displacement that is applied after the

homodyne measurement.

Single run peak reweighting While we have found the covariance matrix and mean of mode A after

detecting outcome pj; on mode B, we must also take into account the probability of detecting pys, which is
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provided by Eq. (3.27):

Z mexp W\h/;sefm 0)2/hF,] (BAI)
meM \% m

Note that each term in the sum depends on p,, ¢ and Fj,. This means that if mode A is a linear combination

p(par; p, X)) =

of Gaussian functions, the coefficients update as in Eq. (3.37):

em(par) = €m exp[—2(py — /1150Dm.0)%/hF ] (B.42)

p(par; ps X )/ ThEF /2

At this stage, we have all the information required to update a single-shot run of measurement-based squeezing.

Average map However, we can also use the probability to determine the average map applied to the state.
Importantly, we find that the average map for specific f;(par), fp(par) simply corresponds to a Gaussian
CPTP map applied to mode A, which means we do not need to worry about per-peak reweighting, but can
simply update the covariance and means of each peak as in Eq. (3.32). Consider the characteristic function

of the output state pjs, which is a function of the input state and the measurement outcome py;:

R 1 ‘ . 0 1
x(par; €) = Z cm(pM)exp[—ZéTQTEmyAﬂﬁ—szﬂp,;n’A], with Q = <1 0) (B.43)
meM

The measurement-averaged output state is then given by
5= [ dosspoass b Zas)os

The characteristic function of the output state is then given by

X(5€) = [ dpasplass . Zao) (i€ (B.A4)
Since the covariance matrix is independent of pj;:

2(pm — \/MS0Pm.0)?
hF,,

—75TQsz A02€] / dpum exp[ ]exp[—iﬁTQu;n’ n

%\/ hF,,

(B.45)

Let us rewrite p,, 4 as:

. B SpcC b . =
IJ’:mA = r(pM> + (pM - \/ﬁsepm,A)Vma Um = _\/’7] 0 <d o 27«) ) r(pM) = CoHm,0 + (f [pM]>

F, m,0 — € fp [pM}
(B.46)
Furthermore, we relabel pasm = py — \/M56Pm,a- The characteristic function then becomes:
~ Cm exp[fiéTQTznz.AQE] / T AT ~ ﬁ?\/[ m .~ T
X(p;€) = : dparexp | —i§" Q" 7 (par) — = —ipymm& Q| (B.AT)
D NG W
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Displacing mode A by linear and quadratic functions of pys, the above integral reduces to a Gaussian integral.

Let us assume that
felpad) = go + g1oar + 92034, folpar] = ho + hapar + haply. (B.48)

Sanity check As a sanity check, let us check what happens if we apply no feedforward. Performing the

Gaussian integral, we get that:

1 . hF,,
= Z Cm exp[—zﬁTQTEm’Aﬂﬁ] exp[—i&T Qcpptm o] exp[—?(fTQVm)Z] (B.49)
meM

This can be simplified into

R 1 ~ ) ~ hF,,
X(p7€) = Z Cm GXP[—ZfTQsz,AQﬂ eXp[_ZETQCQHm,OL 2:7n,A - z:m}A + 7Vmu;ly—;~

meM

We see that we recover the partial trace condition, i.e. that ¥,, o — cgEm,o + 5323’0 and .0 — Cobm,0,

which is exactly what happens if we pass through a beam-splitter and trace out mode B.

Feedforward linear in m Consider linear feedforward, by setting 7o = ¥y = 0. Instead, we have that
Z 277531_’1271,A
meM \/ 7ThF th

4 S 7m, . . 2
X /dPM €xp [pM {\/Z;Z)A —i€TQ(r + um)] exp[—p3; (hFﬂ

1 . . _
[_4£TQsz7AQ£ - ’LETQ(CQH'WL,O) - + Z\/ﬁsﬁpm,AgTQVm

(B.51)

Let us further choose the linear feedforward to be g1 = 0 and hy = y/n~!tan#, which is based on the

suggestion in [101]. Then the output covariance matrix can be written as

hFp, -
z]A,out = z]m VA + — D) (Vm + rl)(Vm + TI)T = XEm,A,OXT + Yv M A out = Xll'm,A,()

with

0 ho((s3e 0
x=(% T, v=2(" (B.52)
0 ¢ 2 0 n~ttan?0(1 —n)

This is a Gaussian CPTP map, with the X part of the map corresponding to squeezing mode A in ¢ by a
factor cosf. An analogous derivation is possible for squeezing in p by using a p-squeezed state, performing
homodyne in ¢ and feedforward displacement in p. Moreover, we can achieve complex squeezing value re'®

by placing the squeezing circuit between phase shifters.

B.5.2 Gates that Employ Inline Squeezing

Given our examination of inline squeezing using squeezed vacuum ancillae, we now summarize valuable CV

gates which employ inline squeezing.
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Phase gate The CV quadratic phase gate 15(5) is just a squeezing gate S (re*®) composed with a rotation
gate R(A). The ideal decomposition is given by [84, 328]

P(s) = R(0)S(re?), 6 =tan™! (2), 9= —sign(s)g — 6, r=cosh™* (\/ 1+ f) . (B.53)

as shown in Fig. B.3 (b), with values provided for the GKP qubit phase gate. Further noise could be assumed
by using a lossy rotation gate 3(7])}%(9) If we assume perfect rotation operations, then the performance of

the phase gate is limited by the squeezing gate.

Entangling gates The CV SUM gate can be decomposed as in terms of beam-splitters gS(@) and

squeezing [84], where the control mode is the first mode:
A A . . . 1/ s 1. (2
X (s) = BS(0 + 7/2)[8(r) ® ()| BS(6), r = sinh (—5) 0= Stan™t (=2 ). (B.54)

A simple noise model is to add single-mode losses to the beam-splitter outputs £(n) @ £(n)BS(0). A CZ
gate can be achieved by applied Fourier rotations on mode B both before and after the CX gate. The CZ
gate is depicted in Fig. B.3 (c¢) with specific values provided for the GKP qubit CZ gate.

Amplifier channel Amplification could be a useful in tackling photon loss effects [15]. In the ideal average

case, an amplifier modifies the covariance matrices and means in the following manner [109]:
S S+ (K2 -DAL/2, k> 1, p— k. (B.55)

The ideal amplifier amplifies the input signal and adds a symmetric noise. To construct a realistic noise

channel with k = coshr, we use its Stinespring dilation to get [125]:

A(#)[p] = trp[So. ()

(p©10)(0|8)So,1(r)1], (B.56)
Soa(r) = BS(n/4)1S(r) ®

S(=r)|BS(r/4), (B.57)

where 5’071(7“) is a two-mode squeezing operation. Here, lossy beam-splitters and the noise we examined for

inline squeezing form the dominant sources of error.
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BS®H+3.0)| — BS(0,6) C7(s)

|th2) — —S(r) — = [Y2)— —

(c) CZ gate

Figure B.3: Review of CV gates and their realistic optical implementations. (a) The circuit for measurement-
based squeezing [101]. An ancillary position eigenstate is combined at a beam-splitter of angle 6§ with the
target mode. The ancilla is then measured in p quadrature with efficiency 7, and informing a feedforward ¢
displacement of py tanf/,/n. The level of g-quadrature squeezing applied to the target mode is r = Incos 6.
In practice, the quality of measurement-based squeezing is dependent on the level of squeezing of the ancillary
state, and loss in the beam-splitter. Squeezing in p can be achieved with a momentum eigenstate, a ¢
quadrature measurement, and a p displacement. Complex squeezing parameters can be implemented by
sandwiching the circuit between two phase shifters. (b) A CV phase gate applied using rotations and inline

squeezing [84]. Here, r = arccoshy/1 + %, § = arctan 5, and ¢ = —Zsign(s) — 0. (c) A CV CZ gate [84],

with r = arcsinh—%, ¢ = %, sin20 = (coshr)™!, and cos26 = tanhr. For the GKP encoding, the qubit
phase and CZ gates corresponds to s = 1. In practice, the inline squeezing in the phase and CZ gates can be
implemented using measurement-based squeezing, and additional noise in the CZ gate can be modelled by

lossy beam-splitters.
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Appendix C

Supplementary Material for Noise
Analysis for a Fault-Tolerant Photonic

Quantum Computer

C.1 Noise Model for a Hybrid RHG Lattice Operating as a Memory

In this Appendix, we provide the full details of the error model summarized in Section 4.3.1, that we in turn

used to justify our choice of inner decoder.

C.1.1 Noisy Initial States

Additive Gaussian Noise Channel

The cluster state that the hardware generates will be populated by two kinds of states as mentioned in
the main text: the |+) akp State and the momentum-squeezed state. Since the computer is operating in
memory mode, we do not need to consider magic states as one of the possible states prepared. The position
wavefunction of the ideal GKP state is [13]

oo

e = D IV, (C.1)

n=—oo

where |-)4 corresponds to a position eigenstate. To model the state initialization error, we apply the single-mode

additive Gaussian noise channel given by [196]

Ny (9) i

= ———exp
YW Jes m/det Y
where Y > 0 is the noise matrix, applied independently on each mode depending on the state that populates
it. The Weyl-Heisenberg displacement operator is defined as @(ﬁ) = exp[i€TQ7], where £ = (§,,&,)T € R?

for a single mode, §2 is the anti-symmetric symplectic metric, and # = (g, p)”. For the GKP states and the

36TV e Dedie) (©2)

179



momentum states, the corresponding noise matrices are chosen as

1(6 0 1{67t 0
Y:gkp:2<0 5)7 YL:Q(O 6)' (C.3)

In other words, we start with ideal |+),, = states and either apply the noise channel Ny,, or Ny, with

k
probabilities 1 — pg and pg, respectively. Nstg that we know what the state is at each site, so we know which
noise channel was applied. For GKP states, although this noise model does not capture the damping of peaks
due to finite energy seen in Eq. (3.20), it captures the broadening of peaks that results from finite-energy
effects [34, 47]. Similarly, this method approximates the realistic momentum state well in the position basis
but gives it a periodic structure in momentum space. These points can be viewed transparently through the

Wigner picture. In both cases, the application of a noise channel renders the output states mixed.

The Wigner Picture

The Wigner function for ideal GKP states consists of a linear combination of two-dimensional §-functions in

phase space [13]:

= YIS (Lt — ),

sii=—o0 (C.4)

Note that the lattice spacing of the Dirac-delta peaks in the momentum direction is twice that of the position
direction in the Wigner picture. For a clear diagram of the phase space unit cell distribution, see Fig. la
of [36]. Treating each J-function as a Gaussian of infinitely small width in phase space, we see that the
effect of the noise channel is to replace the J-functions with Gaussian distributions with covariance Ygip, by
using Eq. (C.2). Thus, the linear combination of J-functions is mapped to a linear combination of Gaussian
functions centred at the same points in phase space and with the same weights in the linear combination of
Eq. (CA4).

With regard to the momentum states in the RHG lattice, consider the same noise model of Eq. (C.2),

now instead with covariance

n@@:icg 9. (C.5)

Returning again to the Wigner function picture for the |+) okp State, this noise replaces the §-functions with
Gaussians of covariance Y, (e, d). In the limit that € — 0, we see that for odd values of ¢, these Gaussians
in phase space cancel each other out, while for even values of ¢, the Gaussians add together. This is due
to the phase factor (—1)t in Eq. (C.4). The resulting phase space distribution is a periodic mizture of
p-quadrature eigenstates, each separated by 2./m, and each with a Gaussian noise of variance §/2 applied in
the p-quadrature. That is, the noise channel Y}, (e, ¢) turns |[+) akp i0t0 a classical mixture of noisy p-squeezed
states. Since we are examining the regime where J is small, we set § = ¢, which leads to e ! being large as
needed for the states to approach p-squeezed states. While it is the case that this noise model for momentum
squeezed states returns a Wigner function which still, in principle, has a periodic structure, we do not expect it

to positively bias the decoding procedure. The periodic structure in position space is essentially washed away
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by the broadness of the envelope of order 61, while the discrete 2,/7 translational symmetry in momentum
introduces a mixture of momentum eigenstates, and hence more noise than a pure momentum squeezed state.

The initialization step for all N nodes can therefore be written compactly in one equation as:

po = Nxo (1) giep (+*Y)

_ a*Ng L irs—1
N R2N 7TN\/ det 20 P |:2€ 20 £:|
x D(E)(1+) (+gg) DT (&), (C.6)

where é = (éqagp)T = (fqu T 75!]1\1;5}71; T 7£pN)T € R2N7 and 7 = ((jla ) quﬁl, '“vﬁN)Ta corresponding to
N-modes. Here, 3 is a direct sum of matrices, where the i*"* matrix in the direct sum is either of the form

Yeip or Y, depending on whether the i*" mode is a GKP or a p-squeezed state. In other words,

. O
2 = : C.7

where X, is a diagonal matrix with elements % or % depending on if the mode is p-squeezed or GKP,
respectively.

There are several reasons to model the state preparation error with the noise channel described in
Egs. (C.2) and (C.3). For one, there are many physical gates that use a measurement-based squeezing
operation [101, 329, 330] that naturally leads to imperfections modeled as the classical noise channel.
Furthermore, this type of noise is closely related to pure loss—following a pure loss channel by an amplifier
of the inverse strength leads to a classical noise channel [122, 123, 125, 331]. In settings where loss can be
treated this way, such as in measurement imperfections, this relationship would play an important role.

The classical noise channel is easily described in the Heisenberg picture, so we use this representation
in our simulations. Let us consider the quadrature operators 7 of the N-modes. The noise channel on each

mode can be described as

=
1
ﬁ)

+¢, (C.8)

where £ is a vector of random variables drawn from the corresponding normal distribution 3, associated
with the state initialization errors.

A final note is that we assume that the C'Z gates and the measurement procedure are noiseless. Imper-
fections in both these modules are likely to reduce the error threshold. Inefficiencies in the measurement
outcomes can be modeled as a lossy channel and can be converted into a classical noise channel by virtually
applying an amplifier that would affect the measurement readout. Similarly, classical noise channels in the
CZ can also be tracked due to the Gaussian nature of the noise. However, for simplicity of the presentation,

we leave the analysis of this case and possibly more complicated noise models to future work.

C.1.2 Propagation of Noise in the Cluster State Preparation

For each node, with probability pg prepare a momentum-squeezed state, and with probability (1 — pg) prepare

a |+>gkp‘

apply CZ gates to each pair of qubits connected by an edge. We invert some of the C'Z gates to match the

Next in our model, we apply C'Z gates perfectly according to the structure of the cluster state, i.e.,

CV toric code convention [332]. Since we are operating in memory mode, no further gates are applied before
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the p-homodyne measurements.

The symplectic transformation for a C'Z gate defined as exp[ididz] in the (g1, g2, p1,p2) basis ordering is

1 0
(1 9) co

where A is a 2 x 2 adjacency matrix. This motivates the symplectic matrix that links all N optical modes

into an RHG lattice as
1 0
SrL = , (C.10)

given by

Scz =

—_ O O =
O = = O
o~ O O
_ o O O

where Ay, is the N x N matrix with 1 at position (i, j) if two nodes are entangled with a C'Z gate and 0
otherwise, with a suitable parity function dictated by the toric code convention. A gy, corresponds to the links
depicted in Figs. 4.1 and 4.5.

It is also instructive to look at the effect of the cluster state preparation on the noise matrix. Under the

action of all the C'Z gates, the full noise matrix evolves under the symplectic transformation to

o — 20 = SRLEOSEL (C].l)

3, >, AL
= s e (C.12)
Ap 3, 1+ Ap ¥, A%,

Since we are mainly concerned with the momentum homodyne measurement values, it turns out that the
momentum component of the covariance matrix is useful to write down for subsequent sections. To achieve

this, we trace out the position degrees of freedom of the covariance matrix of the noise channel to obtain

~ 0
By =51+ AR T, AL, (C.13)

C.1.3 Probability Distribution in Momentum Space

So far we have only focused on the noise model and the correlated noise matrix that one obtains once all the
CZ gates have been applied to the initial states in each mode. We now detail the connection between the
noise matrix obtained in Eq. (C.2) and the homodyne distribution.

Let us define the unitary corresponding to the symplectic transformation in Eq. (C.10) as Urr. Since the
preparation of the RHG cluster state and the noise channel on the initial states are both Gaussian, we can

conjugate UrL through the noise matrix to obtain

prr = Une [Ns, (14) (+50)] Ok,

= Ns, [Ore 14 2N OF,)] (C.14)

This corresponds to taking the ideal state of the RHG lattice had all the GKP states been initialized perfectly
without noise and then applying a correlated multimode Gaussian noise channel with covariance f)o.
To understand the probability distribution produced by conjugating the unitary through the Gaussian

noise channel, we first show that the probability distribution in p-quadrature of a state under a Gaussian
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noise channel is given by the convolution of the noiseless probability distribution with the marginal Gaussian

distribution of the noise channel along the p-quadrature.
Consider a Gaussian random displacement channel applied to a state:
d2N€

Ny (p) = ¢85
=(9) N N>

exp |- 375 71¢| D)D) (©15)

Next we note we can break the displacement into displacements X () and Z () along g and p in phase space,

respectively, along with a phase factor:

D(&)Ip) = €42 X (€2)Z (&p) Ip) (C.16)
— e e bp/2mie P |y 4 g ) (C.17)

Thus:

(p| D(E) ) (p"| DI () |p)

. v (C.18)
=6(p —p' — &)3(p — p" — &p)eis= PP
Putting these equations together, we find:
(pI N=(p) Ip)
= Joan ﬁj{fﬁ exp [—;ﬁTz_IE} p(P—&p. P —&p) (C.19)

AN ¢ 1, e
= o Ve O 265 GG &)
p

where in the last step we performed the Gaussian integral over &.

Therefore, returning to the probability distribution in p-space of our hybrid lattice, we find:

(pINg, (Urr |+) (+]55 Uk.) 1)
ngp

_ 1 Ts—1 :| 2
— [ LS xp|-ceTs - , C.20
/]RN 7N det ip o |: 2£p b £P |¢RL(p Sp)| ( )

where ¥ (p) is the wavefunction in p-space of the ideal RHG cluster state and ip was defined in Eq. (C.13).
We know that |[¢rr(p)|? consists of a lattice in p-space, where each point of the lattice is located at m+/7,
where 7 is an integer-valued N-component vector chosen from a set dictated by the ideal qubit state of the
RHG lattice. The addition of the Gaussian noise channel broadens each of these lattice points into Gaussian
functions with covariance f)p Therefore, we see that we can interpret homodyne momentum outcomes as
being sampled from the noise matrix f]p using Eq. (C.20). Given the measurement outcomes, we then apply

a classical decoder to these values to yield us the net recovery operation.

C.2 Optical Components for GKP Qubit Operations

A primary advantage of the GKP qubit encoding is the fact that Clifford gates and measurements correspond

to CV Gaussian gates and measurements. In Fig. C.1, we provide optical circuits for the application of
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Figure C.1: A review of optical implementations of the gates and measurements required for Clifford operations
in the GKP encoding, including limits required to achieve ideal, perfect CV gate application. (a) A general
displacement module [333]. Displacement by /7 in g (p) corresponds to a GKP qubit Pauli X (Z) gate. (b)
Rotation module as performed by e.g. an optical thermoelectric heating element. ¢ = 7/2 corresponds to
the CV Fourier transform as well as the GKP-qubit Hadamard gate. (¢) Homodyne measurement module.
Changing the rotation ¢ changes the axis in phase space along which the measurement is performed. ¢ =0
(m/2) corresponds to ¢ (p) homodyne measurement, which is the GKP qubit Pauli Z (X) measurement.
(d) Measurement-based squeezing module [101]. On-demand, in-line squeezing is in general required for
implementing CV quadratic phase and Controlled-X/phase gates, and a measurement-based approach allows
for offline preparation of squeezed resource state. (e) Quadratic phase gate module [84]. s = £1 corresponds
to the GKP qubit phase gate. (f) CV CZ gate module. s = +1 corresponds to the GKP qubit CZ gate.
Application of 7/2 rotations on the second mode before and after the CZ gate implements a CV CX gate [84]
with Target state 1 becoming the control and Target state 2 becoming the target, and thus a GKP qubit
CNOT gate.
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Figure C.2: Optical implementation of the GKP qubit T gate up to global phase, following the method
from [13]. Here, in the ideal limit, [M) = e="™/8|+) 4 €™/8|—) ,  and the feedforward phase gate is
applied if the ancillary mode detects |—) gkp Via a qubit X measurement (CV p homodyne).

GKP Clifford gates and measurements in an optical setting. These circuits present how the gates would be
implemented in a circuit-based setting. In contrast, the actual gates on our physical qubits are implemented
in a measurement-based manner, and hence their implementation would only involve performing homodyne
measurements on the computational resource state. Thus, this section is included for completeness of the
background material and to demonstrate the accessibility of Gaussian resources in optics, rather than as the
actual implementation of how the gates would be performed in our architecture.

For the non-Clifford T gate, non-Gaussian CV gates are required. In Fig. C.2, we provide an optical
circuit for T gate application via gate teleportation using a GKP magic state as a resource. In [16], it was
observed that magic states and Pauli basis states are comparably resource-intensive to produce using GBS

state preparation.

C.3 Heuristic Weights for the Outer Decoder

In the outer decoder algorithm detailed in Section 4.3.3 and applied in Section 4.4.1, we have the opportunity
to assign different weights in the outer decoder for the RHG lattice depending on the expected error at a
site. In the most naA ve approach, one could simply use the marginal probability that a node undergoes
a phase flip to determine the weight; however, this does not take into account correlated phase flips that
we expect to see from replacing some nodes with p-squeezed states, as we have discussed previously. For
instance, in either the case of applying a ring of four Z gates or of applying the identity, neither result in any
error in the decoding, but if we simply looked at the marginal probabilities of the sites in the ring, we might
pessimistically assume each site has an independent probability of incurring a phase flip, which would result
in pessimistic weight assignment.

While a full analysis of correlated errors and weight assignments for general configurations of p-squeezed
states and GKP states is left to future work, the heuristic choice for weight assignments given by Eq. (4.9)
can be found by considering a simple configuration. Amazingly, this choice of weights already provides
a significant improvement over the use of marginal probability of error at each site. Here, we detail the
motivation for this choice of heuristic weights.

Consider a single node ¢y in the RHG lattice surrounded by four neighbors ey, es, €3, €4, which can be
either GKP or p-squeezed, so that ey can have anywhere from 0 to 4 p-squeezed states as neighbors. For
simplicity, we will assume that the next layers of neighbors of ey, es, e3,e4 are GKP states. See Figs. 4.1
and 4.5 for a visualization of the lattice configuration. Whether ey is GKP or p-squeezed does not impact
the following argument. Additionally, we will assume the limit of infinite squeezing (6 — 0) for all the sites.

Note that these assumptions are used to select a choice of weights, not to run the actual simulation, so
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discrepancies between the assumptions for choosing weights and the actual parameters of the simulation will
nonetheless result in a perfectly usable, albeit suboptimal, set of weights.

In this scenario, for each node that is a momentum eigenstate, it imparts a random displacement — sampled
from the uniform distribution of its g-quadrature since we assumed d — 0 — onto the p-quadrature of its
neighbors via the action of the CV C'Z gates, while each node that is a perfect GKP state does not impart
any random displacements onto its neighbors. Let the displacements from ey, ez, e3,e4 be dy,ds, d3, dy, where
we specifically mean the excess displacement beyond n+/m [47]. Thus, the displacement on eq is given by
di + do + d3 + d4, assuming the C'Z gates are all +1; changing the sign of the C'Z gates does not change the
argument since dq, ds, d3, d4 are sampled from symmetric distributions. Moreover, let b;, i = 1,2, 3,4 be the
binary value returned by performing standard GKP binning on the homodyne output of the neighbors of node
e; other than eg; note that the only shared neighbor of ey, es, e3,€4 is ey, and since we assumed the nodes
beyond ey, e, €3, e4 were GKP, then we know we will get the same singular outcome b; on all neighbors of e;
other than ey. Let by be the binary value returned by performing standard GKP binning on the homodyne
output of eg.

Consider now the scenarios that would cause an error at the level of the qubit decoder. We know that
a closed ring of Z gates commutes with the stabilizers of the RHG lattice. If only one of ey, e, e3,e4 is
a momentum eigenstate, then we have already shown that the resulting effect on the binary outcomes b;
is a ring of four Z gates around e;, which we know causes no problem. If two or more of ey, e, e3,¢e4 are
momentum eigenstates, then we now have potential for error when using standard binning. In particular, for
the readout to correspond to a closed ring of Z gates, we require that (bg + b1 + b2 + b3 + bs) mod 2 = 0. This
condition will always be true if only one of di, ds, d3, d4 is sampled from uniform (since we assumed é — 0)
while the others are zero, since dy + ds + d3 + d4 will then be equal to the only non-zero displacement. We find
that if two, three or four of dy, ds, ds, d4 are nonzero, then the condition (by + by + ba + b3 + by) mod 2 =0 is
violated with probabilities of approximately 0.25,0.33, and 0.40, respectively. This means that even with
multiple nodes replaced by p-squeezed states, the probability of the resulting readout indicating a series of
gates that do not commute with the stabilizer is less than 50%, which would be the marginal probability of
phase flip at each site. Finally, we use these probabilities of error to assign heuristic, relative weighting in the

outer decoder.
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Appendix D

Supplementary material for
Entanglement-Based High-Dimensional

QKD and the Measurement Range

Problem

D.1 Basis-Independent Null Measurements Pose No Problem for

Entropic Uncertainty Relations

We show that if the null measurement is independent of the measurement type, then we can always reformulate
an entropic uncertainty relation that does not depend on the null measurement operator common to both
measurement types. However, it depends on new, effective POVMs related to the original POVMs. We show
how those can be constructed.

Let H be the total Hilbert space. Suppose we have two measurements, Z and X, characterized by POVMs
Z = {Z,}"2  UN and X = {X,,}N* UN, where N =1— Y7 7, =1 - V% X,, =1 — M represents the
basis-independent null measurement.

We can define Hy (Hy) to be the space on which N (M) has support. In general, Hy and Hyy will have
overlap, with Hy U Hy = H.

With the definition of those spaces in hand, we can treat some operators in the problem as the direct sum

of operators with support only on Hyy, and of the zero operator on H/Hyy:

M= (M)'}CM D OJ{/J{M
Xm = (Xm)ﬂfm & O}C/:J-CM

where (+)g¢, denotes an operator with only support on Hiy.
Claim: [\/(M)g,, |t is well-defined.

Proof: As a POVM element, M is Hermitian and non-negative, so all its eigenvalues are real and non-
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negative. Moreover, when we consider the operator (M)sq,,, we have now restricted to only the eigenvalues

that are positive. Thus, the square root of (M)q, is well-defined, and invertible. l

We can now define new operators:

—1

Zn [ (M)}CM]il(Zn)ﬂfM[ (M)WM]

) . (D.2)
Xm [ (M)HM] (X"L)?CM[ (M)HM]

—1

Claim: Z = {Z,}7, and X = {X,,,} V¥ each form a POVM on Hy.
Proof: To show Z is a POVM we need to show its elements are Hermitian and non-negative, and
that they sum to Iy. Because (Zy)s, and [/(M)g,] ' are Hermitian and non-negative, then Z, =

[v/(M)g¢,] _1(Zn):}cM[ (M) ¢, ] ~! is also Hermitian and non-negative. Moreover, we can check:

Nz Nz
;Zn_[ (M)U{M] ;(Zn)ﬂm[ (M):}CM] (D3)

The same process follows for X. W

Now that we have two new effective POVMs, we will use them to understand an equivalence between two

different scenarios:

Scenario 1 (a “realistic” model): An untrusted source outputs to Alice a state p that could be
entangled with Eve and /or Bob. With probability ¢, Alice performs a Z measurement, and with probability
(1 — ¢) Alice performs an X measurement. Alice knows what type of measurement she is performing. Both Z
and X measurements include the null measurement element, N. Depending on if she performs a Z measurement
or an X measurement, Alice records the result in separate registers, Rz or Rx, respectively. After many
iterations, Alice considers two probability distributions: p(m|p, X, —N) (p(n|p, Z, —N)) is the distribution of
measurement results given she performed an X (Z) measurement on the incoming state, p, and post-selected
to discard the null measurement. This distribution represents the state of the register, Rx (Rz), having
discarded null measurements. The POVMs characterizing the Z and X measurements have been outlined in

the previous section.

Scenario 2 (a fictitious model): An untrusted source outputs the same state p, but before it is sent
to Alice, Eve passes it through a filter that blocks the state if it returns the null measurement, and lets it

pass if it does not return the null measurement. The state Alice then receives is:

,_ VMpVM

o= Te(pM) (D.4)

Note that this state is only non-zero on Hyy because it filters out the portion of the state that has support on
H/H.

Now Alice performs either one of the two new measurements we defined, Z or X, which are related to,
but different from, Z and X. Similarly to before, depending on if she performs a Z measurement or an X
measurement, Alice records the result in separate registers, Ry or Ry, respectively. After many iterations,
Alice considers two probability distributions: p(m|p’, X) (p(n|p’, Z)) is the distribution of measurement results
given that an X (Z ) measurement was performed on the incoming state, p’. This distribution represents the
state of the register, Rx (Ry).
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One can check that:

Pl ) =l .0 = 2
(D.5)
p(nlp', 2) = p(nlp, Z,-N) = m'

Thus, because Alice cannot distinguish between these two distributions, we can assume Eve can have control

of when a null measurement outcome will occur.

We can now examine an entropic uncertainty relation for Scenario 2. Note that an entropic uncertainty
relation for Scenario 1 would lead to the trivial lower bound of 0 on H,y;, (Z|E) because of the overlap between
the common null measurement element in both POVM sets: ¢(X, Z) = ||N||2, = 1 because the eigenvalues of
N on H/Hyy are all 1.

Because X and Z are both POVMs on Hyy, the only space on which p’ can have support, then:

Hmin(Z‘E)p’ + HmaX(X|B)p’ 2 flogrrnna;(H V Zn \V XmHQ-

Hence, we have provided a proof that basis-independent null measurements do not pose a problem for

entanglement-based QKD protocols.

Note that the same process cannot be done with basis-dependent null measurements since there would
not necessarily be a common POVM element N. Thus, defining the subspace, Hy, would not be possible,
precluding the definition of new effective POVMs, Z and X, and the reduction to an entropic uncertainty

relation in terms of just those operators.

D.2 Proof of Main Result, Eq. 5.6

We assume a tripartite state, papp, and two POVMs on 34, Z = {25}, U{Z%} and X = {X4}X U
{X%}. We begin by following the procedure from [243]. Define pzz apr = VzzpapeVy,, where Vyz =

25:21 12) 212) 20 /77 + |0) 2|0) 21/ ZY is an isometry that maps the input state to a state entangled with the
7 register. As in [243|, we start from the duality relation:
g y

Humin(Z|E) + Hpax(Z|Z' AB) > 0. (D.6)

Based on the definition for conditional max entropy in Eq. (5.3), we see our task is to upper bound
maxe,, , . F(pzz aB,1z @ 0z aB). One of our objectives is to remove dependence on Zg, so we first prove a

useful lemma.

Lemma: For a composite Hilbert space, He @ Hp, if vVI'cv/ I — ' = 0 for some positive operator I'¢
on He such that Io —I'¢ is also positive, then F(pcp,ﬂc@d’p) < F(pCD, T'eo ®0’D) -I—F(pCD, (HC —Fc)®O'D>.

Proof: Consider the trace norm formulation of the fidelity, and recall the triangle inequality for norms.
Thus,

F(pcp,1c ® op) = ||\/pecpVIc ® opllte < |[VpecpVIc @ opllt + ||[vVpepV (Ic —T'c) ® op||e
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on condition we can write v/Ic ® op = VI'c ® op + \/(HC —T¢) ® op. Consider the square of both sides:

Hc®0D:H0®CTDJr\/Fc@O'D\/(HCch)@O'D*F\/(Hcfrc)@)O’D\/Fc@O'D

=lc®@op+vVIcV(lc—Te)®op++/Ic—Te)VITe®op.

We see the equality holds if vI'cyv/ I —T'¢ =0. R

(D.8)

Note that Tz ® 07145 = [0)(0]2 ® 02145 + 327, |2)(2l2 @ 0575, and /[0) 021/ 27 [2)(z]2 = 0, s

we use the lemma to find:

Nz
F(pzzap, 1z ®02:48) < F(pzz a8, |0)(0|z ® 02.48) + F(pz2 AB, Z |2)(2|z ® 02/48). (D.9)

z=1

Using the data-processing inequality for fidelities [242], F(p,0) < F[E(p),E(o)], where E(-) is a trace-

preserving, completely positive map, we find:

F(pzz:aB,|0)(0)z @ 07:48) < F(pz,|0)(0|2) = \/p(DZA. (D.10)

Next, we use the fact from [243] that relative entropies are invariant under isometries. Since the max
relative entropy is simply proportional to the logarithm of the fidelity, this means fidelity is also invariant

under isometries. Following the process done in equation (6) of the supplementary material of [243], we get:

NZ NZ
F(pzz aB, Z |2){(z|z ® 0z:aB) < F(pag, VZTZ/ Z |2)(z|z @ 02/ 4BVZ2")
z=1 z=1 (D].l)

= Fpas,Trz (Z |2)(2|\/ 2502 a8/73)).

Note that Trzl(zgjl |2)(z|\/Z* 07 aB+/Z%) may not be a normalized density matrix, but we will fix this

later.

Now, we define the isometry associated with the X-type measurement, Vxx: = Z;le |z) x|z) x/ /X% +

|0) x |0) x4/ Xg, use again the fact that fidelity is invariant under isometries, and again use the data-processing

inequality to trace over subsystems A and X':

Nz
Floas Trz(. 12) (v Zro zran 5

. (D.12)
< F{PXB, XI: |z) (x| x ® Tryz/a [; (|Z><Z|Z’ ® 75 2\/27,'24)‘72'143} }
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where pxp =, |z)(z|x @ Tra (pABXﬁ‘). We now note:

Nz

Floxs S lelelx 0Tz 3 (196 © VIRV Jo0as )

z=1

Nz
= F{@ 0x @ Tra(pasXy), 10)(0]x @ Trza [ (|Z> (2|7 ® JZZX%JZZ) aZ/AB} } (D.13)

z=

1
Nx Nz
+F{Zx LE|X®TYA(/)ABXA Z|(E x|X®TrZ/A|: <| (zlzr @ \VZAXGN/ L ) Z’AB]}~

=1 x=1 z=1
Applying the data-processing inequality to the first term to trace over B:
Nz

F{001x @ Tea(panth) 0)OLx 9 Trza| Y- (196l © VIRV Jozan| |

z=1

F(p%, 10001, 10)(0]x) = /P, -

Additionally, we can define px<p = Zivle lz)(z|x @ Tra(pasX?y)/(1 - pg(A) to be a normalized density

(D.14)

operator, so that:

NX NZ
{Z|x $|X®TI'A(PABXA Z|5E CCX@TTZ’Al:Z( Z|Z’®\/ X \/ )JZ/AB]}
r=1 r=1 z=1

. (D.15)

Nz
1= F{oxen S el @ Teza| Y- (1ol © VERREVER oz |
z=1

z=1

Finally, we know from [243] that if & > o, then F(p,5) > F(p,0), so

F{pX<B’§_§|;g><x|X®TrZ(A[%—Z:( |Zf®\ﬁX \ﬁ)asz}}

(D.16)

Nz
~ max ||\/ZZ\/X$HOO {px<B,Hx< ®TI‘Z/A|:Z(Z><ZZ/)O'Z/AB:|}.

2)#0 z=1

Applying this property again for g > TrZ/A[Z 1(2) (2|2 )0z 4B, We get:
Nz

max F{px<37]1x< ®TrZ’A|:Z(|Z><z|Z’)JZ/AB]} < H;%XF(px<B,]Ix< ®UB)

0Z'AB
z=1

(D.17)
— \/EHmaX(Xj ‘B)

Putting together Eq. (D.6), and (D.9)-(D.17), we get the result in Eq. (5.6). W
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D.3 Smooth Version of Main Result

Smooth min- and max- entropies are useful quantities for incorporating finite key size effects [12, 230, 240-

242, 247]. e-smooth conditional min- and max-entropies are defined as:

HiiW(A|B), = max Hpin(A|B)y, Hi . (A|B), = min Hyax(A|B)y (D.18)
p'€B=(p) p'€B=(p)

where B¢(p) = {p| 3||p — ¢'||7c <€} denotes the set of operators within an e-distance of p.

Proceeding similarly to the proof from [241], we first note that for some 7 € B%(p), H . (X $|B), =

max

Hpmax (X 5|B),. Thus, we can write down our main result, Eq. (5.6) for that state:

Huin(Z4|E), > —2log |:\/p®ZA (7) + /P, () + /1 = P, (Ve (X, Z) (\@H;“(Xj B)pﬂ (D.19)

where the p? () denote the null measurement probabilities given the state 7.
Next, we would like to express p? (1) in terms of p? (p) and € to determine how much the probabilities
from the two states can differ. Using 1 — F(p,7) < &||p — 7||1: [240], and the data-processing inequality [242],

we find:

F-1pl ().l < pl(7) < filpl(p),e) (D.20)

where

Felp? (p)s€] = 22 + i (p) + 20 (p)e* — 4p{ (p)e — > +2(1 — 6)\/p?(p)€[1 —pl(p)]2 e (D.21)

Finally, following [241], knowing that HE

min

(ZA|E)p = MaX, cBe(p) Hmin(ZA|E>p’ > Hmin(ZAlE)T7 we get
the smooth version of Eq. (5.6):

Haun(ZalE), > ~210g /108, (0)e + /IR, ().l

VI Ve ) (V)

(D.22)
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Appendix E

Supplemental material for Loss-tolerant
QKD with a Twist

E.1 Embedding our Technique Within a Decoy State Protocol

In the main text, we showed that, using two independent semidefinite programs (SDP), we can optimize the
secret key rate of a loss-tolerant protocol where the signal states are two-dimensional mixed states. In the
context of quantum key distribution, those states are normally encoded in the mode (such as polarization or
time-bin) of single photons. However, in practice, many protocols employ weak coherent pulses with decoy
states [271, 272]. In this section, we outline how we can embed our technique in a loss-tolerant protocol which
uses decoy states. In this chapter, we will consider a protocol with infinite number of decoy states as in [25].
We leave the case where a finite number of decoy states are used for future work. Like in the main text, we

work in the asymptotic limit where we can ignore finite key effects.

Recall from the main text that to use our technique, we need two pieces of information: before sending
optical signals to Eve, we need the density matrices of the qubit signal states (the single photon component),
and then once the optical signals are sent, we need the probability of successful Bell state measurement given
the states that Alice and Bob chose. As such, to apply our technique when phase-randomised weak coherent
pulses are used together with a decoy state protocol, we need to calculate the state of the single photon
component of the optical signal as well as the probability of successful Bell state measurement given that
Alice and Bob send the corresponding single photon signals. In the literature, that conditional probability is

often referred to as the single photon yield, denoted by Y7;7*Y.

To obtain the single photon component of the signals, we can simply project the coherent signal states to
their single photon components. Suppose that Alice and Bob prepare the phase-randomised coherent state

M4 and 65YM7 with intensity 4 and pp respectively, the single photon components of those states can
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be easily obtained by performing the following projection and then normalizing the resulting states

e (10000, ® 1) (U, + 1) (g,  10) (Ol )55 (10) (017, ® 1) {1y, + 1) (17, © [0) Oy, )

Pa =

B_MA/JJA
(1001, ®11) Wy, + 1) (U, ©10) ©ly,, )55 (10) 0l © 1) (L, +11) U, @ 10) (0l )
OB = =

e #BluB

(E.1)

where |0),, and |1) = are the vacuum and single photon states in mode m respectively.

Hence, it is important that we characterize the sources of each legitimate party before performing the

~1,T, 1A and 0.] Y1 B

protocol. Ideally, this should be done by performing tomography on the signal states g
Alternatively, one can have a model for the source, taking into account the finite precision and randomness in
the modulation of the signal states. Once we have the single photon component of the signal states (i.e. pff
and 0% in Eq. (1) of the main text), we can use them to construct the 4 matrix in Eq. (3) of the main text,
and to impose the constraints on the ancillary systems A’B’ as described in Eq. (5) of the main text .

On the other hand, from the parameter estimation step of the protocol, we can estimate the gain Ql’Z; Y
for each choice of states (i,z) and (j,y) and intensities pa, pp. When using infinite number of decoy states,
Alice and Bob can determine the values of the single photon yield Y;;"*"¥

L3 EY with Y577 in Bq. (3) of the main text and then

exactly for all 4, j, z,y. Once the

2JH T,y

values of YZ are obtained, we can replace the p

proceed with our method.

E.2 Relationship Between the Invertibility of 4 and the States in
the Bloch Sphere Forming a Tetrahedron

In the main text, we demonstrated that we could solve for the elements of Eve’s Gramian matrix using the
equation:
Paet =H€ = €=4""Pet (E.2)

are the elements of the vectorized form of the Gramian matrix of Eve’s states

associated with a passing announcement (Paet)t = p d’gt’T’y form a vector containing all the successful detection

where €, = <€g/7n/|€{;7n>E

probabilities, and 4, = ph¥¢P yc mm/ dfﬂl form a matrix dependent on the initial states used in the protocol
which were taken to be. v
Z mm,nn,|mn><m n\AB (E.3)
m, m s
n,n '=H

Here we show that the invertibility of ¥4 is equivalent to the condition in the loss tolerant protocol [25]
that Alice and Bob each need to choose four signal states that form a tetrahedron in the Bloch sphere, as
shown in Fig. E.1.

We begin by noting that:

7 p qj yc'zrnmm’diz{n/ (E 4)

=P (m,n|pT o Im! '), g

meaning we can always choose the basis ordering of 4 so that its rows are vec(p*p%*)T @ vec(¢/¥a’¥)T, the
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Figure E.1: A tetrahedron in the Bloch sphere representing qubits encoded in horizontal, vertical, diagonal
and clockwise circularly polarized single photons. A tetrahedron is formed so long as the states don’t all fall
in the same plane.

tensor product of the vectorized forms of the probability-weighted signal states. Invertibility of 4 is equivalent
to showing its rows are linearly independent. Since all the row vectors have tensor product form, we just

need to show that the {vec(p*®p’;")} and the {vec(qj’yagy)} each form sets of linearly independent vectors.

Next, we recall that four states forming a tetrahedron in the Bloch sphere is equivalent to them having
linearly independent Stokes vectors. Let’s focus on Alice’s states, since the states are qubits, they can be
expressed in terms of Stokes parameters:

(E.5)
where o is the identity and o,, r = 1,2,3 are the Pauli matrices, while PH* = pivrTr(arpff) form the
elements of the Stokes vector P® for that state. Thus:

3

. . 1 .

vec(p"Tp’) = 3 Z P vec(oy)
r=0

It is easy to show that vec(o,)”

related to the inner product of the Stokes vectors by a constant factor:

(E.6)
vec(o,) = 8./, which means the inner product of any two vec(p*p’"*) is

3
. A 3% 1 . ’ o
vec! (p i veelp! pi ) =3 37 PR
r=0

:1131,"5 . ﬁm/,i/
2
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Thus, since the inner product structure of the rows of 4 is identical to that of the Stokes vectors up to a

factor, the linear independence of the Stokes vectors is equivalent to the invertibility of 4.

Generalization to high-dimensional protocols: Having reframed the security proof from the loss-
tolerant protocol in this form, we observe that the matrix inversion Eq. E.2 can also generalize straightforwardly
to MDI QKD protocols employing discrete-variable high-dimensional degrees of freedom, such as those
employing orbital angular momentum [233, 295, 296] or timebin encodings [291, 297].

For Alice and Bob each sending d-dimensional systems, Eve’s Gramian matrix will have d* elements
that we can flatten to a vector & Thus, Alice and Bob can each prepare d? states within the d-dimensional
space, that will in turn yield d* observable detection probabilities that we can store in the vector pie;. The
basis ordering of 4 can be chosen so that its rows are the tensor product of the vectorized forms of the
probability-weighted signal states vec(p”*p’3*)T @ vec(¢?¥a%¥)T. Since invertibility of 4 is equivalent to its
rows being linearly independent, this provides a clear minimum requirement for state preparation, namely
that the vectorized forms of the states which Alice and Bob use in the protocol must be linearly independent.

If they can prepare their states so that the d* rows of 4 are linearly independent, then they will be able
to satisfy Eq. E.2. This condition of linear independence for the vectorized density matrices is a much less
stringent condition to satisfy for high-dimensional protocols than e.g. employing mutually unbiased bases
[334, 335], while still allowing for complete characterization of the parameters in the high-dimensional secret

key rate formula that are dependent on Eve’s system [336].

E.3 The Virtual Picture and Optimization of the Key Rate with

Semidefinite Programming

In the main text, we provided an overview of how to determine the optimal virtual picture for our protocol
using a virtual twisting operation [284] and semidefinite programming. Here we provide the full mathematical

details of our analytical and numerical techniques.

E.3.1 Moving to a Virtual Picture

Given states of the form in Eq. 6.1, we can define a virtual purified picture for the key generation states:

14
(P05 o5"Y = Q) aparpran = Z [e.9)as D It armlm,n)ap (E-8)

m,n:H

where we know from the initial states that 77 154 5 (|2, ¥) (2,9l 15 10) (Cl apar pag) = P05 ¢°Yo%Y, which

fixes the constraint:
z 0, 0,
where these also correspond to a subset of the matrix elements from Eq. E.4 for the key generation states.

The constraint in Eq. E.9 on the ancillary systems is not sufficient to identically fix the purification.

Rather, any unitary twisting operation of the form:

1

Uipap = Z |z, y) (2, ylap ® Uy'p (E.10)
x,y=0
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preserves the real signal states, since:

Trapap (lz,y) (2, ?J|AB Uipa s 1) <C|ABA/B'AB UEBAIB/)
=Trapap (12,9) (.9l 15 Us'% 1O) (Clapapan Us's)) (E-11)

=" " Vo
Since the produced signal states are independent of this twisting operation, it cannot affect any of the real
detection probabilities observed in the execution of the protocol which depend only on the A, B systems.
is independent of the twisting

€P

Thus, the characterization of Eve’s Gramian matrix elements (e’ ) B

m |
operation. Moreover, since the produced signal states are independent of the twisting operation it never
needs to actually be implemented in the real protocol, and can remain a useful virtual analytical tool in the
characterization of security after the real signal exchange. Finally, the twisting operation can be chosen after
the detection statistics are produced, which gives Alice and Bob the power to adjust their virtual strategy

based on what they observe.

The major change when adding the twisting operation is the definition of the phase error rates, i.e. how
we use the information about Eve’s state from €s. Consider the joint state between Alice, Bob, their ancillae,

and Eve in the purified picture after they apply a twisting operation and send the systems A, B to Eve:

14 F
Uigar 1) apapap = TU)) ipap ez = Z |z, y) a5 Z UX?%,I%%MB/ Z ‘efn7n>E|Z>Z (E.12)

mn=H

Thus, taking the target virtual Bell state to be |[®*) (®T] 15, the phase error rates now become the twisted

phase error rates:

ex(U)—pol,o<F(U)|[(|‘1’><‘1’|+|<I>>< Nas @[P)(Plz ] ITU))ipan ez
det

1 1 1700 tr1,1 oL i P P
= 5 0,0 Z Re{(<7m/ n’| A’'B’ UA’B/|ern>A/B/ < m’ n/| A’'B’ A’B’h/m ">A’B’ ) <6m’,n’|em,n>E]

pdEtmnm n’

ey(U)=%@(U)I[(|‘1’7><‘I’7|+|‘I’+><‘I’+\) 5 @[P)(Plz]IT(U)) apa Bz
det

1 1 0,0 1770,0 T 0,1 1770,1 1
:57 0,0 Z R€|: VYm n’l A'B’ A’B/|7mn>A/B/7< m’ n’| A'B’ A’B’h/ >A’B’)<em n/|€ >E]

pdetmnm n’

(E.13)

In general, there exists an optimal purification provided by some U 55 4+ g such that the key rate is maximized.
As it is unlikely to choose this optimal purification at random when constructing the problem, we expect the
calculation of ex (U) and ey (U) to benefit from an optimization over Uiz 4 5/, and thus, in general, for the

key rate to increase by employing an optimal twisted phase error rate.

Remark: employing noisy, i.e. mixed, signal states in the protocol begs the question of how best to
purify the states in the virtual protocol when defining the phase error rate. This necessarily leads to the
definition of a twisted phase error rate and a search for an optimal twisting operation with respect to the
key rate. The twisting operation is entirely in the virtual picture, so the optimal Uz 4,5/ can and should

be computed after the exchange of signals and observation of detection probabilities and bit error rates.

197



Although the form of the optimal twisting operation can even be nonlocal across AB in practice, it does not
need to be implemented in the real protocol, so its locality does not matter.

It is worth emphasizing that employing a twisting operation is an optional step in the security proof.
Indeed, any phase error rates of the form Eq. (E.13) will supply a suitable lower bound on the key rate, since
Eve does not have control over the A’ B’ systems. Nonetheless, optimizing over the twisting operation will in
general boost the key rate, safeguarding against a poor, overly pessimistic initial choice of purification.

We next demonstrate how optimizing the phase error rates over twisting operations can be framed as two

semidefinite programs, closing a gap in the previous literature on twisting operations [287].

E.3.2 Semidefinite Programs for Evaluating the Six State Key Rate
A general optimization problem is of the form [288|:

minimize fp(x)

s.t. filx)>b;, i=1,...,m
where x = (z1,...,,) are the variables over which we optimize; fy : R” — R is the objective function;
fi : R™ — R are the constraint functions; and, b; are the constraint bounds. An optimal solution, x* would
mean that for all z such that f;(z) > b; then fo(z) > fo(x*).

Semidefinite programs (SDPs) are a class of convex optimization problems with linear objective and
constraint functions over a cone of positive semidefinite (PSD) matrices [288]. That is, the optimization
variables, x, form the elements of a matrix with non-negative eigenvalues, and f;(z) = ¢; - x. They have
become an incredibly versatile tool for QKD security proofs in recent years [27, 279, 280, 289-291].

Objective Functions

At first glance, the optimization problem required for the six-state key rate in Eq. 7 of the main text looks
daunting. It appears we have two quantities to optimize with the twisting operation, ex (U) and ey (U),
appearing in a nonlinear function due to the binary entropy. However, consider a simple change of variable so

that the two unknowns are given by:
e (U) = (ex — ey )(U), e+(U) = (ex +ey)(U) (E.14)

These rcmaln hnoar objective functions of the only free variables in the problem, which we recall are
{ <rym ,n’ |UA'7g’ UA’B"’Y’H’L n>A/B/ }:

2 1700 Trr1,1 P P
€+(U) =1- 0,0 Z (<’Ym n’| A’B’ UA/B’ |’Y7n n>A/B’ <em/,n’ ‘e'm,n>E>
pdet m,n,m’,n’ (E.15)
0,0
- e+(UA/B1—/UA/B/)

and:

2 T
e (U)=-=5 > Re(O0ulUSs USSIE0) 4p (e lemn) ;)
pdet m,n, m 77, (E.IG)
0,1
=e (UG ULS)

The only free parameters over which we can optimize are the twisting unitaries, {UE", B U A, B US; A/ B
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Ul Py B,} where each of the four unitaries can be defined independently of the others. Here, we have found
that the two objective functions in the key rate e4 (U), are functions of independent variables: e4 (U) only
depends on U, = UYL UL, and e_ (U) only depends on U_ = U3 ULY%,. This is very good, since it
means the difficult task of nonlinear optimization of the six state key rate formula can be avoided. Using the

monotonicity of the binary entropy, we can directly optimize e4 (U4 ) within the binary entropy functions:

[1+e_(U)/ez} ey {1 - [e+(U)+ez]/2D

R = mgxpgﬁ (1 — hg(ez) —ezhs

2 1—-ez
_ 0 (1 e enn [1 n maxU2e<U>/ez} I [1 - Inin, 40 + ez1/2D

(E.17)

with the extra conditions 0 < e_(U_) < ez and ez < ey (U;) < 1 so that the arguments of the binary

entropy functions remain between 0 and 1.

Two Independent Semidefinite Programs

We recall that (e}, e}

m.n)  re known from Eq. 6.3, while (vm, ﬂ,|UA/ Ui v %) 4/ 2re the optimiza-

tion variables. This leads to two independent semidefinite programs.

e For the linear objective function e_(U_), we note the optimization variables

< z,(z+1 mod 2) |U (z+1 mod 2
A/ /

m/,n’

(y+1 mod 2)| y,(y-‘,—l mod 2)>

ULl . (E.18)

form the 8 x 8 positive semidefinite Gram matrix for the vectors {UA,B, 1% ">A’B” A,B/ Il gt
subject to the eight linear constraints from Eq. E.9:

J(a+1 mod 2)|77@,(z+1 mod 2) T 2, (241 mod 2 1 mod 2 J(z+1mod 2)|_z (z4+1 mod 2
< ’il/(,a;bl e )‘Uz’%v' med 2) Ufl’(Ba:’ med 2) 771‘;1(,:16'L+ e )>A/B/ = < i@'(,a':n' e 771‘;17(1'::+ e )>A/B/
(E.19)
The optimization is additionally constrained by 0 <e_(U_) < ey.
e For the linear objective function ey (U, ), we note the optimization variables
T
<,ym’ n’| Z‘/xB’ z'yB' |rym n>A/B/ (EQO)

form the 8 x 8 PSD Gram matrix for the vectors {U5 %, [7% ) ar U 7EL) 4 b subject to the

A'B
eight linear constraints from Eq. E.9:

<’7m n’lUj’xB’T A/B’h/m n>A’B’ - <’Ym n"’y > A'B’ (E21)

The optimization is additionally constrained by ez < e, (U;) < 1.

With that, we have two independent semidefinite programs which can be used to optimize the six state
key rate formula. In section E.4, we provide a pseudocode overview of our numerical technique for calculating

the key rate.
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E.4 Pseudocode for Key Rate Calculation

Here we present a sketch of our numerical implementation for calculating key rates. For the semidefinite
programs we employed CVXPY [299, 300], a convex optimization library for Python. All codes are available

upon request.

Algorithm 9 Key rate function
function keyrate(pa,o5,pA, 4B, Pdark; M, 1)
# pa qnd op are arrays containing Alice and Bob’s four density matrices, s.t. pali,x] = pf,
0B [.77 y] = Ugy
# pa and gp are lists of the probabilities for sending their four states, s.t. pa[2i + z] = p%",

82 +y] = i’
# Ddark is the dark count probability per detector
# n is the overall transmissivity
# 1 is the Alice-Charlie distance (same for Bob)
#
# Probability of losing a photon
po = 1 —n10~0:21/20
# Extract protocol statistics

ﬁdet a’?: StatS(PA s,0B,PA,4B,Po 7pdark)

# Key generation detection probability

0,0 3 o .
Pavt = Di=0 Paet[d]

# Bit error rate
€z = ﬁdet[” + ﬁdet [2}
# Solving for Eve’s Gramian matrix (Eq. 6.3 of main text)

€= rs/ilﬁdet
# Phase error rates
€— = emin(pA7 OB,PA, 4B, é: eZ7p2,e?5)
- 0,0
ey = eplus(pa,0B,PA, 4B, € €2,D4,;)
# Key rate
R = [1 —ha(ez) —ezhs (%) — (1 —e2)hs (1*(;_72&/2)}
return R

end function
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Algorithm 10 Protocol statistics function

function stats(pa,08,p4,98:P0,Pdark)
# Loop over all 16 combinations of states in lists: i,j=0,1; x,y=0,1
# Probability of passing if both photons arrive
Prass[8i + 4 + 20 + ] = pal2i + alas(2 + yTr(pali, alosli,y] [9F) (@F] 1)
# Detection probability including dark counts and loss
Paet[8i 445 + 22+ y] = (1 = po)*(1 = Pdark)*Ppass[8i + 45 + 22 + y]
Paet[8i + 45 + 22 + yl+= 2pa[2i + 2]qB[2) + Y] [P3P2arke (1 — Pdark)? + Po(1 — Po)Pdark (1 — Pdark)?]
# Filling the 16 rows of the 4 matrix
A[8i + 45 + 22 + y] = pa2i + z]qp[2) + ylvec(pali, zlos (), y])
return pyes, 5y

end function
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Algorithm 11 Phase errors

function emin(pa,0B,pa,qB, €, ez,pg’eot)

# Reshape € into a matrix

é = reshape(€é)

# We use the CVXPY and Mosek packages for solving semidefinite programs

import cvxpy

# Define the 8x8 Gramian matrix from Eq. E.18 for the A’B’ systems as the optimization variables of
the system

G = cvxpy.Variable((8,8))

# Define a list of constraints on G, such as PSD and constraint from Eq. E.19

constraints = [G = 0]

#For x =0,1;m,m',n,n’ =0,1

constraints += [G[4x + 2m + n,4x + 2m’ + '] =

palzlgs|(x + 1) mod 2]p4[0, x][m, m'|og[0, (z + 1) mod 2][n,n’]]

# Define the objective function

e_ = —ﬁ >t e RE(€2m +n,2m" + n'|G2m + n, 4 + 2m’ + n'])

constraints += [e_ > 0,e_ < ey]

# Use cvxpy to solve problem

prob = cvxpy.Problem(cvxpy.Maximize(e_ ),constraints)

prob.solve(solver = cvxpy. MOSEK)

e_ = prob.value

return e_

end function

function eplus(pa,oB,pa,qB, €, ez,pg’i)
# Reshape € into a matrix
é = reshape(€é)
# We use the CVXPY and Mosek packages for solving semidefinite programs
import cvxpy
# Define the 8x8 Gramian matrix from Eq. E.20 for the A’B’ systems as the Variable of the system
G = cvxpy.Variable((8,8))
# Define a list of constraints on G, such as PSD and constraint from Eq. E.21
constraints = [G > 0]
#For x =0,1;m,m ,n,n’ =0,1
constraints += [G[4x + 2m + n,4x + 2m’ + n'] = pa[z]gp[z]pal0, z][m, m'lo [0, x][n,n’]]
# Define the objective function
ey =1— ﬁ > ommt mne RE(E2m +n,2m" + 0'|G[2m +n,4 +2m’ + n'])
constraints += [ey > ez, ey < 1]
# Use cvxpy to solve problem
prob = cvxpy.Problem(cvxpy.Minimize(e, ),constraints)
prob.solve(solver = cvxpy. MOSEK)
e4 = prob.value
return e

end function
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E.5 (0,p)-Model for Signal States

We consider the following two-parameter (, p)-model for the initial states which Alice and Bob prepare:

where the states |£°) are of the form:

[€50) = |

H)

— ) |€60) (€00l + /21
—p) [€61) (€01 + #/21
—p) €30) (€00] + /21
—p) 1631 (€8] +7/21

|£31> = —sing |H) + cosg [V)

) = cos ™

5
H) + sin =+

-7+
0\
|€11) = cos 4

) _
|H) + isin

o)

(E.22)

(E.23)

The states |£°) parametrized by & are a model for Alice and Bob attempting to prepare {|H), |V), [H)+IV)//3,
[H)—ilV)/\/2}, but each state is subject to a different, constant state-dependent modulation error. The pure

|€%) states and the resulting key rates were considered in the loss-tolerant protocol [25]. Additionally, were the

modulation error a random variable subject to a distribution on the Bloch sphere, we expect the average state

to be mixed with a shorter than unit Bloch vector. This effect is accounted for with the depolarizing channel

parametrized by p, which indicates with some probability the maximally mixed state is sent, shortening the

Bloch vector. The depolarizing channel can also be used to model any thermal photons that are accidentally

produced during state preparation.
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Appendix F

Supplementary Material for
Measurement Device-Independent QKD

with Time-Dependent Source
Side-Channels

F.1 Linear Programming for Decoy States

Here we review how to construct a linear program to calculate upper and lower bounds on the single photon
detection probabilities of a decoy state MDI QKD protocol [312]. Starting from Eq. (7.2), we find that, for a

fixed basis and bit choice (i, j, z,y) and N choices of intensity settings each, Alice and Bob have N? linear

0,0, .

equality constraints on the single photon detection probability Ppass 1,1°

e—(uk+yl)u7n n

.. v .

4,7,y __ k “l . i,7,7,y

= E —F ty . F.1

k,l mn! pass,m,n ( )
m,n

61Ty s
pass,1,1 given
VN

pass,1,1

Here, the variables of the optimization are p;a]s;"}jln To establish a lower (upper) bound on p

these constraints, we solve the linear program to find the minimum (maximum) possible value of p
consistent with the constraints. If Alice and Bob each have n4 and np basis choice settings, each basis
choice associated with two bit choices, we repeat the process of finding lower and upper bounds for all

na X npg X 2 x 2 combinations of (i,j,z,y).

Since there are in principle infinitely many p;’j’””’y for a practical linear program, we impose a cutoff

ass,m,n’

photon number Ny .. In that case, the N2 linear equality constraints become 2NV 2 linear inequality constraints.

The first N2 constraints are:
Nmax ef(lufk'FVZ) myn
:uk: L 47,2,y (FQ)

ppass,m,na

4,J,%,Y >
Qk’l m!n!
m,n=0

stemming from the fact that summing up to the cutoff will yield a value less than the total detection
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probability. For the next N? constraints, we find:

N e’}
max —(pr+ury m,,n —(pur+vy),,m, n
1 e )Mk Y > e )Mk VIT by F.3
- et Ppass,m,n- ( . )
mln! mln! pass,m,
m,n=0 m,n=Nmax+1
which means we can provide the constraints:
N, N,
max — +v m,,n max — (g +v m, n
LTy | ek l)ﬂk Y _1< e l)Mk Vi iy (F.4)
k,l mln! — min! ppass;rn,n' .
m,n=0 o m,n=0 o

In practice, we found an N,,.; of 10 photons was sufficient to provide good upper and lower bounds on

p;ajszi/l while not taking too long to compute.

F.2 Comparison to the Proof Technique From Pereira et. al.

Here we will compare the proof technique we are using to the technique from [274]. We will show that [274]
relaxes the SDP inherent to optimizing the phase error rate to a linear program, which we would expect to
give equal or lower bounds on the key rate than computing the full SDP. For simplicity, we will consider a
protocol where when Alice and Bob choose the Z basis, they perfectly prepare qubit states |0}, |1), but we
allow for their test states to have leakage components outside of the qubit subspace spanned by {|0),|1)}.

The following comparison can be generalized in a straightforward manner to arbitrary initial states.
Let U be the unitary that takes |¢;¢;>A7B — >, leb? ). Thus, for this case of initial states, the phase

error rate would be given by:

1
eph = =517

, (F.5)
Dy Prass !

1
|P) (P|,U (‘FOX@OX) Ut
2 A,B

where o,,,, m = I, X,Y, Z refer to Pauli operators in the qubit space spanned by {|0),|1)}. Following
[25, 274], epn can be decomposed in terms of the transmission rates of the Pauli operators gpassji,; =
Tr (|P)(P|,Uc; ® o;UT), since the Pauli operators form a basis for any operator. Were e = 1, then we
could use the states Alice and Bob send to exactly solve for gpass|;,; (assuming their test states are some
superposition of {|0),|1)}). However, when their signal states have a leakage component, we cannot exactly
constrain these quantities; in [274] gpass|i,; form the variables of a linear program that are optimized to

determine a lower bound on epy,.

First, we write Alice and Bob’s signal states as linear combinations of states in a two-qubit space, and a

space orthogonal to it (the leakage space), just as in Eq. (1) of [274]:

i 4 ij 174 Td i 1. 7d TGt
WEGD) o 5 = @i, [200) , o+ 03, 10263, (F.6)
where the orthogonality of the two-qubit and leakage space means (-|-*) a5 =0
Next, the detection probabilities provide the constraint:
potst? = Tr (IP) (Pl U [0i6}) (0ol 4 5 UT) - (F.7)
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Using the decomposition from Eq. (F.6), we find this is also equal to:

. 5o e e e |
Ptit =1k, *Tr [|P) (PI, U GL6}) (520, UT| + T [IPY (Pl U (akbi," [056)) (05}

(F.8)

e I . O e
a5 L6 L)+ 05,1650 ), 0

which coincides with the MDI QKD version of Eq. (19) from [274]. Since the operator |1E;q~5;> <z/;;(5;| lives in
the two-qubit subspace, it too can be written in terms of the Pauli operators o, ® o,,, meaning the first trace
term in Eq. (F.8) can be written in terms of gpass)i,;- Because of the second trace term, we cannot solve for
them exactly as is done in the loss-tolerant proof technique [25].

Rather than solving the semidefinite program for e, using the linear equality constraints provided by the
detection probabilities, [274] considers a relaxation to a linear program. Specifically, the second trace term in

Eq. (F.8) can be bounded above and below by the maximum and minimum eigenvalues of the matrix:

- 0 Qb pid *
) — z,Yy T,y
M3, = ( - i ) (F.9)

2,7 ) 3
aa:’y bz,y ‘bx’y

Thus, F.8 leads to inequalities linear in gpags)s,5, Which can be used as constraints in a linear program to
find an upper bound for ep,. However, because the exact equality constraints coming from the detection
probabilities have been relaxed using the maximum and minimum eigenvalues of M;{I, we would expect that
this would lead to a greater upper bound on e, (and hence a weaker lower bound on the key rate) than if
the exact constraints were kept, as they would be in the numerical approach from [27] that we reviewed in
Section 7.2.2.

Note that the proof approach we have used in this paper does away with needing to frame the calculation
of ey, in terms of gpagss)s,; (even though we could, in principle, do so since they are linear functions of the
elements of Eve’s Gram matrix); after all, since the signal states are no longer qubits, we need not make the
distinction between a qubit subspace and the leakage space, since Eve’s operation can blend these two spaces.
Instead, given that the phase error can be expressed in terms of the elements of a positive semidefinite matrix
associated with Eve’s information, and given that we have linear equality constraints on this matrix, the
phase error can be maximized directly with a simple SDP, rather than relaxing to a linear program.

As an example to demonstrate the superiority of the SDP method over the method from [274], we consider
a toy example of the three state protocol with a single photon source, for which Alice and Bob prepare a
leaky third state,

‘+>enc (ﬁ |va‘c>leak +v 1- €enc |1>leak)7 (F]'O)

as opposed to the ideal |+) We assume a detection efficiency of 1 and a dark count rate of 1076, In

enc’

Fig. F.1, we plot the key rates calculated using the SDP method we reviewed in Section 7.2.2 and using the
method from [274]. We find that across values of €, the SDP method performs much better.

F.3 Derivation of Figure 7.1b

Here, we derive the fractional phase change applied to the leakage light as a function of time, as shown in
Figure 7.1b.

Refer to the experimental setup shown in Figure 7.1a, specifically the polarization modulation unit. First,

206



100+ o £=10" e SDP
£=10"* —— Pereira et. al.
£=1073
10—1 J RRETN
)
S 10724
0]
)
c
2 10734
Y
10—4 4
10—5 4

0 10 20 30 40 50
Distance (km)

Figure F.1: Key rate vs. distance for various values of €, calculated using the SDP method reviewed in
7.2.2 and the method from [274]. We see the advantage of the SDP approach over the relaxation to a linear
program, as done in [274].

voltage pulse (w) x=0 . leakage light
I I | : : !
> [ PM_|
L L ot

Figure F.2: An illustration depicting a moment in time as a voltage pulse approaches the phase modulator
(PM).

optical pulses travel forward through the PM for the purpose of polarization modulation. Simultaneously,
voltage pulses overlapping in time with the optical pulses are sent into the PM, propagating in the same
direction as the optical pulses. The PM is designed such that the optical and voltage pulses travel through
the PM at the same speed. The voltage is what enables a phase change and therefore a polarization change.
Since the leakage light is not meant to encode information, voltage is not sent through the PM as this light
travels through the first time.

However, when traveling back through the PM after reflection from the Faraday mirror, the leakage light
will inevitably collide temporally with a voltage pulse that is travelling in the opposite direction along with
an optical pulse it is intended to modulate.

The overall phase modulation experienced by a temporal slice of light after traveling through the PM can

be expressed as:
L
¢ = K/ V(z)dz. (F.11)
0

Here, L represents the length of the PM and V' (2) represents the applied voltage overlapping with the slice of
light. K is simply a proportionality constant. When light is travelling in the same direction as the voltage
wave through the phase modulator, Eq. (F.11) reduces to K x V' x L. This occurs due to the voltage, which
is moving at the same speed as the light, being a constant along the length of the PM.
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Figure F.3: The various solutions for the integral in Eq. F.13.

In our case, we are also dealing with leakage light that is travelling in the opposite direction. We will use
L to refer to the PM length and w to refer to the width of the square voltage pulses sent to the PM. Given
these parameters, we can determine the phase change experienced by the leakage light as follows:

1. Refer to Figure F.2. We will use this moment in time as our starting point. First we will create
a coordinate system by defining = 0 to be the right hand edge of the phase modulator. We can

parametrize a slice of leakage light with ¢, the time it crosses the point z = 0.

2. At the point in time shown in Figure F.2, we can define the voltage pulse as A(z) = H(z + 2L 4+ w) —
H(x +2L) (a square pulse) and the leakage light as B(z) = H(x) where H refers to the Heaviside step

function.

3. Now, notice that the movement in time of the voltage pulse and leakage light can also be incorporated
into these functions. After 7 ps, the function defining the voltage pulse will become A(x — 7) while the

function defining the leakage light will become B(x + 7).

4. Notice that A(x —7) x B(xz + 7) represents the overlap between the voltage and leakage light at position

x and time 7. It has a value of 1 if there is an overlap and a value of 0 if there is no overlap.

5. Now, suppose we want to calculate the amount of time for which the slice ¢ experiences an overlap
within the phase modulator. We need to integrate A(x —7) x B(x +7) from 7 =t tor=¢t+ L. In
other words, we need to integrate the overlap function over the values of 7 for which the slice at position

t is inside the phase modulator.
6. The slice at position ¢ has an x position of ¢ — 7 at time 7. Substitute this into the integral for x.

7. The resulting integral is as follows:
t+L
/ A(t —27) x B(t)dr. (F.12)
t

This integral represents the amount of time the slice ¢ is in contact with a voltage pulse within the
phase modulator. Recall that the optical pulse which is travelling along with (in the same direction as)

this voltage pulse would be in contact along the entire length of the phase modulator (L). Therefore,
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the phase change experienced by slice t is

% /t o A(t — 27) x B(t)dr (F.13)

when written as a fraction of the phase change experienced by the pulse. The solution to this integral
is shown in Figure F.3. In our particular experimental setup, L = 150 ps and w = 200 ps. The value of
the integral for these parameter values is plotted in Figure 7.1b. The maximal fractional phase change
o 2

is

3-
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