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Abstract
In this article, we investigate in how far quantum computers can be leveraged to solve NP-complete fault diagnosis problems
within the area of industrial cyber-physical systems. Therefore, two approaches are proposed which exploit quantum com-
puting to solve diagnosis problems: The first method employs Grover’s algorithm, and the second is based on the Quantum
Approximate Optimization Algorithm. To show the industrial application, we present an integrated approach to learn the
diagnosis model from process data, check whether the model is suitable, and use it for diagnosis. The result is a method
for quantum industrial fault diagnosis. For this approach, the diagnostic capabilities and the runtime have been evaluated on
an IBM Falcon processor using three publicly available benchmarks from the process industry. Further, the scaling between
quantum computers and classical PCs has been analyzed.

Keywords Fault diagnosis · Quantum computation · Cyber-physical systems

1 Introduction

Industrial cyber-physical systems such as injection mold-
ing machines, mixers, bottling plants, and tank systems are
usually characterized by high interconnectivity, modularity,
throughput, and number of system parameters. Reliable fault
diagnosis supports the plant personnel in troubleshooting and
contributes to minimizing repair costs and downtime. How-
ever, fault diagnosis is a challenging task that demands in
many cases exponential runtime (Niggemann et al. 2021).
To mitigate the runtime issues, efficient quantum compu-
tation for industrial fault diagnosis problems has become an
important area of applied research. Nowadays, quantum fault
diagnosis faces two problems:
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(i) Efficiently solving the diagnosis problem: Many diag-
nostic procedures are based on reduction to the NP-
complete satisfiability problem (Metodi et al. 2014).

(ii) Obtaining available models from heterogeneous cyber-
physical systems: In practice,many companies still rely
on manual and expert-driven diagnosis and repair pro-
cedures.

These, however, are often expensive, slow, and error-prone.
Fault diagnosis itself has been extensively researched

in the past. Many different algorithms and methodologies
have been developed. But only a few publications are avail-
able using quantum computers (all of them use quantum
annealers). This article proposes two novel approaches to
conduct fault diagnosis of cyber-physical systems on univer-
sal quantum computers (QC) and applies them in a general
methodology for QC-based industrial fault diagnosis.

Overall, two research questions are answered in this arti-
cle: How can quantum computers be applied for efficient
fault diagnosis in industrial production settings and what
are the benefits (RQ1)? How is the model for fault diag-
nosis obtained (RQ2)? While the necessity of RQ1 is quite
obvious, RQ2 needs some elaboration. In industrial fault
diagnosis, each fault diagnosis algorithm requires a suitable
model which describes the system’s normal behavior (also
called a weak-fault model). However, obtaining this model
is a difficult task, which depends in many instances heavily
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on the availability of expert knowledge. To apply a quantum
computer to industrial diagnosis tasks, it is thus of utmost
importance to also find a practical method for obtaining a
suitable model. In practice, experts are necessary to create
such a model. An example is an injection molding process,
where plastic is heated and pressed through an extruder into a
form in which it cools and where the formed plastic is further
extracted using robots and placed onto a conveyor belt for fur-
ther processing, such as painting. The production processes
are characterised by high-throughput and low parts cost in
order to be competitive. To achieve competitiveness, many
production processes use only a minimum of human labor.
But as a result, maintenance knowledge (expert knowledge)
is only in the hands of a few people who are distributed over
a large area on the production floor (Diedrich et al. 2022).
Faults can rapidly lead to a standstill and a production bot-
tleneck before they are fixed. It is therefore desirable for
companies to automate fault diagnosis.

A diagnosis methodology that is able to create its own
models first learns the system components and their inter-
connections (the diagnosis model) from data. Given such a
model, it is then a common approach to use fault diagnosis
(DeKleer andWilliams 1987; Reiter 1987), where amodel is
checked for consistency, given current observations (which
is NP-complete). If the consistency cannot be established,
a diagnosis algorithm determines those components that are
responsible for the inconsistency.

While there is some related work on solving the diagnosis
problem for combinatorial circuits using quantum computers
(Perdomo-Ortiz et al. 2019), there exist so far no diagno-
sis QC-based approaches for cyber-physical systems. For
cyber-physical systems, two challenges exist: (i) The sys-
tem description SD is hard to find. Usually, SD requires a
model formulated in a suitable logic (such as propositional
or predicate logic (Grastien 2014) or physical first-principle
models (Reiter 1987; Khorasgani et al. 2019). (ii) Cyber-
physical systems produce continuous, discrete, and binary
data, rendering diagnosis more complicated, as many diag-
nosis algorithms assume that the set of observations OBS
consists of binary data. (iii) Solving a MaxSAT problem is
NP-complete (Jung and Sundström 2019).

Let us first look at the basic methodology behind fault
diagnosis. Model-based diagnostic approaches are based on
assigning the state of health to a set of components, given
a model, and a set of observations. This is usually summa-
rized using a tuple (SD, COMPS, OBS), where SD (system
description) is themodel describing relations satisfied during
the normal operation of the cyber-physical system, COMPS
(components) is a set ofBoolean variableswhich are true (�),
when a component is healthy and false (⊥), when a compo-
nent is faulty. OBS (observations) is a set of observations
that indicate the state of the cyber-physical system such as

sensor data, setpoints, and quality assurance data. Usually,
the system description is formulated within a suitable log-
ical framework (such as propositional logic). In this work,
we assume that SD is given in propositional logic, i.e. as
AND, OR, and NOT clauses, which are built of the variables
from OBS and COMPS. The goal of performing diagnosis
is formally to find a satisfying assignment to the expression
SD ∧ COMPS ∧ OBS, within some logical framework.
If the expression is unsatisfiable, a diagnosis algorithm (De
Kleer and Williams 1987; Metodi et al. 2014) attempts to
find a maximum satisfying assignment (MaxSAT) for the
variables in set COMPS, such that the expression becomes
satisfiable. The variables which take the value ⊥ (the min-
imal unsatisfiable core of the MaxSAT problem), given a
consistent model SD and a set OBS, are called the diagnosis
ω. Finding maximum satisfying assignment, i.e. a diagno-
sis with a minimum number of faulty components, can be
written as an optimization problem with objective function

c∗ = argmaxc∈COMPSn
∑

i=1...n

ci , (1)

where the components in vector c = (c1 . . . cn) are treated
as binary values (ci = 1 for a healthy component and ci = 0
for a faulty component). The optimization problem is implic-
itly constrained by the system description SD and the given
observations OBS.

In this article, we present a data-driven and explainable
fault diagnosis approach and demonstrate its usage on an
IBM Falcon quantum processor. For this, we make the fol-
lowing contributions:

• We present the novel algorithm qDiagCPS_Grover that
solves the diagnosis problem through the use of Grover’s
algorithm.

• Following qDiagCPS_Grover, we present the novel
algorithm qDiagCPS_QAOA that solves the diagnosis
problem through the use of the Quantum Approximate
Optimization Algorithm.

• Wedemonstrate how the propositional logic systemdescrip-
tion (the model) for both algorithms qDiagCPS_Grover
andqDiagCPS_QAOAcanbediscovered fromdata using
algorithmGTSD. Parts of this algorithmare based on pre-
vious work (Diedrich et al. 2024).

The motivation behind the contributions is the following:
since diagnosis is an NP-complete problem, it is reasonable
to look for more efficient solutions using quantum comput-
ers. To realize this, we use two approaches: (a) We convert
the propositional logic system description into a SAT prob-
lem and use Grover’s algorithm (Grover 1997) to find the
minimum satisfying assignment. (b)We transform the propo-
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sitional logic system description into a quadratic binary
optimization problem (QUBO), which is solved using the
Quantum Approximate Optimization Algorithm (QAOA).
We conclude that both solutions find the minimum cardi-
nality diagnosis ω′ ⊂ ω, with ω ∈ COMPS being the set of
faulty components. In practice, the presented approach that
also learns its system description solves an important auxil-
iary problem: It enables users of cyber-physical systems to
automatically learn models for diagnosis (Yuan et al. 2019).
It thus relieves experts and companies of the need to explic-
itly specify system dependencies and to analytically specify
possible faults and their effects.

2 Related work

In the past, related works have shown how combinatorial cir-
cuit diagnosis can be performed on adiabatic quantum com-
puters using a QAOA formulation. Most recently, Leipold
et al. have presented drivers to perform efficient quan-
tum annealing for combinatorial circuit diagnosis using the
well-known ISCAS-85 benchmarks (Leipold and Spedalieri
2022). In another work, Leipold et al. also presented differ-
ent ansätzes for QAOA in circuit fault diagnosis (Leipold
et al. 2022). Bian et al. have presented a method to map con-
straint optimization problems to quantum annealers through
formulating a constraint satisfaction problem (Bian et al.
2016). When using quantum annealers, it is necessary to
map each mathematical formulation of a problem onto the
special annealing architecture (the layout of the qubits).
Doing this mapping through a special constraint formula-
tion can significantly increase the solving efficiency. Finding
a suitable mapping for D-Wave quantum annealers was also
done by Ding et al. (2024), who performed prime factor-
ization with multiplier circuits. Perdomo-Ortiz et al. have
in two publications shown how graph-based systems can
be mapped onto quantum annealers and have presented a
method on the special case of combinatorial circuit fault diag-
nosis (Perdomo-Ortiz et al. 2017, 2019, 2015). Mirkarimi et
al. have compared how a max 2-sat problem can be solved
using quantum (adiabatic quantum computing) and classical
algorithms (Mirkarimi et al. 2022). This is similar to the goal
and also a motivation of this article, but with the difference
that this article focuses on amore general class ofMaxSAT in
the field of cyber-physical system diagnosis. Feldman et al.
have presented the so far onlymethodwhich performs binary
circuit diagnosis using an IBM quantum computer (Feldman
et al. 2022). Ajagekar et al. have attempted a rather similar
idea to this article, but for the domain of chemical engineer-
ing (Ajagekar and You 2022). Fei et al. (2024) have used
a similar approach to ours, but applied that thoroughly for
power systems. Our approach is more generally applicable
for a wider range of cyber-physical systems.

Apart from quantum computing, where the literature is
quite sparse, this work is based on causality research for
model learning and the research field of consistency-based
diagnosis.

The idea of physical causalitywas introduced by theworks
of Forbus (1984) and De Kleer and Brown (1984). Recently,
Nielsen et al. (2020) have described a causality detection
approach forMultilevel FlowModelling, although compared
to our approach they do not deal with fault diagnosis. Jaber
et al. (2019) have presented an approach to improve causal
reasoning and investigated the use of partial ancestral graphs.
Chao et al. (2022) have tried to mitigate the problem of
little available data by presenting a framework which uses
either physics-based models grounded on first principles,
or a convolutional deep neural network approach. Jung and
Sundström (2017) have presented a line of research, which
makes heavy use of residuals and could be used as an alter-
native backend for the residual generation in this article.
Recently, Jung (2022) combine residual generation and neu-
ral networks.Ourwork neither relies on first principlemodels
only nor requires black-box approaches such as neural net-
works. An active research field between causality research
and fault diagnosis is bond-graph approaches. Gao et al.
(2015) provide a good overview over bond-graphs and other
model-based diagnosis methods. Recently, Borutzky (2020)
and Khan et al. (2020) have introduced new residual-based
approaches, whileModdemann et al. (2024) andMerkelbach
et al. (2024) have introduced alternativemethods to learn sys-
tem descriptions and physical first-principle models.

The notion of fault diagnosis itself in this article is in line
with the definitions by De Kleer and Williams (1987) and
Reiter (1987). The theory behind fault diagnosis was recently
well explained by Feldman et al. (2010),Metodi et al. (2014),
and Stern et al. (2014). Our notion of system descriptions
was introduced in earlier work by Diedrich and Niggemann
(2022) and follows a line of abductive reasoning by Pill and
Wotawa (2018) and Bochman (2021). In consistency-based
diagnosis, Ignatiev et al. (2019) and Grastien (2014) have
presented diagnosis algorithms based on satisfiability mod-
ulo theory that are compatible to our approach. Matei et al.
(2019) have published articles about diagnosing physical sys-
tems using differential equations. Physical system diagnosis
has recently been addressed by Muškardin et al. (2020) and
by Yucesan et al. (2021). Kolb et al. (2018) has presented a
method to learn SMT expressions. But in our approach, there
is no information given except the number of symbols and
time series data. The theory to check the model validity pre-
sented here belongs to the area of diagnosability research.
Bittner et al. (2022) have recently published an extensive
formalization using error bounds for discrete event systems.
All of these approaches, however, are graph-based and focus
on analyzing transitions between system states. Another area
of research is the definition of cones within circuit diagno-
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sis (Metodi et al. 2014). The formalization presented here is
most similar to the idea behind finding cones in Boolean cir-
cuit diagnosis. Here, the goal is to extend this idea of cones
to the propositional logic expressions of the learned system
description SD.

In this article, we mainly look at approaches that combine
fault diagnosis and quantum computers. In summary, from an
applied standpoint, all of the existing publications have two
significant drawbacks: (i) They focus on the well-defined
domain of combinatorial circuit diagnosis. By diagnosing
these circuits, the architecture as well as the behavior of each
component is known beforehand or can be inferred (such
as truth tables). This is an important difference to diagnos-
ing cyber-physical systems, which may contain components
where no analytical behavior models exist. (ii) All but one
of the mentioned prior approaches use adiabatic quantum
annealers. These approaches do not exploit the capabilities
of general quantum computers, such as the IBM Falcon.

3 Methods

This section introduces three algorithms: qDiagCPS_Grover,
qDiagCPS_QAOA, and GTSD. The former two algorithms
are alternative approaches to perform consistency-based
diagnosis on a quantum computer by using a propositional
logic system description and residual values (discretized sen-
sor values that are 0, when no fault exists, and some other
real number, otherwise (Diedrich andNiggemann 2022). The
goal of qDiagCPS_Grover and qDiagCPS_QAOA is to check
whether some diagnosis system tuple (SD, COMPS, OBS)
specified in propositional logic is satisfiable. If the tuple is

unsatisfiable, the algorithms need to identify the minimal
number of components whose faulty behavior may cause the
tuple to become unsatisfiable.

The third algorithm GTSD is used to learn a system
description from the time series data of a cyber-physical sys-
temusing a generate-and-test approach. This sectionwill first
provide an overview of the developed methodology and then
explain the three algorithms in detail.

The general architecture of the presented methodology is
shown in Fig. 1. We assume that process data is provided
as a time series of the form ((t0, x0), ..., (tn−1, xn−1)), with
x ∈ R

nx denoting the sensor data acquired at time instance
t ∈ N. The process data is used as the input for the algorithm
GTSD,which generates a propositional logic systemdescrip-
tion. Algorithm GTSD uses multivariate Granger causality
(Wismüller et al. 2021; Singh and Borrok 2019) to determine
the temporal association between the process data and a set of
expert-defined component health states. The result is a set of
propositional logic expressions, where each expression is of
the form

∧
c∈COMPSi c → o j , with COMPSi ⊂ COMPS

and o j ∈ OBS. Here, COMPSi is a subset of components,
which GTSD identified to be Granger causal to the observa-
tions o j . Each o j is computed from a residual and is defined
as

o j = h(x j ,λ) =
{

�; no fault

⊥; else
(2)

where x ∈ R
nx is a datum of the input process data, and

λ ∈ R
nλ is a set of parameters. h(·) : Rnx×nλ → B is usu-

ally implemented through thresholds, analytical equations,
or through statistical approaches (Gao et al. 2015; Jung and
Sundström 2019).

Process Data
Learning System 

Descrip�on 
GTSD

Proposi�onal Logic 
Model

Residual Genera�on

QAOA

Grover’s 
Algorithm

Minium 
Cardinality 
Diagnoses

Preprocessing / Model Genera�on Quantum Algorithm

C0 AND C1 IMPLIES O1
C0 AND C2 IMPLIES O2

...

Expert 
Knowledge Health label

Thresholds Boolean 
residuals

Fig. 1 General architecture of the proposed methodology. The contribution is how the well-known quantum algorithms QAOA and Grover can be
applied to learned system description to perform fault diagnosis of industrial cyber-physical systems
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For quantum computation, we use two different formula-
tions: One is a quadratic unconstrained binary optimization
(QUBO) formulation solved by QAOA (Quantum Approx-
imate Optimization Algorithm). For this, the propositional
logic formulation (SD, COMP, OBS) is converted into an
optimization problem. The goal is to find a minimum set of
components, which satisfies the constraints resulting from
the system description and the observations. Therefore, SD
and OBS are automatically transformed into a set of linear
equations. The second approach is using Grover’s algorithm.
For this, a phase oracle is created from SD and expert knowl-
edge. Then, the phase oracle and SD are used as input to the
Grover amplification problem. The result is a health assign-
ment to all of the components within SD, which corresponds
to the set of the minimum cardinality diagnoses.

We will now first describe the quantum algorithms by
assuming a given system description and a set of observa-
tions. Then, we will present the generate-and-test approach
to obtain system description from process data.

3.1 Using Grover’s algorithm

According toMetodi et al. (2014), the diagnosis problem can
be translated into a SAT problem. As the translation from
classical computers to quantum computers is still limited to
a narrow set of methods, we chose to encode the diagnosis
problem as a SAT problem and then apply Grover’s algo-
rithm to solve the problem on a quantum device. Grover’s
algorithm (Grover 1997) was published in 1997 and enables
practitioners to solve combinatorial problems with the help
of a predefined oracle. To diagnose cyber-physical systems,
the algorithm is used to solve a MaxSAT problem. Given a
number of propositional logic clauses (the system descrip-
tion) γ0 . . . γn−1, n ∈ N, the task for a solver is to find an
assignment to the variables in each clause γ , such that the
maximum number of clauses is satisfied (i.e., evaluates to
�). For this, Grover’s algorithm starts with a set of Boolean
variables {c0 . . . cn−1}, where in the case of cyber-physical
system, diagnosis variables c are the health states of COMPS,
i.e., c ∈ COMPS. The algorithm also requires a known fault
annotation, which we denote as COMPSH . This represents
a complete health assignment to each variable in COMPS
for each fault state. Please note that for the experiments in
this article, we only used single fault examples. Therefore,
COMPSH is a one-hot encoding, where all variables are
assigned � except one. Grover’s algorithm starts with a uni-
form probability distribution over all variable COMPS. In
quantum terms, a Hadamard transformation H is applied to
initialize the state of the n qubits of the quantum system:

|c0 . . . cn−1〉 = H⊗|0 . . . 0〉 (3)

Then, an oracle is employed to evolve the state into a tar-
get state. The oracle function is treated as a black-box which
outputs �, when COMPSH is hit and ⊥ otherwise. More
formally, an oracleO performs the functionO|COMPS〉 =
(−1) f (COMPS)|COMPS〉, where f (COMPS) is a func-
tion that outputs �, if COMPSH was hit.

The method to adapt Grover’s algorithm for cyber-
physical systems is listed in Algorithm 1. qDiagCPS_Grover
takes as input set (SD,COMPS, OBS). The algorithm first
reads process data from a cyber-physical system. It then
translates the expressions of SD into propositional logic
expressions in conjunctive normal form (CNF). Using the
propositional expressions, an oracle is created and Grover’s
algorithm is called. The result is the minimum cardinality
diagnosis ω′. We will now explain each of the functions in
detail. Please note that some of the functions are also used in
qDiagCPS_QAOA below.

Algorithm 1Quantum diagnosis for cyber-physical systems
using Grover’s algorithm.
1: procedure qDiagCPS_Grover((SD,COMPS), T )
2: M ← get Readings()
3: OBS ← generateSymptoms(M, SD)

4: Fcn f ← toCN F((SD,COMPS, OBS))

5: oracle ← generateOracle(Fcn f , T )

6: ω′ ← Grover(Fcn f , oracle)
7: return(ω′)
8: end procedure

The function get Readings() : Rn → R
n , with n ∈ N,

obtains time series data from some cyber-physical system
hardware. Through abuse of notation, we say that the input to
the function is Rn , although the input is read from the actual
cyber-physical system, instead of being a parameter. Time
series data is a set of tuples (t, s0, s1, . . . , sn−1), where s ∈ R

is some real value and t ∈ N is some timestamp. If needed,
the function may implement noise processing, scaling, cen-
tering, NA-value removal, or other common pre-processing
techniques.

Function generateSymptoms() : R
n → {�,⊥}∗ with

n ∈ N uses the obtained sensor readings, generates residuals
using h() Eq. (2), and applies some discretization func-
tion from the piece-wise h() to {�,⊥} for each residual to
obtain Boolean observations. Formally, function h() takes
a snapshot of the current system’s state, input, and output.
Sensor readings are categorized into state variables (such as
water levels in tanks or a capacitor’s charge), input variables
(inflow, input voltage), and output variables (outflow, output
current). Then, individual residuals are generated by assign-
ing one ormore of those categorized sensor values tomultiple
health functions h(). In practice, h() can also be evaluated

123



   66 Page 6 of 15 Quantum Machine Intelligence             (2024) 6:66 

for single signals. The discretization is usually done through
thresholds. This would result in, for example, some expres-
sion m ≤ λ0, for some threshold λ0 ∈ R, and some sensor
value m ∈ R.

Function toCN F() : (SD,COMPS, OBS) → Fcn f
converts the propositional logic tuple (SD,COMPS, OBS)

into a conjunctive normal form for further processing. Given
the system description and the components, the function
first integrates the residuals. This is done by assigning each
variable o j within the propositional logic expressions φi :∧

c∈COMPSi c → o j some discretized sensor value through
Eq. (2).

The function generateOracle() : Fcn f , T → {�,⊥}∗
provides a one-hot encoding for the target state, given the
current system model in conjunctive normal form and the
ground truth T , with T ∈ {�,⊥}∗. In practice, the oracle is
a callback function, which is used by the Grover algorithm
to determine the goal state for the fault diagnosis.

Performing the MaxSAT calculation for diagnosis is done
through function Grover() : Fcn f , oracle → ω, which
takes the conjunctive normal form and the oracle as its input
and computes the minimum cardinality diagnosis.

3.2 Quantum approximate optimization algorithm
(QAOA)

Alternatively to theGrover algorithm, the diagnostic problem
is formulated as a quadratic unconstrained binary optimiza-
tion (QUBO) problem that can be efficiently solved on a
quantum computer using theQAOAalgorithm. Starting from
the problem description in Section 1, the linear cost function
in Eq.1 is adopted directly, while the system description SD
and the observations OBS introduced have to be converted
into a linear constraint set CS, leading to the QUBO

c∗ = argmaxc∈COMPSn
∑

i=1...n

ci with resp. CS (4)

To obtain the linear constraint set CS, the replacements
shown in Table 1 are successively carried out on the system
description SD.

In this process, the AND, OR, and NOT sub-clauses in
the clauses of the form γ → ⊥ (rules 1–3) are simplified

until they are reduced to single variables γ = z, so that
substitution rule 4 can be applied:

• Propositional logic clauses of the form γ (x ∧ y) are
each replaced by a simplified clause of the form γ (z)
and the additional condition z = x ∧ y. The condition
z = x ∧ y is replaced according to Bisshop (2019) by
three linear inequalities, which are used as constraints of
the quadratic optimization problem.

• Propositional logic clauses of the form γ (x ∨ y) are each
replaced by a simplified clause of the form γ (z), with
z = x ∨ y, where the condition z = x ∨ y is replaced by
three linear inequalities (see also Bisshop (2019)).

• Propositional logic clauses of the form γ (¬x) are each
replaced by a simplified clause of the form γ (z), with
z = ¬x , where the condition z = ¬x is written as linear
equation z = 1 − x .

Expressions of the form γ → � do not provide any infor-
mation about the faulty components due to the equivalence

γ → � ↔ ¬γ ∨ � ↔ � (5)

and can therefore be removed from the constraint set (rule 5
in the replacement rule table).

The solution of the resulting QUBO is carried out using
the QAOA algorithm.

Algorithm 2Quantum diagnosis for cyber-physical systems
using QAOA.
1: procedure qDiagCPS_QAOA(SD,COMPS)
2: M ← get Readings()
3: OBS ← generateSymptoms(M, SD)

4: Fcn f ← toCN F((SD,COMPS, OBS))

5: qubo ← CNFtoQUBO(F)

6: ω′ ← qaoa(qubo)
7: return(ω′)
8: end procedure

Algorithm 2 shows the steps necessary to perform QAOA
optimization. After the pre-processing in steps 1–4 of
Algorithm 2, a QUBO problem is generated by repeated
application of the proposed transformation rules, which are
given in Table 1 (step 5). Then, the QUBO is solved on the

Table 1 Replacement rules to
transform the system description
into a set of linear inequalities

Rule Original constraint set Replaced constraint set

1 {γ (x ∧ y) → ⊥} {γ (z) → ⊥, x − z ≥ 0, y − z ≥ 0, x + y − z ≤ 1}
2 {γ (x ∨ y) → ⊥} {γ (z) → ⊥, z − x ≥ 0, z − y ≥ 0, z ≤ x + y}
3 {γ (¬x) → ⊥} {γ (z) → ⊥, z = 1 − x}
4 {z → ⊥} {z = 0}
5 {z → �} ∅
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quantum computer using QAOA. In the end, the minimum
cardinality diagnosis is returned.

3.3 Learning a system description from data

In practice, a common problem when diagnosing faults in
cyber-physical systems is the unavailability of suitable sys-
tem descriptions. If the system description is not available,
incomplete, or is not expressive enough, faults may not be
diagnosed correctly. Since the focus of this article is on prac-
tical methods to perform fault diagnosis of cyber-physical
systems using quantum computers, it is necessary to also
provide a method to obtain suitable system descriptions.

The intuition behind the algorithm introduced in this sec-
tion is that algorithms exist that learn dependencies between
signals in time series data. Since time series data is also
usually readily available in cyber-physical systems, we pro-
pose to employ such an algorithm to identify dependencies
between health annotations and process signals. The result
is a propositional logic system description that we improve
iteratively and which can then be used as input to the algo-
rithmsqDiagCPS_Grover andqDiagCPS_QAOAintroduced
above.

This paragraph explains how to automatically obtain a
system description (SD) in propositional logic from pro-
cess data (Sugihara et al. 2012) and test its usefulness. Here,
we will first describe the theory behind model learning and
testing in the context of diagnosis. Then, we will introduce
the generate-and-test algorithm GTSD to obtain the system
description automatically. The main goal of the algorithm is
to obtain a useful system description SD. To obtain a single
logical expression, an algorithm needs to find those com-
ponents within the set of all components COMPS, whose
change in health status corresponds to a change within the
set of residuals OBS. In other words, the algorithmmust find
all those components, whose faulty behavior is recognized
by a residual.

Granger causality is an often applied method to find
Granger causal dependencies in time series data, which is
the primary type of data available in cyber-physical sys-
tems (Singh and Borrok 2019; Wismüller et al. 2021). Using
Granger causality, it is possible to compute whether one sig-
nal has a significant effect on some other signal over time.
Granger causality is defined as follows: Given two variables
X ∈ R and Y ∈ R, predicting future values of X is compared
to predicting future values of X and Y . If the prediction is
better, when predicted through X and Y , it is said that Y
Granger causes X . In practical terms, this means that when
some time series of a temperature can be extrapolated better
using the temperature and pressure values, compared to the
temperature values alone, then the pressure Granger causes
the temperature. The main benefit of Granger causality com-

pared to, for example, definitions from Pearl (2009) is that
it can be learned from data and has a lower computational
cost, which makes it suitable for the use with cyber-physical
systems.

To use Granger causality, a matrix with a fault injection is
created of the form

F = (c0, c1, c2, ..., cn−1), (6)

where c ∈ F ⊂ COMPS. Each ci is a named Boolean vari-
able indicating if the component is faulty at a given time.
Table 2 shows exemplary data. At time points i ∈ Z, a fault
is injected, where component c0 is set to faulty. Columns
r0 to rq−1 are residuals generated through (2) (Diedrich
et al. 2019). Applying Granger causality to the elements of
Table 2 yields a set of tuples with variable length of the form
{(c0, c1, ...ci , o j ), . . . }, where o j is a residual within the set
of residuals R and c j ∈ COMPS.

The generated set of tuples is converted into a propo-
sitional logic system description by inserting conjunctions
between the component and an implication symbol from the
components to the residual. After having constructed SD
from process data, it is necessary to check whether most (or
even all) faults can be distinguished.

It must be noted that algorithm GTSD by design is neither
sound nor complete. Relying on data-driven methods such as
Granger causality makes it impossible to guarantee that all
physical dependencies will be found (completeness) and that
only valid physical dependencies are identified (soundness).
To mitigate this weakness, we suggest using the proposed
generate-and-test approach, in which we generate a system
description, check if all the components can be diagnosed,
and then adjust the parameters of the identification proce-
dure accordingly. How we determine whether a component
is diagnosable is the subject of the next subsection.

3.4 Checking diagnosability of a system description

Without an automated diagnosability check, it requires
experts to thoroughly check the generated system descrip-
tion. For example, a system description might be generated,
where faults are masked, which would prohibit diagnosis
algorithms to find the right root cause. Here, we only use the
set of component health states F ∈ φ (which means, we dis-

Table 2 Expert defined components c ∈ F related to residuals r ∈ R.
i, k, q ∈ Z

t c0 c1 · · · cn−1 r0 r1 · · · rq−1

0 ⊥ ⊥ ⊥ ⊥ ⊥ ⊥
i � ⊥ ⊥ ⊥ � ⊥
i + 1 � ⊥ ⊥ ⊥ � ⊥
k ⊥ ⊥ ⊥ ⊥ ⊥ ⊥
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card the residual, which is only used for diagnosis). Checking
diagnosability is done through the single fault assumption,
meaning that each single fault should be diagnosable through
the observations. The components ci ∈ Fi ⊂ F are those
components, which were associated with exactly one resid-
ual o j .

Definition 1 (Diagnosability of single faults) Given some
sets Fi , Fj · · · ⊂ F of component health states with differ-
ent components, a component is diagnosable, if there exists
a single component ci with ci ∈ Fi ∧ ci ∈ Fj ∧ . . . for
any i, j ∈ Z. A component is always diagnosable, if it is the
single component associated with a unique residual.

Diagnosability for a component is defined such that the
component is not masked (or within a cone, when using the
terminology of Metodi et al. (2014)). This is calculated by
checking whether the component health can be determined
through multiple tuples (multiple expressions) within F . At
the same time, it must be ensured that no other component
is solely observable through the exact same rules. Applying
the diagnosability check for all components over the whole
set F makes it possible to determine perfect diagnosability.

Definition 2 (Perfect diagnosability) Perfect diagnosability
exists, when ∀ci ∈ F at least two subsets exist, such that
∃Fi , Fj : ci ∈ Fi ∧ ci ∈ Fj and ci is the only component in
those two sets, with i, j ∈ Z and Fi , Fj ⊂ F .

If each component is observable through at least two sets
Fi , Fj and no other component is observable through the
same observations, the set exhibits perfect diagnosability. In
practice, this is hard to achieve, especially when the system
description is learned fromdata. For those componentswhich
cannot be perfectly observed, the term hidden components is
defined.

Definition 3 (Hidden components) Hidden components are
non-diagnosable components, where for at least two compo-
nents ci , c j ∈ Fm and ci , c j ∈ Fl , with Fm, Fl ⊂ F and
i, j ∈ Z.

These are sets of components where, given the learned
system description, no observation can determine which of
the components is faulty. Instead, a diagnosis algorithmmust
assume that once all other components are exonerated, the
fault must be located within the set of hidden components.
This assumption, however, increases the achievable mini-
mum cardinality diagnosis. In Algorithm 3, lines 14 to 25
perform the diagnosability check and output ∅, when perfect
diagnosability exists and output the set of hidden compo-
nents F ′, when components cannot be distinguished from
each other given the system description.

ωq =
∑

f ′
i ∈F ′ | f ′

i |∑
fi∈F | fi | (7)

Given the theory aboutGranger causality and checking for
diagnosability, it is now possible to formulate an algorithm
which integrates both methods to iteratively create system
descriptions.

3.5 Algorithm to learn system descriptions
iteratively

Algorithm 3 creates propositional logic diagnosis rules from
process data through a generate-and-test approach. We will
first outline the general approach and then discuss the indi-
vidual methods in detail. Input to the algorithm is a time
series T and thresholds λ. Lines 2 and 3 in Algorithm 3
preprocess T , such that only signals with legal values and
variance are contained. Then, F is merged with the residuals
R in line 4, to create a matrix with component health states
and residuals. Next, we use the Akaike information crite-
rion (AIC) (Akaike 1998) to determine the optimum lag for
the Granger causality test (a necessary parameter). The lag
determines how far into the past of a sensor value theGranger
causality test looks. The multivariate Granger causality test
itself returns a matrix with p-values ρ, which are sorted such
that only those dependencies are selected, which are likely to
cause changes in some component ci (according to threshold
λp). From those selected dependencies, tuples are created
that associate a residual to a set of one or more dependent
components. Then, those tuples are converted into propo-
sitional logic expressions of the form

∧
Fi c j → ol , with

Fi ⊂ COMPS and i, j, l ∈ N.
Using the propositional logic statements φ, the algorithm

checks iteratively whether components are diagnosable. The
set is sorted according to cardinality with ascending order,
such that rules with the least number of components are vis-
ited first. Then, for each component, it is checked in how
many other rules the component is represented. If the com-
ponent is the only member in its set, it can be diagnosed (this
is the trivial case). Components that can be distinguished in
two or more sets are set as diagnosable. By dividing the num-
ber of hidden components within the output set F ′ through
the number of components within the input set F , it is pos-
sible to calculate a quotient. The quotient can be used to
obtain a quantitative measurement about the expressiveness
of a learned system description. In other words, it determines
how many components can be successfully diagnosed.

Generating a system description and testing it is executed
as long as there are undiagnosable components or until a
specified timeout is reached. During this, the optimal lag is
adjusted through a random walk (line 27).

The individual functions are now explained in detail.
Function extractComps(): T → F with T being a time

series of component health states analyzes which compo-
nents are relevant at the time of ε. In general, the function
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Algorithm 3 GTSD: generate and test approach for learning
system descriptions.
1: procedure GTSD(T , λ)
2: F ← extractComps(T )

3: R ← makeResiduals(T , λ)

4: ξ = F ◦ R
5: opti Lag ← aic(ξ)

6: F ′ ← F
7: while F ′ �= ∅|¬timeout do
8: ρ ← granger(ξ, opti Lag)
9: φ ← ∅
10: for ci , elem ∈ ρ do
11: if elem > λp ∈ λ then
12: φ ← φ ∪ elem;
13: end if
14: end for
15: F ′ ← F
16: Fsorted ← φ.sort By(smallest)
17: for card = [1..max(|Fsorted |]) do
18: Fc ← Fsorted .setsWithCardinali t y(card)

19: for fi ∈ Fc do
20: for c fi ∈ fi do
21: if ∃c, where c ∈ ( f \ { fi }) ∧ c �= co j then
22: F ′ ← F ′ \ c fi ,∀ fi ∈ F ′
23: end if
24: end for
25: end for
26: end for
27: opti Lag ← opti Lag + 1
28: end while
29: return(F ′, φ)

30: end procedure

puts exactly those data points into F that belong to compo-
nents (c0, c1, etc.). Please note that input to the algorithm
is for practical reasons a single time series T . As a result,
the component health states within the time series need to be
extracted.

FunctionmakeResiduals(): T , λ → F with T being a time
series of residuals and λ being a set of parameters (thresh-
old values). Similar to function extractComps(), the function
puts exactly those data points into F that belong to residuals
(o0, o1, etc.). Since T usually contains real-valued residuals,
the function internally needs to discretize these into Boolean
ones.

Function aic(): ξ → N, with ξ being a tuple of component
health states and residuals, computes the Akaike information
criterion (Akaike 1998) for differentmodels. The output is an
estimation for the lag parameter, which is used for Granger’s
algorithm. The lag determines how far into the past Granger’s
algorithm looks. For example, if the Akaike information cri-
terion determines the lag to be 2, then Granger’s algorithm
will compute causality by analyzing the effect of the last two
values of one signal on some other signal. If the lag is 10, it
would analyze the effect of the last ten values.

The function granger(): ξ, opti Lag → P , with ξ being a
tuple of component health states and residuals, optilag being

the lag determined using the Akaike information criterion,
and P being a set of tuples. The output of the function is a set
of tuples, whose rightmost element denotes the residual and
the elements of the left of it denote the dependent (Granger
causal) components (ci , c j , . . . , rk), with i, j, k ∈ N.

Lines 15 to 26 take as input the set 	 and check itera-
tively, whether components are diagnosable. The set is sorted
according to cardinality with ascending order, such that rules
with the least number of components are visited first. Then,
for each component, it is checked how many other rules the
component is represented in. If the component is the only
member in its set, it can be diagnosed (this is the trivial case).
Components that can be distinguished in two or more sets are
set as diagnosable.

4 Results

Empirical results

The proposed methodology was implemented using the IBM
Qiskit software and run on a 27-qubit IBM Falcon processor
for the quantum experiments and on a 64-bit Intel Core i7-
9750H CPU and Windows 10 operating system with 16GB
RAMfor the pre-processing andmodel generation. The diag-
nostic approach was evaluated in four types of systems: (i)
a benchmark published by Balzereit et al. (2021) containing
different examples of multiple tank-systems. (ii) A bench-
mark modelling a bottling plant presented by Ehrhardt et al.
(2022). These are referred to as follows: DS1 is a mixing
system, DS2 is a distill, DS3 is a filter, and DS4 is a bot-
tling system. (iii) A benchmark of the well-known Tennessee
Eastman Process (abbreviated as TE) by Brown (1974). (iv)
Four toy examples Example 1, Example 2, and two synthetic
examples derived from the benchmarks. To increase system
size, we added the system description of the smaller sys-
tems without duplicating statements and thus obtained the
synthetic examples DS1+TE and DS1+DS4+TE. In these
examples, we added the system descriptions of several sys-
tems to enlarge the systemmodel. For example, forDS1+TE,
we added the system descriptions of DS1 and TE without
duplications. All of the mentioned examples can be com-
pared to use cases in the process industry.

As an example, the propositional logic system descrip-
tion of the bottling process of the benchmark presented by
Ehrhardt et al. (2022) is considered in detail. The system
consists of two tanks, a pump, and two valves. Residuals o0
to o4 are assumed to take on the value of ⊥. The result of
the GTSD algorithm is a set of expressions, in which only
those expressions, where the right-hand side has adopted the
value ⊥, are relevant for the diagnosis. This reduced set of
expressions is used as the input for the proposed diagnostic
approaches.
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pumpP401 ∧ tankB402 → o0

tankB401 ∧ pumpP401 ∧ tankB402 ∧ valveDiscrete ∧ valveV 403 → o1

tankB401 ∧ pumpP401 ∧ tankB402 → o2

pumpP401 ∧ tankB402 → o3

tankB401 ∧ pumpP401 ∧ tankB402 ∧ valveDiscrete ∧ valveV 403 → o4

(8)

The goal of the diagnostic approaches is to find the
minimum hitting set for these expressions. In the Grover
algorithm, the additional assumption is made that only a
single fault occurs in the system at a given time, while
the QAOA approach is capable to find multiple simulta-
neous faults. In the case of the example, the minimum
hitting sets are the minimal cardinality diagnoses ω′ =
{{tankB402}, {pumpP401}}.

Table 3 provides information about the parameters of the
investigated systems. The names of the systems are given in
the leftmost column. Column |COMPS| denotes the size of
the set of components and shows howmany different compo-
nents are contained in the system description. Column |OBS|
denotes the size of the set of faulty observations (the overall
number of observations is higher).

The evaluationresults for the different approaches are given
in Table 4. Grover (Q), Grover (C), QAOA(Q), and QAOA
(C) denote the implementations of the Grover approach and
the QAOA approach on a quantum computer and on a classi-
cal computer, respectively. For each approach, the size of the
result set is given, which is a permutation of the component
health states. A bold number indicates that the obtained result
set is identical with the actual set of injected faults. The actual
size of the set of injected faults is given in the last column.
QAOA and Grover have different mappings to the qubits on
the quantum processor (Perdomo-Ortiz et al. 2019).

Table 3 Experimental results

System |OBS| faulty |COMPS|

Example 1 2 3

Example 2 2 4

DS1 4 7

DS2 2 3

DS3 4 6

DS4 5 5

One tank 4 3

TE 5 4

Three tanks 6 4

DS1+DS4+TE 6 12

DS1+TE 5 11

|OBS| is the number of observations (residuals) that were faulty, and
|COMPS| is the number of components within the system

Therefore, only systems up to a size of five components could
be solved with the QAOA approach. Compared to Grover’s
algorithm, the diagnostic results are significantly better (in
most cases, the correct diagnosis is obtained) and the size of
the minimum cardinality diagnosis is significantly smaller,
but the execution time is much longer. The results are shown
in Table 5. By design, when using Grover’s algorithm, a
ranked list of solutions is computed, where the goal is to
have the correct solutions at the top of the list. When look-
ing at the actual results, we see that the correct solutions
are among the produced solutions, but are not necessarily at
the top of the result list. Therefore, either the oracle used
to guide the solutions for Grover’s algorithm needs to be
tuned or post-processing needs to be executed to further dis-
criminate candidate solutions. However, using a supervised
approach or through integrating partial expert knowledge,
we believe that qDiagCPS_Grover is a faster alternative for
qDiagCPS_QAOA and can thus also generate useful results.

For the displayed runtimes, it must be noted that executing
the quantum experiments is done by uploading the Python
Qiskit code onto an IBMQuantumRuntime, which then exe-
cutes the code batch-wise. As such, the time measurement
always contains a certain amount of classical computation.
What can be concluded from the runtime analysis then is only
the qualitative behavior of the systems under investigation.

This can also be seen in Fig. 2a and b for the Grover algo-
rithm. While the absolute numbers are higher (partially due
to the server computation) in the quantum case, the scaling
seems to be slightly better.

The same is true in Fig. 3a and b for the QAOA algorithm.
Due to differences in computation, the absolute numbers dif-
fer from those of theGrover algorithm, and the results exhibit
a higher standard deviation. However, the differences in scal-
ing become evident when looking at Table 6.

A comparison shows that despite the exponential behav-
ior of the quantum algorithms, the exponential behavior of
the classical computer is worse (see Table 5). To prove this
empirically, we have determined the quotient between the
mean of the experiments with the smallest number of com-
ponents (three components for all systems) to themean of the
experiments with the largest number of components (6 and
12, respectively) and summarized the findings in Table 6.
For both algorithms, QAOA and Grover, it is evident that
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Table 4 Experimental results System Grover (Q) Grover (C) QAOA (Q) QAOA (C) Exp

Example 1 8 8 1 1 1

Example 2 16 16 4 3 4

DS1 120 120 − − 4

DS2 13 2 2 2 2

DS3 50 50 3 2 3

DS4 8 8 2 1 2

One tank 8 8 2 2 2

TE 16 16 1 1 1

Three tanks 13 13 2 2 2

DS1+DS4+TE 850 850 − − 1

DS1+TE 680 680 − − 1

Number of results for different approaches. Q stands for quantum experiments, and C for experiments on
classical computers. Exp. is the expected number of faults

the quantum version of the respective algorithm scales much
better than the classical version. For QAOA, the difference
between runs with the least number of components and those
with the highest number is 1.17 for the quantum case and
14.34 for the classical case. For Grover’s algorithm, the dif-
ference is even larger: 14.79 for the quantum case and 156.53
for the classical case.

The results on the IBM quantum computer are hard to
compare to classical diagnosis algorithms, which are running
on local personal computers. This is due to the follow-
ing reasons: (i) Traditional fault diagnosis algorithms work
either directly on the logical knowledge base (Reiter 1987;
Feldman et al. 2010) or work through compilation tech-
niques that encode fault diagnosis as a SAT problem (Metodi
et al. 2014). However, the encoding required for computation
on a quantum computer is different (Diedrich et al. 2016;
Perdomo-Ortiz et al. 2019; Ding et al. 2024). (ii) Because of
the different encoding, the absolute runtime is not compa-
rable. The computational complexity of the traditional fault

diagnosis algorithms is greater than polynomial, depending
on the actual diagnosis algorithm (Rodler 2022). However,
an intuition of the scaling of traditional fault diagnosis algo-
rithms was shown by Kurtoglu et al. (2009) and Poll et al.
(2010) as part of fault diagnosis competitions. Another study
of the runtime of diagnosis algorithms was performed by
Nica et al. (2013).

5 Discussion

Solving industrial fault diagnosis problems on quantum com-
puters is a promising approach. We have shown how typical
examples of cyber-physical systems can be correctly diag-
nosed using quantum computers (RQ1). We have used the
Grover algorithmand aQAOAapproach for diagnosis.While
the Grover algorithm is faster and can solve larger prob-
lems, it is less accurate than theQAOAapproach.Conversely,
QAOA provides the additional advantages that it is able to

Table 5 Experimental results System Grover (Q) Grover (C) QAOA (Q) QAOA (C)

Example 1 1.781 s 0.039 s 3161.565 s 1.007 s

Example 2 1.583 s 0.113 s 2244.280 s 2.098 s

DS1 1.711 s 0.144 s − −
DS2 1.517 s 0.013 s 1947.786 s 1.047 s

DS3 1.589 s 0.050 s 2951.424 s 10.810 s

DS4 1.551 s 0.016 s 2993.269 s 11.072 s

One tank 1.529 s 0.037 s 2485.160 s 0.264 s

TE 1.524 s 0.009 s 2254.813 s 3.290 s

Three tanks 1.553 s 0.063 s 2609.910 s 0.731 s

DS1+DS4+TE 23.798 s 4.649 s − −
DS1+TE 9.954 s 0.338 s − −
Runtime for different approaches. Q stands for quantum experiments, and C for experiments on classical
computers
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Fig. 2 Experiments using Grover

find diagnoses with more than one component and that it
could be run on quantum annealers as it uses a QUBO for-
mulation. Our method holds points two and three posed by
Aaronson and Chen (2016) in that our results are predicted
in theory and that the consistency test has passed. As for
his point one, given our sampling size, we cannot definitely
prove that the quantum/classical gap increases exponentially
with instance size.

Apart from the quantum computation, we have also
demonstrated how quantum diagnosis is combined with an
approach for automatedmodel learning to learn propositional
logic system descriptions from process data and test whether
a diagnosable system description was learned (RQ2).

There are a couple of limitations to our approach: (i) Using
the IBM Falcon processor entails a certain amount of clas-
sical computation at each step. This cannot be removed and

Fig. 3 Experiments using QAOA

thus dilutes the empirical results. (ii) The number of qubits
is insufficient for truly large experiments. It has been shown,
however, thatmany typical applications can alreadybe solved
with the limited number of qubits. (iii) In the implementa-
tion, both quantum diagnosis algorithms qDiagCPS_Grover
and qDiagCPS_QAOAare neither sound nor complete (Balz-
ereit and Niggemann 2021). Using an oracle and logical
constraints, future work will involve making at least one of
the algorithms complete. (iv) qDiagCPS_Grover performs
far worse than qDiagCPS_QAOA. This is mainly due to the
computation of the sorted result list, in which the correct
solutions exist, but which are often masked through the exis-
tence of a large number of non-optimal solutions. Running
the algorithms on larger systems may provide more insight
into why the ranking of the solutions is thus far unsatisfac-
tory. (v) Unrelated to the quantum aspects, our approach has
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Table 6 Comparison of the
average execution time between
experiments with minimal
number of components and
experiments with maximum
number of components, as well
as the quotient between the
maximum and the minimum

QAOA (Q) QAOA (C) Grover (Q) Grover (C)

Mean min (| COMPS |) 2531.50 s 0.772 s 1.609 s 0.0297 s

Mean max (| COMPS |) 2951.424 s 11.072 s 23.798 s 4.649 s

Quotient 1.17 14.34 14.79 156.53

A larger quotient indicates worse scaling performance

two further limitations: The residual generation function h(·)
Eq. (2) needs to be determinedmanually, and themodel is not
automatically proved to be correct. Both of these limitations
will be the subject of future work. Another limitation, espe-
cially for the QAOA approach, was system size (number of
variables) such that it could be compiled within the 27 qubits
that the Falcon processor provides. QAOA is implemented
through the use of helper variables. But each variable uses at
least one qubit. As such, limitations are evident in the number
of helper variables as well as the problem size itself.

Overall, in this article, we have demonstrated the appli-
cability of a practical and scalable approach for diagnos-
ing cyber-physical systems leveraging quantum computers.
While quantum computation is still taking longer in abso-
lute numbers compared to local execution on a classical PC,
it is expected that this gap will decrease in future quantum
architectures.

6 Conclusion

In this article, we have presented a three-pronged solution
to perform fault diagnosis for cyber-physical systems in
industrial production contexts. We have presented the quan-
tum algorithms qDiagCPS_Grover and qDiagCPS_QAOA,
which calculate minimum cardinality diagnoses solving an
NP-complete MaxSAT problem. The empirical evaluation
has shown that these algorithms scale better on a quantum
computer than on a classical PC. However, both algorithms
also show some limitations as was presented in Section 5.
While the Grover algorithm generates more solutions and
needs some post-processing to obtain the minimum cardi-
nality diagnoses, it is much faster in absolute terms than
the QAOA approach. We have also presented the algorithm
GTSD to determine a system description automatically from
process data using a generate-and-test approach. Together
with the developed quantum algorithms, GTSD provides a
novel practical diagnosis methodology for cyber-physical
systems.
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