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Abstract: Quantum key distribution (QKD) represents a cornerstone of secure communication in the quantum era.
While discrete-variable QKD (DV-QKD) protocols were historically the first to demonstrate secure key exchange,
continuous-variable QKD (CV-QKD) has emerged as a more practical alternative due to its seamless compatibility
with current telecommunications infrastructure. CV-QKD relies on coherent and squeezed states of light, offering
significant advantages for integration into modern optical networks. This review comprehensively explores the theo-
retical underpinnings, technological advancements, and practical challenges of CV-QKD. Special attention is given
to the role of photonic integrated circuits (PICs) in enabling scalable and efficient implementation of CV-QKD sys-
tems. Furthermore, recent advances in machine learning have been leveraged to optimize CV-QKD performance, with
data-driven techniques enhancing noise estimation, parameter optimization, and system security. Additionally, tensor
networks provide efficient computational tools for analyzing complex quantum correlations, improving the efficiency
and robustness of quantum key distribution protocols. These developments, combined with ongoing improvements in
quantum photonic integration, pave the way for the practical deployment of large-scale, high-speed quantum-secure
networks.

Keywords: squeezed light; quantum key distribution; continuous variable quantum key distribution; teleportation;
photonic integrated circuit

1. Introduction

Quantum communication has emerged as a fundamental pillar of quantum information science, offering unpar-
alleled security through the principles of quantum mechanics. The two primary goals of quantum communication
include the advancement of quantum key distribution (QKD) systems and the establishment of distributed quantum
computation via a quantum internet. Several large-scale QKD networks have been developed and tested worldwide,
including in Switzerland [1], Japan [2], and the United States [3]. These networks employ various implementation
methods, such as fiber-optic communication, free-space transmission, and satellite-based QKD [4]. However, the
miniaturization and integration of QKD hardware remain an active area of research, as compact and efficient imple-
mentations are necessary for practical deployment.

Silicon-based photonic systems have enabled on-chip QKD [5], offering numerous advantages. Various materials
have been explored for chip-level QKD integration, including indium phosphide (InP) [6], potassium titanyl phosphate
(KTP) [7], and lithium niobate (LiNbO3) [8]. These materials facilitate the creation of on-chip lasers and high-speed
modulators. Silica, known for its low-loss delay lines and fiber compatibility, lacks fast modulation capabilities [9,10].
Conversely, silicon benefits from mature microfabrication techniques, making it well-suited for photonic component
development [11-13].

QKD can be categorized into three main types: discrete-variable quantum key distribution (DV-QKD), continuous-
variable quantum key distribution (CV-QKD), and distributed phase-reference coding. DV-QKD relies on the quantum
properties of individual photons, such as polarization or phase, while CV-QKD encodes information in the continuous

variables of quantum states, such as the quadratures of coherent or squeezed light modes. DV-QKD has been studied
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extensively and has been successfully demonstrated over transmission distances of approximately 400 km using ultra-
low-loss fibers [14,15]. The distributed-phase-reference method, distinct from DV- and CV-QKD, encodes informa-
tion based on the phase difference between successive pulses or the timing of photon arrivals. Photon counting and
post-selection are integral to both DV-QKD and distributed-phase-reference methods, whereas CV-QKD employs
homodyne detection for secure key generation [16].

The history of DV-QKD dates back to 1984 when Bennett and Brassard introduced the BB84 protocol, which
relies on the principle that quantum states must be measured on the correct basis for accurate key generation [17].
The security of BB84 is underpinned by the no-cloning theorem, which prohibits the exact replication of quantum
states. In 1992, Bennett proposed a simplified version, the B92 protocol, which utilizes only two non-orthogonal
states for encoding [18]. Another significant development in DV-QKD was the E91 protocol, introduced by Ekert in
1991, which leverages entangled qubit pairs and employs Bell’s test for security verification [19].

Continuous Variable Quantum Key Distribution (CV-QKD) utilizes continuous variables of quantum states, typi-
cally the quadratures of coherent states or squeezed light, for encoding information. CV-QKD systems are compatible
with conventional telecommunication infrastructure, utilizing commercial lasers and homodyne detectors. This com-
patibility makes CV-QKD particularly appealing for integration with existing communication networks, as it offers
high secret key rates over metropolitan-scale distances [20-22]. The transition of CV-QKD from laboratory research
to real-world implementation is progressing rapidly. These systems provide a promising approach for secure commu-
nication, offering advantages such as room-temperature operation and higher key rates compared to DV-QKD. The
field continues to evolve, with ongoing research focusing on practical deployment and enhanced security measures.
Furthermore, squeezed light plays a crucial role in advancing quantum networks, benefiting both QKD and distributed
quantum computing applications [23,24].

Gaussian quantum information [25-27] forms a cornerstone of continuous-variable quantum protocols, leverag-
ing the mathematical elegance and experimental accessibility of Gaussian states. In this framework, quantum states
such as coherent and squeezed states are fully characterized by their first and second moments, allowing for efficient
description using covariance matrices. Gaussian operations—implemented via beam splitters, phase shifters, and ho-
modyne detectors—preserve the Gaussian character of these states, thereby simplifying both theoretical analysis and
practical implementation. This framework underlies many CV-QKD protocols and quantum teleportation schemes,
providing robust security proofs [28-31] and enabling precise error correction [30,32]. However, while Gaussian
protocols benefit from ease of manipulation and scalability, they face inherent limitations such as the impossibility
of distilling entanglement using only Gaussian operations. Consequently, integrating non-Gaussian [33,34] elements
remain an active area of research to enhance the capabilities of quantum networks. The synergy between Gaussian
quantum information theory and photonic integrated circuit technology continues to drive advancements in secure,
high-speed quantum communication.

Recent advances in machine learning have also begun to influence the field of CV-QKD [35,36]. Data-driven
algorithms, including deep neural networks and reinforcement learning models, are being employed to optimize sys-
tem performance and enhance security. By analyzing extensive datasets of channel statistics and noise fluctuations,
these machine learning techniques enable real-time adaptive control of modulation parameters [37], error correction
protocols [38], and channel estimation. This results in improved secret key rates and extended transmission distances.
Furthermore, machine learning-assisted CV-QKD systems can effectively detect anomalous patterns indicative of
eavesdropping attempts [39,40], thus adding an extra layer of security. The integration of these advanced data analyt-
ics not only streamlines the operational aspects of quantum communication but also accelerates the transition from
experimental setups to robust, large-scale deployments.

Beyond quantum communication, squeezed light finds extensive applications in quantum computation and quan-
tum information processing. Squeezed qubits, formed using squeezed light [41], are quantum states in which one
observable, typically amplitude or phase, exhibits reduced noise compared to the surrounding quantum state. By
reducing noise in one quadrature while maintaining quantum uncertainty, squeezed qubits enable enhanced mea-
surement precision and improved fidelity in quantum operations. Squeezed light qubits offer several advantages in
quantum computation. They enhance the accuracy of quantum gates and measurements, increasing the reliability of
quantum operations. Additionally, they improve resilience against certain types of noise and decoherence, facilitat-
ing prolonged quantum information storage and processing. Moreover, squeezed light qubits enable novel quantum
algorithms and protocols that exploit their unique properties.

The history of digital computation demonstrates that major advancements arise from increasing transistor density

in integrated circuits, leading to higher processing speeds and energy efficiency. Similarly, photonic integrated circuits
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(PICs) hold promises for revolutionizing photonic technologies. While bulk photonics has been well-established,
quantum photonic integrated circuits (qPICs) are gaining traction in quantum technologies. The use of squeezed light
in qPICs presents exciting opportunities in quantum computation and simulation, quantum sensing and metrology,
and quantum communication.

Quantum computation and simulation have significantly benefited from the integrated generation of squeezed
light states, enhancing Gaussian boson sampling and quantum walk experiments [42,43]. These advances mitigate
the probabilistic nature of parametric downconversion sources [44]. The demonstration of quantum supremacy using
squeezed light sources [45—47] underscores its potential for quantum computing applications. Additionally, squeezed
states help counteract certain types of quantum noise in qPICs [48-50]. Quantum sensing and metrology have experi-
enced rapid growth, with squeezed light playing a vital role in improving measurement precision. The key advantage
of squeezed light over coherent light [51] lies in the enhanced accuracy of one quadrature while sacrificing precision
in another. This characteristic enables highly sensitive measurements, as evidenced by the use of squeezed light in
improving LIGO’s gravitational wave detection capabilities [52,53]. Quantum communication is integral to QKD and
quantum networking, offering robust security and compatibility with integrated photonic platforms. The continued
integration of squeezed states in quantum communication systems is expected to further advance secure quantum
networks.

Recent research has also focused on the development of hybrid QKD systems that combine both DV-QKD and
CV-QKD protocols [54]. This integrated approach seeks to harness the strengths of both methods: the long-distance
transmission capabilities of DV-QKD and the high key rates and infrastructural compatibility of CV-QKD. Efforts to
refine error correction, improve signal processing techniques, and develop advanced quantum noise reduction methods
are accelerating progress toward resilient, large-scale quantum networks. Furthermore, innovative designs in qPICs,
which embed sources of squeezed light, modulators, and detectors on a single chip, are poised to revolutionize the
practical deployment of quantum communication systems. These integrated platforms promise not only enhanced
performance and stability but also greater scalability and cost-effectiveness, paving the way for a future quantum
internet that seamlessly connects quantum processors and sensors over global distances.

Section 2 of this paper introduces the concept of squeezed states of light, discussing their generation and fun-
damental properties. Section 3 explores continuous-variable quantum teleportation, covering the principles, exper-
imental approaches, and integration of essential components. In Section 4, we provide a comprehensive survey of
continuous-variable quantum key distribution (CV-QKD), including its fundamental principles, experimental demon-
strations, and recent progress in chip-scale integration. Section 5 discusses feasibility and challenges in CV-QKD,
addressing issues such as squeezed light generation, photonic integration, photon loss, and security concerns. Finally,
Section 6 concludes the paper by summarizing key findings and outlining future research directions.

2. Squeezed State of Light

A squeezed state [55,56] of light is a unique quantum light state that can be understood through its connection to
the quantum harmonic oscillator. Here, the oscillation of the electromagnetic field is governed by two non-commuting
quadrature operators, analogous to position and momentum in a mechanical system. For coherent light, these quadra-
tures exhibit equal uncertainty, leading to a circular uncertainty region in phase space with a minimum product of
uncertainties, 1/2, as dictated by the Heisenberg uncertainty principle. When the wave functions ¢(x) and ¢(p) are

(—0) and e(p) xe” (P—F)’ _this minimum uncertainty product for position (x) and

Gaussian—given by P(x) «x e~
momentum (p) reaches 1/4. Here, & and B denote the average values of x and p, respectively.

In coherent light, the photon number statistics follow a Poisson distribution, and the state is inherently non-
deterministic. In applications requiring precise time-domain measurements, such as quantum integrated photonics,
this uncertainty becomes a significant limitation, particularly when using vacuum states or single-photon states. Such
scenarios demand a more controlled quantum light source—a squeezed state—to mitigate measurement uncertainty.

Squeezed light reduces the uncertainty in one quadrature (e.g., amplitude or phase) to below 1/2 by deforming the
circular uncertainty region into an ellipse. This reduction enhances precision in specific quadrature measurements
while increasing uncertainty in the orthogonal quadrature, consistent with the uncertainty principle. Figure 1b and c
illustrate the amplitude-squeezed and phase-squeezed scenarios, respectively. By heterodyning a squeezed field with
coherent light, it is possible to achieve reduced noise suitable for precision measurements in quantum technologies.
Furthermore, squeezed light exhibits sub-Poissonian photon statistics, making it advantageous for low-noise quantum
systems.
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Figure 1. (a) An arbitrary coherent state (b) is the amplitude-squeezed state of light and (c) is the phase-
squeezed state of light. The quasi-probability of the perpendicular axis displays the Wigner function value.

Squeezed states are generated using nonlinear optical processes such as parametric down-conversion, parametric
oscillation, and twin-beam generation. These mechanisms form the basis of practical squeezed light sources for
applications such as Mach-Zehnder interferometers (MZIs) and photonic arrays [57].

After the quantization of electromagnetic waves (photons), the relevant quantities are the position quadrature (x)
and the momentum quadrature (p) of the photon. Squeezed states are characterized by a reduction in the uncertainty of
either the electric field’s magnitude or its phase, as illustrated in Figure 1b and Figure 1c, respectively. The squeezed

52 axpt2
S(&) = exp exp [(g’,‘az@‘a)} )]

state operator is defined as:

In this context, (&) represents a one-mode squeezed light operator, and 4 and at are the annihilation and creation
operators, respectively, with & being the squeezing parameter where & = re’®. Meanwhile, the two-mode squeezed

light operator is:
$2(&) = exp exp[(—@’ﬁi)—&-é*ﬁnﬁ)] )

In the case of Eq. (2), all of the parameters are identical to those in the previous equation, with the exception of
the b (and f)+) operator, which serves as the annihilation (and creation) operator for the second mode. You can refer
to [56] for a complete derivation and discussion on squeezing operators.

3. Continuous Variable Quantum Teleportation
3.1. Quantum Teleportation

Quantum teleportation [58] enables the transfer of an undisclosed quantum state between distant qubits or qumodes.
It relies on classical communication and quantum entanglement, playing a crucial role in quantum information proto-
cols. It also has applications in distributed information processing for quantum computation.

Quantum teleportation circuits operate on a consistent fundamental principle. Two observers, Alice and Bob,
situated apart, share a maximally entangled quantum state [59]. This state can be one of the four Bell states for
discrete variables or a maximally entangled state with a fixed energy level for continuous variables. They also have
access to a classical communication channel as shown in Figure 2.

To transfer an unknown state from Alice to Bob, Alice conducts a joint measurement on her portion of the en-
tangled state and the unknown state. This measurement involves projecting onto the Bell basis. Alice subsequently
communicates the measurement results to Bob. Armed with this information, Bob can convert his half of the entan-
gled state into an accurate copy of the original unknown state. This transformation may entail a conditional phase flip
for qubits or displacement for qumodes.

The initial concept of quantum teleportation focused on discrete-variable quantum communication with qubits.
However, its versatility also applies to continuous-variable qumodes, especially when they are spatially distant. In
Figure 2, we can see the circuit specifically designed for continuous-variable quantum teleportation, where BS
stands for beam splitter, and X and Z are position displacement and momentum displacement which are defined
as D(xg) = e~ #%P and D(pg) = erpot, respectively, to recover the state |) exactly (The impact of these operators

are D (x0)p(x) = ¢(x — xo) and D(po)p(x) = ¢(p — po). respectively).
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Figure 2. Tlustration of continuous-variable quantum teleportation. An arbitrary coherent state |i) (top
rail) is to be teleported from Alice to Bob. Two infinitely squeezed vacuum states (middle and bottom
rails) serve as the shared resource between them. First, these two squeezed states pass through a 50:50
beam splitter (left 50:50 block) to create an entangled EPR-like pair, with one mode held by Alice and
the other mode sent to Bob. Next, Alice couples her unknown state i) with her half of the entangled
pair using another 50:50 beam splitter (right 50:50 block). She then performs homodyne measurements
of both the amplitude (x) and phase (p) quadratures on the combined output. The measured values, (x)
and (p), are sent via a classical channel to Bob, who applies corresponding displacement operations (the
X and Z boxes) to his mode. This “corrects” his half of the entangled pair into an identical copy of |¢).
The inset (lower box) shows the 50:50 beam splitter’s action, splitting or combining two input modes in
equal proportions.

The Strawberry Fields Library in Python was used to effectively simulate the squeezed states and their quantum
state evolution through the proposed algorithm. This library facilitates the simulation of such photonic devices for
quantum applications.

Assuming we aim to teleport an arbitrary coherent state such as Figure 1a. As shown in Figure 2, The entangled
states of Bob and Alice should be a combination of states as depicted. They are considered entangled due to the beam
splitter transformation applied to the initial infinite squeezed states. By performing the third and fourth steps on the
states, Bob will achieve the same state as depicted in [60].

The process of continuous variables quantum teleportation depicted in Figure 2 (for simplicity we call the coherent
state ate the beginning of the circuit mode 0 and Alice and Bob become mode 1 and mode 2 respectively) can be
paraphrased as follows:

(a) Initially, the qumodes |O)p and |0), (Alice and Bob) are set up as infinitely squeezed vacuum states in
momentum and position space, respectively. First, we express the meaning of vacuum squeezed state which

is:

12y = $(5)10) 3)
where $ (&) is defined as Equation (1). So, one can calculate the squeezed position wave function as fol-
lows [61]:

AN Ax2
(€) =1r(x) = (;) expexp (*T) “4)

where A = ¢%', which is called the squeezing parameter. By taking the squeezing parameter into infinite

the squeezed position wave function becomes Dirac delta function and the uncertainty in position vanishes.

Moreover, same calculations could be done for infinite momentum vacuum squeezed state which is defined
141 /4 22

as (§) = ¢r(p) = (77) " exp(=27)-

(b) Subsequently, mode 1 and mode 2 (Alice and Bob) become maximally entangled using a 50-50 beamsplitter,

represented as:

Bs(%) (10, ®10):) s)
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which BS(0, ¢) is defined as (c059 — e~ 9sinf e~ ?sind cosh ) where after this, the qumodes are spatially
separated, with Alice holding the state as shown in Figure 3. They are linked through classical communica-
tion channels cg and c.

(c) To teleport her unknown state |¢) to Bob, Alice must carry out a projective measurement of her entire
system using the maximally entangled basis states. This is accomplished by entangling |¢) and |q;) via
another 50-50 beamsplitter which its Wigner function is shown in

(d) The results of the measurements are sent to Bob, who uses them to execute a position displacement (con-
ditional on the x measurement) and a momentum displacement (conditional on the p measurement). These

displacements enable Bob to accurately retrieve the transmitted state |).

Wigner Function of Mode one and two from CV-Teleportation
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Figure 3. Wigner function of quadrature diagram of Bob and Alice entangled states after going through

beamsplitters.

3.2. Integration of Elements

As pointed out in [62], any unitary transformation on individual qubits can be depicted as a series of three rotations,
one around the § axis and two around the Z axis. Motivated by this fact, a Mach-Zehnder integrated cell is appropriate
for implementing an arbitrary single-qubit unitary transformation [63]. An alteration to the Mach-Zehnder interfer-
ometer cell can be made to align with the structure illustrated in Figure 2. The updated integrated cell is shown in

Figure 4a.
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W)

Figure 4. (a) A modified integrated unit cell inspired by the Mach-Zehnder Cell. It can act as an arbitrary
Measurement gate for identifying state’s position or momentum by changing the variable 6 of the phase
shifter. (b) Bent directional coupler with labeled parameters: R;,, and R,,; represent the inner and outer
bending radii, respectively, while 6 indicates the bending angle. The structure is designed to facilitate
efficient light coupling between waveguides while minimizing losses and cross-talk effects.

Elements of the structure shown in Figure 2 can be easily reconfigured using two of these newly adapted cells, two
homodyne detectors, and two directional couplers. The resulting circuit will resemble Figure 5. The two directional
couplers are necessary to create entanglements between the states of Alice and Bob. They function similarly to the
beamsplitters in Figure 2. This type of circuit will also require two homodyne detectors to measure the average value
of arbitrary quadrature components. It’s important to note that in this setup, the quantum states are not formed using
single photons, but rather continuous variable quantum states that have the capability to be squeezed. Moreover, bent
directional couplers [64,65] as depicted in Figure 4b play a pivotal role in the design and optimization of integrated
photonic circuits, particularly within Mach-Zehnder interferometers (MZIs). These couplers facilitate efficient light
propagation and interaction by guiding optical signals through curved paths with minimal losses.

Their inclusion in the system enhances the compactness and scalability of the overall architecture, which is essen-
tial for quantum communication systems. Furthermore, the use of bent directional couplers ensures precise splitting
and combining of optical signals, thereby maintaining the coherence and stability critical for continuous variable
quantum key distribution (CV-QKD). By enabling tighter integration of components, these couplers support the de-
velopment of high-performance and miniaturized photonic devices for secure data transmission which can be seen as
anew avenue.
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Figure 5. A 3D representation of a Photonic Integrated Circuit (PIC) designed to implement quantum
teleportation in a continuous quantum variable circuit. The input states are introduced into the circuit from
the left where (a) is with bent directional couplers and (b) is with conventional directional couplers, and
at the conclusion (right side), Bob will possess Alice’s initial state of |¢). The two blue cones symbolize
homodyne detectors that measure the average value of arbitrary quadrature components. The outcomes of
these measurements are utilized as controls for X and Z which are position displacement and momentum
displacement, respectively, to recover the state |i) exactly.

4. Continuous Variable Quantum Key Distribution
4.1. Basic Principles of CV-QKD

Quantum Key Distribution (QKD) has undergone significant advancements with the development of Continuous
Variable (CV) protocols, starting from Ralph’s pioneering proposal to encode key information using the amplitude
and phase quadratures of the light field. Initially, discrete modulation schemes focused on binary-encoded keys
[66-68]. However, continuous modulation protocols, such as Gaussian modulation, soon emerged, utilizing coherent
and squeezed states of light [69-71].

Modulation plays a central role in CV-QKD [72], encoding classical information into quantum states for secure
key exchange. In Gaussian modulation, Alice prepares coherent or squeezed states by modulating their quadrature
components—amplitude and phase—using Gaussian-distributed random variables. Electro-optic modulators driven
by high-speed random number generators achieve these modulations, enabling high-dimensional encoding that im-
proves key rates and resilience against noise.

For discrete modulation, Alice selects from a finite set of states, such as quadrature phase-shift keying (QPSK)
or other constellation formats. While this approach simplifies state preparation and error correction, it often requires
more sophisticated security proofs.

Alice transmits the modulated quantum states over an insecure quantum channel—optical fiber or free space—
to Bob, who measures the quadratures using homodyne or heterodyne detection. Homodyne detection involves Bob
actively selecting and measuring either the amplitude or phase quadrature, leading to data sifting where half of the data
is discarded to ensure matched bases. Heterodyne detection, by contrast, measures both quadratures simultaneously,
eliminating sifting and enhancing the key rate.

The no-switching protocol utilizes heterodyne detection with Gaussian-modulated coherent states, simplifying
implementation and improving efficiency. Furthermore, protocols leveraging Einstein—Podolsky—Rosen (EPR) en-
tangled states demonstrate that modulation can be avoided altogether, relying on quantum correlations instead [73].

Modulation techniques have evolved to address challenges such as excess noise, channel loss, and implementation
complexity [74]. Doubly modulated coherent states reduce inefficiencies by requiring only Alice to discard half of
her data during sifting. Additionally, modulating entangled states of light has improved robustness to channel noise,

resulting in higher key rates and extended distribution distances [75,76].
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Digital signal processing (DSP) and hardware advancements have further enhanced modulation precision and sys-
tem performance. Modern CV-QKD systems utilize high-speed modulators and advanced reconciliation algorithms
to maximize key rates and minimize errors. For example, heterodyne-based Gaussian-modulated coherent state pro-
tocols eliminate active basis choice and sifting, enhancing the key rate [77,78].

The secret key rate in CV-QKD is given by:

K =BI(A: B) — x(E) 6)

where 8 is Reconciliation efficiency which is in [0,1], I(A : B) is Mutual information between Alice and Bob,

computed as:
I(A:B)=H(A)+ H(B) — H(A,B) @)

where H(-) represents the Shannon entropy, and x(E) is Holevo bound, representing Eve’s maximum accessible
information.

For Gaussian-modulated coherent states, the mutual information is:

1 Vs
I(A:B):§(1+V—N) (®)

where Vi is the signal variance, and V) is the noise variance.

The Holevo bound is calculated using the symplectic eigenvalues of the covariance matrices describing the quan-
tum states. It represents the upper bound of information accessible to an eavesdropper.

By leveraging quantum correlations, CV-QKD protocols utilizing EPR entangled states have demonstrated im-
proved robustness and higher key rates, even without direct signal modulation [73]. For instance, a protocol using
squeezed states and heterodyne detection proposed in 2009 achieved higher secret key rates than earlier Gaussian
protocols [79].

CV-QKD can be implemented in two frameworks: the prepare-and-measure (PM) scheme and the entanglement-
based (EB) scheme. The PM scheme is typically simpler to implement, while the EB scheme offers a unified theoret-
ical framework for key rate calculations. These two approaches are equivalent for Gaussian protocols [80,81].

In summary, advancements in modulation methods, hardware, and theoretical models have enabled CV-QKD
to achieve higher key rates, extended distribution distances, and enhanced robustness against noise, solidifying its

position as a viable solution for secure quantum communication.

4.2. Experimental Implementation of CV-QKD

Figure 6 illustrates an experimental setup for long-distance Continuous Variable Quantum Key Distribution (CV
QKD) [22]. This process is achieved by utilizing two cascaded intensity modulators to generate high-extinction-
ratio optical pulses with a width of 100 ns and a repetition rate of 500 kHz from a 1550-nm continuous-wave (CW)
single-frequency fiber laser. These optical pulses are then split into a weak signal field and an intense local oscillator
(LO) using a fiber coupler (99/1). The pulsed coherent states undergo bivariate Gaussian modulation in the phase
space through a combination of an intensity modulator and a phase modulator. The signal and LO are directed
through a 50-km single-mode fiber spool using time multiplexing and polarization multiplexing, achieved by an 80-m
fiber and a polarizing beam splitter (PBS), respectively. When Bob receives the quantum states sent by Alice, he
randomly measures either the amplitude or phase quadrature of the signal using a pulsed balanced homodyne detector
(BHD). The random basis switch and relative phase locking between the signal and LO are implemented with a phase
modulator in the LO path. To accurately measure the BHD output’s peak voltage and synchronize the system, a small
portion of the LO beam is extracted to recover the system clock, which is then precisely delayed to the desired value.

In another study [82], Roberts et al. address a significant challenge in high-rate decoy-state Quantum Key Distri-
bution (QKD) systems: the instability of intensity modulators (IMs), which can lead to security vulnerabilities known
as side channels. These side channels arise when the intensity of a light pulse depends on the preceding pulse, a phe-
nomenon termed the “patterning effect.” This effect can inadvertently leak information, compromising the security
of the QKD system. To mitigate this issue, the researchers propose the use of a tunable extinction ratio Sagnac-based
intensity modulator. This design offers several advantages:

A. Patterning Effect Mitigation: By operating at specific modulation points, the Sagnac-based IM ensures that
the output intensity of each pulse is independent of previous pulses, effectively eliminating the patterning
effect.
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Figure 6. This is the experimental configuration proposal for a 50-km Continuous Variable Quantum Key
Distribution (CV QKD). In this setup, DAQ refers to the data acquisition module, AM is the amplitude
modulator, PM stands for the phase modulator, and PBS is the polarizing beam splitter. DPC is the
dynamic polarization controller, MVOA denotes the motor variable optical attenuator, and BHD is the
balanced homodyne detector.

B. Enhanced Stability: The inherent design of the Sagnac interferometer provides immunity to direct current
(DC) drifts, ensuring consistent performance without the need for frequent recalibration.

C. Tunable Extinction Ratios: The modulator allows for the selection of low extinction ratios, enabling the
faithful reproduction of random decoy state patterns essential for secure QKD operations.

By integrating this Sagnac-based IM into QKD systems, a practical solution to enhance security and performance
is achieved, addressing critical issues associated with traditional intensity modulators.

Excess noise significantly impacts the performance of the system, affecting both the secure key rate and transmis-
sion distance. Ideally, excess noise results solely from Eve’s eavesdropping behavior. However, in practice, technical
noises may arise even without eavesdropping. These technical noises include LO pulse leakage due to finite optical
pulse extinction ratios, quantum state preparation, non-ideal phase locking between the LO and signal, nonlinear
optical effects in the fiber, and BHD stability.

In their comprehensive review, Zhang et al. [22] emphasize the pivotal role of laser stability in Continuous-
Variable Quantum Key Distribution (CV-QKD) systems. They highlight those fluctuations in the laser’s frequency
and intensity can introduce excess noise, which adversely affects the system’s performance and security. To mitigate
these issues, the authors recommend implementing precise temperature control and effective vibration isolation. By
maintaining a stable operating environment, these measures can significantly reduce frequency drift and intensity
noise, thereby enhancing the reliability and security of CV-QKD systems.

While Eve typically cannot manipulate these noises effectively, they can vary over time, necessitating real-time
monitoring to characterize system parameters. In practical QKD systems, such noises are often attributed to Eve’s
attack when assessing security.

Although some possible challenges were mentioned in this part, further and deeper discussions about security
concerns of CV-QKD and possible solutions such as measurement-device-independent [83] methods are covered in

a further section of this paper.

4.3. CV-QKD on an Integrated Chip

As discussed in the Introduction, fiber-based DV-QKD has been successfully demonstrated over ultra-low-loss
fibers, achieving key rates at the kbps level for distances up to 100 km. Several DV-QKD protocols, including encoding
based on spatial dimensions [84], photon polarization [85], and time bins [86], have been realized on silicon wafers.
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For on-chip photon detection, superconducting nanowire-based single-photon detectors with detection efficiencies of
up to 90% are integrated [87,88]. Notably, CV-QKD is particularly suitable for photonic chip integration due to its
compatibility with existing telecom technologies [24,89].

In 2013, a fiber-based Continuous Variable Quantum Key Distribution (CV-QKD) system achieved a secure key
rate of approximately 1 kbps over an 80 km transmission distance [90]. By effectively managing excess noise, the
distance was subsequently extended to over 100 km [91].

Recently, there have been reports of on-chip quantum entropy sources based on detecting vacuum fluctuations [92]
and phase fluctuations [93—95]. Notably, a chip-based homodyne detector demonstrated a gain of 4.5 kVA~! with a
150-MHz bandwidth [92].

Despite these advancements, integrating all necessary components for CV-QKD systems into a single chip presents
significant challenges due to the diverse material requirements and fabrication processes for each component [96].
One way to overcome this challenge is by modular integration. This strategy involves fabricating distinct func-
tional blocks—such as modulators, detectors, and couplers—separately, and subsequently interconnecting them. This
method simplifies fabrication, enhances scalability, and facilitates easier upgrades and maintenance [97].

Existing techniques supporting modular integration include heterogeneous and hybrid integration. Heterogeneous
integration combines different materials, such as III-V semiconductors with silicon photonics [98], enabling the in-
tegration of active components like lasers and amplifiers onto silicon-based platforms. Hybrid integration involves
the optical or electrical coupling of separate chips, each optimized for specific functions, to form a cohesive photonic
system. Packaging techniques, such as photonic wire bonding [99], facilitate seamless communication between these
integrated modules by providing low-loss interconnections.

Applying modular integration to CV-QKD architectures can significantly enhance system performance. For in-
stance, components like Mach-Zehnder interferometers and bent directional couplers can be fabricated independently
and then interconnected, allowing for optimized performance of each module. This approach not only reduces fabri-
cation complexity but also allows for the selection of the most suitable materials and fabrication processes for each

component, thereby improving the overall efficiency and reliability of the CV-QKD system [97].

5. Feasibility and Challenges

While the utilization of squeezed light offers unparalleled precision, it’s not without its compromises. Implement-
ing a squeezed state of light requires careful thought, from the challenges associated with producing these states [100],
to the design and manufacture of compatible Photonic Integrated Circuits (PICs). In this section, we will examine

three of these issues and the measures taken to address them.

5.1. Methods to Generate Squeezed Light
5.1.1. Reducing Pump Fluctuation in Semiconductor Laser

This holistic approach considers both the thermal fluctuations in the flow of minority carriers and the quantum-
mechanical generation-recombination noise they generate [101]. To gain a deeper understanding of this phenomenon,
it’s important to examine the injection-current-pumped semiconductor laser. In this type of laser, the carrier-injection
process is governed by a similar effect. The rate of carrier injection, referred to as the junction current, is dictated
by the forward-biased voltage applied across a p-n junction. This voltage counteracts the inherent potential within a
depletion layer, thus allowing the carrier-diffusion process to take precedence over the reverse-directed drift process.

It’s noteworthy that this modulation effect on the junction voltage, induced by a series resistance, plays a pivotal
role in controlling the process of minority carrier injection into the active layer. This view of the injection process

and its control is crucial for understanding the behavior of semiconductor lasers.

5.1.2. Nonlinear Optics

Nonlinear optics is an area that investigates the interaction between light and materials exhibiting nonlinear char-
acteristics. One fascinating application of nonlinear optics is the creation of squeezed states of light. While one
method of squeezing light involves suppressing pump fluctuation in semiconductor lasers, a more prevalent approach
typically involves directing a laser beam through a nonlinear crystal or medium. The nonlinear characteristics of the
material trigger a nonlinear interaction in the light, leading to the production of squeezed states. This technique has

demonstrated more promising outcomes in experiments compared to the previous method (Figure 7).
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Figure 7. (a) A detailed optical setup for generating and measuring squeezed light. An infrared laser (main
laser) undergoes second-harmonic generation (SHG) via a nonlinear crystal, converting it into a green
pump beam. This pump beam is then used to drive an optical parametric amplifier (OPA), which generates
squeezed infrared light. Dichroic and beam splitters direct different frequency components through the
system. The output squeezed state is analyzed using homodyne detection, where the interference pattern
is recorded by a spectrum analyzer. (b) A conceptual diagram of homodyne detection. The reference field
(local oscillator) interferes with the squeezed field at a beam splitter, producing two outputs detected by
photodiodes. The difference in photocurrent reveals quadrature noise properties of the squeezed state. (c)
and (d) illustrate interactions at beam splitters. (c¢) represents a standard beam splitter operation where
input beams mix and split into new paths. (d) shows dichroic beam splitting, where different wavelength
components are separated, enabling selective manipulation of infrared and green light in the experiment.

Various strategies are employed in nonlinear optics to produce squeezed states, such as parametric down-conversion
[102] and four-wave mixing [103,104]. These methods involve altering the properties of the input laser beam, like its
intensity or frequency, to provoke the desired nonlinear interaction and create the squeezed state.

5.1.3. Integrated Micro-Ring Resonators

In addition to their numerous applications, ring resonators can be made from various materials that display nonlin-
ear reactions to high-intensity light. This nonlinearity facilitates frequency modulation processes such as four-wave
mixing and spontaneous parametric down-conversion, which produce photon pairs [105]. These processes can be
further employed to squeeze light beams in photonic integrated circuits [103,104], offering significant benefits for a
wide range of areas, from telecommunications to both classical and quantum computing.

5.2. Appropriate Integration for Squeezed Light

The optimization of Photonic Integrated Circuits (PICs) for the application of squeezed light presents a challenge,
as most PICs are specifically designed for coherent light or single photons. A significant hurdle is integrating the
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squeezed light source with other components of the PIC. Despite these challenges, efforts are being made to address
them, such as an experimental chip designed by Xanadu [106]. This device is a programmable nanophotonic chip
capable of performing quantum circuit tasks using a squeezed light beam.

As per Figure 8a, the core component of Xanadu’s programmable device is a photonic chip measuring 10 mm x
4 mm. This chip can generate squeezed light in up to eight optical modes. To achieve this, the chip is initialized into
four separate two-mode squeezed vacuum states. The squeezing happens between specific bichromatic mode pairs,
each occupying one of the four spatially separated waveguide modes. An interferometer, consisting of a network
of beam splitters and phase shifters, is used to effectively manipulate these spatial modes. This setup allows for a
user-programmable gate sequence, corresponding to an SU(4) transformation applied to the spatial modes, synthesiz-
ing an eight-mode Gaussian state. This state is then measured on the Fock basis using eight separate photon-number-
resolving detectors. For a visual representation of the machine’s operation, refer to the equivalent quantum circuit
diagram in Figure 8b.
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Figure 8. (a) The chip is being reintroduced, as shown in a micro-graph of the actual device. (b) The
provided quantum circuit diagram serves as a comparable representation of the photonic hardware, em-
phasizing its functional features similar to [69].

5.3. Photon Loss

Photon loss is a notable phenomenon in quantum optics that can impact quantum systems in various ways. When
photons are lost or absorbed by the environment, it can result in quantum state degradation, such as Decoherence and
State Dephasing, Reduced Fidelity, etc. However, this protocol demonstrates robustness [ 107], functioning effectively
even in the presence of photon loss, non-ideal sources, and imperfect detection. The protocol’s ability to scale to
handle a large number of photons provides strong evidence of its resilience, highlighting its practical application

potential. This scalability is a significantly simpler task compared to building a universal quantum computer [108].

5.4. Security Considerations

Experimental demonstrations of CV-QKD over metropolitan networks and field deployments highlight its poten-
tial for large-scale secure communication systems. Advancements in modulation techniques and protocol designs
continue to bridge the gap between theoretical innovation and practical implementation, ensuring secure information
transmission in the quantum era.

Despite these advancements, CV-QKD systems remain susceptible to specific vulnerabilities, such as quantum
attacks and side-channel attacks. Quantum attacks, including collective Gaussian attacks, involve eavesdroppers per-
forming collective measurements on transmitted quantum states to extract key information. Side-channel attacks
exploit imperfections in system components, like the saturation attack on homodyne detectors, which can bias noise
estimation and compromise security.

To enhance the robustness of CV-QKD systems, several mitigation strategies are proposed:

A. Enhanced Component Design: Improving the linearity and dynamic range of detectors reduces susceptibility
to saturation attacks.

B. Advanced Security Protocols: Developing protocols that account for potential side-channel information
leakage bolsters system resilience.

C. Regular System Audits: Conducting periodic security assessments helps identify and rectify vulnerabilities

proactively.
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Incorporating machine learning (ML) and tensor networks into CV-QKD systems offers promising avenues for
enhancing both functionality and security. ML techniques have been applied to various stages of CV-QKD protocols,
including phase error estimation, excess noise estimation, state discrimination, parameter estimation, key sifting, and
key rate estimation. These applications aim to alleviate implementation complexities and improve system perfor-
mance [35].

For instance, ML-assisted phase estimation can enhance carrier recovery processes, leading to more accurate
phase compensation and reduced excess noise. This improvement is crucial for maintaining high secret key rates over
long distances [36,40].

Moreover, tensor networks, which efficiently represent and manipulate high-dimensional data, can optimize the
processing of quantum information in CV-QKD systems. Their application can lead to more efficient data handling
and improved security analyses, particularly in complex quantum networks [109-111].

Measurement-device-independent quantum key distribution (MDI-QKD) [83] enhances security by eliminating
all detector side-channel vulnerabilities [112,113], making it a robust solution for secure communications across
various platforms. In fiber-based systems, MDI-QKD has achieved significant milestones, including successful key
distribution over 404 km of ultralow-loss optical fiber, demonstrating its potential for long-distance applications [15].
For free-space channels, recent advancements have addressed challenges such as atmospheric turbulence. Notably, a
study demonstrated MDI-QKD over a 19.2 km urban atmospheric link, marking a crucial step toward satellite-based
quantum communications [114,115]. In the realm of integrated photonics, the development of chip-based MDI-QKD
systems has been pivotal. Researchers have successfully implemented an all-chip MDI-QKD system using silicon
photonic technology, achieving a per-pulse key rate of 2.923 bits [116]. Furthermore, new methods can provide
ease of use for MDI-QKD devices, for example by introducing plug-and-play capability [117]. These advancements
collectively underscore the versatility and security of MDI-QKD across diverse communication infrastructures us-
ing different modulation methods, even with the presence of some imperfections such as the fast-fading channel
[118-126].

6. Conclusion

Quantum key distribution (QKD) protocols have significant theoretical advantages in terms of security against
quantum computation algorithms like shore algorithms. However, there are still many challenges on the way. Some
challenges like limited range, incompatibility with current networks, and other challenges that were mentioned in
this paper are currently being addressed by ongoing research efforts with the aim of improving the speed, range, and
scalability of QKD. Although solving or minimizing these problems seems feasible, there is still one inherent practical
security issue that might be the actual Achilles heel of every QKD protocol. All classical methods to distribute a secure
key are fundamentally insecure because in classical physics there is nothing preventing an eavesdropper from copying
the key during its transit from Alice to Bob. This poses particular risk in the case of a Man-in-the-middle attack and
necessitates the presence of a secure classical channel parallel to the quantum one [127].

The proposed method of sending results of homodyne measurement over the classical channel is supposed to
partially reduce the extent of this problem. This is because none of the keys could be directly reconstructed using the
measurement results.

Modern CV-QKD research focuses on integrating these systems with existing optical communication infrastruc-
ture. The compatibility of CV-QKD with commercial telecom components, such as continuous-wave lasers and
coherent receivers, has driven its rapid adoption. Furthermore, measurement-device-independent (MDI) and source-
device-independent (SDI) schemes address practical security concerns, making CV-QKD increasingly viable for real-
world applications.

Quantum networks, which leverage the principles of quantum entanglement and superposition, promise to revo-
lutionize secure communication by enabling the transmission of quantum information across vast distances. A signif-
icant milestone in this field has been achieved with the successful entanglement of nanophotonic quantum memory
[128,129] nodes within a standard telecom network infrastructure.

In a groundbreaking study, researchers have demonstrated the entanglement of two nanophotonic quantum mem-
ory nodes separated by a physical distance and connected through standard telecom optical fibers [128]. Each node
comprises an ensemble of rare-earth ions embedded in a nanophotonic cavity, functioning as a quantum memory
capable of storing and retrieving entangled states. The entanglement process involves generating photon pairs, where
one photon is stored in the quantum memory, and the other is transmitted through the telecom fiber to the distant node.
By employing wavelength conversion techniques, the photon’s wavelength is adapted to match the low-loss window
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of the telecom fiber, thereby minimizing transmission losses. Upon arrival at the second node, the photon interacts
with the quantum memory, resulting in the entanglement of the two spatially separated nodes.

This achievement addresses several critical challenges in the realization of large-scale quantum networks. One
is the Integration with Existing Telecom Infrastructure with the use of standard telecom fibers and wavelength con-
version techniques ensures compatibility with current communication networks, facilitating the practical deployment
of quantum networking technologies. Secondly, the nanophotonic design of the quantum memory nodes allows for
compact and scalable integration, essential for building complex quantum networks with numerous interconnected
nodes. At last, by effectively managing photon transmission losses through wavelength conversion and low-loss
fibers, entanglement has been successfully distributed over significant distances, a crucial requirement for functional
quantum networks.

The implications of this research are profound, paving the way for the development of secure quantum commu-
nication channels over existing telecom infrastructures. Future efforts will focus on enhancing the efficiency and
fidelity of entanglement distribution, extending the achievable distances, and integrating more nodes to construct
robust, large-scale quantum networks.

Additionally, Recent advances in coherent Ising machines have opened new avenues for generating robust
entanglement in optical systems. Yanagimoto et al. [130] demonstrated that by embedding entanglement generation
within a measurement-feedback coherent Ising machine, it is possible to sustain quantum correlations among optical
modes, thereby enhancing the overall performance of the system. In parallel, Inui and Yamamoto [131] reported that
optically coupled coherent Ising machines not only produce significant entanglement but also exhibit nonclassical
correlations such as quantum discord, even under realistic conditions. These findings suggest that integrating coher-
ent Ising machine technology into quantum photonic platforms could provide scalable and resilient entanglement
resources, complementing both continuous-variable and discrete-variable quantum communication protocols.

Consequently, Experimental efforts have successfully demonstrated CV-QKD over metropolitan networks and
field deployments, showing its potential for large-scale secure communication systems. These advancements in mod-
ulation techniques and protocol designs continue to bridge the gap between theoretical innovation and practical im-

plementation, ensuring the secure transmission of information in the quantum era.
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