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Abstract: Consider a sequential process in which each step outputs a system A; and
updates a side information register E. We prove that if this process satisfies a natural
“non-signalling” condition between past outputs and future side information, the min-
entropy of the outputs Ay, . .., A, conditioned on the side information E at the end of the
process can be bounded from below by a sum of von Neumann entropies associated with
the individual steps. This is a generalisation of the entropy accumulation theorem (EAT)
(Dupuis et al. in Commun Math Phys 379: 867-913, 2020), which deals with a more
restrictive model of side information: there, past side information cannot be updated
in subsequent rounds, and newly generated side information has to satisfy a Markov
condition. Due to its more general model of side-information, our generalised EAT can be
applied more easily and to a broader range of cryptographic protocols. As examples, we
give the first multi-round security proof for blind randomness expansion and a simplified
analysis of the E91 QKD protocol. The proof of our generalised EAT relies on a new
variant of Uhlmann’s theorem and new chain rules for the Rényi divergence and entropy,
which might be of independent interest.
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1. Introduction

Suppose that Alice and Eve share a quantum state p 4» g. Fromhersystems A":=A; ... A,,
Alice would like to extract bits that look uniformly random to Eve, except with some

small failure probability ¢ [1]. The number of such random bits that Alice can extract

is given by the smooth min-entropy H®; (A"|E), [2]. This quantity plays a central

role in quantum cryptography: for example, the main task in security proofs of quan-

tum key distribution (QKD) protocols is usually finding a lower bound for the smooth

min-entropy.

Unfortunately, for many cryptographic protocols deriving such a bound is challeng-
ing. Intuitively, the reason is the following: the state pnf is usually created as the
output of a multi-round protocol, where each round produces one of Alice’s systems
A; and allows Eve to execute some attack to gain information about A1, ..., A;. These
attacks can depend on each other, i.e., Eve may use what she learnt in round i — 1 to
plan her attack in round i. This non-i.i.d. nature of the attacks makes it hard to find a
lower bound on H}. (A"|E), that holds for any possible attack that Eve can execute.
In contrast, it is typically much easier to compute a conditional von Neumann entropy
associated with a single-round of the protocol, where the non-i.i.d. nature of Eve’s attack
plays no role. Therefore, it is desirable to relate the smooth min-entropy of the output of
the multi-round protocol to the von Neumann entropies associated with the individual
rounds.

From an information-theoretic point of view, this question can be phrased as follows:
can the smooth min-entropy H;. (A"|E), be bounded from below in terms of von
Neumann entropies H (A;|E;) . for some (yet to be determined) systems E; and

states pi‘l_ E; related to p? While for general states p4»g no useful lower bound can be
found, previous works have established such bounds under additional assumptions on
the state png.

The first bound of this form was proven via the asymptotic equipartition property
(AEP) [3]. It assumes that the system E is n-partite (i.e., we replace E by E" =
Ey...E,) and that the state pangn = pa g, ® ... ® pa,E, is a product of identical
states. Then, the AEP shows that!

n
Hiin(A"|EM)p = Y H(AI|E)p — O(Vn) .
i=1
For applications in cryptography, the assumption that p is an i.i.d. product state is usually

too strong: it corresponds to the (unrealistic) assumption that Eve executes the same
independent attack in each round, a so-called collective attack.

1 Since p is a product of identical states, all of the terms H (A; |E;), are equal, i.e., ;':1 H(AEj)p =
nH(A;|E;)p for any i. We write the sum here explicitly to highlight the analogy with the EAT presented
below.



Generalised Entropy Accumulation Page 30f 43 261

The entropy accumulation theorem (EAT) [1] is a generalisation of the AEP which
requires far weaker assumptions on the state p o» g. Specifically, the EAT considers states
that result from a sequential process that starts with a state p%o p andinevery step outputs
a system A; and a piece of side information I;. The system E’ is not acted upon during
the process. The full side information at the end of this processis E = I} ... I, E’. We
can represent such a process by the following diagram, where M; are quantum channels.

E/
oY <
RoE! R R R Ru_1
0 M, 1 M, 2 ... " M,
Ay I A L Ay I,

The EAT requires an additional condition on the side information: the new side informa-
tion /; generated in round / must be independent from the past outputs A’~! conditioned
on the existing side information /'~! E’. Mathematically, this is captured by the condi-
tion that the systems A’~! <> I'"'E’ < I; form a Markov chain for any initial state

p%o I With this Markov condition, the EAT states that?

n
Hriin(An|InE/)M,1o-~-oM|(p(1)gOE/) > Zigf H(AILE) M) — OG/n),  (1.1)

i=1

where E is a purifying system isomorphic to R;_; and the infimum is taken over all
states w on systems R;_ E.

Let us discuss the model of side information used by the EAT in more detail. The EAT
considers side information consisting of two parts: the initial side information E’ (which
is not acted upon during the process) and the outputs /" = I ... I,,. This splitting of side
information into a “static” part E’ and a part /" which is generated in each step of the
process is particularly suited to device-independent cryptography: there, Eve prepares
a device in an initial state p%o I where Ry is the device’s internal memory and E’ is
Eve’s initial side information from preparing the device. Then, Alice (and Bob, though
we only consider Alice’s system here) executes a multi-round protocol with this device,
where each round leaks some additional piece of information I; to Eve, so that Eve’s
side information at the end of the protocol is I"E’. Indeed, the EAT has been used to
establish tight security proofs in the device-independent setting, see e.g., [4,5].

The Markov condition in the EAT captures the following intuition: if we want to find
abound on H;. (A"|I"E') in terms of single-round quantities, it is required that side
information about A; is itself output in step i, as otherwise we cannot hope to estimate
the contribution to the total entropy from step i. To illustrate what could happen without
such a condition, consider a case where A; is classical and no side information is output
in the first n — 1 rounds, but the side information 7, in the last round contains a copy of
the systems A" (which can be passed along during the process in the systems R;). Then,

2 The EAT from [1] also makes an analogous statement about an upper bound on the max-entropy Hmax-
We derive a generalisation of that statement in Appendix A but only focus on Hpy,j, in the introduction and
main text since that is the case that is typically relevant for applications.

3 In fact, the EAT is more general in that it allows taking into account observed statistics to restrict the
minimization over w4, p; g, but we restrict ourselves to the simpler case without statistics in this introduction.
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clearly H:. (A"|I"E') = 0, but for the first n — 1 rounds, each single-round entropy
bound that only considers the systems A; and I; can be positive.

Main result In this work, we further relax the assumptions on how the final state p s» g is
generated. Specifically, we consider sequential processes as in the EAT, but with a fully
general model of side information, i.e., the side information can be updated in each step
in the process. Diagrammatically, such a process can be represented as follows:

Ey E; E; En— E,
0
pR0E0< R M| R M| R k., M| &)
Aq Ay Ay

Our generalised EAT then states the following.

Theorem 1.1. Consider quantum channels M; : Ri_E;i_1 — A; R; E; that satisfy the
Sfollowing “non-signalling” condition (discussed in detail below): for each M;, there
must exist a quantum channel R; : Ei_1 — E; such that

TrAiRi o J\/li = Ri o TI‘RF1 . (12)

Then, the min-entropy of the outputs A" conditioned on the final side information E,
can be bounded as

n
Hiin A" 1En) ooyl o) = D108 HAE B My — O/, (13)

i=1

where Ei_y = Ri_1Ei_1 isa purifying system for the input to M,; and the infimum is
taken over all states w on systems Ri_1E;i_1E;_1.*

We give a formal statement and proof in Sect.4 and also show that, similarly to the
EAT, statistics collected during the process can be used to restrict the minimization over
w (see Theorem 4.3 for the formal statement). By a simple duality argument, Eq. (1.3)
also implies an upper bound on the smooth max-entropy Hpax, Which we explain in
Appendix A. This generalises a similar result from [1], although in [1] one could not
make use of duality due to the Markov condition and instead had to prove the statement
about Hp,x separately, again highlighting that our generalised EAT is easier to work
with.

The intuition behind the non-signalling condition in our generalised EAT is similar
to the Markov condition in the original EAT: by the same reasoning as for the Markov
condition, since the lower bound is made up of terms of the form H (A; | E; Ei_1) M (w)» it
is required that side information about A; that is present in the final system E,, is already
present in E;. This means that side information about A; should not be passed on via
the R-systems and later be included in the E-systems. The non-signalling condition
captures this requirement: it demands that if one only considers the marginal of the new

4 As usual, the channels M, act as identity on any additional systems that may be part of the input state,
ie. Mi(wRi—lEi—l Ei—l) =WM;® idEi_1 )(a)Rl__lEi_1 Ei_]) is a state on A; R; E; E;_1. In particular, the

register E;_1 containing a purification of the input is also part of the output state.
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side information E; (without the new output A;), it must be possible to generate this
state from the past side information E;_; alone, without access to the system R;_1. This
means that any side information that E; contains about the past outputs Aj ... A;_| must
have essentially already been present in E;_; and could not have been stored in R;_;.

The name “non-signalling condition” is due to the fact that Eq. (1.2) is a natural
generalisation of the standard non-signalling conditions in non-local games: if we view
the systems R;_1 and R; A; as the inputs and outputs on “Alice’s side” of M;, and E;_
and E; as the inputs and outputs on “Eve’s side”, then Eq. (1.2) states that the marginal
of the output on Eve’s side cannot depend on the input on Alice’s side. This is exactly
the non-signalling condition in non-local games, except that here the inputs and outputs
are allowed to be fully quantum.

To understand the relation between the Markov and non-signalling conditions, it is
instructive to consider the setting of the original EAT as a special case of our generalised
EAT. In the original EAT, the full side information available after step i is E’I’, and past
side information is not updated during the process. For our generalised EAT, we therefore
set E; = E'I' and consider maps M; = M ®idg,_,,where M} : Ri_1 — A;I;R;isthe
map used in the original EAT. We need to check that with this choice of systems and maps,
the Markov condition of the original EAT implies the non-signalling condition of our

generalised EAT. The Markov condition requires that for any state input w'_; A-Li-1 R EP

the output state wA,I,R = = M, (') satisfies A"~ < I'"1E’ < ;> It is then a
standard result on quantum Markov chains [6] that there must exist a quantum channel
R; : I''VE’ — I'E’ such that wllE, =R; (a)l, lE’) Remembering that we defined
E; =E'I' (sothat R; : Ei_; — E;)and adding the systems Al (on which both M;
and R; act as identity), we find that M; satisfies the non-signalling condition:

TI”ARIOM((U —'R(lx) )—R OTl”Rll(u)

0
Ai— lR, 1E;_ l)_wAi—lE Ai— lE Ai— lRl 1Ei_ 1)

Then, noting that all conditioning systems on which M; acts as the identity map can
collectively be replaced by a single purifying system isomorphic to the input, we see
that we recover the original EAT (Eq. (1.1)) from our generalised EAT (Eq. (1.3)).

We emphasise that while the original EAT with the Markov condition can be recovered
as a special case, our model of side information and the non-signalling condition are
much more general than the original EAT; arguably, for a sequential process they are
the most natural and general way of expressing the notion that future side information
should not contain new information about past outputs, which appears to be necessary
for an EAT-like result. To demonstrate the greater generality of our result, in Sect.5 we
use it to give the first multi-round proof for blind randomness expansion, a task to which
the original EAT could not be applied, and a more direct proof of the E91 QKD protocol
than was possible with the original EAT. Our generalised EAT can also be used to prove
security of a much larger class of QKD protocols than the original EAT. Interestingly, for
(device-dependent) QKD protocols, no “hidden system” R is needed and therefore the
non-signalling condition is trivially satisfied, i.e., the advantage of our generalised EAT
for QKD security proofs stems entirely from the more general model of side information,
not from replacing the Markov condition by the non-signalling condition; see Sect.5.2

5 Strictly speaking, the EAT as stated in [1] only requires that this Markov property holds for any input
state !~ in the image of the previous maps M;_1 o --- o M. The same is true for the non-signalling
condition, i.e., one can check that our proof of the generalised EAT still works if the map R; only satisfies Eq.
(1.2) on states in the image of M;_1 o --- o M. To simplify the presentation, we use the stronger condition
Eq. (1.2) throughout this paper.
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for an informal comparison of how the original and generalised EAT can be applied to
QKD, and [7] for a detailed treatment of the application of our generalised EAT to QKD,
including protocols to which the original EAT could not be applied.
Proof sketch. The generalised EAT involves both the min-entropy, which can be viewed
as a “worst-case entropy”, and the von Neumann entropy, which can be viewed as an
“average case entropy”. These two entropies are special cases of a more general family
of entropies called Rényi entropies, which are denoted by H,, for a parameter @ > 1
(see Sect. 2.2 for a formal definition).® The min-entropy can be obtained from the Rényi
entropy by taking @ — 00, whereas the von Neumann entropy corresponds to the limit
a — 1. Hence, the Rényi entropies interpolate between the min-entropy and the von
Neumann entropy, and they will play a crucial role in our proof.

The key technical ingredient for our generalised EAT is a new chain rule for Rényi
entropies (Theorem 3.6 in the main text).

Lemma 1.2. Let @ € (1,2), pare a quantum state, and M : RE — A’R'E’ a quan-
tum channel which satisfies the non-signalling condition in Eq. (1.2), i.e. there exists a
channel R : E — E’ such that Trprgr o M = R o Trg. Then

Ho(AN|E) My = Ho(AIE) + inf H 1 (A'IE'E) pwy (14)

REE 2~

for a purifying system E = RE, where the infinimum is over all quantum states w on
systems REE.

We first describe how this chain rule implies our generalised EAT, following the same
idea as in [1,8]. For this, recall that our goal is to find a lower bound on
HE. (A"|Ey,) Moo M, (p(l)?oEo ) for a sequence of maps satisfying the non-signalling con-
dition Tra, g, o M; = R; o Trg,_,. As a first step, we use a known relation between
the smooth min-entropy and the Rényi entropy [3], which (up to a small penalty term
depending on ¢ and @) reduces the problem to lower-bounding

n _ n—1
Ha (A |En)M"°"‘°M1(P(I)€0E0) = H,(A,A |En)Mn0"'°Ml(p(l)€0Eo) '

To this, we can apply Lemma 1.2 by choosing A = A"~ A’ = A,, E = E,_,,
E'=E,,R=R, |,RR=R,,andp =M, _10---0 Ml(p%OEo). Then, since the
map M, satisfies the non-signalling condition, Lemma 1.2 implies that

-1
HG(A’“EI’I)MnO'"OMl(PROEO) > Ha(Arll |En—l)Mn—1o-~oM1(PR0E0)
+ inf _ H (An|EnEn—l)Mn(w) .
WES(Ry—1Eg—1Eqep) T

We can now repeat this argument for the term H(Y(A’f*1 En—1)M,_, oo M (pRy Q)" After
n applications of Lemma 1.2, we find that

n

Ho (A1 En) Myoo My (pryig) = D inf  H 1 (AEEi—) M) -
i—] WES(Ri—1Ei—1Ei_1) 2o

6 We note that the definition of Rényi entropies can be extended to @ < 1, but we will only need the case
a > 1.
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To conclude, we use a continuity bound from [8] to relate H e (A |E; Ei_1) M;(w)

to H(A;|E; E,-,l) M, (w)- It can be shown that for a suitable choice of a, the penalty
terms we incur by switching from the min-entropy to the Rényi entropy and then to
the von Neumann entropy scale as O(/n). Therefore, we obtain Eq. (1.3). We also
provide a version that allows for “testing” (which is crucial for application in quantum
cryptography and explained in detail in Sect.4.2) and features explicit second-order
terms similar to those in [8].

We now turn our attention to the proof of Lemma 1.2. For this, we need to introduce
the (sandwiched) Rényi divergence of order a between two (possibly unnormalised)
quantum states p and o, denoted by Da(p || 0'). We refer to Sect.2.2 for a formal
definition; for this overview, it suffices to know that Da(p || 0') is a measure of how
different p is from o, and that the conditional Rényi entropy is related to the Rényi
divergence by

Hqo(A|B)p = _Dar(PAB H T4 ®pB) .

Our starting point for proving Lemma 1.2 is the following chain rule for the Rényi
divergence from [9]:

1
Da(M(p) | F(@) = Dalpare | oare) + lim ~  sup Do(M®(w) | 72" (w)) .
Wpnpn gn
(1.5)

where M and F are (not necessarily trace preserving) quantum channels from RE to
A'R'E’, and p and o are any quantum states on ARE. The optimization is over all
quantum states w on n copies of the systems REE (with E = RE as before).

Making a suitable choice of F (which depends on M) and o (which depends on p),
one can turn Eq. (1.5) into the following chain rule for the conditional Rényi entropy:

1 5
Ho(AA'|E) pMp) = Ha(AIRE), + lim — inf  Ho((A)'|(E))'E™) pen () -
n

—>OO N Wpngngn

(1.6)

This chain rule resembles Lemma 1.2, but is significantly weaker and cannot be used to
prove a useful entropy accumulation theorem. The reason for this is twofold:

(1) Equation (1.6) provides a lower bound in terms of H,(A|RE), not Hy(A|E). The
additional conditioning on the R-system can drastically lower the entropy: for exam-
ple, in a device-independent scenario, R would describe the internal memory of the
device. Then, Alice’s output A contains no entropy when conditioned on the internal
memory of the device that produced the output, i.e. Hy(A|RE) = 0. On the other
hand, Alice’s output conditioned only on Eve’s side information E may be quite large
(and can usually be certified by playing a non-local game), i.e. H,(A|E) > O.

(i) Equation (1.6) contains the regularised quantity lim,_, o %inf @ g g o H, (AN
(EY'E™) M®n (). Due to the limit n — oo, this quantity cannot be computed nu-
merically and therefore the bound in Eq. (1.6) cannot be evaluated for concrete
examples.

‘We now describe how we overcome each of these issues in turn.
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®

(ii)

We prove a new variant of Uhlmann’s theorem [10], a foundational result in quantum
information theory. The original version of Uhlmann’s theorem deals with the case
of @ = 1/2; we show that for @ > 1, a similar result holds, but an additional
regularisation is required. Concretely, we prove that for any states parg and o 4g:

1 N
lim — _inf Da<p§]1§E || O'AkRkEk> = Da/(PAE || O'AE) . (1.7)

k— 00 G ok gk gk

A _ ek
St O gk k=0 Af

The proof of this result relies heavily on the spectral pinching technique [11,12] and
we refer to Lemma 3.3 for details as well as a non-asymptotic statement with explicit
error bounds. We make use of this extended Uhlmann’s theorem as follows: for the
case we are interested in, the map F in Eq. (1.5) satisfies a non-signalling condition.

We can show that this condition implies that for any state G 4x gk gt S.t. T gk gk = 0'?5:

1
Da(M(p) | F(@) = 2 Da(MP (05hp) | FH@pinipn)) -

Applying Eq. (1.5) to the r.h.s. of this equality results in a bound that contains
Da(P;;@;E I a’AkRkEk). We can now minimise over all states 0 4« gk gk S.t. O 4k gt =

0'?5 and take the limitk — oo. Then, Eq. (1.7) allows us to drop the R-system. There-
fore, under the non-signalling condition on F, we obtain the following improved chain
rule for the sandwiched Reényi divergence, which might be of independent interest:

1
Da(M(p) | F(@)) < Dalpag |oag) + lim ~ sup  Da(M® (@) | F*"(W)) .

—on Wpnpn gn

Using this chain rule, we can show that Eq. (1.6) still holds if H, (A|RE) is replaced
by Hy(A|E).

To remove the need for a regularisation in Eq. (1.6), we show that due to the
permutation-invariance of M®" and F®", for « > 1 and n — 00 one can re-
place the optimization over w g, o With a fixed input state, namely the projector

onto the symmetric subspace of R" E" E". For this replacement, one incurs a small
loss in a, replacing it by ﬁ (which is only slightly larger than « in the typical
regime where « is close to 1). The projector onto the symmetric subspace has a
known representation as a mixture of tensor product states [13]. Combining these
two steps, we show that the optimization over w g, pu g Can be restricted to tensor
product states, which means that the regularisation in Eq. (1.6) can be removed (see
Sect. 3.2 for details):

1 ~ -
lim — inf Ha((A/)n|(E/)"E")M®n(w) > inf HL(A/|E/E)M((U) .
WREE

n—>00 1l Wpnpngn 2—a

Combining these results yields Lemma 1.2 and, as a result, our generalised EAT.

Sample application: blind randomness expansion. The main advantage of the generalised
EAT over previous results is its broader applicability. For example, as demonstrated in
[7], the generalised EAT can be used to prove the security of prepare-and-measure QKD
protocols, which is of immediate practical relevance, and can also simplify the analysis
of entanglement-based QKD protocols as discussed in Sect.5.2. Here, we focus on the
application of our generalised EAT to mistrustful device-independent (DI) cryptography.
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In mistrustful DI cryptography, multiple parties each use a quantum device to execute
a protocol with one another. Each party trusts neither its quantum device nor the other
parties in the protocol. Hence, from the point of view of one party, say Alice, all the
remaining parties in the protocol are collectively treated as an adversary Eve, who may
also have prepared Alice’s untrusted device.

While the original EAT could be used to analyse DI protocols in which the parties trust
each other, e.g. DIQKD [14], the setting of mistrustful DI cryptography is significantly
harder to analyse because the adversary Eve actively participates in the protocol and
may update her side information during the protocol in arbitrary ways. Analysing such
protocols requires the more general model of side information we deal with in this paper.
As a concrete example for mistrustful DI cryptography, we consider blind randomness
expansion, a primitive introduced in [15]. Previous work [15,16] could only analyse
blind randomness expansion under the i.i.d. assumption. Here, we give the first proof
that blind randomness expansion is possible for general adversaries. The proof is a
straightforward application of our generalised EAT and briefly sketched below; we refer
to Sect. 5.1 for a detailed treatment.

In blind randomness expansion, Alice receives an untrusted quantum device from the
adversary Eve. Alice then plays a non-local game, e.g. the CHSH game, with this device
and Eve, and wants to extract certified randomness from her outputs of the non-local
game, i.e. we need to show that Alice’s outputs contain a certain amount of min-entropy
conditioned on Eve’s side information. Concretely, in each round of the protocol Alice
samples inputs x and y for the non-local game, inputs x into her device to receive outcome
a, and sends y to Eve to receive outcome b; Alice then checks whether (x, y, a, b)
satisfies the winning condition of the non-local game. For comparison, recall that in
standard DI randomness expansion [17-21], Alice receives two devices from Eve and
uses them to play the non-local game. This means that in standard DI randomness
expansion, Eve never learns any of the inputs and outputs of the game. In contrast, in
blind randomness expansion Eve learns one of the inputs, y, and is free to choose one of
the outputs, b, herself. Hence, Eve can choose the output b based on past side information
and update her side information in each round of the protocol using the values of y and
b.

To analyse such a protocol, we use the setting of Theorem 1.1, with A; represent-
ing the output of Alice’s device D from the non-local game in the i-th round, R; the
internal memory of D after the i-th round, and E; Eve’s side information after the i-th
round, which can be generated arbitrarily from entanglement shared between Eve and
D at the start of the protocol and information Eve gathered during the first i rounds
of the protocol. The map M; describes one round of the protocol, and because Alice’s
device and Eve cannot communicate during the protocol it is easy to show that the
non-signalling condition from Theorem 1.1 is satisfied. Therefore, we can apply Theo-
rem 1.1 to lower-bound Alice’s conditional min-entropy Hpin(A"|E,) in terms of the
single-round quantities inf ,, H (A;|E; Ei_1) Mi(w)-7 This single-round quantity corre-
sponds to the i.i.d. scenario, i.e. the generalised EAT has reduced the problem of showing
blind randomness expansion against general adversaries to the (much simpler) problem
of showing it against i.i.d. adversaries. The quantity inf,, H(A;|E; Eifl)Ml-(w) can be
computed using a general numerical technique [22], and for certain classes of non-local
games it may also be possible to find an analytical lower bound using ideas from [15, 16].

7 In fact, in order for this single-round quantity to be positive one has to restrict the infimum to input states
that allow the non-local game to be won with a certain probability. This requires using the generalised EAT
with testing (Sect.4.2), not Theorem 1.1. We refer to Sect. 5.1 for details.
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Inserting the single-round bound, we obtain a lower bound on Hpi, (A"|E},) that scales
linearly with n, showing that blind randomness expansion is possible against general
adversaries. We also note that as explained in [15], this result immediately implies that
unbounded randomness expansion is possible with only three devices, whereas previous
works required four devices [21,23,24].

Future work In this work, we have developed a new information-theoretic tool, the
generalised EAT. The generalised EAT deals with a more general model of side informa-
tion than previous techniques and is therefore more broadly and easily applicable. In par-
ticular, our generalised EAT can be used to analyse mistrustful DI cryptography. We have
demonstrated this by giving the first proof of blind randomness expansion against general
adversaries. We expect that the generalised EAT could similarly be used for other proto-
cols such as two-party cryptography in the noisy storage model [25] or certified deletion
[16,26,27]. In addition to mistrustful DI cryptography, our result can also be used to give
new proofs for device-dependent QKD, as demonstrated in Sect. 5.2 and [7], and is appli-
cable to proving the security of commercial quantum random number generators, which
typically have correlations between rounds due to experimental imperfections [28].

Beyond cryptography, the generalised EAT is useful whenever one is interested in
bounding the min-entropy of a large system that can be decomposed in a sequential way.
Such problems are abundant in physics. For example, the dynamics of an open quantum
system can be described in terms of interactions that take place sequentially with different
parts of the system’s environment [29]. In quantum thermodynamics, such a description
is commonly employed to model the thermalisation of a system that is brought in contact
with a thermal bath. For a lack of techniques, the entropy flow during a thermalisation
process of this type is usually quantified in terms of von Neumann entropy rather than
the operationally more relevant smooth min- and max-entropies [30]. The generalised
EAT may be used to remedy this situation. A similar situation arises in quantum gravity,
where smooth entropies play a role in the study of black holes [31].

In a different direction, one can also try to further improve the generalised EAT itself.
Compared to the original EAT [1], our generalised EAT features a more general model
of side information and a weaker condition on the relation between different rounds,
replacing the Markov condition of [1] with our weaker non-signalling condition in Eq.
(1.2). It is natural to ask whether a further step in this direction is possible: while the
model of side information we consider is fully general, it may be possible to replace
the non-signalling condition with a weaker requirement. We have argued above that our
non-signalling condition appears to be the most general way of stating the requirement
that future side information does not reveal information about past outputs, which seems
necessary for an EAT-like theorem.® It would be interesting to formalise this intuition
and see whether our theorem is provably “tight” in terms of the conditions placed on the
sequential process. Furthermore, it might be possible to improve the way the statistical
condition in Theorem 4.3 is dealt with in the proof, e.g. using ideas from [33,34].

8 In an EAT-like theorem, the entropy contribution from a particular round i has to be calculated conditioned
on the side information revealed in that round because we want to analyse the process round-by-round, not
globally. If a future round revealed additional side information, then the total entropy contributed by round
i would decrease, but there is no way of accounting for that in an EAT-like theorem that simply sums up
single-round contributions. As an extreme case, the last round of the process could reveal all prior outputs as
side information, so that the total amount of conditional entropy produced by the process is 0, but single-round
entropy contributions could be positive. This demonstrates the need for some condition that enforces that
future side information does not reveal information about past outputs. We note that this does not mean that
there is no way of proving an entropy lower bound in more general settings: for example, [32] do show a
bound on the entropy produced by parallel repeated non-local games, but this requires a global analysis.
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Finally, one could attempt to extend entropy accumulation from conditional entropies
to relative entropies. Such a relative entropy accumulation theorem (REAT) would be
the following statement: for two sequences of channels {£, ..., &,} and {F1, ..., Fy,}
(where F; need not necessarily be trace-preserving), and ¢ > 0,

max

Di o (Eno- o0& ||fno-.-of1)%ZD”g(5,- | Fi) + 0(V/n).
i=1

Here, Dy, is the s-smooth max-relative entropy [11] and we used the (regularised)
channel divergences defined in Definition 2.5. The key technical challenge in proving
this result is to show that the regularised channel divergence DL (5,- H .7%) is continuous
in@ ata = 1, which is an important technical open question. If one had such a continuity
statement and the maps F; additionally satisfied a non-signalling condition (which is
not required for the statement above), one could also use our Theorem 3.1 to derive a

more general REAT, which would imply our generalised EAT.

2. Preliminaries

2.1. Notation. Throughout this paper, we restrict ourselves to finite-dimensional Hilbert
spaces. The set of positive semidefinite operators on a quantum system A (with asso-
ciated Hilbert space H 4) is denoted by Pos(A). The set of quantum states is given by
S(A) = {p € Pos(A) | Tr[p] = 1}. The set of completely positive maps from linear
operators on A to linear operators on A’ is denoted by CP(A, A’). If such a map is
additionally trace preserving, we call it a quantum channel and denote the set of such
maps by CPTP(A, A’). The identity channel on system A is denoted as id 4. The spectral
norm is denoted by || || 5-

A cqg-state is a quantum state p € S(X A) on a classical system X (with alphabet X')
and a quantum system A, i.e. a state that can be written as

pxa= Y 1X)x|®par
xeX
for subnormalised p4 » € Pos(A). For Q2 C X, we define the conditional state

1
Pr,[Q]

pxalQ = Z [x}x| ® pa,x, where Pr,[Q]:= Z Tr[pa.] -
xeQ

xe

If © = {x}, we also write pxa|x for px 4.

2.2. Rényidivergence and entropy. We will make extensive use of the sandwiched Rényi
divergence [35,36] and quantities associated with it, namely Rényi entropies and channel
divergences. We recall the relevant definitions here.

Definition 2.1 (Rényi divergence). For p € S(A), o € Pos(A), and a € [1/2,1) U
(1, co) the (sandwiched) Rényi divergence is defined as

1 1—a l—a\ @
Da(p H 0') ::a 3 log Tr[(o- Za po la ) ]

for supp(p) € supp(o), and +oo otherwise.
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From the Rényi divergence, one can define the conditional Rényi entropies as follows
(see [11] for more details).

Definition 2.2 (Conditional Rényi entropy). For a bipartite state pap € S(AB) and
a €[1/2,1)U (1, c0), we define the following two conditional Rényi entropies:

Ha(A|B)p = —Dalpagllla®pp) and  HL(AIB)p= sup —Da(paplla®0cp).
opeS(B)

From the definition it is clear that H,(A|B) < H (Tl (A|B). Importantly, a relation for
the other direction also holds.

Lemma 2.3 ([11, Corollary 5.3]). For pap € S(AB) and a € (1,2):
Ho(A|B), > H;(Aw)p.

a

Inthelimita — 1 the sandwiched Rényi divergence converges to the relative entropy:
lim Do(p | o) = D(pllo) = Tr[p(logp —log )] .

Accordingly, the conditional Rényi entropy converges to the conditional von Neumann
entropy:

lim Ha(A|B)y = H(A|B)p = H(AB)p — H(B)p = — Tr[pag log pag] + Tr[op log pp] -

Conversely, in the limit@ — oo, the Rényi entropy H ! converges to the min-entropy.
We will make use of a smoothed version of the min-entropy, which is defined as follows
(2].

Definition 2.4 (Smoothed min-entropy). For pap € S(AB) and ¢ € [0, 1], the e-
smoothed min-entropy of A conditioned on B is

1
-1 _
Op PABOp

D=

HE¢. (A|B), = —1lo inf inf
min(A1B)p 8 5aneBe(pan) o5 ES(B)

where |||, denotes the spectral norm and B, (p 4p) is the e-ball around p 4 p in term of
the purified distance [11].

)

o]

Finally, we can extend the definition of the Rényi divergence from states to channels.
The resulting quantity, the channel divergence (and its regularised version), will play an
important role in the rest of the manuscript.

Definition 2.5 (Channel divergence). For & € CPTP(A, A"), F € CP(A, A’), and
a €[1/2,1)U (1, 00), the (stabilised) channel divergenceg is defined as
Do(E]F)= sup Do) | Fw)) . @.1)
weS(AA)

where without loss of generality A= A.The regularised channel divergence is defined as
1 1
— i ® ®ny _ ® ®
DEH(E || F) = Jim - Da(E%" | FE) = sup Do (%" | F2") .

9 “Stabilised” refers to the fact that the supremum in Eq. (2.1) maximises over states in S(Afi), not just
S(A), i.e. the maximisation includes a purifying system A. One can also consider non-stabilised channel
divergences, where the supremum is only over states in S(A). However, in this paper we only use the stabilised
channel divergence.
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We note that the channel divergence is in general not additive under the tensor prod-
uct [37, Proposition 3.1], so the regularised channel divergence can be strictly larger
that the non-regularised one, i.e., DyE (5 || F ) > Da(f) || F ) The regularised channel
divergence, however, does satisfy an additivity property:

Dree <5®k “ }-®k>

: 1 n n : 1 n' n’
:nlﬁléo;D“(g®k | F* ) =k lim ;Da<5® | F® ):kDf;g(g | 7).
(2.2)

where we switched to the index n’ = kn for the second equality.

2.3. Spectral pinching. A key technical tool in our proof will be the use of spectral
pinching maps [38], which are defined as follows (see [12, Chapter 3] for a more de-
tailed introduction).

Definition 2.6 (Spectral pinching map). Let p € Pos(A) with spectral decomposition
p = > APy, where 1 € Spec(p) C Rsg are the distinct eigenvalues of p and P,
are mutually orthogonal projectors. The (spectral) pinching map P, € CPTP(A, A)
associated with p is given by

Pp(w):= Z Pyw P, .
AeSpec(p)

We will need a few basic properties of pinching maps.

Lemma 2.7 (Properties of pinching maps). For any p, o € Pos(A), the following prop-
erties hold:

(i) Invariance: P,(p) = p.

(ii) Commutation of pinched state: [0, Ps(p)] = 0.

(iii) Pinching inequality: Ps(p) > mp.

(iv) Commutation of pinching maps: if [p, o] = 0, then P, 0o Py = Py 0 P,.
(v) Partial trace: Trg [PpA®]13 (wAB)] =Py (wa) Ywap € Pos(AB).

Proof. Properties (i)—(iii) follow from the definition and [3, Chapter 2.6.3] or [12,
Lemma 3.5].

For the fourth statement, note that since [p, 0] = 0, there exists a joint orthonormal
eigenbasis {|x;)} of p and 0. Let P, be the projector onto the eigenspace of p with eigen-
value 4, and Q, the projector onto the eigenspace of o~ with eigenvalue . We can expand

Pa= Y ladul oand Q= Y )l
i s.t.plxj)=A|x;) jstoolxj)=plx;)
Since {|x;)} is a family of orthonormal vectors,
PAQu= Y. lxdul=QuPa,
i s.t. plx;)=A|x;)
and o |x;)=p|x;)

which implies commutation of the pinching maps.
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For the fifth statement, note that if we write p = ), 1P, with eigenprojectors P;,
then the set of eigenprojectors of p4 ® 1 is simply { P, ® 15}. Hence,

Trg[Po,elz@an)] = Z Trp[Pa® lpwapPa® 1p]
2

=Y Py Trglwap]l Pa=Pp,(wa).
P

O

It is often useful to use the pinching map associated with tensor power states, i.e.,
P,en. This is because for p € Pos(A), the factor |Spec(p®™)| from the pinching inequal-
ity (see Lemma 2.7) only scales polynomially in n (see e.g. [12, Remark 3.9]):

Spec(p®")| < (n + HImA=T, (2.3)

In fact, we can show a similar property for all permutation-invariant states, not just tensor
product states.

Lemma 2.8. Let p € Pos(A®") be permutation invariant and denote d = dim(A). Then
Spec(p)| < (n +d)?@+D/2

Proof. By Schur-Weyl duality and Schur’s lemma (see e.g. [39, Lemma 0.8 and Theorem
1.10]), since p is permutation-invariant, we have

P = @ p(/l)Q,z ® ILP,[ s
A€Ly

where = denotes equality up to unitary conjugation (which leaves the spectrum invari-
ant), Z  is the set of Young diagrams with n boxes and at most d rows, 0 and P, are
systems whose details need not concern us, and p(1) € Pos(Q,). From thisitis clear that

ISpec(p)| < D ISpec(p())| < ) dim(Q.).

A€ly p A€ly p

It is known that |Zy ,| < (n+ 1)? and dim(Q,) < (n +d)?@~1/2 (see e.g. [40, Section
6.2]). Hence

ISpec(p)| < (n + 1) (n +d)?@=D/2 < (n + d)4@*+D/2

Corollary 2.9. Let p, o € Pos(A) and d = dim(A). Then
ISpec(Pyon (™M) | < (n +d)@D/2,

Proof. Note that P,en (o®") is itself not a product state because the eigenprojectors of

0®" do not have a product form. However, since every eigenspace of p®" is permutation-
invariant, P,en (o-®") is permutation-invariant, too, so we can apply Lemma 2.8. O
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3. Strengthened Chain Rules

One of the crucial properties of entropies are chain rules, which allow us to relate en-
tropies of large composite systems to sums of entropies of the individual subsystems. In
this section, we prove two new such chain rules, one for the Rényi divergence (Theorem
3.1, which is a generalisation of [9, Corollary 5.1]) and one for the conditional entropy
(Theorem 3.6). The chain rule from Theorem 3.6 is the key ingredient for our generalised
EAT, to which we will turn our attention in Sect.4. Theorem 3.6 plays a similar role
for our generalised EAT as [1, Corollary 3.5] does for the original EAT, but while the
latter requires a Markov condition, the former does not. As a result, our generalised EAT
based on Theorem 3.6 also avoids the Markov condition.

The outline of this section is as follows: we first prove a generalised chain rule for the
Rényi divergence (Theorem 3.1). This chain rule contains a regularised channel diver-
gence. As the next step, we show that in the special case of conditional entropies, we can
drop the regularisation (Sect.3.2). This allows us to derive a chain rule for conditional
entropies from the chain rule for channels (Sect. 3.3).

3.1. Strengthened chain rule for Rényi divergence. The main result of this section is the
following chain rule for the Rényi divergence.

Theorem 3.1. Let « > 1, p € S(AR), 0 € Pos(AR), £ € CPTP(AR, B), and
F € CP(AR, B). Suppose that there exists R € CP(A, B) such that F = RoTrg. Then

Do(E(par) | F(oar)) < Dolpa | oa) + DEE(E | F) . (3.1

This is a stronger version of an existing chain rule due to [9], which we will use in
our proof of Theorem 3.1:

Lemma 3.2 ([9, Corollary 5.1]). Let@ > 1, p € S(A), o € Pos(A), £ € CPTP(A, B),
and F € CP(A, B). Then

Do(E(p) | F(0) < Dalp|| o) + DEE(E | F) . (32)

The difference between Theorem 3.1 and Lemma 3.2 is that on the r.h.s. of Eq. (3.1),
we only have the divergence Da(p A H o-A) between the two reduced states on system
A. In contrast, if we used Eq. (3.2) with systems AR, then we would get the divergence
D, (p AR ” oA R) between the full states. In particular, the weaker Lemma 3.2 can easily
be recovered from Theorem 3.1 by taking the system R to be trivial, in which case the
condition F = R o Trg becomes trivial, too.

While the difference between Theorem 3.1 and Lemma 3.2 may look minor at first
sight, the two chain rules can give considerably different results: in general, the data pro-
cessing inequality ensures that Da(pA || O'A) < D(,(pAR || O'AR), but the gap between
the two quantities can be significant, i.e., there exist states for which D, (p A || o-A) <
Da(p AR || oA R). In such cases, Theorem 3.1 yields a significantly tighter bound. This
turns out to be crucial if we want to apply this chain rule repeatedly to get an EAT.

We also note that the statement of Theorem 3.1 is known to be correct also for
a = 1 [37, Theorem 3.5]. However, this requires a separate proof and does not follow
from Theorem 3.1 as it is currently not known whether the function a — Dg® (5 || F )

is continuous in the limit @ \ 1.1°

10 1¢ is well-known [3, Lemma 8] that lim o\ | Do (5 ” f) = D(Ell]—'), but it is unclear whether the same
holds for the regularised quantity.
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We now turn to the proof of Theorem 3.1. The key question for the proof is the
following: given states p4g and o4, does there exist an extension o4 of 04 such that
D, (pA || O'A) =D, (pAR || O'AR)? For the special case of @ = 1/2, an affirmative an-
swer is given by Uhlmann’s theorem [10] (see also [11, Corollary 3.14]). This also holds
for @ = o0, but not in general for @ > 1 as discussed in Sect. B. The following lemma
shows that a similar property still holds for @ > 1 on a regularised level.

Lemma 3.3. Consider quantum systems A and R with d = dim(A). For n € IN, we de-
fine A" = Ay ... A, where A; are copies of the system A, and likewise R* = Ry ... R,.
Then for p € S(AR), o € Pos(A), and a > 1 we have

1
Daloalon)= it Lby(o | oae)
6—A"R” s.t. ﬁ'AnZO'A n

a d(d+1)log(n+d)

-1 n

< Da(pA || U'A) + 5

Proof. The inequality

l A
Da(pa | oa) = inf _Da(,ﬂ?;; | G-angn)
(}AVLRVI s.t. é’AllzaA” n

follows directly from the data processing inequality for taking the partial trace over R",
and additivity of D, under tensor product [11].

For the other direction, we consider n-fold tensor copies of psg and o4, which we
denote by panpn = PAR Q- ® PA,R, and o an = AL Q- ®04,. ‘We define the
following two pinched states

Pungn = Poym@lp (Pangn) and  Pangn = p;‘xn®1Rn(p£4"R")' (3.3)

By definition of p g4n gn and using the pinching inequality (see Lemma 2.7(iii)) twice, we
have

pargn < |Spec(oan)|ISpec(p/yn)| pangn .

Using the operator monotonicity of the sandwiched Rényi divergence in the first argu-
ment [11] we find for any state G4n gn

R 1 «
Gangn) + ———n(n), (3.4)
na—1

1 N 1 R
2 Da(py | Garrr) < ~Da(parks
n n

with the error term

n(n) = log |Spec(can)| +log |Spec(p/yn)| -

To prove the lemma, we now need to bound the error term 77(n) and construct a specific
choice for o 4ngn for which o4n = O’?n and %Da(ﬁAan H a'Aan) < Da(pA ’ O'A).
We first bound n(n). Since o4» = o®", we have from Eq. (2.3) that |Spec(can)| <
(n + D4, where d = dim(A). To bound ISpec(p’yn)|, we note that by Eq. (3.3)
and Lemma 2.7(v)

p/An = Tar [PG'AVL ®1Lgn (,OA”R")] = PO'AVI (pA”) = PCF?” (pj?") . (35)
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We can therefore use Lemma 2.9 to obtain [Spec(p/y,)| < (n + d)dd+h/2

. Hence,
nn) <dd+1)logn+d). 3.6)

It thus remains to construct o-4» g satisfying the properties mentioned above. To do
so we first establish a number of commutation statements.

(i) From Lemma 2.7(ii) we have that [0 gn gn, p;‘,, ® 1 gn] = 0. Recalling the definition
of p’ from Eq. (3.3), we get
b = Tere [Py 10 Plane) | = Pty 0l = Pl (37)
where the final step uses Lemma 2.7(i). As a result we find
[Pankn, Par @ Lrn]=0. (3.9)
(ii) From Lemma 2.7(ii) we have that [p, g, 0a» ® 1gn] = 0. Taking the partial trace
over R", this implies [p/An, o4n] = 0, so by Lemma 2.7(iv) and Eq. (3.3)
Parkn =Py @14 (Poyn@1pn (0anR)) = Poryn@1 gn (Pp/An®]an (PA”R”)) .
Therefore, by Lemma 2.7(ii),
[Dangn, oan ® Lge] = 0. 3.9)
(iii) Taking the partial trace over R" in Eq. (3.9), we get
[Oan, oan] =0. (3.10)
Having established these commutation relations, we define 7 € CPTP(A”, A" R™) by11

1/2 1/2 ~1/2
T(LL)AH) == ,OAan,OAn/ CUA",OAn/ ,OA/an .

By construction,

T(pan) = pargn . (3.11)
We define

Oangn =T (oan) . (3.12)

To see that this is a valid choice of 7, i.e., that o gn = opn = a‘f”, we use Egs. (3.8),
(3.9) and (3.10) to find

~ 1/2 ~—1/2 A1/2 ~ J
gAn = TI'RN [PA/anPAn/ O—A”pAn/ PA/an] = TrR" [PA"R"PAnlO'A”:I =0An.

Using Egs. (3.11) and (3.12) followed by the data processing inequality [11], we
obtain

. 1 R 1 R
Oangn) = ;DQ(T(PA") | 7 (oan) < ;Da(pm \

1 .
;Da(pA"R” oar) . (3.13)

1 1n case p an does not have full support, we only take the inverse on the support of pn .
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By Egs. (3.7) and (3.3) we have pa» = p/;s = Po,u (0 an). Therefore, continuing from
Eq. (3.13) and using can = Py, (04n) followed by the data processing inequality gives

—_—

1
o) = ~Da(py" | o5") = Dalpa | oa) -

Inserting this and our error bound from Eq. (3.6) into Eq. (3.4) proves the desired state-
ment. O

1 R n
—Do(parrr | Gangr) < =Da(pan
n n

With this, we can now prove Theorem 3.1.

Proof of Theorem 3.1. Because D, is additive under tensor products, for any n € IN we
have

1
Do (E(par) ||~7:(U'AR))=n «(E®" SR | FE (0 5R)

1
= inf - Do (E¥"(05R) | F&" (G argn)) .

é’Aan s.t. a'An :O'E‘ZJ

(3.14)

where the second equality holds because F = R o Trg, so F&" (of%) = FO (G pngn)
for any 0-4n gn that satisfies Gan = o'f?". From the chain rule in Lemma 3.2 we get that
for any G-pngn:

IA

1 . 1
Da(E% 050 | P2 @ao)) < Dl | Fa0me) + L DEH(E | 7o)

1
= D4 (034 | Garwe) + DEEE | )

where for the second line we used additivity of the regularised channel divergence
(see Eq. (2.2)). Combining this with Eq. (3.14), we get

1 .
Do(E(par) | Floar)) < inf ~Da(pfg | danre) + DEEE| F) -
G pngn S.t. (5'An=0'An n

(3.15)

Finally, using Lemma 3.3 and the fact that d:=dim(A) and @ > 1 are constants inde-
pendent of n, we have

. 1
nlingo G angn q:niw o-®" n p (pAR ” O-Aan)

. d(d +1)log(n +d)
= Dalpa o) + Jim —— =

= Da(pa | oa) -

Therefore, takingn — ooinEq. (3.15) and inserting this yields the theorem statement. O
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3.2. Removing the regularisation. The chain rule presented in Theorem 3.1 contains a
regularised channel divergence term, which cannot be computed easily and whose be-
haviour as @ Y\ 1 is not understood. In this section we show that in the specific case
relevant for entropy accumulation, this regularisation can be removed. From this, we
then derive a chain rule for Rényi entropies in Theorem 3.6.

Definition 3.4 (Replacer map). The replacermap S4 € CP(A, A) is defined by its action
on an arbitrary state w4R:

Sa(war) =14 @ wr .
Note that as usual, when we write S4(waRr), we include an implicit tensoring with the
identity channel, i.e. Sp(wAR) = (S4 ® idg)(wAR).
Lemma 3.5. Let a € (1,2), £ € CPTP(AR, A'R’), and F = Sy o €, where Sy is the

replacer map. Then we have

DEE|F) =D (E]F) -

2-a

Proof. Due to the choice of F, we have that for any state ¢ € S(A"R"R") (with
R = AR):
D 5®n n j:‘@ﬂ "™ — _H (A/n R/nlén) )
«(E" W | FOM) = —Ha ((AVIRYRY)
From [41, Proposition I1.4] and [2, Lemma 4.2.2] we know that for every n, there exists
a symmetric pure state [") € Sym” (ARR) such that
Da(E%" | 797) = D (5767 | F21G0) = = Ha (WPIRYR) -

where " = [J")(¢"| and the supremum in the definition of the channel divergence is
achieved because the conditional entropy is continuous in the state. Let d = dim(ARR)
and g, ¢ = dim(Sym"(ARR)) < (n + 1)?°~1. We define the state

L =/,u(0'AR1§)0'f;R, (3.16)

where  is the Haar measure on pure states. We now claim that in the limit n» — oo, we
can essentially replace the optimizer zpz n g fon by the state Tzn R fon in Eq. (3.16). More
precisely, we claim that

1 - 1 3
lim = Ho ((A)"[(R)'R") gen gy = lim —H 1 ((A"Y'|(R)"R") gon(rny . (3.17)
n—oon n—»oon 2-a

To show this, we first use Lemma 2.3 to get

Ha (A |(RY R gon gy = H! 1 (A" I(RY"R")
2=a

gen(gm
It is know that TZ"R"R" is the maximally mixed state on Sym” (ARR) (see e.g. [13]).
Therefore,
n _ '_gl’l,dTn - l&n
Parp ™ g, =1
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is a valid quantum state (i.e. positive and normalised). Hence, we can write

1 1 .
T":(l— )p”+—w".
8n.d 8n.d

Using [1, Lemma B.5], it follows that

2—a

A () = H (A IRYR) o log(8na)
n

gonmy = n goneny a—1 n

2-a

Since k)g(nﬂ < d*-1 10% vanishesasn — 00, taking the limit and using H' Gl =
a
H% (:]-) proves Eq. (3.17).
Having established Eq. (3.17), we can now conclude the proof of the lemma as follows

1 ~
reg I - nn nn pn R
DFE(E | F) = = Jim ~Ha((AY'I(R)" R") gon g
1 -
< — lim —H 1 ((A)"|(R))"R") gon(en)
n—-oon 2—a
1
: - ®n - ®n Qn - ®n
im0 (620 [ s 177( [ emaosig) )
1
1 _ ®n ®n ®n ®n
= imoosep Do (5 (UARI?) |7 (UARR»
T rRES(ARR)

€7,

=D

1
2—a

where we used joint quasi-convexity [11, Proposition 4.17] in the fourth line and addi-
tivity under tensor products in the last line. O

3.3. Strengthened chain rule for conditional Rényi entropy. We next combine Theorem
3.1 with Lemma 3.5 to derive a new chain rule for the conditional Rényi entropy which
then allows us to prove the generalised EAT in Sect.4.

Lemma 3.6. Let « € (1,2), p € S(ARE), and M € CPTP(RE, A’R'E’) such that
there exists R € CPTP(E, E’) such that Trprgr o M = R o Trg. Then

Ho(AA|E My = Ho(AIE), +  inf _ H 1 (A'|E'E) pmw) (3.18)
WEeS(REE) 2«

for a purifying system E = RE.

Proof. We define the following maps'>

N=8S4y oM € CP(RE,A'R'E"),
M =ids ® Trgr o M € CPTP(ARE, AA'E)),
N=8yoM € CP(ARE, AA'E)).

12 The map M in the theorem statement is also implicitly tensored with an identity map on A, but for the
definition of M we make this explicit to avoid confusion when applying Theorem 3.1.
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Note that in Eq. (3.18), we can replace M by M, as the system R’ does not appear in
Eq. (3.18). With cagg = 14 ® pre and N' = Sy o M, we can write

—Ho(AX|E) papy = Do Mpare) | Noarp)) -

We now claim that there exists a map R € CP(AE, AA'E) such that N=Ro Trg. To
see this, observe that by assumption, Tr 4 oM = idg @ RoTrg for some R € CP(E, E’).
Then, we can define R € CP(AE, AA’'E) by its action on an arbitrary state wsg:

R(wap)=1a ® (ids ® R)(war) = Lo ® Trar o M(warg) = N(warE)

for any extension wrfg of w4g. Therefore, we can apply Theorem 3.1 to find
Drx(/\;l(PARE) I N(O’ARE)) < Do(paE | oaE) + Drfg<ﬂ;l I J\7> .

By definition of o, we have Da(pAE H O'AE) = —Hy(A|E),. Since the channel diver-
gence is stabilised (see Footnote 9), tensoring with id4 has no effect, i.e.,

(M| A7) = DSE(Tr 0 M | Teg o N) = D8 (T o M | Sar 0 Trip 0 M)

To this, we can apply Lemma 3.5 and obtain

DE(MIN) =D 4 (Trgro M| SpoTrproM) == inf  H 1 (AE'E) pm(a)
2-a weS(REE) 2@

with E = RE. Combining all the steps yields the desired statement. O

4. Generalised Entropy Accumulation

We are finally ready to state and prove the main result of this work which is a general-
isation of the EAT proven in [1]. We first state a simple version of this theorem, which
follows readily from the chain rule Theorem 3.6 and captures the essential feature of en-
tropy accumulation: the min-entropy of a state M, o- - -0 M (p) produced by applying a
sequence of n channels can be lower-bounded by a sum of entropy contributions of each
channel M;. However, for practical applications, it is desirable not to consider the state
M, 0---0M(p), but rather that state conditioned on some classical event, for example
“success” in a key distribution protocol — a concept called “testing”. Analogously to [1],
we present an EAT adapted to that setting in Sect.4.2.

4.1. Generalised EAT.

Theorem 4.1 (Generalised EAT).  Consider a sequence of channels M; €
CPTP(R;—1Ei—1, A;R;E;) such that for all i € {l,...,n}, there exists
Ri € CPTP(E;_1, E;) such that Trp, g, o M; = R; o Trg,_,. Then for any ¢ € (0, 1)
and any pryE, € S(RoEp)

n

Hisin (A" 1En) My o0 Mo (o) = D inf - HAIEE—) My(w) — OWD)
i—] WES(Ri—1Ei—1Ei_1)

for a purifying system Ei_; = Ri_1E;_1. For a statement with explicit constants, see
Eq. (4.1) in the proof.
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Proof. By [1, Lemma B.10], we have for @ € (1, 2)

. n 8(e)
Hmin(Al |En)Mno--<oM1(,DR0E0) z Ha’(Al |E”)Mn°'“°Ml(pROEO) - a—1
with g(e) = log(1 — /1 — ¢2). From Theorem 3.6, we have
H(I(Alil|En)MnO"'OM1(,DR()EO)
z HQ(A’ll_l|En—1)Mn710-"0M1(PROEO)
+ inf H (An|EnEn—1)Mn(w) :
WES(Ry1En—1En-1) 7@
Repeating this step n — 1 times, we get
H(Y(ArlllEn)M,,o-noM](PROEO) > Ho (A, |E1)M1(/’ROEO)
n
+ inf  H_1 (AIEE )M (w)
S weS(Ri_1EiiEim) T
n
> inf H 1 (Ai|EiEi-D) Mj(w) »

o1 @SSR EimEim) O

where the final step uses the monotonicity of the Rényi divergence in a [11, Corol-
lary 4.3]. From [1, Lemma B.9] we have foreachi € {1, ..., n} and « sufficiently close
to 1,

inf  H_ (AEEi-1) My(w)
WeS(Ri_1Ei_1Ei_) @
-1
) log? (1 +2 dim(A))).
weS(Ri—1 Ei—1Ei_1) —

. - a
> inf H(ANE Ei—1) M;(w) — )

Setting d4 = max; dim(A;) and combining the previous steps, we obtain

Hmln(A’]1 |En)Mno~~~oM1(pROEO)

- . ~ a— 2 g(e)
> inf - H(Ai|EiEi—l)M,-(w;) —n 2 log=(1+2dy) — i
i=] Wi€S(Ri—1Ei—1Ei_1) @ @
4.1
Using @ = 1 + O(1//n) yields the result. i

4.2. Generalised EAT with testing. Inthissection, we will extend Theorem4.1 to include
the possibility of “testing”, i.e., of computing the min-entropy of a cq-state conditioned
on some classical event. This analysis is almost identical to that of [8]; we give the full
proof for completeness, but will appeal to [8] for specific tight bounds. The resulting
EAT (Theorem 4.3) has (almost) the same tight bounds as the result in [8], but replaces
the Markov condition with the more general non-signalling condition. Hence, relax-
ing the Markov condition does not result in a significant loss in parameters (including
second-order terms).
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Consider a sequence of channels M; € CPTP(R;—1E;_1,C;A;R;E;) for
i € {l1,...,n}, where C; are classical systems with common alphabet C. We require
that these channels M; satisfy the following condition: defining M/ = Tr¢, o M;, there
exist channels 7; € CPTP(A;E;, C;A;E;) and 7 € CPTP(A"E,,, C" A"E,) such that
M; =T;oM;and Myo0---0oM; =T oM, o---0M)],where 7; and 7 have the form

Twar)= . MY @0 war MY @ NE) @ 1y, )i (v, 2lc,

ve)izeZ;
Twap)= Y. O3 @0 )wwe, M3 @0F) @ r(y. )Xr(y. 2len
yeY,zeZ

4.2)

where {I'IX_)}y and {l'IfEZi)}Z are families of mutually orthogonal projectors on A; and

E;,and r; : V; x Z; — C is a deterministic function Similarly, {l'[(y,,)}y and {H%:}z
are families of mutually orthogonal projectors on A" and E,,andr : Y x Z — C is
a deterministic function. (Note that even though we use the same symbol for both, in
principle there does not have to be any relationship between the single-round projectors
T4, and the projector IT4» (and likewise for Ik, and I1g,), although in practice the
latter will usually be the tensor product of the former.) Intuitively, this condition says
that for each round, the classical statistics can be reconstructed “in a projective way”
from the systems A; and E; in that round, and furthermore the full statistics information
C" can be reconstructed in a projective way from the systems A” and E, at the end
of the process. The latter condition is not implied by the former because future rounds
may modify the E;-system in such a way that C; can no longer be reconstructed from
the side information E,, at the end of the protocol. To rule this out, we need to specify
the latter condition separately. In particular, this requirement is always satisfied if the
statistics C; are computed from classical information contained in A; and E; and this
classical information is not deleted from E; in future rounds. This is the scenario in all
applications that we are aware of, but we state Eq. (4.2) more generally to allow for the
possibility of protocols where the statistics are constructed in a more general way.

Let IP be the set of probability distributions on the alphabet C of C;, and let E;_; be
a system isomorphic to R;_1 E;_1. For any ¢ € IP we define the set of states

Yi(g) = {VCiAiRiEiEi—l = Mi(wR;_lE[_llZ",-_]) |lw e S(Ri_1Ei_1Ei_1) and Ve, = q} ,
4.3)

where v¢; denotes the probability distribution over C with the probabilities given by
Pr[c] = (clvc;|c). In other words, X;(g) is the set of states that can be produced at
the output of the channel M; and whose reduced state on C; is equal to the probability
distribution q.

Definition 4.2. A function f : P — R is called a min-tradeoff function for {M;} if it
satisfies

f(@g) < min H(A;|E;Ei_1), Vi=1,...,n.
vezi(q)

i

Note that if ¥;(g) = @, then f(g) can be chosen arbitrarily.
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Our result will depend on some simple properties of the tradeoff function, namely the
maximum and minimum of f, the minimum of f over valid distributions, and the max-
imum variance of f:

Max(f):= maxf(q)
Min(f):= mmf(q)

Ming (f):= n(ngl#@f(q)

2
Var(f):= max Zq(x)f(é) —(Zq(x)f(é )) :

xeC

where X(g) = |, Zi(q) and 6, is the distribution with all the weight on element x. We
write freq(C”) for the distribution on C defined by freq(C")(c) = HEtluanlG=ll yye
also recall that in this context, an event €2 is defined by a subset of C”, and for a state
PCrAnE, R, WE Write Pry[Q] =) ncq Tr[p AVE, Rn’cn] for the probability of the event
Q and

1 n n
D 1K en ® parE, Ry

PCPAYE,R,|Q = = T~
Pr,[€2] e

for the state conditioned on 2.

Theorem 4.3. Consider a sequence of channels M; € CPTP(R;_1E;_1, C;A;R; E;)
fori € {1,...,n}, where C; are classical systems with common alphabet C and the
sequence { M} satisfies Eq. (4.2) and the non-signalling condition: for each M, there
exists R; € CPTP(E;_1, E;) such that Tra,g,c, o M; = Rj o Trg,_,. Let ¢ € (0, 1),
a € (1,3/2), Q C C", pryE, € S(RoEy), and f be an affine'3 min-tradeoff function
with h = mingcq f(freq(c™)). Then,

a—1 In(2) V2 g(e) + alog(1/Pryn[R2])

mm(AnlEn)M,,o OM](pROFO)\Q > nh—n 7 _a ) o —1
a—1\?
—n < ) K'(a), 4.4)
22—«

where Pr[2] is the probability of observing event €2, and

g(e) = —log(l — 1 —¢2),
=log(2d2 + 1) + /2 + Var(f),

3
K@) = 2 - a’)3 2 =L @logds+Max(f)-Min (£)) 1,3 (22IogdA+Max(f)—Min);(f) + ez)
6(3—-2a)’In2 ’

with d4 = max; dim(A;).

13 A function f on the convex set IP(C) is called affine if it is linear under convex combinations, i.e., for
A € [0,1] and py, pp € P(C), Af(p1)+ (1 — D) f(p2) = f(Ap1 + (1 — ) p2). Such functions are also
sometimes called convex-linear.
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Remark 4.4. The parameter in @ in Theorem 4.3 can be optimized for specific problems,
which leads to tighter bounds. Alternatively, it is possible to make a generic choice for «
to recover a theorem that looks much more like Theorem 4.1, which is done in Corollary
4.6. We also remark that even tighter second order terms have been derived in [42].
To keep our theorem statement and proofs simpler, we do not carry out this additional
optimization explicitly, but note that this can be done in complete analogy to [42].

To prove Theorem 4.3, we will need the following lemma (which is already implicit
in [1, Claim 4.6], but we give a simplified proof here).

Lemma 4.5. Consider a quantum state p € S(CADE) that has the form

pcape = Y lecl ® pak.c ® poie»
ceQ

where Q C C is a subset of the alphabet C of the classical system C, and for each c,
PAE,c € Pos(AE)issubnormalised and pp|. € S(D) is a quantum state. Then fora > 1,

H)(ACDIE), < H(AC|E), + max Ho(D)pp,. -

Proof. Let o € S(E) such that

HY(ACDI|E), = —Dq(pcapk | 1cap ® o) -

Then
1—a 1-a @ - 1—a\ ¥
<0'EZ” PCADETE® ) = Z leXel ® ((TE2” PAE, O ) ® PP -
ceQ
Hence,
I—a l—a\ % l1-a 1—a\ %
oot |- G ol i o
ceEQ
i Lo Cla\@
< sup Tr Z leel ® (O'Ez" PAE, O )
OreS(E) LeeQ

X max Tr[ @ ]
ceR leC

[/ l-a l—a\ @

= sup Tr <5_E2n pCAEa-EZ(l > j| max Tr[pgk:l
GeeS(E) L ceQ2

Recalling the definitions of D, (Definition 2.1) and H (1 (Definition 2.2), we see that the

lemma follows by taking the logarithm and multiplying by ﬁ O

Proof of Theorem 4.3. As in the proof of Theorem 4.1, we first use [1, Lemma B.10] to
get

g(e)

Hrfnin(An|En)Mno--~oM1(pROEo)m z H;(An|En)Mno---oM1(pRoEo)m S a—1 (4.5)



261 Page 26 of 43 T. Metger, O. Fawzi, D. Sutter, R. Renner

fora € (1,2]and g(¢) = log(1 —+/1 — £2). We therefore need to find a lower bound for
H (A" En) MyonoMipryrgie = Ha(A"CMED) MyooMioryrpin s (4:6)

where the equality holds because of Eq. (4.2) and [1, Lemma B.7].

Before proceeding with the formal proof, let us explain the main difficulty compared
to Theorem 4.1. The state for which we need to compute the entropy in Eq. (4.6) is
conditioned on the event 2 C C”. This is a global event, in the sense that it depends
on the classical outputs Cq, ..., C, of all rounds. We essentially seek a lower bound
that involves min, ¢y, freq(cn)) Ha (AilEi)y for some ¢" € L, i.e., for every round we
only want to minimize over output states of the channel M; whose distribution on C;
matches the frequency distribution freq(c”) of the n rounds we observed. This means
that we must use the global conditioning on 2 to argue that in each round, we can restrict
our attention to states whose outcome distribution matches the (worst-case) frequency
distribution associated with €2. The chain rule Theorem 3.1 does not directly allow us
to do this as the r.h.s. of Eq. (3.18) always minimizes over all possible input states.

To circumvent this, we follow a strategy that was introduced in [1] and optimized
in [8] (see also [16,21,43] for related ideas and [44] for follow-up work). For every
i, we introduce a quantum system D; with dim(D;) = [2Max()=Min(f)] and define
D; € CPTP(C;, C; D;) by

Di(we,) = Y_(clwgle) - leXel ® Ty -
ceC

For every ¢ € C, the state 7p,|c € S(D) is defined as the mixture between a uni-

form distribution on {1,..., |2M&X()=/(4)|} and a uniform distribution on
(1, ..., [2Max())=f(8c)1} that satisfies

H(Di)y, = Max(f) = f (5,
where 0, stands for the distribution with all the weight on element x. This is clearly
possible if dim(D;) = [2Ma&(/)=Min(£)7,
We define M; = D; o M; and denote
Penang, g, = Mno- o Mi(proEy) and pPewanpnp g, = Ay o0 Mi(pRyE,) -
The state ,5]’9 has the right form for us to apply Lemma 4.5 and get
H;(A"C”|E,,)ﬁizﬂ = — max Ho(D")gp,, , + HJ,(A”C”D"lEn)p—VQ , 4.7
where
/3'1’)n|cn =Dy, @ -+ ®TD, e, -

We treat each term in Eq. (4.7) in turn.

(i) For the term on the Lh.s., it is easy to see that ﬁ%,lAan EJo = p’énA,an E, 9 SO

Hy(A"C"|Ep)pn, = HY(A"C"|En)ypy - (4.8)
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(i) For the first term on the r.h.s., we compute

Ha (D", =Y HaDi)ap e <D HDi)rp,, =nMax(f) =} f(Se)
= nMax(f) — nf (freq(c")),
4.9)

where the last equality holds because f is affine.

(iii) For the second term on the r.h.s., we first use [1, Lemma B.5] to remove the con-
ditioning on the event €2, and then use that removing the classical system C” and
switching from H, jl to H, can only decrease the entropy:

o’

a—1

H(A"C"D"|En)gp,, > Ho(A" D" |En)pn — log(1/Prn[$2]) .

where we used Pr,n[Q2] = Prz[€2]. Now noting that Trp, o M; = M,, we see
that the non-signalling condition Try; g,c;, 0 M; = R; o Trg,_, on M; implies the
non-signalling condition Tr 4, g,c; p; © M;=R;joTr R;_, On M, . We can therefore
apply the chain rule in Theorem 3.6 to find

n

Ho(A"D"|Ey)pn EZ min Hﬁ(AiDi|EiEi—1)M.(w.7l),
i—1 Wi—-1€S(Ri—1Ei—1Ei1) o

where we introduced the shorthand ﬂ::ﬁ and the purifying system Ei_ =
R;_1E;_1. Noting that for @ € (1,3/2) we have § € (1,2), we can now use [8,
Corollary IV.2] to obtain
HB(AiDi|EiE~i71)/\}[i(wi_l)
- In2) , 5
= HADIE Ei )\ (@) = B=D—=V7 = (B=D7K(B).

where V2 and K (B) are quantities from [8, Proposition V.3] that satisfy

1
K@) = 6(2 —8)3In2

7(B—1)2logda+Max(f)—Minx () 1,3 (2210gdA+Max(f)—Ming(f) +ez) ’

V2o <1og(2d§ +1) +m)2 ,

where d4 = max; dim(A;). Note that the above expressions derived in [8, Propo-
sition V.3] also hold in our case due to the first part of Eq. (4.2). Furthermore, as in
the proof of [8, Proposition V.3], we have

H(A;i DIl Ei Ei—1) jy, o,y = MaX(f) .
Therefore, the second term on the r.h.s. of Eq. (4.7) is bounded by
H!(A"C"D" |En)r,

a
— log(1/Pr ).

(4.10)

@Vz —n(B-1*KPB) —
a

>nMax(f) —n(B—-1)
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Combining our results for each of the three terms (i.e. Egs. (4.8), (4.9) and (4.10)) and
recalling 4 = minycq f(freq(x™)), Eq. (4.7) becomes

ln(2)

HY (A" C" | En)gr, = nh = n (B = 1) e - log(1/Prpr[£2]) —n (8 - 2K (B).

Inserting this into Egs. (4.5) and (4.6), and defining K/ (@) = K (B) = ( —) we obtain

InQ) 5  g(e)+alog(l/Pry[Q])

Hélln(A”|En)Mn0"'0Ml(/)R()EO)\Q Znh—n(ﬂ—l) ) \% o _1

—n(B— 1K) 4.11)

as desired. O

Corollary 4.6. For the setting given in Theorem 4.3 we have
mm(An|E ) Mo oMiprygyie = nh —ciy/n—co,

where the quantities c| and co are given by

2In(2)V?
¢l = \/% (g(g) +Q2-1n) log(l/Prpn[Q])) ,

(2= mn*log(1/Pry Q) + n’g(e)
3(In2)2V2(2p — 1)3
2'7,” (2logda+Max(f)=Minz () |3 (2210gdA+Max(f)—Min):(f) +ez)

with

Zln(z), g(e) =log(1 — 1 —¢2), V =1log(2d +1)++/2+Var(f).

T 11200

Proof. We first note that for any €2 with non-zero probability, 4 < logd4. Therefore,
2
ifn < (ﬁ) , it is easy to check that nh — c¢j/n < —nlogda, so the statement of

Corollary 4.6 becomes trivial. We may therefore assume that n> (210Cg1 7 )2

As in the proof of Theorem 4.3, we define § = 2 . The first part of the proof

works for any @ € (1,2 —n) forn = 13’}1(12()2) 0.58; later we will make a specific

choice of « in this interval. Then, 8 — 1 = 270 —-1=< "T_l and 8 € (1, 1/n). There-

fore, using K (B) as defined in the proof of Theorem 4.3 and noting that in the interval
B e (1,1/n) C (1, 2) this quantity is monotonically increasing in 8, we have

KB < K:=

773

6(2n — 1)3In2

17771 (2logda+Max(f)—Mins (1)) 11‘13 (2210gdA+MaX(f)—Minz(f) + eZ) ,
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Hence, we can simplify the statement of Theorem 4.3 to

Hiin (A" En) Moo Mo (oro £ 12
In(2) v2_ g(e) + 2 —mn) -log(l/Prpn[2]) "

>nh—n(a—1)
2n a—1

(@ — 1)27752.
(4.12)

We now choose @ > 1 as a function of n and ¢ so that the terms proportional to @ — 1
and ﬁ match:

2n
=1+ W(g(s) +(2 — ) log(1/Prn [Q])) .

Inserting this choice of @ into Eq. (4.12) and combining terms yields the constants in
Corollary 4.6. The final step is to show that this choice of @ indeed satisfies @ <2 — 5

forn > (ZIOCgIdA )2. For this, we note that for n > (210‘; i )2, we have

n c1 2nlogda
I+ ———— < —_— .
In(2Q)V2 /n In(2)V2

We can now use that V2 > (log(de\))2 > 4logdy since dy > 2, so

2nlogd
a<l1l+ w <1+ L =2 — n,
In(2)V?2 21n(2)
where the last inequality holds because n = % O

In many applications, e.g. randomness expansion or QKD, a round can either be a
“data generation round” (e.g. to generate bits of randomness or key) or a “test round”
(e.g. to test whether a device used in the protocol behaves as intended). More formally,
in this case the maps M; € CPTP(R;_1E;_1, C; A; R; E;) can be written as

Mi =7 ;?;?ti_]E,'_|—>C;A,‘R,'E,' + (1 - V)Mg%?—]Ei—l_)AiRiEi ® |J_)<J_|C’ ’ (413)

where the output of M*** on system C; is from some alphabet C’ that does not include
L, so the alphabet of system C; is C = C' U {_L}. The parameter v is called the resting
probability, and for efficient protocols we usually want vy to be as small as possible.

For maps of the form in Eq. (4.13), there is a general way of constructing a min-
tradeoff function for the map M; based only on the statistics generated by the map
M}C“. This was shown in [8] and we reproduce their result (adapted to our notation)
here for the reader’s convenience.

Lemma 4.7 ([8, Lemma V.5]). Let M; € CPTP(R;_1E;_1, C; A; R; E;) be channels sat-
isfying the same conditions as in Theorem 4.3 that can furthermore be decomposed as in
Eq. (4.13). Suppose that an affine function g : P(C') — R satisfies for any q¢' € P(C’)
andanyi=1,...,n

8@ < min {H(AiIEiEi—l)M,-(w) : (ME“‘(w)) o= q’} 4.14)
C;
wEeS(R;_1Ei_iEi_1)
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where Ei_| = Ri_1E;_y is a purifying system. Then, the affine function f : P(C) - R
defined by

1
f(6x) = Max(g) + ;(g(éx) —Max(g)) Vxe(l

f(61) = Max(g)
is a min-tradeoff function for {M;}. Moreover,

Max(f) = Max(g)
Min(f) = (1 — l) Max(g) + lMin(g)
y y
Mins (f) = Min(g)
1
Var(f) = — (Max(g) - Min(g))*.

5. Sample Applications

To demonstrate the utility of our generalised EAT, we provide two sample applications.
Firstly, in Sect.5.1 we prove security of blind randomness expansion against general
attacks. The notion of blind randomness was defined in [15] and has potential applica-
tions in mistrustful cryptography (see [15,16] for a detailed motivation). Until now, no
security proof against general attacks was known. In particular, the original EAT is not
applicable because its model of side information is too restrictive. With our generalised
EAT, we can show that security against general attacks follows straightforwardly from
a single-round security statement.

Secondly, in Sect.5.2 we give a simplified security proof for the E91 QKD protocol
[45], which was also treated with the original EAT [1]. This example is meant to help
those familiar with the original EAT understand the difference between that result and
our generalised EAT. In particular, this application highlights the utility of our more
general model of side information: in our proof, the non-signalling condition is satisfied
trivially and the advantage over the original EAT stems purely from being able to up-
date the side information register E;. We point out that while here we focus on the E91
protocol to allow an easy comparison with the original EAT, our generalised EAT can be
used for a large class of QKD protocols for which the original EAT was not applicable
at all. A comprehensive treatment of this is given in [7].

5.1. Blind randomness expansion. We start by recalling the idea of standard (non-blind)
device-independent randomness expansion [17-21]. Alice would like to generate a uni-
formly random bit string using devices D1 and D; prepared by an adversary Eve. To this
end, in her local lab (which Eve cannot access) she isolates the devices from one another
and plays multiple round of a non-local game with them, e.g. the CHSH game. On a
subset of the rounds of the game, she checks whether the CHSH condition is satisfied.
If this is the case on a sufficiently high proportion of rounds, she can conclude that the
devices’ outputs on the remaining rounds must contain a certain amount of entropy, con-
ditioned on the input to the devices and any quantum side information that Eve might
have kept from preparing the devices. Using a quantum-proof randomness extractor,
Alice can then produce a uniformly random string.
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Blind randomness expansion [15, 16] is a significant strengthening of the above idea.
Here, Alice only receives one device D1, which she again places in her local lab isolated
from the outside world. Now, Alice plays a non-local game with her device D and the
adversary Eve: she samples questions for a non-local game as before, inputs one of the
questions to D1, and sends the other question to Eve. D and Eve both provide an output.
Alice then proceeds as in standard randomness expansion, checking whether the win-
ning condition of the non-local game is satisfied on a subset of rounds and concluding
that the output of her device D; must contain a certain amount of entropy conditioned
on the adversary’s side information.

For the purpose of applying the EAT, the crucial difference between the two no-
tions of randomness expansion is the following: in standard randomness expansion, the
adversary’s quantum side information is not acted upon during the protocol, and ad-
ditional side information (the inputs to the devices, which we also condition on) are
generated independently in a round-by-round manner. This allows a relatively straight-
forward application of the standard EAT [4]. In contrast, in blind randomness expansion,
the adversary’s quantum side information gets updated in every round of the protocol
and is not generated independently in a round-by-round fashion. This does not fit in the
framework of the standard EAT, which requires the side information to be generated
round-by-round subject to a Markov condition. As a result, [15,16] were not able to
prove a general multi-round blind randomness expansion result.

In the rest of this section, we will show that our generalised EAT is capable of treating
multi-round blind randomness expansion, using a protocol similar to [14, Protocol 3.1].
A formal description of the protocol is given in Protocol 1.

Protocol 1. General blind randomness expansion protocol

Protocol arguments
66— :

two-player non-local game, specified by a question set
X x ), a probability distribution g on X x ), an answer
set A x B, and a winning conditionw : X x Y x Ax B —
{0,1}

x*eX,y*€) : inputs used for generation rounds
D : untrusted device capable of playing one side of G repeat-
edly
n €N : number of rounds
vy € (0,11 : expected fraction of test rounds
wWexp - expected winning probability in G
6 : error tolerance

Protocol steps

Forroundsi = 1, ..., n, Alice performs the following steps:

(1) Alicechooses T; € {0, 1} with Pr[T; = 1] = y.If T; = 1, Alicechooses X;, ¥; €
X x Y according to the question distribution g. If 7; = 0, Alice chooses X; =
x* Y = y*.

(2) Alice inputs X; into her device D and sends Y; to Eve. She receives answers A;
and B;, respectively.

B) IfT; =0, Alicesets C; = L. If T; = 1, Alice sets C; = w(X;, Y;, A;, B;).

At the end of the protocol, Alice aborts if [{i s.t. C; = 0}| > (I — wexp +9) - yn.
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The following proposition shows a lower bound on on the amount of randomness
Alice can extract from this protocol, as specified by the min-entropy. For this, we assume
alower-bound on the single-round von Neumann entropy. Such a single-round bound can
be found numerically using a generic method as explained after the proof of Lemma 5.1.

Proposition 5.1. Suppose Alice executes Protocol 1 with a device D that cannot commu-
nicate with Eve. We denote by R; and E! the (arbitrary) quantum systems of the device D
and the adversary Eve after the i-th round, respectively. Eve’s full side-information after
the i-th round is E;:=T'X'Y! BiElf. A single round of the protocol can be described by
a quantum channel N; € CPTP(R;_1E;_1, C; A; R, E;). We also define N!**" to be the
same as N;, except that ./\/;.teSt always picks T; = 1. Let pancnr,E, be the state at the
end of the protocol and 2 the event that Alice does not abort.
Let g : P({0, 1}) — R be an affine function satisfying the conditions

g(p) < inf H(ANEEi— )N w), Max(g) = g(61),
WES(R_1Ei1E;_1): N*(w)c;=p

(5.1)

where El-_l = R;_1E;_1 is a purifying system. Then, for any ¢4, &5 € (0, 1), either
Pr[Q2] < g, or

HI&‘r\lsiIl(AnlEﬂ)pm >nh — Clx/ﬁ— o

for c1, co > 0 independent of n and

. ’
min ,
p'eP{0, 1}):P/(0)§1_wexp+6 g(p )

where wexp is the expected winning probability and 6 the error tolerance from Protocol
1. Ifwe treat g5, &4, dim(A;), 6, Max(g), and Min(g) as constants, then c; = O(1/./y)
and co = O(1).

Furthermore, if there exists a quantum strategy that wins the game G with prob-
ability wexp, there is an honest behaviour of D and Eve for which Pr[Q2] > 1 —

2
exp(—l_wémyn).
Remark 5.2. The condition on g(p) in Eq. (5.1) is formulated in terms of the entropy
H(AEEi-D)Nj(w) = HAIT XY B'E[E; 1) A ()

with E i—1 = Ri_1 E;_1. However, the map ; corresponding to the i-th round does not
act on the systems 7 ~! Xi=1yi=1 Bi=1 Therefore, we can view these systems as part of
the purifying system. Since the infimum in Eq. (5.1) already includes a purifying E;_1,
we can drop these additional systems and without loss of generality choose E;_; to be
isomorphic to those input systems on which ; acts non-trivially, i.e. Ei—l =R;_; Elf_l .
This means that we can replace the upper bound on g in Eq. (5.1) by the equivalent con-
dition

g(p) < inf HAIB X Vi TEE- DNy (52)

WES(R;—1 Ei—1Ei—1): N*(w)c;=p

with Ei_l =R ElL]. For the proof of Lemma 5.1 we will use Eq. (5.1) since it more
closely matches the notation of Theorem 4.3, but intuitively, Eq. (5.2) is more natural
as it only involves quantities related to the i-th round of the protocol.
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Proof of Lemma 5.1. To show the min-entropy lower bound, we will make use of Corol-
lary 4.6. For this, we first check that the maps N satisfy the required conditions.
Since C; is a deterministic function of the (classical) variables X;, Y;, A;, and B;, it
is clear that Eq. (4.2) is satisfied. For the non-signalling condition, we define the map
Ri € CPTP(E;_1, E;) as follows: R; samples T;, X; and Y; as Alice does in Step 5.1
of Protocol 1. R then performs Eve’s actions in the protocol (which only act on ¥; and
Elf_l , which is part of E;_1). It is clear that the distribution on X; and Y; produced by
R; is the same as for AV;. By the assumption that D and Eve cannot communicate, the
marginal of the output of ; on Eve’s side must be independent of the device’s system
R;_1.Hence, Try,g,c; oNi = R o Trg,_,.

To construct a min-tradeoff function, we note that we can split A; = yN/*" + (1 —
YN with NI always picking 7; = 1 and N always picking 7; = 0. Then,
we get from Lemma 4.7 and the condition Max(g) = g(d;) that the affine function f
defined by

1
f(60) = g(61) + ;(8(50) —g&(01),  f(61) = f(61) =g(d1)

is an affine min-tradeoff function for {N;}.

Viewing the event 2 as a subset of the range {0, 1} of the random variable C"
and comparing with the abort condition in Protocol 1, we see that ¢” € Q implies
freq(c")(0) < (1 — wexp + 8)y. Therefore, for ¢" € Q2 and denoting p = freq(c"),

f(freq(c™) = p(0) f (o) + (1 — p(0)) f(61) = ?g(cs )+ < p; )) (61) = h,

where the last inequality holds because g is affine and the distribution
p'(0) = p©)/y, p'(1) = 1 — p(0)/y satisfies p’(0) < 1 — wexp + 6. The propo-
sition now follows directly from Corollary 4.6 and the scaling of c¢; and ¢y is easily
obtained from the expressions in Corollary 4.6.

To show that an honest strategy succeeds in the protocol with high probability, we
define a random variable F; by F; = 1if C; = 0, and F; = 0 otherwise. If D and Eve
execute the quantum strategy that wins the game G with probability wexp, in each round,
then E[F;] = (1 — wexp)y. Using the abort condition in the protocol, we then find

i=1

_Pr|:ZF > <1+ —wexp) [ an,]}

i=

n
Pr[abort] = Pr |:Z Fi > (1 — wexp +9) - )/ni|

52
< ¢ T-wexptd yn

= )

where in the last line we used a Chernoff bound. |

To make use of Lemma 5.1, we need to construct a function g(p) that satisfies the

condition in Eq. (5.1). For this, we will use the equivalent condition Eq. (5.2). A general

way of obtaining such a bound automatically is using the recent numerical method [22].14
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T : T;
: /—f—Xi
v X : A,
: Al
Ri 1 — i R;
El, E E|
i—1 ' Bi ! i
VY : B;

Fig. 1. Circuit diagram of N : R; _{ Elf_l — A;R;T; X;Y; B; El’ For every round of the protocol, a circuit of
this form is applied, where .4 and B are the (arbitrary) channels applied by Alice’s device and Eve, respectively.
As in the protocol, 7; is abit equal to 1 with probability v, and X; and Y; are generated according to ¢ whenever
T; = 1, and are fixed to x*, y* otherwise. We did not include the register C; in the figure as it is a deterministic
function of 7; X; Y; A; B;

Specifically, using the assumption that Alice’s lab is isolated, the maps N; describing a
single round of the protocol take the form described in Fig. 1.
The method of [22] allows one to obtain lower bounds on the infimum of
H(Ai|BiXi YT E{Ei—D)Ni(w,

1 ,{,15;‘—1)

over all input states w Rio1E]_ Ei_y and for any map N; of the form depicted in Fig. 1.

Importantly, for any A; we may also restrict the infimum to states w that are consistent
with the observed statistics, i.e., /\/‘es‘(w)c,. = p for some distribution p on C;, using the
notation of Lemma 5.1. Using this numerical method for the CHSH game, we obtain the
values shown in Fig. 2. From this, one can also construct an explicit affine min-tradeoff
function g(p) in an automatic way using the same method as in [46]. As our focus is on
illustrating the use of the generalised EAT, not the single-round bound, we do not carry
out these steps in detail here.

Combining this single-round bound and Lemma 5.1, one obtains that for Protocol
1 instantiated with the CHSH game, wexp sufficiently close to the maximal winning

probability of % +-—1_ and Yy = @(105" ), one can extract €2(n) bits of uniform random-

242’
ness from Aj ... A, while using only polylog(n) bits of randomness to run the protocol.
In other words, Protocol 1 achieves exponential blind randomness expansion with the

CHSH game.

14 The main result of [15] (Theorem 14) does not appear to be sufficient for this. The reason is that the state-
ment made in [15] essentially concerns the randomness produced on average over the question distribution
g of the game G. However, choosing a question at random consumes randomness, so to achieve exponential
randomness expansion, in Protocol 1 we fix the inputs x*, y* used for generation rounds. To the best of our
knowledge, the results of [15] do not give a bound on the randomness produced in the non-local game for any
fixed inputs x*, y*. If one could prove an analogous statement to [15, Theorem 14] that also certifies random-
ness on fixed inputs for a large class of games, our Lemma 5.1 would then imply exponential blind randomness
expansion for any such game. Alternatively, one can also assume that public (non-blind) randomness is a free
resource and use this to choose the inputs for the non-local game. Then, no special inputs x*, y* are needed in
Protocol 1 to “save randomness” and the result of [15] combined with our generalised EAT implies that such
a conversion from public to blind randomness is possible for any complete-support game.
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5.2. E91 quantum key distribution protocol. The E91 protocol is one of the simplest
entanglement-based QKD protocols [45,47]. This protocol was already treated using
the original EAT in [1]. Here, we do not give a formal security definition and proof,
only an informal comparison of how the original EAT and our generalised EAT can be
applied to this problem; the remainder of the security proof is then exactly as in [1].
For a detailed treatment of the application of our generalised EAT to QKD, see [7]. To
facilitate the comparison with [1], in this section we label systems the same as in [1]
even though this differs from the system labels used earlier in this paper. The protocol
we are considering is described explicitly in Protocol 2. It is the same as in [1] except
for minor modifications to simplify the notation.

Protocol 2. E91 quantum key distribution protocol

Protocol arguments

n—eN——— number of uses of qubit channel
p e (0,1) : probability for measurements in diagonal basis
e € (0, %) :  maximum tolerated phase error ratio
Yec € [0,1] : relative communication cost of error correction scheme EC
rel0,1] : keyrate

Protocol steps

(1) Distribution: For i € {l,...,n}, Alice prepares a pair (Q;, Qi) of entangled
qubits and sends Q i to Bob. Alice generates a random bit B; such that Pg, (1) =
u and, depending on whether B; = 0 or B; = 1, measures Q; in either the
computational or the diagonal basis, storing the outcome as A;. In the same way,
Bob measures Q; in a basis determined by a random bit B;, storing the outcome
as A;.

(2) Sifting and information reconciliation: Alice and Bob announce B; and B;. On
indices i where B; # B;, they set A; = A =1. They invoke a reliable!® error
correction scheme EC, allowing Bob to compute a guess A" for Alice’s string
A", If EC does not output a guess then the protocol is aborted. _

(3) Parameter estimation: Bob counts the number of indices i € S for which B; = 1
and A; # A;. If this number is larger than eu’n then the protocol is aborted.

(4) Privacy amplification: See [1, p. 894] for details.

We consider the systems B;, B;, A;, A;, 0, Q,- as in Protocol 2 and additionally
define the system X; storing the statistical information used in the parameter estimation
step:

X — Ai@A,’ if B; Zéi =1,
L otherwise.

Denoting by E the side information gathered by Eve during the distribution step, we can
follow the same steps as for [1, Equation (57)] to show that the security of Protocol 2
follows from a lower bound on

HZi (A"|B"B"E) g . (5.3)

min

Here, p|q is the state at the end of the protocol conditioned on acceptance.
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Fig. 2. Lower bound on the conditional entropy H(A;|B; X;Y; T; E l/ ) o170 for any state generated as in Fig. 1
and such that on test rounds the obtained winning probability for the CHSH game is w. This lower bound
was obtained by using the method from [22]. For each input y € , the channel By, is modelled as By (w) =

> l'Igb) wl'Ith), where {H§,]7)} pep are orthogonal projectors summing to the identity, and similarly for the
map A. It is simple to see that this is without loss of generality

We first sketch how the original EAT (whose setup was described in Sect. 1) is applied
to this problem in [1]. One cannot bound H; (A"|B"B"E),, directly using the EAT
because a condition similar to Eq. (4.2) has to be satisfied. Therefore, one modifies the
systems A; from Protocol 2 by setting A; = L if B = B; = 0 and then applies the EAT
to find a lower bound on
A"A"|B"B" E)ppgq - 54

mm (

For this, around of Protocol 2 is viewed asamap M, : QY Q:’ - 0 l+1A A;B;iB; X,

which chooses B; B; asin Protocol 2, applies Alice and Bob’s (trusted) measurements on
systems Q; Q; to generate A; A;, and generates X; as described before. To apply the EAT,
R;_1:=Q} Q7 takes the role of the “hidden sytem”, and A; A; and B; B; are the output and
side information of the i -th round, respectively. Itis easy to see that with this choice of sys-
tems, the Markov condition of the EAT is satisfied, so, using a min-tradeoff function de-
rived from an entropic uncertainty relation [48], one can find a lower bound on Eq. (5.4).

However, adding the system A; in this manner has the following disadvantage:
to relate the lower bound on H'. (A"A"|B" B" E)p, to the desired lower bound on

HE. (A"|B" B"E) pie One needs to use a chain rule for min-entropies, incurring a penalty

term of the form H,, (A"|A" B" B"E) pie- This penalty term is relatively easy to bound
for the case of the E91 protocol, but can cause problems in general.!
We now turn our attention to proving Eq. (5.3) using our generalised EAT. For this,
we first observe that
Hein(A"|B" B E)p > Hiyo (A" B"B" X" E)yq
so it suffices to find a lower bound on the r.h.s. This step is similar to adding the A;

systems in Eq. (5.4) in that its purpose is to satisfy Eq. (4.2). However, it has the ad-
vantage that here, X" can be added to the conditioning system and therefore lowers the

15" An error correction scheme is reliable if, except with negligible probability, either Bob’s guess of Alice’s
string is correct or the protocol aborts.
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entropy, not raises it like going from Eqgs. (5.3) to (5.4). The same step is not possible
in the original EAT due to the restrictive Markov condition.
Using the same system names as before, we define E;:= Ql'.'+1 el B B! X' E .10 Then,
analogously to the original EAT, we can describe a single round of Protocol 2 by a map
M; : Ei—1 — A;E; X;. (Compared to the map M; we described above for the original
EAT, we have traced out A;, added a copy of X;, and added identity maps on the other
additional systems in E;_;.) Denoting by p%n o the joint state of Alice and Bob’s
systems Q" Q" before measurement and the information E that Eve gathered during the
distribution step, the state at the end of the protocol is p = M, o --- 0o M| (po). To

apply Corollary 4.6 to find a lower bound on

mm(An|E )Mno oM

we first observe that the condition in Eq. (4.2) is satisfied because the system X" is part of
E,, and the non-signalling condition is trivially satisfied because there is no R;-system.
A min-tradeoff function can be constructed in exactly the same way as in [1, Claim 5.2]
by noting that all systems in £; on which M; does not act can be viewed as part of the
purifying system.
This comparison highlights the advantage of the more general model of side informa-
tion in our generalised EAT: for the original EAT, one has to first bound
mm(A"A” |B" B"E) (rather than H. (A"|B" B"E)) in order to be able to satisfy the

Markov condition, and then perform a separate step to remove the A” system. In our case,
the non-signalling condition, the analogue of the Markov condition, is trivially satisfied
because we need no R;-system. This is because we can add the quantum systems Q" Q"
to the side information register E at the start and then, since we allow side information
to be updated and Alice and Bob act on Q; Q; using trusted measurement devices, we
can remove the systems Q; Q; one by one during the rounds of the protocol.
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A. Dual Statement for Smooth Max-Entropy

In the main text we have focused on deriving a lower bound on the smooth min-entropy.
Here, we show that this also implies an upper bound on the smooth max-entropy by
applying a simple duality relation between min- and max-entropy. A similar upper bound
was also derived in [1]. However, that bound is subject to a Markov condition and cannot
be derived by a simple duality argument since the “dual version” of the Markov condition
is unwieldy. We show that the bound from [1] follows as a special case of our more
general bound even without any Markov conditions or other non-signalling constraints.
For simplicity, we restrict ourselves to an asymptotic statement without “testing”, i.e. we
derive an H; ,-version of Theorem 4.1. By applying the same duality relation to the more
involved statement in Theorem 4.3, one can also obtain an HZ, -bound with explicit
constants and testing.

Recall that for psp € S(AB) and ¢ € [0, 1], the e-smoothed max-entropy of A
conditioned on B is defined as

oo1?
(A|B), =log inf sup  ||p4p0 5

PaBEB:(0AB) oeS(B)

max ’

1

where ||-||; denotes the trace norm and B, (p 4 p) is the e-ball around p 4 g in terms of the
purified distance [11]. The smooth min- and max-entropy satisfy the following duality
relation [11, Proposition 6.2]: for a pure quantum state ¥ 4 pc,

(A|B)y = (AlC)y -

mm max

For the setting of Theorem 4.1, let V; : R;_1E;i—1 — A;R;E;F; be the Stinespring
dilation of the map M;, and let |p°) RoEoF, be a purification of the input state p%o Eo-

Then, V- -- Vi|p°) is a purification of M o --- o Mi(pY), so by the duality of the
smooth min- and max-entropy,

mm(AnlE )Mno oMi(p?) = maX(AannR )Vn Vilp) -
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Furthermore, by concavity of the conditional entropy the infimum in Theorem 4.1 can
be restricted to pure states |‘”>R-_.E-_1E»_1’ so V;|w) is a purification of M, (w). Then,
by the duality relation for von Neumann entropies,

HANEEi—) Mi(w) = —H (AR F) v, ) -

Therefore, we obtain the following dual statement to Theorem 4.1:
HE (A" F " Ry)y, vy p0) < ZmaxH(A IR Fi)vijw) + O (V1) (A.1)

where the maximisation is over pure states on Ri_lEi_lﬁi_l. This holds for any se-
quence of isometries V; for which the maps My, : R,_1E;_1 — A;R;E; given by

My, (p) = Trg, [Vi e VIT] satisfy the non-signalling condition of Theorem 4.1: for each

i, there must exist a map R; € CPTP(E;_{, E;) such that Try, g, o My, = R; o Trg,_,.

To gain some intuition for the above statement, consider a setting where an infor-
mation source generates systems Aj, ..., A, and Fy, ..., F, by applying isometries
Vi : Si—1 — A;F;S; to some pure intial state | p0>50. We might be interested in com-
pressing the information in A” in such a way that given F", one can reconstruct A"
except with some small failure probability €. Then, the amount of storage needed for
the compressed information is given by H,, (A" |F"). To apply Eq. (A.1), fori < n we
split the systems S; into R; E; in such a way that the channel My, defined above satisfies
the non-signalling condition, and set E, = S, (so that R, is trivial). Then Eq. (A.1)
gives an upper bound on H,, (A"|F™). Note that this bound depends on how we split
the systems S; = R; E;: the non-signalling condition can always be trivially satisfied
by choosing R; to be trivial, but Eq. (A.1) tells us that if we can describe the source in
such a way that E; is relatively small and R; is relatively large while still satisfying the
non-signalling condition, we obtain a tighter bound on the amount of required storage.
From Eq. (A.1) we can also recover the max-entropy version of the original EAT, but
without requiring a Markov condition. To facilitate the comparison with [1], we first
re-state their theorem with their choice of system labels, but add a bar to every system
label to avoid confusion with our notation from before. The max-entropy statement in
[1] considers a sequence of channels M; : Ri_; — A;B;R; and asserts that under a
Markov condition, for any initial state pz 7 W1th a purifying system E = Ry:

n
Hinax (A" 1B E) it oty 05 0 = D pmax  HAIBR) )+ O,
e Ry
(A.2)

where R = R;_;. We want to recover this statement from 1 Eq. (A.1) without any Markov

condition. For this, we consider the Stinepring dilations Vi: Ri_1 — R;A;B; F; of M.
We make the following choice of systems:

Ri=B'E, Ai=A;, E;=RF,

and choose Fj to be trivial. By tensoring with the identity, we can then extend V; to an
isometry V; : Ri_1E;_1 — A;R;E;. Then, the maps My, satisfy the non-signalling
condition since V; acts as identity on R;_;. Therefore, remembering that R, = B"E
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and F" is trivial, we see that Eq. (A.1) implies Eq. (A.2). Note that our derivation did
not require any conditions on the channels M; we started with, i.e. we have shown Eq.
(A.2) holds for any sequence of channels M;, not just channels satisfying a Markov or
non-signalling condition.

B. Uhlmann Property for the Rényi Divergence

We establish that for the max-divergence (where @ — o0), Uhlmann’s theorem holds.

Proposition B.1. Let 04 € S(A) and par € S(AR). Then we have

Dmax(palloa) = R il}f Dinax(PARIITAR) - (B.1)

TAR:OA=0A

In addition, if par, pa ® idg and o4 ® idg all commute, then for any a € [%, 00), we
have

Do(palloa) = inf Do (parlGTAR) - (B.2)

OAR - OA=0A

Proof. We start with Eq. (B.1). The inequality < is a direct consequence of the data-
processing inequality for Dp,x. For the inequality >, we use semidefinite programming
duality, see e.g., [S0]. Observe that we can write 2Pmax®alloa) ag the following semidef-
inite program

min { Tr[ta] subjectto pg <74 and 74 = Ao4}.
T4€P0s(A),1eR

Using semidefinite programming duality, this is also equal to

max {Tr[Xapa] subjectto idg +Ys = X4 and Tr[Y40a]=0}.
X p€Pos(A),Y4€eHerm(A)

(B.3)
We can also write a semidefinite program for inf s, , . 5, o, 20 @RI T48) We intro-
duce the variable 84 = A0 4 and get
min { Tr[64r] subjectto par < 0ar and 04 = Aoa}.

6€Pos(A®R), 1R
Again, by semidefinite programming duality, we get that it is equal to
max { TI'[XARpAR] subject to (id4g + Y4) ® idg
XAr€PosS(A®R),Y,eHerm(A)
= Xag and Tr[Yao4] =0}. (B.4)

Eliminating the variable X 4 g, we can write this last program as

max { Tr[(idA + YA)pA] subject to idg + Y4 € Pos(A) and Tr[Ya04] = 0},
YseHerm(A)

whichis the same as Eq. (B.3). This proves Eq. (B.1). Equation (B.2) follows immediately
by choosing Gagr = o4 pgl pARr and using the commutation conditions. O
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However, for @ > 1 and arbitrary o4 € S(A), par € S(AE), the Uhlmann property
given by Eq. (B.2) does not hold. A concrete example is par = [ }¥|ar With

1 3
[W)ar = \/;|OO)AR + \/;HDAR

and o4 = 1[+)(+ + 3|—)—[. In this case, Dy(pallca) < 0.476 whereas

inf  Dy(parlloar) =  inf  D(parlldar) > 0.48.

GAR:OA=04 GAR:Oa=04

This computation was performed by numerically solving the semidefinite programs
via CVXQUAD [51]. Putting everything together shows that Eq. (B.2) does not hold for
a e {l1,2}:

D(pallca) < Da(pallos) < . inf D(paglloar) < inf Dy(paRNTAR) -
OAR:OA=04 OAR 0 A=04
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