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Abstract: Quantum obfuscation is one of the important primitives in quantum cryptography that
can be used to enhance the security of various quantum cryptographic schemes. The research on
quantum obfuscation focuses mainly on the obfuscatability of quantum functions. As a primary
quantum function, the quantum power function has led to the development of quantum obfuscation
because it is applicable to construct new obfuscation applications such as quantum encryption
schemes. However, the previous definition of quantum power functions is constrained and cannot be
beneficial to the further construction of other quantum functions. Thus, it is essential to extend the
definition of the basic quantum power function in a more general manner. In this paper, we provide a
formal definition of two quantum power functions called generalized quantum power functions with
coefficients, each of which is characterized by a leading coefficient and an exponent that corresponds
to either a quantum or classical state, indicating the generality. The first is the quantum power
function with a leading coefficient, and the second is the quantum n-th power function, which
are both fundamental components of quantum polynomial functions. In addition, obfuscation
schemes for the functions are constructed by quantum teleportation and quantum superdense coding,
and demonstrations of their obfuscatability are also provided in this paper. This work establishes
the fundamental basis for constructing more quantum functions that can be utilized for quantum
obfuscation, therefore contributing to the theory of quantum obfuscation.

Keywords: quantum cryptography; quantum obfuscation; quantum power function; quantum
obfuscator; quantum interpreter

1. Introduction

In recent years, the development of quantum computing has deeply threatened clas-
sical cryptography. More and more quantum algorithms are proven to be effective in
breaking classical cryptographic protocols. For instance, Shor’s algorithm [1] reduces
the time complexity of solving the difficult problem of large integer factorization to the
polynomial level.

Quantum computing not only presents cryptography with new challenges but also
with new opportunities. Quantum cryptography is the science of exploiting the supe-
rior properties of quantum mechanics to perform cryptographic tasks. In 1984, Bennett
and Brassard proposed the BB84 protocol [2], the world’s first quantum key distribution
protocol, which utilizes the principle of quantum uncertainty to solve the problems of
eavesdropping and man-in-the-middle attacks in key distribution protocols. Subsequently,
quantum cryptography has developed a succession of new protocols, including quan-
tum teleportation, quantum secret sharing [3], quantum message authentication [4], and
quantum signature [5].

Quantum obfuscation is one of the primitives of quantum cryptography that can be
used to enhance the security of quantum cryptographic schemes. The study of quantum
obfuscation originated from classical obfuscation. The research on classical obfuscation was
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originally initiated by Hada [6] and formally elaborated by Barak. Barak et al. [7] analyzed
the impossibility of virtual black-box (VBB) obfuscation and proposed a new definition
of obfuscation called indistinguishability obfuscation. The definition requires that if two
circuits compute the same function, then their obfuscations should be indistinguishable.
Lynn et al. [8] discussed point functions and the simple obfuscation of combined point
functions and presented the first positive result of obfuscation theory by means of an access
control problem based on regular expression. In 2013, Garg et al. [9] gave a general structure
for indistinguishable obfuscation and functional encryption applicable to all circuits with
polynomial size. Several applications of obfuscation are subsequently demonstrated [10-14],
and these works have significantly promoted the study of classical obfuscation.

Quantum obfuscation can enhance the security of quantum cryptographic applications.
For instance, quantum point obfuscation can successfully protect private keys and identity
information in cryptographic protocols. Furthermore, quantum obfuscation can be used in
the construction of various quantum cryptographic protocols, providing greater flexibility.
In 2016, Alagic and Fefferman [15] first proposed the definitions of quantum black-box
obfuscation and quantum indistinguishable obfuscation. They also constructed general
structures for some related cryptography applications, including quantum-secure one-way
functions and quantum symmetric encryption. This work has greatly promoted the study of
quantum obfuscation. Quantum obfuscation-based cryptographic applications have made
some progress in recent years, including the quantum IND-secure quantum symmetric
encryption scheme [16], the quantum homomorphic encryption scheme [17], the quantum
tokens for digital signatures [18], and the quantum money scheme [19].

Research on the construction of quantum obfuscation is still relatively immature.
To further develop the construction methods of quantum obfuscation, it is essential to
investigate the obfuscatability of quantum nonlinear functions since they cover a wide
range of obfuscatable quantum functions. Pan [20] et al. proposed a universal method for
obfuscating quantum parameters in quantum nonlinear functions. They also defined a
rough quantum power function to demonstrate universal obfuscation. However, as a basic
component of nonlinear functions and composite functions, quantum power functions
are not well defined at present. Consequently, it is important to extend the definition of
quantum power functions, which we refer to as generalized quantum power functions.

In this work, we first introduce practical primitives for the obfuscation of generalized
quantum power functions. We define two specific generalized quantum power functions
and illustrate the functionality of each function. Then, we construct obfuscation schemes for
generalized quantum power functions and provide demonstrations of their obfuscatability.
We hope that our work will be beneficial to the theory of quantum obfuscation.

The main contributions of our work are described as follows:

1.  Definition of generalized quantum power functions. We define two different general-
ized quantum power functions, which we refer to as quantum power functions with
leading coefficient and quantum n-th power functions, respectively. A quantum power
function with a leading coefficient contains two parameters in the form of a quantum
state. Quantum #n-th power function contains both quantum and classical parameters.

2. Construction of quantum obfuscation schemes for generalized quantum power func-
tions. We construct different quantum circuits to obfuscate and interpret each function.
We utilize quantum teleportation for multiple qubits to obfuscate two quantum states
simultaneously in a quantum power function with a leading coefficient. In addition,
we utilize quantum teleportation and quantum superdense coding to obfuscate quan-
tum and classical parameters in the quantum n-th power function. More generally, the
parameter obfuscation method used in this work can be applied as a general method
to obfuscate more quantum functions, therefore contributing to the progression of
quantum obfuscation.
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2. Related Work
2.1. Quantum Function Obfuscation

Quantum obfuscation was first introduced by Alagic et al. [15], which is derived
from classical obfuscation. The black-box quantum obfuscator was first defined and
demonstrated more practicable than the classical black-box obfuscator.

Definition 1. A black-box quantum obfuscator is a quantum algorithm O and a QPT interpreter &

such that whenever C is an n-qubit quantum circuit, the output of O is an m-qubit quantum state

O(C) satisfying

1. Polynomial expansion: The output quantum state O(C) with m-qubit remains polynomial
scale satisfying

m = poly(n). 1)

2. Functional equivalence: For any possible quantum state p, there exists

16(0(C) ® p) — UcpUE||er < negl(n). e

The obfuscated program has the same functionality as the original one.
3. Virtual black box: For every QPT adversary A there exists a QPT quantum simulator SYc
such that
[PrIA(O(C)) = 1] = Pr[S*(|0")) = 1]| < negl(n) ®)

Here, poly(n) means any polynomial of n and negl(n) means for all ¢ € R, there exists
ng € Zg such that for all integers n > ng, we have | f(n)| < 1/n°.

The end user (and also any adversary A) should be in possession of a quantum
computer, Most theoretical research on quantum obfuscation focuses on the obfuscation of
quantum circuits. The definition of quantum obfuscation for quantum point functions was
introduced by Chen et al. [16]. They defined the quantum point function with a general
output and constructed an obfuscation scheme for quantum point functions.

Definition 2. A quantum point function U, g with a general output is defined as
U+ |%,0™) = [x, Py p(x)), )

where « € {0,1}", B € {0,1}"\0™ and P, g is a classical function expressed as

Pplx) = {ﬁ’ fr=o 5)

0™, otherwise

Chen et al. demonstrated the obfuscatability of the quantum point function with a
general output and proposed a specific quantum obfuscation scheme for the quantum point
function. And they also proposed a quantum symmetric encryption scheme based on the
quantum point function obfuscation.

However, there are still a few constructions of quantum obfuscation for different
quantum functions. The definition of quantum power function was first introduced by Pan
et al. [20]. Quantum power function returns |1) when the exponent |a) = |0), and returns
|x) when the exponent |a) = [1).

Definition 3. A quantum power function U, is defined as

Ut |x,y) — |x,y @ Pa(x)). (6)
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Here, a € {0,1} and P, is a function expressed as

1), if |a) = 10)

x), ifla) = 1) 7

|Pa(x)) = [x%) = {

Pan et al. also proposed a method to construct a quantum obfuscator for quantum
power function and proved its correctness. The property of the quantum power function
can be extracted into the quantum state |a), which they named parameter states. They
utilized quantum teleportation to obfuscate this parameter and provided some specific
cryptographic quantum applications.

However, we note that the definition of quantum power function is so far a relatively
rough one, and there are still many quantum functions to be defined that will benefit the
theory of quantum obfuscation.

2.2. Quantum Techniques for Obfuscation

Pan et al. [20] first utilized quantum teleportation to construct the obfuscation scheme
for quantum power functions. They demonstrated that quantum teleportation is universal
to quantum nonlinear functions. The specific explanation is described as follows.

Theorem 1. Quantum obfuscation based on quantum teleportation is universal to quantum non-
linear functions whose parameter can be represented as a quantum state |a), which can be written as

[x,0(C)) = [, a). ®)

Consider the quantum power function as an example. We can transmit the parameter |a) by
quantum teleportation to obtain the obfuscated state O(|a) ). The receiver obtains the collapsed state
after the measurement and performs corresponding unitary operations to restore the parameter |a).
The quantum power function is obfuscatable and satisfies all properties of quantum obfuscation
through this universal obfuscation method.

Quantum teleportation is used to transfer an unknown quantum state to a distant
place by utilizing entangled states. The circuit in Figure 1 gives an accurate description of
quantum teleportation.

M,
lW)e H—, 75
o) — e —
| D)5 X' — zZM = W)

Figure 1. Circuit of quantum teleportation for a single qubit.

The relationship between the measurement results, collapsed states, and correspond-
ing unitary operation is listed in Table 1.

Table 1. Relationship among measurement results collapsed states, and unitary operations.

Measurement Result Collapsed State

|00) a|0) + BI1) A
|01) al1) + Bl0) z0x1
|10) «l0) — BJ1) Z1x0
111) 1) — B|o) z1x1

Unitary Operation
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Quantum superdense coding is used to transfer several classical bits of information with a
small number of qubits under the assumption of sender and receiver pre-sharing an entangled
state. The circuit of quantum superdense coding is illustrated in Figure 2.

I ®

0) — H X H z H —

I N, N, o

Figure 2. Circuit of quantum superdense coding for 2 classical bits message.

The relationship among classical bits, operation of Alice, resultant state, and decoded
bits is listed in Table 2.

Table 2. Relationship among classical bits, Alice’s operation, resultant state, decoded bits.

Classical Bits Operation of Alice Resultant State Decoded Bits
00 70x0 |®F) 45 00
01 zoxt [¥1) ap 01
10 z1x0 |®7) 45 10
11 ztxt [¥7) ap 11

3. Generalized Quantum Power Functions with Coefficient

Quantum power functions are originally defined without coefficients and are restricted
to quantum states. We provide a formal definition of two quantum power functions, re-
ferred to as generalized quantum power functions with coefficients. Each function is
characterized by an exponent that corresponds to either a quantum or classical state, to-
gether with a leading coefficient. It is more straightforward to extend quantum power
functions with a coefficient into other quantum functions. The first function, which com-
bines the fundamental quantum power function with a leading coefficient in quantum
states, is referred to as the quantum power function with a leading coefficient. The second
function, which combines both quantum coefficient and classical exponent, is referred to as
the quantum #n-th power function.

3.1. Quantum Power Function with Leading Coefficient

According to the theory of quantum computing, classical functions can be mapped to
quantum functions by means of quantum circuits. In previous research, quantum power

function I, is defined as
I, : |x,y) — |x,y ® Py(x)). 9)

Here, a € {0,1} and P, is a function defined as

1), if |a) = |0)

10
), if a) = |1} (19

|Pa(x)) = |x") = {

A classical polynomial function is a function that can be written as

f(x) = apx™ + ... 4 axx® + ayx' + ay. (11)
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Each g; is a coefficient, and each product a;x' is an independent term in the form of
a power function with a leading coefficient. To further the development of the quantum
polynomial function, we define the quantum power function with a leading coefficient as

ly) = |ax?), (12)

where parameters |a) and |b) are quantum states, |a) is the leading coefficient and |b) is the
exponent of quantum power function. Equation (13) explains the functionality of quantum
power functions with a leading coefficient.

10), if a) = |0)
ly) = lax) = < |1), if [a) = [1), |b) = |0) (13)
|x), if |a) = [1),|b) = |1)

The relationship between quantum coefficient |a), quantum exponent |b), and the
output |y) is listed in Table 3.

Table 3. Relationship between the parameters and the output.

|ab) ly)
|00) |0)
1) 0)
|10) 1)
|11) |x)

3.2. Quantum n-th Power Function
3.2.1. Bloch Sphere and Qubit Rotation

In quantum computing, the Bloch sphere is a geometrical representation of a universal
qubit. The north and south poles of the Bloch sphere correspond to the computational basis
vectors |0) and |1). A universal qubit represented by the Bloch sphere can be written as

19) = cos(3)[0) + sin(3)e[1), (1)

where 0 <6 < wand 0 < ¢ < 27, and it is shown in Figure 3.

|0)

Figure 3. A universal qubit represented by the Bloch sphere.
Each quantum state vector can also be written in R? as

g = (sin @ cos ¢, sin fsin ¢, cos ). (15)
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RX, RY, and RZ gates are rotation operators, indicating the rotation of a qubit through
angles « around each axis, and the associated transformation equations for these rotational
gates are given by

RX(x) = e 3" = cos(5)I —isin(5)X = {_Cl"sslﬁlz(i) _(f(fsl?z()z)] (16)
RY() = e ¥ = cos(§)1 —isin()Y = [Sd) o) 17)

—iaZ 14

RZ(a) = e 3% = cos(E)I—isin(%)Z -

e%m 0 1 0
0 e’ﬁ‘]_[o ei“} (18)

By combining these operations, qubits can rotate freely on the Bloch sphere.

3.2.2. Functionality of Quantum 7n-th Power Function

According to the classical n-th power function, the n-th power of a number x, when 7 is an
integer, is the result of multiplying x to itself n times (x % x % x ... * x). It can be written as x".

Since every qubit can be expressed as (6, @), we consider |x)! as the final state of rotat-
ing |0) by angles 6 and ¢ around the Y and Z axes, respectively. According to Equation (19),
quantum n-th power function can be described as the result of several rotations.

)" = cos(%2)0) +sin( 2 )e"e]1) (19)

Equation (20) describes the functionality of quantum n-th power function. The trans-
formation of |0) can be expressed as RZ(n¢)RY (n6)|0), which means the n6 angle is rotated
around the y-axis, followed by the n¢ angle around the z-axis when |a) = |1). |a) is the
leading coefficient in quantum n-th power functions.

o Jeos(")10) +sin(Z)ere ), it a) = [1)
0), if [a) = |0)

ly) = la)|x) (20)

The functionality of quantum n-th power functions can be visualized in Figure 4.

Figure 4. Functionality of quantum n-th power function represented by the Bloch sphere.

4. Quantum Obfuscation Schemes for Generalized Quantum Power Functions

We propose schemes for obfuscating generalized quantum power functions by quan-
tum teleportation and enhanced quantum superdense coding. Quantum teleportation
is used to obfuscate quantum parameters, while enhanced quantum superdense coding
is used to obfuscate classical parameters. We construct specific quantum obfuscators to
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obfuscate each quantum generalized power function and quantum interpreters to restore
their original functionality.

4.1. Obfuscation Scheme for Quantum Power Function with Leading Coefficient
4.1.1. Construction of Quantum Obfuscator

Quantum power function with leading coefficient has the form |y) = |a)|x)/?) , where

|a) and |b) are both quantum state. To obfuscate two quantum states, we construct the
obfuscator by quantum teleportation for multiple qubits [21]. We can teleport the product
states of two arbitrary particles independently. Consider the direct product of two quantum
states is |®) = |a) ® |b). The quantum circuit receives two particles as input, while
|a) = «|0) + B|1) and |b) = 7|0) + J|1). Particles |a), |b), 1,3 belong to the sender Alice,
and particles 2,4 belong to the receiver Bob. The circuit is shown in Figure 5.

@ A

| b)
o {;X%j

@) (] U

—la)'

— 1)

Figure 5. Circuit of quantum teleportation for multiple qubits.

Alice measures particles (|a), 1) and (|b), 3) by Bell basis. The measurement result of
Alice and the unitary operations corresponding to the result are shown in Table 4.

Table 4. Unitary operations corresponding to the measurement result of Alice.

Measurement Result Unitary Operation Measurement Result Unitary Operation
|®F) 41|P ) B3 700 @ 70x0 1) 41| ) 53 70x1 @ 70X0
@) 41|®7 )83 AP QYA & [¥7) 41|97 )3 Z20x @ 71 xO
|®7) a1|P ) B3 Z1x% @ 70x0 1) 1@V ps 71! @ 70X0
(") | )3 21XV Z' X9 1Y) 4119 b3 VAD CR-VAY &
|DF) a1 [¥7) B3 70x0 @ 70x1 ) 40 ) s 2051 g 70x1
(7)Y ms X002 X [¥)a1[¥ ") pa VAD CE-VAD &
|®7) a1[¥ ") B3 7Z1x0 @ z0x1 1) a1 [ ¥ ) 3 71x1 @ 701
[®7) a1l )83 71xX0 @ z1x1 ) a0 [ ) g3 71X @ 71X

Thus, we can construct an obfuscator for quantum power functions with the leading
coefficient by obfuscating the leading coefficient and the exponent. The obfuscation scheme
is described as follows.

(1) Alice Input the leading coefficient |a), the exponent |b) into the obfuscator.

(2)  Alice measures the particles (|a),1) and (|b),3) by Bell basis and obtains the measure-
ment result.

(3) Alice sends the measurement result to Bob through a classical channel.

(4) Bob performs corresponding unitary operations to restore the initial leading coefficient
and the exponent of the function.

4.1.2. Construction of Quantum Interpreter

The original quantum circuits, which realize the functionality of quantum power
functions with leading coefficients, are obfuscated into qubits through the obfuscator.
Consequently, we should design a specific interpreter to explain the obfuscated quantum
states and restore the original functionality.
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The interpreter is intended to restore the functionality of quantum power functions
with a leading coefficient. We can derive a logical expression among the output |y), the
leading coefficient |a), the exponent |b) and the input variable |x) in Equation (21).

ly) = (la) A|=D)) V (|a) A |=b & x)) (21)

There are no corresponding quantum “AND” and quantum “OR” gates in quantum
circuits, so we utilize Toffoli gates to implement quantum “AND” and quantum “OR” gates
instead. The circuits are shown in Figure 6.

qo\X>7§ — qo\x>—§—x x —
“ln— L — o
%‘0>7§ 3* qz\O)—i + Xf:

Figure 6. Circuits of quantum “AND” and quantum “OR” gates.

Consequently, we can construct the interpreter by means of corresponding quantum
gates to realize the functionality of quantum power functions with the leading coefficient
according to the logical expression. Figure 7 shows the quantum circuit of the interpreter.

M(|a)=|a)
M(B) =B — X |
»—— XX
E> b
S-x1{x—
0) S xF—1»

Figure 7. Interpreter of quantum power functions with leading coefficient.

Initially, receiver Bob performs quantum measurement on the obfuscated results to
restore the leading coefficient |a) and the exponent |b). Then, Bob puts the restored leading
coefficient |a), the restored exponent |b), the base |x), and three auxiliary qubits |0) into
the circuit. The detail of the interpreter is described as follows.

(1) Perform an X gate on the restored exponent |b), then we can obtain |—b).

(2) Perform a Toffoli gate on |a), |b), and the first auxiliary qubit |0), in which |a) and |b)
are control qubits and |0) is the target qubit. After this step, we obtain |a) A |-b).

(3) Perform a CNOT gate on |b) and |x), in which |b) is the control qubit and |x) is the
target qubit. After this step, we obtain —|b) @ |x).

(4) Perform a Toffoli gate on |a),|x) and the second auxiliary qubit |0), in which |a) and
|x) are the control qubits and |0) is the target qubit.

(5) Perform a quantum “OR” gate on |a) A |—b) and |a) A |=b @ x). Then we can obtain
(la) A'|=b)) V (|a) A |=b @ x)) which satisfies the functionality of quantum power
functions with leading coefficient.

Theorem 2. Quantum power functions with leading coefficients are obfuscatable by quantum
teleportation for multiple qubits. It satisfies all properties of quantum obfuscation.
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Proof. To demonstrate the obfuscatability of quantum power functions with the leading
coefficient, we prove the properties of polynomial expansion, functional equivalence, and
virtual black-box property as follows.

Assume that quantum power functions with the leading coefficient are denoted by
ly) = |a)|x)?), the parameters extracted from it are denoted by Cy(la) ® |b)), which is
another representation of the functionality. These parameters are transformed into the
obfuscated states O(Cy(|a) ® |b))) through the obfuscator.

Suppose the original circuit C is n-qubit, the obfuscated leading coefficient O(|a)) is
m1-qubit and the obfuscated power O(|b)) is my-qubit. Since all quantum gates contained
in the obfuscator operate linearly, the size of m; and m; are certainly of polynomial size.
Consequently, the total size of the output is m; + my + n, which is also of polynomial size,
satisfying the property of polynomial expansion.

The quantum power functions with the leading coefficient must satisfy the preserva-
tion of functionality by the interpreter. In our construction, the two obfuscated parameters
can be restored by performing the corresponding unitary operations, which satisfies the
property of functional equivalence.

Since the oracle is truly random to any adversary, the obfuscation O(C) leaks no
information on the parameters. Thus, it satisfies the virtual black-box property.

Therefore, quantum power functions with the leading coefficient are obfuscatable. [

4.2. Obfuscation Scheme for Quantum n-th Power Functions
4.2.1. Construction of Quantum Obfuscator

The parameters that need to be obfuscated for quantum n-th power functions include
both classical and quantum states. Therefore, we utilize quantum teleportation, and enhanced
quantum superdense coding [22] to obfuscate the quantum and classical states simultaneously.

Equation (20) explains the functionality of quantum n-th power functions, and Figure 8
shows the obfuscator for quantum n-th power functions, assuming the exponent n of the
function contains two classical bits denoted by ij.

M,
|a) oA
I M,
|ﬁoo>{ N izal
| a)

1 .

’ ?

) — H X H z H —

v N N e

Figure 8. Construction of the obfuscator for quantum n-th power functions.

This quantum circuit can be divided into two parts, used to obfuscate quantum
parameters and classical parameters, respectively. To obfuscate the leading coefficient
|a), we use quantum teleportation to obfuscate the qubit |a). Depending on different
measurements, we perform corresponding unitary operations to restore the initial state
according to Table 5.
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Table 5. Unitary operation for specific measurement.
Measurement Collapsed State Unitary Operation
00) «|0) + B[1) VAP
|01) a|1) + B[0) z0x1
|10) «|0) — B|1) z1X0
|11) a[1) — B|0) VA S

The classical exponent n of quantum n-th power function is obfuscated by enhanced
quantum superdense coding. First, Alice and Bob generate a pair of Bell states
|®T) 45 = %(|00> +|11)) by means of the Hadamard and CNOT gates, each of which
holds a qubit. To obfuscate the two-bit parameter n, Alice performs the corresponding
operation listed in Table 6.

Table 6. Obfuscation for two-bit exponent.

Classical Exponent Operation States after Operation
00 Z70x0 |®) AB
01 z0x1 ¥7) ap
10 Z1x0 |®7) ap
11 zZix! 1Y) an

If the exponent of the quantum n-th power function is 11, then Alice performs Z! X!
to obtain a specific entangled state. Equation (22) demonstrates the specific transformation
of the entangled state | ") 45.

1

1
V2 V2
Then, Alice sends the transformed qubit to Bob over a quantum channel, and Bob
obtains the whole entangled state. Bob performs the CNOT gate on the entangled state,
where the received qubit is the control bit, and the qubit he originally owned is the target
bit, then performs the Hadamard gate to the received qubit. The last step is to perform the
measurement operation under the computational basis, which restores the exponent b of
the quantum n-th power function.
If the exponent n contains multiple bits, it can be obfuscated by means of enhanced
superdense coding. This is implemented by constructing the GHZ state, and the circuit for
transmitting 4 bits is shown in Figure 9.

@) 45> == (10) +101)5 —=(01) — [10)) = [¥7) 4 (22)

by by
b by
b, b,
b3 [73
ql0] |0y —{#}—e b—4 A by
ql1l |0 I A b
ql21 | 0) ? [ A] by
a1 |0y 5-{7] ] by

time to t t z

w

Figure 9. Quantum circuit of the enhanced superdense coding for 4 classical bits.
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By means of this kind of structure, the number of classical bits to be teleported cannot
be restricted anymore. This makes it possible to obfuscate any classical parameters. We
split the quantum circuit into two parts to construct the obfuscator and interpreter for
classical parameters in Figure 10.

by by b b

H ococoo ’7 [} . @7 b
401 |0y 4@ | o ©oooo o @7 .
q[1] [0) é e o 1
q12] 10) o R ? @7 b,
3 7l ° A b

4q131 0y 1Z]

(@) (b)

Figure 10. Construction of the obfuscator and the interpreter for 4 classical bits: (a) Quantum circuit
for obfuscating classical parameters. (b) Quantum circuit for restoring classical parameters.

4.2.2. Construction of Quantum Interpreter

The obfuscator has obfuscated the functionality of the quantum n-th power function,
so we design an interpreter for the quantum n-th power function to restore the parameters
and realize the original functionality. The circuit for interpreting the quantum n-th power
function is shown in Figure 11.

According to the functionality of the quantum #n-th power function, the parameters to
be obfuscated are the hybrid state of quantum and classical states.

The quantum n-th power function is characterized by the parameters |a) and n. When
|a) = |1), the rotation on auxiliary qubit |0) is RZ(n¢)RY (n6)|0), this occurs by rotation
around the y-axis by n6 angles and rotation around the z-axis by n¢ angles. If |a) = |0),
the output is |0).

M(|a)) = a)

| X) — Ry (4)— R, (22)

10)

o— »

Figure 11. Interpreter of quantum n-th power function, where Ay = (n —1)0 and A, = (n —1)¢.

Consequently, we construct a quantum circuit to implement the functionality. Initially,
receiver Bob performs a quantum measurement on the obfuscated results to restore the
leading coefficient |a) and the exponent n. Then, Bob puts the restored leading coefficient
|a), the base |x), and an auxiliary qubit |0) into the circuit. The classical exponent, b, is
reflected in the rotation angle.

The detail of the interpreter is described as follows.

(1) Perform a RY gate on the base |x) with the angle A; where A} = (b —1)6. Thus, we
obtain RY(n6)|0).

(2) Perform a RZ gate on RY(n0)|0) with the angle A, where A, = (n — 1)¢. Thus, we
obtain RZ(n¢)RY (n6)|0).

(3) Perform a Toffoli gate on |a), RZ(n¢)RY (n6)|0) and the auxiliary qubit |0), where |0)
is the target qubit. Thus, we obtain the result |y) = (|a) A |x)) @ |0). When |a) = |0),
19) = 10). When |a) = [1), ly) = RZ(ng)RY(n6) 0}

Theorem 3. Quantum n-th power functions are obfuscatable by quantum teleportation and quan-
tum superdense coding. It satisfies all properties of quantum obfuscation.

Proof. To prove quantum n-th power functions are obfuscatable, we prove its polynomial
expansion, functional equivalence, and virtual black-box property as follows.
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Assume that quantum 7n-th power functions with the leading coefficient are denoted
by |y) = |a)|x)", the parameters extracted from it are denoted by C,(|a) ® n), which is
another representation of the functionality. These parameters are transformed into the
obfuscated states O(Cy(|a) ® n)) through the obfuscator.

Suppose the original circuit C is n-qubit, the obfuscated leading coefficient O(|a)) is
m1-qubit and the obfuscated power O(n) is mp-qubit. Since all quantum gates contained
in the obfuscator operate linearly, the size of m; and m; are certainly of polynomial size.
Consequently, the total size of the output is m + my + n, which is also of polynomial size,
satisfying the property of polynomial expansion.

The quantum n-th power functions must satisfy the preservation of its original func-
tionality by the interpreter. In our construction, the two obfuscated parameters can be
restored by performing the corresponding unitary operation, which satisfies the property
of functional equivalence.

Since the oracle is truly random to any adversary, the obfuscation O(C) leaks no
information about the parameters. Thus, it satisfies the virtual black-box property.

Therefore, quantum n-th power functions are obfuscatable. [

5. Discussion
5.1. Impossibility and Possibility

Alagic et al. [23] proposed an impossibility result of quantum obfuscation of classical
circuits under the assumption that learning-with-errors (LWE) is hard for quantum computers.
Their work is based on the work of Barak [7], who demonstrated that a universal obfuscator that
obfuscates classical circuits into other classical circuits is impossible. Alagic made a quantum
generalization of this obfuscation and extended the impossible result of Barak to quantum
settings, proving the impossibility of universal quantum black-box obfuscation.

Following the demonstration by Barak that a universal black-box obfuscation does not
exist, two categories of research were established for classical obfuscation. The first objective
is to develop and analyze the obfuscation strategy for particular functions; the second is to
weaken the definition of black-box obfuscation. Similarly, Alagic et al. demonstrated the
impossibility of universal virtual black-box obfuscation in quantum settings, but quantum
obfuscation can still be achieved by particular obfuscation methods for specific functions
or circuits. In 2023, Bartusek et al. [24] implemented a quantum obfuscation scheme for
polynomial-sized pseudo-deterministic quantum circuits. In particular, this scheme can
obfuscate the circuit implementing Shor’s algorithm. This work provides a new method to
achieve efficient quantum communication. Thus, the feasibility of quantum obfuscation
as a tool for quantum software protection has remained wide open, and the obfuscation
scheme proposed in our work for a specific generalized quantum power function with
coefficient does not conflict with the impossibility result proposed by Alagic.

5.2. Obfuscation Circuits in a Noisy Channel

Quantum teleportation and quantum superdense coding are utilized in the construc-
tion of the obfuscator and the interpreter. Quantum teleportation requires a noiseless
quantum channel to transmit a purely entangled state. However, in practice, the shared
entanglement usually becomes degraded because of various decoherence mechanisms,
and the noise and decoherence are unavoidable. When applying the proposed obfuscation
circuits to realistic channels, we can implement the idealized quantum teleportation circuit
and quantum superdense coding circuit through correspondingly improved protocols to
enhance the fidelity of each protocol and overcome the effects of severe noise and loss.

There are several methods to overcome the impact of severe noise and loss. Zhao et al. [25]
utilized a noiseless amplifier as a pre-device for quantum teleportation and achieved a high
fidelity of 92% for teleporting coherent states, which also presented a new way of applying
teleportation to purify quantum systems from thermal noise. Islam et al. [26] demonstrated
that the decoherence noise can enhance the quantum correlation between two qubits
and restore the entanglement lost in the environment, therefore improving the fidelity of
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quantum teleportation and the capacity of quantum superdense coding and contributing to
efficient quantum communication.

6. Conclusions

In this paper, we have defined generalized quantum power functions with coefficients
and applied quantum mechanics to construct circuits for quantum obfuscators and in-
terpreters. Quantum and classical parameters are obfuscated by quantum teleportation
for multiple qubits and enhanced quantum superdense coding, respectively. Also, we
have constructed quantum interpreters to restore the functionality of generalized quantum
power functions with coefficients.

In the construction of the obfuscation scheme for quantum power functions with
leading coefficient, we utilized quantum teleportation for multiple qubits to obfuscate
quantum parameters, summarized the logical expression, and utilized the Toffoli gate to
realize the quantum “OR” gate and the quantum “AND” gate to construct the interpreter.
In the construction of the obfuscation scheme for the quantum n-th power function, we
utilized quantum teleportation and quantum-enhanced superdense coding to obfuscate
both quantum and classical parameters, and we utilized rotational gates for constructing the
interpreters to restore the functionality of quantum #n-th power function. Furthermore, the
obfuscatability of generalized quantum power functions with coefficients is demonstrated
in this paper.

Other types of quantum functions, such as quantum polynomial functions and quan-
tum composite functions, have not yet been defined, and corresponding obfuscation
schemes have not yet been developed either. Also, it remains unexplored how to use
the quantum circuit to restore the functionality of an obfuscated quantum function and
how to build a simple and efficient quantum interpreter.

Author Contributions: Writing—original draft, Y.J., T.S., Y.T. and J.L. All authors have read and
agreed to the published version of the manuscript.

Funding: This project was supported by the National Natural Science Foundation of China (No.
61971021), the Key Research and Development Program of Hebei Province (No. 22340701D), and the
Chinese Universities Industry-Education-Research Innovation Foundation of BII Education Grant
Program (No. 2021BCA0200) for valuable help.

Institutional Review Board Statement: Not applicable.

Data Availability Statement: The original contributions presented in the study are included in the
article. Further inquiries can be directed to the corresponding author.

Conflicts of Interest: The authors declare that no commercial or financial relationship that could be
construed as a potential conflict of interest existed during the conduct of the research.

References

1. Shor, PW. Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum computer. SIAM Rev. 1999,
41, 303-332. [CrossRef]

2. Bennett, C.H. Quantum cryptography: Public key distribution and coin tossing. In Proceedings of the IEEE International
Conference on Computers, Bangalore, India, 9-12 December 1984.

3.  Gottesman, D. Theory of quantum secret sharing. Phys. Rev. A 2000, 61, 042311. [CrossRef]

4. Boneh, D.; Zhandry, M. Quantum-secure message authentication codes. In Proceedings of the Advances in Cryptology—
EUROCRYPT 2013: 32nd Annual International Conference on the Theory and Applications of Cryptographic Techniques, Athens,
Greece, 26-30 May 2013; Proceedings 32; Springer: Berlin/Heidelberg, Germany, 2013; pp. 592-608.

5. Gottesman, D.; Chuang, I. Quantum digital signatures. arXiv 2001, arXiv:quant-ph/0105032.

6. Hada, S. Zero-knowledge and code obfuscation. In Proceedings of the Advances in Cryptology—ASIACRYPT 2000: 6th
International Conference on the Theory and Application of Cryptology and Information Security Kyoto, Japan, 3-7 December
2000; Proceedings 6; Springer: Berlin/Heidelberg, Germany, 2000; pp. 443—457.

7. Barak, B.; Goldreich, O.; Impagliazzo, R.; Rudich, S.; Sahai, A.; Vadhan, S.; Yang, K. On the (im) possibility of obfuscating

programs. In Proceedings of the Annual International Cryptology Conference, Santa Barbara, CA, USA, 19-23 August 2001;
Springer: Berlin/Heidelberg, Germany, 2001; pp. 1-18.


http://doi.org/10.1137/S0036144598347011
http://dx.doi.org/10.1103/PhysRevA.61.042311

Entropy 2023, 25, 1524 15 of 15

10.

11.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.
22.

23.

24.

25.

26.

Lynn, B.; Prabhakaran, M.; Sahai, A. Positive results and techniques for obfuscation. In Proceedings of the International
Conference on the Theory and Applications of Cryptographic Techniques, Interlaken, Switzerland, 2-6 May 2004; Springer:
Berlin/Heidelberg, Germany, 2004; pp. 20-39.

Garg, S.; Gentry, C.; Halevi, S.; Raykova, M.; Sahai, A.; Waters, B. Candidate indistinguishability obfuscation and functional
encryption for all circuits (generalized abstract). In Proceedings of the IEEE Annual Symposium on Foundations of Computer
Science, Berkeley, CA, USA, 26-29 October 2013.

Barak, B.; Garg, S.; Kalai, Y.T.; Paneth, O.; Sahai, A. Protecting obfuscation against algebraic attacks. In Proceedings of
the Advances in Cryptology—EUROCRYPT 2014: 33rd Annual International Conference on the Theory and Applications of
Cryptographic Techniques, Copenhagen, Denmark, 11-15 May 2014; Proceedings 33; Springer: Berlin/Heidelberg, Germany,
2014; pp. 221-238.

Bitansky, N.; Canetti, R.; Cohn, H.; Goldwasser, S.; Kalai, Y.T.; Paneth, O.; Rosen, A. The impossibility of obfuscation with
auxiliary input or a universal simulator. In Proceedings of the Advances in Cryptology—CRYPTO 2014: 34th Annual Cryptology
Conference, Santa Barbara, CA, USA, 17-21 August 2014; Proceedings, Part II 34; Springer: Berlin/Heidelberg, Germany, 2014;
pp- 71-89.

Boneh, D.; Zhandry, M. Multiparty key exchange, efficient traitor tracing, and more from indistinguishability obfuscation.
Algorithmica 2017, 79, 1233-1285. [CrossRef]

Garg, S.; Gentry, C.; Halevi, S.; Wichs, D. On the implausibility of differing-inputs obfuscation and extractable witness encryption
with auxiliary input. Algorithmica 2017, 79, 1353-1373. [CrossRef]

Hohenberger, S.; Sahai, A.; Waters, B. Replacing a random oracle: Full domain hash from indistinguishability obfuscation. In
Proceedings of the Advances in Cryptology—EUROCRYPT 2014: 33rd Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Copenhagen, Denmark, 11-15 May 2014; Proceedings 33; Springer: Berlin/Heidelberg,
Germany, 2014; pp. 201-220.

Alagic, G.; Fefferman, B. On quantum obfuscation. arXiv 2016, arXiv:1602.01771.

Chen, R.; Shang, T.; Liu, J. IND-secure quantum symmetric encryption based on point obfuscation. Quantum Inf. Process. 2019,
18, 1-16. [CrossRef]

Zhang, Y.J.; Shang, T.; Liu, ].W.; Wu, W. Quantum homomorphic encryption based on quantum obfuscation. In Proceedings
of the 2020 International Wireless Communications and Mobile Computing (IWCMC), Limassol, Cyprus, 15-19 June 2020;
pp- 2010-2015.

Ben-David, S.; Sattath, O. Quantum tokens for digital signatures. Quantum 2023, 7, 901. [CrossRef]

Zhandry, M. Quantum lightning never strikes the same state twice. or: quantum money from cryptographic assumptions. J.
Cryptol. 2021, 34, 1-56. [CrossRef]

Pan, C,; Shang, T.; Zhang, Y. Universal quantum obfuscation for quantum non-linear functions. Front. Phys. 2023, 10, 1342.
[CrossRef]

Tan, X.; Li, X.; Yang, P. Perfect quantum teleportation via Bell states. Comput. Mater. Continua 2018, 57, 495-503. [CrossRef]
Mastriani, M. Quantum key secure communication protocol via enhanced superdense coding. Opt. Quantum Electron. 2023,
55, 10. [CrossRef]

Alagic, G.; Brakerski, Z.; Dulek, Y.; Schaffner, C. Impossibility of quantum virtual black-box obfuscation of classical circuits. In
Proceedings of the Advances in Cryptology—CRYPTO 2021: 41st Annual International Cryptology Conference, CRYPTO 2021,
Virtual Event, 16-20 August 2021; Proceedings, Part I 41; Springer: Berlin/Heidelberg, Germany, 2021; pp. 497-525.

Bartusek, J.; Kitagawa, F.; Nishimaki, R.; Yamakawa, T. Obfuscation of Pseudo-Deterministic Quantum Circuits. arXiv 2023,
arXiv:2302.11083.

Zhao, J.; Jeng, H.; Conlon, L.O.; Tserkis, S.; Shajilal, B.; Liu, K.; Ralph, T.C.; Assad, S.M.; Lam, PK. Enhancing quantum
teleportation efficacy with noiseless linear amplification. Nat. Commun. 2023, 14, 4745. [CrossRef] [PubMed]

Islam, A.; Wang, A.M.; Abliz, A. Optimizing quantum teleportation and dense coding via mixed noise under non-Markovian
approximation. Int. J. Theor. Phys. 2021, 60, 1225-1236. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.1007/s00453-016-0242-8
http://dx.doi.org/10.1007/s00453-017-0276-6
http://dx.doi.org/10.1007/s11128-019-2280-z
http://dx.doi.org/10.22331/q-2023-01-19-901
http://dx.doi.org/10.1007/s00145-020-09372-x
http://dx.doi.org/10.3389/fphy.2022.1048832
http://dx.doi.org/10.32604/cmc.2018.03772
http://dx.doi.org/10.1007/s11082-022-04303-5
http://dx.doi.org/10.1038/s41467-023-40438-z
http://www.ncbi.nlm.nih.gov/pubmed/37550329
http://dx.doi.org/10.1007/s10773-021-04748-6

	Introduction
	Related Work
	Quantum Function Obfuscation
	Quantum Techniques for Obfuscation

	Generalized Quantum Power Functions with Coefficient
	Quantum Power Function with Leading Coefficient
	Quantum n-th Power Function
	Bloch Sphere and Qubit Rotation
	Functionality of Quantum n-th Power Function


	Quantum Obfuscation Schemes for Generalized Quantum Power Functions
	Obfuscation Scheme for Quantum Power Function with Leading Coefficient
	Construction of Quantum Obfuscator
	Construction of Quantum Interpreter

	Obfuscation Scheme for Quantum n-th Power Functions
	Construction of Quantum Obfuscator
	Construction of Quantum Interpreter


	Discussion
	Impossibility and Possibility
	Obfuscation Circuits in a Noisy Channel

	Conclusions
	References 

