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Abstract. Wavelength division multiplexing (WDM) technology can improve the networking
level and overcome the shortcomings of low key rate under the existing technic background of
measurement device independent quantum key distribution (MDI-QKD) protocol application.
reference frame independent quantum key distribution (RFI-MDI-QKD) protocol cut down on
the influence of the reference frame drift on the key distribution system . The decoy state protocol
has important development prospects in the development of quantum communication
networking. Combining the advantages of of the above protocols to realize RFI-MDI-QKD with
WDM, the results show that the key distribution efficiency is improved with the increase in the
number of WDM multiplexed channels, which promotes the further exploration and achievement
of QKD networking application.

1. Introduction

The purpose of cryptography is to make communication between two authorized users incomprehensible
to any third party. Privacy and confidentiality are the main goals of cryptography. Established on the
difficulty of inverse solution of large prime factorization, the RSA algorithm public key encryption
system has been widely used in various cryptography fields. However, the emergence of quantum
computers can achieve exponentially increasing operating speeds™. Therefore, the mathematical
problems based on the RSA encryption algorithm will be settled within a minute, leading to a security
crisis. Therefore, in the era of quantum computers, how can the security of communication be ensured?

Based on quantum physics, quantum communication provides an unconditional security protocol on
the physical level. It can resist the attack of possible eavesdroppers and achieve key distribution between
two authorized users. the first and most widely recognized quantum key distribution protocol (QKD) is
proposed in 1984 and named by the BB84 protocol?l. Its security proofhas already been demonstrated
by many former researchesIl,

Theoretically, quantum communication can guarantee absolute information security. Unfortunately,
when considering the actual situation, the limitations of current technology and the vulnerabilities in the
actual system may lead to eavesdropping or attacks. Specifically, in actual experiments, most QKD
systems are based on attenuated weak-coherent laser pulses. Thus, some pulse sequences may contain
more than one photon. This defect provides the possibility for eavesdroppers to commit a so-called
photon number separation attack™. The decoy scheme is an important weapon against this attack. By
preparing some decoy states modulated by the different pulse intensities, Alice and Bob can find and
defend against eavesdroppers via abnormal error rates. GLLP method™ provides a rigorous security
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proof and compact security key estimation formula. It is proved that the two-decoy state scheme with
vacuum and decoy state has the best practicality to achieve the QKD system[/I€1®] Above all, the decoy
scheme has become an indispensable part of QKD system.

The measurement device is one of the most vulnerable parts of the QKD system. Makarov proposed
a black-blinding attack scheme for QKD system detectorsi?®), which successfully controls the
measurement equipment of the QKD system. Fortunately, Lo et al. proposed measurement device-
independent quantum key distribution (MDI-QKD)™*Y, which tactfully uses time-reversed entangled
distribution protocols. the decoy method MDI-QKD protocol is considered the most secure QKD
scheme at present. Relevant experimental verification is becoming more mature. The world’s longest
transmission distance under ultra-low loss fibre has been achieved at 404 km 121,

In the future, QKD is expected to be implemented in a quantum network, where many user nodes
will work with central server through quantum channels®. First of all, the MDI-QKD construction
architecture is very suitable for building a QKD network with a star architecture and a central relay.
MDI allows the existence of untrusted relays which can also guarantee security. Nevertheless, MDI-
QKD has its disadvantage in practicality and commercialization, which is lower key rate. The HOM
interference play an important role in MDI-QKD system, which generally requires that two photons
prepared by the two light sources are independent, in detail, and indistinguishable in polarization and
time domain. Due to the influence of noise, temperature and vibration, a decrease in the interference
contrast unavoidably affects the final key rate. Moreover, the low detection efficiency of the current
commercial single photon detector limits the QKD channel security key rate. Against this background,
considering multiplexing QKD channels into a feasible solution can be further discussed.

Photons can be routed to different parties by different wavelength channels using WDM, thereby
supporting the requirement of multiple clients®*4l, In terms of experimental implementation, Yoshino et
al. used WDM technology to implement a three-channel QKD system, where interferometers of multiple
wavelengths were used for encoding and decoding and achieved continuous running of key distribution
of 45 km in fibrel*®, Above all, it is noted that QKD combined with WDM technology can support
dozens of users at the same time. The combination of WDM technology and MDI protocol has great
potential for higher key rate quantum communication networks!®l,

In this paper,the time-phase encoded MDI-QKD protocol with WDM are investigated, which makes
full use of the MDI protocol to ensure the security of key distribution as well as its strong networking
and multiplexing capabilities, and makes up for previous shortcomings of the low key rate. More
importantly, in this paper, the reference-frame-independent (RFI) protocol is utilized to ensure that the
QKD system can withstand problems of unstable reference frames. In the end, the feasibility of the
protocol based on WDM technology is demonstrated through numerical simulation.

2. MDI-QKD Protocol

We illuminate the process of the MDI-QKD system with WDM into five steps including the key length
estimation method and display its schematic diagram in Figure 1. In the following, the realization of the
RFI-MDI-QKD protocol is elaborated step by step.
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Figure 1: The schematic diagram of the time-bin phase encoded MDI-QKD with WDM in several
channels: Two MDI-QKD systems are multiplexed in one fibre channel.
IM: Intensity modulator; PM: Phase modulator; AMZ: Asymmetric Mach—Zehnder interferometer;
WDM: Wavelength division multiplexer.

2.1. Preparation with Z basis

In RFI-MDI-QKD, we suppose the aligned Z-basis between Alice and Bob. As shown in Figure 1, after
the photons pass through the first asymmetric Mach—Zehnder interferometer, the photons are split into
two adjacent optical pulses, and the intensity of either of the first and last two pulses will be reduced to
0 by IM2, corresponding to 0 bit and 1 bit respectively.

2.2. Preparation with X basis

IM1 does not work, that is, neither pulse is attenuated. PM1 is used to modulate one of two adjacent
pulses with the phase of 0 or © corresponding to Xo and X respectively while /2 and 3xn/2 to Y, and
Yi.

2.3. Preparation of decoy-state

IM1 is used to modulate and implement decoy-state in MDI-QKD. In addition to the signal state, two
other intensities will be used for a number of decoy states. The mean photon number is p, v and ®
respectively, which correspond to signal state, decoy state and vacuum state respectively. The vacuum
state is obtained by an empty triggering pulse.

2.4. Multiplex and demultiplex

On the one hand, the multiplexing WDM is used to integrate these signals of different wavelengths into
a single-mode fibre for long-distance transmission. On the other hand, demultiplexing WDM was used
to separate the optical signals with different wavelengths and transit them to the corresponding Charlie
terminals for bell state measurement. As shown in the Figure.1l, Alice-1 and Bob-1 constitute a
communication group, and the wavelength of the two lasers denoted by identical color ensures the
success of two-photon interference MDI-QKD measurement at the Charlie-1 site.

2.5. Measurement

A Successful Bell state measurement corresponds to the coincidence trigger of two detectors (associated
with orthogonal polarization). For the case when both Alice and Bob prepare the same bit with Z basis,
which means two photos are located at the same time-bin, after the interference in BS1 shown in Figure
2, the photons will all go into either BS2 or BS3. In another word, only one of the four detectors will be
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triggered. This is not a successful bell state measurement and can be discarded. For the case in a Z basis,
if bits are prepared differently, two photons will go into BS2 and BS3 with equal possibility, which will
cause the synchronous triggers of SPD1, 4 or SPD2, 3. Charlie announces the event of this successful
bell state, Therefore, after bob and Alice share their basic choice, they know they prepare a different bit
from each other, so an identical key bit can be generated. The analysis of the case in X and Y basis is
similar.

—a— - Alice site

—a— - Bob site

BS3

199 0

Figure 2: The structure of bell state measurement in the Charlie site. BS: Beam splitter; SPD: Single
photon detector.

Charlie will record the measurement result. In this case, after subsequent logical and statistical
calculations, Alice and Bob can share the same security key.

According to statistical data Q' and EQ['™, which are the count rate and error rate corresponding
to the successful case that the number of m photons (decoy or signal state by Alice) is sent by Alice and
the number of n photons prepared by Bob, the upper and lower bound of the single photon yields denoted
by superscript, L are deduced. The estimation formula group is as below™!:

m'tt > (T, - T, - a1b§T3)(a1a1(b1bé - bibz))_l
m'Y < (MY — T3)(a;by) ™"
Ty = a1h;Q"" + a1 b,ag Q™ + a3 b an Q™
T, = a1b,Q"* + a;b,apby Q™
T3 = aoQ”" + bpQ"® — agho Q™ (1)
a' (b, = pie MikH™
a(b) = vke Vi(k))™?
M4 g [Qrars, EQrats]
Finally, the postprocessing including privacy amplification and correction are performed, and the

final key is estimated by the Z-base single photon key rate, the information of Eve Iz and the key
correction efficiency coefficient f (set as 1.16 in the simulation). The final formula is expressed as:

R =my;(1 - Ig) = Qzz fh(Eyz) 2)

I is estimated by the error gains of X basis in the original MDI-QKD protocol, However, as the X
basis information is encoded by phase, it drifts periodically and leads to fluctuation or even fails to
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secure key generation. Therefore, an alternative method or protocol is needed to solve this system
loophole.

2.6. Estimation of I in RFI protocol
In the QKD system, the basis for encoding photons at the Alice site is called the transmitting reference
frame, and the basis for decoding the photons at the Bob site is called the receiving reference frame. If
the reference frame shared by Alice and Bob is inconsistent, the correct bit value cannot be obtained
with certainty. Therefore, calibrating the reference frame before the two parties communicate, or
maintaining the consistency of the reference frame between the sending and receiving ends guarantees
that the correct key is obtained, and the key distribution can perform continually. Therefore, most of the
actual QKD systems need to calibrate the reference frames of both parties in real time. The current
technology can achieve real-time phase compensation, but it will increase the system construction cost.
To cope with this problem, the reference frame-independent QKD protocol was proposed™”. The Z
basis is stable while the remaining two bases which are X and Y will drift with a variety of time. If Xa,
Xg and Ya, Yg are used to denote the X, Y basis of Alice and Bob respectively, their relationship can
be represented by:

Xp =X, cosO +Y, sinf

Y =Y, c0s0 — X, sinf
3)
ZB = ZA

where B characterize the degree of drift between the two reference frames. For instance, the circular
polarization of light in free space channels, such as communications Earth-to-satellite QKD system, is
less affected by the environment where the circular polarization of light is regarded as the Z base. Also,
as to fibre or integrated optical chips, the time-bin information is stable and used to encode Z. The
experimental applications of the RFI protocol have demonstrated this protocol has good
performancel 89201211 The theoretical model in this paper is based on the time-bin phase encoded
system where the time-bin is chosen as the Z basis and the phase is allowed to drift.

Different from protocols such as BB84, the two parties not only retain the same results, but also use
the measurement results of different bases in combination with other information to estimate Eve’s
information obtained by. where the key parameter C is essential in RFI protocol,

C = (XaXp)? + (a¥p)? + (VaXp)? + (GYp)2 = D (1= 2Egp)? @
a,fE(X,Y)

where Eqp is the bit error of X and Y basis. Here, C is independent of B and its theoretical maximum
value of C is 2. The the key rate estimation divided into the single photon yield and the amount of Eve
leakage. The security of the QKD protocol can be analyzed by the equivalent entanglement protocol.
Alice to Bob QKD structure is equivalent to a pair of entanglement photons measured by Alice and Bob,
which is [¢*) 45, the density matric of mixed state after a collective attack

pAlel Pq>++}\2 P¢—+}\3PLP+ +}\4P\p— (5)

Then it can be deduced that C = 2[(A; — A,)? + (A3 — A,)?]. Here, those four non-negative
parameters A; have three constraints: the sum of the four parameters is 1, and be related to the observed
values of EZ}, €. Another free variable will be used to maximize the amount of information on Eve.
According to the first two constraints, we introduce two parameters p, v € [0,1], and A, =
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1 1- 1 1- o . L
(1-EL} %, A, = (1—E}} Tu’ A3 = %Ezl%, WS TUE%% At this time, Eve’s information is

estimated by,

1 1
I5(E33, ) = (1 - E3p)h (222) + E3pn (2282 ©

where h(x) is the binary entropy function. Therefore, the equation of C will be written as
— 11422 112 2
C—Z[(l—EZZ)H"‘EZZV] ()

To maximize Eve’s information, I5(E:,C) = méixIE (Ezlé‘, wv) . Note that Iz(0,C) = h [(1 +
(C/2)1/2) /2]. When E2 > 0, there is

_(1_pl1\%, 21/
p = €/2=(1-Ezz) p*) 72 (8)

Ezz
Because v € [0,1], SO 1 € [Wmin, Minax], Where

1 2 1
Hmin = 1oy (max [€/2 — B3}, 0]) V2 ©)

1
. 1 (e /2
Hmax = min (@ (7) J) (10)

The single photon yield is obtained through the statistic of gains in both signal and decoy states, and
used to estimate the C value in the RFI protocol®??. In summary, the reference frame-independent
protocol can tolerate the drift of the reference frame without adding extra devices, which greatly
promotes the robustness and stability of QKD.

3. Simulation Result

We establish a symmetric theoretical model for RFI-MDI-QKD with wavelength division multiplexing
technology. Supposing Alice and Bob are at the same distance from Charlie and share the same signal
intensities, the decoy state intensity is set to 0.01 while the optimized value of signal states changes with
distance tofind out optimized key rate. In the simulation, the dark count rate of the detector is set to
3x10° while the detection efficiency is 15%. The loss in fibre derives mainly from two aspects, Rayleigh
scattering and material absorption. As for the wavelength larger than the C band (1530 nm — 1565 nm),
the attenuation due to strong absorption from materials of fibre is significantly increasing, thereby
unavailable for long-distance fibre communication. In the C-band range, Rayleigh scattering can be
considered as the biggest influence on the attenuation coefficient which can be reckoned by

aldB/km] = 1.7(0-85//1[Mm])4. Furthermore, considering other factors of attenuation, such as the
injection loss of WDM, 4dB is additionally included in the simulation of channel loss. Finally, we can

get the key length and compare the situation of multiplexing of 10 and 20 channels which has the same
wavelength interval between each other in the C band.
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Figure 3. Simulation result of RFI-MDI-QKD with WDM

As shown in Figure 3, it can be seen that more multiplex channels used for QKD communication
slightly affect the longest transmission distance, but the relationship between the key lengths with and
without WDM is presented as an obvious multiplication relationship with the increase of the multiplexed
channels number. Besides, we compare the key length beneath phase drift of 0 and /4. As result, the
misalignment of the reference frame has no influence on key length (not shown since the equality of the
key length between different phase drifts). The results show that RFI-MDI-QKD based on WDM is an
effective method to improve the key rate and the network construction capability of QKD.

4. Conclusion

In this paper, the scheme of WDM RFI-MDI-QKD in multiplex channel by is proposed. Its scheme
diagram and performance through numerical simulation are illustrated and researched. The result shows
that RFI-MDI-QKD can resist unstable reference frames and improve the shortcoming of low-key rates
of MDI-QKD. In the future, we will further explore how WDM channels affect the performance of MDI-
QKD to promote its feasibility in the real world.
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