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As an important topic in quantum secure multiparty computing, quantum privacy query (QPQ) can 
solve the problem of information query between users and database owners without compromising 
privacy. In the existing research, most of them focus on its functions, not its applications. In this paper, 
a new QPQ protocol based on two-particle states is proposed. In our protocol, we use two-particle 
states combined with the Ctrl or Shift operations to give the user a partial key sequence and the 
database cannot recognize the user’s key sequence. Meanwhile, we conduct simulation experiments 
at the IBM quantum experience and show that it is feasible. We discuss its application in the private 
set intersection (PSI), which is derived from QPQ. According to our analysis, the QPQ protocol and PSI 
protocol are secure.
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With the rapid development of technology, information interaction becomes increasingly frequent and 
information queries have become an indispensable part in daily life. However, different participants how to 
protect each other’s privacy while querying information is a serious problem. To solve this challenge, secure 
multiparty computation (SMC) which is a cryptographic technique has emerged. It allows multiple participants 
to jointly compute a function while protecting data privacy1–3. An important scenario in SMC is the private 
information query. In classical cryptography, the approaches to realize private information query are based on 
obvious transfer (OT)4 or symmetrically private information retrieval (SPIR)5. But the security of the above 
methods is ensured based on mathematically difficult problems and computational complexity6,7, which is 
insecure in the context of quantum cryptography8–10.

In this situation, quantum privacy query (QPQ) is proposed to provide a more secure and efficient solution 
for information queries. Participants can protect their privacy during the information query process by utilizing 
the superposition and entanglement of quantum states, thus achieving a higher level of privacy protection and 
security. Users and the database owner share the symmetric keys in the QPQ protocol. While the user only has 
the partial key, the database owner knows the entire key. In 2008, Italian scholars Giovannetti et al. proposed 
the first QPQ protocol (GLM protocol)11, which used database operations (i.e., oracle operation) on the bistate 
to encrypt Alice’s query and detected if Bob was spoofing, and was the first QPQ protocol based on quantum 
computing. In 2011, Polish scholars Olejnik et al. improved the shortcomings of the GLM protocol and proposed 
the O protocol12, which used database manipulation and encryption methods to make it possible to obtain the 
desired information through a single query. Compared to the classical OT protocols, the above two protocols 
not only have advantages in terms of security (i.e., the protocols are designed based on physical principles rather 
than computational complexity) but also significantly reduce communication complexity.

However, it is difficult to implement the two protocols mentioned above because the dimensionality of oracle 
operations will increase as the database becomes larger. In order to address this issue, a new private query 
protocol (J-protocol) was introduced by Jakobi et al.13. Its foundation was the SARG0414 system, which addressed 
the issue of computing challenges with big datasets. From that point on, QKD-based QPQ gets more and more 
attention from researchers. In 2012, Gao et al. improved the J-protocol and proposed the G-protocol15, which 
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provided better privacy protection for both users and database owners. The length of the key in the G-protocol 
is constrained by changing the value of parameter θ. A QPQ protocol based on counterfactual quantum key 
distribution was proposed by Zhang et al. in 201316. Both the efficiency and security of this protocol can be 
controlled by adjusting some parameters. But the above QPQ protocols can only query a single bit during 
post-processing. Therefore, in 2014, Wei et al. proposed a practical QPQ protocol based on the unbalanced 
Bennett-Brassard-1984 QKD protocol, which preserves user privacy while enabling users to retrieve many 
bits in a single query17. In 2014, Gao et al. focused their research on the post-processing of oblivious keys, 
analyzed the shortcomings of existing post-processing methods, and proposed post-processing of the oblivious 
key in quantum private query18. However, the security vulnerability lies in the fact that users can obtain secret 
information from the database through multiple queries. All malevolent attackers can obtain more data from the 
database to reveal information because the joint measurement attack is not taken into account. Therefore, Wei 
et al. introduced a QPQ protocol in 201619, where Bob might create quantum states to resist the JM attack. The 
protocol is resistant to quantum memory attacks and loss-tolerant.

Meanwhile, with the improved performance of the QPQ protocol20, its application also needs urgent 
attention. Zhang et al. announced an enhanced transfer technique in 2020 and presented various specific 
decision problems, including set-member decision and point-inclusion21. However, there are currently fewer 
applications for the QPQ protocol. In this context, privacy set intersection (PSI) has become a topic of great 
interest. The PSI protocol is to compute the intersection of two parties’ sets without each of the participants 
revealing any additional information about the other party’s set beyond the intersection. In 2004, Freedman et al. 
laid the foundation of PSI research by designing privacy-preserving data-matching algorithms by first proposing 
a PSI protocol based on blind signatures and hash functions22. In 2005, Kissner and Song extended this work 
by proposing a generalized PSI protocol based on Secure Multiparty Computing (SMC) that implements PSI 
under multiple participants23. Subsequently, in order to solve the communication and computational complexity 
problems, researchers introduced homomorphic encryption into PSI protocols. In 2012, Huang et al. proposed a 
PSI protocol based on Paillier homomorphic encryption, which achieves a dynamic balance between security and 
computational efficiency24. However, the computational overhead of homomorphic encryption-based methods is 
still large and difficult to adapt to large-scale data scenarios. For this reason, Pinkas et al. proposed a PSI protocol 
based on pseudo-random functions (PRFs) and encrypted data exchange in 2014, which significantly reduces its 
communication complexity and provides good privacy protection at the same time25. In 2016, Kolesnikov et al. 
designed another batch-processing pseudo-random function, which was applied to the PSI protocol to achieve 
efficient intersection computation26. In 2018, Chen et al. proposed a PSI solution with low communication 
complexity based on homomorphic encryption27. But it still has a higher computational overhead compared 
to the OT-based scheme. Therefore, in the same year, Pinkas et al. proposed a significant optimization of the 
previous PSI protocols using the obvious transfer to design an efficient PSI protocol28. One well-established 
cryptographic tool that has been proven to address the PSI problem efficiently is oblivious transfer (OT). OT 
allows one party to send information to another in a way that ensures the receiver learns only the selected data, 
which directly solves the issue of privacy in PSI protocols. Given that QPQ is essentially a quantum variant of 
OT, it retains the ability to securely transfer information while preserving privacy. This makes QPQ a promising 
candidate for enhancing PSI protocols, as it can be used to securely compute the set intersection while ensuring 
that no additional information is revealed to the parties involved. Despite the potential applications of PSI, there 
are still problems such as the relative difficulty of implementation. Therefore, in this paper, we first propose a 
novel QPQ protocol based on two-particle states and use the key generated by the QPQ protocol as the basis for 
designing the PSI protocol which can solve the data alignment problem in vertical federated learning.

The rest of this paper is organized as follows. In Section 2, the QPQ protocol is described in detail. In Section 
3, the correctness and flexibility of this QPQ protocol are analyzed. Simulations are performed through the IBM 
quantum experience. In Section 4, the security of our QPQ protocol is analyzed. Especially, in Section 5, we 
propose a generalized model to solve PSI problems with different coding and shifting strategies. Finally, a brief 
conclusion is summarized in Section 6.

The proposed QPQ protocol
In this section, we propose a new quantum private query protocol based on two-particle states which are from 
Bell basis and computational basis. Previously, we will describe the participants in the protocol as follows:

	1.	 The database owner Bob: Bob has N pieces of data X = {x1, · · · , xN } and wants Alice to have access only 
to the data she retrieves and no other data.

	2.	 The user Alice: Alice retrieves a few pieces of data at a time from the database and wants Bob to be unaware 
of what data she is accessing. In the protocol, Alice has part of the key and Bob has all of the key.

Here, Fig. 1 illustrates our QPQ protocol’s simple process.

Initialization phase
Step 1. Alice prepares N qubits which are randomly in one of the states {|ψ+⟩,|ψ−⟩,|01⟩,|10⟩}. All of these qubits 
compose the sequence S. For detecting eavesdropping, Alice will generate a new sequence S′ by inserting some 
decoy particles that are chosen from {|ψ+⟩,|ψ−⟩,|01⟩,|10⟩}. Then Alice sends the sequence S′ to Bob.

Step 2. After confirming that Bob has received S′, Alice announces the locations and the measurement basis 
of the eavesdropping detection particles in public. For the decoy states, Bob uses the basis published by Alice to 
measure and announces the measurement results. If the error rate is less than the predetermined threshold, the 
protocol will continue. Otherwise, Alice and Bob terminate this protocol and repeat Step1.
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Original key generation phase
Step 3. Bob extracts the particle sequence S by discarding the decoy states. Then, Bob randomly selects either 
the computational basis or the Bell basis to measure the quantum state at each position of the sequence S. When 
Bob uses computational basis measurement, it means that Bob’s raw key ki = 1; otherwise, his raw key ki = 0, 
where Bob gets the raw key Kr = {k1, · · · , kN }, ki ∈ {0, 1}. At the end of the measurement, Bob randomly 
chooses the Ctrl or Shift operation for each quantum state to obtain a new sequence S̃.

Ctrl operation: Bob reproduces the state as the measurement result and returns it to Alice.
Shift operation: If Bob’s measurement result is MB(NB), he will reproduce M ′

B(N ′
B) to Alice where

	
MB =

{
|ψ+⟩
|ψ−⟩ , M ′

B =
{

|ψ−⟩
|ψ+⟩ , NB =

{ |10⟩
|01⟩ , N ′

B =
{ |01⟩

|10⟩ � (1)

Subsequently, Bob forms a new sequence S̃′ by inserting decoy states into S̃ and sends S̃′ to Alice. At the same 
time, Bob announces the operations performed on each bit of the quantum state.

Partial key generation phase
Step 4. With the similar eavesdropping detection in Step2, Alice obtains quantum particle sequence S̃ by 
abandoning the decoy states and declares which instances were successfully received. Alice chooses the 
measurement basis according to the initial states that she prepares. If her initial state is |ψ−⟩ or |ψ+⟩, Alice 
chooses the Bell states basis for measurement. If her initial state is |01⟩ or |10⟩, Alice chooses the computational 
basis for measurement.

Step 5. For Ctrl operation: When the measurement result is different from the initial state, this indicates 
that Bob’s measurement basis is different from Alice’s. Alice can obtain the value of Kr  by analysis. When the 
measurement result is the same as the initial state, Alice does not know which measurement basis Bob used.

For Shift operation: When the measurement result is the same as the initial state, this indicates that Bob’s 
measurement basis is different from Alice’s. Alice can obtain the value of Kr  by analysis. When the measurement 
result is different from the initial state, Alice does not know which measurement basis Bob used.

Step 6. Following the above procedures, Bob and Alice can obtain the raw key, of which Bob is aware of the 
entirety and Alice only of a portion. It can be seen that all possible cases when the initial state is |ψ+⟩ and |01⟩ 
in Table 1.

Key processing phase
Step 7. Bob encrypts his database and Alice obtains the item which she wants with one of her known bits in Kr . 
The specific steps are as follows:

Firstly, if Alice is the owner of Bob’s jth bit kj  of his key Kr  and she needs to retrieve the ith record xi from 
Bob’s database, she will inform Bob of the value s = j − i. Then, Bob shifts Kr  left circularly with s bits to create 
a new key K′

r ; if s is a negative value, Bob shifts Kr  right circularly with |s| bits. Finally, Bob uses K′
r  as a one-

time pad to encrypt the database. Using her key kj , Alice decrypts the ith record.

Correctness and flexibility analysis of our QPQ protocol
This section begins with an analysis of the solution’s correctness. Then, in order to better illustrate our proposed 
protocol, simulations are performed through the IBM quantum experience.

Fig. 1.  The summarized process of QPQ protocol.
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Correctness analysis
Theorem 1  The QPQ protocol designed in Section 2 is correct.

Proof  In the protocol, Bob randomly selects the Bell basis or computational basis to measure sequence S and 
generates the original key Kr  based on the selected measurement basis. In this process, Bob does not declare the 
exact value of the key Kr . Therefore Alice does not get information about the key Kr . In addition, Alice selects 
the measurement basis to measure the sequence S̃ based on the initial state and obtains a partial key based on 
the results of the measurement and the operations declared by Bob.

Specifically, suppose Alice initially sends |ψ+⟩ to Bob. Bob measures the result as |10⟩ and selects the Ctrl 
operation. Next, Alice measures |10⟩ using the Bell basis and gets |ψ+⟩ or |ψ−⟩ with probability P = 1

2 . If Alice’s 
measurement result is |ψ−⟩, she can judge that the measurement basis chosen by Bob is the computational basis 
and the corresponding key for that position is 1. Since Bob is unaware of Alice’s choice of measurement basis, he 
has no information about which keys she has recovered. � □ 

Furthermore, we provide a detailed example to explain how Alice obtains a partial key. Assuming that the 
initial state prepared by the user Alice is |ψ+⟩|01⟩|10⟩|ψ−⟩|ψ−⟩, according to the protocol flow, Alice and Bob 
carry out the message transfer, and the specific results are shown in Table 2. From Table 2, it can be seen that the 
user Alice obtains the keys k1 and k3.

If in this protocol the user Alice acquires two keys ki and kj(i ̸= j), Alice wants to get the data of the 
database owner Bob xm. According to Step6 in the protocol, Alice only needs to inform Bob of the number 
of shifts s. After Bob performs the shift operation, Alice can obtain the data xm with her key. Although Alice 
acquires two keys in the process, since Alice can only send one shift s to Bob, then whether she sends s = i − m 
or s = j − m, she will only get the data xm and will not get the rest of Bob’s data. For the database owner Bob, 
the rest of his data will not be compromised and he does not know which data specifically is accessed by user 
Alice. The user Alice does not compromise her privacy during the processing.

Flexibility and efficiency analysis
We assume that Alice prepares three initial states |ψ+⟩, |ψ−⟩, |10⟩. Bob receives the quantum state sent by 
Alice and randomly selects the measurement basis and operation. Then he prepares the quantum state to send 
to Alice. We assume that the quantum states that Bob sends to Alice are |ψ+⟩, |01⟩, |10⟩. Alice selects the 
corresponding measurement basis to measure the received particle sequence based on the initial state. She will 

Alice’s initial state |ψ+⟩ |01⟩ |10⟩ |ψ−⟩ |ψ−⟩
Bob’s measurement basis Computational Basis Bell Basis Bell Basis Computational Basis Computational Basis

Bob’s measurement result |01⟩ |ψ+⟩ |ψ−⟩ |10⟩ |01⟩

Ctrl or shift Ctrl Ctrl Shift Shift Ctrl

Alice’s measurement result |ψ−⟩ |10⟩ |10⟩ |ψ+⟩ |ψ−⟩

Key k1 × k3 × ×

Table 2.  A specific example.

 

Alice’s initial state Bob’s measurement basis Bob’s measurement result Ctrl or shift Alice’s Measurement result

|ψ+⟩

Bell Basis |ψ+⟩
Ctrl |ψ+⟩

Shift |ψ−⟩

Computational basis

|01⟩
Ctrl |ψ+⟩/|ψ−⟩

Shift |ψ+⟩/|ψ−⟩

|10⟩
Ctrl |ψ+⟩/|ψ−⟩

Shift |ψ+⟩/|ψ−⟩

|01⟩

Computational basis |01⟩
Ctrl |01⟩

Shift |10⟩

Bell basis

|ψ+⟩
Ctrl |01⟩/|10⟩

Shift |01⟩/|10⟩

|ψ−⟩
Ctrl |01⟩/|10⟩

Shift |01⟩/|10⟩

Table 1.  The initial state is the full case of |ψ+⟩ and |01⟩.
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obtain |ψ+⟩|ψ−⟩|10⟩ with 49.7% or |ψ+⟩|ψ+⟩|10⟩ with 50.3%. The probabilities of the two outcomes are shown 
in Fig. 2. Only when Alice gets |ψ+⟩|ψ−⟩|10⟩, according to the protocol flow, she can know Bob’s second key. 
The circuit diagram of the above simulation is shown in Fig. 3.

Meanwhile, we also analyze the efficiency of our protocol and compare it with other similar protocols in the 
section. The comparative results are shown in Table 3. According to Ref.2, the quantum efficiency is defined as

	
η = s

q + b
� (2)

where s is the amount of valid information successfully retrieved, q is the total number of quantum resources 
utilized, and b is the number of operations performed on the quantum state in the protocol.

Protocols Ref.13 Ref.29 Ref.15 Our protocol

Quantum resources Single states Single states and Bell states Single Photons Two-particle states and Bell states

Transmisson direction One One One Two

Query key number 1 1 1 1

Probability of guess 1
4 1

4
sin2 θ

2
1
4

Quantum efficiency
(

1
4

)N

N+N

(
1
4

)N

2N+2N

(
sin2 θ

2

)N

N+N

(
1
4

)N

2N+N

Table 3.  Comparison between our protocol and some existing protocols.

 

Fig. 3.  The circuit diagram.

 

Fig. 2.  The probabilities of the two outcomes.
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In our protocol, since the probability of recovering the correct key is 1
4  and Ctrl or Shift operation is 

performed for each quantum state, the efficiency of our protocol is ( 1
4 )N

2N+N . As shown in Table 3, our protocol 

ensures efficiency while realizing two-way privacy queries with better security.

Security analysis of our QPQ protocol
In this section, the security of QPQ is analyzed from three aspects: database privacy, user attack and external 
attack. Our protocol is fully protected against all three of these attacks. The security analysis of the protocol is 
shown as follows.

Database security analysis
According to our procedure, Alice is thought to be dishonest and will attempt to gain more keys through illegal 
ways. In order to get more items, Alice will try every way. In this section, we will analyze two kinds of attacks 
from Alice, such as the fake signal attack and the joint-measurement (JM) attack.

Fake single state attack
Since Alice prepares initial states, she can threaten the database security by sending fake quantum states. 
However, our proposed protocol can defend against that attack, proving that the operation of Alice is useless. 
The following is a description of the detailed analysis:

We presume Alice is not being truthful with our protocol, as she can create a fake quantum state.

	 |η⟩ = α|00⟩ + β|11⟩ + γ|10⟩ + µ|01⟩� (3)

and send it to Bob. Upon receiving the quantum state, Bob randomly chooses either the Bell or computational 
basis for the measurement. Because Bob doesn’t know anything about the measured particles, He was unable 
to select an appropriate measure basis that would have been more advantageous for him. However, there is a 1

2  
chance that Bob selects two basises. As a result, we can compute Bob’s four possible outcomes: the potential for 
obtaining |10⟩ is 1

2 γ2, 1
2 µ2 for |01⟩, 1

2 ( γ+µ√
2 )2 for |ψ+⟩, 1

2 ( γ−µ√
2 )2 for |ψ−⟩. Then, Bob randomly chooses two 

operations, each of which satisfies the loss tolerance. The operations themselves have no effect on Alice’s result. 
Bob is assumed to select the Ctrl operation as a result.

If Alice decides to measure the qubit she got from Bob using the Bell basis, the outcome will be either |ψ−⟩ 
or |ψ+⟩. If |ψ+⟩ is the measurement result, Alice could deduce the following probability on Bob’s choice of Bell 
basis:

	

P1 = P (Bell|result = |ψ+⟩)

= P (Bell, result = |ψ+⟩)
P (result = |ψ+⟩)

=
1
2 ( γ+µ√

2 )2

1
2 ( γ+µ√

2 )2 + 1
4 γ2 + 1

4 µ2

= γ2 + µ2 + 2γµ

2γ2 + 2µ2 + 2γµ

� (4)

The image of this function is shown in the Fig. 4. We know that when γ = µ, P1 can reach the maximum value. 
Moreover, according to the normalization principle, we can solve that only when γ = µ = ± 1√

2 , P1 can reach 
the maximum value of 2

3  and the probability that Bob uses computational basis is P2 = 1 − P1 = 1
3 .

Given the measurement result of |ψ−⟩, Alice can calculate the likelihood that Bob will select Bell basis as 
follows:

	

P3 = P (Bell|result = |ψ−⟩)

= P (Bell, result = |ψ−⟩)
P (result = |ψ−⟩)

=
1
2 ( γ−µ√

2 )2

1
2 ( γ−µ√

2 )2 + 1
4 γ2 + 1

4 µ2

= γ2 + µ2 − 2γµ

2γ2 + 2µ2 − 2γµ

� (5)

The image of this function is shown in the Fig. 5. We know that when γ = −µ, P3 can reach the maximum value 
of 2

3  and the probability that Bob uses computational basis is P4 = 1 − P3 = 1
3 .

In a nutshell, if Alice wants to obtain more keys, she must know the measurement basis that Bob uses with the 
biggest probability. She will use γ = µ = ± 1√

2  or γ = 0 or µ = 0. Alice prepares for four states in our protocol, 
this being one of them. As a result, our protocol could effectively defend the fake single state attacks.
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The joint-measurement attack
The joint-measurement (JM) attack allows an attacker to prepare quantum states in advance knowing which 
quantum bits contribute to the protocol and measure them jointly. The JM attack is considered to be one of the 
most powerful attacks on database security to date. To gain more access to Bob’s original key, Alice will prepare 
a new sequence of quantum bits through the JM attack and send it to Bob. However, Alice’s malicious behavior 
will be easily detected by Bob.

	

|σ⟩ = 1√
2

[|001⟩ + |110⟩]123

= 1√
2

[(|0⟩ + |1⟩)(|01⟩ + |10⟩)

+ (|0⟩ − |1⟩)(|01⟩ − |10⟩)]123

� (6)

Fig. 5.  The image of the function of P3.

 

Fig. 4.  The image of the function of P1.
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For example, Alice will prepare this quantum state in Step1. Alice keeps the first quantum bit and sends particles 
2 and 3 to Bob. When Bob receives the particles, he will randomly choose the computational basis or Bell basis 
to measure them. We assume that Bob uses the Bell basis for his measurements and his measurement result is 
|ψ+⟩. Bob will then ask Alice to disclose the basis and outcome of her measurement. Alice must declare Bob’s 
measuring basis at random because she is unaware of his preference. As an illustration, if she announced “Bell 
basis and |ψ+⟩”, her malicious behavior would not have been noticed by Bob. But if her announcement is “Bell 
basis and |ψ−⟩”, Bob will aware that Alice is lying. So the JM attack will be detected easily by Bob. Therefore our 
protocol can resist the JM attack.

User privacy analysis
Cheat-sensitive means that Bob, the data owner, is dishonest. He will want to get Alice’s data even at the risk of 
being detected. Bob who is malicious may announce some fake quantum states to obtain Alice’s information. 
Our approach is likewise cheat-sensitive in this study. Alice will be able to uncover Bob’s malevolent behavior 
with ease, though. Here’s the explanation.

Assume Bob will announce |01⟩ to Alice, even though his outcome state is |10⟩. Then the deception will 
be detected by Alice with the probability of 1

2  when the initial state of her preparation is |10⟩. We provide 
a comprehensive description of how to determine Bob’s detected cheat likelihood. Bob, for instance, declares 
state |ψ+⟩ but the outcome state or the initial of Alice is |ψ−⟩. Then, Alice will find the malicious behavior. We 
assume that the initial state of Alice’s preparation is |ψ−⟩ for event A and Bob’s announcement of the result is 
|ψ+⟩ for event B. Next, we can figure out how likely it is that Alice discovers Bob’s malicious behavior:

	

P (A ∪ B) = P (A) + P (B) − P (AB)

= 1
4 + 1

4 − 1
8 = 3

8
� (7)

Similarly, if Alice prepares the initial state of |ψ+⟩ and Bob announces |ψ−⟩, then Alice will discover Bob’s 
dishonesty with the probability of 3

8 .
In summary, for each particle, Bob’s dishonest behavior will be detected by Alice with the probability of 3

8 . 
For N particles, the probability that Alice discovers Bob’s malicious behavior is:

	
P = 1 −

(
1 − 3

8

)N

� (8)

This probability is approximate to 1 when N is large enough. Therefore our protocol has perfect user privacy. The 
image of this function is shown in the Fig.6.

In addition, it is important to note that in the above security analysis, we have demonstrated in detail that 
the participating parties are unable to act maliciously in order to obtain information about each other. However, 
for Eve, the attacker of the external attack, there are fewer malicious behaviors he can take than the participating 
parties. Indeed, intercept-measure-resend attack and entangle-measure attack are similar to the internal attacks 
used in this paper. Therefore, they are not described in detail in this section.

Fig. 6.  The image of the function of P.

 

Scientific Reports |        (2025) 15:35758 8| https://doi.org/10.1038/s41598-025-91161-2

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


The application of our QPQ in PSI problem
Above we have given a secure QPQ protocol, however, as a basic protocol, considering its application has been 
an important issue. In this section, we propose a new PSI protocol for solving the data alignment problem in 
VFL. Specifically, VFL is a federated learning paradigm where multiple parties collaboratively train a model 
on datasets with overlapping sample IDs but disjoint feature sets. In VFL, data alignment is a fundamental 
step that securely identifies the overlapping sample IDs between parties while preserving data privacy. The 
proposed QPQ protocol serves as a foundational building block for the PSI protocol. It ensures the correctness 
and integrity of the intersection computation while mitigating risks from malicious parties. By integrating QPQ 
into PSI, we achieve a secure and efficient data alignment process that underpins VFL. This alignment allows 
VFL to perform collaborative model training on the overlapping samples, leveraging each party’s unique features 
without revealing any private data. Fig. 7 shows the specific implementation of data alignment in VFL.

Protocol assumption
We assume that two companies, Alice and Bob, expect to jointly train a machine learning model to predict 
whether the user Charlie is interested in the product. Alice has the purchase data xC  of the user Charlie, while 
Bob has Charlie’s information browsing data X = {x1, · · · , xN }(N ≤ n − 1). Alice wants to know if her data 
xC  belongs to Bob’s database, while neither Alice nor Bob will receive any information from each other. Before 
model training, Alice and Bob performed cross-domain sample alignment to find the intersection due to different 
data sources. To make this protocol easier to understand, xC  and xi are chosen from Z∗

n = {1, 2, · · · , n − 1}.

Specific implementation of our protocol
Step 1. With the presents QPQ protocol in Section 2, Bob owns the raw key Kr = {k1, · · · , kn}(n ≥ N) and 
Alice owns ki.

Step 2. Firstly, Bob is informed by Alice of a shift value S according to her private data xC  and ki, i.e., 
S = (xC − i) mod n. Next, Bob generates a new shifted key sequence K′

r = {k′
1, · · · , k′

n}. by cyclically 
shifting his key string by S bits. Moreover, Bob encrypts K′

r  into K′′
r = {k′′

1 , · · · , k′′
n} according to X and sends 

the sequence K′′
r  to Alice.

Encrypting rule
For the subscript j of K′

r , if j ∈ X , the matching key bit will change to k′′
j = k′

j

⊕
1, otherwise k′′

j = k′
j . The 

XOR operation is represented here by 
⊕

. Table 4 shows the encoding rules for K′′
r .

Step 3. Alice computes the corresponding q = k′′
xC

⊕
ki. If q = 1, Alice’s data xC  will belong to Bob’s 

database X; otherwise, xC /∈ X .
We will explain our protocol with a specific example below. We suppose that Alice possesses private 

information xC = 6, Bob owns a database X = {1, 2, 4, 5, 7, 9}. The raw key sequence is established by 
Kr = {k1, · · · , k10}, where Alice only knows k4 but Bob knows the entire key sequence.

Fig. 7.  Specific implementation of data alignment in VFL.
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In Step2, Bob is informed by Alice of a shift value of S = 6 − 4 = 2. Next, Bob creates a new shifted key 
sequence K′

r = {k′
1, · · · , k′

10}(k′
i+2mod10 = ki) by cyclically shifting his key string with 2 bits, here k′

6 = k4. 
Meanwhile, K′

r  is encrypted into K′′
r = {k′′

1 , · · · , k′′
10} with the presented rules above, where

	
k′′

1 = k′
1

⊕
1, k′′

2 = k′
2

⊕
1, k′′

4 = k′
4

⊕
1 � (9)

	
k′′

5 = k′
5

⊕
1, k′′

7 = k′
7

⊕
1, k′′

9 = k′
9

⊕
1 � (10)

	 k′′
3 = k′

3, k′′
6 = k′

6, k′′
8 = k′

8, k′′
10 = k′

10 � (11)

In Step 3, Alice computes

	
q = k′′

6

⊕
k4 = k′

6

⊕
k4 = 0� (12)

and judge her private data 6 does not belong to Bob’s database.

Analysis
From the above description, it is clear that the PSI problem requires that no information other than the 
intersection of the participants be disclosed. Therefore, the key to realizing PSI lies in encrypting the information 
of both parties. In our proposed protocol, the shift value

	 S = (xc − i)modn� (13)

is determined by Alice’s data xc and the key ki. Bob encrypts the database through the shift sequence Kr . 
Furthermore, the most important prerequisite for the PSI problem is that the participant Alice generates a partial 
key. Fortunately, in Section 2, we propose a new QPQ protocol and prove its security and correctness, which 
ensures that it does not compromise the privacy of the participating parties. Consequently, the PSI method is 
also correct and secure.

Conclusion
In this paper, we propose a novel QPQ protocol based on two-particle states, which effectively ensures both user 
privacy and data owner privacy. The protocol has been simulated using the IBM quantum experience, and the 
simulation results confirm its correctness. Security analysis further demonstrates that the protocol is resistant to 
both internal and external attacks. Additionally, we introduce a new privacy set intersection (PSI) method, which 
is applied for the first time to vertical federated learning (VFL), effectively solving the data alignment problem. 
This work provides a new approach for privacy-preserving communication and data processing in federated 
learning. Looking forward, we aim to explore more efficient and universal solutions based on this research and 
design alternative QPQ protocols to enhance the flexibility and security of privacy-preserving communication.

Data availability
All data generated or analysed during this study are included in this published article.
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