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Abstract: The satellite-mediated continuous-variable quantum key distribution (CV-QKD) protocol,
which relies on off-the-shelf telecommunication components, has the potential for a global quantum
communication network with all-day operation. However, the transmittance fluctuation of satellite-
mediated links leads to the arriving quantum state showing non-Gaussian property, introducing extra
fading noise in security analysis and limiting the secret key rate of the protocol. Here, we consider
the clusterization method for data post-processing to suppress the fading noise in both downlink
and uplink scenarios, where the measurement data are divided into several clusters, and we perform
security analysis separately. In particular, we set the optimal upper and lower bounds of each cluster
in terms of the probability distribution of transmittance (PDT), while finding an optimal cluster
number for the trade-off between fading noise and the composable finite-size effect. Numerical
analysis shows that the proposed method can improve the composable finite-size rate when the
fading noise is large enough, even with only two clusters. Moreover, a high-speed CV-QKD system
with a higher frequency of signal preparation and detection can extend the proposed method to work
in the case of lower fading noise.

Keywords: clusterization; continuous-variable quantum key distribution; fading noise; satellite
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1. Introduction

Over the past 40 years, considerable attention has been paid to quantum key dis-
tribution (QKD) for its ability to realize unconditional secure communication between
two legal users over insecure channels [1]. To date, QKD has been well explored in both
theory and experiments in fiber links, and the time is ripe to begin transitioning toward a
global quantum communications network [2]. However, point-to-point QKD via optical
fiber succeeds only within a limited distance due to huge fiber losses, and the no-cloning
theorem [3] leads to the inability to perfectly clone a quantum state. One solution to this
problem is the use of quantum repeaters for a global network [4]. These repeaters divide
the transmission path into several segments, where errors and losses are corrected using
entanglement swapping and entanglement purification. Unfortunately, the realization of
mature quantum repeaters remains a challenge due to factors such as quantum memory
technology, the limited brightness of entanglement sources, and technological restrictions
associated with distillation protocols.

A promising solution with current technology is to build a satellite-mediated network,
which connects widely separated ground stations using quantum satellites [5]. Although
the quantum state suffers atmospheric attenuation, the feasibility of satellite-mediated
QKD has been verified by several applications such as the Micius quantum satellite in

Mathematics 2023, 11, 3584. https:/ /doi.org/10.3390/math11163584

https:/ /www.mdpi.com/journal /mathematics


https://doi.org/10.3390/math11163584
https://doi.org/10.3390/math11163584
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com
https://orcid.org/0000-0002-8147-9716
https://doi.org/10.3390/math11163584
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com/article/10.3390/math11163584?type=check_update&version=1

Mathematics 2023, 11, 3584

20f13

China [6]. This is because the layer around the Earth with a thickness of 20 km contains, on
average, 95% of the total mass of the atmosphere, while above this layer is approximately
a vacuum [7]. To date, most of the investigations into satellite-mediated QKD have been
based on a discrete-variable (DV) protocol [8], which uses discrete quantum degrees of
freedom to encode information, e.g., the polarization of a single photon. However, the
entanglement of the DV protocol relies on probabilistic generation, which results in non-
deterministic communication. Moreover, background noise due to sunlight presents a
serious limitation for the achievable performance of the DV protocol, limiting most of
the experiments obtained so far to nighttime [9]. Unlike the DV protocol, the continuous-
variable (CV) protocol [10-13], which can generate deterministic entanglement using off-
the-shelf telecommunication components, offers effective resistance against background
noise for all-day operation. This is because only the contribution of the background
noise mode-matching with the local oscillator (LO) will survive in the output of the CV
protocol [14-17]. Additionally, the LO can be used as the frequency reference of the signal
so that the CV protocol is not affected by the space-time curvature [18].

However, the achievable performance of the CV protocol is limited by finite entan-
glement [19], especially in a fading channel. To date, the longest transmission distance
of fiber-based CV-QKD is 202.81 km [20], which is far from the goal of a global network.
Bohmann et al. discussed the evolution of bipartite Gaussian entanglement in a fading chan-
nel [21] and showed that Gaussian entanglement transmission is related to the probability
distribution of transmittance (PDT). The transmittance fluctuation leads to the total arriving
quantum state becoming a non-Gaussian mixture of Gaussian states. This non-Gaussian
property introduces extra fading noise, which reduces the secret key rate. To suppress fad-
ing noise, Usenko et al. proposed a postselection method [22], which sets a transmittance
threshold and then selects the data from the sub-channels above this threshold for data
post-processing. Since the total state after postselection has high transmittance and a more
Gaussian nature, the fading noise is reduced. The postselection method was extended to
the satellite-mediated case in [23]; however, it needs to discard measurement data, which
reduces the data size for parameter estimation and key generation. Note that this is a
challenging issue for space systems, as the satellite can only communicate with ground
stations over very precise time windows, such that the systems may not gather enough
measurement data in short time intervals.

Recently, Ruppert et al. proposed a clusterization method for suppressing fading
noise without the need to discard measurement data [24]. In detail, the clusterization
method reduces fading noise by dividing the measurement data into different clusters and
performing security analysis for each cluster separately. Since each cluster contains data
with relatively similar transmittance, its fading noise is reduced. Then, Hosseinidehaj et
al. discussed the optimal cluster number in the horizontal link case based on the uniform
binning of the probability distribution, which is not the optimal binning [25]. Motivated by
the previous idea, in this work, we extend the clusterization method to satellite-mediated
cases for suppressing fading noise, both downlink and uplink scenarios. We consider the
Gaussian-modulated coherent state (GMCS) protocol with homodyne detection [26,27],
while the security analysis is performed under Gaussian collective attacks [28]. To balance
the trade-off between the fading noise and the composable finite-size effect, the number of
clusters is optimized in terms of the PDT. Numerical analysis shows that the clusterization
method can increase the secret key rate when the fading noise is large enough. Our solution
does not require an increase in hardware equipment, and will not increase the burden of
satellite space and energy.

This paper is organized as follows. In Section 2, we introduce the GMCS protocol
over the satellite-mediated link and show its asymptotic key rate. In Section 3, we analyze
the distribution of fading noise in the downlink and uplink scenarios and propose a
clusterization scheme to suppress this noise. The security analysis in the composable
finite-size regime is shown in Section 4, and Section 5 concludes this paper.
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2. System Description

In this section, we describe the GMCS protocol over the satellite-mediated links based
on its entanglement-based (EB) representation for the convenience of security analysis. Note
that one usually uses the equivalent prepare-measure (PM) scheme instead of the EB scheme
for the experimental setup because the PM scheme uses "virtual” entanglement without
requiring a real entangled state [29]. However, Eve is assumed to hold the purification
of the system between Alice and Bob when one uses the EB scheme for security analysis.
Therefore, the EB scheme is not convenient for security analysis with a trusted-loss or
trusted-noise detector. In our manuscript, we assume an untrusted detector, where both the
detector loss and setup noise are controlled by Eve. The security analysis with a trusted-loss
or trusted-noise detector can be found in [30], which is based on the PM scheme. Moreover,
the notation used for noise analysis is the equivalent number of thermal photons due
to it being more appropriate for free-space channels compared to excess noise [30]. In
addition, the wavelength of the protocol is set to A = 800 nm. A higher frequency case,
such as microwave frequency, exhibits higher loss and increased noise [30] and holds
potential feasibility for short-range communication or inter-satellite communication, which
are beyond the scope of this work.

Figure 1a shows the EB scheme of the GMCS protocol. Alice first prepares an Einstein—
Podolsky—Rosen (EPR) state as the entangled source, which can be characterized by its
covariance matrix [31]

_ p -1z
Vap = \/}ﬁz }11 ’ (1)

where Z = diag(1, —1), I = diag(1,1), and the signal variance y = ¢2 + 1, with a modula-
tion variance of ¢2. Then, mode A of the EPR state is kept locally for heterodyne detection
while another mode, B, is sent to Bob over the satellite-mediated (fading) link, which is
characterized by the random transmittance 7., and the mean number of background ther-
mal photons 7ig. Note that Alice performing heterodyne detection on mode A will collapse
mode B into a coherent state, which reveals the equivalence between the PM scheme and
the EB scheme [29]. In terms of the Glauber—Sudarshan P function, the evolution of the
quantum state in a fading link can be described by [32]

1 1 it
Pout(“) /O dUChP(UCh)Uch Pm(\/ﬂ)/ 2)
where P(1e,) is the PDT, and P (¢) and Pout(a) are the P functions of the input state
and output state, respectively. According to Equation (2), the evolution of the quantum
state is characterized by the statistics P (#, ). Therefore, we treat the fading link using the
statistical mean as in [22], where the link is divided into K stable sub-links, with a constant
transmittance {Uih}izlm-,K (0< ﬂih < 1) and corresponding probability {PJ }j=1,..k (note
that Zlepj = 1). Then, the arriving quantum state is a mixture of the results in each
sub-link, weighted by corresponding probability, whose total covariance matrix is given by

\V4 — .uI <ﬁ> V “1/12 -1Z (3)
T (voOVE=1Z (D=1 +2a+ 10T [

where (T) = Z]I'<:1 Pitl, (/T) = Z]K:le V7, and 7 is the total number of thermal photons
due to the various sources of noise. Note that the above covariance matrix takes the detector
efficiency 7. (considered constant) into account, i.e., T/ = ﬂeffnih. Finally, Bob performs
shot-noise limited homodyne detection (or heterodyne detection) on mode B; and shares
secret keys with Alice through classical data post-processing (i.e., parameter estimation,
error correction, and privacy amplification).
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Next, we derive the asymptotic key rate of the protocol under Gaussian collective
attacks. Here, we use reverse reconciliation (RR) in data post-processing, which is more
robust against channel attenuation compared to direct reconciliation [26]. In terms of the
Csiszar—-Korner theorem, the asymptotic key rate under RR is given by [31,33]

Rasy(<T>/ <\E>/ ﬁ) = Blap — XBE, 4)

where  denotes the reconciliation efficiency, I4p is the Shannon mutual information
between Alice and Bob, and xpr represents the Holevo bound. The values of 145 and xpE
can be derived from the covariance matrix in Equation (3). Therefore, we first need to know
the values of (1), (1/7), and 7. In our manuscript, we use the model in [23] to describe
the PDT of satellite-mediated links, which takes the diffraction, atmospheric extinction,
turbulence, and pointing errors into account. Moreover, 7 is considered to originate from
background light, i.e., i = #.¢7ip, while the setup noises on both Alice’s and Bob’s side
are ignored (see [29] for a discussion of setup noise). Once we determine (1), (1/7), and
fi, the derivation of I4p and x g can be found (refer to [22]). Note that our manuscript
considers Eve’s active attack on the channel to establish a lower bound on the secret key
rate. However, the satellite-mediated link can be treated as a line-of-sight (LOS) link, as
Eve would find it hard to tamper with the middle channel between the ground station and
the moving satellite, and would likely only conduct passive attacks. The LOS security is
discussed in [30], where it is shown that LOS scenarios can achieve higher secret key rates
than cases involving active attacks.
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Figure 1. (a) EB scheme of GMCS protocol over a satellite-mediated (fading) link. Note that Bob can
also use heterodyne detection instead of homodyne detection. (b) Demonstration of the clusterization
method. EPR: Einstein—Podolsky-Rosen; PDT: probability distribution of transmittance; 74,: channel
transmittance; 7ig: mean number of background thermal photons; C: cluster number; T: real-time
transmittance including detector efficiency; ¥, (TI’;1
k=1,...,C

): the upper (lower) bound of the k-th cluster,
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Figure 2 shows the asymptotic key rate, Rasy, of the GMCS protocol over the satellite-
mediated links versus the satellite altitude / and the zenith angle 6. The simulation parameters
are shown in Table 1. Here, we consider the nighttime situation with an atmospheric parameter
of Ag = 1.7 x 10~* m~2/3 and a windspeed of v = 21 m/s, which is commonly known as
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the H-V5,7 model. Moreover, 7ip is set to 0.02 for both the downlink and uplink scenarios, as
our focus is primarily on the effects caused by channel fading instead of background noise. In
fact, the background noise shows a difference between the downlink and uplink scenarios
due to variations in the source of background light [23]. We find that the downlink geometry
is favorable for the CV-QKD task. This is because the optical beam in the downlink geometry
starts to propagate in a vacuum until it enters the atmosphere, while the atmospheric influence
appears in the early stages of beam transmission in the uplink geometry. Note that the layer
around the Earth with a thickness of 20 km contains, on average, 95% of the total mass of
the atmosphere [7]. Therefore, the downlink geometry is more favorable for optical signal
transmission. However, the uplink geometry is important for a satellite-mediated network
between ground stations because the ground station first generates the keys and needs to
send them to a satellite via the uplink. In addition, the uplink geometry has the following
advantages: the simple design of the satellite, variability of quantum light sources, and
accessibility for maintenance or repair.

Rate (bits/use) Rate (bits/use)
500 1.156 0.3830

1.011 0.3351

m
o
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Figure 2. The asymptotic key rate of the GMCS protocol over the satellite-mediated links versus
satellite altitude and zenith angle: (a) downlink scenario, (b) uplink scenario.

Table 1. Physical parameters.

Physical Parameter Notation Value
Wavelength A 800 nm
Beam curvature Ry 00
Beam spot size wp 04m
Receiver aperture ar Im
Detector efficiency Tef 0.7
Atmospheric parameter ! Ag 1.7 x 10714 m=2/3
Windspeed v 21m/s
Mean number of background thermal photons ip 0.02
Pointing error UIZ) 1 urad
Sea-level value (A = 800 nm) ag 5x 1070 m™1
Modulation variance o2 6
Reconciliation efficiency B 0.98
Satellite altitude h 100~500 km
Zenith angle 0 0~60 deg
Detector shot-noise (homodyne) Vdet 1

1 Ag describes the relative strength of the turbulence near the ground level.

3. Improvement via Clusterization

In this section, we consider the clusterization method to improve the secret key rate
of the satellite-mediated protocol by suppressing the fading noise. We first analyze the
additional fading noise caused by transmittance fluctuation in both downlink and uplink
scenarios. Then, a clusterization method is suggested to suppress the fading noise for
improvement.
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3.1. Fading Noise in Satellite-Mediated Protocol

From the form of Equation (3), 4, can be equivalently parameterized as originating
from a stable link with fixed parameters, which can be rewritten as

Vap = a Vi(p? —1)Z 5)
! V(2 =1Z (g —1) + 2feg + 11 |7

with effective transmittance

n= <\/?>2/ (6)
and effective noise

fleff = (n—1)+7. )

() — (V7)°
2

We find that the effect of transmittance fluctuation is the increase in thermal noise by
the additional term )
(1) = (VT)

flgad = flogg — 71 = f(# —-1). 8)

It is clear that the fading thermal noise 7i,q is related to the statistics Var(/7) = (1) —

<\/?>2 Additionally, the fading noise will decrease if the signal variance y is decreased.

Figure 3 shows the distribution of fading noise, i¢,q, versus the satellite altitude & and
the zenith angle 6. The simulation parameters are shown in Table 1. We find that the fading
noise in the uplink is generally more significant than that in the downlink. A joint analysis
of Figures 2 and 3 shows that the asymptotic key rate drops rapidly in the area where 7i,q
is on the rise. Therefore, we consider improving the secret key rate by suppressing the
fading noise in the following. Note that the uplink 7,4 in Figure 3b decreases in the area
with higher satellite altitude and a larger zenith angle, where the atmospheric effects are
more severe. This can be attributed to the further decrease in transmittance (near zero),
leading to a more ‘stable” channel.

500 0.3160 150+ 0.1110
0.2765 0.09956
. __ 140+
€ 400 0.2370 € 0.08812
< =3
g__,:: 0.1975 § 1304 0.07669
= 300 0.1580 = 0.06525
£ 0.1185 2 120 0.05381
2 2
& 200 0.07900 S 1104 0.04237
0.03950 0.03094
0.000 100 0.01950
15 30 45 60 0 15 30 45 60
Zenith angle (deg) Zenith angle (deg)
(@ (b)

Figure 3. Distribution of fading noise versus the satellite altitude and zenith angle: (a) downlink

scenario, (b) uplink scenario.

3.2. Suppressing Fading Noise via Clusterization

As mentioned above, the fading noise, 7i¢,q, is related to the statistics Var(ﬁ). How-
ever, we cannot change the channel statistics but only the method of data post-processing.
In a practical setting, the frequency of signal preparation and detection v; (reached GHz in a
recent study [34]) is much higher than the fluctuation frequency of the atmospheric channel
vy (usually ~1 KHz [10]). In other words, for a small time window, each transmitted
pulse can be considered as passing through a stable channel with constant transmittance.
Therefore, we can divide the arrived N pulses into m individual packages based on time
windows (i.e., each package has n = N/m pulses), and each package has no transmittance
fluctuation. In detail, as shown in Figure 1b, by detecting the intensity of the multiplexing
beacon, we can monitor the real-time transmittance and the total PDT as the reference for
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package division [10,35]. Then, we calculate the secret key rate of each package individually
and the final result is their average. Since there is no transmittance fluctuation in each
package, the fading noise is zero.

However, there is a negative impact of the individual package scheme when consid-
ering composable finite-size effects [36]. In a practical setting, users do not know all the
parameters of the protocol, so they need to use part of the measurement data for parameter
estimation. The asymptotic key rate in Figure 2 assumes that users can use the quantum
communication channel an infinite number of times, thus having enough measurement
data for perfect parameter estimation. This is impossible in a practical setting, where users
can only use the quantum channel a finite number of times. Here, we assume that Alice
knows the signal modulation y, while Bob monitors the quantum efficiency #,¢, thus only
T and 7 need to be estimated. In the composable finite-size regime, the secret key rate of an
individual package can be expressed as [36]

Réom = Pecr )

7 A log, (2¢2¢
Rasy (Tlfnin/ nmax) — \/% + 2(” . Z cor) ‘| ,

with the higher-order terms

Aaep = 4log, (\/ﬁ + 2) \/1og,(2/¢€2), (10)

wherei = 1,...,m is the label of an individual package, r is the proportion of measured
data used for secret key generation, Pe. is the success probability of error correction, d is
digitalization, ¢} is the hashing parameter, €5 is the smoothing parameter, and ecor is the
e-correctness, which bounds the probability that Alice’s and Bob’s local strings are different
after error correction and successful verification of their hashes. The estimated values T’ .
and 7l are calculated using the maximum-likelihood estimators, which yield the results

; ; 271+ T (271 + vget) / 02
Tlfnin ~ 7 — w\/ (1 — 1’)7’1 ot X/ (11)
o7
Py = 71+ —on 1+ Vdet (12)

V21 =)’

where w = /2erf 1 (1 — 2ep.) with the failing probability of parameter estimation epe and
inverse error function erf ™", and the detector shot-noise vge; = 1 (vger = 2) for homodyne
(heterodyne) detectors. Finally, the total composable finite-size rate is the packages” average
given by

1 & .
Reom = — Y Riom- (13)
mi3

In our manuscript, we assume that v =1 GHz and vy =1 KHz. Duringarunof 1s,
N = 10” pulses were transmitted between Alice and Bob, while the measurement data can
be divided into m = 1/vy = 1000 packages based on the time windows. Correspondingly,
the size of each package is n = 10°. For the individual package scheme, the measurement
data for parameter estimation in each package (r - n < 10°) are significantly low, which
introduces a composable finite-size effect.

Therefore, we consider the clusterization scheme to balance the trade-off between the
fading noise and the composable finite-size effect. We divide all the individual packages
into C groups (clusters), whereas the transmittance of the packages in the k-th cluster
satisfies T € [tX. , 7k ..]. Here, 7. and £, are the upper and lower bounds of the k-th
clusters, respectively. We determine the values of 7%, and X, according to the total PDT
for an optimal division, where each group has an almost equal package number. Finally,
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we perform a security analysis for each cluster independently, and the final composable
finite-size rate is their average, given by

i )_ Aaep C - log, (2€2ecor)

C
R == 7) r Pk R k ins 1
com ec k:Zl asy (1711'111'1 max m 7. N

], (14)

where P denotes the probability of the package falling in the k-th cluster, and 7X . and

ik . are the estimators of effective parameters in the k-th cluster. In detail, the covariance
matrix of the k-th cluster can be expressed as

g a nk(ur—1)Z (15)
AB; = _
' 7" (u? - 1)Z {Uk(ﬂ —1) + 275 + 1]1
with the effective parameters
hax ’
k= [ ) ﬁp(r)dT] , (16)
Tmin
Thax k
p & TP(T)dT — 7 )
et = — 5 (h—1)+m7. (17)

Note that each cluster retains fading noise, as the packages within each cluster have
relatively similar but not identical transmittance. Fortunately, the optimal clusterization
based on the total PDT can control the composable finite-size effects within a suitable
range while reducing i¢,q. Moreover, the cluster number cannot be too large, as the case
of C = 1000 is equivalent to the individual package scheme with a heavy composable
finite-size effect. The optimal cluster number is discussed in the following section.

4. Security Analysis in Composable Finite-Size Regime

In this section, we perform a security analysis in the composable finite-size regime.
In the satellite-mediated scenario, we need to consider the effect of the instantaneous
zenith angle between the moving satellite and the ground station. For a 1 GHz system,
it takes 1 s to collect 10° data, whereas the satellite has moved a certain distance during
this time. Therefore, the total 10° data are transferred through multiple links with different
zenith angles. This leads to a problem in the theoretical analysis, as it is difficult to
provide a formula describing the irregular PDT related to the instantaneous zenith angle,
or equivalently, the flight time of the satellite. Note that the transmittance data in the
theoretical analysis are generated using the Monte Carlo method in terms of the PDT
formula. However, it is not a problem in a practical setting since we can obtain the irregular
PDT using the measurement data of the beacon light. For the sake of simplicity, we divide
the satellite orbit into several intervals based on the flight time of the satellite while using
the PDT at the end time of each interval to investigate the whole interval. Moreover, we
only consider the flight area where the zenith angle increases from zero to maximum, so the
simulation results of the rate represent the lower bound of each interval. In our manuscript,
we divide the orbit into steps of 60 s, and the relationship between the flight time and the
instantaneous zenith angle is shown in Appendix A.

4.1. Without Clusterization

We first perform a security analysis without clusterization, i.e., C = 1. Figure 4 shows
the composable finite-size rate Rcom with no clusterization versus the satellite altitude &
and the zenith angle 6. The simulation parameters related to composable finite-size security
are shown in Table 2. Here, we ignored the effect of the instantaneous zenith angle to show
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the gap between the composable finite-size rate and the asymptotic key rate through a joint
analysis of Figures 2 and 4. The block size of each simulation point is set to N = 107.

Table 2. Parameters related to composable finite-size security.

Parameter Notation Value
Digitalization d 25
Hashing parameter €h 1010
Smoothing parameter £ 1010
e-correctness €cor 1010
Failing probability of PE 1 €pe 1010
EC 2 success probability Pec 0.9
Proportion of PE data r 0.9
Frequency of signal preparation and detection Vs 1 GHz, 10 GHz
Frequency of channel fluctuation Vs 1 KHz
Total pulses (one minute) N 60 - vg
Individual package number m N/ (vs - vy)
Pulses of an individual package n N/m
Cluster number C 1~10
1 PE denotes parameter estimation. 2 EC denotes error correction.
Rate (bits/use) Rate (bits/use)

1.155 0.3830

1.011 0.3351
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Figure 4. The composable finite-size rate with no clusterization versus the satellite altitude and zenith
angle: (a) downlink scenario, (b) uplink scenario. The color bars are the same as those in Figure 2.

4.2. With Clusterization

In this subsection, we discuss the performance of the clusterization method. Figure 5
shows the composable finite-size rate Rcom with clusterization versus the cluster number, C,
and the intervals. The satellite altitudes of the downlink and uplink scenarios are 300 km
and 100 km, respectively. Figure 5a shows the rate of the downlink scenario versus the
interval with various cluster numbers. Here, we also provide the corresponding asymptotic
key rate for comparison, where C = 1 denotes the case without clusterization. We find that
the clusterization method can improve the composable finite-size rate after the seventh
interval, even with only two clusters. Moreover, the composable finite-size rates of C = 2
and C = 10 surpass the asymptotic key rate after the 12th and 11th intervals, respectively.
This is because a bigger interval number means a larger zenith angle and thus a higher
fitaq (see Table 3), while the proposed clusterization method can suppress it. In other
words, more cluster numbers lead to less fading noise. However, having more cluster
numbers means a more serious composable finite-size effect. Take C = 10 as an example:
the clusterization method damages the rate before the sixth interval, where 7i(,q is at a
relatively low level. In these intervals, the added composable finite-size effect becomes the
main effect, and the improvement caused by clusterization is overshadowed by this effect.
When the fading noise is large enough, the rate of the clusterization method is consistently
higher than that of no clusterization, as shown in Figure 5b and Table 3.
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Figure 5. The composable finite-size rate with clusterization versus the cluster number and interval.
(a,c) are downlink scenarios with a satellite altitude of 7 = 300 km, (b,d) are uplink scenarios with a
satellite altitude of 1 = 100 km. The value of 7ig,q in each interval refers to the information in Table 3.

Table 3. The value of 7ig,q in each interval.

Downlink fifad Uplink fifad

1st 0.0039 1st 0.0406
2nd 0.0042 2nd 0.0435
3rd 0.0047 3rd 0.0450
4th 0.0048 4th 0.0484
5th 0.0062 5th 0.0503
6th 0.0075 6th 0.0551
7th 0.0102 7th 0.0590
8th 0.0125 8th 0.0632
9th 0.0168 9th 0.0652
10th 0.0232 10th 0.0652
11th 0.0313 11th 0.0651
12th 0.0450 12th 0.0591
13th 0.0613 13th 0.0526

Figure 5c shows the downlink rate versus the cluster number at specific intervals.
Here, we also provide the results of v; = 10 GHz for comparison. In the 1 GHz case, we
find that increasing the number of clusters reduces the rate in the fifth interval since its
fading noise is relatively low. For the 10th interval, there is an optimal cluster number of
Copt = 6. Beyond this number, the increase in clusters cannot further improve performance
since the composable finite-size effect increases. However, the results show a difference
when v; increases from 1 GHz to 10 GHz. In the 10 GHz case, the composable finite-size
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effect is mitigated due to the total measurement data, or equivalently, the data for the
parameter estimation of each interval, being increased. Correspondingly, increasing the
cluster number improves the rate in the 10th interval, whereas the 5th interval has an
optimal cluster number of Copt = 6. Figure 5d shows the uplink rate versus the cluster
number. We find that the 10th interval cannot generate the secret key without the support
of clusterization, even when v; =10 GHz.

5. Conclusions

We have proposed a clusterization method to suppress fading noise in the satellite-
mediated GMCS protocol. In detail, the measurement data are divided into several clusters
for separate security analysis, of which the data have relatively similar transmittance. The
optimal upper and lower bounds of each cluster are based on the link’s total PDT, whereas
the optimal cluster number should balance the reduction in fading noise and increase
the composable finite-size effect caused by the clusterization method. We found that the
clusterization method can improve the composable finite-size rate when the fading noise is
large enough, but may damage the performance by increasing the composable finite-size
effect if the fading noise is at a relatively low level. Moreover, increasing the frequency
of the signal preparation and detection of the system can suppress the composable finite-
size effect, thereby allowing the proposed method to work effectively in a lower fading
noise case.
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Appendix A

To divide the orbit into several flight intervals based on time windows, we first need
to calculate the speed of a satellite. According to Newton’s second law, the satellite speed v
can be written as a function of the satellite altitude /&, which is given by

[ GoM
=\ R, 10 (A1)

where Gy is the universal gravitation, M = 5.965 x 10** kg denotes the Earth’s mass, and
Rg = 6371 km represents the Earth’s radius. Figure Al shows the basic geometry for
satellite-mediated quantum communications. Here, we only consider the right-hand side
with the zenith angle 6 € [0, 60], whereas G is a sea-level ground station. The relationship
between the flight distance and the instantaneous zenith angle is given by

0
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Then, we can obtain the relationship between the flight time and the instantaneous zenith

angle as
0 m(Rg+h)*?

Re

(o)

Figure Al. Basic geometry for satellite-mediated quantum communications. Rg: earth radius; G:
ground station; S: quantum satellite; /: satellite altitude; O: Earth’s center; 0: zenith angle.
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