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ABSTRACT This article introduces a process framework for debugging quantum circuits, focusing on three
distinct types of circuit blocks: amplitude—permutation, phase-modulation, and amplitude-redistribution
circuit blocks. Our research addresses the critical need for specialized debugging approaches tailored to
the unique properties of each circuit type. For amplitude—permutation circuits, we propose techniques to
correct amplitude—permutations mimicking classical operations. In phase-modulation circuits, our proposed
strategy targets the precise calibration of phase alterations essential for quantum computations. The most
complex amplitude—redistribution circuits demand advanced methods to adjust probability amplitudes. This
research bridges a vital gap in current methodologies and lays the groundwork for future advancements in
quantum circuit debugging. Our contributions are twofold: we present a comprehensive unit testing tool
(Cirquo) and debugging approaches tailored to the unique demands of quantum computing, and we provide
empirical evidence of its effectiveness in optimizing quantum circuit performance. This work is a crucial

step toward realizing robust quantum computing systems and their applications in various domains.

INDEX TERMS Debugging, quantum programs, quantum software, testing.

I. INTRODUCTION
During the past several decades, quantum computing has
moved from an idea in scientists’ minds to the actual sys-
tems we have today. Today, quantum computers exist on
a small and error-prone level [2], [3] known as noisy in-
termediate scale quantum computers (NISQ). Through that
journey, researchers in maths, physics, and computer science
worked together to develop algorithms that can harness the
strength quantum computers can provide in the future [4].
Even though quantum technology has advanced rapidly, both
the hardware and software aspects of quantum computing are
still in their early stages. Hence, scalability is one of the main
challenges we need to overcome on both the hardware and
the software sides. We need bigger computers, fault-tolerant
qubits, and stable software engineering approaches to build
real-life, valuable applications on quantum computers [5].
In classical software, the development process follows a
mature cycle. Two critical stages of the cycle are testing
and debugging, and maintaining the application. The appli-
cation’s abstract aspects may be tested with formal specifi-
cations, pseudocode, modeling tools, etc. Bugs arise from
errors in the specification of a program, in translating the
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specification into code, or, sometimes, from bugs in the tools
themselves. Currently, there are many approaches to testing
classical software, both formal and informal [6], [7], [8]. Ap-
proaches, such as unit testing, regression testing, continuous
integration, and path coverage testing, make building and
supporting systems as complex as tens of millions of lines
of code, such as the Linux kernel and possible [9], [10].

Like the classical software development cycle, the quan-
tum software development cycle shown in Fig. 1 describes
the process of developing software for quantum computers
as proposed in [11]. Since quantum computers can operate
on the superposition of values (each with a complex ampli-
tude [12], [13]), the exponential growth in the state space
poses a fundamental problem in testing and debugging quan-
tum programs.

When we want to test a quantum circuit, we often have to
consider the behavior of all possible inputs as a set. That ex-
ponential growth in the input state space poses fundamental
challenges during the testing and debugging process.

The first and perhaps most important challenge is the
principle on which quantum algorithms operate. Often,
the goal of quantum algorithms is not to find a solution
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TABLE 1. Summary of Some Widely Used Current Quantum Software Tools

[ Name |  Level [ YearReleased |

QuTIP [37] Gate-level 2012 JNii{L?Z‘:;?’I\iE' Python Package
Quipper [18] High-level 2013 Dalhousie University Quantum PL
Quirk [25] Drag and Drop 2016 Craig Gidney JavaScript
Package
Qiskit [19] Gate-level 2017 IBM Python Package
Q#[17] Gate-level 2017 Microsoft Quantum PL
QX Simulator [38] QASM-based 2017 QuTech QASM
Ocean SDK [39] Gate-level 2018 D:Wave Python Package
. Google Python
Cirq [20] Gate-level 2018 (not an ofﬁci%il product) Pa)::kage
Pyquil [22] Gate-level 2018 Rigetti Python Package
QUI [23] Drag and Drop 2018 ggfii‘;:’lf;go?ﬁ‘e‘{’bz:‘rﬁz Quantum PL
PennyLane [40] Gate-level 2018 Xanadu Python Package
Q.js [41] Drag and Drop 2020 Stewart Smith JavaScript Package
Silq [16] High-level 2020 ETH Zurich Quantum PL
Amazon-Braket [42] Gate-level 2020 Amazon Python Package
TKET [21] Gate-level 2021 Quantinuum Python Package
Intel SDK [43] Gate-level 2023 Intel C++ Library

Quantum
Software
Development
Life Cycle

Quantum
Splitting

FIGURE 1. General life cycle of classical versus quantum software as
described in [11].

to a problem but rather to build interference patterns that
amplify the amplitude of correct answers at the expense of
the incorrect ones.

Today, developers can use different approaches to trans-
form their ideas and algorithms into quantum programs [14],
[15]. If they can develop and implement their algorithms
efficiently, leading to small-scale circuits, they can try ex-
ecuting them on actual quantum hardware. Otherwise, they
can implement a smaller version of the algorithm and try to
extrapolate its behavior for larger instances of the problem.
Today’s approaches can be categorized into four categories
based on the programming model.

1) High-level quantum programming language: sup-
porting the developer’s quantum intuition, such as
Silq [16], Q# [17], and Quipper [18].

2) Gate-level programming: In this option, the developer
translates their idea into a sequence of gates and then
simulates this circuit, visualizes it, or runs it on a
hardware device. Developers can use this approach in
different ways as follows.

2500415

a) Building the circuit using code often using a
classical-language-supported library or package,
such as Qiskit [19], Cirq [20], Tket [21], and
PyQuil [22], which are Python packages.

b) Using a drag-and-drop tool to build the circuit,
simulate the results, and view them visually.
These tools include QUI [23], the IBM Circuit
Composer [24], and Quirk [25].

c) Using the Quantum Assembly language or
QASM [26].

3) Building the circuit using a low-level approach, such
as pulses and signals, to control the quantum hardware
directly. The main example is OpenPulse [19].

A summary of some of the most widely used quantum soft-
ware tools can be seen in Table 1. All of these tools mainly
focus on the current generation of hardware, small programs,
and the critical problems of optimization and mapping to
specific processors [27], [28], [29], [30], [31], as well as on
designing and implementing programs for hybrid or adaptive
algorithms [32], [33], [34], [35], [36].

The responsibility typically falls on developers to thought-
fully plan and manually execute algorithms, as well as to
develop tests for checking their outputs using simulators or
by reevaluating the underlying mathematics. Yet, this strat-
egy proves impractical when the circuit complexity grows,
the current hardware cannot execute them without high error
rates, or when classical computers are unable to simulate
them effectively.

In this article, we extend upon the tool proposed in [1] and
offer strategies to debug different quantum circuit types. The
ideas of this work are built using Qiskit and Python. Cirquo
(the unit-testing package used in this article) includes a slicer
that allows developers to divide their circuits into smaller
chunks, categorize, and test them.

The rest of this article is organized as follows.

1) Section II addresses the possible types of bugs that can
occur in quantum programs.
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2) Section III introduces the different types of quantum
circuits and the characteristics of each of those types.

3) Section IV offers an approach to testing and locating
bugs in the different types of circuits.

4) Section V wraps up this article with a discussion of the
limitations and challenges of the proposed ideas and
approaches and how we can challenge limitations to
benefit from these approaches the most. Finally, Sec-
tion VI concludes this article.

1. SOURCES OF BUGS IN QUANTUM PROGRAMS

Since understanding the flow of quantum programs and the
causes of errors is essential for the ability to debug quantum
circuits, researchers focused on categorizing reproducible
bugs in quantum programs [44], [45], [46]. In these stud-
ies, researchers found that bugs in quantum programs can
occur for two reasons: the platform used or the developer’s
implementation. Platform-related errors arise due to a fault
in the implementation of the core functionality of the plat-
form, such as deprecation errors, math errors in function
implementations, and mistakes in data handling. Paltenghi
and Pradel [47] look in-depth at the bugs introduced by the
quantum platform. On the other hand, bugs introduced by the
developer cover incidents, such as the wrong type/ordering of
the gates or misuse of the package functions. Both categories
will either throw a runtime exception, which is easy to catch
and fix, or lead to the wrong answer, making them potentially
more challenging to locate and fix.

A quantum bug, at a high level, is an error in creating the
correct interference patterns, which can happen due to dif-
ferent reasons depending on the algorithm the programmer is
implementing. For example, suppose the programmer is writ-
ing an implementation for Grover or Shor’s algorithms. In
that case, the cause of interference pattern errors can be due
to failure in cleaning or detangling the ancilla qubits, a mis-
take in marking the correct state/s, an improper implementa-
tion of the diffusion operator, or, possibly, a combination of
all the above. On the other hand, if the programmer imple-
ments a quantum chemistry or physics simulation, the errors
are “mathematical” due to using the wrong Hamiltonian.
Moreover, if the programmer is implementing a variational
quantum algorithm, such as variational quantum eigensolver
or quantum approximate optimization algorithm, then the
source of error could be the wrong ansatz or a mistake in
setting the parameters of the classical optimizer.

Although all these bugs manifest as wrong interference
patterns, on a circuit level, they translate to using the wrong
gate types/ order, applying the wrong phases, or a combina-
tion of both. Section IV covers different types of bugs and
how Cirquo can assist in locating them.

11l. DIFFERENT TYPES OF QUANTUM CIRCUITS

Classical debugging tools result from decades of research,
trials, and developments in software development [48], [49].
The most basic and well-known concept of testing and de-
bugging classical software is program slicing [50]. Program
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slicing is an approach to dividing a larger program into
smaller chunks—slices—to make examining and analyzing
it more manageable.

Classically, slices are formed in two ways: manually us-
ing breakpoints [51] or automatic/semiautomatic slicing. In
manual slicing, the programmer inserts breakpoints in vari-
ous locations in the code so that the debugger can divide the
code accordingly.

A. CIRCUIT SLICING

Considering the general structure of most quantum algo-
rithms, we notice that they tend to follow a set of steps to
solve a problem. Many quantum algorithms start by prepar-
ing the working qubits in a specific state or uniform super-
position, performing some arithmetic calculations [52], then
redistributing the amplitudes and measuring the results. In
the case of some algorithms, we may need to repeat the
arithmetic and amplitude distribution steps. Moreover, in
most cases quantum algorithms are accompanied by classical
preprocessing or postprocessing after the measurement pro-
cedure (see Fig. 2). For example, Grover’s algorithm consists
of three main algorithmic steps: preparing the qubits in a uni-
form superposition, followed by a problem-specific oracle,
and then a diffusion operator. In the algorithm, the oracle and
diffusion will be repeated multiple times until the amplitude
of the answer is predicted to be maximized. Because of this
clear distinction between the algorithmic steps, we can test
and examine these steps individually when testing the imple-
mentation of an algorithm. Then, put them together to form
the target algorithm.

We can use a similar approach to program slicing clas-
sically. We will refer to that as a circuit slicer. The circuit
slicer will divide a large circuit into smaller, executable (or
simulatable) subcircuits to demonstrate the functionality of
the circuit using both NISQ [2] devices and fault-tolerant
quantum computers.

In Cirquo’s manual circuit slicer, the user inserts break-
points (in the case of quantum circuits, breakbarriers) in the
circuit and then simulates the resultant slices or runs them on
an actual device to observe their behavior. Considering that
quantum circuits are 2-D, the slicer can slice the circuits on
two axes, the gate axis (vertically) or the qubits/registers axis
(horizontally) to remove unused qubits.

1) VERTICAL SLICING

To explain the methodology and concept of slicing, let us
think of a circuit corresponding to Grover’s algorithm [53].
We can use breakbarriers to divide the circuit into slices
based on each algorithmic step: the initial state preparation,
an oracle, and the diffusion operator. To keep things simple,
assume that the Grover’s algorithm we are slicing consists
of one iteration. We will insert two breakbarriers to slice
this circuit, one after the state preparation and one after the
oracle. This will result in three subcircuits, each performing
a specific step in the overall algorithm.

2500415
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FIGURE 2. Different steps needed to implement and execute most numerical quantum algorithms assuming mid-circuit measurements.

2) HORIZONTAL SLICING

Sometimes, after slicing the circuit vertically, we may end
up with a slice that contains some unused qubits. Since our
goal of slicing the circuit is to create smaller, simulatable, ex-
ecutable circuits, having unused qubits is redundant. Hence,
we can do horizontal slicing to remove these unused qubits
from the slice. The current version of the tool only allows
for the automatic slicing of unused qubits. Future expansion
will allow users to manually insert horizontal breakbarriers
in the case of slices with two independent registers or if the
user wants only to include a specific set of qubits.

One main challenge of slicing quantum circuits horizon-
tally is cross-register entanglement before the slice; a way
to address that uses the Kronecker product to overcome the
challenge of considering the effect of the slice. For example,
if we cut only one wire, we get a 4 Kronecker product, where
k is the number of qubit wires cut. The math used to develop
CutQC [54] indicates that the probability of the measurement
of an input state |¢) for the unsliced circuit must be equal
to the sum of possibilities of the same state for the slices
following (1), where N is the number of subcircuits resultant
from the slicing:

ey

4k
1
mw»=ﬁ2¥u®

If the programmer uses a NISQ machine to execute the slices
and the original circuit, they need to use an efficient number
of shots to achieve good coverage of the possibilities of mea-
suring the different states.

B. CATEGORIZING CIRCUITS

Considering the construction of quantum algorithms, we can
see they consist of the following three types of building
blocks.
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2)

3)

Amplitude—permutation blocks: Permute the ampli-
tudes of quantum states. These circuits mimic the op-
eration of reversible classical logic within the quantum
realm. Hence, only rearranging the amplitudes asso-
ciated with the quantum states without redistributing
them or altering their phases. An example is a quantum
adder or Grover’s oracle. Those blocks are essentially
classical reversible logic [55], [56]. Mathematically,
for set of states «| j), an amplitude—permutation (AP)
block can be defined as

ZajU) — Zan(j)lj)
J J

where I1(j) is a permutation function. A permutation
matrix has exactly one 1 in each row and column. An
example of a two-qubit AP block unitary is

2)

01 0 0
1
A 0 0 0 3)
00 10
0 0 0 1

Phase-modulation blocks: Quantum circuits that focus
exclusively on altering the phases of quantum states
without changing their amplitudes. The primary func-
tion of these circuits is to introduce phase shifts based
on values of certain qubits. Mathematically, for set of
states «|j), a phase-modulation (PM) block can be

defined as
Doaili) = Y e O)
j j

where f(j) is a function that calculates the phase shift
of a state 8;, f(j) € R. The unitary of a PM block will
be a diagonal matrix D with D;; = e™%i.

Amplitude—redistribution blocks: Unlike the AP cir-
cuits, these circuits redistribute the amplitudes across

“)
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FIGURE 3. Generic Grover's algorithm circuit is sliced using both stand-alone slicing and accumulated slicing, then one of the slices is horizontally sliced

to remove unused qubits.

various quantum states, thereby harnessing the full po-
tential of quantum superposition and entanglement. An
example of an amplitude—redistribution (AR) block is
the quantum Fourier transform (QFT). An AR block
contains gates that alter interference patterns and create
or destroy superposition. AR blocks can be represented

as
D ajliy = Y 1) )
J J

where o’ j = )", Ujxa. Here, U is a unitary matrix
applied to the qubits.

Often, we can run the AP and PM blocks without the states
being in superposition. An example is applying a NOT gate
on the least significant qubit (LSQB) in a two-qubit register
shown in Fig. 4(a) (details about reading a Q-sphere are in
Appendix B). This will only permute the amplitude of the
states but not affect the superposition or the interference
patterns. Similarly, if we apply a T gate on the LSQB of a
two-qubit system, it will only affect the phase of the states
[see Fig. 4(b)].

Although Grover’s oracle is a PM block, Grover’s iterator
(the combination of the oracle and the diffusion operator)
would be an AR block. Fig. 4(c) shows the Q-sphere before
and after applying Grover’s iterator to a three-qubit circuit.

IV. TESTING DIFFERENT CIRCUIT TYPES

To build a framework for testing and debugging quantum
programs, first, we must consider the steps of testing a quan-
tum circuit. Testing a quantum circuit involves several steps,
each of which plays a vital role in ensuring the functionality
and accuracy of the computations. We can set the needed
steps as follows.
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FIGURE 4. Examples of AP, PM, and AR block. (a) (left) Random
amplitude distribution of a two-qubit state and (right) amplitudes are
permuted after applying the NOT gate to the LSQB. (b) (left) two-qubit
superposition and (right) phase is modulated after applying a Z gate to
the LSQB. (c) (left) uniform superposition of three qubits and (right)
probability amplitude after applying Grover's iterator to mark the correct
answer |101).

1) Writing code: This step involves creating the quantum
circuit using the specialized quantum programming
language (QPL) or quantum packages supported by
classical programming languages (see Section I).

2) Writing tests: Creating test vectors for the circuit and
specific parts. This step includes several substeps as
follows.

2500415
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a) Slicing the circuit: Dividing the circuit into
smaller segments for efficient testing.

b) Categorizing slices: Categorizing the slices
based on their functionality within the circuit.

¢) Adjusting slice start/end points: Modifying the
boundaries of a slice as necessary.

d) Developing test vectors: Creating sets of inputs
and expected outputs for each slice type.

e) Assessing coverage: Ensuring that the tests cover
all (or most) possible scenarios the slices might
encounter.

3) Confidence interval (CI) selection: Deciding on the
statistical confidence level for the test results, which
includes the following.

a) Choosing Optimal Number of Shots: Determin-
ing the number of circuit executions to balance
accuracy and computational resource usage is
discussed below.

4) Integration: Resolving issues arise when a slice, which
works independently, fails upon integration.

5) Running tests: Executing the developed test cases
against the slices of the quantum circuit and comparing
the actual behavior with the expected one. This step can
be done on a simulator (if the slice size allows) or an
actual device.

6) Error isolation and additional testing: If an error is
detected, the problematic slice is isolated and subjected
to further focused testing to pinpoint and understand
the bug.

These steps provide a systematic approach to this section’s
testing and debugging process.

As discussed in Section III-A3, we divided quantum cir-
cuits into three types with entirely different properties, mak-
ing the process of testing and debugging them significantly
different. Moreover, testing and debugging the same type
will vary depending on its size and the type of instructions
it contains.

AP blocks behave like classical programs; hence, we can
use classical approaches when testing them. Therefore, the
challenge when testing them would primarily be the diffi-
culty of generating test cases that can provide full coverage.
For example, for an adder, we can test a few simple inputs us-
ing single amplitudes (no superposition), including overflow
cases, and reason by induction for the rest. Unfortunately,
that approach cannot be extended when we deal with AR
and PM blocks because they contain quantum properties that
are hard to address using traditional testing and debugging
techniques.

Although creating test vectors for AR and PM blocks is
not as simple as doing so for the AP blocks, creating test
vectors for simple AR and PM blocks should be slightly
more straightforward than the complex ones. For example,
creating test vectors for a four-qubit block that contains only
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FIGURE 5. One approach to testing quantum circuits, where Upyr is the
device under test (full circuit/ slice). Uyy; is the circuit corresponding to a
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for test vector i. If |¢)1o; = |¥)eo; the output will be |0).

[A> 4 *— |A>
IB>—0—l—< |B>
|Cin> IS>

o> —@ +-

FIGURE 6. Full adder circuit.

| Cout>

four Hadamard gates is more straightforward than creating
test vectors for a circuit of 20 qubits and 60 different gates.

The size of the block and the types of instructions in it are
not the only challenges we face when testing and debugging
AR and PM blocks.

To explain the different strategies for debugging the
blocks, we will use the testing functions offered by Cirquo
(the complete functionality can be found in Appendix A).

Before we discuss the different approaches for each type,
we need to discuss an approach to testing PM blocks. To do
that, we must define a few important terms as follows.

1) Upur: Device under test, which refers to the slice we
are testing/debugging.

2) Urvyi: Test vector i, is the circuit corresponding to ap-
plying test vector i to Upyr. The results of this is
[Y¥)r0i» where [¥)ro; = UputUrvil0).

3) Ugo;: Expected output i, is the expected behavior of
Upyr for TVi which is | )go;. Because this is specific
to a single test vector, it will be substantially simpler
than Upyr.

Fig. 5 shows an approach to testing any quantum circuit
(regardless of its type). Essentially, what we want to answer
is the question: Does |¥)1o; = |¥)Eoi? If the slice we are
testing is correct, these two states are equal; if not, we can
conclude that something is incorrect in the test circuit and
proceed with the debugging process. The debugging process
will then differ based on the circuit block we target.

A. TESTING AND DEBUGGING AP BLOCKS
As explained in Section III, AP blocks are quantum circuits
that mimic the behavior of reversible classic logic.

When creating test vectors for an AP block, we follow
the same approach for creating test vectors for classical pro-
grams. Often, when we create test vectors, the approach fol-
lows systematically, covering all possible input combinations
and edge cases to verify their functionality thoroughly.

VOLUME 5, 2024
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I def Quant_full_adder (gc, in_gbits,zero_qubit) :
2 gc.ccx(in_gbits[0],in_gbits[1l],zero_qgubit)
3 gc.cx (in_gbits[0],in_gbits[1])

4 gc.ccx(in_gbits[1l],in_gbits[2],zero_qgubit)
5 gc.cx (in_gbits[1l],in_qgbits[2])

6 gc.cx (in_gbits[0],in_qgbits[1])

7 return gc

LISTING 1. Simple Python and Qiskit implementation of the full adder.

| test_cases = [
2 {

"name": "test 1",
4 "input": [1,1,1,0],
"expected_output": [1,1,1,1]
6 Y},
7 {
8 "name": "test 2",
9 "input": [0,0,0,01,
10 "expected_output": [0,0,0,0]
11 I
1 {
13 "name": "test 3",
14 "input": [1,0,1,0],
15 "expected_output": [1,0,0,1]
16 Y,
17 {
18 "name": "test 4",
19 "input": [0,1,0,01,
20 "expected_output”: [0,1,1,0]
1 I
2 {
23 "name": "test 5",
24 "input": [1,1,0,01,
5 "expected_output": [1,1,0,1]

27 ]

LISTING 2. Test vectors for the full adder.

However, as our target circuits grow, creating test vectors
for all possible cases will be increasingly challenging. There,
we can focus on some practical cases and edge cases.

One example of an AP block is the quantum full adder.
The full adder is a four-qubit system, where the inputs are
|A), |B), |Cin), and |0). |A) and |B) are the qubits we wish to
add and |Gy,) is the carry-in. The outputs of the full adder are
|A), |B), |S), and |Coyut) (Listing 1, Fig. 6).

The full adder has three inputs A, B, and Cj,, resulting
in a total of 23 = 8 possible input states. Optimally, we can
create 8 test vectors for all possible cases. This will ensure
every possible state is checked, including edge cases such
as all inputs being 0 or all being 1 and transitions between
these states. We will test our circuit on the five test vectors in
Listing 2.

Running the circuit for these test vectors using Cirquo’s
pClassTester (gc, test_cases) resultsin a PASS
for all the tests.

Now, we introduce a simple bug to this pro-
gram. Assume the programmer inadvertently added
an extra Toffoli gate at the end of the circuit
gc.cex (in_gbits[0],in_gbits[1], zero_
qubit). The first step is running the same tests from
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Testing test 1:

Result: FAIL
3 Input: [1, 1, 1, 0]
Output: [1, 1, 1, 0]
Expected Output: i, 1L, i, 1]
Testing test 5:
Result: FAIL
Input: [1, 1, 0, 0]
Output: [, 1, 0, 0]
> Expected Output: i, 1, ©, iJ

LISTING 3. Failed test results when running the test vectors of the full
adder program containing the bug.

before to the program containing the bug. This will lead to
two test vectors having a FAIL status, as seen in Listing 3.

When we examine the results, we see that the error occurs
only when both qubits |A) and |B) are 1.

In this case, since the error only occurs when the first two
qubits are 1, we might guess that they are the control of the
gate causing the error. We can locate the multiqubit gates ap-
plied to these two qubits using the gateLoc (gc, © cx’,
qubits=["gl[0]’, "gl[1l]"’1) function, which will lead
us to two Toffoli gates, and then we can remove each of them
and test the circuit again. Doing so points out that the last
Toffoli gate is the source of the error.

AP blocks are deterministic, so only a single shot is re-
quired for each test vector (on an FT system). Test vec-
tors should be selected for larger circuit blocks to provide
good logic coverage. For example, an n-qubit adder of-
ten is designed to execute |a)|b)|0) — |a)|a + b mod 2")|0)
(where the last register is ancillae that must be cleaned) [57].
We might choose to confirm that adding zero, adding one,
carrying within a register, and carry out of the register
all work properly. Thus, a reasonable set of test vectors
for n =4 might be |0000)|1111)|0), |0001)|0011)|0), and
[0001)[1111)0).

B. TESTING AND DEBUGGING PM BLOCKS

Testing and debugging AP blocks were relatively straight-
forward; however, moving on to the PM and AR blocks gets
more challenging. This section will consider a strategy for
debugging a PM block. The most straightforward PM block
would be a circuit containing any phase gate, such as a T, Z,
CZ, or S gate.

The challenge in creating test vectors for PM blocks
is choosing the correct tests to detect subtle phase shifts.
These shifts, often representing the core computational out-
put of the circuit, require high precision in both the gener-
ation and measurement phases. The approach typically in-
volves initializing the circuit in a superposition state where
the effects of PM can be maximally observed. Cirquo’s
fQuantTester (circuit, test_vectors) allows
users to use their test vectors as state vectors to perform unit
testing on PM and AR blocks.
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Although the test in Fig. 5 can tell us whether an error in
the circuit exists, it cannot provide further information about
that error. However, we can use other approaches to get more
information about the possible error.

The strategy we propose here is to use the swap test [58].
The swap test is a fundamental quantum computing proce-
dure used to determine the similarity between two quantum
states. It is beneficial for measuring the inner product of two
states, which can then be utilized to calculate their fidelity or
similarity.

Consider two quantum states |v) and |¢) that we want
to compare. The swap test involves an ancillary qubit (the
control qubit) initialized in the state |0) and the two states |i)
and |¢). The process of the swap test involves the following
steps.

1) Apply a Hadamard gate to the control qubit, putting it
into the superposition %GO) + |1)).

2) Perform a CSWAP gate using the control qubit. The
CSWAP gate swaps |¢) and |¢) only if the control
qubit is in the state |1).

3) Apply another Hadamard gate to the control qubit.

4) Measure the control qubit. The probability of measur-
ing |0) is given by P(0) = § + 3 (v/|¢)I.

The outcome of the measurement gives us information
about the similarity of the two states. If the states are identi-
cal, the probability of measuring |0) in the control qubit will
be 1. If they are orthogonal, the probability will be %

We can further analyze the swap test results for more in-
formation about the phase difference. To do that, consider
|¥) = |0) + ¢1]1) and |¢) = |0) + ¢%2|1). We can then re-
calculate the probability of measuring 1 or O as a function of
01 and 0, as follows.

The inner product of these two states is

1 .
I i(62—61)
Wig) = 5 (1+@). (©)

We need to find the magnitude squared of this inner product.

Since ¢/(®2=%) can be expressed as cos(6y — 61) + i sin(0 —
01), and AG = 6, — 01 we get

1 .
2 (1 l(AG))
’2 ( +e

The probability P(0) is given by

2
’ - % ([1 + cos(A0)* + [sin(A9)]2> :
(7

P(0) = 1,1 (¥ lg)? ®)
=>+3 .

Substituting the magnitude squared into this, we get

11
PO) =5+ ([1 + cos(AD)? + [sin(Aé‘)]z) )

3 1
= -+ 7 cos(AB). (10)

4
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1

2 C

QuantumRegister (3, ’'qg’)
ClassicalRegister (1, ’c’)

q

3 circuit = QuantumCircuit (g, c)

5 circuit.h(g[0])

s circuit.cswap(ql[0], gqlll, ql2])

7 circuit.h(gq[0])

circuit.measure(gq[0], c[0]
simulator = Aer.get_backend(’gasm_simulator’)
N = 8192
job = execute(circuit, simulator, shots=nShots)
counts = job.result () .get_counts ()
6 1f 71’ in counts:
B = counts[’1’]
else:
B =0
s =1- (2 /N) =B

LISTING 4. Implementation of a simple swap test using Qiskit.

o) -SHE— v)
o) JIHER 16) - o) IR |0)

FIGURE 7. Using the swap test to detect the phase difference in a circuit
containing a phase error p. Upyr is the device under test (the full
circuit/slice). Upy; is the circuit corresponding to test vector i. Ugo; is the
expected behaviour for TV;.

o
=
I

Since P(1) =1 — P(0), we substitute our expression for
P(0) and simplify

P(1) = % — %cos(A@). (11)

After implementing the swap test in Qiskit (see Listing 4),
we calculate the squared inner product using the number of
shots using the equation s = 1 — %B. s is the squared inner
product, N is the total number of shots, and B is the number
of times 1 was measured.

Since P(1) =1 — P(0) and 1% = P(1), we have

B 3 1 Ad
N4 + 1 cos(AB).

To see this better, assume we have the circuit shown in
Fig. 7. In testing the circuit, the programmer will first use
the technique in Fig. 5. Assuming that test returns something
other than |0), meaning UpytUrv; # UETOl" the next step is

(12)
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FIGURE 8. Unitary for a three-qubit phase slice. The colored boxes
delineate terms affected by errors in the high-order (red), middle (blue),
and low-order (green) qubits.

to attempt to isolate the bug. It is useful to find the angle of
the extra (or missing) angle, as well as to find the qubit(s)
with the extra gate.

We can denote that phase error as a gate P applied to
|¢) then use the swap test to determine that phase. To do
that we use Cirquo’s applySwapTest (circuit, k,
regl_index, reg2_index, nshots), with nshots
= 8192. In this example, let us say that we found s = 0.76.
The function will also return the value of A@ calculated
according to l(yr|g)|? = % + %cos(A@)

I 1
0.76 = 3 + 3 cos(AB) (13)

% = cos(AB). (14)

In our example, we get A = Z. From that we can infer
the presence of an extraneous Z(%) gate.

Two common errors will be 1) applying the correct phase
shift to the wrong qubit, and 2) applying the wrong phase
shift to the right qubit (including omitting a needed gate).
(For simplicity, we omit controlled phase gates here.) Test
vectors need to be prepared to help us distinguish these two
cases. For example, the unitary for a three-qubit phase slice
is shown in Fig. 8.

A phase gate on the high-order qubit will be reflected in
the values in the red box, the middle qubit in the blue boxes,
and the low-order qubit in the green boxes. Testing the input
|000) + |111) will tell us if the sum of the phase shifts on all
three qubits is correct. If it is not correct, enough shots of the
test can tell us the incorrect angle but do not tell us where to
look. For independent, single-qubit gates, testing the cases
|000) 4 1001), |000) + |010), and |000) 4 [100) can isolate
the qubit with the error. If the slice contains controlled phase
gates, we may need a larger set of test vectors, e.g., |110) +
[111). With careful test vector design, we can test a small
number of cases, hopefully, O(n) or O(n) to develop high
confidence in the behavior of the entire slice, which has 2"
angles 6;, each potentially different.

C. TESTING AND DEBUGGING AR BLOCKS

Testing and debugging AR blocks can be quite challenging.
However, once we differentiate between PM and AR blocks,
we can use different approaches to test and debug them. We
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I def gft(circuit, n):
2 """Applies QFT on the first n qubits in

circuit"""
for j in range(n):
4 circuit.h(j)
5 for k in range(j+1, n):
6 circuit.cp(2 * pi / (2x*x(k - J)), k, J

)
for j in range(n//2):
8 circuit.swap(j, n-j-1)

LISTING 5. Implementation of the QFT using Qiskit.

just discussed how the swap test could be utilized to debug
PM blocks. Although we can still use the swap test or the ap-
proach in Fig. 5 to validate the results from AR blocks, they
will not provide much information that we can use except for
the degree of difference between the expected and resultant
states.

In most cases, AR blocks will be functions offered by
the package the user decides to use. Hence, they often will
not need to build it from scratch. However, it is essential to
address how developers can create helpful test vectors for AR
blocks.

The primary challenge here is the exponential increase in
complexity with the number of qubits, which makes exhaus-
tive testing impractical for larger circuits. AP and PM circuits
allowed us to work with single amplitudes for each test, but
AR circuits depend on interference, and can change the num-
ber of nonzero amplitudes, substantially complicating tests,
especially in terms of interpreting test outputs. In addition,
since AR can result in highly entangled states, ensuring that
the generated test vectors adequately reflect the potential
entanglement patterns is crucial for thorough testing.

Simulation, induction or inference from smaller cases, and
sampling techniques to assess distributions become essential,
with the aim of capturing the most significant aspects of AR
with a manageable number of test vectors.

Consider the QFT, a fundamental operation in quantum
computing, pivotal for algorithms, such as Shor’s algo-
rithm [59] for factoring and quantum phase estimation. En-
suring its correct implementation is vital for the success of
these quantum algorithms. The QFT on an n-qubit state is
defined as

2—1

1 ik /2n
QFT|j) = —= Y e/ k). (15)
=i

A general implementation using Qiskit can be seen in List-
ing 5. The code here offers an important clue to debugging
AR circuits: the code is parameterized in n, the number of
qubits in the QFT. Thus, the programmer can test and debug
their code using small values of n and develop confidence
in the behavior of larger instances. We can use simulators,
as well as Cirquo’s functions for examining the code to test
propositions about the circuit.

One approach to creating efficient test vectors is to focus
on the properties of the QFT, such as linear shift-invariance
and parallelism.
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q0
P(r) T

ql
rw EP!.

FIGURE 9. Three-qubit QFT circuit.

q2

In this example, we will focus on the linear shift-invariant
aspect of the QFT. This result of applying the QFT on a
periodic state shows the periodicity and phase relations en-
coded by the original state transformed into a new superposi-
tion reflecting these frequency domain properties. A periodic
n-qubit state (| (n, r,1))) is a state that shows a periodic
behavior and can be defined by its period r and its shift /.
We can express that as

2"—1

W (n D) =Y crlk) (16)

k=0

where ¢y are the coefficients of the computational basis states
|k), and they reflect the periodicity and shift of the state.
Specifically, ¢ is nonzero for states |k) that satisfy (k —[)
mod r = 0. For example, consider | (3, 2, 1))

1
— (|001 011 101 111)).
«/ﬁ(l ) +1011) + |101) + | >)(17)

We can now apply the QFT to state |4 (3, 2, 1)) and observe
how it preserves the period while transforming it to the fre-
quency domain. For a three-qubit system (n = 3), the QFT
equation simplifies to

v(3,2,1) =

1 < N
FT|j) = — 2rijk/8 py. 18
QFT| ) ﬁge 13 (18)

We can see the circuit for a three-qubit QFT in Fig. 9.
Applying the QFT to [y(2, 1)) gives

7

7
1 : ,
Varr) = —(§ T ) 4y " AT gy
¢ 2B\ =

k=0

+ iEZ”i'S'k/glk) + 27:€2ni~7-k/8|k>>_
k=0 k=0
19)
After simplifying this equation, we get
1
V2

The calculation demonstrates how the QFT reveals the
periodicity and phase relationships encoded in the original
state | (n, r, [)), transforming it into a new superposition that
reflects these properties in the frequency domain. That effect
can be seen in Fig. 9(a).

[Vorr) = —=(10) — 12) + [4) — 16)). (20)
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FIGURE 10. (a) Q-sphere results for the periodic state |y(3, 2, 1)).
(b) Q-sphere results of the three-qubit QFT where a Hadamard gate on
qubit 0 is missing.

Consider the QFT for n = 1024; full simulation of this cir-
cuit is well beyond classical capabilities. For a fault-tolerant
machine, we expect to use it frequently. In Shor’s algorithm,
the QFT is far less expensive than the modular exponentia-
tion portion of the circuit, and so the execution cost will be
reasonable. As a first test, the programmer can run the full
QFT circuit on a chosen test vector or set of test vectors using
the approach of Fig. 5. If this test returns an error, the next
step is to reduce the scale of the tests to something that can
be simulated.

Assume that the user forgot to apply a Hadamard gate to
qubit O at the beginning of the algorithm’s implementation.
(This kind of error can be expected to be common, as a
result of off-by-one programming mistakes in loops, as in
Listing 5.) Simulating the circuit for [ (3, 2, 1)) will lead
to the results shown in Fig. 10(b). We can see that the output
does not match our expected results but we do not know what
might be causing the error.

Because the most common error when implementing
quantum algorithms is often a missing/extra gate, we can
get the gates count using Qiskit’s count_ops () . However,
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this will only return the total count, including the measure-
ment, which can be helpful to use with Cirquo’s gate-
Loc () to get the specific qubit and line of code where a gate
was added.

We know that an n-qubit QFT includes » Hadamard
gates, "("; D controlled phase rotations are required, and | 5 |
SWAP gates.

These two functions allow us to discover that qubit 0 has
no Hadamard gates applied; adding one (or correcting the
loop conditions) and executing the circuit again fixes the er-
ror. Repeating the smaller tests up to the limit of simulation,
followed by retesting the full circuit on the FT computer,
increases our confidence in the overall circuit.

In the prior sections, we worked with single amplitudes
in test vectors. Because AR blocks modify the set of am-
plitudes, the output of a single-amplitude input will be a
multiple-amplitude output. With many amplitudes, testing
results will be stochastic, and reconstructing the amplitude
distribution will be difficult.

An alternative would be to engineer an input test vector
to generate a single amplitude on output. We could do this,
for example, by taking a desired output, directly calculating
the inverse of the AR block, and using the output of that as
the initial input test vector. Unfortunately, in many cases, the
direct creation of that input vector will be as complicated as
the full AR block. However, the approaches shown in Figs. 5
and 7 can be used, for example, to confirm that a new imple-
mentation of the QFT produces the same output as a standard
library implementation. Working entirely from scratch will
be difficult, but once bootstrapped comparing versions with
new optimizations or features can be more straightforward
using these techniques.

V. DISCUSSION

One significant challenge in quantum program testing is the
complexity of quantum programs. Unlike classical programs,
quantum programs often involve entangled states and su-
perpositions, making isolating and identifying bugs difficult.
Techniques from classical debugging, such as binary search
debugging, can be extended and adapted for quantum com-
puting. This involves dividing the quantum program into
smaller sections, testing them individually, and eliminating
those without bugs [60], [61], [62]. Although that can be
beneficial in some cases, quantum-specific challenges, such
as cross-register entanglement, require novel solutions.

A. RELATED WORK

Some classical approaches can be adapted on the quantum
side, such as “slicing.” Quantum circuits can be sliced hor-
izontally and vertically into smaller sections that are easier
to test and debug. This, however, is not as straightforward as
the classical slicing, as we need to address the entanglement
within the circuit. This can be done using the Kronecker
product as discussed by CutQC [63]. Other approaches in-
clude hypothesis testing, a statistical method adapted to ob-
serve and analyze the behavior of quantum circuits under
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different inputs [64], [65]. In addition to runtime testing and
debugging of quantum circuits using statistical methods [11],
[66], [67], [68].

The most complete quantum development tool is Mi-
crosoft’s Q#, which offers unit testing functionality for quan-
tum circuits for NISQ-era quantum program [69]. However,
writing efficient test cases for quantum circuits can be chal-
lenging, especially if the type of circuit is unknown. Q#
recently added a visual quantum resource estimation so users
can track the execution of their programs on the hardware.

IBM has made a similar effort with Qiskit’s Trebug-
ger [70]. The Trebugger is a debugger for the transpiler of-
fered by Qiskit. Although both the Q# resource estimation
and Qiskit’s Trebugger can be used to find errors in the code,
both aim to make the circuit optimization process more effi-
cient for specific hardware and not to debug the software.

B. CHALLENGES AND LIMITATIONS

At a high level, debugging quantum circuits is essentially
performing process tomography. We have an expectation of
how the state of the system evolves over time, and the goal of
our testing is to determine if the system is following these ex-
pectations. In Section IV, we proposed different strategies to
use when testing and debugging the various types of blocks,
such as using the swap test for PM blocks or targeting the
algorithm’s properties to create test vectors for AR circuits.
Although these approaches are theoretically valid to test and
debug these circuits, they still have limitations.

1) CREATING USEFUL TEST VECTORS

Testing AR and PM blocks such as the QFT poses unique
challenges. The probabilistic outcomes of quantum states
require statistical methods for validation, diverging from the
deterministic testing used in classical computing. Entangle-
ment further complicates testing, as the state of one qubit
is interdependent with others, obscuring individual analysis.
One way to approach this is by creating test vectors that prove
the properties of the block under test, similar to what we did
in Section IV. Using basic test vectors (applying the block
for different bases) can provide the user with information to
assist them in the debugging process.

2) INCREASE IN NEEDED RESOURCES

The swap test circuit looks fairly simple, but its complexity is
directly tied to the size of the states being compared. For two
quantum states, each consisting of n qubits, the circuit com-
plexity Cwap test = 71, Where Cowap test denotes the number of
controlled-swaP gates needed.

Each cswap gate has a significant cost in terms of quan-
tum resources. Implementing a CSWAP gate typically involves
multiple elementary quantum gates, such as CNOT and single-
qubit gates, depending on the architecture of the quantum
processor.

Therefore, the resource cost and potential error rates in-
crease with the number of cswap gates used. As n grows, the
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swap test circuit becomes more complex and more challeng-
ing to execute accurately due to increased gate operations and
the associated error rates.

A similar argument can be made for implementing and
executing process tomography (QPT) [71], [72].

QPT aims to reconstruct the complete quantum process,
represented by a superoperator acting on a density matrix.
The complexity of QPT scales exponentially with the number
of qubits n in the system [73]. The number of experimental
configurations required for full reconstruction grows [74] is

Copr = 4". @21)

In contrast, selective process tomography (SQPT) [75],
[76] focuses on reconstructing only specific elements of the
process matrix. The number of experimental configurations
in SQPT depends on the number of elements being selec-
tively measured. This selective approach reduces the scaling,
often to a polynomial relation with the number of qubits,
depending on the targeted elements. Thus, for a subset of
elements k [77], the scaling is

Csqpt ~ poly(n, k). (22)

The difference in scaling between QPT and SQPT has sig-
nificant implications for their applicability in large quantum
systems.

3) ESTIMATING THE OPTIMAL NUMBER OF SHOTS NEEDED
Estimating the required number of shots in quantum circuit
simulations depends on the type of circuit we are testing/
executing. For the AP blocks, we only need one shot to get
the results, however, that is not the case when we exam-
ine PM and AR blocks. These blocks need more shots to
have a higher accuracy. The swap test, for example, involves
considerations about statistical accuracy, computational re-
sources, and the specifics of the quantum states being com-
pared. The relation between the number of shots and the
standard deviation (o) of the measurement outcome can be

described by
1—
o= /u (23)
N

where p is the probability of measuring a particular outcome,
and N is the number of shots. While there is no simple for-
mula to calculate the optimal number directly, we can deter-
mine a suitable number of shots based on the requirements
for statistical accuracy. We can use the o with a specific
accuracy value Z to calculate the CI of the number of shots
needed using the formula

Cl=p+Zxo. 24

4) DISTINGUISHING BETWEEN HARDWARE AND
SOFTWARE ERRORS

A critical aspect of quantum program testing is acknowledg-
ing the differences in debugging on simulators, NISQ ma-
chines, and fault-tolerant quantum computers. Limitations
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in program size and hardware-related errors in NISQ ma-
chines pose significant challenges. While these issues might
be resolved with fault-tolerant quantum computers, classical
computers will still play a vital role in debugging and testing
quantum programs.

Developing a deep understanding of the behavior of the
circuits, identifying sources of errors, and creating effective
test cases are essential for building the quantum intuition
necessary to advance the field toward the fault-tolerant era.

VI. CONCLUSION

Testing and debugging quantum programs represent both an
opportunity and an obstacle in quantum computing, filled
with unique challenges and limitations. While significant
progress has been made in developing methodologies, such
as quantum process tomography and selective process to-
mography, the inherent complexities of quantum mechanics
continue to pose substantial obstacles.

One of the primary challenges is the exponential scaling of
system complexity with the number of qubits. This not only
makes the execution of quantum programs more resource-
intensive but also exponentially increases the difficulty of
debugging and error correction. Furthermore, the no-cloning
theorem and the probabilistic nature of quantum computing
add complexity to debugging, as they prevent the straightfor-
ward replication and observation of quantum states.

In addition, the current quantum hardware stage, often
called NISQ devices, introduces practical limitations. These
devices are prone to errors and have limited coherence times,
which restrict the reliability and scalability of quantum pro-
grams. Implementing effective error correction and noise
mitigation strategies thus remains a crucial area of ongoing
research.

Despite these challenges, the field of quantum computing
holds immense potential. The development of more sophisti-
cated testing and debugging tools and advancements in quan-
tum hardware will pave the way for more robust and reliable
quantum programs. As the field continues to mature, it is ex-
pected that many of the current limitations will be overcome,
unlocking the full potential of quantum computing in solving
complex problems beyond the reach of classical computers.

In summary, the journey toward fully harnessing the power
of quantum computing is just beginning. The challenges and
limitations in testing and debugging quantum programs are
significant, yet they provide a fertile ground for innovation
and discovery in the field.

APPENDIX A

CIRQUO’S FUNCTIONS

Cirquo is built using Python on top of the Qiskit mod-
ule. In Qiskit, any quantum circuit is built using the object
class QuantumCircuit. Any QuantumCircuit object can con-
tain QuantumRegisters, ClassicalRegisters, different quan-
tum gates, and measurement operations. The Qiskit Quan-
tumCircuit object contains many properties and character-
istics. In order to build our tool, we extended this class to
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include a few new commands to include breakbarriers (the
quantum equivalent of breakpoints) to cut the circuit and
gate-tracking options. In addition, we added new function-
alities to perform horizontal and vertical slicing [78].

The methods added to the QuantumCircuit class and the
new functions offered by Cirquo are as follows.

1) breakbarrier(): A new object type based on
Qiskit’s barrier class that is used to pinpoint where the
tool is going to cut the circuit when using the vertical
tool function (VSlicer).

2) gateInfo(): A method that is used to store in-
formation about all gates added to the circuit when
the debugging mode is enabled. The information
is the gate type, the number of occurrences, and
where this gate was added to the circuit in the
code.

3) startDebug (): This function enables the debug-
ging mode by extending the QuantumCircuit Class to
include both breakbarrier and gatelnfo methods.

4) endDebug () : This function disables the debugging
mode.

5) vSlicer (): This function takes a QuantumCircuit
object that contains breakbarriers and then divides the
circuit based on the location of those breakbarrier
and returns the original circuit as well as a list of sub-
circuits corresponding to the circuit dividing based on
the breakbarrier locations.

6) HSlicer (): This function removes unused qubits
or QuantumRegisters from a subcircuit after using the
vertical slicer.

7) gateLoc (): This function takes a circuit or a sub-
circuit, a gate, and a qubit or a list of qubits (optional),
and displays how many times and where in the code
this gate was added to the circuit.

8) catCircuit (): This function takes a circuit and
categorizes it into either AP, PM, or AR based on its
size and the containing gates.

9) pClassAnalyzer (): This function is used to run
tests on AP circuits to observe the circuit’s behavior.

10) fQuantAnalyzer (): This function is used to run
tests on PM and AR circuits to observe the circuit
behavior.

11) pClassTester (): This function is used to test AP
blocks.

12) fQuantTester (): A function to run tests on PM
and AR blocks.

13) applySwapTest (): A function to apply the swap
test and calculates §6 for PM blocks.

APPENDIX B

READING A Q-SPHERE

The Q-sphere [79] is an approach introduced by IBM to
represent the state of a system of one or more qubits by
associating each computational basis state with a node on
the surface of a sphere. Each node’s radius is proportional
to the probability of its basis state. The node color indicates
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FIGURE 11. Q-sphere representation of
|000) — |001) — |010) + |011) — |100) + |101) + |110) — |T111).

its phase according to the phase color circle in the bottom
right corner of the Q-sphere figure.

In a Q-sphere, we place the state where all qubits are
0 at the sphere’s top (north pole) and where all qubits are
1 at the bottom (south pole). Other states are arranged in
between, forming circles of latitude based on their Hamming
distance from the |0) state. For example, if we have a circuit
constructing a system of three qubits in superposition, except
that states [001), |010), |100), and |111) have phase equal to
7. The Q-sphere visualization of that system can be seen in
Fig. 11.
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