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Abstract. Facing the threat of quantum computing to cryptography schemes, it is urgent to
study the applications of quantum algorithms to cryptanalysis and evaluate the security of
cryptographic schemes in a quantum computing environment. To do this, it is necessary to
analyze the ability of cryptanalysis methods, such as integral and linear attacks, when
combined with quantum algorithms. In this article, we investigate the properties of block
ciphers with SPN structure and their security against a quantum adversary and apply the
Bernstein-Vazirani algorithm to zero correlation linear attacks. Based on the relation between
linear approximates of SPN ciphers and the dual cipher’s linear structures, we proposed a
quantum algorithm that can find linear hulls with zero correlation of SPN ciphers. We show the
validity of the proposed quantum algorithm and estimate the corresponding computational
complexity. Implementing our quantum algorithm only costs polynomial qubits and quantum
gates.
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1. Introduction
The burgeon of quantum information and quantum computers has seriously threatened the security of
traditional cryptographic primitives. For example, for public-key schemes, any adversary with quantum
computers can break an arbitrary public-key primitive whose security is based on discrete logarithm or
factorization problem via Shor’s algorithm [1] . For symmetric cryptographic schemes, using Grover’s
algorithm [2] quantum attackers can get a square order speed-up when searching the key. By Simon’s
algorithm [3] a quantum adversary can attack Feistel schemes [4] and Even-Mansour block cipher [5], whose
security has been proved against classical adversaries. In terms of cryptographic protocols, any security
protocols based on the discrete logarithm problem, such as Chaum protocol [6] and Pedersen commitment [7],
will no longer be secure in quantum computing environments. Therefore, It is significant to investigate the
accurate security of widely used classical cryptographic protocols in quantun setting.

In recent years, quantum algorithms have been widely used to attack symmetric ciphers and there are
many remarkable results. Kuwakado et al. designed a quantum algorithm that can distinguish Feistel
structure from random functions, which uses Simon’s algorithm and has only polynomial complexity [4].
Subsequently, they also used the similar method to solve the subkey of Even-Mansour cipher [5]. These
two examples fully demonstrate the superiority of quantum algorithms in symmetric cryptanalysis.
Santoli improved the results in the research [4] by proving the fact that, even when the round function is
not a permutation, there still exists an effective quantum distinguisher [8]. Kaplan et. al. almost
simultaneously proved the same results by different method [9]. Leander and Alexander uses the
quantum distinguisher to present a quantum circuit that recovered the key of FX structure [10]. Dong et.
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al. combined the distinguisher proposed by Kuwakado and Grover’s algorithm, then executed a quantum
attack that recovered the key of Feistel schemes[11]. They then also attack the generalized Feistel
structure using the same same idea [12].

Although these results is remarkable, they are still not enough to measure the accurate security of
symmetric primitives when facing quantum attackers. It is also indispensable to analyze the ability of
cryptanalysis methods when they are assisted by quantum algorithms. Some work has already applied
quantum algorithms to differential cryptanalysis [13,14]. Bonnetain studied the quantum slide attack [15].
Chen and Gao proposed quantum algebraic attack [16]. ZHANG et. al. proposed quantum differential
collision distinguishing attacks [17]. Schrottenloher et. al. uesd Grover’s algorithm to meet-in-the-
middle cryptanalysis [18]. In this work, we focus on zero correlation linear cryptanalytic tool [19] and
design quantum algorithms that can find linear hulls whose correlation is zero.

2. Preliminaries
In this paper, ( ) {0,1} {0,1}n n

kEnc x ： represents a SPN block cipher. the length of its inputs is n
bits. If a quantum circuit can execute the unitary operator

: ( ) ,
kEnc kU x y x y Enc x 

we say that this circuit realizes ( )kEnc x quantumly. All quantum circuits of Boolean functions can be
composed of quantum universal gates [20]. We use | |k QEnc to represent the amount of quantum
universal gates used in this quantum circuit. Since the computational complexity of encryption of an
arbitrary block ciphers is a polynomial of n , the value | |k QEnc is always a polynomial of the
parameter n .

2.1. Linear Structures
Let the set of Boolean functions from {0 1}n， to {01}， be n . Linear structure notion was proposed for
cryptanalytic applications [21].

Definition 1. For any f in n , if {0,1}na satisfies that

( ) ( ) (0) ( ), {0,1} ,nf x f x a f f a x     


where the notation  is exclusive-or and 0

is the n -dimension zero vector, then a is said to be f ’s

linear structure.
Suppose linear structures of f forms the set f . Define the sets

{ {0,1} | ( ) ( ) , {0,1} }i n n
f a f x f x a i x        ,

for i  0 or 1. Obviously it is correct that 0 1
f f f    . Each vector in 0

f are called the 0-linear

structure of the fuction f while the vectors in 1
f are called the 1-linear structure of f . It has been

proved that the linear structures are related closely to the concept of Walsh spectrum.
Definition 2. If f is in n , its Walsh spectrum is also a Boolean function in n :

( )

{0,1}

:{0,1} {0,1}

1( ) ( 1) .
2 n

n
f

f x x
f n

x

S

S    





  
For each function f in n , let { | ( ) 0}f fQ x S x  . Lemma 1 presents the connection between

f ’s Walsh spectrum and f ’s linear structures.
Lemma 1. [21] For each single-output Boolean function f in n , any 0,1i  ,
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{ {0,1} | , }.i n
f fa a i Q       

According to the above lemma, one method to obtain the sets i
f is to first get a sufficiently big

subset S of the set fQ , then solve the linear equation system { | }x S   .

2.2. Bernstein-Vazirani Algorithm and its applications
Bernstein-Vazirani (BV) algorithm [22] proposed in 1997 solves the question: given the access to
execute the quantum oracle of ( )f x x   , with {0, }n  1 being a secret vector, how to get the
value of s . BV algorithm is presented below:

(1)Execute the Hadamard operation 1nH  on 0 0 1n  to get

1
{0,1}

0 11 .
22 nn

x

x



 

(2)Executing the unitary operator fU 
, getting the state

( )

2
{0,1}

( 1) 0 1
.

22n

f x

n
x

x




 
 

(3)Omit the rightmost qubit, then execute the Hadamard operation nH to get
( )

3
{0,1} {0,1}

1( ( 1) ) .
2n n

f x y x
n

y x

y  

 

   (1)

Because ( )f x x   , it holds that

( )
3

{0,1} {0,1}

1( ( 1) )
2n n

y x
n

y x

y  

 

    .

Thus, measuring the above state 3 the probability of the output being  is 1.
The detailed circuit construction of the above algorithm is showed in figure 1. Considering the

equation (1), if we implement the above algorithm on a arbitrary Boolean function f in the set n ,
the obtained quantum state without the final measurement should be

{0,1}

( ) .
n

f
y

S y y



Here ( )fS  denotes the function f ’s Walsh spectrum. If this state is measured, the probability that we

get the vector y is 2( )fS y . As a result the output of BV algorithm running on f must be in fQ .

Figure 1. Quantum circuit diagram of BV algorithm.
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Applying BV algorithm to f needs totally 2 | | 1Qn f  universal quantum gates. Executing BV

algorithm needs 1n qubits. Since the outputs of BV algorithm when applied to f gives vectors in

fQ , based on Lemma 1, Li proposed algorithm 1 for finding linear structures [23].

Algorithm 1
Input: Quantum circuit of function nf 
Output: linear structures of function f
1: Initialize set S   ;
2: For 1,2,...,l n do
3: Execute BV algorithm on the Boolean function f , getting an output fQ  ;
4: Compute { }S S   ;
5: End for
6: Compute the equation{ | }x i S    , getting the solution set iA for 0,1i  ;

7: If 0 1 {0}A A 


 then
8: Output “No”;
9: else
10: Output the sets 0A and 1A ;
11: End if

Theorem 1 indicates the effectiveness of the above algorithm.
Theorem 1. [24] nf  . If implementing the algorithm 1 on function f outputs 0A and 1A , then
i i
f A  and for i

fa  ( 0,1i  ), it must hold that ia A except a negligible probability.

Theorem 1 indicates that the probability of the vectors in iA ( 0,1i  ) being the i-linear structures of
the function f is almost equal to 1.

3. Quantum Tool for Searching Linear Hulls with Zero Correlation
We first converse the goal of finding hulls with zero correlation of SPN block ciphers to the goal of
searching linear structures. Afterwards, we applying BV algorithm to find linear hulls with zero
correlation.

3.1. The Attack Idea
Zero correlation linear attack was proposed as an significant cryptanalytic tool of block ciphers and
was introduced by the cryptographers Bogdanov and Rijmen [19]. For any nf  , its correlation is

( )

{0,1}

1( ( )) ( 1) .
2 n

f x
n
x

c f x


 
Suppose ( ) {0,1} {0,1}n n

kEnc x ： is a SPN block cipher. ( , )a b is a linear approximate of
( )kEnc x . If ( ( ) ) 0c b f x a x    , then ( , )a b is called a linear hull of ( )kEnc x with correlation

zero. Here “  ” is the common inner product operation. The most important step for zero correlation
linear attack is to find linear approximates with correlation zero.
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According to the relation of zero correlation approximates and impossible differentials [25], ( , )a b
is ( )kEnc x ’s linear approximate with zero correlation if and only if it is the impossible differential

of its dual cipher ( )kEnc x , which means for each {0,1}nx and {0,1}mk , it hols that

( ) ( )k kEnc x Enc x a b    .

Suppose ( )kEnc x has a linear layer P , then its dual structure is defined as a block cipher the same as

( )kEnc x except for replacing P with 1( )TP . We present a comparison between an SPN cipher and its
dual structure in figures 2 and 3, where S is the substitution layer, and 1ix  is the input while ix is the
output in round i .

Figure 2. One round of a SPN cipher. Figure 3. One round of SPN dual structure.

Define
:{0,1} {0,1} {0,1}

( , ) ( ).

m n n

k

G
k x Enc x

 


Let 1 2( , ,..., )nG G G G . Theorem 2 shows a method to search linear structures using the constructed

function G .
Theorem 2. If there exists {1,2,..., }, {0,1}ni n a  and {0,1}u such that (0, )a


is a u -linear

structure of iG , where 0

is the m -dimension zero vector, then for any vector {0,1}nb , as long as the

i -th bit of b is not equal to u , then ( , )a b will be a linear hull of the SPN cipher ( )kEnc x with zero
correlation .
Proof. Since (0, )a


is a u -linear structure of iG , then

( , ) ( 0, ) , , .i iG k x G k x a u x k     


Therefore
[ ]( ) [ ]( ) , , .k kEnc i x Enc i x a u k x     

Here [ ]( )kEnc i x is the i-th component function of ( )kEnc x . Since the i-th bit of b is unequal to u ,
[ ]( ) [ ]( )k kEnc i x Enc i x a   is not equal to b . Therefore, we have

( ) ( ) , , ,k kEnc x Enc x a b k x     

which indicates ( , )a b must be an impossible differential of ( )kEnc x . According to theorem 2 of [23],
( , )a b must be a linear hull of ( )kEnc x whose correlation is zero.
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3.2. The Proposed Quantum Algorithm
Due to theorem 2, algorithm 1 can be executed on each iG for 1,2,...,i n to obtain zero correlation
linear hulls of ( )kEnc x . The only problem is that linear structures output by algorithm 1 are required
to have m zeros at the beginning. We can achieve this requirement by adding linear equations in the
sixth step of algorithm 1. Considering the above analysis, we propose algorithm 2 for finding linear
hull of SPN ciphers with zero correlation.

Algorithm 2
Input: quantum circuit of the function 1 2( , ,..., )nG G G G
Output: zero correlation linear hulls of the SPN cipher ( )kEnc x
1: For 1,2,...,i n do
2: Execute BV algorithm on iG for m n times to get outputs (1) ( ),..., {0,1}m n m n    ;
3: Solve the linear equations

(1) (1) (1)
1 2

(2) (2) (2)
1 2

( ) ( ) ( )
1 2

( , ,..., ) 0
( , ,..., ) 0

( , ,..., ) 0

m m m n

m m m n

m n m n m n
m m m n

x
x

x v v

  
  



  

  

  
  

  
  


  


(2)

to get solution set 0
iA . Here x is the unknown, ( )j

t is its t-th bit;
4: Solve the linear equations

(1) (1) (1)
1 2

(2) (2) (2)
1 2

( ) ( ) ( )
1 2

( , ,..., ) 1
( , ,..., ) 1

( , ,..., ) 1

m m m n

m m m n

m n m n m n
m m m n

x v
x v

x v v v

 
 

  

  

  
  

  
  


  


(3)

to get solution set 1
iA ;

5: For any 0
ia A do

6: If 0a 

then

7: Output ( , ' 0 ')ia b  ;
8: End if
9: End for
10: For any 1

ia A do

11: If 0a 

then

12: Output ( , ' 1')ia b  ;
13: End if
14: End for
15: End for

In algorithm2, 0
ia A means that a is the 0-linear structure of iG , then according to theorems1 and2, for any

{0,1}nb such that 0ib  , ( , )a b is a linear approximate of ( )kEnc x with zero correlation except a negligible

probability. Similarly, for any 1
ia A and any {0,1}nb such that 1ib  , ( , )a b is a linear hull of ( )kEnc x
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with zero correlation except a negligible probability. Each nonzero vector in a in 0
iA or 1

iA results in 12n linear
hulls with zero correlation of ( )kEnc x . It should be noted that, because the encryption construction of the block
cipher is completely public, attackers can obtain the quantumcircuit of ( )kEnc x by themselves, and therefore the
quantumcircuit of each iG is available. Theorem3 illustrates the correctness of the above algorithm.

Theorem 3. If the algorithm 2 outputs ( , ' 0 ')ia b  , then for any {0,1}nb such that 0ib  , ( , )a b
must be a linear hull whose correlation is zero to ( )kEnc x . If algorithm 2 outputs ( , ' 1')ia b  , then for

any {0,1}nb such that 1ib  , ( , )a b is a linear hull of ( )kEnc x whose correlation is zero.
Proof.We only prove the first part of the theorem, and the second part can be proved similarly. If algorithm2

outputs ( , ' 0 ')ia b  , then 0
ia A . Thus a is a solution of equation (2), then (0, )a


is a solution of

(1) (1) (1)
1 2
(2) (2) (2)
1 2

( ) ( ) ( )
1 2

( , ) ( , ,..., ) 0
( , ) ( , ,..., ) 0

( , ) ( , ,..., ) 0

m n

m n

m n m n m n
m n

y x
y x

y x

  
  

  





  


  
  


  



where 0

is m -dimension zero vector, ( , ) {0,1} {0,1}m ny x   are the unknowns. This means (0, )a



is also an output when running algorithm 1 on iG , thus except a negligible probability, (0, )a


is a 0-

linear structure of iG . Then by theorem 2, for any {0,1}nb such that 0ib  , ( , )a b must be a linear
hull whose correlation is zero to ( )kEnc x , which draws the conclusion.

3.3. Complexity
We estimate the quantum complexity of the proposed algorithm 2. Its main computational complexity
includes two parts: (I) execute BV algorithm on each iG for m n times; (ii) compute the equation (2) and
equation (3) for n times respectively.

Running BV algorithm on each iG needs 2 2 1m n  Hadamard gates and one quantum execution of

iG . Since the cost of performing all iG is equal to the cost of performing ( )kEnc x , the cost of the first
part includes ( )(2 2 1)n m n m n   Hadamard gates and m n quantum executions of ( )kEnc x .

The second part only needs classical computational. The complexity of computing equation (2) or (3)
is 2( ( ))O n m n . Therefore, the classical computational complexity is 3( ( ))O n m n . Algorithm 2 needs

1m n  qubits. We list the resources, including the gates and qubits, required by algorithm 2 in table 1.

Table 1. Resources required to execute algorithm 2.

The number of Hadamard
gates

The number of ( )kEnc xU The number of qubits The classical computational
complexity

( )(2 2 1)n m n m n   m n 1m n  3( ( ))O n m n

4. Conclusions
In this work, we investigate the applications of the BV algorithm to symmetric cryptanalysis. Based on
the relation between linear approximates of SPN ciphers and the SPN dual cipher’s impossible
differentials, we design a quantum tool for linear hulls of SPN ciphers with zero correlation. We show
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the effectiveness of the algorithm proposed, then estimate the quantum complexity. Executing our
quantum algorithm only needs polynomial qubits and quantum gates.
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