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Abstract

Homomorphic encryption is a recent and fundamental breakthrough in modern cryptography, which allows the performance of
operations on encrypted data without unveiling the data. Leveraging quantum mechanics principles, quantum computers can
potentially solve certain computational problems exponentially faster than classical computers. This immense computational
power offers new possibilities for various fields, including cryptography. The rapid evolution of both these fields has led to the
development of quantum fully homomorphic encryption (QFHE), which makes the capabilities of classical HE extend into
the quantum domain. However, many existing QFHE schemes require significant memory due to complex calculations and
fault-tolerance needs. This paper contributes in two ways. First, we provide a comprehensive survey of two specific QFHE
schemes, discussing their underlying principles, mathematical frameworks, security aspects, and practical applications. We
also explore the challenges posed by quantum computing and how QFHE addresses these to achieve both security and
computational efficiency. Second, we propose a new hierarchical memory management system for QFHE, which includes
a “quantum cache” (a specialized memory storage for quantum data) and a “reinforcement learning agent” (an intelligent
system that learns from experience to optimize decisions). This system dynamically manages data movement between the
cache and classical memory, improving memory efficiency and potentially boosting computational performance.

Keywords Quantum computing - Homomorphic encryption - Quantum fully homomorphic encryption - Cryptography -
Memory management system
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Introduction

In abstract algebra, homomorphism is defined as a map pre-
serving all the algebraic structures between the domain and
range of an algebraic set [1]. The map is simply a function,
i.e., an operation, that takes the inputs from the set of domains
and outputs an element in the range (e.g., addition, multipli-
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cation) [2]. Webster’s dictionary defines homomorphism as
“a mapping of a mathematical set into or onto another set or
itself in such a way that the result obtained by applying oper-
ations to elements of the first set is mapped onto the result
obtained by applying those corresponding operations to their
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respective images in the second set” [3]. In ancient Greek,
the term (homos) was used to mean “same,” while (morphe)
was used for “shape” [4]. Homomorphic encryption (HE)
is a significant breakthrough in the field of cryptography,
providing a different approach from conventional encryp-
tion techniques. At its core, HE enables computation on
encrypted data while maintaining the integrity and confiden-
tiality of the underlying information. This is a significant
divergence from traditional encryption approaches, which
need decoding before any calculation can take place. Tra-
ditional encryption requires decryption before computation,
which exposes data to security risks, particularly in cloud
computing and data-sharing scenarios. Furthermore, con-
ventional encryption methods are inherently limited in their
functionality, as they lack the ability to operate directly on
encrypted data without first decrypting it [5]. This brings us
to HE, a revolutionary development in the realm of cryptol-
ogy. HE, on the other hand, enables computations directly
on encrypted data without the need for decryption, ensur-
ing data privacy and security [5]. The concept of fully
homomorphic encryption (FHE) takes the principles of HE
further by enabling unlimited computations on encrypted
data. FHE schemes allow for both addition and multiplica-
tion operations on ciphertexts, which means any arbitrary
function can be evaluated on encrypted data without ever
needing to decrypt it. This feature opens up new possibil-
ities for secure data processing and storage, making FHE
a cornerstone of modern cryptographic research. Despite
the immense potential of FHE, it faces significant practi-
cal challenges, primarily related to computational efficiency
and performance. The operations in FHE schemes tend to be
resource-intensive, making them slower and more complex
than traditional encryption methods. This has spurred ongo-
ing research aimed at optimizing FHE schemes to make them
more viable for real-world applications [6].

Figure 1 illustrates the contrasting workflows of tradi-
tional and homomorphic encryption. The graphic depicts
how standard encryption systems require data to be decrypted
before processing, which can lead to security issues and
inefficiencies. In contrast, HE enables calculations to be
conducted directly on encrypted data while maintaining
confidentiality throughout. This technique enables secure
data processing and analysis without exposing sensitive
information, providing a considerable advantage for privacy-
preserving applications.

The advent of quantum computing has introduced new
dimensions and challenges, giving rise to quantum homo-
morphic encryption (QHE) and specifically, quantum fully
homomorphic encryption (QFHE). QFHE extends the princi-
ples of classical FHE into the quantum realm, enabling com-
putations on quantum-encrypted data. This new approach not
only preserves the security and privacy benefits of classical
HE but also leverages quantum computational advantages.
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QFHE schemes represent a novel and rapidly evolving sub-
set of HE that harnesses the principles of quantum mechanics
to enhance data security and computational efficiency. These
schemes facilitate operations on quantum states, enabling
complex calculations on encrypted quantum data without
decryption. The primary components of QFHE include:

e Quantum Key Distribution (QKD): Ensuring secure key
exchange using quantum cryptographic principles.

e Quantum Gates: Performing operations on qubits while
maintaining their encrypted state.

e Quantum Noise Management: Addressing errors and
noise inherent in quantum computations to maintain data
integrity

This basic distinction marks a significant advancement
in data security and privacy protection. One of the primary
benefits of HE is its adaptability. It makes it possible to do
a variety of calculations on encrypted data, such as addition,
multiplication, and more intricate operations, all without ever
disclosing the plaintext that underlies the data. This level
of versatility enables applications in a variety of sectors,
including secure cloud computing and privacy-preserving
data analytics. Furthermore, HE enables secure coopera-
tion and computing across remote datasets, reducing privacy
issues and maintaining secrecy throughout the process. This
capacity has far-reaching ramifications for areas like health-
care, finance, and telecommunications, where sensitive data
must be processed and evaluated while adhering to strict pri-
vacy standards.

Quantum fully homomorphic encryption (QFHE) stands
as a pivotal breakthrough in cryptography, addressing the
dual challenges of security and computational efficiency in
the quantum computing era. Traditional FHE has revolution-
ized secure data processing by enabling encrypted computa-
tions, but its significant computational overhead has limited
widespread adoption. As quantum computing advances, the
threat to classical encryption schemes becomes imminent,
necessitating the development of quantum-resilient crypto-
graphic solutions. QFHE builds on the principles of FHE
but leverages the unique capabilities of quantum mechan-
ics to enhance both security and performance. By enabling
computations on encrypted quantum data without requiring
decryption, QFHE ensures privacy even in untrusted quantum
environments, such as quantum cloud computing. Its ability
to utilize the superior processing power of quantum comput-
ers while maintaining end-to-end data security sets it apart
from traditional encryption methods. Furthermore, QFHE
holds the promise of addressing the computational ineffi-
ciencies of classical FHE by reducing latency and resource
requirements, making it a practical solution for secure and
efficient encrypted computations. Its development marks a
critical step toward ensuring robust cryptographic defenses
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Fig.1 Illustrates the contrasting
workflows of traditional
encryption and homomorphic
encryption
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against both current and future cyber threats, establishing it
as an indispensable tool in the evolving landscape of infor-
mation security.

In addition to the foundational contributions cited in the
introduction, recent developments have helped unravel the
basic intricacies of QFHE. Particularly, the works of [7-9],
presented novel schemes for QFHE and provided insights
in several of the mathematical frameworks and efficiency
considerations necessary for progress within quantum secure
computation.

This paper further aims to contribute to the literature with
a profound analysis dedicated only to QFHE. By discussing
its functionalities, security properties, and efficiency con-
siderations, together with research challenges, this survey
aims to empower researchers and practitioners with tools
to explore the emerging paradigm of quantum cryptography
confidently. By scrutinizing and critically analyzing, we aim
to provide an insight into the potential of QFHE in revolu-
tionizing secure data processing, therefore ushering in a new
dawn of quantum-enhanced privacy and confidentiality.

The existing body of literature predominantly focuses
on classical FHE, providing minimal coverage of QFHE.
Traditional HE surveys have laid a solid foundation for
understanding classical schemes, but they often fall short in
addressing the unique attributes and complexities of QFHE.
Notably, the current surveys:

e Are dominated by traditional FHE methods with little to
no information on QFHE.

e Offer general overviews without detailed analyses tai-
lored to QFHE schemes, particularly lacking in-depth
examinations of their mathematical frameworks and effi-
ciency considerations.

e Neglect thorough security discussions specific to the
quantum realm, leaving potential vulnerabilities inade-
quately explored.

Recognizing these limitations, this survey carves a unique
path by offering a comprehensive and up-to-date analysis

Homomorphism vs. Traditional Encryption Process

Encrypt (Traditional):

Transform plaintext into ciphertext using traditional encryption algorithm.

Steps

dedicated solely to QFHE. To the best of our knowledge,
this represents the first thorough examination of QFHE,
addressing its functionalities, security properties, efficiency
considerations, and open research challenges. The primary
objectives of this paper are:

e Toprovide a detailed analysis of existing QFHE schemes,
including their mathematical foundations and perfor-
mance metrics.

e To examine the specific security considerations and
potential vulnerabilities unique to QFHE.

e To identify current research challenges and propose
potential directions for future work in the field of QFHE.

By bridging this gap in the literature, we aim to provide
valuable insights into the evolving field of QFHE and its
implications for the future of secure data computation.

While QFHE has many advantages, current schemes are
quite memory-hungry. To make QFHE more practical, we
develop a new hierarchical memory management system tai-
lored for QFHE. This system uses an assigned quantum cache
and areinforcement learning (RL) agent to dynamically man-
age data movement between the cache and classical memory.
The RL agent learns access patterns and tunes the placement
of data to the minimum extent required to yield the desired
performance in computation, minimizing the memory foot-
print while potentially increasing computation efficiency.
This proposed system is further elaborated upon in “Hier-
archical memory management with quantum caching and
reinforcement learning for QFHE schemes” section.

This paper is structured as follows: “Background” section
is dedicated to providing a background. “Fully homomorphic
encryption” section will focus on classical FHE, “Quan-
tum computing principles” section proceeds to the principles
of quantum computation. “Quantum fully homomorphic
schemes” section forms the core part of the paper, fully
dedicated to QFHE. Two specific QFHE schemes are taken
up for detailed discussion. Then, we discuss the possible
applications for the purpose of showing how flexible and

@ Springer



264 Page4of28

Complex & Intelligent Systems (2025) 11:264

effective QFHE is in practical application. “Hierarchical
memory management with quantum caching and reinforce-
ment learning for QFHE schemes” section details our novel
hierarchical memory management system designed specifi-
cally for QFHE. “Conclusion” section forms the conclusion
to our findings.

Background

In the contemporary era of digitization, the significance of
data security and privacy has escalated as a result of the sub-
stantial volume of confidential data being handled and saved
on the internet. Despite the effectiveness of conventional
encryption mechanisms in protecting data during storage and
transit, they are not suitable for performing operations on
encrypted data without prior decryption. Hence, the promi-
nence of FHE comes to the forefront.

Fully homomorphic encryption (FHE) allows for the per-
formance of computations directly on encrypted information,
removing the necessity for decryption. This process not only
maintains the privacy of the data but also ensures its security
throughout the entire computational procedure. The signifi-
cance of this capability cannot be understated, especially in
industries where the confidentiality of data holds paramount
importance, such as the healthcare sector, finance domain,
and the realm of cloud computing.

The core motivation for the evolution and deployment of
FHE is deeply rooted in the sphere of data privacy. Con-
ventional approaches mandate the decryption of data prior
to any processing, thereby leaving it vulnerable to potential
security breaches. In stark contrast, FHE guarantees that the
data remains in its encrypted state throughout the computa-
tional operations, effectively shielding sensitive information
from any unauthorized access attempts as highlighted by [5].
This aspect is indispensable for upholding the confidential-
ity of personal data, particularly in the healthcare sector,
where safeguarding patient information from prying eyes is
of utmost importance as discussed by [10].

FHE is crucial in the financial sector for protecting sen-
sitive financial data. Financial organizations handle massive
volumes of personal and transactional data that, if compro-
mised, can cause severe financial and reputational harm. FHE
enables banks and financial institutions to do risk analysis,
fraud detection, and credit scoring on encrypted data while
preventing potential breaches. This ensures that customer
data is kept private and secure throughout the processing
lifespan. Furthermore, FHE can enable safe multi-party com-
putations, allowing many financial firms to collaborate on
encrypted data without disclosing private information [10].

Additionally, the field of secure cloud computing is iden-
tified as another pivotal domain where FHE demonstrates
substantial utility. With organizations increasingly opting for
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cloud-based services, there arises a pressing need for ensur-
ing that their data retains its confidentiality even when being
processed on servers operated by third-party entities. In this
context, FHE emerges as a robust solution by facilitating
secure computations on encrypted data within the cloud envi-
ronment, effectively obviating the necessity of placing blind
trust in the security protocols of the service provider, as elu-
cidated by [11].

In addition, FHE supports organizations in abiding by
stringent data protection laws like the General Data Protec-
tion Regulation (GDPR) and the Health Insurance Portability
and Accountability Act (HIPAA).These provisions demand
the safeguarding of personal data throughout its entire life
cycle, including the processing phase. FHE enables entities
to fulfill these legal obligations by ensuring data confiden-
tiality even during computational processes [12]. FHE also
proves useful in protecting intellectual property. Organiza-
tions that process proprietary algorithms or data might use
FHE to ensure that their intellectual assets are not divulged to
cloud service providers or other external actors while compu-
tation occurs. This is especially important for maintaining a
competitive edge and protecting confidential business meth-
ods [13].

Traditional FHE algorithms hold a lot of potential, but they
also have certain limitations. One of the primary concerns is
the high processing costs and complexity involved. However,
these constraints have prompted the development of more
efficient methods and implementations. They have also stated
that additional improvements in this discipline are required.
So, while FHE is undoubtedly a step in the right way, there
is still room for growth.

Quantum computing offers the ability to solve some
computational problems far more quickly than traditional
computers. This poses both opportunities and challenges to
our existing encryption systems. Quantum computers may
be able to break the widely used cryptographic algorithms
on which humans rely, necessitating the development of
new encryption methods capable of withstanding quantum
attacks. The transition from classical cryptographic algo-
rithms to quantum-resistant techniques has been a critical
area of research, particularly in response to the poten-
tial risks posed by quantum computing [14]. The article
provides a comprehensive overview of the various crypto-
graphic algorithms, highlighting the vulnerabilities of clas-
sical encryption methods in the face of quantum capabilities.
This transition is crucial in understanding the motivations
behind QFHE, which represents a key solution to ensuring
data security in a post-quantum world. QFHE, as discussed
in [14] allows for computation on encrypted data with-
out decryption, providing a promising defense against the
threat of quantum-powered decryption attacks.This has led to
the exploration of QFHE. Essentially, traditional encryption
techniques face a serious danger from quantum comput-
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ing. As quantum computers advance, they could render
our present encryption techniques, such as RSA and ECC,
completely obsolete. They are simply not prepared to face
quantum attacks, such as the infamous Shor’s algorithm
[15]. But QFHE is intended to be the solution we require.
It employs quantum principles to provide protection against
quantum attacks, allowing us to stay one step ahead [16].

In summary, QFHE is a means by which we may
secure our encryption techniques against the threat posed
by quantum computers and ensure their continued viabil-
ity. Furthermore, quantum computers have the ability to
perform FHE operations more efficiently than conventional
computers, hence lowering the computational overhead and
latency associated with present FHE methods. This makes
QFHE an appealing choice for performing sophisticated
encrypted computations in a quantum computing environ-
ment [17].QFHE, like classical FHE, can enable secure data
processing in a quantum cloud computing environment. This
means that sensitive data can be processed by quantum
servers without being disclosed, guaranteeing that the data
stays private even when using quantum computers’ increased
processing capacity. The development of QFHE schemes is
critical for developing secure cryptographic approaches that
will resist the future landscape of quantum computing. It is
crucial to guarantee robust security in a quantum future to
maintain long-term data security and privacy, as well as to
keep ahead of possible risks offered by quantum advance-
ments. [18].

However, the cost of quantum computing remains a sig-
nificant barrier to its widespread adoption and practical
implementation. Building and maintaining quantum systems
involves substantial financial investment due to their techni-
cal complexity and the advanced infrastructure required. For
instance, most quantum computers operate at near absolute
zero temperatures, necessitating the use of costly cryogenic
systems. Moreover, the high-precision hardware needed,
such as error-correcting mechanisms and quantum gates,
adds to the expense. Beyond the physical systems, the
scarcity of specialized expertise to design, program, and opti-
mize quantum technologies further drives up costs. Ongoing
research and development in quantum computing, aimed
at enhancing scalability and reliability, also demand sig-
nificant funding. These factors collectively make quantum
computing an investment-intensive domain, with costs span-
ning infrastructure, talent, and software development. While
QFHE presents a compelling vision for secure quantum cloud
computing, addressing the financial barriers associated with
quantum systems will be critical to unlocking its full potential
and broader accessibility.

To summarize, although FHE meets the immediate need
for secure computation on encrypted data, the growth of
quantum computing necessitates the exploration and devel-
opment of QFHE to provide strong security in the quantum

future. These developments are crucial for ensuring data pri-
vacy and security in an ever-changing technological context.

Fully homomorphic encryption
FHE schemes

Fully homomorphic encryption (FHE) has had a significant
impact on cryptography since it permits computations on
ciphertext without requiring decryption. A key contribution
in this area is the lattice-based FHE scheme put forward by
Craig Gentry in 2009. Gentry’s scheme uses ideal lattices
and the bootstrapping technique to manage the noise growth
problem caused by homomorphic operations, allowing com-
putations on cipher texts to be done indefinitely [5]. Gentry’s
scheme can be summarized as follows:

Encryption: The encryption function Enc(m) maps a plain-
text m to a ciphertext c.

Homomorphic Operations: Given two ciphertexts ¢; =
Enc(m) and ¢ = Enc(my), it is possible to compute
Enc(m| + my) and Enc(m| - my) directly from c; and ¢
without decrypting them.

Decryption: The decryption function Dec(c) maps a cipher-
text ¢ back to the plaintext m.

Mathematically, if ¢y = Enc(m) and ¢ = Enc(m»),
then:

Enc(m +m3) =c1 @ 2

Enc(mi-my) =c1 O

LWE-based HE scheme offers several advantages over
Gentry’s original scheme from 2009, including concep-
tual simplicity and asymptotic speed improvements. It has
implications for various applications in secure computation,
privacy-preserving data analysis, and cloud computing.

Key Generation: Generate a public-private key pair (pk, sk)
using the LWE problem.

Encryption: Encrypt a plaintext m using the public key pk
to produce a ciphertext ¢ by adding noise sampled from a
certain distribution. Mathematically, it can be represented
as: ¢ = Enc(m).

Homomorphic Operations: Perform homomorphic addi-
tion and multiplication operations on ciphertexts. Given two
ciphertexts ¢c; = Enc(m1) and c; = Enc(m3), the homomor-
phic addition and multiplication can be represented as:

c3=cC1+c

C4=cC1 X

@ Springer
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Decryption: Decrypt the resulting ciphertext c3 or ¢4 using
the private key sk to obtain the plaintext result.

Subsequent schemes have been built to improve the
efficiency and practicality. For instance, the Brakerski-
Gentry-Vaikuntanathan (BGV) scheme further simplifies
the bootstrapping process and minimizes the computational
overhead by leveraging ring learning with errors (RLWE) as
the hardness assumption in the underlying lattice problem
[10]. We provide here a generic and simple description of
the BGV scheme in the following steps:

Key Generation: Generate a public-private key pair (pk, sk).

Encryption: Encrypt a plaintext m using the public key pk
to produce a ciphertext c.

Evaluation: Perform homomorphic operations on cipher-
texts. For example, given ¢; = Enc(m) and ¢; = Enc(m»),
compute c¢3 = Eval(f, c1, c2) where f is a function.

Decryption: Decrypt the resulting ciphertext c3 using the
private key sk to obtain the plaintext result.

Besides, the CKKS encryption scheme gives significant
support to approximate HE. This is vital to performing
machine learning and scientific computations over the real
numbers even while operating in the encrypted domain [19].
In essence, the CKKS scheme can be summed up as follows:

Encryption: Encrypts a plaintext vector m into a ciphertext
c.

Homomorphic Operations: Supports addition and multi-
plication of encrypted vectors, allowing for operations on
encrypted data without decryption.

Decryption: Decrypts the resulting ciphertext back into a
plaintext vector.

FHE libraries

Many libraries have been developed to facilitate the imple-
mentation and application of the FHE schemes. Amongst
them is HElib, an open-source library by IBM Research
implementing the BGV scheme, designed for performance
and flexibility, with a solid framework for several crypto-
graphic applications [20]. Some of the features in this library
include the following:

1. Optimized arithmetic operation, both for large integers
and for polynomials.

2. Parameter selection, based on secure and effective encryp-
tion.

Another major library is SEAL-Microsoft’s Simple Encrypted

Arithmetic Library, which implements the BFV (Brakerski/Fan-

Vercauteren) as well as the CKKS schemes. The reason it
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is considered easy to use is largely due to its comprehen-
sive documentation and is used by developers as well as
researchers [21]. Some of the functions within it include the
following:

1. Homomorphic arithmetic functions with addition and
multiplication for encrypted data.

2. Serialization and deserialization of encrypted data, to sup-
port storage and transmission.

The paper [22] describes numerous C++ libraries for HE,
such as OpenFHE, TFHE, and HEAAN. OpenFHE sup-
ports a variety of schemes, including BGV, BFV, CKKS,
DM, and CGGI, and is used for secure machine learning,
privacy-preserving data analysis, and secure cloud comput-
ing. TFHE is known for its efficiency when compared to other
FHE methods, and it is used in secure machine learning and
privacy-preserving data analytics. HEAAN focuses on com-
putations with approximate numbers and is utilized in similar
situations.

The FHE landscape is influenced by the prominent PAL-
ISADE library, which is a collaboration between academic
and industry partners. It plays a significant role by offer-
ing various FHE schemes, such as BGV, CKKS, and others,
with an emphasis on modularity and efficiency. PALISADE
enables users to explore different cryptographic settings and
parameters, thereby facilitating research and development in
HE [23]. PALISADE boasts several key features, including:

1. It supports multiple encryption schemes and crypto-
graphic primitives.

2. Itutilizes techniques to enhance performance on different
hardware platforms.

TFHE is a library developed by Zama to run FHE computa-
tions on hardware accelerators like GPUs and TPUs. It really
shines when it comes to hardware acceleration in applications
that demand high performance and large datasets [24].

Lattigo is a Go library focusing on implementing HE
schemes over lattices. It is designed to present a user-friendly
interface and is geared toward efficiency and scalability in
practice. Lattigo is the go-to choice for lightweight FHE
libraries and ensuring top performance [25].

In their paper [26] compare the performance of various
HE libraries, specifically focusing on BFV implementations
in SEAL and PALISADE. They assessed five key operations
(KeyGen, Enc, Dec, Add, and Mult) using consistent param-
eters across both libraries. The results reveal that while SEAL
generally exhibits faster execution times, particularly for
multiplication, the performance of both libraries is compara-
ble overall. SEAL’s advantage in multiplication is attributed
to its separate handling of relinearization compared to PAL-
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ISADE, which incorporates this step within its multiplication
function.

Future directions and challenges

While FHE is promising, there are several challenges that it
poses, and improvements need to be made for it to reach its
potential. High computational overhead is the main obsta-
cle to full-blown FHE. Although a lot of progress has been
made in this line of optimization in homomorphic operations,
more has to be done to make FHE practical in applications
involving large datasets and complicated computations.

Another is noise growth in ciphertexts. Although such
an effect has been reduced to some limit via bootstrapping
techniques, they impose extra overhead. Current research is
aiming at developing more efficient noise management tech-
niques to improve the performance of FHE schemes further
[27].

Future research on FHE is likely to focus on enhancing
efficiency, scalability, and usability. It also requires schemes
that are resistant to quantum computing, as the threat of quan-
tum computing advances. As these challenges are addressed,
FHE is expected to play an increasingly vital role in secure
data processing and privacy-preserving technologies.

Quantum computing principles

The utilization of quantum mechanical ideas to perform com-
putation on data is the definition of quantum computing.
A potentially very powerful new computer paradigm, quan-
tum computing is promising revolutionary breakthroughs in
useful areas such as material science, cryptography, opti-
mization, and more. Basic ideas behind quantum computing:
Qubits, superposition, entanglement, and quantum gates.

Quantum bits (Qubits)

Unlike classical bits that exist in a state of 0 or 1, qubits
can exist in a superposition of both states simultaneously.
Mathematically, a qubit’s state is represented as:

V) = «|0) + BI1)

where o and 8 are complex numbers satisfying |« |2 +1B8 |2 =
1. This superposition enables quantum computers to process
a vast amount of information simultaneously, which is pivotal
for their computational power [28].

Superposition

Superposition is a fundamental principle that allows qubits
to be in multiple states at once. For instance, if a qubit is
in a superposition state |y/), it can be expressed as a linear
combination of its basis states |0) and |1):

1
—(0)+ 1
ﬂ(|>+|>)

This principle is what gives quantum computers their expo-
nential parallelism, making them capable of solving certain
problems much faster than classical computers [29].

V) =

Entanglement

Entanglement is a signature quantum feature where qubits
become interdependent, in such a way that the state of one
qubit directly affects the state of another, regardless of sepa-
ration distance. For instance, for an entangled pair of qubits
in the state

1
V2

instantaneous measurement of the first qubit determines the
state of the second qubit. It is this property that is central
to many quantum algorithms and protocols, including the
teleportation of quantum states and superdense coding [30].

[¥) = —=(100) +[11)),

Quantum gates

Quantum gates are used in a quantum circuit in the same way
that logic gates are used in classical circuits. These transfor-
mations are accomplished unitarily and preserve the norm of
the state vector of qubits, being described by unitary opera-
tors. Some commonly used quantum gates are the Pauli-X,
Hadamard, and CNOT gates.

Pauli-X gate

The Pauli-X gate, also known as the quantum NOT gate, flips
the state of a qubit. It is represented by the following unitary
matrix:

(1)

The action of the Pauli-X gate on the basis states is:

X10) = 1)
X|1) =10)
Pauli-Y gate

The Pauli-Y gate introduces a phase flip along with the bit
flip. It is represented by the matrix:

= %)
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The action on the basis states is:

Y|0) =i|l)
Y|1) = —i|0)
Pauli-Z gate

The Pauli-Z gate, also known as the phase-flip gate, inverts
the phase of the qubit. It is represented by:

7= 5)

The action on the basis states is:

Z|0) = 10)
Zl1) = —[1)
Hadamard gate

The Hadamard gate (H) creates a superposition of states. It
is represented by:

=50

The transformation of the basis states is:

1
H|0) = —(|0 1
10) ﬁ(|>+|))
1
H|1) = —(|0) — |1
1) ﬁ(|> 1))
CNOT gate

The Controlled-NOT (CNOT) gate is a two-qubit gate that
flips the state of the second qubit (target qubit) if the first qubit
(control qubit) is in the state |1). The matrix representation
of the CNOT gate is:

CNOT =

[ R
S O = O
- o O O
S - O O

The action of the CNOT gate can be described as:

CNOT|00) = |00)
CNOT|01) = |01)
CNOT|10) = |11)
CNOT/11) = |10)

@ Springer

Phase gate

The phase gate (S) shifts the phase of the state |1) by 7 /2. It
is represented as:

=)

The action on the basis states is:

S10) = 10)
Sy = i|1)

T gate

The T gate is a phase shift gate that shifts the phase of the
state |1) by /4. It is represented as:

1 0
T = <0 em/4>

The action on the basis states is:

T|0) = |0)
T[1) = ™/*1)
Swap gate

The Swap gate exchanges the states of two qubits. It is rep-
resented by the matrix:

SWAP =

S oo =
oS = O O
S o= O
- O O O

The action on the basis states is:
SWAP|ab) = |ba)

These gates, when combined, form the basis for constructing
complex quantum algorithms and circuits capable of solving
problems in ways that classical computers cannot match [28,
31].

Quantum algorithms

Shor’s algorithm

One of the most famous quantum algorithms is Shor’s algo-
rithm for factoring large integers, with strong implications

for cryptography. While classical algorithms to factor are
exponentially slow, Shor’s algorithm factors an integer N in
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polynomial time. The algorithm uses quantum Fourier trans-
form and is as follows:

1. Initialize a superposition of all possible states.

2. Apply the quantum Fourier transform.

3. Measure to find the period of a function related to the
factors of N.

This results in the efficient discovery of the factors of N [32].
The quantum Fourier transform (QFT) is defined through
its action on the computational basis states: The quantum
Fourier transform (QFT) on a state |k) is defined as:

N—1
1 .
QFTIk) = —= > &/} j)
VN o

where N is the dimension of the Hilbert space.
Grover’s algorithm

Grover’s algorithm offers a quadratic speedup for unstruc-
tured search problems. For a database of N entries, Grover’s
algorithm finds a target entry in O(+/N) time, compared to
O (N) for classical algorithms. The steps of the algorithm is:

1. Prepare a superposition over all possible states.

2. Perform the Grover iteration, which is composed of the
Oracle and the diffusion operator.

3. Iterate over the operation O(V/'N) times, in order to
amplify the probability of the right state.

This will measure the desired state with high probability [33]
Mathematically, Grover’s iteration is represented as:

G=QY)Xvl-DO

where O is the oracle that marks the solution state and |y)
is the initial equal superposition state.

Quantum error correction

Decoherence and other quantum noises represent a great
source of errors in quantum computers. It is of utmost impor-
tance to come up with ways of correcting quantum errors for
quantum computers to be efficient. One of the most well-
known codes for this is the Shor code. It encodes one qubit
into nine qubits and can correct arbitrary single-qubit errors.
The Shor code is based on both the bit-flip and phase-flip
code. The logical qubits ) = «|0r) + B|11) are encoded
into nine physical qubits, represented as:

al0r) + BI1L)

where |0z) and |1.) are logical qubits encoded into nine
physical qubits [34].

Quantum fully homomorphic schemes
Quantum fully homomprhic encryption

Quantum fully homomorphic encryption (QFHE) is among
the landmark achievements in cryptographic theory that
ensures incomparable security in computations on encrypted
data. Although the practicality of classical FHE schemes has
been founded, the schemes are really held back by com-
putational overhead and vulnerability to noise. Leveraging
quantum mechanical properties, QFHE promises to go past
these difficulties and provide a way of attaining efficient and
secure computation on encrypted quantum states.

The key primitive of QFHE lies in the ability to evaluate
quantum circuits on encrypted quantum data. Unlike classical
FHE which operates on classical data, QFHE encrypts quan-
tum states, enabling computation to be performed directly
on the encrypted states. This not only ensures confidentiality
but also dispenses with the need for decryption, leading to
reduced exposure risks.

Pioneering work by [35] developed the first scheme for
QFHE, specializing in circuits with low T-gate complexity.
It is based on the use of quantum entanglement and superpo-
sition to perform computations homomorphically, preserving
data integrity, thereby enabling seamless evaluation.

QFHE is mathematically grounded in quantum informa-
tion theory, and uses formalisms such as Hilbert spaces,
quantum operations, and entanglement measures. Denote by
H the Hilbert space, representing quantum states, and by
L(H) the set of linear operators on H.

As shown in Fig. 2, the core algorithms involved in QFHE
include Key Generation (Gen), Encryption (Enc), and Homo-
morphic Evaluation (Eval). This diagram provides a visual
representation of the process and interactions between these
components.

A QFHE scheme consists of the following algorithms:

e Key Generation (Gen): This algorithm generates a public
key, pk, and secret key, sk. (pk, sk) < Gen

e Encryption (Enc): It takes a quantum message, m, and a
public key, pk, and the encryption algorithm Enc gener-
ates the encrypted quantum state, p. p = Enc(m, pk)

e Homomorphic Evaluation (Eval): This algorithm allows
one to compute quantum circuits on encrypted quantum
states. It will take the encrypted state, p, and the quan-
tum circuit, C, and Eval returns the encrypted state, p’,
representing the result of applying the quantum circuit,
C, to the state, p. o’ = Eval(p, C)

@ Springer
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The foundation of QFHE is predicated on the intricate
nature of quantum computational problems, as exemplified
by the Quantum Hidden Subgroup Problem. This crypto-
graphic scheme relies on the advanced capability to maintain
coherence during computation, thereby reducing the risks
associated with potential eavesdropping activities. Moreover,
the successful implementation of QFHE requires the incor-
poration of robust error correction mechanisms to effectively
address the intrinsic noise and decoherence present in quan-
tum systems.

The essence of QFHE is deeply rooted in the amalga-
mation of quantum mechanics and cryptography, promising
cutting-edge advancements in privacy and security. The
achievement of Quantum FHE, nevertheless, hinges on
overcoming numerous technical hurdles and enriching the
realm of quantum computation. Consequently, this endeavor
demands extensive research efforts to address these chal-
lenges and propel the field forward towards practical imple-
mentation.

Quantum fully homomprhic encryption scheme

In the context of QFHE schemes, we have chosen two
very different constructions, namely quantum fault-tolerant
construction based encryption scheme [36] and quantum one-
time pad (QOTP)-based scheme [37]. Quantum fault-tolerant
based scheme relies on classical error-correction techniques,
particularly CSS codes, and leads to a very compact and scal-
able QFHE construction. On the other hand, QOTP-based
scheme is based on the combination of QOTP and the clas-
sical FHE approach to secure computation over encrypted
data.

The choice of these two schemes will allow one to cover
a broad set of aspects related to QFHE research. They differ
first in the kind of security they target: while quantum fault-
tolerant based scheme achieves perfect security by the size
of the CSS code set, the security of QOTP-based scheme is
based on the hardness of the Learning With Errors (LWE)
problem, aiming at computational security. This difference
will allow a fine discussion of security notions in QFHE,
enriched with mathematical rigour and cryptographic depth.

Furthermore, the strengths and weaknesses of the two
schemes offer a reader valuable insights into the trade-offs
between efficiency and security in the design of a practical
QFHE scheme. The compactness and scalability of quantum
fault-tolerant based scheme can be used in handling large cir-
cuits, but it does require fault-tolerant implementation of the
basic quantum gates for reliable computation. On the con-
trary, QOTP-based scheme performs efficient computation
based on HE but might suffer in its practical applicability
under some settings due to circuit depth and the number of
qubits.
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Both schemes have been presented at highly reputable
conferences, and therefore may be interesting as they present
highly important results in improving QFHE research.

Going forward, we will follow this with a general review
of both schemes, which highlights their underlying ideas and
cryptographic concepts. In the following section, we perform
a comparative security analysis between the two schemes
based on perfect security and computational security. We also
compare the evaluation efficiency of the two schemes with
respect to key generation, encryption, decryption, and gate
evaluation. The practical considerations taken into account in
this comparison are fault-tolerant implementations and cir-
cuit complexity limitations. Finally, we summarize the main
differences between the two schemes and the applications
for which each would be best suited in order to capture the
essence of our comparative analysis.

Overview

Quantum fault-tolerant based scheme presents a novel
approach in the field of QFHE, using quantum fault-tolerant
construction to increase security and efficiency in cryp-
tographic protocols. This approach marks a significant
advancement in the realm of quantum computing, paving
the way for enhanced security measures and enabling com-
plex computations to be performed on encrypted data without
compromising the confidentiality of the information. It care-
fully presents both symmetric and asymmetric schemes, each
carefully designed to solve specific cryptographic issues
while maintaining data privacy and security. It offers advan-
tages like security based on the difficulty of breaking the
underlying CSS code and fault-tolerant evaluations, making
it a valuable contribution to the field. However, the use of an
ancillary state and the symmetric nature of the scheme are
aspects to consider for further improvement.

The cornerstone of the symmetric scheme lies in uti-
lizing quantum CSS codes for the secret key. CSS codes
are commonly known for their proficiency in fault-tolerant
quantum computation, forming the basis for the framework
of the encryption. CSS codes function similarly to error-
correction protocols, enabling the encoding of quantum states
in a manner that facilitates smooth operations on physical
qubits without the necessity for ad hoc error-correction pro-
tocols. Through fault-tolerant techniques, the H, CNOT, and
S gates can be executed precisely on physical qubits, thereby
enhancing computational reliability without the burdensome
use of error-correction procedures. The encoding of quantum
states using CSS codes makes the scheme possible. It allows
logical qubit operations seamlessly through the transversal
operation on physical qubits, hence ensuring strong fault
tolerance. In particular, the integration of an ancillary state
intricately linked to the CSS code plays a crucial role in exe-
cuting non-commutative quantum gates, specifically the T
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Fig.2 This diagram depicts the
core algorithms involved in
QFHE: Key Generation (Gen),
Encryption (Enc), and
Homomorphic Evaluation (Eval)

(Gen): Gen(1") - (pk, sk)

Key Generation

1n

gate. This symmetric scheme presents evidence of a strong
encryption paradigm; it does not require the usual periodic
error-correction procedures and thus strongly resists the con-
ventional cryptographic challenges.

Quantum CSS Codes (Q,): The symmetric scheme is
based on quantum CSS codes with the secret key (sk).
These codes are given by Q,, and they form the building
blocks for fault-tolerant quantum computation. Mathemati-
cally, |Q,| = 2" — 1, where n is the security parameter.

CSS Encoding: The quantum plaintext p chosen to be sent
is encrypted using the chosen CSS code, denoted as (sk). As
a result, the output is an encrypted state o = Encg (p).

Ancillary State (]®)): In order to facilitate non-commutative
quantum gates, especially the 7' gate, an ancillary state that
depends on the CSS code (sk) to be used is defined. The state
is given mathematically as:

1©) = Ency (10) + /4|1 )

Fault-Tolerant Computation: Bob, in the role of the receiver,
performs fault-tolerant quantum computation (QC) on the
encrypted state (o). The output is the encoded state 0’ =
QC(0), which accomplishes secure computation without
requiring decryption.

CSS Decoding: The decryption of the result, in this case,
involves decoding the encrypted result (6”) using the secret
key (sk). Thus, the resulting plaintext is o’ = Decg (o).

On the other hand, the asymmetric scheme addresses
this non-commutativity between the CSS encoder and some
specific quantum operators, such as the T gate. The intro-
duction of random Pauli errors during encryption effectively
solves this challenge at the same time, reinforcing compu-
tational security. Additionally, with the seamless integration
of an interactive process between Alice and Bob, the scheme
manages error propagation expertly, ensuring the integrity
and confidentiality of the encrypted data. This scheme
emphasizes not only its exploration potential, specifically
in quantum bootstrapping, but also the drive toward the har-
monization of encryption procedures while simultaneously
minimizing the overhead resulting from interaction.

At the core of the success of both schemes is the innova-
tive application of quantum fault-tolerant construction. This
base framework not only enables secure computation on
encrypted data but also boosts scalability and efficiency in

"

(Enc): Encpk(m) - ¢ (Eval): Evaly(c, Circuit) »c’

Encryption Homomorphic Evaluation

"

quantum encryption protocols. These schemes also provide
invaluable insight into the delicate balance of quantum error
correction, gate operation, and encryption upon which the
ability to conduct quantum cryptography and secure multi-
party computation in a scalable fashion stands.

QOTP-based scheme presents a QFHE design that practically
matches the security provided by classical systems. Building
on the work of [38], the scheme manages to achieve expo-
nentially diminished per-gate error rates in a unique way that
interlocks quantum encryption with classical lattice-based
cryptography.

At the core of the scheme is key encapsulation, with the
primal [39—41] lattice-based scheme as the Key Encapsula-
tion Mechanism (KEM). In contrast to classical lattice-based
schemes, This scheme does not require a lattice trapdoor as
part of its secret key. However, its secret key consists of an
encryption of the secret key, and the randomness that was
used to generate that encryption.

An important feature of this scheme is the ability to homo-
morphically evaluate quantum circuits. Namely, the scheme
can support the homomorphic evaluation of quantum crypto-
graphic functions. It bases this ability on classical notions of
privacy, adapting techniques for privacy-preserving classical
computation to the quantum setting. The scheme depends
on circuit privacy, meaning that a homomorphically evalu-
ated function on the input state hides the function that was
evaluated. This property, which was previously considered a
security measure, now proves to be essential for the verifica-
tion of the correctness of homomorphic quantum evaluations.

The design requires the use of advanced quantum opera-
tions, such as QOTP encryption and homomorphic evaluation
of classical circuits over quantum ciphertexts. The crucial
idea in this work is to introduce randomness in the encryption
that preserves privacy, but still allows homomorphic process-
ing over quantum ciphertexts. The scheme further allows one
to homomorphically evaluate CNOT operations, a feature
that is in the core of quantum computations. The scheme can
support such computations since it makes use of randomness
in the encryption while keeping lattice-based techniques. It
guarantees privacy and allows correctness even in the quan-
tum setting.

This scheme combines classical lattice-based cryptogra-
phy with quantum encryption methods, leading to exponen-
tially reduced per-gate errors. The following are the main
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mathematical concepts and equations used in achieving this
result.

Key Encapsulation Mechanism (KEM): The KEM com-
ponent uses the primal lattice-based scheme of [GSW13,
BV14, AP14]. Let A be a public key matrix and s be a secret
key vector. The encryption of a bit x is a matrix C of the
following form:

C = AR+ xG (mod gq)

where R is a matrix of small norm, G is some special “gadget”
matrix, and ¢ is a modulus. This scheme is secure based on
the Learning With Errors (LWE) assumption, with x as the
error distribution.

Circuit privacy: This scheme possesses the feature of cir-
cuit privacy, which implies that homomorphically evaluated
quantum functions are hidden from an outside observer.
More precisely, after homomorphic evaluation, the result-
ing ciphertext Enc( f (x)) should reveal no more information
about f (other than f(x)).

Quantum one-time pad (QOTP): The QOTP encryption of
a qubit x is that of a random Pauli operation - a random bit
flip and a random phase flip. This operation can be used to
evaluate Clifford gates in quantum circuits.

CNOT operations: One of the main new features of the
scheme is the ability to homomorphically evaluate CNOT
operations acting on a quantum state given an encryption
of a classical control bit. More precisely, given a 2-qubit
superposition P, pa, pla, b) and an encrypted control bit
x, the scheme evaluates an encapsulated encryption of
Pa,baa,b|av b & ax).

Mathematical formulation: The functionality of the scheme
is based on rigorous mathematical formulations ensuring
both security and correctness in quantum computations. The
lattice-based cryptographic methods together with quantum
encryption principles allow this achievement of strength in
HE in the quantum domain.

Security analysis

Quantum fault-tolerant based scheme offers two flavors of
QFHE: symmetric and asymmetric. Table 1 compares the
security of asymmetric and symmetric schemes. The sym-
metric system offers perfect security through CSS code,
whereas the asymmetric scheme relies on computational
security based on an unspecified hard problem. The table
also highlights how each scheme handles faults and ancillary
states, emphasizing the symmetric scheme’s vulnerability to
ancillary state exposure and the asymmetric scheme’s inter-
active error correction method.

QOTP based scheme offers a practical approach to achieving
computational security for transmitting quantum informa-
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tion. Although the QOTP provides flawless secrecy, it relies
on a cryptographic hash function (CHE) that is dependent on
the Learning With Errors (LWE) assumption.

It is very important to select the right parameters of the
LWE problem to use within the CHE scheme: these param-
eters determine the difficulty of breaking the encryption and
the noise level of the ciphertexts. Fresh, unpredictable ran-
domness in the generation of the one-time pad (quantum
state) is crucial for security reasons. Furthermore, the post-
quantum digital signature schemes can be incorporated for
the authentication of the sender and integrity of the message.
Furthermore, one should remain alert to the quantum channel
atall times in order to detect a probable eavesdropper and pre-
vent a security compromise. Table 2 summarizes the security
analysis of a QOTP-based system. It discusses the scheme’s
reliance on computational security via Learning With Errors
(LWE) and the use of shared randomness for the QOTP,
which ensures perfect secrecy. The security is maintained
by combining QOTP, which theoretically provides perfect
secrecy, with Classical Homomorphic Encryption (CHE),
which is based on the hardness of LWE. Depending on the
CHE scheme employed, potential leakage may reveal infor-
mation about the QOTP key.

Efficiency

Quantum fault-tolerant based scheme presents a QFHE
scheme based on quantum fault-tolerant construction, encom-
passing both symmetric and asymmetric variants. This anal-
ysis delves into the efficiency of key generation, encryption,
decryption, and gate evaluation, highlighting critical fac-
tors that influence performance. QFHE allows computations
directly on encrypted quantum data. At the heart of this
computation capability, there exists a critical operation: gate
evaluation. It includes applying quantum logic gates; for
instance, Hadamard, CNOT,; to the encrypted quantum state
representing the message. These gates operate on the qubits
in the encrypted state according to the desired computation,
making transformations on the data that is under it, without
ever decrypting it.

Efficiency in key generation, encryption, decryption, and
gate evaluation are features sought in a QFHE scheme, espe-
cially in the light of fault tolerance. Efficient key generation
is important to make the scheme practical for different appli-
cations. If key generation is computationally expensive, it
can compromise the practical use of the QFHE system. The
efficiency in encryption describes the time and the resources
necessary for the cryptographic protection of messages. It
would be pleasing if this operation could be fast enough for
everyday communication and not lead to significant delays.
Typically, decryption is much less frequent than encryp-
tion in QFHE. Still, efficient decryption should be there
to retrieve the original message in due time when neces-
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Table 1 Security analysis comparison with use case

Asymmetric scheme

Property Symmetric scheme

Security Type Perfect security (information-theoretic)

Secret Key A Quantum Error-Correcting Code (CSS code) - sk

Security Relies on the hardness of breaking the CSS code. An
Analysis attacker cannot decrypt the ciphertext without

Security vs.
Ancillary
States

Use Case

knowing the specific CSS code used

The T gate operation requires an ancillary state, |©®),
which depends on the secret CSS code. An attacker
cannot decrypt the ciphertext without knowing the
specific CSS code used. This introduces a
vulnerability: If the attacker can obtain many
ancillary states, they might gain information about
sk. Mitigating this risk: Alice should choose a large
enough security parameter (n) for the CSS code to
make successful attacks exponentially unlikely

A good use case for symmetric schemes is in
situations where two parties already trust each other,
like in secure quantum communication. These
schemes are ideal because they provide perfect

Computational security (based on a hard problem)
Triple (S, G, P) used to generate a CSS code

Achieves security through the NP-completeness of a
yet unspecified problem. The paper mentions this
but leaves the formal details for a full version

Encryption adds random errors to the encoded state.
To prevent error propagation during computations,
the scheme adopts an interactive approach: Bob
performs a part of the computation. If errors reach a
threshold, Bob sends the intermediate result to
Alice. Alice decrypts, re-encrypts, and sends it back
for Bob to continue. This interaction ensures errors
remain manageable

Asymmetric schemes are better suited for situations
where two parties don’t know each other in advance,
such as in secure online communication. These
schemes rely on computational security, which

security and ensure that data sent between them

remains safe from hackers

makes them a good choice for applications like
securing data on the cloud, where key management
needs to be more flexible and scalable

Table 2 Security analysis of QOTP based scheme

Property Description

Security type
Secret Key

Security Analysis

Computational security (LWE-based)
None (shared randomness used for QOTP)

Scheme 21 achieves security by combining two components

Quantum One-Time Pad (QOTP): This theoretically guarantees perfect secrecy. An adversary cannot
decrypt the message without knowing the secret one-time pad (quantum state)

Classical Homomorphic Encryption (CHE): This encrypts the key used for the QOTP. The security of
CHE relies on the hardness of the Learning With Errors (LWE) problem. This means an adversary
with limited computational resources cannot break the scheme within a reasonable time frame

Security vs. Leakage

Leakage from CHE: The security of the scheme depends on the chosen CHE scheme. Leakage from

the CHE scheme, if any, could potentially reveal information about the key used for the QOTP

sary. If discussing efficiency regarding fault tolerance QFHE,
Gate evaluation is possibly the most important one. In the
fault-tolerant evaluation of gates, error correction operations
usually need to be computed. For this reason, these operations
oftenresultin massive overheads. A typical example analyzes
the efficiency of gate evaluation, which would ensure that the
computations on the encrypted data are practical within rea-
sonable time and resource bounds.

Table 3 compares the efficiency of symmetric and asym-
metric methods, with emphasis on key generation, encryp-
tion, decryption, and gate assessment. Both systems have
polynomial complexity for key generation and encryption,
with symmetric schemes boosting qubit count significantly
and asymmetric schemes adding small cost due to random
mistakes. Gate evaluation is efficient in both schemes; how-
ever, symmetric schemes require additional contact for T

gates, whereas asymmetric schemes handle error buildup
by periodic interactions. For evaluating the efficiency of a
QFHE scheme, especially a scheme based on quantum fault-
tolerant construction, more factors must be added to get a
more thorough analysis. Here are a few new factors that one
can consider:

e Communication Overhead:

— Symmetric Scheme: The possible communication
overhead will stem in the need for ancillary states for
the T-gates. How often and how much data is passed
between Alice and Bob determines the overall effi-
ciency.

— Asymmetric Scheme: Periodic interaction between
Alice and Bob for error correction leads to more sig-
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Table 3 Efficiency comparison between symmetric and asymmetric schemes

Property Symmetric scheme Asymmetric scheme
Key Generation 1. Process: Alice selects a quantum CSS code from a 1. Process: Alice determines a private key tuple
Efficiency set Q, of 2"~ ! possible codes. The secret key can (S, G, P) and computes G = SGP

be a generator matrix G transformed using random
nonsingular binary matrix S and permutation
matrix P

2. Efficiency: The key generation involves choosing
and transforming matrices, which is efficient for
moderate n. The complexity is polynomial in the
size of the matrix, specifically O (n?)

Encryption 1. Process: Alice performs CSS encoding on
Efficiency quantum plaintext p to obtain o = Encg (p),
encoding each qubit into n qubits

2. Efficiency: Encoding involves applying stabilizer
codes, which is efficient and has polynomial
complexity. However, the overhead is significant,
increasing qubit count by a factor of n, leading to a
total qubit count of nx the number of logical qubits

Decryption 1. Process: Alice decodes the quantum ciphertext o’
Efficiency to obtain the plaintext p’ = Decgy (o)
2. Efficiency: Decoding is a reverse of encoding,
involving stabilizer decoding, with polynomial
complexity. The overhead is similarly O (n) per

qubit
Gate Evaluation 1. Process: Bob performs fault-tolerant quantum
Efficiency computation QC on encoded data. Fault-tolerant

gates (H, CNOT) are implemented transversally

2. Efficiency: Transversal gates are efficient, with a
complexity of O(n) per logical gate. However, T
gates require ancillary states from Alice, adding
interaction overhead

3. Circuit Depth and Qubit Count Impact: The depth
of the circuit increases linearly with the number of
T gates due to the need for ancillary states. Qubit
count is multiplied by n for fault tolerance

Factors 1. Circuit Depth: Directly influenced by the number
Impacting of T gates, requiring ancillary states
Performance

2. Qubit Count: Scales linearly with the size of the
CSS code n

Use Case 1. In practical applications, symmetric schemes are
particularly suited for scenarios where two trusted
parties, such as in secure communication between
two quantum computers or quantum key
distribution systems, need to exchange sensitive

2. Efficiency: Similar to the symmetric scheme,
generating and transforming matrices involve
polynomial complexity. The additional step of
calculating G also remains within 0n?)

1. Process: Similar to the symmetric scheme, but
with added random Pauli errors

2. Efficiency: Encoding with additional errors
slightly increases complexity but remains
polynomial. The overhead of adding errors is O (n)

1. Process: Alice decodes the state returned by Bob
periodically during evaluation

2. Efficiency: Decryption with periodic interaction
involves additional computational steps but each
step remains polynomial. The overhead is the
communication and decoding steps, adding to the
interaction cost

1. Process: Similar fault-tolerant operations, but with
random errors and periodic interaction for error
correction

2. Efficiency: Evaluation is efficient for H and
CNOT gates (O (n)). T gates are managed through
interaction, increasing complexity but maintaining
polynomial bounds

3. Circuit Depth and Qubit Count Impact: Interaction
periods control error growth, limiting circuit depth
impact. Qubit count increases with added errors
but remains polynomially bounded

1. Circuit Depth: Managed through periodic
interaction, controlling error accumulation

2. Qubit Count: Slightly higher due to added Pauli
errors but similarly scales linearly with n

1. On the other hand, asymmetric schemes excel in
more dynamic and scalable environments where
communication needs to happen between multiple,
untrusted parties

information
2. For instance, in secure cloud-based quantum
computing, multiple users access a shared quantum
server to process their data, without any of them
directly trusting each other
nificant communication overhead, while its efficiency e Error Rate and Fault Tolerance:

is inversely dependent on the network’s latency and
bandwidth.
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— Error Correction Frequency: Both the schemes require
CSS codes for quantum error correction. The fre-
quency of such error correction processes, especially
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in the case of the asymmetric scheme, impacts its
performance.

— Physical Qubit Quality: The efficiency of fault-
tolerant operations depends on the error rates of
physical qubits. The operations and qubits, being of
high fidelity, the need for frequent error correction
will be reduced, which in turn will lead to better over-
all efficiency.

e Ancillary Resource Management:

— Symmetric Scheme: Since the T gates require ancil-
lary states, their use requires their management,
including pre-computation. The efficiency of the
scheme is affected by how well these ancillary states
are prepared and stored.

— Asymmetric Scheme: The need for ancillary resources
is not an issue because of its periodic interaction, but
the management of random errors and their correc-
tion may introduce complexity.

e Scalability and Parallelism:

— Scalability: The crucial feature will be how the
schemes can scale with increasing problem size. The
scalability of the encryption, decryption, and gate
evaluation with respect to the number of qubits and
gates can affect overall performance.

— Parallelism: The degree to which operations can be
parallelized is another factor. Schemes that can incor-
porate more parallelism in gate evaluations or error
corrections can have a good performance.

e Resource Overhead:

— Qubit Overhead: The ratio of logical to physical
qubits that are required. If overhead is very high,
the amount of logical qubits that can be computed at
the same time decreases significantly, affecting effi-
ciency.

— Gate Overhead: This is the measure of physical gates
that must be used to implement logical gates. More
complex fault-tolerant implementations may increase
gate overhead and hence affect overall efficiency.

e Implementation Complexity:

— Algorithmic Complexity: Complexity of the key gen-
eration, encryption, decryption, and gate evaluation
algorithms.

— Hardware Requirements: Specific quantum hardware
requirements, such as the need for specific types of
gates, error-correcting codes, or interaction proto-
cols.Scheme may require specialized quantum hard-
ware with certain gate sets or interaction protocols,
which will influence the practicality and efficiency of
implementation.

Table 4 compares the efficiency of symmetric and asym-
metric methods, focusing on key generation, encryption,
decryption, and gate assessment. Symmetric schemes have
no communication overhead, but fault-tolerant gate assess-
ment necessitates extensive interaction due to ancillary states.
Asymmetric schemes handle mistakes and communication
through periodic interactions, resulting in lower error rates
but increased overhead due to frequent re-encryption and
interaction.

QOTP based scheme demonstrates a comprehensive
approach to encryption, encompassing both classical and
quantum operations.

Key generation efficiency: Key generation efficiency primar-
ily depends on several factors:

e Matrix Operations: Key generation involves matrix oper-
ations, particularly generating the public key matrix A
and the gadget matrix G.

e Randomness Generation: Generating randomness param-
eters, including r, y, and w, also contributes to key
generation time.

e Parameter Tuning: Choosing parameters such as modulus
q, trapdoor bounds, and other cryptographic parameters
also affects the efficiency of the key generation process.

Encryption efficiency: The efficiency of the encryption pro-
cess is influenced by:

e Matrix Multiplication: Encryption involves matrix mul-
tiplication, mainly between the public key matrix A and
the randomness matrix R.

e Gaussian Sampling: Sampling from Gaussian distribu-
tions, which forms the primary source of noise in the
encryption process, adds computational overhead.

e Modular Arithmetic: Various operations on encrypted
data occur with modular arithmetic due to the use of mod-
ulus ¢, which can affect the speed of encryption.

Decryption efficiency: Efficient decryption relies on:

e Matrix Operations: Decryption involves similar matrix
operations as encryption, but one step further, wherein
the original message needs to be recovered from the
decrypted result.

e Modular Inversion: To recover the original message from
the decrypted ciphertext, modular inversion is required.

Gate evaluation efficiency: Efficiency in gate evaluation is
influenced by:

e Quantum Operations: In the quantum form of Fully
Homomorphic Encryption, gate evaluations involve quan-
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Table 4 Efficiency comparison between symmetric and asymmetric schemes with use case

Scheme Property Processing Communication Use case
overhead
Symmetric Key Generation Choosing and processing No overhead at this stage Suitable for secure data
Efficiency matrices from Q, transfer within trusted
internal networks due to
minimal latency and
efficient resource usage
Encryption CSS encoding, converting No overhead at this point Efficient for low-latency
Efficiency each logical qubit into n encryption in controlled
physical qubits environments
Decryption CSS decoding of the No overhead at this point Optimal for trusted systems
Efficiency ciphertext where frequent decoding
fidelity is required
Gate Evaluation Fault-tolerant evaluation Significant in the case of Ensures robust security
Efficiency using transversal gates T gates due to the while maintaining
and ancillary states ancillary state operational efficiency in
trusted settings
Asymmetric Key Generation Determination of private No overhead at this point Ideal for distributed systems

Efficiency key and computation of
Encryption CSS encoding with

Efficiency additional random errors
Decryption Decryption and

Efficiency re-encryption at each

step of evaluation

Gate Evaluation
Efficiency
regular intervals

Fault-tolerant evaluation
with interaction at

requiring periodic key
generation across multiple
participants

Suitable for cloud-based
quantum platforms with
untrusted participants

No overhead at this point

Significant due to the
interaction

Enables secure operations in
environments with high
network variability

High with a number of
interactions

Provides scalability and
security in distributed
architectures with error
correction

tum operations like the application of quantum gates on
qubits.

e Classical Operations: A QFHE scheme would need
classical operations for the manipulation of classical
information, especially when one goes beyond the eval-
uation of the Clifford family of gates, e.g., Toffoli.

e Bootstrapping Overhead: Bootstrapping, although criti-
cal for maintaining the security of the encryption during
homomorphic operations, creates substantial computa-
tional overhead.

Table 5 analyzes the efficiency of key generation, encryp-
tion, decryption, and gate evaluation. Key generation is effi-
cient with polynomial complexity for both public and private
keys, although the latter may be computationally intensive
due to vector generation. QOTP encryption is extremely
efficient, whereas traditional encryption has polynomial
complexity and potentially heavy procedures. Decryption is
generally as efficient as encryption, as it uses reverse quan-
tum gate or classical ciphertext processes. Gate evaluation is
efficient, with Clifford gates being polynomial in complexity
and Toffoli gates requiring little additional overhead. Over-

@ Springer

all, the examination focuses on the balance of efficiency and
computing demands across several operations.

For evaluating the efficiency of a QFHE scheme, espe-
cially scheme based on QOTP, more factors must be added
to get a more thorough analysis.

e Communication Overhead:

— Error Correction: Like all communication systems,
Scheme has to deal with errors that may be introduced
in its transmission and processing. Error correction
mechanisms, such as error-correcting codes or redun-
dancy, may be needed to make the communication
reliable.

— Fault Tolerance: The ability of Scheme to handle
robustness against any fault, be it hardware failure or
transient error, is important to maintain the integrity
of the system. The scheme may make use of fault-
tolerant mechanisms to handle the effects of such
problems.The possible communication overhead will
stem in the need for ancillary states for the T-gates.
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Table 5 Efficiency analysis of
key generation, encryption,
decryption, and gate evaluation

Process Efficiency analysis

Key Generation Public Key Generation: Efficient; depends only on the polynomial
complexity of matrix generation, usually O (n?) where n is the security

parameter

Private Key Generation: Polynomial in complexity, but vector generation
through discrete Gaussian could be computationally heavy. Proper
parameter selection is essential to strike a balance between security and
efficiency

Encryption Quantum One-Time Pad (QOTP) Encryption: Very efficient; only involves

simple quantum operations like XOR gates

Classical Encryption of Secret Pad: Polynomial in complexity, but may
have heavy classical cryptographic operations like modular arithmetic

Decryption Reverse Operations: Generally as efficient as encryption; reverse
application of quantum gates or decryption of classical ciphertext using
keys

Gate Evaluation Clifford Gates: Efficient and polynomial in complexity. Toffoli Gate: Only
involves classical operations on the key; hence efficient even if there is

some overhead

How often and how much data is passed between
Alice and Bob determines the overall efficiency.

— Computationa Overhead: In the scheme, crypto-
graphic operations cause computational overhead,
namely modular arithmetic, matrix operations, and
random number generation. Mitigation of the resource
overhead is achieved by optimizing algorithms and
data structures, which would thus reduce the compu-
tational complexity.

e Ancillary Resource Management:

— Memory Management: Efficient use of memory
resources is aimed at reducing overhead and improv-
ing performance. Scheme should implement dynamic
memory allocation, garbage collection, and efficient
data structures to handle ancillary resources properly.

— Energy Consumption: Energy consumption needs to

e Implementation Complexity:

— Algorithmic Complexity: Cryptographic algorithms

be managed effectively, especially in a resource-
constrained environment like mobile or IoT devices.
Scheme may optimize cryptographic operations and
resource utilization to minimize energy overhead.

e Scalability and Parallelism:

— Scalability: Scheme should scale according to the

data size and computational demands for large appli-
cations. Scalable algorithms and parallel processing
techniques will offer efficient resource utilization and
accommodate increasing workloads.

Parallelism: The parallel processing capability could
be used in getting the best performance from Scheme
by running different cryptographic operations simul-
taneously, thus saving time for processing.

e Resource Overhead:

— Memory Overhead: Memory overhead in Scheme 21

is due to the storage requirements of cryptographic
keys, intermediate data structures, and computation
results. This would be minimized via efficient data
representation and management.

used within the scheme shall vary in their level of
complexity. This would affect the ease of the imple-
mentation process. Simplification of implementation
and maintenance efforts will take place by the clear
documentation of the scheme’s operation, standard-
ized protocol, and modular design practices.

— Hardware Requirements: Specific quantum hardware
requirements, such as the need for specific types of
gates, error-correcting codes, or interaction proto-
cols.

Practical considerations

Quantum fault-tolerant based scheme: Here are some prac-
tical considerations specific to this scheme, focusing on
fault-tolerant implementations and limitations on circuit
complexity:
Symmetric Scheme:

Fault-Tolerant Implementation: This Scheme leverages
fault-tolerant quantum computation for operations on encrypted
data. This ensures robustness against errors during compu-

tations but requires additional resources for fault tolerance
protocols.
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Circuit Complexity Limitations: While the scheme sup-
ports universal quantum computations, deeper circuits with
many T gates can be problematic. Ancillary states provided
by Alice are essential for T gates, and their number scales
with the number of T gates. This can become a bottleneck
for complex computations.

Interaction-Free: The symmetric scheme operates without
any interaction between Alice (who holds the secret key)
and Bob (who performs computations). This simplifies the
communication overhead but requires Alice to anticipate the
number of T gates in advance to provide enough ancillary
states.

Asymmetric Scheme:

Interaction Requirement: Unlike the symmetric scheme,

the asymmetric scheme introduces periodic interaction between

Alice and Bob. After each computation step, Bob sends the
intermediate result to Alice for decryption and re-encryption.
This interaction ensures error control but adds communica-
tion overhead and potential latency.

Security based on Public-Key Cryptosystem: The security
of the asymmetric scheme relies on a public-key cryptosys-
tem similar to Fujita’s scheme. The formal security proof is
not provided in the paper but is mentioned for future work.

Error Correction and Fault Tolerance: Similar to the
symmetric scheme, fault-tolerant quantum computation is
employed for operations on encrypted data. However, unlike
the symmetric scheme, the asymmetric scheme doesn’t
involve explicit periodic error correction procedures.

Additional Considerations:

Quantum Bootstrapping: The paper mentions quantum
bootstrapping as a potential solution to avoid interaction in
the asymmetric scheme. This is an active research area, and
its feasibility for Scheme 18 remains to be explored.

Commutative Properties: The paper highlights the impor-
tance of the encoder (CSS code) commuting with most
quantum operators (H and CNOT gates). The T gate is the
exception, necessitating ancillary states or interaction for its
implementation.

QOTP based scheme: Here are some practical considerations
specific to this scheme:

Ensuring Circuit Privacy and Noise Rate: This scheme
adheres to the circuit privacy argument put forth by [42] and
relies on the GSW encryption scheme, which utilizes a poly-
nomial noise rate. Therefore, it is crucial to properly control
the noise during encryption to prevent any information leak-
age.

Choosing the Modulus: The choice of modulus (g) holds
significant importance in this scheme, even though the hard-
ness assumption does not depend on it. The modulus selection
impacts both the efficiency and security of the encryption
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scheme, affecting the size of the ciphertext and computa-
tional complexity.

Propagating Randomness: The propagation of random-
ness introduces Gaussian noise into the implementation.
Properly managing Gaussian noise is indeed vital in main-
taining security while minimizing computational overhead.

QFHE Implementation: This scheme proposes the utiliza-
tion of QFHE. Quantum computing introduces additional
complexities, such as qubit error rates, gate fidelities, and
decoherence, which must be addressed in order to ensure the
scheme’s effectiveness.

Key Encapsulation Mechanism (KEM): This scheme is
premised on a KEM for QOTP encryption. The security of the
KEM is paramount, and great care must be taken regarding
its analysis, which might involve further complications due
to additional steps like post-quantum security to future-proof
against quantum attacks.

CNOT Evaluation: The capacity to evaluate CNOT gates
classically is the heart of quantum computation. Executing
classical operations on quantum-encrypted data needs effi-
cient algorithms and proper management of noise and error
rates.

Parameter Selection: The selection of parameters such
as ¢, o, and p needs to be appropriate. Their oversight
could lead to vulnerabilities or inefficient performance of
the encryption scheme.

Circular Security Assumption: The scheme assumes cir-
cular security, which might increase the complexity of the
security proof and, possibly, may require additional valida-
tion for being robust against potential attacks.

Bootstrapping: This module enables the scheme to support
deeper computations but introduces computational overhead
and complexity into the scheme. Efficient bootstrapping
techniques are crucial for practical implementations of the
scheme.

Lattice Security: The security proofs in the scheme are
based on the hardness of lattice problems. Ensuring the hard-
ness of these problems, being under a variety of attacks and
assumptions, is crucial for the overall security of the scheme.

Comparison of QFHE with classical FHE

Computational Efficiency: The quantum fault-tolerant-based
QFHE scheme leverages classical error-correction tech-
niques, particularly CSS codes, to ensure that quantum
operations remain efficient. By employing error correction,
this scheme minimizes the overhead associated with main-
taining quantum coherence during computations. This leads
to greater computational efficiency, especially for large-scale
encrypted computations, as it can process more data with-
out the exponential resource costs associated with classical
encryption schemes. On the other hand, the QOTP-based
scheme combines the concept of a QOTP with classical
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FHE. While this combination provides a quantum layer of
encryption, it requires performing both quantum and clas-
sical operations, which introduces additional computational
overhead. Thus, this scheme is less efficient than the quantum
fault-tolerant scheme in terms of raw computational speed.
Classical FHE, however, is the least computationally efficient
due to its reliance on polynomial-time operations, which
grow exponentially with data size, resulting in significant
overhead for encryption and decryption processes.

Noise Management: Noise management is a critical chal-
lenge in quantum computations. The quantum fault-tolerant
QFHE scheme addresses this issue by utilizing classical
error-correction codes like CSS codes, which significantly
reduce the impact of noise during quantum operations. While
this method improves the reliability of computations, the
level of noise that can be effectively managed is still lim-
ited by the efficiency of the error-correction codes and the
scale of the system. This means that although the quantum
fault-tolerant QFHE scheme performs well in maintaining
data integrity, noise still poses a potential problem, espe-
cially as the system scales. The QOTP-based scheme also
benefits from the inherent noise resistance of QOTP encryp-
tion, which protects the data from quantum noise during
encryption. However, once combined with classical FHE,
noise can accumulate during the classical processing phase,
potentially degrading the overall reliability. Classical FHE
does not offer inherent noise resistance and faces the chal-
lenge of noise propagation through successive encryption and
decryption layers. The noise in classical FHE increases with
every operation, and noise management typically requires
computationally expensive bootstrapping techniques.

Security: Both QFHE schemes provide enhanced security
features over classical FHE. The quantum fault-tolerant
scheme, through its error correction methods, provides a
more robust defense against potential quantum attacks,
ensuring that even if parts of the quantum system are com-
promised, the integrity of the encrypted data remains intact.
Similarly, the QOTP-based QFHE scheme benefits from
the QOTP’s security, which provides theoretically perfect
encryption, given that the quantum key is never reused.
However, the combination with classical FHE can introduce
vulnerabilities related to the classical layers of encryption.
Classical FHE, while secure in classical computing environ-
ments, is inherently vulnerable to the increasing capabilities
of quantum computers, which may be able to break classical
encryption methods in the near future.

Scalability: Scalability is another important factor in com-
paring QFHE and classical FHE schemes. The quantum
fault-tolerant QFHE scheme is highly scalable due to the use
of efficient error-correction codes and quantum parallelism,
allowing it to handle large volumes of data more effec-
tively. This scalability is a major advantage over classical

FHE, which suffers from exponential growth in computa-
tional complexity as the size of the encrypted data increases.
Although the QOTP-based QFHE scheme is scalable in terms
of quantum encryption, the additional classical FHE layer
makes it somewhat less scalable, especially as the system
size grows. The need to manage both quantum and classi-
cal operations introduces a level of complexity that can limit
scalability compared to the more streamlined quantum fault-
tolerant scheme.

Implementation Complexity: The implementation of the
quantum fault-tolerant QFHE scheme requires advanced
quantum error-correction techniques, making it more com-
plex to implement than classical FHE. The use of CSS
codes and the need to maintain quantum coherence through
error-correction protocols add additional layers of complex-
ity to the system. Similarly, the QOTP-based QFHE scheme,
while more secure, requires the combination of quantum and
classical encryption mechanisms, adding implementation
complexity. In contrast, classical FHE, although compu-
tationally expensive, is relatively simpler to implement in
classical computing environments, which may make it more
accessible in the short term but less resilient against quantum
threats.

Overhead and Resource Consumption: The overhead and
resource consumption of QFHE schemes are influenced by
both quantum and classical elements. The quantum fault-
tolerant QFHE scheme, with its reliance on quantum error
correction, has moderate overhead in terms of quantum
resources, but it is more efficient than the QOTP-based
scheme in terms of resource consumption. The QOTP-based
scheme requires both quantum resources for the one-time
pad encryption and classical resources for the homomorphic
encryption operations, leading to higher overall resource con-
sumption compared to the quantum fault-tolerant scheme.
Classical FHE, while requiring significant computational
resources, generally consumes fewer quantum resources as
it operates in a purely classical environment.

Application

In this section, we illustrate the multi-faceted applications of
QFHE and its associated schemes and describe the profound
impact of QFHE on various domains of secure computation.

Secure Quantum Voting Protocols: QFHE enables the devel-
opment of secure quantum voting protocols where voters can
cast their encrypted ballots without disclosing their prefer-
ences. The principles of QFHE ensure that every vote remains
confidential during the whole process of voting, thereby pro-
hibiting manipulation or leakage of the votes. This work
builds on the ability of QFHE to perform computations on
encrypted data, enabling the tallying of votes while preserv-
ing the privacy of the voters [43].
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Practical Implementations in Quantum Systems: The paper
also discusses practical applications of QFHE in bosonic
systems and quantum optics, with implications for quantum
communication and computation systems. QFHE provides
information-theoretic security based on quantum mechan-
ics, which has major implications for privacy-preserving data
processing and safe quantum computing applications [44].

Privacy-Preserving Quantum Computations Using QFHE:
QFHE is applied to achieve secure quantum computations
by leveraging the unique properties of quantum states. In
the application under discussion, QFHE performs computa-
tions on encrypted data using single-photon states encoded
with information in their polarization. This technique enables
secure processing of quantum data without disclosing the
underlying information, resulting in privacy-preserving del-
egated quantum computing. QFHE’s general applicability
includes aiding secure operations on sensitive quantum data,
which is critical in scenarios where data privacy and security
are vital, such as secure cloud-based quantum computing and
sensitive data analysis [45].

Enhanced Multi-Party Computation with QFHE: The improved

QFHE scheme proposed in [46] extends the flexibility of
QHE by enabling computations involving all single-qubit
unitary operations, even when the quantum capability of eval-
uators is limited. This advancement is especially valuable in
collaborative settings where numerous evaluators collaborate
to execute calculations on encrypted data, solving trust and
network load issues that arise with single-evaluator systems.
This enhanced approach illustrates a realistic application of
QFHE in safe, multi-party calculations by lowering the quan-
tum requirements and showing viability via simulations on
IBM’s cloud quantum computing platform.

Limitations

Quantum-based encryption, while promising for secure com-
munication and computation, faces several notable limita-
tions that hinder its widespread adoption. One significant
challenge lies in the sensitivity of quantum systems to
noise and decoherence, which can compromise the stabil-
ity and reliability of encrypted data during computation
or transmission. Additionally, quantum encryption proto-
cols often require advanced hardware and precise control
of quantum states, making them resource-intensive and dif-
ficult to scale for practical applications. Key management in
quantum systems also presents unique challenges, as main-
taining synchronization and preventing vulnerabilities such
as eavesdropping during key distribution can be complex.
Furthermore, the high computational overhead and lack of
standardization across quantum platforms add to the diffi-
culties of implementing quantum encryption on a broader
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scale. Addressing these limitations is essential to unlock the
full potential of quantum-based encryption technologies.

In addition to the conventional challenges faced by quan-
tum cryptographic systems, emerging cyber threats pose
significant risks to their effectiveness. While quantum cryp-
tography, particularly Quantum Key Distribution (QKD),
promises enhanced security through principles of quantum
mechanics, it remains vulnerable to sophisticated cyberat-
tacks. For example, state-sponsored attackers and advanced
persistent threats (APTs) exploit weaknesses in quantum
hardware and software, making even theoretically secure
systems susceptible to compromise. Moreover, Al-driven
cyberattacks have the potential to bypass existing quantum
safeguards, further threatening the robustness of these sys-
tems in real-world scenarios. The study [47] provides a
comprehensive analysis of these vulnerabilities, highlight-
ing how new attack vectors-ranging from hardware flaws to
Al-assisted side-channel attacks-can undermine the security
of quantum cryptography systems. This perspective under-
scores the need for ongoing research to identify and mitigate
these evolving threats, ensuring that quantum cryptographic
protocols can withstand future challenges posed by increas-
ingly sophisticated cyber adversaries.

Research issues in QFHE

The development of QFHE schemes is a growing field of
study aiming at providing secure processing on encrypted
quantum data. This subsection explores several QFHE
schemes and their respective challenges, with a focus on
applying conventional FHE concepts to quantum settings,
providing effective security measures, and increasing com-
putational performance in the face of quantum-specific
constraints. Each strategy addresses distinct issues such as
key management, encryption fidelity, and multi-party com-
putation, reflecting broader research objectives of improving
QFHE’s applicability and dependability in quantum comput-
ing contexts.

The development of QFHE libraries is an important
research topic in quantum computing. These libraries attempt
to provide accessible, dependable implementations of fully
homomorphic encryption methods designed specifically for
quantum circuits. Unlike classical FHE libraries, which
have experienced extensive research and implementation,
QFHE libraries are still in their early phases. The challenges
include adapting conventional FHE algorithms to quantum
settings, ensuring interoperability with quantum computing
platforms, and resolving quantum circuits’ unique secu-
rity and performance considerations. Robust QFHE libraries
are critical for advancing practical applications in secure
quantum computation, needing continued investigation and
development of both theoretical foundations and practical
implementations.
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The paper [48] describes a new QFHE system that
employs separate keys for encryption and decryption, dis-
tinguishing it from prior schemes that used the same key for
both processes. This technique, based on the TBQC model,
incorporates interactive computation into the evaluation pro-
cess and provides perfect security via QOTP in encryption
and decryption. It is ideal for safe delegated quantum com-
puting between two parties, allowing the server to compute
encrypted data without knowing the decryption key. How-
ever, obstacles include the need for interactive computation
and secure key distribution. General research difficulties in
the QFHE sector resulting from these issues include improv-
ing key management protocols, increasing efficiency and
scalability, and establishing viable ways for secure multi-
party quantum computing.

The scheme [38] aims to ensure that ciphertexts in QFHE
retain the features required for secure and efficient com-
putation. Various QFHE techniques utilize superpositions
of states, randomization processes, and the use of lattice
and Gaussian distribution features to produce desired cryp-
tographic outcomes. However, these approaches frequently
encounter limits in terms of trace distance, uniform dis-
tribution, and high probability decryption to the correct
value. Specific issues include regulating the complexity of
the Fourier Transform steps, limiting norm differences, and
making optimum use of lattice features. General research
questions raised by these obstacles include improving the
robustness of randomization algorithms, increasing the effi-
ciency of Fourier Transform implementations, and improved
handling of Gaussian distributions inside lattice-based cryp-
tography frameworks. These findings point to larger areas of
improvement required to advance the field of QFHE.

The suggested QFHE techniques in [49] concentrate
on quantum obfuscation using multi-valued quantum point
obfuscation, which covers both single-qubit and multi-
qubit cases. These approaches, independent of secret keys,
ensure that the mean values of encryption and evalua-
tion outputs are mixed, preventing attackers from obtaining
information without prior knowledge of plaintext distribu-
tion, hence improving security. Despite overcoming low-
dimension restrictions, obstacles remain in secure multi-
party computation, highlighting broad QFHE research issues
such as enhancing security measures, dealing with higher-
dimensional quantum states, and ensuring efficient computa-
tion in a quantum environment. These areas illustrate greater
hurdles to expanding QFHE technology.

The QFHE approach reported in [50] allows for secure
assessment of quantum circuits on encrypted qubits without
prior knowledge of the circuit form. Features include the use
of auxiliary qubits and classical bits for encryption, which
ensures that operations adhere to classical homomorphic
cryptosystem principles. Limitations include imperfect visi-
bility in two-qubit gates, which leads to decryption problems,

vulnerability to attacks leveraging detection events and key
management flaws, and practical limits such as low detection
rates, which affect overall security. Challenges highlighted
across schemes include increasing gate fidelity, strengthen-
ing key management against eavesdropping, and scaling up
for realistic quantum computing applications. These con-
cerns highlight ongoing research efforts to provide more
efficient, safe, and scalable QFHE protocols suitable for
larger quantum computing deployments.

Threat model for QFHE systems

A threat model identifies potential risks and attack methods
that could compromise the security of a system. In the case
of QFHE, the main goal is to protect sensitive data while
allowing computations on that encrypted data. Below is a
simplified breakdown of possible attack vectors in a QFHE
system:

1. Quantum Attacks on Encryption Keys

Quantum computers have the potential to break traditional
encryption methods, such as RSA or ECC, which rely on
the difficulty of factoring large numbers or solving ellip-
tic curve problems. If a quantum adversary gains access to
encryption keys, they could potentially decrypt sensitive data,
even if it was encrypted using QFHE. However, the QFHE
scheme itself is designed to withstand quantum attacks, but
this doesn’t eliminate the risk of key exposure.

2. Side-Channel Attacks

Side-channel attacks exploit unintended information leaked
by the system during computations. For example, an attacker
could observe the physical behavior of the quantum device,
such as timing or power consumption, to infer sensitive infor-
mation like encryption keys or intermediate computation
results. These attacks are more common in classical systems
but are still a risk in quantum environments, especially if the
hardware isn’t secure.

3. Quantum Noise and Errors

Quantum systems are susceptible to quantum noise and errors
due to the fragile nature of quantum states. If an attacker
can manipulate the quantum environment (e.g., introduc-
ing errors), they might distort the results of computations
or decrypt data. Although QFHE systems include error cor-
rection, an adversary who controls the quantum environment
might still find ways to exploit these errors.

4. Man-in-the-Middle (MITM) Attacks

In a Man-in-the-Middle attack, an attacker intercepts and
possibly alters the communication between two parties (e.g.,
Alice and Bob in QFHE). If the quantum communication
is not properly authenticated or if the encryption scheme is
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weak, an attacker could decrypt or manipulate the exchanged
quantum information, compromising the security of the sys-
tem.

5. Compromised Trusted Parties

QFHE often involves two or more trusted parties (e.g., Alice
and Bob). If either of these parties is compromised, the secu-
rity of the entire system is at risk. For example, if Bob’s
private key or quantum device is hacked, they could poten-
tially decrypt encrypted data or manipulate the computations.

Future directions

As quantum technologies continue to evolve, the field of
QFHE presents numerous opportunities for further explo-
ration and development. One promising direction is the
design of more efficient QFHE schemes with reduced compu-
tational overhead and improved scalability. Current schemes
often face challenges in terms of error correction and resource
optimization, which must be addressed to make QFHE prac-
tical for large-scale implementations.

Another critical area for future research is the development
of hybrid cryptographic frameworks that combine classical
and quantum techniques. Such frameworks could leverage
the strengths of both approaches, providing robust secu-
rity while minimizing the limitations associated with fully
quantum systems. In particular, exploring chaos-based or
other unconventional encryption methods within a quantum
context could yield innovative solutions for secure data pro-
cessing.

Furthermore, QFHE has significant potential in quan-
tum cloud computing environments. Future studies could
investigate methods to enhance the interoperability of QFHE
with quantum cloud platforms, enabling seamless and secure
encrypted computations for sensitive applications like finan-
cial transactions, healthcare data processing, and government
communications.

Addressing the cost barriers of quantum computing is
another essential focus. Research into cost-efficient hard-
ware, error-tolerant architectures, and accessible software
tools will be vital for making QFHE technologies more prac-
tical and widespread. Additionally, collaboration between
academia and industry could accelerate the development of
real-world applications, bridging the gap between theoretical
advancements and practical deployment.

Finally, ongoing efforts should prioritize rigorous secu-
rity analysis to address potential vulnerabilities and ensure
resilience against both classical and quantum threats. As
quantum computing matures, the cryptographic landscape
will continue to evolve, requiring proactive innovation to
stay ahead of emerging challenges. These future directions
underscore the importance of sustained research and interdis-
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ciplinary collaboration to unlock the full potential of QFHE
in securing data in the quantum era.

Hierarchical memory management with
quantum caching and reinforcement
learning for QFHE schemes

While existing QFHE schemes such as the two schemes
discussed in above section provide useful functionalities,
they tend to be memory-intensive: this is because of the
requirements of fault-tolerant quantum computation, the cir-
cuit complexity, the management of noise, and the details
of QFHE implementation. The survey revealed a common
challenge across various QFHE schemes: the need for effi-
cient memory management to handle complex computations
without exceeding hardware constraints. To address these
limitations and enhance the overall efficiency of QFHE com-
putations, we propose a novel hierarchical memory manage-
ment system.This paper presents a new hierarchical QFHE
memory management system, utilizing quantum cache and
reinforcement learning algorithms for optimal dynamic data
movement. This method is to reduce the quantum memory
footprint but also be efficient.Memory optimization strate-
gies, such as the hierarchical memory management system,
may aid in memory intensity reduction by dynamically man-
aging memory resources in response to access patterns and
computational needs.

The reinforcement learning agent optimizes memory
usage by selecting and retaining the most relevant data
for improving future decisions, based on feedback signals
(reinforcements) received from its interactions with the envi-
ronment [51]. Specifically, the RL agent monitors access
patterns and operational needs of the QFHE system and
predicts the most efficient memory allocation strategies.
Through a process of trial and error, the agent learns which
data should be kept in quantum memory (cache) and when it
should be moved to classical memory or offloaded. This con-
tinuous feedback loop allows the system to adapt to varying
workloads and quantum operations.

In technical terms, the RL agent uses a policy gradient
method or Q-learning to evaluate memory allocation deci-
sions. At each step of computation, the agent receives a
“reward” based on the efficiency of memory usage-measured
in terms of computational time, memory load, or error rates-
and adjusts its policy to maximize this reward. The reward
function provides feedback from the environment, guiding
the agent to maximize long-term rewards by associating
specific rewards with states or state-action pairs, while the
policy function defines the mapping from states to actions,
which can be either stored or dynamically computed based
on environmental interactions [52]. By constantly refining
its memory management strategy, the agent ensures that the



Complex & Intelligent Systems (2025) 11:264

Page 23 0f28 264

QFHE system operates within the hardware’s memory con-
straints, while minimizing delays or resource exhaustion.

Memory optimization strategies, such as the hierarchical
memory management system, may aid in memory intensity
reduction by dynamically managing memory resources in
response to access patterns and computational needs. This
approach not only addresses memory limitations but also
improves the overall efficiency of QFHE systems, making
them more viable for real-world applications.

System components

Quantum Registers: A small portion of the quantum registers
is dedicated as a high-speed cache, called Q-Cache. In Q-
Cache, commonly accessed qubits are stored along with some
crucial entangled qubit pairs, which would be necessary for
computational purposes.

Classical Memory with Access History: The rest of the qubits
and the related classical data are placed in classical mem-
ory, namely C-Memory. The classical memory maintains an
access history for each qubit and data element. It tracks the
frequency and timestamps of access.

Reinforcement Learning Agent: A lightweight RL agent is
tasked to watch over the QFHE computations. It observes the
access patterns of qubits and data elements that are stored in
C-Memory. The analyzed parameters include the following:

e Access Frequency: The number of times a certain qubit
or entangled pair is accessed while conducting the com-
putation.

e Temporal Locality: Whether multiple accesses to the
same qubit or entangled pair happen in a time window.

e Spatial Locality: Whether the accessed qubits or entan-
gled pairs that are accessed frequently are logically
related to each other-for example, does the same quantum
circuit have it.

Data Transfer Protocol: There is a need for acommunication
protocol to support the movement of qubits and entangled
pairs between the Q-Cache and the C-Memory as per the
observations and recommendations of the RL agent. The
data transfer protocol should be optimized to ensure mini-
mal overhead and error correction in the data movement.
Figure 3 outlines a hierarchical memory management
system designed to optimize computations in QFHE. The
diagram depicts the integration of a Q-Cache, which stores
frequently accessed data to minimize retrieval times, and
a Reinforcement Learning (RL) Agent, which dynamically
manages the movement of data between different levels
of memory. This approach aims to enhance computational
efficiency by ensuring that critical data is readily available
while adapting to changing computational needs. By optimiz-

ing data storage and retrieval, this system can significantly
improve the performance of QFHE operations, making it
more practical for complex and resource-intensive tasks.

Algorithm

The following presents an algorithm for Hierarchical Mem-
ory Management using RL specifically designed for QFHE
computations. This innovative approach seeks to optimize the
movement of data between classical memory (Cmem) and a
dedicated quantum cache (Qcache) to enhance the overall
efficiency and performance of QFHE operations.

The algorithm operates as follows: Initially, an RL agent
is tasked with monitoring the access patterns of qubits within
the Cmem. By analyzing historical data, including frequency
of access and both temporal and spatial locality, the RL agent
gains insights into the usage patterns of qubits. This informa-
tion is crucial as it helps the agent understand which qubits
are frequently accessed and which ones are less utilized.

Based on this analysis, the RL agent makes informed rec-
ommendations for data management. For instance, it might
suggest caching frequently accessed qubits in the Qcache to
ensure faster access and reduce retrieval times. Conversely,
it might recommend swapping out less utilized qubits from
the Qcache to make room for more critical data. The recom-
mendations are then implemented using sophisticated error
correction protocols, which ensure that data integrity is main-
tained during the movement process.

After the recommendations are executed, the RL agent
updates the access history to reflect the latest data movement.
This updated history serves as the basis for future decisions,
allowing the RL agent to continually refine and optimize its
policy. The RL agent’s learning process is iterative: it adjusts
its strategies based on the observed impact of its previous
decisions on QFHE efficiency.

Over time, this dynamic and adaptive approach enables
the hierarchical memory management system to signifi-
cantly improve the performance of QFHE computations. By
efficiently managing data movement and optimizing mem-
ory usage, the algorithm enhances computational efficiency,
making it feasible to handle more complex and resource-
intensive QFHE tasks with greater effectiveness.

Theoretical proof

The Hierarchical Memory Management method for pro-
posed QFHE schemes involves the use of an RL agent
to guide dynamic data movement between quantum cache
(Q-Cache) and classical memory (C-Memory), taking into
account access patterns and efficiency metrics. Although a
strict mathematical proof for this is difficult because of the
complexity and variability of real-life situations, we can now
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Fig.3 This diagram outlines a
hierarchical memory
management system for
optimizing QFHE computations.
It leverages a Q-Cache for
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P
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Data Transfer Protocol

outline a framework theoretically, asserting the effectiveness
of the approach at every point:

MDP Formulation: The problem of memory management
can be cast as an MDP, where the RL agent interacts with the
environment (QFHE computations) towards learning optimal
data movement policies. The state space consists of different
configurations of data in both the Q-Cache and C-Memory,
while the action represents how to move qubits between these
tiers.

Reward Function Design: The reward function defines the
criteria through which the RL agent receives feedback on
the quality of its decisions. Building an appropriate reward
function that rewards the optimization of QFHE computa-
tions will urge the agent to learn policies that will result in
better performance.

Optimality Analysis: Theoretical analysis can focus on show-
ing the convergence of learning processes of the RL agent
toward the optimum memory management policies. This may
involve showing conditions under which the policies of the
RL agent will lead to the optimal solution, thus the efficient
use of resources over time.

Complexity Analysis: Theoretical investigation into the com-
putational complexity of the proposed method, including
considerations such as time complexity of decision algo-
rithms, memory overhead for maintaining access history, and
convergence properties of the RL algorithm.

Performance Guarantees: This includes theoretical guaran-
tees of the proposed memory management system’s perfor-
mance under changing conditions in the workload character-
istics, hardware constraints, and error correction mechanisms
that will be present, since these are guaranteed to make the
method robust and reliable in practical settings.

@ Springer

While a complete theoretical proof may not be feasible-
since the QFHE schemes and real-world environments are
inherently complex and variable-the theoretical framework
outlined goes a long way to further the analysis and under-
standing of the effectiveness of the proposed method. Empir-
ical validation in the forms of simulations and experiments
will complement the theoretical insights by demonstrating
the practical utility and benefits derived from the hierarchi-
cal memory management approach in the enhancement of
the efficiency in QFHE computations.

Analytical model to estimate the memory footprint
reduction and efficiency of the method.

Using this model, we can determine the potential advantages
offered by the new proposed hierarchical memory manage-
ment system in terms of memory footprint reduction and
efficiency improvements.

Factors

Total Number of Qubits (Qyp1): Total number of qubits in
the quantum processing unit (QPU).

Cache Size (Q qche): A portion of the total qubits Qa1 ded-
icated for Q-Cache.

Access Probability Distribution (Pyccess): The probability
distribution of a given qubit/entangled pair being accessed by
computation in QFHE. This can be derived from historical
access information or known access patterns for a particular
QFHE scheme.

Cache Hit Rate (Hyq.): The probability that the required
qubit/entangled pair is found in the Q-Cache during compu-



Complex & Intelligent Systems (2025) 11:264

Page 250f28 264

Input: Q.4 Total number of qubits in quantum registers,

Cinem: Classical memory used for storing qubits and access

history,

QO cache: Designated portion of Q4 allocated for quantum

cache,

RLgens: Reinforcement learning agent equipped with a reward

function,

access_history: Data structure within Cy,,,, recording access

history for each qubit or data element.

Output: Optimized data movement strategy between Q 4cne and
Chnem to enhance efficiency of QFHE computations.

Initialization:

o Initialize RLqgen, With a reward function designed to maximize
efficiency, minimize cache misses, and reduce the number of
data swaps.

e Populate access_history with initial access counts for each
qubit or data element stored in Cyep, -

while QFHE computation is ongoing do
RL4gen, monitors access patterns of qubits in Cpyep, -
Analyze access_history to determine:

e Access frequency of each qubit or entangled pair.

e Temporal locality (recent access patterns).

e Spatial locality (logical relationships between accessed
qubits).

Based on the analysis, R Lggen: recommends data movement:

e Cache In: Move a qubit or pair from Cpem t0 Qcache if it
shows high access frequency or strong locality.

e Cache Out: To maintain space in Qc4che, move less
frequently used qubits from Q qche t0 Crem-

Execute the data transfer protocol as recommended by
R Lugenﬁ

e Transfer qubits or pairs between Qcqche and Cyep With
necessary error correction.

RLgen, evaluates the impact of its decisions on QFHE
efficiency and updates its policy according to the reward

function.
end

Algorithm 1: Hierarchical memory management with RL
for QFHE

tation. It depends directly on the efficiency of learning by the
RL agent and its decision-making capabilities.

Data Transfer Overhead (Tyyerhead): Cost (in terms of
time/energy) to transfer a qubit/entangled pair between Q-
Cache and C-Memory.

Assumptions

e The access probability distribution ( Paccess) Of qubits and
entangled pairs is either known or can be estimated with a
high degree of assurance for the selected QFHE scheme.

e The learning capacity of the RL agent, along with data
movement decisions that lead to the cache hit rate being
high, or in other words, the RL agent is able to make the
right decision.

e Update access_history in Cy,e to reflect the data transfers.

e Overhead to transfer data (Tyyerhead) 1S invariant for all
qubits and entangled pairs.

Metrics to estimate

Memory Footprint Reduction (Meqyction): Percentage reduc-
tion in memory usage on the QPU, with and without a
hierarchical memory management system.

Computation Time Improvement (Tinprovement): Percentage
improvement in total computation time taken, because of
data movement being effective and efficient due to the RL
agent.

Model equations

Average Cache Misses per Computation (M,;ss): This calcu-
lates the number of times, on average, the RL agent requires
data swapping between Q-Cache and C-Memory in a single
QFHE computation.

Miss = Qrotal X (1 — Hrage)

Memory footprint reduction (M egyciion): This computes the
percentage of QPU memory that the hierarchical system
saves.

Mpiss X T,
miss overhead % 100%

Meduction =
Ototal X Tcomputation

Where, Teomputation: Average computation time of the QFHE
scheme without the memory management system.

Computation time improvement (Tinprovement): It estimates
the potential computation time that can be improved due to
reducing data transfer overhead.

Miss X T,
miss overhead % 100%

Timprovement =
Tcomputation

Sensitivity analysis

We take a sensitivity analysis to see how model estimates
vary with different assumptions. This shows how changes in
such key parameters as cache hit rate, Hp,e, and data trans-
fer overhead, Tyyerhead, affect the predicted memory footprint
reduction and computation time improvement. We consider
H;,e ranging between 0.5 and 0.9 and vary Toyerhead between
1 and 10 to look at the resulting changes in Myeduction and
Timprovement. This enables one to see how robust the method
proposed here is under different conditions and indicates crit-
ical factors that influence its performance.
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Incorporation of specific QFHE schemes

Generalization for specific QFHE schemes can be achieved
by further developing the model to incorporate already
known access patterns related to QFHE schemes into the
Pyccess distribution. For example, BGV and CKKS have
known access patterns since they have different structures
according to their mathematical principles and operational
requirements. The access patterns can be incorporated into
the model, which would then be able to predict the memory
reduction and efficiency gains under different scenarios in a
more tailored manner. This can be done through the analysis
of the specific access frequency and locality characteristics
of the chosen QFHE scheme and adjusting the Pyccess distri-
bution accordingly.

Limitations and future refinement

This model is based on the assumptions of access patterns and
effectiveness of the RL agent. The quality of these assump-
tions and the QFHE scheme selected highly affect the quality
of the estimates. To enhance the model, it can be further tai-
lored to specific QFHE schemes by integrating the known
access patterns of those schemes into the Pyccegs distribution.
For example, this could involve analyzing how often particu-
lar qubits or quantum gates are accessed during computations
and incorporating this data into the model.

Additionally, more advanced versions of the model could
account for the fact that different qubits or entangled pairs
may experience varying levels of data transfer overhead
due to factors such as physical distance, quantum decoher-
ence, or the specific error-correction mechanisms in use. By
refining these aspects, the model could provide more pre-
cise estimates and better reflect the practical constraints and
behaviors of real-world QFHE systems.

Conclusion

In this paper, we have carried out a comprehensive sur-
vey for two of the key QFHE schemes in terms of their
foundational principles, mathematical frameworks, security
considerations, and practical implications. From the survey
we can understand that the schemes are memory-intensive in
nature and need to be so, since the scheme demands fault-
tolerant quantum computation, circuit complexity, and noise
management. In this direction, we proposed a novel hierar-
chical memory management system that leverages quantum
caching and reinforcement learning to optimize the move-
ment of data and reduce the footprint of memory. The
proposed system dynamically manages frequently accessed
qubits and entangled pairs by storing them in a high-speed
quantum cache, called Q-Cache. In the lightweight rein-

@ Springer

forcement learning architecture, the QFS RLA monitors and
adapts to access patterns. Based on the access pattern, the
RL agent’s recommendation for data movement minimizes
cache misses and data transfer overhead, thus enhancing the
overall efficiency of computations using QFHE. We devel-
oped an analytical model to estimate the potential benefits of
our proposed technique for the considered access probabil-
ities, hit ratios of the cache, and overhead on data transfer.
It provides the analytical metrics of reduction in memory
footprints and improvement in computation time to illus-
trate the effectiveness of our method in using resources with
QFHE schemes. Our theoretical framework illustrates that
the potential of a hierarchical memory management system
is to dramatically increase the efficiency of QFHE computa-
tions. Nevertheless, the empirical validation by simulations
and experiments will have to be established to confirm the
practical utility and benefits of the theory. In conclusion, the
proposed method implies an advance in the field of quantum
secure computation. By considering the problem of memory
management in QFHE schemes, we pave a way to efficient
and scalable quantum computation schemes, giving impetus
to further development and applications in this exciting area.
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