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Abstract: Machine learning (ML) has achieved remarkable success in a wide range of applications. In
recent ML research, deep anomaly detection (AD) has been a hot topic with the aim of discriminating
among anomalous data with deep neural networks (DNNs). Notably, image AD is one of the most
representative tasks in current deep AD research. ML's interaction with quantum computing is
giving rise to a heated topic named quantum machine learning (QML), which enjoys great prospects
according to recent academic research. This paper attempts to address the image AD problem in
a deep manner with a novel QML solution. Specifically, we design a quantum-classical hybrid
DNN (QHDNN) that aims to learn directly from normal raw images to train a normality model
and then exclude images that do not conform to this model as anomalies during its inference. To
enable the QHDNN to perform satisfactorily in deep image AD, we explore multiple quantum layer
architectures and design a VQC-based QHDNN solution. Extensive experiments were conducted
on commonly used benchmarks to test the proposed QML solution, whose results demonstrate the
feasibility of addressing deep image AD with QML. Importantly, the experimental results show that
our quantum-classical hybrid solution can even yield superior performance to that of its classical
counterpart when they share the same number of learnable parameters.

Keywords: deep learning; quantum machine learning; image anomaly detection; quantum hybrid
deep neural network

1. Introduction

Anomaly detection (AD) [1], which is also called one-class classification [2], is a task
of identifying abnormal samples that differ from the given normal data. Against the back-
ground of industrialization and informatization, AD has important applications in many
fields. For example, it can be used to monitor the operating states of machines or systems [3],
detect whether systems are invaded [4], identify and detect financial fraud [5], perform
out-of-distribution detection [6,7], and assist doctors with medical diagnosis [8]. The impor-
tance of AD has encouraged many researchers to develop effective AD algorithms. Due to
the scarcity of anomalies, AD is often addressed as a task of semi-supervised /unsupervised
learning. Its core idea is the assumption that the majority of accessible original data are
normal, and the anomalous samples of data are not known a priori. Then, the goal is to
build a mathematical model of normal data through training. When test data do not con-
form to the model, they are considered anomalous data. Up to now, there has been a large
number of solutions for AD. For example, mainstream AD methods can be categorized
into statistical methods, density-based methods, and distance-based methods (reviewed
in Section 2.1). With the advent of deep learning and its great success in recent machine
learning (ML) research, AD methods based on deep neural networks (DNN), which can
be shortened to deep AD, have attracted much attention from the research community.
Without a time-consuming feature engineering stage, deep AD makes it possible to learn
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a model directly from the raw input data, which can be more convenient and effective
than the method of traditional AD. Therefore, such merits render deep AD particularly
suitable for handling visual data, such as images, which have undergone explosive growth
due to the popularization of digital devices. Thus, we focus on discussing image AD as a
representative task for exploring deep AD in this paper.

Quantum computing refers to computing tasks or algorithms that can be accom-
plished by using quantum computers. With the rapid development of quantum technology,
the tremendous potential of quantum computing makes this a key research direction in
many countries. Considering the popularity of ML, quantum machine learning (QML),
which aims to combine the advantages of both quantum computing and machine learning,
naturally receives considerable interest. To exploit the existing ML foundation for QML
research, a promising direction is that of extending classical ML methods to their quantum
or quantum-classical hybrid counterparts. For instance, researchers have proposed QML
models such as the quantum autoencoder [9-11], quantum Boltzmann machine [12,13],
quantum generation antagonistic learning [14-17], and quantum kernel methods [18-20].
Similar to the success of DNNs in classical machine learning, quantum deep neural net-
works (QDNNSs) and quantum-classical hybrid deep neural networks (QHDNNS) also
show extraordinary prospects in the field of QML. Currently, there are numerous studies
on QML, but most of them still focus on ordinary ML tasks, such as binary/multi-class
classification. As far as we know, image AD has not been approached in a deep manner
with a QML solution due to its more challenging nature. Therefore, this paper intends to
fill this blank by exploring the feasibility and effectiveness of QML in deep image AD.

To this end, we present a QML solution for deep image AD within our knowledge.
Our solution is built upon a QHDNN that is inspired by the classical deep AD solution,
deep support vector data description (DSVDD) [21]. We explore various means of design-
ing the QHDNN, and we conducted extensive experiments to test the proposed hybrid
solution. Our results on public image benchmark datasets not only justify the feasibility
and effectiveness of introducing a quantum module into a deep AD model, but also reveal
that the proposed QHDNN can even outperform its counterpart in some cases.

2. Related Work
2.1. Anomaly Detection

In the field of ML, the concept of AD has been proposed for a long time. In the
beginning, AD was often applied for the inspection of large industrial machines. In recent
years, with the widespread use of computers, AD has enjoyed more and more applications
in practice. In view of this situation, researchers have proposed many AD methods [22].
Early AD methods were based on statistical calculations. They used “normal data” to
estimate probability density functions, such as in Parzen’s density estimate method [23]. If
the density function of the test samples is below the threshold value, we could consider
them as “abnormal data”. However, these algorithms often require a large number of
samples to yield an accurate density estimation. Another representative AD method is
the one-class SVM (OCSVM) [24]. The goal of OCSVM is to find the maximum margin
hyperplane in the feature space to separate the data from the origin. Similarly, the classical
support vector data description (§VDD) algorithm [25] aims to map the original normal data
to a hypersphere that is as small as possible. If the test sample falls outside the hypersphere,
it is considered abnormal. There are also other types of classical AD algorithms, such as the
linear programming (LP) classifier, which has the purpose of minimizing the volume of
a prism [26]. However, most of the classical AD methods lack the ability to learn useful
features from the original data, which makes it hard for them to escape from the painful
feature extraction process [21]. Since recent studies [27,28] have made tremendous progress
in representation learning with DNNs, it is natural to approach AD with deep learning
methods, which has motivated researchers to establish a new research branch named deep
AD. One of the most prevalent deep AD models is the autoencoder [29], which contains
a symmetric encoder-decoder structure for encoding raw input data. Nevertheless, they
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are not trained by an AD-based objective function and rely on heuristic methods based on
reconstruction errors [21]. Thus, Lucas et al. proposed a deep AD solution named deep
SVDD (DSVDD) [21], which was inspired by the classical AD method, SVDD. Specifically,
DSVDD employs a DNN to map raw input data to a new feature space and encourages them
to fall into a hypersphere with a minimum volume in this space. Following DSVDD, several
deep AD methods were proposed, and they significantly improved the performance in tasks
such as deep image AD. For instance, a major breakthrough in deep AD was achieved with
a geometric-transformation-based method [30]. It transformed one-class data into multiple
classes through geometric transformation to learn good representations and perform AD.
Tack et al. [31] proposed the first contrastive-learning-based framework to further improve
deep AD performance. In this paper, considering the simplicity and effectiveness, we
chose DSVDD as the foundation for exploring the possibility of addressing deep image AD
with QHDNN.

2.2. QML

In recent years, the field of QML has rapidly developed. Multiple QML algorithms
have emerged, such as the quantum autoencoder [9-11], the quantum Boltzmann
machine [12,13], quantum generative adversarial learning [14-17] and the quantum ker-
nel method [18-20]. These quantum algorithms have been experimentally proven to be
effective. In the research on QML, QHDNN is one of the promising directions. Unlike
QML algorithms that are based on pure quantum circuits, the aim of QHDNN is to take
advantage of both classical deep learning and promising quantum computing. Based on
mature DNN structures, QHDNN enjoys easier implementation and better exploitation of
existing DNNs’ power, which motivated a line of recent work. For example, Chen et al. [32]
trained a QHDNN to classify two types of quantum data. However, these data types are
not universally applicable. Wilson et al. [33] proposed an open-loop hybrid algorithm
called quantum kitchen sinks (QKS) and used it to solve a binary classification problem for
two handwritten numbers. Skolik et al. [34] used a QHDNN trained with a hierarchical
learning strategy to perform handwritten number classification. Although these QHDNNSs
are feasible, their quantum structures are too specialized to be combined with other existing
algorithms. The problem was not discussed until Mari et al. [35] proposed a QHDNN
for transfer learning. Its dressed quantum circuit (DC) could be easily incorporated into
existing neural network algorithms. At present, most QML solutions focus on several
ordinary learning tasks, such as binary classification. As for AD, we also noticed that few
recent works were devoted to using quantum circuits for AD. Concretely, Gunhee Park
et al. [36] proposed a variational quantum one-class classifier; Alona Sakhnenko et al. [37]
proposed a hybrid classical-quantum autoencoder for anomaly detection in tabular data.
Nevertheless, to the best of our knowledge, no QML work has delved into deep image
AD, despite its importance. Therefore, this paper intends to fill this gap by exploring the
feasibility of QML in the deep image AD field.

3. A Quantum-Classical Hybrid Solution for Deep Anomaly Detection

As far as we know, the application of a QHDNN in deep image AD is still a research
gap. To fill this gap, we intend to make an attempt by devising a novel quantum-classical
hybrid solution. Since DSVDD has been proven to be an intuitive but effective baseline that
pioneered the exploration of deep AD for images, we developed our quantum-classical
hybrid solution based on DSVDD. In this section, we first introduce DSVDD, and then
present our quantum-classical hybrid method.

3.1. DSVDD

DSVDD [21] is a classical deep AD solution whose conceptual diagram is shown
in Figure 1. To be more specific, DSVDD employs a classical DNN to map raw data into a
new feature space and let them fall into a hypersphere. The hypersphere is supposed to
contain as many normal data as possible with a minimum volume (“normal data” refers
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to single-class data that have been given during training, while anomalies are considered
to be unknown in AD during the training stage). Afterward, the training ends up with a
learned hypersphere. Once the test data fall outside it, the data are considered abnormal.
Assuming that the given training dataset is X C R?, ¢(-; W) is a DNN that maps the input
dataset to the embedding set X’ C R in the new feature space. The network has | layers,
with a set of learnable parameters W = {Wl, w2..., W/ }, where W/ are the parameters
of layer j € {1,...,]}. ¢(x; W) € X' is the mapped representation of x € X given by
network ¢ with parameters W. The hypersphere in the new feature space is characterized
by a radius of R > 0 and the center ¢ € X’. For the training dataset X = {xy,...,x,}, the
soft-boundary DSVDD loss function is defined as:

. 2 1 . 2 2 & / j 2
min R +v—n1;max{0, 19 (x;; W) — ¢|[>—R }+2]Z%Hw | (1)
4 A
oLt Px; W)

»
» —>

Figure 1. Conceptual diagram of DSVDD. DSVDD [21] is a classical deep AD solution that adopts a
DNN to map “normal data” (represented by solid circles in the diagram) into the hypersphere.

As in DSVDD, the volume of the hypersphere is minimized by minimizing R. The
second term is the penalty term for points falling outside the hypersphere. The hyper-
parameter v € (0, 1] controls the trade-off between the sphere volume and violations of
the boundary. The last term of (1) is the regularization term, which is used to prevent
overfitting. « is the coefficient of the regularization term. With further simplification, the
one-class DSVDD loss function is defined as:

. 1 1 W 2 4 / W] 2 )
S R >

For the test data x € X, we define the anomaly score according to the distance from
the center of the hypersphere.

s(x) = (W) —c|]?, ®)

where W* are the network parameters of the trained model. In DSVDD, the whole process
is divided into two steps. Step 1: pre-training. This is accomplished with a classical
autoencoder, which has an encoder-decoder structure. For an input datum x, the encoder
maps it to an embedding x/, and the decoder aims to reconstruct the original x from x’. In
this process, the parameters W of the encoder are adjusted to reduce the reconstruction
errors. To initialize the center of hypersphere ¢, we average all of the embeddings in X'.
After pre-training, the obtained encoder and the center c are preserved, while the decoder
is discarded. In this way, we have actually obtained a preliminary hypersphere. Step 2:
fine-tuning. In this step, we minimize the volume of the preliminary hypersphere according
to the objective function in the objective function (1) or the objective function (2). In the
objective function (1), the hypersphere is shrunk by directly penalizing the radius and
the embeddings that fall outside the hypersphere. Differently, the objective function (2)
contracts the hypersphere by reducing the average distance of all embeddings from the
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center. Finally, we can use Equation (3) to calculate the anomaly score of a given test data x.
Therefore, we judge whether data are abnormal according to their scores. Since one-class
DSVDD performed slightly better than its soft-boundary counterpart in image AD in the
past [21], this paper mainly used one-class DSVDD as the baseline. Figure 2 shows the
specific structure of DSVDD. We used the Adam optimizer [38] for training.

¢l
2 f Z 4 g Conv Maxp()()l Conv Maxpool FC FC
03 132% ':>- — - — - V —
0 2qé0 Relu Relu
28%28x1 28%288 14x14%8 14x14%4 7x7%x4 .32 L
Input . J\ J Output

Feature Learning Feature Mapping

Figure 2. The DNN of DSVDD. It is composed of convolutional (Conv) layers, max-pooling (Maxpool)
layers, and fully connected (FC) layers.

3.2. Quantum-Classical Hybrid Solution
3.2.1. Motivation

To the best of our knowledge, no QML solutions have delved into the domain of deep
image AD. To fill this gap, this paper makes an attempt to perform deep image AD with a
novel quantum-classical hybrid solution. As DSVDD has been proven to be an effective and
pioneering deep AD solution, we naturally chose it as the foundation for developing our
hybrid solution. We are interested not only in the feasibility of utilizing QML to address
deep image AD, but also in whether our hybrid solution can achieve superior performance
to that of its classical counterpart. Our solution is based on the following motivation: We
noticed that the regularization term is of vital importance for DSVDD, as it avoids trivially
mapping all data to a fixed point in the feature space and losing the ability to discriminate
anomalies, i.e. overfitting. Therefore, we assume that the quantum layers can also play a
similar role to that of regularization, as the forward pass of the quantum layer requires
measurement, which is an inexact step. In this way, we may prevent overfitting of DSVDD
and obtain diverse features from input data. In order to verify our assumption, we designed
a QHDNN solution for deep image AD and carried out copious experiments to test its
performance in terms of various aspects.

3.2.2. The Structure of QHDNN

QHDNN is a hybrid neural network that implements a network with both quantum
and classical components. As can be seen in Figure 2, the layers of DSVDD are mainly
divided into two parts. The front blue part is mainly responsible for feature learning, i.e.,
learning features from the raw input data. The later yellow part is mainly responsible for
feature mapping and completing the downstream task, which is AD in this case. Consid-
ering the different roles of two parts in DSVDD, we mainly explore two possible ways
to build an effective QHDNN solution: (a) using a quantum network layer to replace a
classical learnable layer in the blue part; (b) using a quantum network layer to replace the
fully connected (FC) layer in the yellow part.

Our empirical evaluations suggested that method (b) actually produced better perfor-
mance than that of method (a) in this case. Specifically, the experimental results showed
that the accuracy of method (b) was about 10% higher than that of method (a) (on MNIST).
We speculate that such observations can be ascribed to the following reason. Unlike the
most frequently seen classical network layers (e.g., the convolution layer) that conduct
exact computations and give fixed outputs, the quantum network layer usually includes a
measurement process, which is an inexact operation and produces non-fixed outputs. We
believe that such an operation can be harmful to the feature learning process in the blue
part, but beneficial to the regularization of the final feature mapping process in the yellow
part. The intuition behind this is that one usually expects the feature learning layers to
extract invariant features from normal single-class data, which can be degraded by the mea-
surement operation in the quantum network layer. By contrast, the inexact property of the
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quantum layer helps prevent the final feature mapping from trivially mapping all normal
data to an identical point in the data space, which causes the loss of generalization ability.

Hence, we built our QHDNN solution and conducted further research on the basis of
method (b). Figure 3 shows the general structure of our QHDNN. In our architecture, the
pooling layers and convolutional layers were kept the same as in a classical DNN, while
the quantum layer was adopted to replace the final FC layer for feature mapping.

Quantum Layer

% [0)=H—U 7=
2 J: Z : e; . 1o lH—u e ~
i — Classical Layers — = \o>_H_U_$ —_

ELITEJIE 3 8 coo
oxgqeéo0 — o oy ST — T

Input Feature Learning
Feature Mapping

Figure 3. QHDNN. The QHDNN was built by replacing the last FC layer of the classical DNN
with the quantum network layer. Therefore, the QHDNN consisted of two parts, a classical feature
learning part and a quantum feature mapping part.

3.2.3. Design of the Quantum Network Layer

After the overall architecture of the QHDNN was settled, we focused on designing
the specific structure of the quantum network layer. Unlike the classical neural network
architecture, which has been thoroughly studied, the architecture of the quantum network
layer is still being explored. Up to now, the quantum network layer has been implemented
in several ways. Some of them do not contain learnable parameters [39], and their perfor-
mance is often limited due to the lack of learning ability. Recently, an effective quantum
network layer containing multiple quantum bits (qubits), which is called the variational
quantum circuit (VQC)-based quantum layer [35,40—42], has attracted wide attention. It has
become one of the most popular quantum layers since it was proposed because it exhibits a
comparable learning ability to that of the classical network layer in many cases [43]. We
believe that the reason behind its good performance is that VQCs can convert classical
vectors into quantum states, and they follow the generalized parameter shift rules [44],
which allows them to use a classical optimizer for optimization. Thus, we decided to use a
VQC-based quantum layer to build the QHDNN in this article.

A VQC-based quantum layer usually consists of three parts. (a) Preparation: A VQC
can only deal with quantum states, but the input of the quantum layer is a classical vector
in this case. Thus, before a VQC can fulfill its role, we need to import the classical data into
the quantum layer. This can be achieved through a preparation layer P by embedding a
real-valued vector x into a corresponding quantum state |x). A typical example of this is
shown in Equation (4).

P :x — |x) = E(x)|0), 4)

where x is the classical input parameter, |0) is the initial quantum state of the qubit that we
prepared in advance, and E(x) can be a single qubit rotation or single mode displacement
parameterized by x. (b) VQC: A VQC is a circuit comprising a number of quantum embed-
ding layers in a sequential manner. A quantum embedding layer is usually composed of
several quantum gates, and some of them are parameterized. A parameterized quantum
gate can essentially be viewed as a unitary transformation. Since a quantum state can
be written in the form of a vector, a parameterized quantum gate can be expressed as a
unitary matrix imposed on the vector. Similarly, a quantum embedding layer composed of
quantum gates can also be written as a unitary matrix, which is the product of the unitary
matrices representing the quantum gates. This form is shown as follows.

U=Upoly_q...0ly, ©)
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where U, represents the n-th quantum gate in the quantum embedding layer and o rep-
resents matrix multiplication. In this way, a parameterized quantum gate can transform
one quantum state |x) into another output state |y), and it is essentially a unitary transfor-
mation in a mathematical expression. The functions of these quantum gates are controlled
by quantum gate parameters. A VQC layer can be trained by optimizing the parameters
associated with the quantum gates. In this way, the quantum layer is able to function like
a classical network layer. We can adjust the number of learning parameters by adjusting
the number of parameterized gates. Equation (6) shows a normalized expression of the
application of a quantum embedding layer on a single qubit, where U is a unitary matrix
and w is a set of classical parameters.

E:lx) = ly) = U(w)|x). (6)

Differently from the preparation layer P, the quantum embedding layer £ is a map-
ping of which the input and output are both quantum states. To achieve satisfactory
performance in deep AD, we explored a way to enhance the learning capabilities of the
quantum network layer. By instinct, we intended to increase the number of learnable
parameters in a VQC to accomplish this goal, as this was expected to expand the capacity
of the quantum layer. Considering the unique structure of VQCs, we mainly explored
two methods: (1) increasing the width of VQC, i.e., using more qubits, which required
increasing the number of parameterized quantum gates accordingly when building the
VQCs. However, the increase in the width of the VQCs would result in the exponential
growth of the dimension of the stored state space, which could lead to heavy consumption
of computing resources. From another perspective, current noisy intermediate-scale quan-
tum (NISQ) devices [45] cannot support quantum circuits with a large number of qubits.
Considering these limitations, this paper limited the numbers of qubits to 8 and 16 in the
VQCs. In this way, our QHDNN is computationally feasible for the NISQ scenario while
providing enough qubits for our deep image AD task. (2) The second method involved
increasing the depth of the VQCs, which meant raising the number of quantum embedding
layers and stacking them in series. Our experiments showed that this method achieved
remarkable performance gains in our experiments, while it did not introduce more qubits
or an excessive computational burden. In addition, it was noted that excessive depth
could lead to some adverse effects, such as a barren plateau (BP) [46], which refers to a
phenomenon in the optimization procedure where the gradients vanish to zero, making
the training of VQCs ineffective with gradient-based optimization. Under this circum-
stance, we cautiously increased the depth of the VQCs to a moderate number (8 to 16).
Relevant experimental results are presented in the next chapter. A VQC of depth # can be
expressed as the product of many parameterized quantum embedding layers, as presented
in Equation (7).

Q:Sno,,,oé’zogl. (7)

(c) Measurement: Since the outputs of VQCs are quantum states, it is necessary
to convert them back into classical data for later layers or tasks. We can define this
qubit readout operation as a measurement layer M. Specifically, this layer measures the
observable values 3 in a VQC and calculates the expectation of the values for vector y.

M |x) =y = (x[y]x). ®)

As a whole, the quantum layer is still a process in which both the inputs and outputs
are classical vectors. This allows the quantum layer to be connected to the rest of the
classical parts. The complete quantum layer can be represented as:

Q=MoQoP. )
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We also carried out experiments on different VQC structures with the goal of finding
the most suitable structure for deep AD. The experimental results indicated that different
structures of VQCs could lead to significantly different results, and DC provided better
performance than that of other structures. Therefore, as shown in Figure 4, we decided to
design our quantum layer on the basis of DC.

Quantum Network Layer

9o |0> — H — R,(0) — R,(6) ﬂ—
4 |0)—H—r® —é 130 -é ﬁ—
&0 fa

0 0) —H—r®

4. [0) —H—r® —é R©) —é -

Preparation dressed quantum circuit Measurement

Bellman circuit real amplitudes circuit ladder-like circuit

Figure 4. Schematic representation of the quantum network layer. The preparation layer converts
a real vector into a quantum state. The yellow part is a VQC of depth n that contains learnable
parameters. The measurement layer converts quantum states back into classical data for later layers
or downstream tasks.

4. Experiments

In this section, we describe our experimental setup, benchmark datasets, and evalu-
ation metrics. We conducted extensive experiments on typical image benchmarks to test
our hybrid QML solution. Finally, we show the results of testing our QHDNN on Rigetti’s
quantum SDK Forest.

4.1. Settings of Experiments

To verify the feasibility of QML in solving deep image AD, we compared the perfor-
mance of our hybrid solution with that of its classical counterpart. The experiments were
mainly conducted on two frequently used benchmark datasets: MNIST and FashionMNIST.
MNIST is a dataset that consists of 70,000 28 x 28 gray handwritten images of 10 digits,
with 7000 per class. There are 60,000 training images and 10,000 test images, which are
divided equally across the classes. FashionMNIST is a relatively new dataset with 28 x 28
grayscale images, which also include 70,000 fashion products from 10 categories, with
7000 per category. The training set has 60,000 images, and the test set has 10,000 images.

We adopted the one-against-all evaluation protocol in our experiments, which is
widely used in deep AD. Specifically, for 1 < M < 10, we fetched 6000 images of the class
M in the original training set as a new AD training set Sy, and all images were viewed
as normal during training. Then, we still used the whole test set of 10,000 images for
testing, but it was re-labeled by specifying images of class M as normal and others as
abnormal. Thus, we could conduct 10 different experiments by alternatively using data
from different classes as the normal training set. As the training set Sj; only contained
normal images (belonging to class M), the QHDNN intended to learn a hypersphere
based on it. The hypersphere was then applied to the test set, which contained both
abnormal (not class M) and normal samples (class M) to evaluate the AD performance
of the network. We quantitatively evaluated the results with the area under the receiver
operating characteristic (AUROC) [47], which is called AUC in the rest of our paper for
simplicity. Due to the computational cost of quantum measurement, we controlled the size
of Sy to keep it relatively small by randomly sampling 400 images from the original Sy.
For a reasonable and fair comparison, in our experiments, the learnable parameters of our
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QHDNN were set to be identical to those of the classical DNN in DSVDD. Specifically, the
number of learnable parameters in the final FC layer of the classical DSVDD (N,) was set
to be consistent with the parameter number of the quantum layer in QHDNN (N;) when
performing the experimental comparison. In our experiments, we tested 64 and 256 as two
typical values for N; and Nj;.

4.2. Results and Discussion
4.2.1. Results

In Table 1, we present our main results. The overall AUC of each solution is shown;
this is the average of the AUCs obtained in 10 different experiments (using classes 0 to
9 alternatively as the normal class). In the table, “AUC” denotes the results obtained by
training the model with a fixed number of epochs (epochs = 10), while “AUC*” denotes the
best model performance when the training epochs were varied in a range. Some interesting
observations can be found in Table 1. (1) Notably, when sharing the same number of
learnable parameters (N = Nj), our hybrid QHDNN solution achieved comparable results
to those of the classical DSVDD solution, and even outperformed it in most cases. For
example, on MNIST, an 86.273% AUC could be achieved with the classical DNN with
N = 256 and a training set size of 300. By contrast, our QHDNN was able to achieve
an 88.237% AUC under the same conditions, which was 1.9% higher than the score of its
counterpart. Similar phenomena could also be observed for FashionMNIST. For instance,
when the number of parameters was set to 64, the QHDNN achieved an AUC of 87.591%
on FashionMNIST, which was 1.5% higher than the result of the classical DNN. (2) We
could see that the increase in learnable parameters tended to improve the AUCs of both
the QHDNN and the classical DNN, while the QHDNN outperformed the classical DNN
in most experiments. For instance, when the number of parameters was raised from 64
to 256, the AUC of the QHDNN on MNIST increased from 87.116% to 88.237%, while the
classical DNN of DSVDD grew from 85.854% to 86.273%, and the QHDNN maintained its
superior role in comparison. The situation was similar for FashionMNIST. However, when
the number of epochs was fixed to 10, the classical DNN performed marginally better than
the QHDNN. Note that the performance of the classical DNN was slightly inferior to that
in the original work [21], as N;; could not be too large due to characteristics of NISQ, which
also limited N, in comparison.

Table 1. Main results. “N;/N.” represents the number of learnable parameters of the quantum
layer in the QHDNN or parameters of the corresponding layer in DSVDD. “AUC” denotes the
results obtained with a fixed number of epochs (epochs = 10), while “AUC*” denotes the best model
performance when the training epochs were varied in a range.

Network Training

3 *

Dataset Type Set Size Qubit Depth (D) N,/N, AUC AUC
DNN 300 0 0 64 85.854%  86.754%
MNIST QHDNN 300 8 8 64 87.116%  87.116%
DNN 300 0 0 256 86.273%  86.588%
QHDNN 300 16 16 256 88.237%  88.237%
DNN 300 0 0 64 86.032%  86.725%
. QHDNN 300 8 8 64 87.591%  88.132%
FashionMNIST DNN 300 0 0 256 88.201%  88.292%
QHDNN 300 16 16 256 88.186%  89.414%

4.2.2. Discussion

Qubits and Depth: As mentioned in Section 3.2.3, we chose the depth (D) of the
VQCs and the number of qubits from a certain range. Figure 5b shows the change in the
performance with different values of D. It can be seen that when D varied between 12 and
20, the AUC of our QHDNN remained satisfactory (above 80%) in all cases. Interestingly,
the optimal results could be achieved on both MNIST and FashionMNIST when D was set to
16. When D exceeded 16, the AUC of our hybrid solution began to drop. This performance
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loss could be attributed to the overfitting caused by excessive learnable parameters. In the
following discussions, we set the number of qubits and D to 16 by default.

RAC

0.9 09 .. 0.9 =,

__/- - e S S \
08 08 08 g
S 8 —— DNN-MNIST 9 —— DNN-MNIST
< = QHDNN-MNIST = QHDNN-MNIST
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FashionMNIST -~~~ QHDNN-FashionMNIST -~ QHDNN-FashionMNIST
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12 14 16 18 20 250 300 350 400 450 8 10 12 14 16
Depth Training set size Epochs
(a) (b) (c) (d)

Figure 5. (a) Results with different structures of VQCs. (b) Results when the depth of VQCs varied.
(c) Results when the training set size changed. (d) Results when the number of epochs changed.

Different VQC Structures: We conducted experiments on the real amplitude circuit
(RAC) [48], the Bellman circuit (BC) [48], the ladder-like circuit (LC) [49], and the dressed
quantum circuit (DC) [35]. The experimental results are displayed in Figure 5a. The
outcome indicated that different structures of VQCs could lead to different results, and
the DC provided significantly better performance than that of the other structures. We
speculate that this was because the quantum entanglement process of the DC performed
better than the other structures, which was due to the fact that its entanglement gates were
alternately arranged on the adjacent qubits. This made the entanglement of the entire
circuit relatively stable.

Training Set Size and Epochs: The size of the experimental training set and the
number of training epochs may also have affected the performance of our solution. As
presented in Figure 5c, our QHDNN achieved good performance when the size of the
training set was varied from 250 to 450, and it showed high stability on both MNIST
and FashionMNIST. As shown in Figure 5d, when the number of training epochs was
changed from 8 to 16, the performance of the QHDNN could be maintained at a good level.
However, when the number of epochs was further increases beyond 12, the AUCs of both
the QHDNN and the classical DNN started to decline, which was probably due to the
overfitting problem. Interestingly, we found that the performance of the hybrid method
was more robust than that of its counterpart.

Quantum Virtual Machine (QVM): The above experiments were based on a simula-
tion with a classical computer, and the simulation results validated the effectiveness of
our QHDNN. In order to realize a more realistic simulation of the quantum circuits in our
QHDNN, we also conducted experiments on Rigetti’s Forest SDK [50] to test our hybrid
solution. The Forest SDK contains the Quantum Virtual Machine (QVM) and the quilc
quantum compiler. The QVM could fully simulate how the QHDNN would behave on
a real quantum computer, since it can simulate the noise generated by a real quantum
device. In our experiments, we compared the performance of our previous simulations
with that of the simulations on the QVM. As an example, we tested our QHDNN with 8
qubits and 64 learnable parameters on the QVM, and the results showed that the AUC of
our hybrid solution was only slightly worse (within 2%) when compared with our previous
simulations, which indicated the feasibility of our hybrid QML solution for working in the
presence of noise.

4.3. Conclusions and Future Work

In this paper, we presented a QHDNN that was used to solve deep image AD problems.
Based on DSVDD, our QHDNN can learn directly from raw input image data to train
a normality model and then classify the data that do not fit the model as anomalies in
its inference. In the process of building the QHDNN, we explored various methods of
designing the quantum layer and designing an optimal architecture. We then conducted
extensive experiments on two commonly used benchmarks to test our hybrid solution.
According to the results of the experiment, it was shown that with the same experimental
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settings, our QHDNN achieved comparable or even better results than those of the classical
DNN. In addition, we also tested our hybrid solution on Rigetti’s QVM, which justified our
QHDNN’s ability to tolerate noise.

The contribution of our study is not limited to the improvement in the accuracy in
deep AD, but moreover, our work also leaves some interesting directions for future research.
(1) Although our solution is based upon the DSVDD framework, the QHDNN can also
be designed based on other deep AD solutions, such as that of [30], which may produce
further performance escalations. (2) Due to the limits on the qubit number and the gradient
vanishing problem, the learnable parameters of the quantum layer cannot be too numerous.
This will be meaningful when searching for a better VQC architecture so as to further
enhance the QHDNN's performance by increasing the number of parameters. (3) It would
be interesting to implement our hybrid solution on real quantum devices in the future.

Author Contributions: Conceptualization, M.W.; Data curation, Y.L.; Formal analysis, M.W.; Method-
ology, M.W.; Project administration, A.H. and S.W.; Resources, X.Y. and ].W.; Software, M.W.; Super-
vision, X.Y. and ].W.; Validation, Y.L.; Writing—original draft, M.W.; Writing—review and editing,
A.H. and S.W. All authors have read and agreed to the final version of this manuscript.

Funding: This work was funded by the National Natural Science Foundation of China (Grant
Nos. 61901483 and 62061136011), the Research Fund Program of the State Key Laboratory of High-
Performance Computing (Grant No. 202001-02), and the Autonomous Project of the State Key
Laboratory of High-Performance Computing (Grant No. 202101-15).

Institutional Review Board Statement: Not applicable.
Data Availability Statement: The raw/processed data will be made available upon request.
Acknowledgments: The authors would like to thank Rigetti for access to their resources.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.  Chandola, V.;; Banerjee, A.; Kumar, V. Anomaly detection: A survey. Acm Comput. Surv. (Csur) 2009, 41, 1-58. [CrossRef]

2. Mirowski, P; Grimes, M.K,; Malinowski, M.; Hermann, K.M.; Anderson, K.; Teplyashin, D.; Simonyan, K.; Kavukcuoglu, K.;
Zisserman, A.; Hadsell, R. Learning to Navigate in Cities Without a Map. arXiv 2018, arXiv:1804.00168.

3. Lavin, A.; Ahmad, S. Evaluating real-time anomaly detection algorithms—the Numenta anomaly benchmark. In Proceed-
ings of the 2015 IEEE 14th International Conference On Machine Learning and Applications (ICMLA), Miami, FL, USA,
9-11 December 2015; pp. 38—44.

4. Garcia-Teodoro, P; Diaz-Verdejo, J.; Macid-Fernandez, G.; Vazquez, E. Anomaly-based network intrusion detection: Techniques,
systems and challenges. Comput. Secur. 2009, 28, 18-28. [CrossRef]

5. Phua, C; Lee, V,; Smith, K.; Gayler, R. A comprehensive survey of data mining-based fraud detection research. arXiv 2010,
arXiv:1009.6119.

6.  Chen, J.; Qian, L.; Urakov, T.; Gu, W,; Liang, L. Adversarial robustness study of convolutional neural network for lumbar disk
shape reconstruction from MR images. In Proceedings of the SPIE Image Processing 2021: Medical Imaging: Image Processing,
San Diego, CA, USA, 14-18 February 2021; Volume 11596, pp. 306-318.

7. Liang, L.; Ma, L.; Qian, L.; Chen, J]. An algorithm for out-of-distribution attack to neural network encoder. arXiv 2020,
arXiv:2009.08016.

8.  Schlegl, T.; Seebock, P.; Waldstein, S.M.; Schmidt-Erfurth, U.; Langs, G. Unsupervised anomaly detection with generative
adversarial networks to guide marker discovery. In Proceedings of the International Conference on Information Processing in
Medical Imaging, Boone, NC, USA, 25-30 June 2017; pp. 146-157.

9.  Romero, J.; Olson, J.P.; Aspuru-Guzik, A. Quantum autoencoders for efficient compression of quantum data. Quantum Sci.
Technol. 2017, 2, 045001. [CrossRef]

10. Lamata, L.; Alvarez-Rodriguez, U.; Martin-Guerrero, ].D.; Sanz, M.; Solano, E. Quantum autoencoders via quantum adders with
genetic algorithms. Quantum Sci. Technol. 2018, 4, 014007. [CrossRef]

11. Ding, Y.; Lamata, L.; Sanz, M.; Chen, X.; Solano, E. Experimental implementation of a quantum autoencoder via quantum adders.
Adv. Quantum Technol. 2019, 2, 1800065. [CrossRef]

12.  Kieferova, M.; Wiebe, N. Tomography and generative training with quantum Boltzmann machines. Phys. Rev. 2017, 96, 062327.
[CrossRef]

13. Jain, S.; Ziauddin, J.; Leonchyk, P.; Yenkanchi, S.; Geraci, J]. Quantum and classical machine learning for the classification of

non-small-cell lung cancer patients. Appl. Sci. 2020, 2, 1088. [CrossRef]


http://doi.org/10.1145/1541880.1541882
http://dx.doi.org/10.1016/j.cose.2008.08.003
http://dx.doi.org/10.1088/2058-9565/aa8072
http://dx.doi.org/10.1088/2058-9565/aae22b
http://dx.doi.org/10.1002/qute.201800065
http://dx.doi.org/10.1103/PhysRevA.96.062327
http://dx.doi.org/10.1007/s42452-020-2847-4

Entropy 2023, 25, 427 12 of 13

14.
15.

16.

17.

18.

19.
20.

21.

22.

23.
24.

25.
26.

27.
28.
29.

30.
31.

32.

33.

34.

35.

36.
37.

38.
39.
40.
41.

42.
43.
44.
45.
46.
47.

48.

Dallaire-Demers, P.L.; Killoran, N. Quantum generative adversarial networks. Phys. Rev. 2018, 98, 012324. [CrossRef]

Lloyd, S.; Weedbrook, C. Quantum Generative Adversarial Learning. Phys. Rev. Lett. 2018, 121, 040502.1-040502.5. [CrossRef]
[PubMed]

Romero, J.; Aspuru-Guzik, A. Variational quantum generators: Generative adversarial quantum machine learning for continuous
distributions. Adv. Quantum Technol. 2021, 4, 2000003. [CrossRef]

Zeng, ].; Wu, Y,; Liu, J.G.; Wang, L.; Hu, J. Learning and inference on generative adversarial quantum circuits. Phys. Rev. 2019,
99, 052306. [CrossRef]

Rebentrost, P.; Mohseni, M.; Lloyd, S. Quantum support vector machine for big data classification. Phys. Rev. Lett. 2014,
113, 130503. [CrossRef]

Mengoni, R.; Di Pierro, A. Kernel methods in quantum machine learning. Quantum Mach. Intell. 2019, 1, 65-71. [CrossRef]
Huang, H.Y.; Broughton, M.; Mohseni, M.; Babbush, R.; Boixo, S.; Neven, H.; McClean, J.R. Power of data in quantum machine
learning. Nat. Commun. 2021, 12, 1-9. [CrossRef]

Ruff, L.; Vandermeulen, R.A.; Gornitz, N.; Deecke, L.; Kloft, M. Deep One-Class Classification. In Proceedings of the International
Conference on Machine Learning, Stockholm, Sweden, 10-15 July 2018; pp. 4393-4402.

Khan, S.S.; Madden, M.G. One-class classification: Taxonomy of study and review of techniques. Knowl. Eng. Rev. 2014,
29, 345-374. [CrossRef]

Parzen, E. On estimation of a probability density function and mode. Ann. Math. Stat. 1962, 33, 1065-1076. [CrossRef]
Schoélkopf, B.; Platt, ].C.; Shawe-Taylor, J.; Smola, A.J.; Williamson, R.C. Estimating the support of a high-dimensional distribution.
Neural Comput. 2001, 13, 1443-1471. [CrossRef]

Tax, D.M.; Duin, R.P. Support vector data description. Mach. Learn. 2004, 54, 45-66. [CrossRef]

Pekalska, E.; Tax, D.M.; Duin, R.P. One-class LP classifiers for dissimilarity representations. Adv. Neural Inf. Process. Syst. 2003,
15,777-784.

LeCun, Y,; Bengio, Y.; Hinton, G. Deep learning. Nature 2015, 521, 436-444. [CrossRef] [PubMed]

Schmidhuber, ]. Deep learning in neural networks: An overview. Neural Netw. 2015, 61, 85-117. [CrossRef] [PubMed]

Jinwon, A.; Sungzoon, C. Variational autoencoder based anomaly detection using reconstruction probability. Spec. Lect. 2015, 2,
1-18.

Golan, I; El-Yaniv, R. Deep anomaly detection using geometric transformations. Adv. Neural Inf. Process. Syst. 2018, 31, 9758-9769.
Tack, J.; Mo, S.; Jeong, J.; Shin, ]. Csi: Novelty detection via contrastive learning on distributionally shifted instances. Adv. Neural
Inf. Process. Syst. 2020, 33, 11839-11852.

Chen, H.; Wossnig, L.; Severini, S.; Neven, H.; Mohseni, M. Universal discriminative quantum neural networks. Quantum Mach.
Intell. 2021, 3, 1-11. [CrossRef]

Wilson, C.; Otterbach, J.; Tezak, N.; Smith, R.; Polloreno, A.; Karalekas, PJ.; Heidel, S.; Alam, M.S.; Crooks, G.; da Silva, M.
Quantum kitchen sinks: An algorithm for machine learning on near-term quantum computers. arXiv 2018, arXiv:1806.08321.
Skolik, A.; McClean, J.R.; Mohseni, M.; van der Smagt, P.; Leib, M. Layerwise learning for quantum neural networks. Quantum
Mach. Intell. 2021, 3, 1-11. [CrossRef]

Mari, A.; Bromley, T.R.; Izaac, J.; Schuld, M.; Killoran, N. Transfer learning in hybrid classical-quantum neural networks. Quantum
2020, 4, 340. [CrossRef]

Park, G.; Huh, J.; Park, D.K. Variational quantum one-class classifier. arXiv 2022, arXiv:2210.02674.

Sakhnenko, A.; O’'Meara, C.; Ghosh, K.J.; Mendl, C.B.; Cortiana, G.; Bernabé-Moreno, J. Hybrid classical-quantum autoencoder
for anomaly detection. Quantum Mach. Intell. 2022, 4, 27. [CrossRef]

Kingma, D.P; Ba, J. Adam: A method for stochastic optimization. arXiv 2014, arXiv:1412.6980.

Cong, I.; Choi, S.; Lukin, M.D. Quantum convolutional neural networks. Nat. Phys. 2019, 15, 1273-1278. [CrossRef]

Farhi, E.; Neven, H. Classification with quantum neural networks on near term processors. arXiv 2018, arXiv:1802.06002.
Killoran, N.; Bromley, T.R.; Arrazola, ].M.; Schuld, M.; Lloyd, S. Continuous-variable quantum neural networks. Phys. Rev. Res.
2019, 1, 033063. [CrossRef]

McClean, ].R.; Romero, ].; Babbush, R.; Aspuru-Guzik, A. The theory of variational hybrid quantum-classical algorithms. New J.
Phys. 2016, 18, 023023. [CrossRef]

Li, W.; Deng, D.L. Recent advances for quantum classifiers. Sci. China Physics, Mech. Astron. 2022, 65,220301. [CrossRef]
Wierichs, D.; Izaac, ].; Wang, C.; Lin, C.Y.Y. General parameter-shift rules for quantum gradients. Quantum 2022, 6, 677. [CrossRef]
Preskill, J. Quantum Computing in the NISQ era and beyond. Quantum 2018, 2, 79. [CrossRef]

Shalev-Shwartz, S.; Shamir, O.; Shammah, S. Failures of gradient-based deep learning. In Proceedings of the International
Conference on Machine Learning, PMLR, Sydney, Australia, 6-11 August 2017; pp. 3067-3075.

Erfani, 5.M.; Rajasegarar, S.; Karunasekera, S.; Leckie, C. High-dimensional and large-scale anomaly detection using a linear
one-class SVM with deep learning. Pattern Recognit. 2016, 58, 121-134. [CrossRef]

Sebastianelli, A.; Zaidenberg, D.A.; Spiller, D.; Le Saux, B.; Ullo, S.L. On circuit-based hybrid quantum neural networks for
remote sensing imagery classification. IEEE ]. Sel. Top. Appl. Earth Obs. Remote. Sens. 2021, 15, 565-580. [CrossRef]


http://dx.doi.org/10.1103/PhysRevA.98.012324
http://dx.doi.org/10.1103/PhysRevLett.121.040502
http://www.ncbi.nlm.nih.gov/pubmed/30095952
http://dx.doi.org/10.1002/qute.202000003
http://dx.doi.org/10.1103/PhysRevA.99.052306
http://dx.doi.org/10.1103/PhysRevLett.113.130503
http://dx.doi.org/10.1007/s42484-019-00007-4
http://dx.doi.org/10.1038/s41467-021-22539-9
http://dx.doi.org/10.1017/S026988891300043X
http://dx.doi.org/10.1214/aoms/1177704472
http://dx.doi.org/10.1162/089976601750264965
http://dx.doi.org/10.1023/B:MACH.0000008084.60811.49
http://dx.doi.org/10.1038/nature14539
http://www.ncbi.nlm.nih.gov/pubmed/26017442
http://dx.doi.org/10.1016/j.neunet.2014.09.003
http://www.ncbi.nlm.nih.gov/pubmed/25462637
http://dx.doi.org/10.1007/s42484-020-00025-7
http://dx.doi.org/10.1007/s42484-020-00036-4
http://dx.doi.org/10.22331/q-2020-10-09-340
http://dx.doi.org/10.1007/s42484-022-00075-z
http://dx.doi.org/10.1038/s41567-019-0648-8
http://dx.doi.org/10.1103/PhysRevResearch.1.033063
http://dx.doi.org/10.1088/1367-2630/18/2/023023
http://dx.doi.org/10.1007/s11433-021-1793-6
http://dx.doi.org/10.22331/q-2022-03-30-677
http://dx.doi.org/10.22331/q-2018-08-06-79
http://dx.doi.org/10.1016/j.patcog.2016.03.028
http://dx.doi.org/10.1109/JSTARS.2021.3134785

Entropy 2023, 25, 427 13 of 13

49. Zeng, Y.; Wang, H.; He, ].; Huang, Q.; Chang, S. A Multi-Classification Hybrid Quantum Neural Network Using an All-Qubit
Multi-Observable Measurement Strategy. Entropy 2022, 24, 394. [CrossRef] [PubMed]
50. Smith, R.S,; Curtis, M.].; Zeng, W.J. A practical quantum instruction set architecture. arXiv 2016, arXiv:1608.03355.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.3390/e24030394
http://www.ncbi.nlm.nih.gov/pubmed/35327905

	Introduction
	Related Work
	Anomaly Detection
	QML

	A Quantum-Classical Hybrid Solution for Deep Anomaly Detection
	DSVDD
	Quantum-Classical Hybrid Solution
	Motivation
	The Structure of QHDNN
	Design of the Quantum Network Layer


	Experiments
	Settings of Experiments
	Results and Discussion
	Results
	Discussion

	Conclusions and Future Work

	References

