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Abstract
While classical steganography achieves maturity in digital media, hiding arbitrary quantum states (α|0〉 + β|1〉) has emerged
as an intriguing frontier. To address this problem, we establish a formal model of controllable random perturbation unitaries
for single/multi-stego state tasks. We progressively explore Quantum Autoencoder (QAE) structures through three stages:
starting fromsingle-state scenarioswithout perturbation, advancing to perturbed conditions, andfinally extending tomulti-state
tasks. We design two perturbation-based encoding schemes using Quantum Autoencoders (QAE): the simple scheme (QAE-
DD) leverages the inverse application of encoding–decoding modules, while the improved scheme (QAE-OSP) incorporates
orthogonal projection routing and parallel subnetworks to restructure the hidden-layer architecture. In 3-qubit entangled-state
simulations with data scales n ≤ 10 and perturbation strengths ε ∈ [0, 1], QAE-DD performs well under low perturbation,
whereas QAE-OSP maintains higher fidelity between the carrier and secret states under high perturbation conditions (e.g.,
n = 5, ε = 0.6), with fidelity values F

(
ρstego, ρ̃stego

) = 0.91 / F (ρS, ρ̃S) = 0.84 providing a reference for network design.
Finally, we extend the single-carrier (“1+ 1”) task to the multi-carrier (“1+ N”) scenario by constructing a “centroid” state
training set based on the principal component of carrier-state groups and validating the applicability of both models. Under the
conditions n = 5 and ε = 0.6, the QAE-OSP model successfully improves the average fidelity between multiple secret states
and carrier states from 0.68 to 0.90, demonstrating its capability to aggregate multiple carriers to enhance overall concealment.
Although the present study covers only small-scale data and networks, it lays the groundwork for a neural network framework
that covertly embeds arbitrary quantum states into high-dimensional quantum states, providing a basis for future exploration.

Keywords Quantum information hiding · Arbitrary states · High-dimensional entangled state · Quantum autoencoder ·
Orthogonal projection splitting structure

1 Introduction

Information hiding technology, as an important means of
ensuring information security and privacy, has evolved in
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close alignment with the development of information car-
riers. From ancient steganographic methods—such as tat-
tooing on skin and using invisible ink—to modern digital
information hiding techniques (Katzenbeisser and Petitcolas
2016; Petitcolas et al. 1999; Moulin and O’Sullivan 2003),
this technology has continuously expanded its application
boundaries. In the current field of digital multimedia, the
primary applications are digital watermarking and steganog-
raphy, with carriers encompassing images, audio, video,
and text. Classical approaches include least significant bit
(LSB) substitution and spatio/transform-domain embedding
for multimedia (Cheddad et al. 2010; Subhedar and Mankar
2014; Potdar et al. 2005), as well as synonym substitu-
tion, syntactic modification, or semantic perturbation for text
(Majeed et al. 2021). These methods are all dedicated to
achieving covert embedding and reliable extraction of infor-
mation within specific carriers. The carriers of information
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hiding are closely related to the development of the under-
lying techniques. Recent research has further extended it to
texts generated by large language models (Liu et al. 2024),
with representative approaches including soft green-list bias-
ing (Kirchenbauer et al. 2023) and semantic space mapping
(Liu et al. 2024).

With the rapid development of quantum information
technology, quantum states—particularly arbitrary quantum
states α|0〉 + β|1〉—have been extensively studied as a con-
cept distinct from classical bits (0/1). Quantum properties
such as superposition, entanglement, and the no-cloning the-
orem have, in theory, demonstrated significant advantages, as
exemplified by Shor’s algorithm (Shor 1994) and the BB84
protocol (Bennett and Brassard 1984). From the perspec-
tive of information hiding, this naturally raises the question:
can a quantum state itself be embedded into a quantum car-
rier as the secret information? Most existing studies follow
the classical paradigm—constructing quantum multimedia
models and achieving embedding by modifying the least sig-
nificant qubits of quantum images/audio (Hao et al. 2024;
Xing et al. 2024; Dong and Yan 2024; Sun et al. 2022, 2023).
Although such methods leverage quantum properties (e.g.,
superposition or entanglement) to enhance security during
the secret embedding process, their essence still lies in a
quantum adaptation of the classical paradigm—referred to
as Classical-Paradigm Quantum Information Hiding. In this

approach, secret qubits are independent of carrier qubits, and
the concealment relies on the redundancy of perturbations
at the media level collectively exhibited by multiple parti-
cles (see Fig. 1). However, do such models fully capture
the unique potential of quantum information—particularly
quantum entanglement?

A highly promising direction for exploration is how to
embed an arbitrary quantum state into a high-dimensional
entangled state, so that the secret information is diffusely
distributed across the global structure of the entangled state,
making it difficult for an eavesdropper to recover the com-
plete secret state via nonlocal operations. This paradigm can
be referred to as Quantum-Logic Based Information Hid-
ing (see Fig. 1). Compared with the classical paradigm, the
quantum-logic paradigm offers the following advantages:
(1) the secret information itself is a quantum state, and
the embedding process is naturally aligned with the intrin-
sic properties of quantum information, with the extracted
secret state directly usable in quantum tasks; (2) by leverag-
ing the nonlocal nature of quantum entanglement, security
guaranteed by the principles of quantum mechanics can
be more effectively achieved through approaches such as
multipartite distribution and collaboration. A representative
technique of this quantum paradigm is quantum informa-
tion masking, which aims to conceal quantum information
within quantum correlations such that each local subsystem

Fig. 1 Schematic comparison between classical and quantum infor-
mation hiding paradigms. Subfigure (a) illustrates the classical LSB
information hiding method; Subfigure (b) shows the classical-paradigm
quantum information hiding method, where, once the time state |t〉 is
measured and collapses to a fixed value, the qubits of the quantum
multimedia carrier become independent, allowing secret information
embedding via classical bitwise substitution; Subfigure (c) depicts

quantum-logic information hiding, in which the secret state and the
carrier’s entangled state form a tightly integrated whole. Extraction of
the secret quantum state requires specific encoding and decoding oper-
ations (entanglement and disentanglement), which can be implemented
by manually designing high-dimensional unitary operators, or—as in
this work—by using quantum neural networks
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only exhibits a mixed state. However, due to the quantum
no-masking theorem (Kavan et al. 2018), the set of mask-
able quantum states and the admissible operations are not
arbitrary. Consequently, research has focused on identify-
ing feasible sets and operations (Sheng and Ling 2018; Shi
et al. 2021; Shen et al. 2023; Bai et al. 2025). In Table 1,
we provide a conceptual comparison of classical, classical-
quantum, and quantum logical information hiding methods,
including quantum information masking.

In an entangled state, a secret quantum state cannot be
embedded by simply replacing a single qubit, as in the clas-
sical LSB method (see Fig. 1). Instead, it is necessary to
construct a specific global encoding operation ES that fuses
the secret state with a reference state through entangle-
ment, while extraction requires executing the corresponding
global decoding operation DS to disentangle and retrieve
the secret state. However, implementing such encoding
and decoding via conventional unitary operations presents
two major challenges: (1) to enhance encoding security—
especially in high-dimensional scenarios—the entangling
unitary becomes highly complex, and its resource consump-
tion typically grows exponentiallywith system size; (2) fixed,
pre-defined unitary operations lack adaptability to practical
noise environments (e.g., quantum gate errors or channel dis-
turbances), making it difficult to dynamically optimize for
maintaining the fidelity and extractability of the embedded
information.

It is worth noting that, in recent years, artificial intelli-
gence (AI) technologies have provided a highly adaptive and
general framework for information hiding (Wang et al. 2023),
surpassing the limitations of traditional methods in terms of
robustness and security (Kandi et al. 2017; Zeng et al. 2024).
Recent research has also explored the integration of deep
learning with quantum cryptography, demonstrating how AI
can enhance the performance of quantum key distribution
(QKD) and quantum secure communication by optimizing
protocols and improving security (Pasupuleti 2024; Decker
et al. 2025; Purohit and Vyas 2025). The nonlinear trans-
formation capability of deep neural networks enables them
to autonomously learn optimal embedding strategies, which
can be tailored to customized objectives (e.g., capacity–im-
perceptibility trade-offs) through task-specific training. This
approach not only enhances resistance to reverse-engineering
attacks but also improves robustness against interference and
imperceptibility, without the need to repeatedly design ded-
icated algorithms for each scenario (Zhu et al. 2018).

Inspired by this, this work adopts the QAE and its variants
as a universal encoding–decoding architecture. Parameter-
ized quantum circuits (PQCs) are employed to dynamically
optimize parameters, enabling the quantum neural network
to learn and approximate the encoding and decoding opera-
tions ES /DS , thereby achieving the hiding of arbitrary secret
states within high-dimensional entangled states.

The main contributions of this work are as follows:

1. We establish a formalized model of controllable random
perturbation encoding operations for embedding arbitrary
quantum states into high-dimensional entangled states in
single/multi-carrier scenarios. A security analysis is con-
ducted for cases where an eavesdropper accesses either
the local or the global system, showing that security
improves with both perturbation strength ε and entangle-
ment dimension dE .

2. We design twoQAE-based implementations of the pertur-
bation encoding operation: the basic scheme (QAE-DD),
which uses encoding–decoding modules in reverse, and
the improved scheme (QAE-OSP), which reconstructs
the hidden-layer structure via parallel sub-networks with
orthogonal projection routing. Simulations on3-qubit sys-
tems with data size n ≤ 10 and perturbation strength
ε ∈ [0, 1] indicate that QAE-DD performswell under low
perturbation, while QAE-OSP maintains higher fidelity
under strong perturbations. In a representative case (n =
5, ε = 0.6), QAE-OSP achieves a carrier-state fidelity of
0.91 and secret-state fidelity of 0.84, offering a reference
for practical network design.

3. We extend the single-carrier (“1 + 1”) task to a multi-
carrier (“1 + N”) scenario by constructing a “centroid”
state training set based on the principal component of
carrier-state groups, and validate both QAE-DD and
QAE-OSP models. Under conditions n = 5 and ε = 0.6,
the QAE-OSP model raises the average fidelity between
multiple secret states and carrier states from 0.68 to 0.90,
demonstrating its ability to aggregate multiple carriers for
enhanced concealment.

2 Preliminaries

In this section, we provide some essential background on
quantum information to help readers without prior knowl-
edge in the field gain a basic understanding.

2.1 Quantum States and QuantumOperations

The fundamental unit of quantum information (Nielson and
Chuang 2010) is described by either a quantum state vector
|ψ〉 or a density matrix (density operator) ρ, where the den-
sity matrix provides a more complete description for mixed
states or subsystems. The density matrix is defined as:

ρ =
∑

j

p j |ψ j 〉〈ψ j | (1)

Here, 〈ψ j | denotes the conjugate transpose of |ψ j 〉, and p j

represents the probability that the system is in the pure state

123



  247 Page 4 of 20 Journal of King Saud University Computer and Information Sciences           (2025) 37:247 

Ta
bl
e
1

C
om

pa
ri
so
n
of

cl
as
si
ca
la
nd

qu
an
tu
m

in
fo
rm

at
io
n
hi
di
ng

m
et
ho
ds

It
em

C
la
ss
ic
al

In
fo
rm

at
io
n

H
id
-

in
g

C
la
ss
ic
al

Pa
ra
di
gm

Q
ua
n-

tu
m

In
fo
rm

at
io
n
H
id
in
g

Q
ua
nt
um

L
og
ic
In
fo
rm

at
io
n

H
id
in
g—

Si
ng
le

St
at
e
In
fo
r-

m
at
io
n

H
id
in
g—

O
ua
nt
um

In
fo
rm

at
io
n
M
as
ki
ng

Q
ua
nt
um

L
og
ic
In
fo
rm

at
io
n

H
id
in
g—

Si
ng
le

St
at
e
In
fo
r-

m
at
io
n

H
id
in
g—

G
en
er
al

en
ta
ng

le
m
en
t
re
la
te
d
in
fo
r-

m
at
io
n
hi
di
ng

Q
ua
nt
um

L
og
ic

In
fo
rm

a-
tio

n
H
id
in
g—

M
ul
tip

le
st
at
es

In
fo
rm

at
io
n
H
id
in
g

Se
cr
et
In
fo

Ty
pe

C
la
ss
ic
al
bi
ts
(0
,1

)
Q
ua
nt
um

ba
si
s
st
at
es

(|0
〉,

|1〉
)

A
rb
itr
ar
y
st
at
es

α
|0〉

+
β
|1〉

A
rb
itr
ar
y
st
at
es

α
|0〉

+
β
|1〉

A
rb
itr
ar
y
st
at
es

α
|0〉

+
β
|1〉

C
ar
ri
er

Ty
pe

C
la
ss
ic
al
m
ul
tim

ed
ia

Q
ua
nt
um

m
ul
tim

ed
ia

Si
ng

le
m
ul
ti-
bo

dy
en
ta
ng

le
d

st
at
e

Si
ng
le
m
ul
ti-
bo
dy

en
ta
ng
le
d

st
at
e

M
ul
tip

le
qu
an
tu
m

en
ta
ng
le
d

st
at
es

E
m
be
dd
in
g
M
et
ho
d

L
SB

m
et
ho
d

L
SB

m
et
ho
d

Sp
ec
ifi
ca
lly

de
si
gn
ed

un
i-

ta
ry

op
er
at
io
ns

G
en
er
al

un
ita
ry
/n
on
-u
ni
ta
ry

en
co
di
ng

op
er
at
io
ns

G
en
er
al

no
n-
un
ita
ry

en
co
d-

in
g
op
er
at
io
ns

C
on
ce
al
m
en
tP

ri
nc
ip
le

H
um

an
pe
rc
ep
tio

n
Po

st
-m

ea
su
re
m
en
t

hu
m
an

pe
rc
ep
tio

n
L
oc
al

in
di
st
in
gu

is
ha
bi
lit
y

w
ith

st
ro
ng

se
cu
ri
ty
,
gl
ob

al
di
st
in
gu

is
ha
bi
lit
y
po

ss
ib
le

L
oc
al
in
ab
ili
ty

to
ob

ta
in

fu
ll

in
fo
rm

at
io
n

G
lo
ba
li
nd

is
tin

gu
is
ha
bi
lit
y

C
on
su
m
pt
io
n

fo
r

H
id
in
g

1
bi
t/q

ub
it
of

Se
cr
et
In
fo

O
(L

),
w
he
re

L
is
th
e
qu
an
-

tiz
at
io
n
le
ve
l
of

th
e
ca
rr
ie
r,

L
=

8,
16

,
32

,
..

.

O
(L

),
w
he
re

L
is
th
e
qu
an
-

tiz
at
io
n
le
ve
l
of

th
e
ca
rr
ie
r,

L
=

8,
16

,
32

,
..

.

O
(N

),
w
he
re

N
is
th
e
nu

m
-

be
r
of

au
xi
lia

ry
st
at
es
,
N

≥
3
(K

av
an

et
al
. 2
01
8)

O
(N

),
w
he
re

N
is
th
e
nu

m
-

be
r
of

au
xi
lia

ry
st
at
es
,
ge
n-

er
al
ly

N
≥

3

O
(N

),
w
he
re

N
is
th
e
nu

m
-

be
r
of

au
xi
lia

ry
st
at
es
,
ge
n-

er
al
ly

N
≥

3

Se
cu
ri
ty

E
nh

an
ce
m
en
t
M
ec
ha
-

ni
sm

C
la
ss
ic
al
cr
yp
to
gr
ap
hy

Q
ua
nt
um

cr
yp
to
gr
ap
hy

Q
ua
nt
um

cr
yp
to
gr
ap
hy

Q
ua
nt
um

cr
yp
to
gr
ap
hy

Q
ua
nt
um

cr
yp
to
gr
ap
hy

123



Journal of King Saud University Computer and Information Sciences           (2025) 37:247 Page 5 of 20   247 

|ψ j 〉. The density matrix has the following properties: Her-
miticity: ρ = ρ†; positivity: 〈φ|ρ|φ〉 ≥ 0, ∀|φ〉; and unit
trace: Tr(ρ) = 1. Here, Tr(·) denotes the trace operation.
The state of a subsystem can be described by the reduced
density matrix, which is obtained via the partial trace. The
distance between two quantum states can be quantified by
the fidelity:

F(ρ, σ ) =
(
Tr

√√
ρ σ

√
ρ

)2

(2)

Quantum operations describe the dynamical evolution of
quantum systems and can be classified into two categories:
unitary and non-unitary operations.

(1) Unitary operations correspond to the reversible evo-
lution of closed quantum systems and are represented by a
unitary operator U (satisfying UU † = U †U = I ). The evo-
lution of a quantum state in the density matrix formalism is
given by:

ρ −→ UρU † (3)

(2) Non-unitary operations primarily describe the irre-
versible evolution of open systems or artificially designed
transformations. These mainly include:

(a) Quantum measurement: implemented by a set of mea-
surement operators {Mm} (satisfying

∑
m M†

mMm = I ),
where the state collapses to the outcome corresponding to
m as:

ρ −→ MmρM†
m

Tr
(
MmρM†

m

) (4)

(b) Physical generalized evolution (e.g., noise or decoher-
ence): modeled by a set of Kraus operators {Kμ} (satisfying∑

μ K †
μKμ = I ), with the evolution given by:

ρ −→
∑

μ
KμρK †

μ (5)

(c) Artificially designed operations (e.g., neural network
transformations): Within a quantum–classical hybrid com-
puting framework, a parameterized non-unitary mappingNθ

can be constructed, whose abstract form is given by:

ρ −→ Nθ (ρ) (6)

Here, θ denotes the trainable parameters. Such operations can
be embedded into variational quantum algorithms to perform
data feature extraction or state reconstruction.

2.2 Parameterized quantum circuits

A PQC is a quantum circuit composed of a series of param-
eterized quantum gates and fixed non-parameterized gates

connected in a specific structure (Fig. 2). PQCs are com-
monly used to implement quantum neural networks (Wecker
et al. 2015; Chen et al. 2025). Input data, either in classical
or quantum form, is loaded onto the initial state of the qubits,
which then evolves through the PQC to produce the output state.

The core of a PQC lies in its parameters θ , which are
trainable. By defining a loss function that depends on the
measurement outcomes (or intermediate quantum states) and
using a classical optimizer (e.g., gradient descent) to adjust
θ so as to minimize the loss, a PQC can learn to perform a
specific task. This hybrid framework—where the quantum
processor performs computations while the classical proces-
sor optimizes the parameters—is a mainstay in current fields
such as quantum machine learning, quantum optimization,
and quantum simulation.

2.3 Quantum autoencoder architecture

A QAE is a type of quantum neural network architecture
(Romero et al. 2017) inspired by the classical autoencoder,
designed to learn efficient representations of quantum data.
It can be applied to tasks such as quantum data compression,
denoising, error correction, and circuit verification (Wu et al.
2024; Huang et al. 2020; Bondarenko and Feldmann 2020;
Pepper et al. 2019; Zhang et al. 2021; Locher et al. 2023;
Hao et al. 2025. Similar to its classical counterpart, a QAE
consists of an encoder E and a decoderD, both of which can
be implemented using parameterized quantum circuits. The
formal model of the QAE structure is expressed as:

ρin
E−→ ρlatent

D−→ ρout (7)

Fig. 2 Schematic diagram of a PQC. Subfigure (a) illustrates a cir-
cuit constructed from various quantum gates, where RX (θ), RY (θ),
and RZ (θ) are rotation gates, and the CNOT gate is used to generate
entanglement between different qubits. Subfigure (b) shows the matrix
forms of the corresponding quantum gates (Nielson and Chuang 2010;
Watrous 2018; Kaye et al. 2006)
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As shown in Fig. 3, the encoder E functions to encode the
input quantum state into a feature state with fewer qubits
(decoupled from the reference state). The decoder D —
which may be the inverse of the encoder E or trained inde-
pendently — reconstructs the original state from the latent
space with the aid of the reference state, and can also output
partial states as required. For a mixed-state input ρin, let its
rank be r = rank (ρin). The necessary condition for lossless
compression in a QAE is:

r ≤ 2nL (8)

Here, nL denotes the number of qubits in the latent space
(excluding the reference state) (Ma et al. 2023). Furthermore,
studies have shown that the representational capacity of the
QAEcanbe enhanced through techniques such as noise injec-
tion in the decoder and network depth optimization (Sim et al.
2019; Cao and Wang 2021).

3 Formal analysis of quantum state
information hiding tasks

As stated in the introduction, unlike the classical paradigm,
embedding a secret state into a high-dimensional entan-
gled state is not a simple bit-by-bit replacement. Instead,
it requires applying a global quantum operation to the secret
state and the auxiliary state to securely embed the secret state
within the entangled state. In this section, we formally ana-
lyze such quantum operations and their security from the
perspective of single and multiple carrier-state tasks.

3.1 Single carrier-state task

The single carrier-state task focuses on the encoding behavior
of a single secret state. Formally, it is described as embedding
an arbitrary quantum state ρS ∈ HS into a high-dimensional
entangled state ρE ∈ HE within a larger Hilbert space
(satisfying dE > dS , where d = dim(H) denotes the dimen-
sion of the space).Such high-dimensional carrier-entangled
states can support subsequent quantum state secure transmis-
sion tasks, such as multi-party distribution and collaborative
decoding. As described in Sect. 2.1, the embedding operation
can be expressed as:

ρE = U (ρR ⊗ ρS)U
† (9)

Fig. 3 QAEarchitecture diagram.Note: In some architectures, the posi-
tion of the reference state in the latent layer is measured or traced out; in
the architecture used in this paper, the reference state must be preserved

Here ρR is the introduced reference state (i.e., ancilla state)
used to extend the system dimension. U is the global uni-
tary operator acting on the composite system HS ⊗ HR ,
implementing the entanglement functionality in HE (with
dE = dSdR).

Ideally, the embedding operation U is randomly drawn
from the Haar measure, such that, in a statistical sense,
an eavesdropper can only obtain a maximally mixed state,
thereby achieving theoretical unconditional security. How-
ever, when theHilbert space dimension is large, the resources
required to exactly implement a Haar-random unitary opera-
tion grow exponentially with the system size (Emerson et al.
2003; Ma and Huang 2025).

It is worth noting that, for secret state information hiding,
since legitimate communicating parties can share the oper-
ation U , only a single copy or very few copies are required
to ensure the retrieval of the secret state in its quantum form
(note that this does not mean obtaining the classical param-
eters of its state vector components). In this case, we may
adopt a more practical approach by choosing operations that
are easier to implement instead: first, randomly select a fixed
unitary operation V from the set of unitary operators UHaar

corresponding to the Haar measure; then, apply a small per-
turbation to it to enhance its randomness and robustness. This
can be formally expressed as:

U = eiεHV (10)

Here, H is randomly generated from the Gaussian Uni-
tary Ensemble (GUE) and represents the Hamiltonian of
the random perturbation, while ε denotes the perturba-
tion strength coefficient, satisfying 0 ≤ ε ≤ 1. From
an application perspective, this model not only reflects an
active perturbation operation introduced to enhance ran-
domness, but also incorporates passive perturbations arising
from the inherent imperfections of high-dimensional unitary
operations—particularly in the Noisy Intermediate-Scale
Quantum (NISQ) era.

We now analyze the security of this model:
(1) Suppose the eavesdropper (Eve) intercepts a subsys-

tem B of ρE , with the reduced density matrix given by
ρB = TrA(ρE ), where HE = HA ⊗ HB (A is the por-
tion held by the legitimate party Alice, and B is the portion
held by Eve). Since ρE is an entangled state, ρB is therefore a
mixed state, and its formdepends on the overall entanglement
structure:

ρB = TrA
(
U (ρR ⊗ ρS)U

†
)

(11)

Equation (11) shows that ρB depends simultaneously on
ρS , ρR , and U . Under the action of entanglement, the infor-
mation of the secret state ρS is “diffused” across the entire
system. Eve cannot reconstruct ρS from ρB alone because the
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partial trace operation removes quantumcorrelationswith the
unmeasured part.Moreover, for a fixed dB , the larger the total
dimension dE , the stronger the overall entanglement, mak-
ing ρB closer to the maximally mixed state and leaving the
eavesdropper with less accessible information.

(2) Suppose Eve is able to intercept the entire carrier
state ρE . Since she only possesses a single copy or very few
copies, in order to obtain the secret state ρS , she would need
to guess U in order to disentangle ρE . On the one hand,
U = eiεHV , where V is drawn from UHaar and has about
d2E free parameters, making the search space enormous. On
the other hand, if Eve acquires information about the fixed
V through other means, then without additional protection,
she could easily obtain the secret state. But here,U is pertur-
bated on the basis of V by the term eiεH , which generates the
expected deviation (the detailed derivation can be found in
Appendix A):

E (‖U − V ‖1) ∼ O (ε) · d
3
2
E (12)

This indicates that as the perturbation strength ε and the
total entanglement dimension dE increase, U also exhibits
significant random deviations from V , making it difficult for
Eve to accurately obtain U .

As the perturbation strength ε and the total entangle-
ment dimension dE increase, U exhibits significant random
deviations from V , making it difficult for Eve to precisely
determine U .

3.2 Multi-carrier quantum state task

For multiple secret states, we not only expect each of them to
be secure within the high-dimensional entangled states, but
also aim to aggregate the encoded carrier states so that they
are difficult to distinguish as a whole, thereby improving the
overall concealment (note: in connection with the analysis in
Sect. 3.1, Eve can only proceed to crack an individual car-
rier state if she can first distinguish between different carrier
states). We refer to this as the multi-carrier quantum state
task.

Specifically, consider a set of random secret states
{
ρ

(k)
S

}
,

with corresponding encoded states
{
ρ

(k)
stego

}
. If 
({ρ})

denotes the divergence of this set of quantum states, then the
task objective is to make the distribution of the secret states
more concentrated after being encoded into the carrier states,

i.e., 

({

ρ
(k)
stego

})
< 


({
ρ

(k)
S

})
. Moreover, the closer the

carrier states are to each other, the better. Expressed in terms
of fidelity:

F
(
ρ

( j)
stego, ρ

(k)
stego

)
= 1 − δ, j 
= k, 0 < δ � 1 (13)

According to the Helstrom bound (Helstrom 1969), the
minimum error probability for an eavesdropper (Eve) to dis-
tinguish between ρ

( j)
stego and ρ

(k)
stego ( j 
= k) is:

Pmin
err ( j, k) = 1

2

(
1 − 1

2

∥
∥∥ρ

( j)
stego − ρ

(k)
stego

∥
∥∥
1

)
(14)

Here, ‖·‖1 denotes the trace norm. According to the Fuchs–
van deGraaf inequality (Nielson andChuang 2010), the trace
norm and the fidelity satisfy:

∥∥∥ρ
( j)
stego − ρ

(k)
stego

∥∥∥
1

≤ 2

√

1 − F
(
ρ

( j)
stego, ρ

(k)
stego

)
(15)

Combining (13), (14), and (15), we have:

Pmin
err ( j, k) ≥ 1

2

(
1 − √

δ
)

(16)

Equation (16) indicates that the closer the stego states are
to each other (δ → 0), the larger the lower bound on the
eavesdropper’s probability of error in distinguishing them.
When δ = 0, we have Pmin

err ( j, k) ≥ 1
2 , which is equivalent

to random guessing.
Then, naturally, another question arises: for a set of quan-

tum states {ρk}, is it possible to find a quantum state that
is closest to all of them? We call such a quantum state the
’centroid’ of {ρk} (denoted as ρcen), which represents the
center of this set of quantum states. Once the ’centroid’ state

is found, we can aim to move the encoded states
{
ρ

(k)
stego

}

towards the centroid state. This naturally minimizes the cost
andmakes the states more concentrated. Below, we adopt the
idea of Principal Component Analysis and present a method
to construct the ’centroid state’ that maximizes the sum of
the fidelities squared, with the proof provided inAppendix B.

Theorem 1 Define the operator M = ∑

k
ρk , and let |βmax〉

be the eigenvector corresponding to themaximum eigenvalue
of M (normalized to a unit vector). Define the ’centroid’ state
(pure state):

ρcen = |βmax〉 〈βmax| (17)

Then, ρcen is able to maximize the objective function:

J (σ ) =
∑

k

F2 (ρk, σ ) (18)

At the end of this subsection, we will discuss the category
of quantum operations used to implement the encoding of
the secret state mentioned above. We discuss the classes of
quantumoperations that can implement the above secret state
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encoding. In the single-stego-state schemeof Sect. 3.1, we use
a perturbed global unitary operation for encoding; however,
for the aggregation task in the multi-stego-state scenario,
unitary operations are no longer suitable. This is because
a unitary operation does not change the distance between
secret states (unless the reference state ρR is transformed
simultaneously):

∥∥∥ρ
( j)
E − ρ

(k)
E

∥∥∥
1

=
∥∥∥U

(
ρR ⊗

(
ρ

( j)
S − ρ

(k)
S

))
U †

∥∥∥
1

=
∥∥
∥ρ

( j)
S − ρ

(k)
S

∥∥
∥
1

(19)

Therefore, the implementation of multi-stego state aggre-
gation will rely on non-unitary operations. Combining the
analyses in Sect. 3.1 and Sect. 3.2, in order to establish a
unified framework for both types of operations and to cir-
cumvent the inherent complexity of high-dimensional unitary
operations, the following chapters will introduce quantum
neural network approaches based on QAE and its vari-
ants. In fact, research in multiple fields has shown that
quantum neural networks—particularly variational quan-
tum circuits—demonstrate significant potential in efficiently
approximating target unitary operations (Li et al. 2024;
de Oliveira et al. 2024), reducing resource overhead (Zhang
et al. 2022; Wu et al. 2025; Ma et al. 2024), and enhanc-
ing implementation robustness (Huang et al. 2022), owing
to their hybrid classical–quantum architecture and trainable
parameter properties. Based on this, the following sections
will focus on how to employ neural networks to realize the
random perturbed unitary operations in single-stego state
encoding and the aggregation operations in multi-stego state
tasks.

4 A simple scheme for single-sego state
tasks: reverse application of QAE
functionality

4.1 Design concept

In the conventionalQAE structure introduced in Sect. 2.3, the
encoder E maps the input state ρin to a latent state ρlatent =
ρinfo⊗ρtrash, where ρinfo carries the useful compressed infor-
mation, and ρtrash is regarded as a “trash state” containing

redundant information, which is measured or directly dis-
carded (Romero et al. 2017). The decoder D (which can be
E† (Locher et al. 2023; Cao andWang 2021) or trained inde-
pendently (Wanget al. 2025)) then reconstructs the input state
using ρvalue together with auxiliary states (such as |0〉⊗k).

For the task in this study (embedding a low-dimensional
secret state into a high-dimensional entangled state), we can
implement it by reversing the function of the QAE. Specifi-
cally, we redefine the role of the traditionally so-called “trash
state” ρtrash in the latent layer to serve as the secret state ρS ,
while the original “information state” ρinfo is redefined as
the reference auxiliary state ρR required for the expanded
space. At the same time, we employ the trainedQAE decoder
D (taken as the inverse of the encoder, D = E†) as the
encoding operation ES for the information-hiding task (i.e.,
ES = D = E†). We denote this model structure as QAE-DD,
as shown in Fig. 4.

After the network training is completed, the usage proce-
dure is as follows: (1) The sender of the secret state (Alice)
possesses the reference state ρR and the secret state ρS , and
inputs them into the trained QAE decoder D = E†. At this
point, D essentially functions as the encoding operation for
information hiding, denoted as ES , whose output is the stego
state ρstego (ideally, ρstego ≈ ρC , indicating that the neural
network has effectively learned the encoding unitary oper-
ation, though practical training introduces distortions). (2)
The receiver (Bob), upon obtaining ρstego, applies the secret
extraction operation DS = E (that is, the QAE’s encoder
E) to retrieve the secret state ρS . Specifically, the result of
EρstegoE† is the tensor product of the reference state and the
secret state, ρR ⊗ ρS .

4.2 Simulation experiments

To validate this concept, we conducted preliminary sim-
ulation experiments (In our experiments, all models are
implemented in Python 3 using PyTorch (Paszke et al. 2019)
and PennyLane (Bergholm et al. 2022), same below):

1. Data: Randomly generate 3-qubit mixed states ρC sat-
isfying the theoretical constraint (rank ≤ 4, see (8)).
The secret state ρS is generated using PennyLane’s Rot
initialization: ρS = URot|0〉 〈0|U †

Rot, where URot =
Fig. 4 Framework diagram of
using QAE in reverse for secret
state encoding (QAE-DD). ρC
serves as the network input ρin,
and the goal is for the output
“trash state” ρtrash to
approximate ρS
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Rot(θ, φ, λ) with parameters sampled uniformly: θ ∼
U(0, π), φ, λ ∼ U(0, 2π). The 2-qubit reference state
ρR is extracted from the latent layer after network training.
We generate n data pairs (ρ

(k)
C , ρ

(k)
S ), k = 0, . . . , n − 1,

which corresponds to training the network to learn n
encoding operations E (k)

S .
2. Model structure: We construct a QAE network where

the encoder E consists of a 10-layer variational quantum
circuit.

3. Model training: Using the Hamiltonian corresponding
to ρS to optimize the “trash” qubits, the loss function is
defined by the fidelity:

L = 1 − F(ρtrash, ρS) (20)

Here, the fidelity is given by F (ρtrash, ρS) = (Tr
√√

ρS ρtrash
√

ρC
)2
. When L → 0, we have ρtrash → ρS ,

which can be vividly described as an optimization that
“drags” the state toward ρS .

Algorithm 1 Workflow of the QAE-DD Algorithm.
Require: Number of qubits NA, NB , total N = NA + NB ;
1: Training states {ρi

C }mi=1;
2: Secret states {ρi

S}mi=1;
3: Encoder parameters θ ∈ R

d (randomly initialized);
4: Learning rate α, Training epochs T
Ensure: Optimized parameters θ

5: Initialize encoder parameters θ

6: for t = 1 to T do
7: total_loss ← 0, total_fid ← 0
8: for each training sample i = 1 . . .m do
9: Normalize secret state ρi

S ← ρi
S/Tr(ρ

i
S)

10: Construct encoder unitary UE (θ) via parametrized circuit
11: Encode input: ρBA ← UEρi

CU
†
E

12: Obtain subsystems: ρinfo ← TrA(ρBA), ρtrash ←
TrB,A(ρBA)

13: Compute loss: Li ← 1 − Tr(ρtrash · ρi
S)

14: Reconstruct joint state: ρde-in ← ρi
S ⊗ ρinfo

15: Decode output: ρstego ← U†
Eρde-inUE

16: Fidelity evaluation: Fi ← Fid(ρi
C , ρstego)

17: Accumulate: total_loss ← total_loss +Li ; total_fid ←
total_fid +Fi

18: end for
19: Compute averages: Lavg ← total_loss /m, Favg ← total_fid /m
20: Backpropagate and update θ using Adam optimizer
21: Record Lavg and Favg
22: end for
23: return θ , fidelity curves

In the simulation experiments, we first trained QAE-DD
using a single data pair to verify the basic capability of apply-
ing QAE in reverse. Then, we increased the number of data
pairs to evaluate themodel’s generalization ability. The train-
ing procedures of the QAE-DD is shown in Algorithm 1. As
shown in Fig. 5(a), the simulation results indicate that by
redefining the functional role of the QAE, it is feasible to
embed secret quantum states into high-dimensional mixed

entangled states using a neural network. Themixed entangled
states in this case are more complex than those analyzed in
Sect. 3.1, but they provide greater security benefits. However,
when the data size n increases (especially when n ≥ 5), the
average fidelity F

(
ρC , ρstego

)
decreases significantly (see

Fig. 5(b)), showing that the network’s ability to learn mul-
tiple information-hiding encoding–decoding operations E (k)

S
is limited. This limitation arises because the network struc-
ture in this scheme is unitary, while E (k)

S differs for different
data. Therefore, when applying this scheme, the task should
be adapted to match its structure, ensuring that the network
learns only a single ES or one with small perturbations.

5 Improved scheme for single secret state
tasks: hidden-layer variants based on the
QAE structure

5.1 Design concept

As described in Sect. 3, the unitary operations used to
implement high-dimensional information-hiding encoding
can suffer from passive distortion due to hardware limita-
tions, and in some cases, active scrambling is required to
enhance security. However, the simulations in Sect. 4 show
that a conventional QAE performs well only when learning
a single static ES . The underlying reason is that the simple
scheme optimizes the latent-layer trash state ρtrash toward the
target secret state ρS (1-qubit) via Hamiltonian optimization
in a one-way manner, which theoretically cannot cover the
two-dimensional Hilbert space with a single dimension.

To address this, we consider using a branching structure
that optimizes the target simultaneously in two orthogonal
directions, followed by synthesis. This module is imple-
mented in the latent layer of the QAE, where two parallel
networks optimize the latent representation from two orthog-
onal directions, aiming to obtain a more complete feature
representation. Specifically, we explore two strategies:

(1) Soft constraint – embed an orthogonal basis opti-
mization term into the loss function, driving the latent state to
converge toward the directions corresponding to their Hamil-
tonians simultaneously: H (trash)

E0
→ |0〉 〈0| , H (trash)

E1
→

|1〉 〈1|.
(2) Hard decomposition – use projection operators to

force the latent layer state to decompose into the secret
subspace and its orthogonal complement, and learn fea-
tures separately within the complementary space: H (info)

E0
=

(I2⊗〈0|) ρE0 (I2⊗|0〉) , H (info)
E1

=(I2⊗〈1|) ρE0 (I2⊗|1〉).
Afterward, a synthesis module is constructed to output the

stego state ρstego, and the decoderD is trained independently
to extract the secret state ρS . The implementation of this
network structure is shown in Fig. 6. Note that this structure
introduces operations such as tracingout, decomposition, and
summation, making it overall non-unitary.
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Fig. 5 Training results of the simple QAE-DD model. Subfigure (a)
shows the comparison of density matrices for the stego state (top) and
the secret state (bottom) before and after training the network with a
single data pair. Subfigure (b) shows the fidelity curves during training
with multiple data pairs, where the left plot presents the fidelity varia-

tion of the stego states and the right plot presents that of the secret states.
Since the QAE-DD framework embeds the secret state into the stego
state by reversing the input to the network, the fidelity of the secret state
remains 1 throughout

The application of the above model in the information-
hiding task is as follows: (1) Alice trains the network using
all possible secret states to be transmitted, and after training,
she shares the decoder D with Bob. (2) Alice can obtain the
matrix elements of the reference states

{
ρE0 , ρE1

}
through

simulation, and prepare them in a real quantum system (ρE0

and ρE1 have lower dimensions than ρstego, reducing the
difficulty of preparation). She then uses the network’s for-
ward inference to obtain ρ̃stego. (3) After receiving ρ̃stego,
Bob applies the decoder D to extract the secret state ρ̃S .

5.2 Simulation experiments

The basic experimental setup is as follows:

1. Data: The sizes are still set as a 1-qubit secret state ρS

and a 2-qubit reference state ρR . The generation method
for ρS is the same as in the simple scheme. The ref-
erence state ρR is generated from a diagonal density
matrix of a mixed state: ρR = WDW † where D =
diag (p1, p2, p3, p4) ,

∑
k pk = 1 and W is chosen

Fig. 6 Framework diagram of
the orthogonal-branch
latent-layer variant of QAE for
secret state encoding. The two
strategies, QAE-ODH and
QAE-OSP, are both illustrated
in the latent layer (although, in
the experiments, they are
implemented as two distinct
network architectures; they are
shown together in the schematic
only for comparison purposes)
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Algorithm 2 Workflow of the QED-OSP Algorithm.
Require: Number of qubits NA, NB , total N = NA + NB ;
1: Training states {ρi

R}mi=1;
2: Secret states {ρi

S}mi=1;
3: Predefined unitary transforms {V i

1 }mi=1;
4: Encoder parameters θ0, θ1, θ2, θ3;
5: Decoder parameters φ;
6: Learning rate α, Training epochs T
Ensure: Optimized parameters θ0, θ1, θ2, θ3, φ

7: Initialize θ0, θ1, θ2, θ3, φ randomly
8: for t = 1 to T do
9: total_loss ← 0, total_fid_in ← 0, total_fid_secret ← 0
10: for each sample i = 1 . . .m do
11: Construct augmented input: ρstego ← V i

1

(
ρi
S ⊗ ρi

R

)
V i
1
†

12: Pass through encoder-0: ρenc0 ← E0(ρstego, θ0)
13: Extract subsystem ρe0 ← Trlabel=0(ρenc0 )

14: Pass through encoder-1: ρenc1 ← E1(ρstego, θ1)
15: Extract subsystem ρe1 ← Trlabel=1(ρenc1 )

16: Construct inputs for encoder-2,3:ρin2 ← ρe0⊗|0〉〈0|⊗|0〉〈0|,
17: ρin3 ← ρe1 ⊗ |1〉〈1| ⊗ |1〉〈1|
18: Apply encoder-2: ρe2 ← E2(ρin2, θ2)
19: Apply encoder-3: ρe3 ← E3(ρin3, θ3)
20: Merge outputs: ρ̃stego ← 1

2 (ρe2 + ρe3 ), normalize
21: Decode: ρ̃S ← D(ρ̃stego, φ)

22: Compute fidelities: Fi
1 ← Fid(ρS, ρ̃S), Fi

2 ←
Fid(ρstego, ρ̃stego)

23: Loss: Li ← 1 − (
0.5 × Fi

1 + 0.5 × Fi
2

)

24: Accumulate: total_loss + = Li , total_fid_in + = Fi
1 ,

total_fid_secret + = Fi
2

25: end for
26: Compute averages: Lavg ← total_loss/m,
27: F1 ← total_fid_in/m,
28: F2 ← total_fid_secret/m
29: Backpropagate and update θ0, θ1, θ2, θ3, φ withAdamoptimizer
30: Record Lavg, Fin, Fs
31: end for
32: return optimized θ0, θ1, θ2, θ3, φ

from aHaar-randomunitarymatrix (fixed after sampling),
W ∼ U4×4

Haar. The stego state is given by:

ρstego = eiεHV (ρR ⊗ ρS) V
†e−iεH (21)

Themeanings of the variables are the same as in (10). The
stego state and secret state output by themodel are denoted
as ρ̃stego and ρ̃S , respectively.Due to hardware limitations,
the dataset size is restricted to n ≤ 10, denoted as n groups

of “1 + 1” data (representing pairs
(
ρ

(k)
S , ρ

(k)
stego

)
).

2. Model structure: In addition to the two latent-layer
improvement strategies described in Sect. 5.1 (Fig. 6),
we also include the QAE-DD structure from the sim-
ple scheme in Sect. 4. We denote the model struc-
ture corresponding to the orthogonal-direction Hamilto-
nian optimization strategy (“soft constraint”) as QAE-
ODH, and the model structure corresponding to the
orthogonal-subspace projection strategy (“hard decom-

position”) as QAE-OSP. Each submodule in the network
is implemented using variational quantum circuits (the
encoder uses a 6-layer parameterized quantum circuit,
and the decoder uses an 8-layer parameterized quantum
circuit).

3. Model training: QAE-DD still uses the loss function
defined in (20); the loss function for QAE-ODH is:

L = LE0 + LE1 + Lρstego + LρS

= (1 − F (ρ0, |0〉 〈0|)) + (1 − F (ρ1, |1〉 〈1|))
+ (

1 − F
(
ρstego, ρ̃stego

)) + (1 − F (ρS, ρ̃S))

(22)

The roles of LE0 and LE1 are to perform Hamiltonian
optimization along orthogonal directions. In contrast,
QAE-OSP enforces a projection onto orthogonal sub-
spaces:

{
ρe0 = (I2 ⊗ 〈0|) ρE0 (I2 ⊗ |0〉)
ρe1 = (I2 ⊗ 〈1|) ρE1 (I2 ⊗ |1〉) (23)

Here, ρE0 and ρE1 denote the outputs (3-qubits) of the
parallel encoding modules E0 and E1, respectively, while
ρe0 and ρe1 represent the latent-layer features. The loss
function of QAE-OSP is defined as:

L = Lρstego + LρS

= (
1 − F

(
ρstego, ρ̃stego

)) + (1 − F (ρS, ρ̃S))
(24)

The number of training epochs is set to 150, and the
learning rate is set to 0.2. The training procedures of the
QAE-OSP and QAE-ODH are shown in Algorithm 2 and
Algorithm 3.

The simulation results are shown in Figs. 7, 8, 10, and 11,
with the analysis as follows:

(1) Figures 7 and 8 present the training curves of the three
models for multiple datasets under ε = 0 and ε = 0.6. It
can be seen that, within 10 datasets, the QAE-OSP model
achieves fidelities for reconstructing ρstego and extracting ρS

that are close to those of the simpler QAE-DD scheme; in
contrast, the performance of QAE-ODH is quite limited, and
its fidelity decreases significantly as the data size increases
(Fig. 9).

(2) Figures 10 and 11 show two representative cases: the
variation of fidelitywith ε under fixed data size n = 5, and the
variation of fidelity with data size n under fixed ε = 0.6. The
fixed ε = 0.6 setting is chosen to balance hiding strength and
network capability (maintaining fidelity). The results indi-
cate that, for smaller ε and smaller n, the QAE-DD scheme
performs better, as the neural network tends to simulate a
static, single information-hiding encoding operation ES more
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Fig. 7 Fidelity training curves for ε = 0 with data sizes of 1, 2, 3, 4, 5, and 10. The first row shows F
(
ρstego, ρ̃stego

)
, and the second row shows

F (ρS, ρ̃S)

effectively and with lower resource consumption. However,
for larger ε and larger n, which demand more dynamic and
disturbance-resistant capabilities from the neural network,
the QAE-OSP model outperforms, with stronger reconstruc-
tion capability ofρstego compared toQAE-DD.This validates
the advantage of orthogonal projection branching with paral-
lel subnetworks. The QAE-ODH model consistently yields
low numerical results, indicating that the “soft constraint”
strategy of Hamiltonian optimization in orthogonal direc-
tions has limited effectiveness for this task.

(3) Additionally, in the QAE-DD model, F (ρS, ρ̃S) ≡ 1
because, in this scheme (see Sect. 4), ρ̃stego is obtained
by applying the decoder D to the new reference state ρ̃R

(extracted by the encoder E of QAE) together with ρS .
Applying D† perfectly decouples and extracts the secret
state ρS . The trade-off, however, is that with larger pertur-
bations and larger data sizes, the reconstruction fidelity of
ρstego decreases, reducing the network’s ability to simulate
ES .

6 Multi-stego state task scheme

6.1 Design concept

We still employ the QAE and its variant architectures. As
described in Sect. 3.2, implementing multi-stego-state infor-
mation hiding tasks requires the construction of non-unitary
operations. We adopt the previously introduced QAE-DD
and QAE-OSP models for this purpose (in QAE-DD, the
reference state ρR changes with the secret state during oper-
ation, and can therefore be regarded as globally non-unitary).
Unlike the single-stego-state case, the focus here lies in the
construction of training data, specifically in achieving the
objective of making stego states close to each other.

The specific design is as follows: For a set of n random

secret states
{
ρ

(k)
S

}
, each secret state ρ

(k)
S is tensor-producted

with the same reference state ρR , and then encoded into

a stego state
{
ρ

(k)
stego

}
using (21). According to the anal-

ysis in Section 3.2, calculate the ’centroid’ state of this

Fig. 8 Fidelity training curves for ε = 0.6 with data sizes of 1, 2, 3, 4, 5, and 10. The first row shows F
(
ρstego, ρ̃stego

)
, and the second row shows

F (ρS, ρ̃S)
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Fig. 9 Fidelity comparison across different data types after model convergence (ε = 0 and ε = 0.6 corresponding to Figs. 7, 8)

stego state set, ρcen
stego, and form the training data pairs{(

ρ
(0)
stego, ρ

cen
stego

)
,
(
ρ

(1)
stego, ρ

cen
stego

)
, . . .

}
.

Once the network is trained, the information hiding task
can be performed in themanner described inSect. 4 or Sect. 5.
From the perspective of an eavesdropper, these highly similar
stego states would be mistaken for multiple copies of the
same entangled state, with noise errors introduced during
the preparation or transmission process.

6.2 Simulation Experiments

The experimental setup is generally the same as in Sect. 4
and Sect. 5:

1. Data: According to the construction method in Sect. 6.1,
we build ′1 + n′ training data pairs (i.e., one ρR

+ nρS states, specifically {′1 + 1′, . . . ,′ 1 + 5′,′ 1 +
10′}).

Fig. 10 Fidelity curves versus ε after model training with a data size of 5. The left figure shows F
(
ρstego, ρ̃stego

)
, and the right figure shows

F (ρS, ρ̃S)
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Fig. 11 Fidelity curves versus data size after model training with ε = 0.6. The left figure shows F
(
ρstego, ρ̃stego

)
, and the right figure shows

F (ρS, ρ̃S)

2. Model Structure: We choose the QAE-DD and QAE-
OSP models. Note again that in the use of the QAE-DD
model, the intermediate reference state ρ̃R extracted by
the encoder E is different from the ρR in the training data
(see Sect. 4 for details).

3. Model Training: The settings are the same as in Sect. 4
and Sect. 5. The number of training epochs is set to 150,
and the learning rate is set to 0.2.

The simulation results are shown in Figs. 12, 13, and
14, where: (1) Figures 12 and 13 respectively present the
fidelities of ρstego reconstruction and ρS extraction for the

two models under multiple datasets when the perturbation
strengths are ε = 0 and ε = 0.6. The results are similar to
those in Sect. 5: the QAE-DD model performs better under
low perturbation, while the QAE-OSP model performs bet-
ter under high perturbation. Simulation data indicate that, for
n ≤ 10, the fidelities of both models are close to or exceed
0.9 (except in the case of n = 4, where this anomaly suggests
that the “centroid” of the stego states is notwell balancedwith
the number of training data groups). (2) Figure 14 shows the
comparison between the distance distributions of the original
secret states and those of the encoded stego states for the two
models under n = 5, 10 datasets and ε = 0.6 perturbation

Fig. 12 Fidelity curves of the QAE-DD and QAE-OSP models versus data size after model training with ε = 0
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Fig. 13 Fidelity curves of the QAE-DD and QAE-OSP models versus data size after model training with ε = 0.6

strength. As shown, after processing by the neural network,
the originally scattered random secret states become aggre-
gated once encoded into high-dimensional stego entangled

states. In particular, for the QAE-OSP model, the average inter-
state fidelity from secret states to stego states increases from
0.68 to 0.91 when n=5, and from 0.49 to 0.62 when n=10.

Fig. 14 Cross-group fidelity results for the QAE-OSP model with ε = 0.6 and data sizes of 5 and 10. The plots include F
(
ρ

( j)
S , ρ

(k)
S

)
and

F
(
ρ̃

( j)
stego, ρ̃

(k)
stego

)
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7 Conclusion

This study presents a preliminary exploration into the
emerging field of quantum information hiding, proposing a
quantum state diffusion encoding paradigm based on high-
dimensional entangled states, whereby secret quantum states
are concealed within the global structure of multi-particle
entangled systems. On the theoretical level, we establish
an initial controllable random perturbation unitary opera-
tion model. Through formal analysis, we clarify the positive
correlation between hiding strength and the perturbation
parameters as well as entanglement dimension, thereby pro-
viding theoretical guidance for the design of information
hiding codes. In terms of implementation, we explored
two QAE-based neural network schemes: QAE-DD, which
adapts to low-disturbance scenarios through the inverse use
of encoding and decoding functions, and QAE-OSP, which
introduces an orthogonal projection branching structure to
optimize performance under high-disturbance conditions.
The capabilities of both models were verified in a 3-qubit
system with limited-scale data (n ≤ 10). For example, under
high perturbation conditions (e.g., n = 5, ε = 0.6), the
QAE-OSP model maintains high fidelity between the car-
rier and secret states, with F

(
ρstego, ρ̃stego

) = 0.91 and
F (ρS, ρ̃S) = 0.84. Furthermore, we extended the single-
stego-state task to amulti-stego-state setting, constructing the
training set based on the idea of principal component analy-
sis and evaluating the adaptability of both models to varying
disturbance strengths. Under the representative conditions of
n = 5 and ε = 0.6, the QAE-OSP model was validated to
have the capability of aggregating multiple stego states, with
the average inter-state fidelity from multiple secret states to
stego states improving from 0.68 to 0.91. These exploratory
works provide a potential implementation pathway for arbi-
trary quantum state information hiding.

Nevertheless, as an early exploration in this field, this
study remains a preliminary proof-of-concept work with
evident limitations: (1) Due to hardware constraints, the
experiments were conducted only on small-scale systems
with n ≤ 10 data and 3 qubits, and large-scale scalability
has not yet been verified. (2) The principles for setting the
disturbance parameter ε were not discussed, and no adaptive
mechanism has been implemented. (3) The construction of
the “centroid” state relies on classical principal component
analysis, without a fully quantum feature extraction process,
which may become a computational bottleneck for multi-
stego-state extensions.

In subsequent studies, we plan to deepen our research in
three directions: (1) Enhance the representational capacity of
QAE through methods such as Generative Adversarial Net-

works (Ma et al. 2025) and Quantum Architecture Search
(Maet al. 2024), and further expand the data scale. (2) Investi-
gate dynamic perturbation enhancement mechanisms for the
encoding operations, enabling real-time adaptation to data
and channel conditions. (3) Develop a fully quantum pro-
cessing pipeline, attempting to replace classical PCA with a
variational quantum feature solver. These improvements are
expected to advance quantum information hiding from the-
oretical validation toward preliminary applications, though
practical deployment will still require long-term exploration.

Recent research in information security demonstrates
that cross-disciplinary approaches are increasingly vital for
enhancing robustness across diverse application domains. In
image and video protection, studies have combined compres-
sion with nonlinear dynamics (Lin et al. 2024) and explored
GAN-based anti-forensics (Wang et al. 2025), underscoring
how hybrid physical–generative models improve resilience.
Similarly, chaos-based cryptography has advanced through
novel hyperchaotic systems and optimization strategies
(Şimşek et al. 2025; Kocak et al. 2024), while cryptanalysis-
oriented work has emphasized high-dimensional mappings
and hardware-feasible implementations (Gao et al. 2025a, b, c).
Parallel efforts in video encryption (Gao et al. 2024a; Gao
et al. 2024b) further highlight the role of intelligent archi-
tectures in managing security-critical multimedia data. At
the same time, steganography and watermarking studies (Li
et al. 2024, 2022) focus on imperceptibility and robust-
ness, offering valuable insights for covert communication.
These works, particularly in exploring information hiding,
provide significant inspiration for our research on quantum
state embedding. Building on this foundation, by situating
our QAE-driven framework in this broader landscape, we
emphasize that its hybrid quantum–classical paradigm con-
tinues the trajectory of cross-domain innovations, extending
them into the quantum regime to enable secure embedding of
arbitrary quantum states and laying a foundation for future
quantum steganography and cryptography.

Appendix A: Deviation calculation ofU and V

Since U = eiεHV , and the trace norm is invariant under
unitary transformations (i.e., ‖AV ‖1 = ‖A‖1 for any unitary
matrix V ), we have:

‖U − V ‖1 = ‖(eiεH − I )V ‖1 = ‖eiεH − I‖1 (A1)

The problem now becomes to calculate ‖eiεH − I‖1.
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The Taylor expansion of eiεH is:

eiεH = I + iεH − ε2

2
H2 + O(ε3) (A2)

Therefore,

eiεH − I = iεH − ε2

2
H2 + O(ε3) (A3)

For small perturbation strength ε, the first-order term iεH
dominates the deviation:

‖eiεH − I‖1 ≈ ε‖H‖1 (A4)

where ‖H‖1 = tr |H | = ∑dE
k=1 |λk | (where λk are the eigen-

values of H ).
The eigenvalue distribution of H follows theWigner semi-

circle law (Anderson et al. 2009). For large dimension dE ,
the probability density function of the eigenvalue λ is:

μ(λ) = 1

2πdE

√
4dE − λ2, for |λ| ≤ 2

√
dE (A5)

The expectation of the trace norm is:

E[‖H‖1] = dE · E[|λ|] ≈ dE

∫ 2
√
dE

−2
√
dE

|λ| μ(λ) dλ (A6)

The symbol μ in (A5) and (A6) represents the probability
density function.

Due to the symmetry of the function:

E[‖H‖1] ≈ 2dE

∫ 2
√
dE

0
λ ρ(λ) dλ

= 2dE

∫ 2
√
dE

0
λ · 1

2πdE

√
4dE − λ2 dλ

= 1

π

∫ 2
√
dE

0
λ
√
4dE − λ2 dλ

(A7)

Let u = 4dE − λ2, so du = −2λ dλ. Changing the limits of
integration: when λ = 0, u = 4dE ; when λ = 2

√
dE , u = 0.

∫ 2
√
dE

0
λ
√
4dE − λ2 dλ =

∫ 0

4dE

√
u

(
−du

2

)

= 1

2

∫ 4dE

0
u1/2 du

= 1

2
· 2
3
u3/2

∣∣
∣
4dE

0

= 1

3
(4dE )3/2 = 8

3
d3/2E

(A8)

Substituting gives:

E[‖H‖1] ≈ 1

π
· 8
3
d3/2E = 8

3π
d3/2E (A9)

E[‖U − V ‖1] ≈ ε · 8

3π
d3/2E (A10)

Appendix B: Proof of the optimality of the
centroid state

Proof For any pure state σ = |ψ〉〈ψ |, the fidelity is:

F2(ρk, |ψ〉〈ψ |) = 〈ψ |ρk |ψ〉. (B11)

Objective function:

J (σ ) =
∑

k

〈ψ |ρk |ψ〉 = 〈ψ |
(

∑

k

ρk

)

|ψ〉 = 〈ψ |M |ψ〉.

(B12)

Since the operatorM is derived fromρk , and is aHermitian
matrix, it can be expressed as:

M =
∑

j

α j |β j 〉〈β j |. (B13)

whereα j are real eigenvalues, and |β j 〉 are the corresponding
eigenvectors.

According to the Rayleigh-Ritz theorem (Wang et al.
2004), for any pure state |ψ〉, we have:

〈ψ |M |ψ〉 ≤ αmax, (B14)

where αmax is the largest eigenvalue of M , and it is achieved
when |ψ〉 is the eigenvector corresponding to αmax.

Thus, |ψ〉 = |βmax〉, so:

max J (σ ) = αmax. (B15)

Themaximumvalue is obtainedwhen σ =|βmax〉〈βmax|=
ρcen.
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Appendix C: Detailed algorithms for
QED-ODH

Algorithm 3 Workflow of the QED-ODH Algorithm.
Require: Number of qubits NA, NB , total N = NA + NB ;
1: Training states {ρi

R}mi=1; Secret states {ρi
S}mi=1; Predefined uni-

tary transforms {V i
1 }mi=1; Encoder parameters θ0, θ1, θ2, θ3; Decoder

parameters φ; Weights win, ws ; Learning rate α, Training epochs T
Ensure: Optimized parameters θ0, θ1, θ2, θ3, φ

2: Initialize: θ0, θ1, θ2, θ3, φ randomly
3: for t = 1 to T do
4: Initialize accumulators: total_loss ← 0, total_loss_e0 ← 0,

total_loss_e1 ← 0, total_fid_in ← 0, total_fid_s ← 0
5: for each sample i = 1 . . .m do
6: Build stego input: ρstego ← V i

1

(
ρi
S ⊗ ρi

R

)
V i
1
†

7: Encoder-0 forward: ρenc0 ← E0(ρstego, θ0)
8: Subsystem extraction (E0): ρe0 ← (I2 ⊗ 〈0|) ρenc0 (I2 ⊗ |0〉)
9: Encoder-1 forward: ρenc1 ← E1(ρstego, θ1)
10: Subsystem extraction (E1): ρe1 ← (I2 ⊗〈0|) ρenc1 (I2 ⊗|0〉)
11: Build inputs for E2/E3: ρin2 ← ρe0 ⊗|0〉〈0|⊗|0〉〈0|, ρin3 ←

ρe1 ⊗ |1〉〈1| ⊗ |1〉〈1|
12: Encoder-2 forward: ρe2 ← E2(ρin2, θ2)
13: Encoder-3 forward: ρe3 ← E3(ρin3, θ3)
14: Merge and normalize: ρ̃stego ← 1

2

(
ρe2 + ρe3

)
; ρ̃stego ←

ρ̃stego/Tr(ρ̃stego)
15: Decoder: ρ̃S ← D(ρ̃stego, φ)

16: Fidelities: Fi
stego ← Fid(ρstego, ρ̃stego), Fi

S ← Fid(ρi
S, ρ̃S)

17: Encoder-specific losses: Li
e0 ← 1−Tr(ρtrash

enc0 ·|0〉〈0|), Li
e1 ←

1 − Tr(ρtrash
enc1 · |1〉〈1|) � ρtrash

enc* denotes the discarded subsystem
orthogonal to ρe∗

18: Global loss: Li ← 1 − (
0.5 × Fi

stego + 0.5 × Fi
s

)

19: Accumulate: total_loss + = Li ; total_loss_e0 + = Li
e0;

total_loss_e1 + = Li
e1; total_fid_in + = Fi

stego; total_fid_s + =
Fi
s

20: end for
21: Averages: Lavg ← total_loss/m; Lavg

e0 ← total_loss_e0/m;
Lavg
e1 ← total_loss_e1/m; Favg

stego ← total_fid_in/m; Favg
s ←

total_fid_s/m
22: Backpropagate: update θ0 with Lavg

e0 ; update θ1 with Lavg
e1 ;

update θ2, θ3, φ with Lavg
23: end for
24: return optimized θ0, θ1, θ2, θ3, φ
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