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Abstract: Satellite-based QKD is currently being developed to revolutionize global cryptographic

key exchange by facilitating secure communication among remote parties at a global scale. By over-

coming the exponential loss of fiber transmission, satellite-to-Earth communication can seamlessly

interconnect vast distances as the link budget of such links is sufficient to support QKD links. In terms

of this direction, DV-QKD implementations seems to be technologically ahead since key exchange

has been experimentally demonstrated to perform much more efficiently by providing key rates

that are orders of magnitude higher compared to entanglement-based key exchange. However, the

specific requirements to support effectively functional DV-QKD satellite-to-ground links are yet to be

defined. This work attempts to define the satellite and ground segment system requirements needed

in order to achieve functional QKD service for various satellites orbits (LEO, MEO, and GEO). Finite

key size effects are being considered to determine the minimum block sizes that are required for

secure key generation between a satellite node and a ground terminal for a single satellite pass. The

atmospheric link channel is modeled with consideration of the most important degradation effects

such as turbulence and atmospheric and pointing loss. Critical Tx and Rx system parameters, such as

the source’s intrinsic Quantum Bit Error Rate (iQBER), the Rx telescope aperture size, and detection

efficiency, were investigated in order to define the minimum requirements to establish an operation

satellite-to-ground QKD link under specific assumptions. The performance of each downlink scenario

was evaluated for the wavelength of 1550 nm in terms of link availability, link budget, and in the

distilling of secure key volumes over time. Finally, the feasibility and requirements for distributing

the collected space photons via terrestrial telecom fibers was also studied and discussed, leading

to the proposal of a more futuristic WDM-enabled satellite QKD architecture. This comprehensive

analysis aims to contribute to the advancement and implementation of effective satellite-based QKD

systems, which can further exploit the ground fiber segment to realize converged space/terrestrial

QKD networks.

Keywords: satellite-to-ground QKD; DV-QKD; finite key size; LEO; MEO; GEO; space/terrestrial

quantum communication infrastructure (QCI)

1. Introduction

Over the past hundred years, significant advances in quantum mechanics, optics, com-
puting, and information theory have paved the way for a new era in quantum technologies.
This emerging “second quantum revolution” builds on the initial explorations into quantum
mechanics to harness these principles for revolutionary applications across various sectors.
One of the most groundbreaking and forward-looking developments is the concept of the
quantum Internet [1]. Since the exponential increase in signal losses in fiber-optic cables
over long distances currently hinders the reliable transmission of quantum states beyond a
few hundred kilometers [2], and as the current state of quantum memories and quantum
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repeaters faces a great deal of open questions [3] beyond practical deployments, there is
an ambitious goal to establish a worldwide sophisticated network that should include
satellites. This network will connect quantum computers, repeaters, and storage devices
through both classical and quantum channels, where satellite nodes will communicate over
quantum channels with terrestrial nodes, and distributed quantum computers will also
connect around the world for unconditionally safe communication [4]. Such a network
promises to revolutionize fields by enabling distributed quantum computing [5], secure
quantum communication [6], enhanced imaging techniques [7], and improved precision
in timing [8], among other potential benefits. Progress toward this vision includes the
seminal experiments of the Micius satellite, which performed quantum communication
between a satellite and the Earth, demonstrating Quantum Key Distribution (QKD) [9–12],
entanglement distribution [13], and quantum teleportation [14].

In recent years, the landscape of quantum communication and QKD has seen a grow-
ing interest worldwide, with several countries launching funding and implementation
initiatives for satellite-based QKD research projects. This growing interest is justified
by the plethora of scientific papers and infrastructure mission projects that highlight the
stages of research, development, and the demonstration of technology. Notably, in Europe,
significant strides are being made through collaborative efforts between the European
Commission (EC), the European Space Agency (ESA), and various European space com-
panies, which are exemplified by missions such as Eagle-1 [15]. This mission not only
includes a QKD system, but also marks a transition from experimental demonstrations to
operational service provision, and its launch is scheduled for 2025. Similarly, the SAGA
1G mission [16] represents the first generation of the European Quantum Communication
Infrastructure’s (EuroQCI) space segment, where the aim is for in-orbit validations of
the QKD performance and system verification by 2027. Further enriching the European
QKD landscape are the IRIS2 [17] and QUBE-II [18] missions. IRIS2 is envisioned as a
future generation of the EU Secure Satellite Constellation, integrating EuroQCI and thereby
enhancing resilience, interconnectivity, and security through satellite technology. QUBE-II,
on the other hand, is a CubeSat mission equipped with two distinct BB84 Prepare and
Measure (P&M)-QKD systems, and it is designed for LEO downlink experimental demon-
stration, with its launch also being anticipated in 2025. These initiatives, including the EC’s
EuroQCI and the ESA’s SAGA mission underscore a concerted effort toward establishing a
comprehensive network of satellite quantum communication systems. This effort is further
supported by the inclusion of a terrestrial backbone component, which comprises fiber
networks in major cities [19–23], thereby creating a synergistic space–ground quantum
communication infrastructure.

International projects like Canada’s QEYSSat project [24] and the UK’s QUARC [25],
as well as Singaporean missions like SpooQy [26] and QUICK3 [27], are also reinforcing
the global drive to advance quantum communication technologies. More specifically, the
QEYSSat mission stands out for its unique approach in employing an uplink method to
test the BB84 and BBM92 protocols, diverging from the common practice in other missions.
The UK’s QUARC mission focuses on providing secure satellite QKD service to the UK via
a constellation of CubeSats, while Singaporean space mission projects are also considered
among the most mature with seminal demonstrations from the SpooQy-1 CubeSat mission,
which demonstrated polarization-based quantum entanglement correlations. Additionally,
the ongoing QUICK3 mission aims to design a compact, true, and single-photon source
that can enhance the secure data rates in satellite-based QKD scenarios when compared to
conventional laser-based light sources.

In parallel to these important milestones for satellite–QKD networks, the quantum
engineering community is advancing space-based QKD technologies to deliver improve-
ments in Key Performance Indicators (KPIs) for higher Secure Key Rates (SKR), innovations
in space–QKD components for new system designs and architectures, and preparations for
the future quantum space Internet [28]. The initial efforts to optimize the performance of
satellite QKD downlinks are focusing on the design and development of state-of-the-art
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GHz on-board sources [29–32], with improved KPIs and Size, Weight, and Power (SWAP)
parameters. Alongside hardware advancements, there is significant theoretical work on the
precise modeling of atmospheric channel [33–38] network optimization [39,40] and security
considerations, including finite key size analysis [41] for satellite-to-ground QKD com-
munications. Efforts are also underway to upgrade Optical Ground Stations (OGS) to be
quantum-ready [42,43], with technologies like Adaptive Optics (AO) systems and advanced
free-space-to-fiber coupling techniques [44] being developed to optimize the integration of
space- and ground-based infrastructures. Additionally, high-detection efficiency systems
are being investigated to augment the OGS [45]; however, their deployment is constrained
by factors such as bulkiness, the availability of cooling technologies, and cost considera-
tions. These kinds of technologies would optimize the coupling performance, thus enabling
the connection between the space segment and the terrestrial, fiber-based infrastructures.

Amidst the advances in satellite-based QKD and the establishment of quantum com-
munication infrastructures, there remains a need for studies and system designs that will
bridge the terrestrial and space segments of QCI. This necessity underscores the importance
of developing networks that seamlessly combine space and fiber technologies. This is
where this research contribution stands. The contribution of this study lies in its methodol-
ogy for determining the essential requirements for a given set of assumptions to achieve
satellite QKD, where the aim is to bridge the fiber infrastructure and space–QCI segment,
thus addressing a critical gap in the current research and development ecosystem. Our
research also aims to open the door to the design phase of converged space/terrestrial QKD
networks, thus leveraging the mature architecture design options for terrestrial distribution
topologies and the KPIs provided by the future highly efficient, GHz-scale, and robust
satellite P&M QKD downlinks.

The remainder of this paper is structured as follows: Section 2 introduces the envi-
sioned architecture, providing the foundational concepts and systems assumptions that
underpin this work. Section 3 delves into the specifics of the software tool developed and
utilized for this research, where the details of the satellite-to-ground QKD link modeling are
presented. In Section 4, the results are presented, where a top-down approach is adopted.
This strategy aims to consider the full spectrum of options for satellite-based QKD down-
links by assessing their potential and limitations across different operational contexts. After
this initial consideration, the approach, based on specific criteria or considerations such as
technical feasibility or the specific requirements of quantum communication technologies,
involves narrowing down the choices by progressively focusing on certain orbits that favor
the satellite-to-ground QKD in terms of secure key generation. Following this analytical
framework, Section 5 shifts focus toward a more forward-looking perspective, where the
future possibilities of satellite-based QCI are discussed by leveraging state-of-the-art specifi-
cations from both the space and ground segments. This section aims to give a rough idea of
the full potential of each orbit, considering state-of-the-art parameters that could redefine
the capabilities of quantum communications infrastructure. Finally, Section 6 concludes
this work.

2. System Architecture and Assumptions

Driven by already conducted experimental demonstrations, our analysis will be fo-
cused on the Discrete Variable (DV)-QKD systems. DV-QKD implementations seem to
be technologically ahead since key exchange has been experimentally demonstrated to
perform much more efficiently, providing key rates that are orders of magnitude higher
compared to entanglement-based key exchange [37]. We selected for our analysis the
prepare-and-measure (one-way) scheme and the BB84 protocol with decoy and vacuum
states (vacuum, decoy, and signal). DS-BB84 QKD is the best understood and most widely
studied scheme and protocol, and it also has the advantage that complete general security
proofs are available, which have also been widely scrutinized for correctness [46]. Moving
on to the system architecture, satellites across all the operational orbits, i.e., Low Earth
Orbit (LEO), Medium Earth Orbit (MEO), and Geostationary Earth Orbit (GEO) will be
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examined. We will investigate their possible limitations, but also their potential use and
advantages. Satellites in LEO can be considered a prominent choice due to the reduced
geometrical losses that occur due to beam diffraction when compared to the other two
orbits, as well as the increased market interest and the everyday increasing number of LEO
satellites that are launched. On the other hand, satellites in MEO may be an attractive
alternative, especially for locations close to the equator as they offer a larger visibility time
window per satellite, thus resulting in a need for shorter satellite constellations to achieve a
continuous communication (with at least one satellite at a time in contrast to the LEO case).
The penalty for this case is the increased free-space losses in contrast with LEO, but also the
resulting low elevation angles for locations far from the equator. Finally, GEO satellites can
offer continuous communication employing a single satellite. However, the high altitude
results in much higher losses, making the establishment of the quantum link challenging.
At this point, it is important to note that our analysis is limited to the downlink scenario to
avoid the challenges associated with lossy and turbulent uplink transmission [47,48]. For
satellite QKD systems, there are two principal wavelength regimes that are considered as
possible candidates, namely wavelengths in the low end of the near-infrared (NIR) band,
i.e., 810–850 nm, and wavelengths near the low end of the short-wave infrared (SWIR)
band, i.e., C-telecom band (1530–1565 nm). Comparing the choice of 850 nm versus the
telecom C-band for QKD channel in satellite-to-ground links presents a nuanced trade-off
between atmospheric conditions, signal-to-noise (S/N) ratio, and technological compatibil-
ity. Operating at an 850 nm wavelength can significantly enhance the S/N probabilities and
qubit-transmission rates for satellite-to-ground communications. This advantage stems
from a combination of higher photon energy, reduced field-of-view (FOV) requirements,
and better aperture coupling efficiency when compared to longer wavelengths. MODTRAN
simulations suggest that local sky radiances are considerably higher at 850 nm; yet, the
noise photon count remains manageable due to the higher photon energy and smaller FOV.
The atmospheric transmission at this wavelength is also quite high, reaching about 90% of
that observed at 1550 nm. Importantly, the near-visible wavelength of 850 nm permits the
use of efficient, compact, and cost-effective silicon-based detectors.

On the other hand, the telecom C-band around 1550 nm is recognized for its slightly
higher atmospheric transmission efficiency and significantly lower solar noise interference,
which are attributed to the inherent properties of Rayleigh scattering and the relative
weakness of sunlight intensity at this wavelength. The choice of 1550 nm also benefits from
a substantial reduction in background noise, making it a quieter channel for QKD. Moreover,
the compatibility of 1550 nm with existing fiber-optical communication infrastructure
makes it an appealing choice as it facilitates seamless integration between satellite-based
and terrestrial quantum communication networks.

Ultimately, the decision between these wavelengths should consider site-specific con-
ditions, including atmospheric scattering and turbulence, as well as the technological
ecosystem surrounding the quantum communication infrastructure. While 850 nm of-
fers superior S/N ratios and allows for the use of more accessible detection technologies,
1550 nm provides a more robust channel and easier integration with existing communica-
tion systems. The optimal wavelength for a specific satellite-to-Earth QKD link would thus
depend on a balance of these factors, where the aim is to maximize both the efficiency and
the practicality of the quantum communication channel.

Although, up to now, the majority of the satellite QKD links operating in the regime of
850 nm are motivated mainly by the responsivity of silicon-based Single-Photon Avalanche
Diodes (SPADs) in this regime and the presence of fewer geometrical losses (almost four-
times greater) [49], our analysis will be focused on the 1550 nm regime. The employment of
telecom wavelengths provides the benefit of a direct coupling into an SMF, thus enabling
the detection of the quantum signal beyond the telescope to a remote location, as well as
the capability of using advanced commercial off-the-shelf optical fiber components for
the realization of the filtering, classical and quantum signal separation, and polarization
encoding analysis. In addition, according to MODTRAN, the transmission efficiency is
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slightly higher at 1550 nm than at 850 nm, and the background noise, which is present
mainly due to sunlight/moonlight, is reduced. In this direction, the feasibility and require-
ments for distributing the collected space photons via terrestrial telecom fibers is also being
studied with respect to the integration of space QKD segments with the terrestrial ground
fiber-based QCI segments. Figure 1 provides a schematic overview of the envisioned
architecture, where OGSs can be located outside from the terrestrial grid, thus allowing one
to take advantage of the high-altitude locations, where there is less artificial background
noise, and the effect of turbulence is also reduced. In this way, photons can be transferred
from the OGS to the urban environment via advanced low-loss telescope-to-fiber coupling
techniques, thus removing the need for the detection of the collected photons in the OGSs
and an intermediate trusted node.

ff

ffi

ff

 

tt

ff

ff

Figure 1. Schematic of the envisioned architecture integrating urban and terrestrial grid networks

across LEO, MEO, and GEO orbits for DS-BB84 QKD downlinks under night-time conditions. The

fiber distribution routes from OGS to detection stations are illustrated with yellow lines.

In the following section, the assumptions underpinning our study are presented. To
streamline our simulation process and ensure a focused analysis, we utilized the specific
technological and operational parameters defined by the Micius mission as our baseline
scenario [50]. By leveraging the established specifications of the Micius mission as a bench-
mark, we adhere to proven parameters, which can enhance the relevance and applicability
of the findings provided by our simulation. For example, we kept, throughout our simula-
tion process, the aperture emitter constant to 30 cm, so unless stated otherwise, these will
be the baseline parameters used in our simulation.

2.1. Orbits

The orbit parameter is one of the most crucial parameters since it decides the visibility
of each satellite with the OGSs considered in the system architecture, as depicted in Figure 1.
Initially, satellites across all operational orbits, i.e., LEO, MEO, and GEO are considered.
This strategy aims to consider the full spectrum of options for satellite-based quantum
communications by assessing their potential and limitations across different operational
contexts. For the case of LEO and MEO satellites, the elevation and range of the satellite-
OGS channel are calculated as a function of time for different satellite overpasses.
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2.2. Receiving Terminal

We started by considering the Micius receiving characteristics. We, thus, started
by considering a receiving aperture diameter of 1 m, with a focal length of 10 m and
an obscuration ratio of 0.1, which was located at an 850 m altitude (as was the OGS in
Xinglong). Moving forward, our study will focus on employing telescopes with diverse
design parameters (such as aperture diameter, obscuration ratio, focal length, etc.) as
receivers by varying the parameters crucial for establishing communication in the photon
starve regime. Fiber coupling will also be considered by modeling the coupling efficiency
in terms of Strehl ratio metrics.

The choice between Superconducting Nanowire Single-Photon Detectors (SNSPDs)
and SPADs for signal detection is pivotal given their distinct operational characteristics.
Focusing our attention on 1550 nm, we explored the potential of establishing robust quan-
tum communication links by employing both SNSPDs and SPADs for signal detection.
SNSPDs are acknowledged for their superior quantum efficiency across a broad wavelength
range, albeit with higher complexity and cost due to the necessitated cryogenic cooling.
Conversely, SPADs present a more cost-effective solution, albeit with certain limitations in
detection efficiency and timing jitter.

2.3. OGS-to-Detection Station Fiber Distribution

In this study, telescope-to-fiber coupling, which enables signal transmission over
extended distances through low-loss, single-mode optical fibers to a secure location for
detection (which may be in a different location with respect to the receiving telescope),
was also modeled. In this way, it was not necessary to upgrade the security of the OGS
to a trusted-node configuration, which would have stressed the overall security of the
networks. This free-space and fiber-integrated hybrid QKD transmission scenario was
recently successfully demonstrated using fiber-connected measurement terminals equipped
with SNSPDs [51]. This approach allows not only for the detectors to be safely enclosed in
a different room or building, but it also enables multiple users to utilize the same optical
telescope. Additionally, fiber coupling may allow for an OGS to be located in favorable
locations and outside the urban grid, as well as grant higher altitudes, lower aerosol
concentrations, and reduce artificial background noise, while also enabling the extension of
the satellite QKD downlink to the urban areas without the need of an intermediate trusted
node at the OGS site.

3. Satellite-to-Ground QKD Simulator

In this section, we provide an in-depth description of the mathematical framework of
the developed satellite-to-ground QKD simulator software (MTLAB 2020). To provide a
clear understanding of our software’s features, we categorize its functionalities into three
main areas. The first area focuses on the space segment where the satellite resides. The
initial step involves the calculation of elevation angle over time. For this estimation, we
used the latitude, longitude, and orbital height data of each satellite, which are obtained
every 10 s when employing the AGI/STK system tool (ANSYS, Pittsburgh, PA, USA) [52].
For simplicity, in this study, only a satellite pass was modeled. Considerations such as the
specifications of the transmitter and receiver enable calculations of the geometrical loss, the
pointing losses, and the receiving system loss (such as in telescope-to-SMF couplings). Next,
we delved into atmospheric channel modeling, which accounts for all the atmospheric
phenomena such as turbulence and atmospheric absorption that degrade the link’s perfor-
mance. Finally, the Decoy-State BB84 DV-QKD protocol was utilized, including finite key
size analysis. Overall, by modeling the abovementioned protocols and methods, the soft-
ware was able to provide metrics such as the SKR, Quantum Bit Error Rate (QBER), and link
budget estimations. Above, a flow chart illustrates the simulation process (Figure 2). Inputs
are marked in green squares, outputs in orange, and the simulation steps are highlighted in
blue boxes, thus providing a visual guide through our simulation methodology.
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Figure 2. Flow chart of the satellite-to-ground MATLAB 2020 software calculator.

3.1. Satellite Orbits

Our software tool can simulate a comprehensive range of orbits, including LEO, MEO,
and GEO, thus ensuring a versatile application for diverse QKD–satellite mission analyses.

LEO satellite orbits are characterized by their relatively low altitudes, typically within
2000 km above the Earth’s surface, thus providing a better link budget for the QKD
downlinks and enabling higher key rates. The low orbits enable satellites to complete
one orbit around the Earth in approximately 90 to 120 min, thus resulting in frequent
communication time windows as they pass overhead. Specifically, for Sun Synchronous
Orbits (SSOs), the satellites are visible approximately every 12 h with the same elevation
gained by an OGS. Finally, LEO satellites offer global coverage but require constellations
of multiple satellites to provide continuous service. Therefore, it is of great importance to
consider whether a single LEO satellite pass provides an adequate volume of exchanged
bits for post processing when finite key size statistical fluctuations are being considered.

MEO satellite orbit altitudes typically range between 2000 and 35,786 km. MEO
satellites orbit the Earth less frequently than their LEO counterparts, typically completing
one orbit every several hours, thus resulting in fewer communication opportunities per day.
While MEO satellites provide broader coverage than LEO satellites, their elevation gain
strongly depends on the OGS location since most MEO constellation fly across the equator.
The trade-off between longer communication time windows and a lower link budget will
be considered in the following section in terms of finite key size statistical fluctuations.

Finally, GEO satellites are located 36,000 km above the Earth’s surface. Since they
move at the same angular speed as the Earth, they appear to not be moving in respect to an
OGS, thus allowing for continuous communication.

3.2. Atmospheric Link Modeling

3.2.1. Geometrical Loss

Geometrical loss is a primary factor affecting the link budget in space-based quantum
communication, and it increases quadratically with distance. For a satellite orbiting in
LEO/MEO, the distance between the satellite and the ground depends on the satellite’s
elevation angle and can be computed using Equation (1).

d(θ) = Re(

√

(

H + Re

Re

)2

− cos2θ−sinθ), (1)
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where H is the satellite’s altitude above the Earth’s surface, Re is the Earth’s radius, and θ is
the elevation angle. The geometrical loss factor can then be calculated using (2) according
to [53]:

Ageo =

(

λ

4π d(θ)

)2

×
(

π Dr

λ

)2

×

(

8

θ2
B

)

, (2)

where Dr is the receiving aperture diameter and θB is the half-width divergence angle of
the transmitted beam, which assumes a Gaussian beam profile.

3.2.2. Pointing Loss

The necessity for a narrow beam width makes accurate pointing acquisition critical.
The inaccurate point acquisition of the laser beam renders the receiver to be located off-axis
from the far-field irradiance profile, resulting in a pointing loss. Pointing errors cause
time-varying fading in the received signal power. They can be estimated for a specific
probability from the Probability Density Function (PDF) of a normalized received intensity
by taking into account the pointing error in the same manner as conducted in [54].

p
(

Ipp

)

= βp Ipp
βp−1

, 0 ≤ Ipp ≤ 1, (3)

where Ipp =
βp

βp+1 and βp =
θ2

B
4 σ2

p is the divergence pointing ratio, with θB defined as

previously, and σp is the pointing error variance in radians. The total pointing error loss for
a specific outage probability p0 was calculated using the following expression [54]:

Lpt = p0
1/βp . (4)

3.2.3. Atmospheric Transmission

Atmospheric transmission involves the interaction of photons with atmospheric con-
stituents, thus leading to signal attenuation, scattering, and degradation. The transmittance
varies with the satellite’s elevation angle, and it can be calculated under clear sky conditions
using the following formula [55]:

La = Lzen
( 1

cos(ζ)
)
, (5)

where Lzen is the transmittance for a vertical link at a specific wavelength and ζ is the zenith
angle of the link. It is evident that, for low elevation angles, atmospheric attenuation is
higher since the light must travel a longer path through the atmosphere to reach the receiver.

3.2.4. Turbulence

Scintillation effects on Free Space Optical (FSO) communication links can cause signal
intensity fluctuations. These fluctuations result from thermal changes by affecting refractive
indices, thus leading to beam diffraction. Turbulence-induced scintillation is categorized

based on the refractive index structure parameter C2
n (m−2/3). The value of this parameter

is largely dependent on atmospheric conditions such as temperature and pressure. This
study used the modified expression of the Hufnagel–Valley model [53], which considers
the altitude of the ground station and the elevation angle of the link.

C2
n(h) = A0exp

(

−
HGS

700

)

exp

(

HGS − h

100

)

5.94 × 10−53

(

urms

27

)2
h10exp

(

−
h

1000

)

+ 2.7×10−16exp

(

−
h

1500

)

. (6)

The calculation of the refractive index structure parameter C2
n (m−2/3

)

requires inte-

grating the average wind speed urms (m/s) along the slant path by employing the Bufton
model [56], as well as by accounting the altitude of the ground station HGS (m) and the
height above the ground station h (m). The scintillation index for weak, average, and strong
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turbulence, when assuming a plane wave approximation following the Kolmogorov model,
can be calculated using the subsequent expression [57]:

σ2
I,pt = exp













0.49σ2
R

(

1 + 1.11σ
12
5

R

) 7
6

0.51σ2
R

(

1 + 0.69σ
12
5

R

) 5
6













− 1, (7)

where σR is the Rytov index, which, when considering the OGS’s height, can be calculated
as follows [53,57]:

σ2
R = 2.25k

7
6 sec

11
6 (ζ)

∫ HTurb

HGS

C2
n(h)(h − HGS)

5
6 dh. (8)

Finally, the loss (dB) induced by turbulence for a given outage probability p0 is
calculated according to the Kolmogorov model by including the aperture averaging effect
as follows [58]:

Lsci = 4.343 ×
[

erf−1(2p0 − 1)·
[

2ln
(

σ2
I + 1

)] 1
2 −

1

2
ln
(

σ2
I + 1

)

]

. (9)

3.2.5. Night-Time Sky Radiance and Urban Background Noise

In FSO-QKD, much like in traditional communication methods, the effectiveness of
a link is largely determined by the SNR. While conventional communication techniques
can enhance SNR by boosting the signal strength, QKD operates differently since it relies
on utilizing a single-photonic qubit to transmit information. Consequently, reducing noise
becomes the sole strategy for enhancing SNR in QKD systems. The SNR, in this context,
is quantified by comparing the average number of photons that carry the signal to the
noise photons detected per pulse by the SNSPDs/SPADs. The primary sources of noise
in these systems are dark counts and ambient light contribution. Dark counts, which are
false counts by the detector in the absence of actual signal photons, can be minimized in
SPADs to rates fewer than 25 Hz by operating them at the Geiger mode. Meanwhile, for
SNSPDs, the dark count rate (DCR) can be reduced to values that are as low as the mHz
scale [59]. However, in free-space paths, such as those used in satellite-to-ground QKD, the
system is vulnerable to background radiation, which significantly contributes to noise [60].
Background radiation comes from natural sources like the sun, moon, and stars, whose
light can be scattered by atmospheric elements such as molecules, aerosols, fog, and clouds,
thereby increasing background noise. Although human-made light, like city illumination,
also adds to the background noise, its impact can be minimized by strategically locating
the OGS away from urban areas. In this work, we primarily addressed natural background
light as a noise source during night-time (new moon) conditions, whereas in ref. [37], the
background noise that was generated within urban areas, as well as daylight QKD, was
discussed. The consideration of daytime conditions poses challenges due to the difficulty
in mitigating the noise resulting from excessive solar radiance, and it is considered out of
the scope for the present work. The background radiance that reaches the detectors can be
provided by the following equation:

Pback = Hrad × ΩFOV × Ar × ∆λ, (10)

where Hrad

(

W/m2sr µm
)

represents the energy density of the background radiance, which

originates both form the night sky radiance and the artificial urban radiance. The field of
view of the receiver’s aperture is denoted by ΩFOV (sr), while the receiver’s capture area is
given by Ar

(

m2
)

, and the width of the receiver’s band-pass optical filter is represented by
∆λ (µm).
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3.2.6. Fiber Coupling Efficiency

In addition to the factors affecting the channel efficiency that were discussed previously,
this study also explored the influence of turbulence on the spatial coherence of the beam.
The latter directly affects the beam’s ability to be coupled with an SMF, a critical aspect
when employing fiber-based detectors at the receiver’s side for DV- and ENT-based QKD.
AO systems present a viable approach to mitigate the perturbations caused by a free-space
channel [61]. By compensating for phase fluctuations due to atmospheric turbulence in
real time, AO systems are not only pivotal in ground-based astronomy [62], but they are
also emerging as essential for free-space optical telecommunications [61,63] and free-space
QKD [63–65].

While existing studies have examined the uplink scenario to some extent [66,67], most
of the research on space–ground QKD has focused on the downlink channel. As mentioned
before, our investigation also addresses the downlink configuration. We modeled the
fiber coupling efficiency of a QKD downlink by expressing the coupling efficiency ηFC

through Strehl ratio-like metrics, since the latter has been suggested as an estimator for SMF
coupling efficiency [68]. We also took into account the optical coupling efficiency η0, which
reflects the mismatch between an unperturbed received optical beam and the Mode Field
Diameter (MFD) of the SMF. Although our model may not perfectly represent a true SMF
coupling, it provides a solid approximation of fiber coupling efficiency. A more-detailed
analytical model of SMF coupling, including detailed AO modeling, can be found in the
literature [38,69,70].

In detail, the Strehl ratio (SR) in the presence of atmospheric turbulence is given as
follows [53]:

SR =

[

1 + γ

(

Dr

r0

)5/3
]− 6

5

, (11)

where factor γ accounts for the level of AO correction and can take the values 1, 0.28, and 0
for no correction, tip tilt correction, and full-AO correction, respectively; whereas r0 is the
Fried parameter that characterizes he atmospheric turbulence across the slant path, which
is given by the following equation:

r0 =

[

0.42 k2sec(ζ)
∫ HTurb

HGS

C2
n(h)dh

]−3/5

. (12)

It is important to note that only perfect correction was considered here, meaning that, for
example, the tip–tilt correction (γ = 0.28) completely removes any second-order distortion to
the wavefront, while a full-AO correction (γ = 0) removes all the aberrations, thus resulting
in a diffraction limited spot. In accounting for the efficiency of the receiving telescope,
we also modeled the optical coupling efficiency, which was determined by the design
optics of the receiving telescope [35]. The ideal coupling efficiency can be parametrized by
the following:

η0 = 2

[

exp
(

−β2
)

− exp
(

−β2a2
)

β
√

1 − α2

]2

, (13)

where α and β are given by

a =
Dobs

Dr
, β = π

Dr

4λ

MFD

f
, (14)

where Dobs is the obscuration aperture diameter; MFD denotes the mode–field–diameter of
an SMF fiber, which is equal to 10.4 µm; and f is the focal length of the receiving telescope.
Since the mode characteristic of an SMF can be represented by a Gaussian function, and
as it is given that the aperture plane and the focal plane are interconnected through a
Fourier transform [71], optimal coupling is possible only when a Gaussian beam matches
the aperture within the coupling optics. Nevertheless, the average profile of incoming
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light tends to exhibit a flat-top distribution [72], which sets a theoretical upper limit to the
coupling efficiency of approximately 81% when assuming a non-turbulent transmission,
which can be extracted from Equation (13) for α = 0 and β = 1.12. Finally, ηsys accounts
for the AO/tip–tilt system optical components’ transmittance. The estimated coupling
efficiency can then be determined by

ηFC = ηsysη
0
SR. (15)

At this point, it is important to note that multi-mode fiber (MMF) coupling could be
employed instead of SMF coupling to enhance the coupling efficiency. However, in this
study, we focused on SMF coupling as it is more widely used in long-distance telecom
photon distribution due to its lower degree of loss. A comparison between MMF and SMF
coupling could be valuable, but the model is fundamentally different for a MMF and is
beyond the scope of the current work. Therefore, we have not included MMF coupling in
our analysis.

3.3. Protocol Assumptions and Finite Key Size Analysis

Since the atmospheric polarization decoherence of the atmosphere has been measured
as being limited [73], polarization-based QKD protocols appear to be suitable for satellite-
to-ground QKD communication. For this reason, the efficient Decoy-State BB84 (DS-BB84)
protocol, which employs the “weak + vacuum” configuration detailed in [74], was selected.
The protocol integrates decoy and vacuum states into the traditional BB84 framework to
mitigate the Photon Number Splitting (PNS) attacks. This incorporation enables precise
assessments of background noise and channel loss, enhancing the protocol’s ability to
detect eavesdropping attempts. Consequently, the decoy state protocol exhibits decreased
susceptibility to PNS attacks, thus allowing for higher mean photon numbers per pulse.

The finite key size effect was considered for the protocol modeling. Finite key size
in QKD refers to the limited number of secret key bits that can be extracted from the
quantum signals exchanged between communicating parties. It is a critical consideration
in QKD protocols because a finite key size directly affects the security of the shared key.
With a limited number of key bits, the statistical fluctuations between ones and zeros
should be considered as these result in disruptions of the key homogeneity, which increase
information leakage or induce key compromises through specific attacks (such as collective
attacks) [75,76]. Therefore, accounting for finite key size is essential to accurately assess the
security level of the key generated through QKD, as well as to implement appropriate error
correction and privacy amplification techniques to mitigate the effects of finite-size effects
and ensure the integrity of the secret key.

When considering a finite post processing block size, the statistical fluctuations of the
visibility were included. Qµ corresponds to the gain of the signal state and Eµ corresponds
to the overall QBER. The values of Qµ and Eµ can be calculated as

Qµ = Y0 + exp(−ηµ), (16)

Eµ =
e0Y0 + esys(1 − exp(−ηµ))

Qµ
, (17)

where η corresponds to the overall link transmittance; esys corresponds to the baseline
system error rate and is equal to (1 − V)/2 (where V corresponds to the total polarization
visibility of the Bob station, i.e., the limited Polarization Extinction Ratio (PER) of the
Bob’s polarization analysis module, as well the polarization error due to polarization basis
deviation); e0 corresponds to the error rate of the background noise; e0 is set to 1/2 by
assuming that the background noise is random; and Y0 corresponds to the probability of the
detector to click due to dark counts, background noise, or due to after pulsing probability
(for the case of SPAD detection). The latter is expressed as follows:

Y0 = Pdc + Pback + Pap. (18)
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Pback can be calculated according to the background radiance value as follows:

Pback = tgate ηRx ηFC
Pback

h· f
, (19)

where h· f correspond to the single-photon energy; tgate to the effective detection time
window; ηRx and ηFC to the receiver system (filter loss, polarization controller loss, etc.),
and fiber coupling overall efficiencies, respectively; and Pback to the receiver background
solar radiance, which is provided by Equation (19).

For the calculation of the SKR, we assumed security against restricted collective attacks
and followed the methodology reported in [75,76].

SKR ≥ frep × q

{

Q1[1 − H2(e1)]− Qµ f
(

Eµ

)

H2

(

Eµ

)

−
∆

Ns

}

ηdead, (20)

where ηdead corresponds to the dead time efficiency, which accounts for the limitations in
maximum count rates due to the detectors’ dead time [77]; f

(

Eµ

)

is the non-ideal error
correction efficiency; and Ns is the total number of transmitted signal states. The value of ∆

was calculated to be the following [75]:

∆ = 7 ×

√

Nn × log2

(

2

εs − εpe

)

+ 2 × log2

(

1

2 × (ε − εs − εec)

)

, (21)

where εs corresponds to the smoothing parameter, εpe to the estimation parameter, and εec

to the error correction parameter, while ε denotes the overall security parameter of the final
key, which is the sum of the aforementioned parameters. The finite key size effects also
play a vital role in satellite-based QKD since the communication time windows during
which the satellite is visible by an OGS vary for different orbits and remain limited for
specific cases.

4. Simulation Results

In this section, the simulated results are presented and discussed. A single satellite
pass was set as the baseline, while the key rates were compared for each different scenario.
Initially, the requirements for operational satellite-to-ground QKD are discussed; subse-
quently, the effect of the key parameters, such as fiber coupling and receiver telescope
aperture size, on the link’s performance is studied, which is achieved by following the
distribution of a single photon over terrestrial fiber links. For the analysis presented below,
the system parameters were kept constant while others were placed between some other
range of different values. The input parameters are included in Table 1 below.

Table 1. System assumptions and parameters.

Symbol Parameter Value

λ Quantum channel wavelength 1550 nm
f Emission rate 40–300 MHz

Nt Transmitted block size 1010–1013 bits
Hsat Satellite orbit altitude 550/8000/36,000 km
DTx Tx telescope aperture diameter 0.3 m
DRx Rx telescope aperture diameter 0.28–2.3 m

a Obscuration ratio ~0.1
f /x Focal ratio ~f/8
ηsys AO/tip–tilt optical transmittance 0.9

HOGS OGS Altitude 500–2340 m
ε Min. elevation angle 20◦

σp Pointing error variance 0.7 µrad



Photonics 2024, 11, 609 13 of 29

Table 1. Cont.

Symbol Parameter Value

ηBob Detector’s setup loss 2 dB

C2
n Refractive index structure parameter 1.7 × 10−14 − 1.7 × 10−13 m−2/3

Hrad Background solar radiance 1.5 × 10−5 − 1.5 × 10−1 W/m2sr µm
p0 Outage probability 1%

ΩFOV Receiver’s FOV 100 µrad
λpass Filter’s spectral passband 0.2 nm
η f ilter Filters efficiency 0.7

µ Mean signal photon/pulse 0.7
ν Mean decoy photon/pulse 0.1
εs Smoothing parameter 9 × 10−11

εpe Parameter estimation 7.7 × 10−11

εec Error correction parameter 8 × 10−11

ηSNSPD SNSPDs detection efficiency 0.85
DCRSNSPD SNSPDs dark count rate 10 cps
τdead_SNSPD Dead time SNSPD 30 ns

ηSPAD SPADs detection efficiency 0.15
DCRSPAD SPADs dark count rate 300 cps
τdead_SPAD Dead time SPAD 20 µs

tgate Effective gate time window 1 ns
e0 Error probability for noise counts 50%

4.1. Source Specification/Requirement Analysis

Due to the constraints in satellite QKD communications, such as the signal loss that
takes place in free-space transmission due to turbulence-induced phenomena, as well as
the limited time window for satellite visibility, the number of single photons that can be
securely exchanged between two parties are limited. This limitation affects the efficiency
of privacy amplification and error correction processes, which are crucial for ensuring
the security and integrity of the keys. In space-based QKD, where satellites are used to
distribute keys between ground stations over vast distances, the finite key size imposes
additional challenges [41].

In the following sub-section, the effect of the finite key size effect in various orbits is
studied. As described above, a specific block size is used for the secure key distillation.
Small block sizes are unable to provide secure key distillation when accounting for the
finite key size effects, and since different orbits provide different communication time
windows and link budgets, different systems requirements should be considered. For this
sub-section, only tip–tilt correction was assumed for the cases in which fiber coupling was
considered. In what follows, the minimum requirements for enabling key distillation over
a single satellite pass in LEO, MEO, and GEO orbits in terms of Alice’s emission rate and
iQBER are examined.

4.1.1. Emission Rate Analysis—LEO

To begin with, a LEO satellite pass was simulated. For simplicity, we will assume
an ideal LEO pass over the Helmos OGS in Greece (Latt: 37.98, Long: 22.20), meaning
that the satellite reaches a maximum elevation angle of 90 degrees. For this ideal case, the
satellite was visible (>20◦ elevation) for approximately 5 min and 30 s. For this first case
study, a ground station at 500 m was simulated. In addition, a 1 m aperture telescope,
with a 0.08 m secondary mirror and a 10 m focal length, was assumed for the receiver
station. Figure 3 provides the end-to-end link loss (Y-right axis), as well as the expected
normalized SKR (bps/pulse) (Y-left axis) over time, where different transmitted block sizes
values were assumed. Mere tip–tilt correction was considered for the telescope-to-SMF
coupling (corresponding to a value of γ = 0.28 in Equation (15)) while considering both
(a) SNSPD and (b) SPAD detectors. Since the link loss was higher when SPADs were used
as detection units, higher transmitted block sizes were required. Since future OGSs might
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be equipped with either detector type, a sufficient transmitted block size that can comply
with these two detection systems seems to be about Ntrans > 1010 bits. To achieve this, the
on-board source was required to provide an emission rate of approximately frep > 40 MHz,
which is compatible with the typical achievable detection rates of both SPAD and SNSPD
detectors. Considering the normalized calculated SKRs, as well as by assuming an emission
rate of 40 MHz (which yields a maximum transmitted block size of 1010 bits in the case
of LEO, i.e., where the satellite is only visible for 300 s), an average SKR of 8 kbps and
800 bps were calculated for the case of SNSPD and SPAD detection, respectively, over
a single LEO passage. It is important to note that, once again, the calculations above
provide the minimum requirements for key distillation. These results can be enhanced if
one considers state-of-the-art sources that can provide higher transmitted block sizes, larger
receiver apertures, or a full-AO correction of the turbulent wavefront. The aforementioned
parameters will be discussed in Section 5.

𝑓௥௘௣ > 40 MHz
tt

tt

 

tt

tt

tt

tt 𝑁௧௥௔௡௦ > 10ଵଶ

ffi

Figure 3. End-to-end link loss over time, as well as the expected normalized SKR over time for

different transmitted block sizes values, in telescope-to-SMF coupling, all while considering both

(a) SNSPD detectors and (b) SPAD detectors.

4.1.2. Emission Rate Analysis—MEO

Next, a MEO satellite pass was considered for the emission rate requirement analysis.
For the purposes of our analysis, the O3b MEO orbit was simulated; therefore, the constel-
lation was considered as flying across the equator. Additionally, the OGS location had to
be specified for the calculation of the satellite’s elevation angle over time. Therefore, the
Helmos OGS (Latt: 37.98, Long: 22.20) location in Greece was selected for the simulation
of the MEO satellite pass. It should be noted here that for OGSs with a higher latitude
the maximum achievable elevation angle will be lower. For an MEO satellite and the
Helmos OGS, the maximum achievable elevation angle was calculated to be just above
30 degrees. Figure 4 once again presents the end-to-end link loss alongside the projected
normalized SKR over time. This analysis assumes a range of transmitted block sizes and
incorporates tip–tilt correction under three distinct scenarios: (a) a scenario featuring a
receiver aperture of 1 m and SNSPDs coupled with the telescope to the SMF, (b) a scenario
with a 1.5 m receiver aperture also using SNSPDs and telescope-to-SMF coupling, and (c) a
scenario involving a 2.3 m receiver aperture with free-space SPAD detection. That time, it
was evident that, as shown in Figure 4, transmitted block sizes of Ntrans > 1012 bits were
required to provide adequate post prosecting block sizes for all three scenarios. Given the
above—as well as when considering that, then, the satellite was visible for a time window
of more than 50 min—the required emission rate of the on-board source was calculated to
be in the order of a few hundreds of MHz (ca. 300 MHz).
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Figure 4. End-to-end link loss and normalized SKR over time for different transmitted block size

values of (a) Drx = 1 m and SNSPD with SMF coupling, (b) Drx = 1.5 m and SNSPD with SMF

coupling and (c) Drx = 2.3 m and SPAD without SMF coupling.

Considering the above, for the three distinct scenarios, the average SKRs of ~30 bps,
~75 bps, and ~420 bps were, respectively, calculated. The best performance took place
when seemingly very large telescope apertures (2.3 m) were employed and combined
with a free-space SPAD detection that can bypass the limited telescope-to-SMF coupling
efficiency tip–tilt correction provides. However, large apertures (>1.9 m) were found to
be necessary for SPADs to support MEO-to-ground QKD, and this only worked when
assuming free-space detection. Despite this, it is not clear whether SPAD detection is able to
support repetition rates as high as 300 MHz due to the electronic limitations of the devices,
such as having a high jitter. On the other hand, SNSPDs can provide low jitter, but they
usually require fiber coupling. Nonetheless, MEO orbits can be feasible for QKD under
certain assumptions, such as receiver aperture or OGS latitude, thus providing much longer
time windows, yet limited SKRs.

4.1.3. Emission Rate Analysis—GEO

Finally, GEO orbit requirements in terms of emission rates were discussed. GEO
satellites provide a continuous time window and a fixed elevation angle, but the elevation
angle is based on the OGS position, as in the case of MEO satellites. For this study, an
elevation angle of 45 degrees was considered, which is a typical elevation angle for the
corresponding GEO satellite providers of Greece. The communication time window was
limited to 12 h since only night-time communication was considered. As before, Figure 5
provides, again, the end-to-end link loss over time, as well as the expected normalized
SKR over time, where different transmitted block sizes values for the following three
different scenarios were assumed: (a) a receiver aperture of 1.5 m and SNSPD detection
with telescope-to-SMF coupling, (b) a receiver aperture of 2.3 m and SNSPD detection
with telescope-to-SMF coupling, and (c) a receiver aperture of 2.3 m and free-space SNSPD
detection. Free-space SNSPD detection has been presented within the literature [78,79], but
often with limited detection efficiency. In this case, we assumed that the detectors were
capable of detecting photons via free space without limiting their efficiency. Considering
the link budget for the scenarios above, as well as the time communication windows for
GEO satellites, an emission rate of ~200 MHz was required for the space source to provide
a transmitted block size of Ntrans = 1013 bits over 12 h.

It was calculated that, for the first two assumptions (as shown in Figure 5a,b), SKRs of
less than 10 bps were calculated, whereas (as shown in Figure 5c), SKRs of up to 320 bps
for the third case may be achieved. Despite this, it is yet unclear to which extent free-space
SNSPDs can function without severely limiting the system efficiency and not drastically
increasing the ambient background noise. Therefore, considering the very low SKR, which
was provided via fiber-coupled SNSPDs, it seems that large astronomical telescopes must
be used over long periods to provide the necessary key volumes to be able to distill secure
keys after hours of communication. If including the possibility of cloud coverage within



Photonics 2024, 11, 609 16 of 29

the night, as well as an increase in the background noise (e.g., due to the moon’s presence),
then the GEO-to-ground QKD will be interrupted. Therefore, we conclude that, under
these assumptions, GEO-to-ground QKD communication does not seem like a viable
alternative compared to LEO and MEO orbits. As such, under the selfsame aforementioned
assumptions, they will thus be excluded from now on in our results. Further insights on
how GEO orbit may benefit QKD communication will be discussed in Section 5.

tt tt

ff tt𝐷௥௫ 𝐷௥௫𝐷௥௫

ff tt

ffi
ffi

tt 𝑁௧௥௔௡௦ = 10ଵଷ

 

Figure 5. End-to-end link loss and normalized SKR over time for different transmitted block size

values of (a) Drx = 1.5 m and SNSPD with SMF coupling, (b) Drx = 2.3 m and SNSPD with SMF

coupling, and (c) Drx = 2.3 m and SNSPDs without SMF coupling.

4.2. iQBER Analysis

4.2.1. iQBER Analysis—LEO

A critical factor influencing both the performance and security of space-based QKD
systems is the intrinsic QBER (iQBER) of the space-based sources. The iQBER is essentially
a measure of the error rate of the erroneous quantum bits transmitted by the source, and it
directly impacts the fidelity and trustworthiness of the quantum communication channel.
In the context of space-based QKD, where the communication link spans hundreds to
thousands of kilometers through the vacuum of space and the Earth’s atmosphere, even
sources with seemingly low iQBER (1.5%) can significantly diminish the efficiency of key
generation and the security of the transmitted keys. A higher iQBER necessitates more
robust error correction and privacy amplification procedures to extract a secure key, which,
in turn, reduces the effective key generation rate and increases the complexity and resource
requirements of the QKD protocol. Therefore, minimizing the iQBER of a space-based QKD
source is paramount for optimizing the system’s performance.

Figure 6 presents the calculated SKR for a single satellite pass assuming various
source’s iQBER values for (a) SNSPD detection with SMF coupling, (b) SPAD detection
with SMF coupling, and (c) free-space SPAD detection. For these results, a receiver aperture
diameter of 1 m was assumed along with a transmitted block size of 1010 bits and a mere
tip–tilt correction. It is evident that even a value of 1% for the intrinsic QBER can have
an effect of up to 20% lower SKR values compared to the ideal case. Furthermore, it was
observed that higher values of iQBER do not drastically affect the key rates but can limit the
communication time window for cases where the overall end-to-end loss is high (e.g., SPAD
detection with SMF coupling (Figure 6b). To enable the satellite segment to accommodate
flexible OGS, which may be equipped with either SPADs or SNSPDs, an iQBER value of
less than 2% is recommended under our assumptions. Performance analysis for a LEO case
using state-of-the-art GHz-scale sources [29,30] with an iQBER below 1% will be discussed
in Section 5.
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Figure 6. End-to-end link loss and normalized SKR over time for the different i-QBER values of

(a) Drx = 1 m and SNSPD with SMF coupling, (b) Drx = 1 m and SPAD with SMF coupling,

and (c) Drx = 1 m and SPAD without SMF coupling.

4.2.2. iQBER Analysis—MEO

In this section, we vary the iQBER of the MEO-source to conduct a feasibility analysis
by leveraging the requirements for the on-board source emission rate (250 MHz) and
transmitted block size (1012 bits) that are derived from Section 4.1.1. For a single MEO
satellite pass, when assuming a receiver aperture diameter of 1 m, the only scenario that
yields non-zero key rates under the assumption of tip–tilt correction is when the SNSPDs
are employed as detection units. Figure 7 presents the expected SKR values over time
assuming different iQBER values. It has been observed that MEO satellites can grant QKD
links with imperfect sources if SNSPDs are employed in the detection setup for long time
windows. On the other hand, the maximum achieved rates were about four orders of
magnitude lower compared with the LEO orbit under the same detection assumptions. To
enhance the performance in the MEO case, where the source’s iQBER is high, improvements
in the overall link budget should be considered, such as selecting a bigger receiver aperture,
AO correction, or a GHz-scale source.

ff𝐷௥௫ 𝐷௥௫ 𝐷௥௫

tt

ff

 𝐷௥௫

ff
ff

Figure 7. End-to-end link loss and normalized SKR over time for Drx = 1 m and SNSPD with

SMF coupling.

4.3. Noise Tolerance Analysis

Until this point, the background noise radiance had been set to a constant value that
corresponded to limited noise contribution. In this sub-section, we shall discuss the effect
of the background noise in the key rates when assuming different satellite orbits. Since our
analysis takes into consideration only night-time conditions, we varied the background
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noise radiance to correspond to four distinct scenarios, namely clear night, new moon, full
moon, and urban night.

4.3.1. Noise Tolerance—LEO

To begin with, the effect of background noise in LEO-to-ground QKD links is discussed.
Various night-time radiance conditions are being considered according to [33], and they
correspond to different radiance values, which are mainly dependent on the moon’s cycle.
Once again, an emission rate of 250 MHz and a transmitted block size of 1010 bits were
considered. Figure 8 presents the distilled key bits over time for a single satellite pass,
and this was achieved by considering different sky radiance values for (a) Dr = 1 m and
SMF-coupled SNSPD detection, (b) Dr = 1 m and SMF-coupled SPAD detection, and
(c) Dr = 1 m and free-space SPAD detection. It is evident that fiber coupling renders the
system much more robust to background noise as it enables QKD communication even
under full moon, night-time conditions. For the case of SNSPD detection, since the SNR is
improved due to the higher quantum efficiency granted by the detectors, the system can
also (barely) perform under daytime conditions (Hrad = 1.5 W/m2sr µm), yet only with
extremely limited communication time windows.

ff

ff
tt10ଵ଴

ff𝐷௥ = 1 m 𝐷௥ = 1 m𝐷௥ = 1 m
ffi 𝐻௥௔ௗ = 1.5 W/mଶsr μm

 𝐷௥ =1 m 𝐷௥ = 1 m𝐷௥ = 1 m

ff

ff
ffi

ff𝐷௥ = 1 m 𝐷௥ = 2.3 m
tt 10ଵଶ

ff

Figure 8. SKR over time for a single satellite pass when varying the sky radiance values of

(a) Dr = 1 m and SMF-coupled SNSPD detection, (b) Dr = 1 m and SMF-coupled SPAD detec-

tion, and (c) Dr = 1 m and free-space SPAD detection.

Additionally, despite the lower overall link budget, thee SPADs also seemed to be
robust in terms of sky radiance when fiber coupling was considered, and this was without
being severely disturbed by the moon’s presence. On the other hand, free-space-coupled
SPAD systems are much more vulnerable to background noise, yet they perform with higher
key rates due to the lack of the lossy SMF coupling during different night-time conditions.

4.3.2. Noise Tolerance—MEO

The effect of background noise in QKD links is strongly dependent on the links with
overall efficiency; therefore, we shall expect a great influence on the noise in the achieved
key rates for MEO-to-ground QKD links, where end-to-end loss is much higher. Figure 9
presents the distilled SKR over a single MEO satellite pass when considering different sky
radiance values for (a) Dr = 1 m and (b) Dr = 2.3 m, of which both had SMF-coupled
SNSPD detection. As discussed before, in the MEO-QKD case, the source’s iQBER was
set to 1.5%, whereas the overall number of transmitted bits was set to 1012 bits. It was
observed that MEO-to-ground QKD links are indeed very unstable in terms of variations
in the sky radiance. Since the end-to-end loss was already relatively close to the key
distillation limits, variations in the background noise were able to completely interrupt
the QKD communication. It was evident that, as shown in Figure 9b, even with a much
bigger receiver with a 2.3 m aperture diameter, key exchange was only possible under
clear night and new moon conditions. In conclusion, this limitation would severely affect
the availability of MEO satellites for delivering keys to the ground segment. To tackle
this, a combination of narrower filters along with shorter detection time windows may
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allow for the MEO QKD communication to become feasible for increased background solar
radiance values.

 𝐷௥ =1 m 𝐷௥ = 2.3 m

ffi ffi
ff

ffi

ff

ffi

ffi 𝜂ி஼
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γ

ffi 𝐷௢௕௦

Figure 9. SKRs over a single MEO satellite pass when varying the sky radiance values of (a) Dr = 1 m

and SMF-coupled SNSPD detection and (b) Dr = 2.3 m and SMF-coupled SNSPD detection.

4.4. Receiver Size and Design Characteristics

Addressing the technical challenge of coupling an optical satellite signal into a ground
receiver involves overcoming unique obstacles compared to traditional Radio Frequency
(RF) communications. Optical satellite communications encounter several challenges due
to the nature of light propagation and atmospheric conditions. Coupling from free space
to SMF, particularly for large telescopes, presents significant challenges in the presence
of turbulence as it requires matching between the incoming beam’s intensity distribution
and phase front [62]. To address this issue, AO systems were utilized, leading to a notable
improvement in fiber coupling efficiency. These systems enable coupling efficiencies over
50%, even in the case of large telescopes. The upcoming section delves into how different
system parameters, such as the telescope’s focal length and aperture diameter, influence
the overall efficiency of fiber coupling. Furthermore, it explores the viability of satellite
QKD across a range of receiver telescope aperture sizes. It is important to highlight that,
for each aperture size considered, a corresponding focal length was chosen to optimize
fiber coupling. This focal length was determined to be ten times the value of the aperture
diameter, thus ensuring that the fiber coupling capabilities are not compromised by a fixed
focal length across different telescope sizes. Additionally, each telescope was assigned an
obscuration ratio of 0.1, thus further tailoring the setup to maximize coupling efficiency.
Incorporating the top-down approach outlined earlier, our focus here was solely on the
LEO case. An in-depth discussion on how the characteristics of the receiver impact MEO
and GEO cases will be addressed in Section 5.

Figure 10 depicts a contour plot demonstrating the coupling efficiency ηFC of the
SMF, computed using Equation (12), with respect to the receiver’s telescope Fr (m) and
aperture diameter Dr (m) under the conditions of full-AO and tip–tilt correction amidst

moderate
(

Cn2 = 10−14m−2/3
)

and strong turbulence
(

Cn2 = 10−13m−2/3
)

. The calcu-

lation assumed a satellite elevation angle of 90 degrees, with the receiver situated at an
altitude of 500 m. To incorporate the direct impact of atmospheric turbulence, Equation
(15) was employed. Specifically, the γ in Equation (11) was set to 0 for full-AO correction,
while it took values of 0.28 and 1 for the tip–tilt correction and no correction, respectively.
The telescope’s efficiency was factored in using Equation (14), where Dobs remains constant
at 0.1.



Photonics 2024, 11, 609 20 of 29

 

− −

− −

ff𝑡ௗ௘௔ௗ = 20 μs
ff

ff

ff 𝐷௥௫

Figure 10. Contour plots of the SMF coupling loss (dB) over focal length Fr and receiver aperture

diameter Dr for (a) full-AO correction, (b) tip–tilt correction for Cn2 = 10−14 m−2/3, and (c) tip–tilt

correction for Cn2 = 10−13 m−2/3 with an elevation angle of 90◦.

Figure 11 depicts the calculated SKR over a single pass for (a) SNSPD detection with
fiber coupling, (b) SPAD detection with fiber coupling, and (c) free-space SPAD detection.
The calculation support in the case of SNSPD detection for telescopes with apertures as
small as 0.28 m can support satellite QKD communications with a limited communication
time window. Yet, SKRs reaching the order of hundreds of bits per second in average can be
achieved. On the other hand, SPAD detection can support fiber coupling only with receiver
telescope apertures larger than 0.8 m. On the contrary, for free-space SPAD detection, where
the end-to-end loss remains limited, small-sized telescopes (e.g., a 0.28 m aperture) can
support satellite QKD, thereby reaching maximum SKR values of up to 2 kbps. It was also
evident that, as shown in Figure 11c, due to the dead time effect (note that tdead = 20 µs
for our assumptions), if large apertures are employed, then the value of the calculated
SKR is not drastically increased since the detectors come closer to the saturation limit as
the receiver aperture increases. Additionally, since the effect of atmospheric turbulence in
the coupling was not present, high SKR values could be achieved, even in low elevation
angles. Therefore, it was suggested that free-space SPAD detectors, combined with small-
or medium-sized telescope apertures, may be the most cost-effective and practical selection
for use cases where the point-to-point link terminates at the telescope location. At this
point, it is worth mentioning that tracking LEO satellites with large telescopes, such as
those with 2.3 m apertures, poses significant challenges due to their weight and slower
movement capabilities.

− −

− −

ff𝑡ௗ௘௔ௗ = 20 μs
ff

ff

 

ff 𝐷௥௫Figure 11. SKR over time for the different Drx values of (a) SNSPD with SMF coupling, (b) SPAD

with SMF coupling, and (c) SPAD without SMF coupling.
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4.5. Fiber Distribution

In the following sub-section, the fiber distribution extension is discussed. For this use
case, it was assumed that the quantum signal was not detected in the OGS site, where it is
captured by the telescope, but it was further transmitted via a low-loss SMF. To investigate
whether the remaining link budget allows for fiber transmission, additional loss was added
to the modeling, which was attributed to the fiber distribution segment. Figure 12 depicts
the calculated SKR over a single pass for (a) a 1 m telescope receiver, (b) a 2.3 m telescope
receiver equipped with SNSPDs, and (c) a 1 m telescope receiver with SPAD detection. The
space-based source iQBER was once again set to 1.5%, while the number of transmitted
bits was set to Ntrans = 1010. For the fiber coupling, tip–tilt correction was considered. As
expected, larger apertures yield higher link budgets, enabling the transmission of collected
single photons over larger fiber distances, without the need for a trusted node in the OGS
position. It was evident that, as shown in Figure 12b, key rates of up to 1 kbps can be
achieved when the satellite reaches the maximum elevation angles, with an additional
20 dB penalty attributed to the fiber segment (i.e., up to about 100 km of fiber distribution
assuming an ideal fiber segment with no connection or bending losses). In general, for the
three different assumptions of Figure 12, namely (a), (b), and (c), the key rates dropped to
zero if the additional fiber loss exceeds 20 dB, 30 dB, and 7 dB, respectively. It is crucial to
target a minimum value for the average required SKR on Bob’s side in order to determine
the end-to-end link budget.

tt

tt

tt 𝑁௧௥௔௡௦ = 10ଵ଴

tt

ff

  𝐷௥௫ = 1 m𝐷௥௫ = 2.3 m 𝐷௥௫ = 1 m

ffi

tt

tt
ff

Figure 12. SKR over time accounting for the additional fiber distribution losses of (a) Drx = 1 m

with SNSPD detection, (b) Drx = 2.3 m telescope receiver with SNSPD detection, and (c) Drx = 1 m

telescope receiver with SPAD detection.

5. Discussion

The analysis presented above met only the minimum requirements necessary to estab-
lish sufficient SKRs between a satellite and an OGS without incorporating any advanced
equipment in either the space or ground segments.

Recent technological advances have significantly enhanced the performance of quan-
tum sources and the capabilities of OGSs, including AO and SNSPDs. The subsequent
section will explore a forward-looking approach, assuming the satellite is equipped with a
GHz-scale source and uses the DS-BB84 protocol. The OGS is assumed to be ideally located,
such as at the Helmos Observatory (which is situated at 2340 m above sea level), and the
design features of the Helmos telescope were considered. Additionally, the link budget
analysis considered the distribution of information beyond the OGS to assess the potential
convergence of space and ground fiber segments using state-of-the-art equipment. For this
use case, although the quantum signal was captured by the telescope at the OGS site, it was
not detected there but was instead transmitted through a low-loss SMF (ca. 0.2 dB/km loss),
as described in Section 4.5. The modeling included additional losses attributed to the fiber
distribution segment to determine if the remaining link budget can support effective fiber
transmission. More specifically, as shown in Figure 13, the calculated SKR for (a) single
pass of a LEO satellite, (b) a single pass of a MEO satellite, and (c) a 12 h communication
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between the OGS and a GEO satellite was depicted. To facilitate the comparison for the
different fiber losses added, the y-axis was displayed on a semi-logarithmic scale. The
updated assumptions for this case are listed in Table 2, while the parameters that are not
included in Table 2 have remained unchanged and can be obtained from Table 1. Briefly, the
2.3 m Helmos telescope was considered as the receiver equipped with SNSPDs, whereas
AO correction was also considered. Regarding the AO correction, we considered an almost
perfect AO system (γ = 0.05 in Equation (11)) capable of achieving an overall coupling
efficiency of 36% (at an elevation angle of 90◦), in which an infinite control bandwidth
was considered. For the case of AO, a more precise modeling would be needed, but that
is beyond the scope of this work. As expected from the analysis conducted on Section 4,
LEO orbits yield higher link budgets, thus enabling the transmission of qubits over greater
fiber distances compared to MEO and GEO orbits. Figure 13a illustrates that, even with
an additional 30 dB penalty due to fiber transmission, the achievable SKR can reach kbps
for high elevation angles values. This 30 dB loss corresponds, ideally, to a fiber distance
of 150 km. Such a distance typically exceeds the usual span of a single metropolitan area,
often extending to a regional scale that could include multiple metropolitan areas or stretch
from an urban center to rural or less densely populated regions. For the case of MEO and
GEO that are presented in Figure 13b,c, respectively, the key rates dropped to zero when
the additional fiber loss exceeded 15 dB for the case of MEO and 10 dB for the case of
GEO. Nevertheless, the remaining link budgets of 15 dB and 10 dB ideally correspond to
fiber distances of 75 km and 50 km, respectively, thus yielding tens of bps of SKRs. These
distances typically fall within the range of a metropolitan area, enabling the information
to be potentially distributed to urban centers and their surrounding suburbs. Since this
section explores a more futurist approach, it might also be of interest to consider that, with
the advent of novel low loss optical fibers [80], there will be telecom wavelengths with
losses below 0.14 dB/km. With these advancements, the feasible distances for transmitting
qubits may be significantly extended in the upcoming years, enabling the transmission of
qubits from beyond LEO orbits to even longer distances.

To summarize our analysis, in Figure 14, we included all the orbits using, as a metric,
the yearly distilled key bits achievable for each orbit, with the same assumptions. A figure
of merit was provided, and bar plots of the annual distilled key bits available from each
orbit were illustrated. Since, for LEO cases, the satellite is not always visible with the
same elevation angle at each pass, a longer time window should be simulated to accurately
compare the capability of each orbit to produce keys. Therefore, the satellite pass for the
three different orbits over an entire year was modeled. Figure 14 below shows the yearly
distilled key bits volume in the LEO, MEO, and GEO orbits. In the case of LEO, a volume
of 285 Gbits was recorded under the given assumptions. For MEO and GEO, the volume
of key bits produced was significantly lower, approximately one order of magnitude less,
at 35.5 Gbits and 22 Gbits, respectively. This indicates that, even when using state-of-
the-art equipment, LEO remains the preferred option over MEO and GEO. While MEO
and GEO have distinct advantages and disadvantages, LEO currently appears to be the
most promising orbit for space-to-Earth quantum communication. Improvements could
potentially be achieved by using a larger aperture emitter on the satellite for MEO and
GEO; however, this consideration is beyond the scope of this study.

The above KPIs allow key distillation rates with specified end-to-end loss budgets of
approximately ~60 dB, which offer QKD link implementations well beyond the current
state-of-the-art commercially available systems offered by QKD vendors. More specifically,
Toshiba and IDQ offer robust long-distance BB84 QKD system implementations operating
at a 30 dB maximum link loss [81,82]. The difference between these commercially available
systems (which report only link loss) and the reported results (which report end-to-end
loss) in our study stems from the use of SNSPDs, which allow for increased detection
efficiencies with lower jitter and low DCR detector noise. It has been shown that, when
taking advantage of superconducting single-photon detectors optimized for QKD links, link
efficiencies lower than 10−6 can be supported [83]. Recently, Toshiba and Single Quantum
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collaborated to enhance QKD transmission distances up to 300 km. They achieved this by
integrating Single Quantum’s advanced SNSPDs, which offer high detection efficiency and
low noise, thus effectively overcoming the signal loss over long fiber links [84].

ff

γ
ffi
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𝑓𝑁௧ tt𝛨௦௔௧𝐷ோ௫𝑎

Figure 13. SKR over time accounting for the additional fiber distribution losses of Drx = 2.3 m with

SNSPD detection and full-AO correction for (a) LEO, (b) MEO, and (c) GEO cases.

Table 2. Futuristic system assumptions.

Symbol Parameter Value

f Emission rate 1 GHz
Nt Transmitted block size 1012 bits

Hsat Satellite orbit altitude 550/8000/36,000 km
DRx Rx telescope aperture diameter 2.28 m

a Obscuration ratio 0.32
f /x Focal ratio f/8

HOGS OGS altitude 2300 m
σp Pointing error variance 0.7 µrad

C2
n Refractive index structure parameter 1.7 × 10−14 m−2/3

Hrad Night-time Background solar radiance new moon 1.5 × 10−5 W/m2sr µm
tgate Effective gate time window 0.5 ns

𝑓/𝑥𝛨ைீௌ𝜎௣𝐶௡ଶ 1.7 × 10ିଵସ mିଶ/ଷ𝐻௥௔ௗ 1.5 ×  10ିହ W/mଶsr μm𝑡௚௔௧௘ ff

ff

tt
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Figure 14. Yearly distilled key bit volume bar plot for LEO, MEO, and GEO.

Leveraging this deployment path of SNSPDs and the mature Wavelength Division Mul-
tiplexing (WDM) infrastructure, we suggest WDM-enabled, converged space/terrestrial
system architectures for future satellite QKD links, which will offer robust and high-SKR
QKD links. Figure 15 presents the proposed architecture, where multiple QKD sender
stations operating with WDM-compatible weak coherent states feed polarization encoders
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and intensity modulators before being multiplexed in a single optical beam emitted from
the satellite telescope. By assuming the satellite is a trusted node, the WDM multiplexer
can be considered as part of multiple QKD sender stations without introducing additional
optical loss. Multiple WDM-enabled QKD links were collected from the same OGS before
being demultiplexed in a low-loss, polarization-insensitive, and passive demultiplexer. The
detection of single photons will be performed from superconducting nanowires sharing
the same cryostat, thus allowing for a cost-effective solution for topologies where a large
number of nanowires can be used in a centralized detection station. Time multiplexing
techniques can also be considered in centralized detection stations in terms of further
reducing the required number of SNSPDs in the proposed architecture. The use of fully
synchronized electronic boards on the satellite payload feeding the WDM QKD sender
stations facilitates the Alice/Bob synchronization steps that are required for the QBER
estimation and post-processing in the centralized detection station based on SNSPD arrays.
Since the WDM single-photon pulses are emitted from the same satellite, countermeasures
against the polarization rotation due to satellite motion can be applied in the same way for
different QKD links [85].

Beyond the system parameters considered in our study, additional system engineering
parameters should also be considered for realizing deployable satellite–QKD downlinks.
In polarization-encoded LEO satellite-to-ground QKD protocols, time-dependent rotations
and static polarization transformations introduce additional errors. Hence, dynamic polar-
ization tracking and compensation systems should be considered [86]. Experimental works
on active polarization tracking and compensation system have recently showed the ultra-
low QBER penalties associated with the polarization bases rotation, which occur due to the
satellite’s motion [87]. In real QKD links, precise synchronization can also significantly in-
crease the signal-to-noise ratio. In satellite QKD, synchronization is especially complicated
due to such factors as signal fading, high loss, and the Doppler effect [88]. Synchronization
can be implemented by leveraging a global navigation satellite system (GNSS) [73], but
there are recent robust synchronization algorithms that have been successfully tested be-
tween the Micius satellite and OGSs [88]. In the latter experiment, it was shown that the
selection of the appropriate synchronization methods can effectively decrease the QBER
penalties associated with noise triggering. Besides the synchronization and polarization
drift countermeasures, the amount of classical data that is required to be communicated
between the satellite and ground station for implementing the key distillation process is
also a critical parameter [30]. Laser communications can provide the required channel
bandwidth to transmit all the relevant information, even within the temporal window of a
single overpass of a LEO Cubesat [89].
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Figure 15. Multiple WDM-assisted, on-board QKD source architecture. The centralized SNSPD

stations allowed for a significant boost in SKR.
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6. Conclusions

In this work, a thorough analysis for satellite QKD downlinks was conducted, where
the aim was to specify the system requirements for an operational satellite-to-ground
QKD link under given atmospheric and system assumptions. In this study, an analysis
for satellite DS-BB84 QKD downlinks was presented for a telecom C-band wavelength of
1550 nm. The specific requirements for implementing DS-BB84 QKD satellite-to-ground
links with acceptable SKRs was discussed for various satellite orbits, QKD payload, and
ground terminals specifications. System design parameters, including finite key size effects,
atmospheric channel modeling, and quantum layer implementation parameters were
considered. An evaluation of downlink scenarios at 1550 nm, focusing on link availability,
on link budget, and secure key generation over time, was carried out. Emphasis was
placed on the feasibility of distributing space photons through terrestrial fibers extension
without the use of a trusted node in the OGS site, thus opening the door for converged
space/terrestrial QCIs.
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