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Abstract

Quantum signature protocols often rely on quantum states to carry signature
information directly. However, they need SWAP tests, which require numerous copies
to ensure accuracy and security, resulting in high implementation costs. This study
proposes an arbitrated quantum signature protocol that incorporates classical
information with entanglement swapping. Quantum states are converted into
classical information immediately after measurement. The protocol does not rely on
SWAP tests, avoids long-term storage of quantum signatures, and employs
exclusive-OR operations and hash functions to process signature data. By leveraging a
third-party arbitrator, it enables reliable identity verification of the signer and verifier,
thereby guaranteeing unforgeability and nonrepudiation.

Keywords: Quantum signature; Entanglement swapping; Hash function; Classical
information

1 Introduction

With the rapid expansion of online services and digital transactions, individuals and or-
ganizations increasingly rely on network systems for communication, data exchange, and
daily operations. As a result, the demand for robust information security continues to
grow, particularly with respect to ensuring data integrity, authenticating identities, and
preventing unauthorized tampering. Digital signatures have thus emerged as a funda-
mental tool in modern cryptographic infrastructures, providing essential guarantees of
authenticity, integrity, and non-repudiation.

The concept of digital signatures was first introduced by Diffie and Hellman in 1976 [1].
Classical signature schemes rely on computational hardness assumptions, such as integer
factorization in RSA [2] and the discrete logarithm problem in ElGamal [3]. However, the
advance of quantum computing poses substantial threats to these schemes. Shor’s algo-
rithm [4] can efficiently factor large integers and compute discrete logarithms, threatening
the security assumptions of most public-key cryptosystems. Similarly, signature mecha-
nisms based on symmetric-key primitives face vulnerabilities, as Grover’s algorithm [5]
can quadratically accelerate brute-force key search. Consequently, quantum signature pro-
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tocols have been proposed to achieve unconditional security by exploiting quantum me-
chanical principles. In this context, a wide range of quantum signature models have been
studied, including arbitrated, proxy, blind, and group-based schemes.

In an arbitrated setting, signature schemes are expected to satisfy four fundamental
properties: integrity, unforgeability, non-repudiation, and verifiability. Integrity ensures
that messages remain unaltered. Unforgeability guarantees that only the signer can gen-
erate valid signatures. Non-repudiation prevents both the signer and the verifier from
denying their actions. Verifiability enables the receiver or arbitrator to validate a signa-
ture and resolve disputes. The earliest developments in this field trace back to the founda-
tional quantum signature scheme of Gottesman and Chuang [6], which utilized quantum
one-way functions and the SWAP test [7] to compare unknown quantum states. Building
on this foundation, Zeng et al. [8] presented the first AQS protocol using Greenberger—
Horne-Zeilinger (GHZ) state and quantum one-time encryption. Li et al. [9] later replaced
GHZ states with Bell states to improve practical feasibility, while Zou and Qiu [10] subse-
quently proposed an entanglement-free AQS construction.

However, Gao et al. [11] highlighted in 2011 that the commutativity of Pauli operators
could lead to forgery attacks when photons are independently encrypted with a quantum
one-time pad, affecting schemes such as those by Li et al. [9] and Zou and Qiu [10]. To rem-
edy this issue, Li et al. [12] introduced a correlated-qubit CNOT-chain AQS to strengthen
security and achieve 100% efficiency, though Luo and Hwang [13] demonstrated that such
designs remained forgeable. Zhang et al. [14] later proposed an improved scheme that
enhanced forgery resistance by incorporating key-controlled chained CNOT operations.
More recent AQS constructions include GHZ-based teleportation signatures [15], GHZ
states combined with exclusive-OR (XOR) operations [16], and a chained quantum se-
quence using key-controlled Pauli and Hadamard operations under a semi-trusted arbitra-
tor [17]. In 2023, Zhang et al. [18] further proposed encoding hash outputs into Bell states
and verifying signatures through three-party particle exchange. In addition, the trend to-
ward simplifying physical implementation has become increasingly evident. For example,
Zhangetal. [19] proposed a provably secure AQS without entanglement, grounded in key-
controlled quantum hash functions and offering formal security against chosen-message
attacks. Similarly, Pang and Xiang [20] presented an entanglement-free AQS using the B92
protocol [21], emphasizing the role of trusted classical channels as a design premise. These
recent advances highlight both the evolution of AQS security models and the ongoing shift
toward protocols requiring fewer quantum resources.

To broaden applicability, several studies have explored extended forms of quantum sig-
natures. For instance, semi-quantum signature protocols [22—-25] reduce the requirements
of quantum operations on certain participants, enabling more practical implementations.
Some other works have examined varying degrees of trust assumptions for the arbitra-
tor [26—28], aiming to reduce reliance on the third party. In addition, specialized quantum
signature primitives, such as blind signatures [24, 29, 30], group signatures [31, 32], ring
signatures [25, 33—36], and designated-verifier signatures [37—-40], have been developed
to achieve richer functionality.

Despite these advances, most existing quantum signature schemes can be broadly cat-
egorized into two directions. On one hand, many entanglement-based schemes rely on
quantum memories for long-term storage of signature states or on SWAP tests to compare
unknown quantum states, both of which entail substantial implementation costs and ex-
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perimental complexity. On the other hand, several entanglement-free approaches, includ-
ing those built upon QKD-derived keys, have demonstrated efficient signing mechanisms
without requiring entangled states. While these schemes reduce quantum resource con-
sumption, they often depend on chained single-photon operations or multi-round quan-
tum transmissions, which introduce their own practical constraints and potential error
propagation issues.

These observations indicate that different design paradigms involve different trade-
offs between quantum resource requirements, structural robustness, and implementa-
tion feasibility. In particular, reducing dependence on long-term quantum storage and
state-comparison operations remains an important objective in entanglement-assisted
frameworks. Motivated by this perspective, this study proposes an AQS protocol in which
quantum signatures are immediately measured and transformed into classical informa-
tion for storage and verification. By avoiding SWAP tests, eliminating long-term quan-
tum memory, and processing signature information through classical post-measurement
operations, the proposed scheme aims to achieve a balanced design that integrates the
structural advantages of entanglement with improved practical feasibility.

The remainder of this paper is organized as follows: Sect. 2 describes the proposed pro-
tocol, which is divided into three phases: initialization, signing, and verification. Section 3
presents a comprehensive security analysis. Section 4 compares the proposed protocol
with existing schemes in terms of functionality and performance. Section 5 concludes the
study by summarizing the main contributions.

2 Proposed AQS protocol

The protocol involves three participants: a signer Alice, a verifier Bob, and an arbitrator
who is defined as an honest third-party TP that performs its operations faithfully accord-
ing to the protocol without engaging in malicious behavior. The workflow is organized
into three phases: Sect. 2.1 introduces the properties of entanglement swapping that en-
able security, Sect. 2.2 describes the generation of the signature, and Sect. 2.3 explains how
the verifier and TP jointly verify both the signer’s identity and correctness of the signature.

2.1 Properties of entanglement swapping

This study exploits the property of entanglement swapping to conceal partial key infor-
mation. Entanglement swapping is a process that allows two quantum systems that are not
initially entangled to become entangled through suitable measurements.

When one photon from each of two independent Einstein—Podolsky—Rosen (EPR)
pairs [41] is jointly measured, the other two photons, which were originally uncorrelated,
become entangled and collapse into a new Bell state, as shown in Fig. 1. Let the initial Bell
state of the first EPR pair be denoted as Initial;, consisting of photons IS(II) and IS(lz). Sim-
ilarly, let the initial Bell state of the second EPR pair be denoted as Initial,, consisting of

photons ISgl) and 15(22). After performing a Bell measurement on photons 15(11) and 15;1) ,

) become

the measurement result is denoted as MR, . The remaining photons IS{" and IS
entangled and collapse into another Bell state, denoted as MR;.

Table 1 summarizes the correspondence between the initial Bell states and the resulting
states obtained after entanglement swapping. As shown in Table 2, each Bell state can be
represented by two classical bits. Let Initial and Initiall denote the classical-bit rep-

resentations of the two initial Bell states, and let MR\” and MR’ denote the classical-bit
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Figure 1 Entanglement swapping of two EPR pairs

Table 1 Correspondence between initial Bell states and measurement outcomes in entanglement

swapping
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Table 2 Mapping rules between classical bit pairs and Bell states

Classical bits Bell state

00 [ ¢T) =(00) +|11))/+/2
01 [¢7) =(100) —|11))/v/2
10 [ty =(101) +]10))/+/2
1 [¥7) =(01) —[10))/+/2

representations of the two measurement results. These classical bits satisfy the following

relation:
Initial'® @ Initial® = MR'” & MR 1)

Equation (1) preserves the two-bit structure of Bell states. Since each Bell state cor-
responds to one of the four possible two-bit combinations, the entanglement-swapping
process maps every two initial Bell states to exactly one of the four Bell states in MR;.
This leads to the four-to-four correspondence shown in Table 1. For example, when both
initial Bell states are | ¢*) , represented as 00 in Table 2, performing a Bell measurement on
photons 15(11) and 15(21) may yield MR; equal to [¢*), |¢7), |¥ ™), or |¢7). The remaining
photons IS(12) and 18(22) then become entangled according to the value of MR;, and the re-
sulting state MR, is identical to MR;. The detailed derivation of this example is provided
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in Eq. (2).
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This study enables the signer and verifier to authenticate both the origin and content of
a message with the assistance of TP by leveraging this property, even when they possess
only partial information.

2.2 Initialization phase

This phase presents the prerequisites that must be satisfied before the signer initiates the
signing process, as well as the information required by the arbitrator and verifier dur-
ing the verification phase. The signer, Alice, and the verifier, Bob, must first complete a
registration process with a trusted authority, hereafter referred to as TP, to obtain their
respective public identification numbers, denoted as id4 and idg. Upon completion of
the registration, TP establishes a shared secret key with both Alice and Bob to support
subsequent identity authentication. Shared keys can be generated using a proven secure
quantum key distribution protocol such as BB84 [42]. The shared key between Alice and
TP is denoted as K47, whereas the key between Bob and TP is denoted as Kgr. The length
of each key was set to n, where # is an even integer. Let H : {0, 1}* — {0, 1}" be a one-way
hash function that accepts an arbitrary-length classical bit string as input and outputs a
fixed-length hash value of # bits, where #n matches the key length. Additionally, this study
defines another hash function H* : {0, 1}* — {0, 1}”, which serves a different purpose
from H. The hash function H* is used during the final verification phase, in which TP
applies it to the data submitted by Bob to produce an auxiliary authentication token.

2.3 Signing phase
In the signing phase, Alice informs both TP and Bob of the message she intends to sign.
Based on the message and her shared key K47 with TP, she generates a sequence of cor-
responding Bell states. After verifying that the message raises no security concerns, Bob
uses his shared key Kzr with TP to generate his own sequence of Bell states. The two par-
ties then exchange the selected photons and perform the Bell measurements. Afterward,
Alice produces a signature based on the measurement results. An overview of the sign-
ing process is shown in Fig. 2. The following provides the step-by-step procedure for the
signing phase.
Step 1: Alice first concatenates the document doc, id,, and idp to form the message string
M =doc | idy || idg, where M € {0,1}*. Alice then inputs M into the hash func-
tion H to compute the corresponding hash value /1y = H(M) and performs an
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Figure 2 Signing phase of the proposed AQS

Step 2:

Step 3:

Step 4:

XOR operation between /s and the shared key K47 with TP to obtain the en-
crypted hash value Cyy = har @ Kar-

Subsequently, Alice transmits the values of doc, ids, and idg to Bob and TP
through an authenticated classical channel.

Alice divides Cjs into groups of two bits and converts each pair into a Bell
state according to the encoding rules defined in Table 2. As a result, she gen-
erates a sequence of EPR pairs A = {(A4}, A?) | i€{L, 2, ...,[n/2]}}, where
A} and A? represent the two particles of the i-th EPR pair. Similarly, Bob uses
his shared key Kpr with TP to generate his own sequence of EPR pairs B =
{(Bl, B?) | i€{1, 2, ...,[n/2]}}, where B} and B? are the two particles of each
EPR pair. Alice retains each A} and sends A? to Bob, whereas Bob retains B} and
sends B? to Alice. Alice performs Bell measurements on each pair (4}, B?), and
according to the correspondence in Table 2, converts the measurement results
into an #-bit string MR,. Similarly, Bob performs Bell measurements on pairs
(B}, A?) and obtains another n-bit string MRp.

Alice computes the signature sequence Sy = MR4 @ Kyr. She then computes the
encrypted hash value C4 = H (MR4 || Kar) @ MR4. Afterwards, Alice publishes

S4 and Cy4 through an authenticated classical channel.

After the signing phase, Alice and Bob obtain their measurement results MR4 and MRg,

respectively. Since neither of them can access each other’s outcome, these results remain

private information and can serve as evidence of whether the operations were properly

conducted or whether malicious modifications occurred. The signature S4 is generated
from MR, together with the shared key K47, which is held exclusively by Alice and TP.

Consequently, in the subsequent verification phase, only TP is capable of reconstructing

MRy from Ky, thereby confirming the authenticity and correctness of the signature.

Page 6 of 15
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Figure 3 Verification phase of the proposed protocol
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2.4 Verification phase

In the verification phase, Bob and TP verify the authenticity of the signature to ensure that

the message is indeed generated by the signer Alice, and that both the signer and verifier

have completed the required operations, as shown in Fig. 3. The following presents the

step-by-step procedure for the verification phase.

Step 1:

Step 2:

Step 3:

Bob reconstructs the message M’ by concatenating Alice’s publicly announced
information, including the document doc, id4, and idg (i.e., M' = doc || ida || idpg).
He then computes the hash value /), = H (M’), followed by the computation of
Ry = Ny @ Su. If the result Ry is equal to Rg = Kgr @ MRg, Bob proceeds to
compute Cp = H(MRp || Kpr) ® MRg and transmits Cp to TP. If the results do
not match, Bob rejects the signature.

TP performs the following verification steps based on the information disclosed
by Alice and Bob. First, TP verifies whether the signature S4 was indeed gen-
erated by Alice. It computes MR/, = S4 @ Kur. TP then inputs MR/, into the
hash function to obtain H(MR/, || Ka7) and further computes the result C, =
HMR, || Kar) ® MR),. The value of C) is compared with the publicly an-
nounced C4 = H (MR, || Kar) ® MRy4. If they match, TP confirms that Alice
generated the signature and proceeds to the next step. Otherwise, the signature
is rejected. Next, TP verifies whether Bob has correctly performed the verifica-
tion process. TP reconstructs the message M” by concatenating the public el-
ements: M” = doc || idy || idg. TP then computes Bob’s expected measurement
result as MR}, = H(M”) @ S4 @ Kpr. After that, TP calculates C; = H(MRY} ||
Kpr) @ MRj. TP compares Cj, with the value Cp received from Bob. If they do
not match, the signature is rejected. If they match, TP records the tuple (doc,
idy, idp, Sa, MRy, MRg). Finally, TP computes an additional authentication tag:
Cy=H"((H(M") ® Sa ® Kgr) || Ksr) ® MR};. This value is returned to Bob for
final verification.

Bob computes C} = H*(MRg || Kpr) @ MRp and compares C;. with C§. If the
values do not match, then Bob rejects the signature. If they match, Bob accepts
the signature and stores both S4 and MR for potential dispute resolution.

During the signing phase, Alice and Bob obtain their respective measurement results.

MR, and MRg. Alice computes the signature Sy = MRy @ Kyr, using her measurement

result and secret key K7, and then publishes S4. According to the property of entangle-

ment swapping, the following relation holds between the parties: Kyr & H (M) & Kpr =

Page 7 of 15
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MR,y & MRg, where H (M) is public information, while K47, Kgr, MR4, and MRp re-
main private. Since Bob holds both Kzr and MRg, he can compute Kgr & MR & H (M),
which yields S4 = MR4 @ Ksr. By comparing this signature with Alice’s published signa-
ture, Bob can verify the validity of S4. Subsequently, Alice and Bob applied a one-way
hash function to their measurement results and transmitted the outputs to TP for fur-
ther verification. TP first recovers Alice’s measurement result via MR/, = S4 @ Kyr, and
then computes C; = H (MR, || Kar) & MR, which is compared with Alice’s announced
value C4 = H(MRy || Kar) @ MRy to confirm that the signature was indeed generated by
Alice. Next, TP derives Bob’s measurement result from the public information and the
signature as MRy = S4 ® H (M) @ Kpgr, and verifies whether its corresponding hash value
matches Bob’s transmitted Cz = H(MRp || Kgr) & MRg. Since MRg can only be obtained
by Bob through actual protocol execution, successful verification confirms that both Al-
ice and Bob have honestly participated and performed the required operations, thereby
ensuring the authenticity and integrity of the signature. Once the above verification is
complete and TP validates the signature, TP further computes an additional hash value
Cy = H*((H (M") @ S4 @ Kgr) || Kgr) ® MR}, and sends it to Bob. Upon receiving Cj.,
Bob compares it to the locally computed result C}; from MRg. If the values of C} and C},
coincide, the signature is considered valid. At this point, Bob retains both S4 and MRjp
as evidence in the case of future disputes, which can be resolved through arbitration by
TP. Since only TP possesses both K41 and Kpr, and only Alice and Bob hold MR, and
MRg respectively, TP is the sole party capable of computing MR, and MRj. Therefore,
TP issues C; to Bob only after confirming Alice’s measurement result MR, ensuring the

correctness of the final confirmation step.

3 Security analysis

This section analyzes the security of the proposed protocol. The analysis included three
parts: the security of photon transmission, non-repudiation of signing and verification,
and unforgeability of the signature. Section 3.1 discusses the security of the photon trans-
mission. Section 3.1.1 examines whether an attacker can obtain the initial quantum state
by intercepting photons, and Sect. 3.1.2 analyzes whether Trojan-horse attacks can reveal
operational information. Section 3.2 discusses non-repudiation, where Sect. 3.2.1 consid-
ers the possibility of Alice denying the signature and Sect. 3.2.2 considers the possibility
of Bob denying the verification. Section 3.3 discusses unforgeability, where Sect. 3.3.1 ad-
dresses Bob forging a signature as an internal attacker and Sect. 3.3.2 addresses an external

attacker forging Alice’s signature.

3.1 Security of photon transmission

In this study, the quantum state exchange process involved numerous photon transmis-
sions. The quantum states of these photons contain information related to the keys pro-
vided by Alice and Bob. To ensure the security of the transmission process, we first exam-
ine whether an attacker can obtain the original quantum states by intercepting the trans-
mitted photons. Then, it analyzes whether an attacker can infer the receiver’s operations
through external interference or device behavior, which corresponds to a Trojan horse

attack.
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3.1.1 Intercepting photons to obtain the initial quantum state

Unlike many quantum signature protocols that require explicit eavesdropping detection
through decoy photons, the proposed AQS protocol does not rely on such mechanisms.
This omission does not assume a trusted quantum channel. Instead, it follows from the
fact that each transmitted photon is only one particle of an EPR pair, and any eavesdropper
can access at most a single subsystem. Since Alice prepares one of the four Bell states [¢*),
l¢~), [¥*), and | ™) with equal probability based on H (M) @ K47, the global two-photon
system has the density matrix as follows.

L I
Pty = 39O 1+ 19707 1+ 1YW 1+ 17D =3 3)

When Eve intercepts the transmitted particle A,, the reduced-density operator is ob-
tained by tracing out A; from the global system, as shown in Eq. (4).

I 1

PAy = TrAl (IOAlAZ) = TrAl (Z) = E (4')

This result indicates that the quantum information in subsystem A; is uniformly dis-
tributed. Therefore, an eavesdropper cannot extract useful information. Similarly, when
Bob sends a particle of the Bell state to Alice, Eve cannot obtain meaningful information
by observing that particle alone. Based on this property, Bob cannot extract Alice’s private
information by measuring the photon she sends and Alice cannot recover key-related in-
formation from Bob’s photon B,. If TP detects abnormal behavior, inconsistent data, or
prolonged use of the same key, it assumes the presence of eavesdropping and notifies both

parties to replace the key in order to maintain communication security.

3.1.2 Trojan-horse attacks

There are two common types of Trojan-horse attacks. One is an invisible photon at-
tack [43] and the other is a delay photon attack [44]. In an invisible-photon attack, an
attacker injects photons with wavelengths that cannot be detected by the receiver into a
quantum channel. These photons are intended to extract information regarding the opera-
tions performed by the receiver. A typical approach for defending against such attacks is to
install wavelength filters at the receiver end. These filters block photons with unexpected
wavelengths and prevent unauthorized access outside the protocol design. In a delayed
photon attack, the attacker attaches a delayed photon close to a legitimately transmitted
photon. After the operation is completed, the delayed photon is reflected and collected to
infer the quantum logic applied by the receiver. A common countermeasure against this
type of attack is the use of a photon-number splitter (PNS), which detects whether a single
pulse contains more than one photon. This helps to identify and eliminate any additional
photons that may have been inserted by the attacker.

A one-way photon transmission structure was used in the proposed protocol. Upon
arrival, each photon was measured immediately using Bell measurement. There was no
photon return or need for storage. Consequently, even if an attacker successfully injects
a photon into a channel, the information carried by the photon cannot be retrieved. In
addition, all quantum operations in the protocol are fixed and predetermined. Therefore,

an attacker cannot gain any meaningful information through observation or inference.
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In summary, although these two types of attacks may pose theoretical threats to certain
protocols, they have no practical effect on their structures. Therefore, additional compo-
nents such as wavelength filters or PNS devices are not required under the current pro-
tocol structure. The protocol can still achieve equivalent defense capability. This reduces
the implementation cost and improves practical feasibility.

In addition to security against active attacks, it is worth noting that practical quantum
channels are subject to photon loss and operational imperfections. In the proposed proto-
col, each transmitted particle corresponds to one half of a Bell pair. Photon loss therefore
results in a failed Bell measurement rather than an incorrect signature acceptance. Such
events can be treated as protocol aborts or retransmission cases and do not compromise
the logical correctness or security properties of the scheme. Similarly, moderate opera-
tional noise may introduce mismatched measurement outcomes, which lead to verifica-
tion failure instead of undetected forgery. Consequently, channel imperfections primarily
influence implementation efficiency rather than structural security.

3.2 Non-repudiation

Nonrepudiation is an important property of arbitrary quantum signature schemes. This
ensures that the signer cannot deny having signed the message and the verifier cannot
deny having verified it. This section is divided into two parts that examine whether the
signer can deny the act of signing and whether the verifier can deny the verification result.
Once a message has been processed by the signing procedure, neither the signer nor the

verifier can deny participation in the protocol.

3.2.1 Signer’s repudiation

After the signer publishes S4, TP can recover the signer’s measurement result MRy by
computing S4 @ Kur. In addition, the signer also publishes the value H(MRy4 || Kar) &
MRy. As long as Kyt is not leaked, no one else can reconstruct MR4. Therefore, only the
signer can compute H(MR, || Ka1) & MR4, which proves that the signer is the only one
who could have produced the signature. Consequently, the signer cannot deny signing a

message.

3.2.2 Verifier’s repudiation

TP can compute the verifier’s measurement result MR} by checking whether MR}, is equal
to H (doc || ida | idg) & Sa & Kpr, both the document doc and the signature S4 are pub-
lic information, but only Bob, who actually performed the measurement, can compute
H(MRg || Kpr) @ MRg. Since TP holds Ky, it can derive MRy and compute the corre-
sponding value H(MRg || Kzr) ® MR}. Therefore, the only party capable of producing the
value H(MRg || Kgr) ® MRg is Bob. This confirms that Bob participated in the verification

process and cannot repudiate his involvement.

3.3 Unforgeability

To prevent identity forgery, this study ensures that no entity without the correct key can
generate a valid signature that passes the verification. This section is divided into two
parts: Sect. 3.3.1 discusses whether the verifier can impersonate the signer and deceive
TP by accepting a forged signature. Section 3.3.2 analyzes whether an external attacker,
who is not involved in the protocol, can forge a signature under the signer’s identity.
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3.3.1 Forgery by the verifier

If the verifier attempts to impersonate the signer, it must possess key Kzr and pass TP’s
verification process. In this case, the verifier may attempt to generate a forged signature
Sp and send it to TP for verification. TP will then compute Sg @& K47 to reconstruct the
corresponding measurement result MR/, and verify it. However, from the perspective of
the verifier, K47 is a completely unknown random variable. Each bit of the key is indepen-
dent and has an equal probability of being either zero or one. Therefore, the uncertainty
of K47 can be described using Shannon entropy [45] as follows:

H(Kar) ==y p (%) log, p(xy), (5)

where x; € {0,1}". Since K7 is an n-bit string, and each possible combination is equally
likely, we have p (x;) = 2%,, and the calculation of entropy becomes H(Kar) = - ) _; 2% log, zi,, =
n. This shows that the key has the maximum uncertainty. As a result, it is nearly impossible

for the verifier to forge a valid signature that can pass TP’s verification.

3.3.2 Forgery by the external attacker

As explained in Sect. 3.3.1, even the verifier who holds its own key Kzr and measurement
result MRp cannot forge the signer’s identity because it cannot derive K4z or the signer’s
measurement result MR,. An external attacker has access to even less information than
a verifier, making it even more difficult to perform a successful forgery. Therefore, the
protocol is secure against impersonation attacks from both internal and external attackers.

4 Performance comparison

In this section, we provide a quantitative comparison of representative AQS protocols by
evaluating the quantum resources and operations required by each scheme, and by exam-
ining whether additional costs arise from defenses against Trojan-horse attacks or from
the use of the SWAP test. The quantum resource in Table 3 refers to the states prepared
at the beginning of the signing phase, whereas the subsequent transformations, including
quantum gates and measurements, are counted as quantum operations. The analysis fo-
cuses on logical resource consumption and qubit utilization at the protocol level. Practical
performance under specific experimental channel conditions depends on the underlying
implementation and hardware configurations, and is therefore not explicitly modeled in
this comparative study.

Many AQS protocols [9, 15, 16] employ the SWAP test to determine whether two un-
known quantum states are identical. However, since the SWAP test is probabilistic, achiev-
ing high verification accuracy requires a significant amount of photon copies, which in-
creases resource consumption. The proposed protocol avoids this issue by converting
quantum signatures into classical bit strings for verification, thereby eliminating the need
to generate multiple identical quantum states.

The qubit efficiency 1 used in this work follows the definition in Zhang et al. [18], where
n = m/q with m denoting the number of valid bits in the final signature and g representing
the number of consumed qubits (excluding decoy photons). To ensure fairness, all effi-
ciencies in Table 3 are recalculated using this metric. In our protocol, producing a two-bit
signature (i.e., m = 2) requires Alice and Bob each prepares one EPR pair, performs parti-
cle exchange, and completes the measurement process, resulting in a total consumption
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Table 3 Efficiency comparison of AQS protocols

PNS, SWAP test Quantum Quantum Qubit
wavelength resource operation efficiency
filters
Lietal. [9] Yes Yes Bell state, single Bell measurement, 25%
photon I gate, X gate, Z gate
Zhengetal.[15]  Yes Yes GHZ state, single Bell measurement, 8.3%
photon I gate, X gate, Z gate
Zheng and No Yes GHZ state, single CNOT gate 16.7%
Kuang [16] photon
Xinetal. [17] No No Bell state Single photon 50%
measurement,

H gate, CH gate,
CY gate, CY* gate

Zhangetal.[18] No No Bell state Bell measurement 333%
Zhangetal. [19]  VYes No Single photon Single photon 50%
measurement,

CH gate, Y gate

Pang and Yes No Single photon Single photon 50%
Xiang [20] measurement

Proposed No No Bell state Bell measurement 50%
method

of four qubits (i.e., g = 4). Therefore, for 2n bits of signature, the qubit efficiency of the
1

proposed AQSis n = i—z =3

In Xin et al’s scheme [17], although they claimed that each EPR pair encodes two bits of
signed message, only one of these two bits is actually verified during the protocol. The first
bit is publicly announced by the signer and only specifies the measurement basis, while
the second bit is determined by the joint measurement of the verifier and the arbitrator.
Therefore, the protocol achieves an efficiency of 50% under our definition, as summarized
in Table 3. Furthermore, Xin et al. rely on a chained single-photon structure in which each
photon is processed with Y* or Hadamard gates based on hashed classical information and
the state of the preceding photon. Although this design is compact, it introduces practical
challenges. After a Hadamard operation, the resulting | +) or | —) states are probabilistic
superpositions in the Z-basis rather than deterministic | 0) or | 1) states. This makes it dif-
ficult to use the preceding photon’s state as a reliable reference for subsequent operations,
reducing the stability of chained logic. Errors or decoherence in any intermediate photon
may also propagate through the entire chain, imposing stringent requirements on quan-
tum memory and operational precision. By contrast, the proposed AQS protocol avoids
chained dependencies by treating each Bell state independently, thereby reducing error
accumulation and improving the feasibility of practical implementation.

Compared with Zhang et al’s AQS [19], the proposed AQS protocol does not rely on
a reversible quantum hash structure or key-controlled single-qubit operations. Although
their method also achieves 50% qubit efficiency, it requires two sequential transmissions
of n photons and incorporates reversible transformations that must be applied consis-
tently across the signature sequence. In addition, the verifier must return a sequence of
quantum states to the arbitrator during the verification phase, which exposes the protocol
to potential Trojan-horse attacks because injected or delayed photons may leak informa-
tion about the verifier’s applied operations. Our protocol avoids this vulnerability by per-
forming a single round of Bell-state preparation, transmission, and immediate measure-
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ment, without any quantum-state return path. In contrast, our protocol performs only
one round of Bell-state preparation, transmission, and immediate measurement, without
any quantum-state return path. This simplifies the operational structure, reduces suscep-
tibility to channel-injection attacks, and improves the overall feasibility and stability of
implementation.

Pang and Xiang’s B92-based protocol [20] also yields a qubit efficiency of 50% under
our definition, in which two copies of # single photons for n-bit signature are transmit-
ted during the signing phase. However, practical performance is adversely affected by the
inconclusive-measurement behavior inherent to nonorthogonal states |0) and | +) and by
the need to prepare a large number of decoy photons for eavesdropping check. In addition,
their design also does not incorporate defenses against Trojan-horse attacks, as the veri-
fier still returns quantum states to the arbitrator. In contrast, the proposed protocol uses
Bell states and immediate measurement to obtain deterministic outcomes and reduces the
attack surface associated with channel injection. In contrast, the proposed protocol uses
Bell states and immediate measurement to obtain deterministic outcomes and reduces the
attack surface associated with channel injection.

Trojan-horse attacks [43, 44] are common threats in quantum cryptographic settings. As
detailed in the security analysis, the proposed protocol inherently prevents such attacks
because each received photon is immediately measured and the protocol does not rely on
secret-dependent quantum operations. As a result, injected photons cannot extract mean-
ingful information. Furthermore, no additional countermeasures, such as wavelength fil-
ters or photon-number splitters, are required. This design reduces implementation cost

and enhances practical feasibility.

5 Conclusion

This paper presents a high-efficiency arbitrated quantum signature protocol characterized
by several distinctive design features. Upon signature generation, the quantum states are
immediately measured and converted into storable classical data, eliminating the need
for SWAP tests and long-term quantum storage. The protocol leverages entanglement
swapping to embed both public and concealed information within the initial quantum
states, while XOR operations and hash functions streamline the signing and verification
processes. Its one-way transmission architecture reduces reliance on additional chan-
nel protection mechanisms and lowers the quantum-operation overhead. From a secu-
rity perspective, the protocol ensures unforgeability and non-repudiation, and demon-
strates structural resistance to Trojan-horse attacks and photon-interception threats un-
der the protocol assumptions described in this work. In terms of performance, the pro-
tocol achieves a qubit efficiency of 50%, matching the best existing approaches under the
adopted efficiency metric and indicating competitive practical feasibility.

Future research may focus on reducing the degree of trust required of the arbitrator
to broaden applicability in low-trust environments. Currently, the protocol relies on the
synchronized arrival of photons in the entanglement-swapping process to complete Bell
measurements, which introduces certain experimental constraints. A promising direction
is to investigate the use of single-photon operations and measurements to simplify system
design, relax synchronization requirements, and further lower barriers to practical imple-

mentation.
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