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Abstract

The integration of quantum key distribution (QKD) into data centers represents a
promising advance in secure communications. As cyber threats evolve and the volume
of sensitive information grows, strengthening intra-data center security has become a
strategic necessity for ensuring confidentiality and operational resilience. This paper
explores the application of an entanglement-based QKD method for securing intra-
connectivity within data centers, focusing on deploying the BBM92 protocol in a
controlled environment. We detail the system architecture, technical requirements, and
operational considerations, and we report simulation results from a 100-block BBM92
run: an average sifted key of 1224 bits per block, with 25% used for QBER estimation,
reconciliation disclosures of 352 bits, and privacy amplification removing an additional
13 bits, yielding a final secure key of 554 bits per block at an average rate of 52
bps. Across the run, 86 keys were delivered to applications, enabling 43 IKEv2/IPsec
sessions, with an initial ramp-up before reaching steady, near-linear key service. These
findings indicate that entanglement-based QKD can provide robust, quantum-safe
key distribution for data center environments while highlighting practical integration
challenges and performance trade-offs.
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1 Introduction

The rise of quantum computing presents significant challenges to classical cryp-
tographic techniques. Unlike existing cryptographic solutions that rely on the
complexity of mathematical solutions, quantum key distribution (QKD) guarantees an
information-theoretical secure (ITS) growth of symmetric secrets between two geo-
graphically distant users [1]. QKD secures the distribution of symmetric cryptographic
keys between users by leveraging the principles of quantum mechanics. Such a level
of security is of interest to those organizations and facilities that exchange highly sen-
sitive communication content. Among them are data centers that strive for the highest
security standards that cannot be provided by classical cryptographic methods.

The QKD connectivity differs from traditional telecommunication links in various
ways. The logical QKD link comprises a quantum channel for transferring confidential
values encoded in unique photon properties and a public channel for verifying and
processing the data exchanged. The quantum channel is a point-to-point connection
between two nodes. In contrast, public channels can be implemented as conventional
IP connections with an arbitrary number of intermediate devices. The length of QKD
links is limited by the attenuation in the quantum channel, which also affects the key
generation rate. However, the controlled environment of a data center allows for high
rates of key generation, sufficient for securing numerous high-frequency data transfers
and communications. The short distance of the links, which is characteristic of intra-
data center connectivity, ensures significantly less attenuation during the transmission
of photons in the quantum channel and enhances the stability of the quantum channel,
which is of particular importance for entanglement-based QKD protocols. While QKD
has been demonstrated in various settings [2], including fiber optic networks and free-
space communication, its application within data center environments presents unique
opportunities and challenges.

Here, we investigate the feasibility and benefits of implementing the entanglement-
based BBM92 protocol to secure intra-connectivity within data centers. Several
simulation and emulation techniques were used to realize the entire system. These
include QKD key generation, processing and storage at the key management layer,
and key consumption using practical multiple IPsec VPN sessions using a software
encryptor [3].

This paper is organized as follows: Sect.2 provides fundamentals of BBM92
entanglement-based protocol. Section3 discusses system architecture for applying
entanglement-based QKD protocol in data centers. Description of simulation setup is
provided in Sect. 4. The results of performed experiments are shown and discussed in
Sect. 5. Section 7 concludes the study.
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2 Background and related work

Charles Bennett and Gilles Brassard introduced an intriguing concept in 1984 to show
how quantum phenomena might be used to create a communications quantum channel,
from which data cannot be reliably read or reproduced [4, 5]. Heisenberg’s uncertainty
principle [6] and the no-cloning theorem [7] guarantee the properties of information
transfer through elementary quantum systems, such as polarized photons. Thus, pas-
sive eavesdropping attempts on the quantum channel could be identified. Additionally,
Bennett and Brassard described a scheme [4, 5], now known as the BB84 protocol,
that allows two distant parties, Alice and Bob, to securely distribute symmetric keys
as long as they have access to both the quantum channel and an authenticated public
channel. In the first-ever free-space QKD experiment conducted at a distance of 32.5
centimeters in 1989 [8], Bennett and Brassard demonstrated their theory experimen-
tally. This experiment sparked interest in the technology’s integration and broader use,
which persists to this day [9].

The BBM92 protocol, proposed by Bennett, Brassard, and Mermin in 1992, is a
two-photon extension of the BB84 protocol that utilizes entangled photon pairs for
secure key distribution [10]. The security of these protocols derives from the properties
of quantum states as described in quantum theory, and BBM92 particularly leverages
the resource of entangled particles of light to implement them. As a built-in feature
in such systems, an eavesdropper attempting to intercept the quantum signals would
introduce detectable anomalies in the quantum states, thereby providing immediate
alerts to the presence of a malicious third party.

Alice and Bob each share a photon of an entangled photon pair, for which they
measure the polarization state in a randomly chosen bases out of two non-orthogonal
bases. The result is a correlated, but not symmetric, sequence of secret bits, often
denoted as the “raw key”. The protocol follows the same post-processing procedure
as other QKD protocols: extraction of the raw key (sifting), error estimation, error
reconciliation, privacy amplification, and authentication.!

It is important to note that newer approaches seek to optimize the choice of bases.
Approaches on using machine-learning-enhanced qubit-based synchronization are
reported [11]. Synchronization of bases can improve protocol security [12, 13]. In
our previous work [14], base selection is totally synchronized using a hashed-seed
pseudo-random number generator, which significantly improves protocol perfor-
mances. However, in this paper, we implemented the original approach in which bases
are selected randomly.

When Alice and Bob make the same basis measurement choice and the channel
is ideal, entanglement ensures that their outcomes are correlated (or anti-correlated).
The correlation or anti-correlation of the measurement results is controlled by the

1 Sifting is a method for identifying and discarding experimental outcomes that cannot generate shared
random bits of the raw key. Error reconciliation is used to detect and correct bit-flip errors induced by
channel and equipment imperfections, or by actions taken by eavesdropper Eve. In privacy amplification,
Alice and Bob assess the amount of information Eve could have extracted from their key based on measured
error rates in their system during both the quantum communication and information reconciliation steps,
and then perform a distributed algorithm that results in a shorter, more secret shared key. Finally, they
exchange hash values to make sure that the processed key is indeed symmetrical on both sides.
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entangled state Alice generates. A logical NOT operation on one user’s key transforms
anti-correlated bits to correlated bits, so Alice and Bob can always generate a shared
key as long as they know which entangled state is generated. In practice, when the
channel is not ideal due to attenuation, noise, or Eve’s interference, the secret key rate
isreduced. The loss can be categorized into: localized insertion loss, such as reflections
at optical components (inputs, outputs, fiber splices, etc.), propagation loss defined
by the length of the quantum channel and the loss per unit length in dB/km, and the
efficiency of the source and detector. In practice, those parameters define how many
photons will be detected and used to generate the key.

However, even those polarization-encoded qubits sent through the channel can be
affected by misalignment of the measurement bases. It is a consequence of polar-
ization rotation due to the birefringence of the fiber. The measurement bases are no
longer aligned with the basis in which the qubit was prepared, which leads to uncor-
related qubits that are measured by Alice and Bob. Such bit-flip events need to be
measured and monitored to be below the acceptable threshold. Eve can perform a
man-in-the-middle attack by measuring and resending the photons, thereby increas-
ing the measured quantum bit error rate (QBER) above the defined threshold and
triggering security alarms.

Current-generation QKD systems have the potential to produce keys at a rate of
several hundred kbps over mid-range optical links [2, 15]. Measurement-device inde-
pendent QKD (MDI-QKD) offers a way to address many security flaws [16], at least on
the quantum parts, and to increase the achievable distances [17]. In MDI-QKD, neither
Bob nor Alice detects photons; instead, both generate them. Charlie, an intermediary
relay node situated between Alice and Bob, implements measurements. Side-channel
detector attacks do not compromise protocol security because neither Bob nor Alice
has detectors installed. If Alice and Bob are given the measurement results, they can
still create a secret key, even if an attacker controls the Charlie node. The public chan-
nel is used to announce these results, but the key itself is not disclosed. Therefore,
there is no trust assumption on Charlie between Alice and Bob required.

The state-of-the-art twin-field QKD (TF-QKD) protocol enables transmission over
830km in the fiber channel. The TF-QKD uses single-photon interference to produce
secret key rates scaling as the square root of channel length by having Alice and
Bob send phase-encoded weak coherent pulses (WCP) to an untrusted central node,
Charlie. This allows for quantum-secured communication over previously unreachable
distances [18, 19].

Conference quantum key agreement (QCKA) is a promising application of quantum
networks that allows a group of users to efficiently distribute ITS quantum keys [20-
22]. Establishing multi-partite entanglement between remote participants is the basis
of QCKA [23]. Still, due to simulation limitations, we follow the straightforward
approach of the BBM92 entanglement-based QKD protocol in this paper.

It is worth noting the idea of establishing direct, confidential communication
between users by sending messages over a quantum channel. This approach is known
as “Quantum Secure Direct Communication” [24-26]. Coupling QSDC with quan-
tum memory is essential for completing the communication task because the complete
implementation of a quantum protocol always necessitates the capacity to effectively
manage the transfer of a message in the time domain [25]. Therefore, quantum net-
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Fig. 1 Logical layered structure of the QKD network. Keys are generated by QKD devices and pushed to
assigned key management systems (KMS) where they are processed and stored. The communication from
QKD devices to KMSs is not standardized, thus, multiple solutions exist in practice. The application devices
(routers) are seeking for keys to establish secure VPN tunnels. There are several APIs for key delivery but
they are not quantum-safe since they do not use ITS keys for secure key delivery [33]

works without a quantum repeater are restricted either to a limited area of directly
connected nodes or to nodes connected to a common node. Approaches combining
QSDC and classical repeaters have been reported as an interim solution toward a
quantum Internet (QInternet) [27]. QSDC schemes have been developed over optical
fiber and free-space channels, based on discrete-variable (DV) [28, 29] and continuous-
variable (CV) systems [30]. Recent results report QSDC implementations over several
hundred kilometers [31, 32], which can be attractive for securing data center long-
range connectivity. However, in this paper, we focus on data center intranet.

3 System architecture

System organization is the primary topic when integrating QKD in the data center
network. Figure 1 shows the layered organization of the QKD network. At the bottom,
QKD devices generate keys and push them to assigned KMS devices. It is essential
to point out that currently, there are no standardized approaches for QKD device-
KMS communication, which leaves room for various vendor-proprietary solutions or
reliance on manual tools such as SFTP. By default, this communication is secured
using standard Elliptic-curve Diffie—Hellman (ECDH) cryptography, which is not
quantum-safe.

When KMS receives the keys, it will analyze them and, if necessary, merge them
into larger keys or separate them into more minor keys. The goal is to prepare keys in
advance and reduce waiting time when the application requests them [33, 34]. Finally,
at the top are the end-user applications (software programs or hardware devices) that
will contact the KMS to obtain the necessary keys. There are several specifications for
this communication, such as ETSI 014, ETSI 004, and vendor-priority protocols such
as Cisco Secure Key Integration Protocol (SKIP) [35]. ETSI 014 and ETSI 004 are
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based on The Transport Layer Security (TLS) protocol version 1.2 or 1.3, while Cisco
SKIP only works with TLS 1.2 authentication based on pre-shared keys. However,
this communication cannot be considered quantum-safe because ECDH cryptography
is mostly used.

3.1 Compact application, key management and QKD devices

All of the above sets significant limitations when defining the system architecture.
In practice, QKD devices, KMSs, and end-user applications should be located within
a secure perimeter (domain). Our aim is to provide quantum-safe communication
between different sectors/rooms within data center. Thus, it is necessary to reduce the
distance between end-user applications and KMS, as well as between QKD systems
and KMS (see Fig. 1). This imposes an ideal design in which all three layers of the
QKD system should be combined in a single rack-mounted device.?

From an application perspective, such a device should be able to establish quantum-
safe VPN connections with remote peer devices and act as a proxy (accepting and
forwarding data traffic to other end-user machines in its secure domain/rack). Thus,
we will hypothetically assume the availability of such functionality and use in data
centers.

However, due to economic reasons, it is difficult to assume that such a device can
be implemented on every server located in data center racks. Therefore, it is more
economical to assume that such a device would be installed on top-of-the-rack routers
and used to provide quantum-safe communication between racks.

3.2 Centralized entangled photon source setup

Implementing BBM92 in a data center necessitates a centralized entangled photon
source. This source, as shown in Fig. 2 is located in a secure and controlled envi-
ronment, generating pairs of entangled photons that are distributed via fiber optic
cables to different nodes within the data center.> Fiber optic cables are employed to
transmit entangled photons from the centralized source to other network nodes. Given
the short distances typical of data center environments, fiber optic cables minimize
photon loss and decoherence, maintaining the integrity of the entangled states. Each
node is equipped with single-photon detectors capable of performing measurements in
randomly chosen bases. We assume that a secure classical communication channel is

2 Some commercial devices combining multiple functionalities are available: https://heqa-sec.com/sceptre-
duo/.

3 Due of the detector’s high sensitivity to temperature, vibration, and other external factors, which raises
the price, one could propose a scenario where only one detector would be implemented with multiple
sources. These sources would hypothetically be set at remote locations in the data center, so the question of
establishing entangled-based photons between those device arises. Potentially, it is possible to use remote
state preparation (RSP-BBM92) [36] or entanglement-swapping (ES-BBM92) [37] protocols. Although
they allow the establishment of entangled photons between nodes at greater distances (which is not a major
issue for intra-data center connectivity), they imply the use of an additional dedicated source to generate
entangled-based photons that will be directed toward the nodes. This means that the nodes would again be
in the role of detector, which is not a gain compared to the proposed architecture with a single source and
multiple detectors.
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Fig.2 Logical organization of QKD network between server rooms of a data center. It is based on BBM92
time-bin protocol enabling a network of the multiple participants connected via quantum channel to an
optical switch (orange). Entangled photons are generated by the source (yellow) located closely to the
switch to minimize losses
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Fig.3 Key management organization of the entanglement-based QKD network within data center. Entan-
gled photons are generated by the source and delivered to QKD detector nodes via optical switch. After
synchronization, nodes can measure entanglement-based photons and ultimately establish symmetric keys,
i.e., QKD links (in the picture they are shown with solid lines: green, red, blue, and orange). These keys
are further stored in the corresponding KMSs for further processing and serving

established using existing data center TCP/IP networking infrastructure. This channel
allows nodes to publicly share their measurement bases after receiving the photons.
They discard any results where the bases do not match, and the remaining correlated
outcomes are used to generate key in post-processing phase.

3.3 Key management organization

Once the key generation process is complete, keys are pushed to the KMS for pro-
cessing and storage. Processing primarily refers to the consideration of the need to
reduce the key or merge it with other keys to form a new key of longer length [34].
Then, KMS considers in which buffer to store the key so it can be timely available
when requested by end-user applications [35].
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Given that an entanglement-based protocol is used, it is important to note the
difference on the key management layer compared to the discrete-variable proto-
cols. The primary difference is that entanglement allows direct key establishment
between remote nodes without a key-relay. As shown in Fig. 3, node D has established
entanglement circuits with nodes A, C, and E. These circuits will be used for direct
establishment of keys, so there is no need for additional key-relay operations. However,
this does not prevent node D from requesting additional key-relay procedures at the
key management layer. Such procedures may be needed to establish new keys when
node notices that the directly generated keys are not sufficient for the application’s
needs. There are several ways to establish keys between remote nodes:

1. Direct establishment of keys using an entanglement-based protocol. This option
provides the highest level of security because it does not involve intermediate
nodes through key-relay operations.

2. Key-relayed keys are those based on key-relay operations through trusted-relay
nodes. This approach provides keys with a lower security because it involves
additional intermediate nodes that must be trusted. Also, the key-relay can be
delayed or rejected because it requires synchronization and cooperation of all
nodes in the key-relay chain [38].

3. Alternatively, instead of a key-relay, nodes can use local pseudo-random number
generators (PRNG) to establish new keys. These PRNGs would be seeded with
QKD keys allowing for quick establishment of new keys. This approach requires
precise synchronization between nodes, but avoids key-relay procedures for estab-
lishing new key material [ 14]. In a different way, the embedding of pseudorandomly
permuted bits also lends itself to authentication of key streams [39].

In the rest of the paper, we consider only those keys that were established by the
direct method, that is, through an entanglement-based protocol.

4 Simulation setup

To analyze the full network system of integration of QKD into the data center net-
works, several simulation techniques were used as shown in Fig. 4. The QKD network
components are divided into distinct docker containers for easier maintenance and
organization, but deployed on a single Ubuntu 22.04 machine.

On the application layer, there is a docker container in which IPsec VPN tunnels
are established. Mininet was used to simulate data center network connectivity. One
of the main benefits of utilizing mininet is that any host on it may execute any Linux
command supported by the hosts that are running mininet. Moreover, it is possible
for every node in the mininet to run linux commands on the host to establish an
independent IPsec tunnel using the strongSwan VPN client.

IPsec VPN tunnels are based on pre-shared cryptographic keys obtained from the
key management layer. For the realization of this component, the QKDNetSim network
simulation module was used [40, 41], placed in the emulation mode [42]. Several
KMSs have been implemented, between which synchronization connections have been
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Fig.4 Anemulated QKD network that includes the entire QKD ecosystem with the processes of generation,
storage/management, and consumption of keys. Multiple docker containers are installed on a single host
machine. QKDNetSim with separate EmuFdNetDevice devices enable emulation connections. SQUANCH
is installed in an independent container, generating keys that are sent to QKDNetSim KMS for further
processing and storage. The strongSwan client and server applications are installed in top docker container,
and IPSec/IKEv2 VPN tunnels are established between Mininet nodes. The key for the VPN connection is
obtained from the QKDNetSim KMS

established. KMSs store keys and deliver them to mininet IPsec end-user applications
via ETSI 014 API.

We used Simulator for Quantum Networks and Channels SQUANCH) [43] to model
quantum systems. The reason we opted for SQUANCH instead of other quantum
network simulator tools is because of its agent-based paradigm, which allows com-
pletely parallelized simulations with independent processes for each agent. To facilitate
expansion to multi-agent simulations, we introduce privacy amplification, informa-
tion reconciliation, and key sifting procedures not present in SQUANCH, along with
modular and customizable agent behaviors. More precisely, we modeled a quantum
noise-affected channel, methods for statistical modeling of quantum stream lengths
necessary to reproduce the results of experiments were defined, and precise modeling
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Fig. 5 Comparison of our SQUANCH simulations with results obtained within practical BBM92 QKD
experiment as reported in [44]. The diagrams show the results obtained for a total of 100 executions
(blocks) sorted by estimated QBER in ascending order

of implicit and explicit losses in the system was performed, which optimizes simula-
tion performance. Finally, as described in [44], we explicitly apply our approach to the
simulation of a fiber-based QKD network. The SQUANCH model was extended by
the use of the notes listed in [45]. The experiment reported in [44] is a straightforward
BBM92 implementation published in 2004 and was used as a basis for simulation
verification. More recent results show a larger number of entangled users in line with
more modern approaches [46, 47].

4.1 Simulation of BBM92 QKD link

SQUANCH has been extended to faithfully model the BBM92 point-to-point QKD
protocol. This includes modeling losses implicitly (loss at insertion into and output
from the fiber) and explicitly (channel loss) and bit-flip errors, which are crucial for
defining QBER. Our model includes, also, QBER estimation, error reconciliation using
CASCADE, and reduction of key in privacy amplification. The average QBER was
6.4%. The total channel loss over a 1.45-km long fiber with 3.2 dB/km was 12.45 dB.
The length of the sifted key was, on average, 2441 bits, whereas 609 bits (25%) were
used for QBER sample estimation; Cascade disclosed an average of 399 bits while
privacy amplification reduced key for an additional 340 bits. The average length of
the final secure key was 796 bits. The experiment duration was 10.5 s, resulting in an
average key rate of 75.87 bps.

To verify our SQUANCH model, we compared our data with the results of the
BBM92 experiment performed in Vienna in 2004 [44]. In Fig. 5, we compare the 100
simulated executions (blocks) to the experimental results (Fig. 3 in [44]). Overall,
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the concordance between simulated and reported findings is acceptable. Except for
execution duration (value taken from the reported experiment), all quantities appear
to fall within a similar range and shape. Since the outcomes are random, precise
agreement cannot be anticipated.

4.2 Simulation of QKD network

To extend the simulated BBM92 point-to-point quantum key distribution (QKD) sys-
tem to a full-scale intra-data center QKD network, several essential components
must be integrated. Central to this architecture is a high-performance entangled
photon source (EPS) that continuously generates entangled photon pairs* and dis-
tributes them to users via an optical switch. The switch, ideally a low-loss N-port
Micro-Electro-Mechanical Systems optical switch (MEMS)-based device, dynami-
cally routes entangled photons to selected user pairs based on a predefined or dynamic
schedule. However, due to the nature of entanglement, each user can only participate
in one entangled session at a time. Consequently, when a user is paired with another,
it is unavailable for any other entanglement session until the current one is complete.
This mutual exclusivity limits the number of simultaneously active links to | N /2] for
N users. Additionally, the photon source itself introduces a fundamental bottleneck: a
single EPS can only emit one entangled photon pair per pulse, meaning that regardless
of switch capability only one user pair can be served per time. To support multiple
users, the system must implement a time-division multiplexing (TDM) strategy where
user pairs are sequentially granted access to the EPS in rotating time slots.

Loss modeling is equally important for accurately simulating the network’s perfor-
mance. Although intra-data center fiber lengths are typically short (<100 m), resulting
in negligible fiber attenuation (0.02 dB at 0.2 dB/km), other losses dominate, estimated
for our simulation setup. These include optical switch insertion loss (1.5 dB), connec-
tor/splice losses (0.5 dB each), internal optic losses (1 dB), coupling collection loss (1.8
dB) and detector inefficiencies (3 dB each). Combined, these yield a total effective loss
of 7.83 dB that governs whether a photon successfully reaches its destination from the
source via switch to one detector (one-arm path). This is implemented in SQUANCH
using probabilistic models based on exponential attenuation. We used the same settings
for other parameters from our previous point-to-point BBM92 simulation as defined
in [45]. Those implies that local detected pair rate R}, = 8200 pairs/sec which defines
the number of photon pairs per second detected at the output of the source; window
duration § = 10 ns which defines the temporal duration of a coincidence window;
temporal duration for generation of a single key block 7" = 10.5 s and QBER sample
interval ngample = 25% of the sifted key.

Additionally, channel noise—such as polarization misalignment or temporal drift—
is modeled using a RandomUnitaryError driven by a tunable Gaussian parameter o,

o2
which determines the QBER according to the theoretical model QBER (o) = 1"32

For o = 1 /6, the calculated QBER (per connection to the switch) is 6.4% as reported

4 Commercial solutions are already available such as https://outshift.cisco.com/blog/cisco-quantum-data-
center-vision.
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in [44]. However, for the total link (two arms), this value is duplicated and exceeds
the limit of 11%, so smaller values are considered in the experiment.

For the purposes of the demonstration, a simulation was performed with four nodes
(Alice, Bob, Charlie, Diana) connected to a switch to which an EPS is connected. In
total, six entangled combinations are possible.

After generation, key blocks are sent to the KMS for storage and preparation
for delivery to end applications. We implemented four KMSs, which are connected
to corresponding QKD systems. Thus, we created a total of 24 Mininet hosts (12
StrongSwan IPsec client—server pairs) that request keys. Using a pre-shared key
(PSK), the StrongSwan client and server applications on the mininet hosts built an
IKEv2/IPSec VPN. StrongSwan does not allow IPSec key refreshes to be triggered by
the volume of traffic exchanged; instead, refreshes are defined based on the amount
of time that has elapsed. A bash script has been created to run periodically every
605, meeting these requirements. It tries to obtain a 512-bit long key using wget from
KMS. If successful, the fetched key is saved in /etc/ipsec.secrets and StrongSwan is
instructed to start a new IPsec session with the fetched key. But, if the key is not
fetched, the session cannot be started and will be attempted again in the following
iteration. The duration of the IPsec session was set at 20s. In the case that the key
is not available, the previous session is not terminated. When the following key is
obtained, and a new session is successfully created, the old session will end.
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Fig. 6 Results of BBM92 data center simulation. Left: The diagrams show the results obtained for a total
of 100 executions (blocks) over all entangled links, sorted by estimated QBER in ascending order. Right:
The cumulative number of keys delivered from KMSs to mininet StrongSwan VPN applications
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5 Simulation results

Figure 6a shows the results of the BBM92 network simulations obtained within 100
generated blocks, summarized across all entangled links. The length of the sifted key
was, on average, 1224 bits, whereas 306 bits (25%) were used for QBER sample
estimation; Cascade disclosed an average of 352 bits, while privacy amplification
reduced the key for an additional 13 bits. The average length of the final secure key
was 554 bits. The experiment duration was 10.5 s, resulting in an average key rate of
52.08 bps.

Although 100 keys (blocks) have been generated, the KMSs delivered 86 keys
the mininet StrongSwan applications. Delivered keys of 512 bits are the result of
key merge/split operations performed on QKDNetsim KMSs, and they were used
to establish 43 IKEv2/IPsec sessions. As shown in Fig. 6, at the beginning of the
simulation, there is a noticeable delay in key delivery, as it takes time for the keys
to be stored, collected, and processed to satisfy application requests. After the 900th
simulation second, requests are processed almost linearly since a stable intensity of
key service is reached.

6 Applicability in data centers

Within controlled intra-data center environments, our results indicate practical suit-
ability of BBM92 for periodic VPN refreshes, with key delivery stabilizing after initial
startup latency as the KMS buffers fill and service rate becomes steady. The primary
scaling constraints are architectural rather than physical: a single EPS, scheduled via
TDM, limits simultaneous entangled sessions to | N /2| and one pair per pulse, and the
dominant non-fiber losses in short links require careful optical design and KMS buffer-
ing to meet application refresh policies. Continuous QBER monitoring on the secure
classical channel remains central to anomaly detection and operational assurance.

The simulations do not support claims of surplus keying capacity for inter—data
center backbones. Longer spans are fundamentally constrained by attenuation; extend-
ing connectivity would rely on a combination of MDI-QKD with trusted key-relay
(with reduced security and added coordination) or multipath transmission (to arbi-
trarily weaken trusted-relay assumptions), possibly leverating PRNG expansion via
PQC-secure primitives (e.g., seeded by QKD), and requiring precise inter-node syn-
chronization. We leave these beyond our scope in this work.

From an integration standpoint, data centers’ short, stable links align well
with BBM92’s requirements, and existing delivery interfaces (e.g., ETSI 014/004
and vendor protocols like Cisco SKIP) facilitate automated key consumption into
IKEv2/IPsec, even though these APIs themselves may not be quantum-safe in trans-
port. Overall, QKD is a viable building block inside data centers when engineered
with TDM scheduling, optical loss margins, and KMS buffering aligned to applica-
tion policies.
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7 Conclusion

The implementation of the BBM92 QKD protocol within a data center environment
offers a promising approach to securing intra-connectivity against both classical and
quantum threats. By leveraging the principles of quantum mechanics, BBM92 pro-
vides robust, quantum-safe key distribution, enhancing the security of data center
operations. A controlled environment (low quantum channel distance and stable envi-
ronmental conditions) provides almost ideal conditions for the implementation of
QKD connections. However, limitations are visible in the number of users that the
entanglement-based approach can support. They are limited by TDM multiplexing
due to the possibility that a source sends entangled photons to only one pair in the
considered time period. Thus, accurately determining the number of keys and their
sizes for establishing secure VPN sessions is crucial, as limited resources (keys) can
be utilized most effectively.

The main contribution of this article is an analysis of the feasibility and benefits
of implementing an entanglement-based BBM92 protocol to secure intra-connectivity
within the data centers.
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