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Abstract— Quantum network extends the ability to trans-
mit information securely from two-party communication to
multi-party communication with arbitrarily long distances. The
efficiency of secure communication in a quantum network
depends on both the topology of the network and the strategy
of communication relays. In this paper, we propose a strategy to
build a quantum network integrating various types of quantum
secure direct communication (QSDC) schemes. A cost optimiza-
tion model is presented to measure the cost of transmitting secure
messages in a quantum network. Within the model, two types
of quantum network strategies, the quantum circuit switching
strategy and the quantum packet switching strategy, are proposed
and compared. Numerical simulations in a specific network show
that the quantum packet switching strategy is more favorable in
future quantum networks taking into account robustness and cost
required when using different types of QSDC schemes.
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I. INTRODUCTION

QUANTUM secure direct communication (QSDC) [1],
proposed in 2000, directly transmits confidential infor-

mation using quantum states without first negotiating secret
keys. It is different from quantum key distribution (QKD) [2],
which negotiates secure keys among two distant users, and
messages are transmitted by using classical communication of
the ciphertext of classical cryptography [3], [4].

Quantum networks, as a new type of information processing
and connecting method, have great potential in realizing vari-
ous applications with information transmission and encryption
in multi-user scenarios [5]. They have become one of the most
important directions of quantum information technology [6].
Practical quantum networks require a specific method of
device deployment. Different repeaters can be deployed to
build quantum networks, and the security they provide varies.
Meanwhile, the cost is also a concern, since the quantum
technology necessitates novel designs that differ from its
classical counterpart. Therefore, it is essential to consider a
deployment method that meets current technical security stan-
dards while minimizing costs. One way to address this issue
is to introduce secure repeaters and untrusted repeaters when
deploying quantum networks. Secure repeaters are proposed
as a component of a secure repeater network (SRN) [7],
which relies on QSDC to transmit ciphertext generated by
cryptographic algorithms [8] and classical relaying. Deploying
untrusted repeaters is one way to implement the measurement-
device-independent QSDC (MDI-QSDC) scheme [9], [10],
[11], which enables secure communication over an extended
point-to-point range. Both secure and untrusted repeaters are
realistic solutions for building quantum networks that comply
with current security standards. Since an untrusted repeater
requires that both of its ends be secure in the MDI-QSDC,
there is a limit to the distance that can be extended solely
using untrusted repeaters. The limit is necessary to ensure
communication security. However, practical quantum net-
works often require longer communication distances. Hence,
to ensure security in a practical quantum network, the com-
munication distance cannot be further extended by other
untrusted repeaters at either end of an untrusted repeater.
Secure repeaters can be deployed at the endpoints of untrusted
repeaters to guarantee security and prolong communication
distance. Consequently, embedding untrusted repeaters in a
quantum network necessitates the simultaneous embedding of
secure repeaters. It is necessary to study QSDC networks
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that employ a hybrid deployment of untrusted and secure
repeaters.

In classical networks, there are two major methods of data
exchange between two servers, circuit switching (CS) and
packet switching (PS) [12]. The CS strategy requires that a
connection be established first before the communication, and
it is released after the communication is completed [13]. The
PS service does not require the establishment of an end-to-end
connection [14]. Classical data exchange strategies have been
developed relatively mature [15], [16], however, switching
strategies for quantum communication have not yet been
thoroughly studied. Recently, some scholars have envisioned
the importance of studying the two strategies in quantum
networks, pointing out that the future design of quantum
Internet requires a major paradigm shift for harnessing the
unique characteristics of quantum information [17]. Although
packet switching strategies have been favored in classical
networks in recent years, due to the scarcity of quantum
resources, establishing a unicast-dedicated channel between
a pair of nodes has also been necessary [18], [19]. At the
same time, the quantum network demands tight synchroniza-
tion and signaling [17], which may result in an increased
need for pre-established connections. To better integrate with
existing classical networks and consider the fundamental dif-
ferences between quantum and classical communication, it is
essential to develop and compare quantum network commu-
nication strategies for efficient and convenient information
transmission.

In this paper, two types of quantum network strategies are
proposed and we also present a method for hybrid deployment
of untrusted relays and secure relays, as well as discuss its cost
issues. Our main contributions are summarized as follows:
• We propose a QSDC network implementation and archi-

tecture of hybrid deployment with secure repeaters and
untrusted repeaters and explain the network operating
mechanism.

• We propose a quantum circuit switching strategy that
establishes a stable connection between any two nodes
in a QSDC network. We also propose a quantum
packet switching strategy with which secure messages
can be transmitted without the need for a pre-existing
connection.

• We propose a cost estimation model specifically tailored
for hybrid QSDC networks integrated within existing
optical infrastructure. These networks are designed with a
hybrid deployment strategy, incorporating both untrusted
repeaters and secure repeaters. Additionally, we introduce
a heuristic routing algorithm to optimize the overall cost
of the hybrid QSDC network deployment.

• We assess the performance of the algorithm via dynamic
network simulations that encompass the establishment
and termination of connections over a period of time.
Furthermore, we conduct a comprehensive comparative
analysis of key network parameters within the context of
hybrid QSDC networks.

The rest of this paper is organized as follows. Section II
demonstrates the basic architecture and node structure of the
QSDC network. In Section III, two types of strategies to

Fig. 1. Architecture implementation diagram of QSDC network. CCN
represents the classical control node, PMN represents the peer message node,
and SCN represents the security check node.

deliver secure messages are proposed. Section IV develops the
cost model of the QSDC network and an algorithm is proposed
to decide the route for different strategies. The simulation
results in specific networks with different infrastructures are
given in Section V. Finally, Section VI gives the conclusion.

II. QSDC NETWORK ARCHITECTURE

SRN, which serves as an intermediate stage toward the
ultimate fully-fledged quantum internet, is compatible with the
operational Internet [7]. Explicitly, in the SRN, the ciphertext
gleaned from a quantum-resistant algorithm is transmitted
using QSDC along the nodes, where it is read out and then
transmitted to the next node. At the same time, the security
check in QSDC is also important in the secure transmission of
information [20]. In these processes, both classical information
and quantum information play roles in the network. In this
section, we study the implementation, architecture design, and
logical layering of the QSDC network.

Our QSDC network architecture is divided into the classical
control layer and the QSDC network layer as shown in
Fig. 1. The blue dashed lines represent the links utilized for
classical communication between the local devices, whereas
the brown dashed lines signify the links for classical com-
munication between the software-defined network (SDN) and
the classical control nodes. In the classical control layer,
the SDN controller [21] supervises the overall situation of
the network in real-time. It also controls and manages the
classical control node to allocate network resources, which will
be discussed in Section III. Classical control nodes directly
interact with the nodes of the QSDC network layer. The QSDC
network layer can be divided into the message transmission
sublayer and the security check sublayer. These two sublayers
achieve information-theoretic secure communication together
and the encrypted information is transmitted through quantum
channels. It should be noted that this is significantly different
from the classical optical network layer of QKD networks [22],
[23]. In the QKD network, after the QKD layer negotiates the
key, the encrypted information needs to be transmitted via the
classical optical network [24]. By contrast, the QSDC network
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directly uses the message transmission sublayer to transmit
encrypted information, and the security check sublayer only
exchanges a small amount of photons and classical information
for the security check.

Nodes in the message transmission sublayer, responsible
for transmitting quantum information, play a pivotal role in
the entire QSDC network. There are three types of nodes
used for realizing the transmission of quantum informa-
tion, namely peer message nodes, secure-relay nodes, and
untrusted-relay nodes. Peer message nodes serve as endpoints
that can generate communication requests, route messages,
as well as read encrypted information. Secure-relay nodes
and untrusted-relay nodes facilitate the relay of information
between peer message nodes. Notably, peer message nodes are
legitimate secure endpoints, while secure-relay nodes, though
potentially subject to eavesdropping, are designed not to leak
private information [7]. By contrast, the measurement devices
of untrusted-relay nodes may be controlled by potential eaves-
droppers [9], [10], [11].

Then, we discuss how the point-to-point communication
schemes operate within our network nodes. Typical QSDC
schemes, such as the DL04 protocol [20], quantum-memory-
free (QMF) QSDC scheme [25], etc., can be employed
to achieve information-theoretically secure communication
between two directly connected secure endpoints. In the subse-
quent discussion of this paper, we will take the DL04 scheme
as an example for our study. However, it is important to note
that the architecture, devices, and algorithms mentioned in
this paper are also applicable to other conventional QSDC
schemes, including the QMF scheme, and multi-intensity
QSDC scheme [26]. MDI-QSDC schemes [9], [10], [11] can
overcome security loopholes caused by imperfect detectors.
It enables secure communication between two parties, even
when the quantum measurement is conducted by an untrusted
third-party in the middle of the two communication parties.
However, in terms of communication security, two untrusted
nodes cannot be directly connected for a wider range of
communication.

Fig. 2 shows the specific node structures of the secure
repeater and the untrusted repeater. Secure repeaters are set in
peer message nodes and secure-relay nodes, while untrusted
repeaters are set in peer message nodes and untrusted-relay
nodes. It should be noted that peer message nodes not only
play the role of relaying, but also the role of interacting
with the client and performing quantum-resistant cryptography
encryption on the messages to be transmitted.

An untrusted repeater contains the MDI-QSDC detector
that can perform Bell-state measurement (BSM) and the
single-photon measurement device which is actually a conven-
tional QSDC detector, as shown in Fig. 2a . Untrusted-relay
nodes must be connected to secure-relay nodes or peer mes-
sage nodes to achieve secure transmission of messages. When
photons are transmitted to the untrusted-relay node through
the quantum channel and demultiplexed, the optical switch
controls the photons to enter the MDI-QSDC detector or
conventional QSDC detector. This is related to the MDI-QSDC
process [9]. Specifically, in MDI-QSDC, two rounds of photon
transmission are required. During the first transmission, two

adjacent ends each transmit photons to the untrusted third
party for BSM. The untrusted third party also performs single
photon measurements after the second round of transmis-
sion. Therefore, a complete MDI-QSDC process will use the
MDI-QSDC transmitters three times, the MDI-QSDC detector
one time, and the conventional QSDC detector one time.

Secure-relay nodes can be deployed next to peer message
nodes, other secure-relay nodes, or untrusted-relay nodes.
A secure repeater contains a conventional QSDC detector,
a conventional QSDC modulator, a conventional QSDC trans-
mitter, and an MDI-QSDC transmitter, as shown in Fig. 2b.
Demultiplexed photons can switch paths using the optical
switches. If the secure-relay node is connected to the peer
message node or another secure-relay node, the repeater first
uses the conventional QSDC transmitter to transmit random
photons to the previous node. After the encoded photon is
sent back to the repeater, the ciphertext is read by the detector
and then transmitted to the next node by the conventional
QSDC modulator. This is related to the DL04 process [20].
Specifically, in DL04, two rounds of photon transmission are
required. During the first transmission, the message receiver
transmits random photons to the sender. After the message
sender confirms that the channel is secure, the message is
encoded on these random photons and transmitted back to
the receiver for measurement. Therefore, a complete DL04
process will use the conventional transmitter one time, the
conventional detector one time, and the conventional QSDC
modulator one time. If the secure-relay node is connected to
an untrusted-relay node, the read ciphertext will be transmitted
by an MDI-QSDC transmitter to another peer message node
or secure-relay node.

In the process of security check, the erbium-doped fiber
amplifiers can also be deployed at the positions corresponding
to the secure-relay nodes and untrusted-relay nodes to amplify
classical signals. Combined with wavelength-division multi-
plexing technology [27], quantum signals and classical signals
can be multiplexed in the same optical fiber using multiplex-
ing and demultiplexing (MUX/DEMUX) devices [28], [29].
In addition, 100 km QSDC has been implemented experimen-
tally [7]. Thus, we should deploy a repeater within a distance
of 100 km and it is necessary to deploy repeaters within shorter
distances for better communication effects.

III. QUANTUM CIRCUIT SWITCHING AND PACKET
SWITCHING STRATEGIES

In this section, we exhibit two quantum network strategies
for achieving secure information transmission in the QSDC
network. The strategies we are discussing are of two types,
one of which relies on quantum circuit switching, while the
other relies on quantum packet switching. We suppose that the
nodes in the QSDC network forward packets in the same route
that the SDN has given when the classical communication
between the SDN and every node is provided. We also suppose
that the classical network for broadcasting classical messages
is reliable [30].

It should be noted that the ′′node′′ in this section is different
from the one in Sec. II. It is a logical node used for driving
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Fig. 2. Schematic diagram of repeaters in peer message nodes, secure-relay nodes and untrusted-relay nodes. (a) Untrusted repeater. (b) Secure repeater.
CD represents the conventional QSDC detector, CT represents the conventional QSDC transmitter, CM represents the conventional QSDC modulator,
MT represents the MDI-QSDC transmitter, MD represents the MDI-QSDC detector, OS represents the optical switch, PBS represents the polarizing beam
splitter, BS represents the beam splitter, D represents the detector, and MU/DMU represents the multiplexer and demultiplexer device.

corresponding functions. Here, every node in the quantum
network can be uniquely identified by an attribute, address.
The addresses of different nodes are different. We will call
the node that sends out a secure message the source node
and the node that receives the secure message the destination
node. Their addresses are the source address and destination
address, respectively. Suppose that the secure messages can be
transmitted between nodes connected by a link in the quantum
network. This can be realized by the conventional QSDC
scheme or the MDI-QSDC scheme when the secure-relay
nodes or untrusted-relay nodes are appropriately deployed
on the link. Additionally, suppose that the classical commu-
nication between a node and the SDN is supported. Every
link in the quantum network has an attribute called capacity,
which is known to the nodes that it connects and the SDN.
Every node in this section can be regarded as a collection
of the peer message node, the classical control node, and the
security check node that are at the same location. The secure
transmission between connected nodes can be realized by
communication between the connected security check nodes
and between the connected peer message nodes. The classical
communication with the SDN is implemented in classical
control nodes. The resource mentioned in the section is the
available capacity, which can be used to transmit secure
messages between connected nodes.

A. Quantum Packet Switching Strategy

The quantum packet switching strategy is the one that is
used to send a message from one node to another directly
with the route given by the SDN. The SDN can control the
route directly or indirectly.

When a quantum network adopts the indirect strategy, the
SDN will initialize the network by setting a series of rules
for each node in the quantum network. These rules will tell
the nodes how to handle received packets. Specifically, the
nodes will forward packets according to the tables that the
SDN sends to them. It is similar to the forwarding table in
the classical network [31]. After a node receives a packet,

it will read the header of the packet and look up the table to
find to which port it forwards the packet. Here, we consider
a destination-based forwarding. The header of the packet
needs to contain the destination address and the required
capacity. After the SDN initializes the quantum network,
communication using the quantum packet switching strategy
can begin. The source node encapsulates its secret message
with a header containing the destination address and required
capacity to form a packet. The packet is transmitted to the next
node according to the rules that the SDN has set. The secret
message is transmitted as quantum states to ensure security
while the header is transmitted classically. After the next node
receives the packet, it will read the header to decide to which
port to forward so that the subsequent node on the route can
receive the packet if the resource is enough. Otherwise, it will
abort the packet. If the packet is forwarded by every node
on the route, it will arrive at the destination node and the
packet delivery is completed. The abortion of packets will
be recorded by nodes and the SDN will be informed by
classical communication with nodes. The SDN can adjust rules
according to the abortion signals and change the tables of
nodes by classical communication with them.

The direct control requires that the source node sends a
transmission request to the SDN before sending out the packet.
The transmission request contains the destination address and
required capacity. The SDN decides whether the packet can
be transmitted to the destination node. If it is possible, the
SDN gives the route and updates the table of the nodes,
including the source node and the destination node, on the
route. Then, the SDN responds to the transmission request
with permission. After the source node gets the permission, the
source node sends out packets according to the updated table.
The transmission of packets between connected nodes is the
same as the one in the indirect strategy. That is, the node that
sends out packets first encapsulates the secret message with a
header to form a packet and the packet will be transmitted by
encoding into quantum states and classical signals. The node
that receives the packet will forward the packet according to
the header unless the node is the destination node. If the SDN
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Fig. 3. Flowchart for information transmission using quantum circuit switching and quantum packet switching strategies.

denies the transmission request, the SDN will respond to the
transmission request with a denial. After the source node gets
the denial, it should give up sending out the packet.

B. Quantum Circuit Switching Strategy

Quantum circuit switching strategy requires first establish-
ing a connection between two communicating nodes, which
is a dedicated end-to-end connection. After the connection
is built, the source node can send the secure messages.
A termination signal that is sent by the source node or the
destination node will be broadcast to every node on the route
to release the resources that the connection occupies. The three
steps using the quantum circuit switching strategy are shown
in Fig. 3.

1) Connection Establishment: The purpose of connection
establishment is to make sure that the destination node can
receive and deal with the messages sent by the source node.
We also give two strategies, the indirect one and the direct
one, to establish the connection.

In the indirect one, the source node sends out a packet
without a payload. The route is along the nodes that forward
the packet after they read the header of the packet, which
is shown in Fig. 4. It should be noted that the address in the
header is classical and can be stored in a classical register. The
address is different from that in Ref. [32], where a quantum
addressing is given. The label is the index of the connections
initialized by the source node. The first flag indicates the
direction of the packet delivery. A certain value of the second
flag labels whether connection establishment has been denied.

Fig. 4. Data structure diagram transmitted by the indirect method of
connection establishment in the quantum circuit switching strategy.

After the destination node receives the packet, it changes the
value of the second flag. Then, the destination sends back the
packet. The nodes on the route recognize the reception by
the changed first flag and the unchanged second flag. After
the source node receives the packet, the connection has been
established. To send the denial, a node changes the first flag
to reverse the delivery and changes the second flag to indicate
the denial. The memory associated with the connection will
be reset by the nodes that receive the denial.

In the direct one, the source node sends a connection-
establishment request, which contains the source address,
destination address and capacity requirement, to the SDN.
Then, the SDN asks the destination node whether to accept the
connection. After receiving the agreement of the destination
node, the SDN computes the route according to the routing
algorithm discussed in Section IV. The SDN updates nodes’
tables and sends the messages with the required capacity,
source address and connection label to the nodes on the route
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if there is a route that satisfies the capacity requirement.
Otherwise, the SDN sends a denial to the source node.

Because classical headers do not carry the secret informa-
tion of the communication during the connection establishment
process, the eavesdropper will not get useful information.
Besides, in order to ensure the information-theoretic security
of establishing a connection, it is also feasible to use quantum
channels to complete this process, but this will increase the
cost in practical applications.

2) Secure Messages Transmission: After a connection
between the source node and the destination node is
established, the transmission can be performed. The source
node packages the header and the secure messages into a
packet. The secure message will be transmitted as quantum
states and the header will be transmitted classically. The
subsequent nodes then decode these signals into classical
messages and read the header to acquire information to decide
to which node they forward the packet. It should be noted
that the secure message is encrypted by a quantum-resistant
algorithm [7]. Then, the nodes encode the secure messages into
quantum states and the header into classical signals, which will
be transmitted to the next nodes. After the destination node
receives the packet, it decodes these signals into the classical
message. To transmit more messages, the source node needs
to create more packets to deliver in the same way described
above.

3) Connection Termination: As in the part of connection
establishment, there are two strategies to inform every node
on the route.

In the indirect one, where the connection is established by
transmitting a packet along the route, the closing is similar.
The node that wants to terminate the connection sends a denial
to the nodes on the routes.

In the direct one, where the connection is established by
communication with the SDN, the node that decides to close
the connection sends a connection-closing request to the SDN
with the label of the connection and the source address. Then
the SDN sends connection-closing requests to every node on
the route and updates the resource information of the quantum
network.

The reliability of the transmission of the classical message
ensures that every classical message sent by the SDN or the
nodes on the route will be received, and hence the resource
can be released as expected.

IV. NETWORK COST-BASED CONTROL

In quantum networks, routing selection has an important
impact on the exploitation of rare quantum resources. Selecting
the best routing method relying on the actual situation of
network resources can also help alleviate network congestion.
In this section, we propose a routing algorithm to decide the
path of transmission in the quantum network according to a
cost model.

A. Network Cost Model

We first elaborate on the cost model of deploying a hybrid
QSDC network with secure- and untrusted-relay nodes on the

existing optical network. It should be noted that the cost comes
from various network components that need to be deployed to
support QSDC and is calculated as the usage cost of each
device for a single transmission.

1) Cost of Transmitter, Receiver, and Modulator: The cost
here should include the cost of single photon transmission,
detection and encoding using the conventional QSDC scheme,
and it also includes photon transmission and detection costs
when using the MDI-QSDC scheme. It should also be noted
that we assume that the cost of encoding photons has been
covered in the cost calculation of the light transmitter, which
means that the photons emitted by the light transmitter are
pre-coded photons.

Suppose that for a communication request r belonging to the
request set R, the number of single transmissions of ciphertext
between the source node s and the destination node d using
MDI-QSDC scheme is nm, and using conventional QSDC
schemes is nc. Each time the MDI-QSDC scheme is used,
there are three uses of MDI-QSDC transmitters, one use of
MDI-QSDC detector, and one use of conventional QSDC
detector as described in Section II, while the conventional
QSDC scheme process requires one use of conventional QSDC
transmitter, one use of conventional QSDC detector, and one
use of QSDC modulator. Let CMD, CMT , CCD, CCT and
CCM denote the cost of one use of MDI-QSDC detector,
MDI-QSDC transmitter, conventional QSDC detector, conven-
tional QSDC transmitter, and conventional QSDC modulator,
respectively. Then the transmitter and receiver costs CTR of
communication request set R should be

CTR =
∑
r∈R

Cr

CS
[nm (3CMT + CMD + CCD)

+nc (CCT + CCD + CCM )] , (1)

where Cr is the communication capacity required for request r,
CS is the capacity that the QSDC link can satisfy. Here, we use
the secrecy capacity to represent the maximum secure com-
munication rate that is achievable between two peer message
nodes. In practice, the value of the secrecy capacity decreases
as the distance between the communicating parties increases,
and it is also influenced by various losses, noise, and the type
of schemes used [33], [34]. For example, the multi-intensity
QSDC scheme [26], which utilizes several intensities of weak
laser pulses, has been investigated in a practical case of
finite block lengths. When the transmission distance is 80 km,
a secrecy capacity of approximately 10−5 bit/pulse can
be achieved by utilizing a specific implementation of the
multi-intensity QSDC scheme over a fiber channel. For a
more general consideration, the specific value of the secrecy
capacity is not considered in this work, and we assume that
the capacity between two adjacent nodes is the same for
simplicity. We make this assumption relying on the actual
network deployment. In actual networks, to ensure commu-
nication quality, repeaters need to be deployed between peer
message nodes that are far apart. The maximum communica-
tion capacity between the peer message nodes is determined
by the minimum communication capacity among those links
connecting adjacent repeaters. To better integrate with the
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classical networks, quantum networks are generally designed
with a repeater deployed every 80 km, which is similar to
the deployment of erbium-doped fiber amplifiers in classical
networks [22]. This means that the communication capacity
between any two distant peer message nodes is maintained at
the same level.

2) Cost of Security Facilities: In the QKD network based
on trusted repeaters [22], the ciphertext will be converted into
classical information at the repeaters. If a trusted repeater
is attacked, information will be leaked. Therefore, additional
costs are required to secure the trusted repeater. By con-
trast, in our QSDC network, untrusted-relay nodes acting as
third-party measurement endpoints of the MDI-QSDC scheme
will not gain information about the encrypted messages.
Secure-relay nodes and peer message nodes will get the
encrypted classical messages. These classical messages are
encrypted by quantum-resistant algorithms. This avoids the
cost of security facilities.

3) Cost of MU/DMU and Optical Switch Components:
In order to more effectively transmit the photons and the
classical header, we should deploy multiplexing devices in
each repeater. Besides, the optical switch ensures that photons
can be effectively transmitted to the correct path. It should
be installed at each repeater, including peer message nodes,
secure-relay nodes, and untrusted-relay nodes. Assume that the
number of nodes that need to be passed between the source
node s and the destination node d is nt, and let Cm denote
the cost of the use of a set of MU/DMU and optical switch
components. Then, the cost CM of the components of the
communication request set R should be

CM =
∑
r∈R

Cmnt. (2)

4) Cost of QSDC Link: The link cost should consider
the cost of using the conventional QSDC scheme and the
MDI-QSDC scheme respectively.

For the conventional QSDC scheme, whether using the
DL04 scheme or the QMF-QSDC scheme, the quantum chan-
nel should be used twice during the communication process.
In detail, for the DL04 scheme [20], the message receiver
should first use a conventional QSDC transmitter to send
random photons to the message sender. The message sender
encodes the photons and then transmits the photons through
the quantum channel to the message receiver for measurement.
For QMF-QSDC [25], although it has only experienced one
photon transmission, in order for the subsequent communi-
cation, the random photons of the next round of transmission
need to be transmitted to the other party in advance. Therefore,
in terms of the number of times the channel is used, it is
equivalent to using the quantum channel twice. Note that in
conventional QSDC, we generally consider the photons and
classical information of the security check to be a very small
amount. In the cost simulation of this paper, we ignore this
part of the cost.

For the MDI-QSDC scheme, the situation is different.
When both ends of the peer message nodes or secure-relay
nodes send photons to an untrusted-relay node for the first

measurement, both photons need to pass through the quantum
channel once. Then, the message sender transmits the second
round of photons through the quantum channel. In the whole
process, a total of three quantum channels need to be used.
Likewise, we still ignore the cost of a small number of photons
used for security checks.

It is assumed that the cost of different wavelength channels
in a single fiber is the same. Let Cf denote the cost of
using a single optical fiber for information transmission, lc,
lm are the transmission distances using conventional QSDC
and MDI-QSDC schemes respectively. Then the link cost CL

of communication request set R should be

CL =
∑
r∈R

Cr

CS
[3lmCf/2 + 2lcCf ] . (3)

Note that the 2 in the denominator comes from the assumption
that the transmission distance using the MDI-QSDC scheme
is twice that of the conventional QSDC scheme. In fact, due
to the efficiency of the detector, although the MDI-QSDC
scheme will extend the communication distance, it is difficult
to achieve twice the conventional QSDC scheme. However,
in practice, we could assume that a repeater is deployed every
ζ = 80 km for communication efficiency, and the secure
transmission distance of the MDI-QSDC scheme is greater
than 160 km [11]. Therefore, the distance assumption here is
reasonable. In summary, the total usage cost CTotal of the
hybrid QSDC network with secure-relay nodes and untrusted-
relay nodes can be expressed as

CTotal = CTR + CSF + CM + CL. (4)

In addition to some of the usage costs mentioned above,
there are also some lower-cost optical auxiliary components
and links that need to be set up when deploying the network.
In this paper, we consider them to be inexpensive and ignore
the cost of their use.

We have incorporated losses and non-idealities, such as
detector inefficiency and detection error, into the point-to-
point channel’s secrecy capacity, acknowledging that these
factors contribute to the non-ideal secrecy capacity. Fur-
thermore, mitigating the impact of losses and non-idealities
necessitates incurring higher equipment deployment costs.
For instance, employing detectors with heightened detection
efficiency would result in an augmentation of both CMD

and CCD.
In a practical implementation, the synchronization of packet

headers and quantum payloads is crucial for our two strategies.
Nevertheless, in the current technological context, this problem
can be mitigated within the SRN. At each node in the
SRN, the ciphertext is read, re-encoded onto the quantum
states, and routed to the next node. Hence, we can adopt a
similar approach to deal with this problem, that is, to decode
the quantum payload into classical information through a
secure repeater. The decoded classical information can then
be processed synchronously with the classical packet header
to complete the forwarding of the quantum payload, while
the decoded classical information will be encoded into the
quantum payload. Under the structure we have designed, the
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TABLE I
RELATIVE USAGE COST VALUES

loss and decoherence of quantum states primarily occur during
channel transmission, affecting costs by decreasing channel
capacity. Hence, when quantum packet switching and quantum
circuit switching strategies are used in the SRN, which serves
as a key intermediate process for realizing the future full
quantum network, there is no cost difference in the application
of quantum state storage between the two strategies.

Furthermore, the ultimate quantum networks [35] will
be built with a sufficient number of quantum devices. For
instance, quantum memories [36] enable a more extensive
application of quantum networks [37], where the quantum
payload can be stored. For such devices, the effects of photon
loss and decoherence on fidelity must be taken into account
in such networks. Consequently, studying the cost of these
devices, as well as their impact on the implementation of these
two strategies, represents promising research directions.

B. Heuristic Cost Optimization Routing Algorithm

We propose a heuristic cost optimization routing algorithm
(HCOA) to optimize the total cost of using a hybrid QSDC
network with secure-relay nodes and untrusted-relay nodes.
The specific algorithm is shown in Algorithm. 1. In our
algorithm, it is assumed that the capacity resources of the
classical control layer and the security check sublayer are
sufficient.

In our algorithm, the K-shortest-path (KSP) algorithm is
first used to find the route from the source node to the
destination node and check whether the network resource
meets the capacity need using the First-Fit algorithm. For all
routes that meet capacity constraints, the cost is calculated
based on the method provided in Section IV-A. Then, select
the lowest-cost routing and update network status.

The total cost of deploying a QSDC network is highly
dependent on technology updates and will also change with
the development of processing levels within a certain period
of time. Therefore, in this paper, we use the prices of existing
commercial devices as well as consumables in Ref. [22], and
use the relative prices of each device for discussion. The cost
values used for evaluation and analysis are shown in Table. I.
It should be noted that although experiments with small QSDC
networks have been successful [7], no commercial QSDC
device prices have yet been provided and some of the cost
data are assumptions relying on those in Ref. [38]. Although
this cannot best characterize the actual total cost of deployed
devices, it is sufficient for our main discussion of the impact
of deploying untrusted-relay nodes in the QSDC network and
the effectiveness of the cost optimization algorithm, which
can provide a certain reference for the deployment of QSDC
network.

Algorithm 1 Heuristic Cost Optimization Algorithm
Data: Network topology graph G (node V , link E),

request set R = {(sr, dr, Cr) : r = 1, 2 . . . , n}
(request source node sr, destination node dr,
requested capacity requirements Cr), cost
parameters CMD, CMT , CCD, CCT , Csf , Cm,
Cf .

1 CR
Total = 0;

2 foreach communication request (sr, dr, Cr) in set R do
3 Find routes Sr using KSP algorithm;
4 Rr = ∅;
5 foreach P in Sr do
6 if P can be allocated the capacity resource using

the First-Fit algorithm then
7 Append P to Rr;
8 end
9 end

10 if Rr ̸= ∅ then
11 foreach P in Rr do
12 Calculate nm, nc, nt, ns, lm, ls based on the

route P ;
13 Calculate CTR, CSF , CM , CL according to

the method we gave;
14 Cr,P

Total ← CTR + CSF + CM + CL;
15 end
16 Cr

Total ← minP∈R Cr,P
Total;

17 CR
Total ← CR

Total + Cr
Total;

18 else
19 The request is blocked;
20 end
21 Update network status;
22 end

Result: CR
Total, route and capacity allocated for the

request, capacity utilization, blocking rate, etc.

When deploying the QSDC network, we can choose to
deploy secure-relay nodes or untrusted-relay nodes according
to the actual situation. In the following simulation, we assume
two situations for discussion: the relay nodes set up in the net-
work are all secure-relay nodes, and as many untrusted-relay
nodes as possible are set up. It should be noted that both
ends of an untrusted-relay node must be connected to a
secure-relay node or a peer message node, which limits
the maximum number of untrusted-relay nodes that can be
assumed.

First, we discuss the cost parameter in two different situa-
tions. In order to better use mathematical formulas to represent
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corresponding parameters, we first give the definitions of two
functions that will be used in this paper.

• Round down function f(x) = [x]. It is defined as the
largest integer strictly less than x.

• Binary function g(x). It is defined as

g (x) =

{
1, when 2kζ < x ≤ (2k + 1) ζ

0, when (2k − 1) ζ < x ≤ 2kζ,
(5)

where k ∈ Z. For the situation where secure-relay nodes are
completely deployed between peer message nodes, the times
of ciphertext transmission between the source node s and the
destination node d using MDI-QSDC schemes nc

m, and using
conventional QSDC schemes nc

c should satisfy

nc
m = 0,

nc
c =

∑
(i,j)∈Pr

[
l(i,j)

ζ
+ 1

]
, (6)

where (i,j) represents all the pairs of adjacent nodes on the
route of request r passed from the source node to the target
node. In this paper, for better communication effect, we set
ζ = 80 km. The number of secure-relay nodes nc

s passed on
the route and the number of all nodes nc

t can be expressed as

nc
s =

∑
(i,j)∈Pr

[
l(i,j)

ζ

]
,

nc
t =

∑
(i,j)∈Pr

[
l(i,j)

ζ

]
+ kc, (7)

where kc is the number of peer message nodes experienced
in routing from the source node to the destination node, and
it is related to the selection of specific routes. The length of
the optical fiber link transmitted using conventional QSDC
schemes should be equal to the link distance between the
source node and the destination node.

When we deploy as many untrusted-relay nodes as possible,
we deploy an untrusted-relay node every 160 km. If the
distance between the last parts of two peer message nodes
is less than ζ, we need to use the conventional QSDC scheme
once to implement information transmission. For example,
when the distance between two peer message nodes is 192 km,
we will deploy an untrusted-relay node and a secure-relay
node between the two nodes. When information is transmitted
between two nodes, an MDI-QSDC scheme is first used to
transmit the information 160 km to the secure-relay node, and
then a conventional QSDC scheme is used to complete the
transfer of the information between the two peer message
nodes. At this time, the times of transmission between the
source node s and the destination node d through MDI-QSDC
schemes nm

m and using conventional QSDC schemes nm
c

should satisfy

nm
m =

∑
(i,j)∈Pr

[
l(i,j) + ζ

2ζ

]
,

nm
c =

∑
(i,j)∈Pr

g
(
l(i,j)

)
. (8)

Fig. 5. The 14-node NSFNET network with 21 links.

The number of secure-relay nodes nm
s passed on the route

and the number of all nodes nm
t can be expressed as

nm
s =

∑
(i,j)∈Pr

[
l(i,j)

2ζ

]
,

nm
t =

∑
(i,j)∈Pr

[
l(i,j)

ζ

]
+ kc. (9)

When we deploy as many untrusted relay nodes as possible,
we need to separately calculate the physical length of the opti-
cal fiber that transmits information through different schemes.
The physical lengths corresponding to the two methods are

lmm =
∑

(i,j)∈Pr

(
(1− nm

c ) l(i,j) + 2ζ

[
l(i,j)

2ζ

]
nm

c

)
,

lmc =
∑

(i,j)∈Pr

(
nm

c

(
l(i,j) − 2ζ

[
l(i,j)

2ζ

]))
. (10)

V. SIMULATION

In this section, we simulate the network with different
configurations. All simulations are performed on the 14-node
NSFNET network with 21 links as shown in Fig. 5. The
specific parameters of the network are given in [39] and [40].

We refer to the behavior that a node tries to send a packet
to another node as a request. In the packet switching strategy,
the request is a transmission request. In the circuit switch-
ing strategy, the request is either a connection-establishment
request or a packet delivery that uses an old connection. Here,
the old connection means that there is at least one packet has
been delivered in this connection. The capacity requirement
of a request is the one that the packet delivery requires in
the corresponding strategy. Requests between different nodes
are randomly generated, and the capacity of a request is
randomly generated from the set {0.04CS ,0.08CS , 0.12CS ,
0.16CS , 0.2CS}.

For simplicity, we consider the case that the SDN directly
controls all routing. As connection is an important property of
the quantum circuit switching strategy, the simulation will take
a dynamic model into account. There are two types of phases
in a simulation. The duration of one phase is short while the
other is relatively longer. When the system is in the short one,
which we call the processing phase, the nodes in the quantum
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Fig. 6. Simulation results. Diagram of the relationship between the Capacity
Exploitation Rate and the cycles. Different curves represent different numbers
of requests generated in one cycle.

network send messages to the SDN according to the strategies
that the nodes are using. Then the SDN decides a route if the
request of the source node is accepted. Otherwise, it denies
the request instead of sending the routing information to the
nodes in the quantum network. In our simulation, we suppose
that the SDN prioritizes the requests of the quantum circuit
switching strategy. During the long phase, which we call the
communication phase, the nodes in the quantum network send
and forward the packets to communicate. In the quantum
circuit switching strategy, a packet delivery may use an old
connection. We still assume there is a processing phase before
the packet delivery even if the source node doesn’t need to ask
the SDN for connection establishment in the processing phase.

We regard a processing phase and the subsequent commu-
nication phase as a unit in the simulation, which we call a
cycle. A simulation consists of many cycles. The requests in
one cycle can be divided into three types: the requests using
old connections, the requests using new connections, and the
requests using the quantum packet switching strategy. We call
the latter two the new requests. If there is a connection that
hasn’t been closed in the previous cycle, a packet delivery in
the connection can happen between the two nodes connected
by the connection, which we call a request using an old con-
nection. There may be some requests needing new connections
to deliver in a cycle, which we call the requests using new
connections. The left requests are those using the quantum
circuit switching strategy. The duration of a connection is
randomly selected to be 1-5 cycles. Obviously, when there are
a large number of network requests in a cycle, some requests
may be denied. The denied requests will enter the queue,
and resources will be prioritized to them when the next cycle
arrives.

The performance of the quantum network is assessed by
three metrics, cost, blocking rate and capacity exploitation rate.
We first give their definition in one cycle and then give their
definition of a simulation. A cycle begins with random requests

sent by nodes. The blocking rate is the percentage of requests
that are denied in the cycle and is defined as follows:

[Block Rate] =
[The Number of Denied Requests]
[ The Number of New Requests ]

. (11)

The total cost of a cycle is not enough to characterize the
state when the number of all requests is fixed, since additional
requests do not change the cost if they are denied. Therefore,
we introduce the efficient cost, which is

[Efficient Cost] =
[Cost]

(1− P ) + P (1− [Blocking Rate])
, (12)

where

P =
[Then Number of New Requests]

[The Number of All Requests]
. (13)

The last metric is the capacity exploitation rate, which is

[Capacity Exploitation Rate]

=

∑
[Link] [The Used Capacity][Link]∑

[Link] [The Capacity][Link]
. (14)

The summation goes over the links in the quantum network
and a link is labeled by [Link]. [The Used Capacity][Link]
is the used capacity of the link labeled by [Link] and
[The Capacity][Link] is the capacity of the link labeled by
[Link].

All definitions given above are within a cycle. The three
metrics above can be extended to evaluate the performance
of the quantum network of one cycle or multiple cycles, that
is, a simulation. Here, we calculate them for every cycle in a
simulation. The efficient cost of every cycle is the cost of a
cycle divided by the proportion of unblocked requests in the
cycle. The blocking rate is the percentage of denied requests
out of the new requests, which consists of the requests using
new connections and the requests using the packet switching
strategy in the cycle. The capacity exploitation rate is based
on the used capacity to transmit packages in the cycle. For
a simulation, the total efficient cost is the sum of all cycles’
efficient costs. The blocking rate and the capacity exploitation
rate are averaged over all cycles.

We find the simulation result has been stable when there
are 20 cycles for different numbers of requests, as shown in
Fig. 6. Therefore, we set the simulation duration to 20 cycles in
subsequent simulations. At the same time, in order to explore
generality, we performed 5000 times of each simulation and
took the average as the results we present.

A. Quantum Network Strategies

Here, we discuss the impact of choosing different strategies
for communication on network performance.

We first consider a network in which all strategies used
to communicate are the same. This means that all requests
generated either use the quantum circuit switching strategy or
all use the quantum packet switching strategy. The difference
in the total effective cost as well as the blocking rate for
different numbers of requests of a cycle is shown in Fig. 7.
We can see that they will have higher total effective costs if
the nodes construct a stable connection by using the quantum
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Fig. 7. Simulation results. Diagram of the relationship between the Total
Effective Cost and the Number of Requests when all requests adopt quantum
circuit switching (QCS) or quantum packet switching (QPS) strategy.

circuit switching strategy. At the same time, the higher block-
ing rate implies that the request is easier to deny when
all nodes use the quantum circuit switching strategy. This
is because the connection established in advance cannot be
used by other requests in subsequent cycles, while requests
using the quantum packet switching strategy can always use
the optimal resource of the current network through the
route optimization algorithm. Therefore, the quantum packet
switching strategy has advantages in terms of the total effective
cost and blocking rate. By contrast, the quantum circuit
switching strategy can provide stable connections, which is
more suitable for applications that do not have high-speed
requirements but have high data integrity requirements, such as
file transfer in wide-area networks. Meanwhile, the SDN tends
to deny the request when the number of requests increases. The
phenomenon is consistent for the quantum circuit switching
strategy and the quantum packet switching strategy.

The application of two strategies at the same time is also
considered. This means that some of the randomly generated
requests choose the quantum packet switching strategy, and
some choose the other one. Fig. 8a gives the blocking rate
where half of the requests choose the quantum circuit switch-
ing strategy. As the requests of the quantum circuit switching
strategy are prior to those of the quantum packet switching
strategy for the SDN, the requests of the quantum circuit
switching strategy share better resources of the quantum
network and hence have a lower blocking rate even if the
number of requests varies.

A more general result is shown in Fig. 8b. The blocking
rate of the quantum circuit switching strategy is still lower at
different percentage requests of the quantum circuit switch-
ing strategy. However, it should be noted that although the
blocking rates of both strategies increase with the increase of
the quantum circuit switching strategy percentage, the total
blocking rate does not always increase. This is due to the
change in the proportion of the two strategies causing the total
blocking rate to eventually move closer to the blocking rate

of the quantum circuit switching strategy. It can also be seen
from Fig. 8b that if a small number of requests choose to use
the other strategy instead in a network where all requests use
the same strategy, the request blocking rate will increase. This
implies that the network situation has become worse. It can
also be reflected in the network resource exploration rate as
shown in Fig 8c. However, the total effective cost becomes
lower. For example, compared to using the quantum circuit
switching strategy or quantum packet switching strategy, the
total effective cost decreases by 0.93% and 4.18%, respec-
tively, when the percentage of the quantum circuit switching
strategy is 0.4. This means that network operators need to
make a trade-off between network conditions and network
costs.

Due to the inability to maintain connectivity, critical
resources in a quantum network can easily be consumed by
a small number of other requests, leading to an increase
in the cost of transmitting packets using quantum packet
switching strategies. In other words, the scarcity of quantum
resources poses a challenge for quantum packet switching
strategies to fully utilize quantum resources at a low cost.
However, our simulation indicates that the quantum packet
switching strategy can conserve more quantum resources than
the quantum circuit switching strategy in terms of cost.

It should be noted that, for simplicity, we have assumed
that the capacity between two adjacent nodes is the same in
Sec. IV-A. Adjusting this assumption does not alter the conclu-
sions regarding the network strategies. Changing the capacities
between peer message nodes may lead to the selection of a
different route compared to the existing one. Since both of
our two network strategies use the same routing algorithm, the
new routes chosen by both strategies will be identical. Hence,
this change will not differentially impact the two network
strategies. Additionally, by considering the trade-off between
cost and capacity when deploying a network, it becomes
feasible to optimize the total cost in a more realistic scenario,
allowing for potential performance enhancements in the future.

B. Hybrid Deployment

The methods and devices employed for implementing point-
to-point QSDC are markedly distinct from those utilized in
classical communication systems. This distinction is evident
in the varying numbers and types of devices required in
both MDI-QSDC and the conventional QSDC schemes, pos-
ing novel challenges for resource allocation and deployment
within quantum networks.

To show how infrastructure deployment affects the QSDC
network, we let the network strategy be fixed and we first
suppose that the network uses the quantum packet switching
strategy to communicate. There are two ways to construct the
network. We use total secure-repeater (TSR) to represent the
network that is composed of total secure-relay nodes. The one
in which the untrusted-relay nodes are deployed as many as
possible is represented by partially secure-repeater (PSR).

The cost saved by the HCOA algorithm can be shown by
comparing it with the random path algorithm (RPA). The
RPA refers to first using the KSP algorithm to find the route
from the source node to the destination node, and checking
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Fig. 8. Simulation Results. (a) Diagram of the relationship between the Blocking Rate and Number of Requests, when half of the requests use the quantum
packet switching strategy and the other half use the quantum circuit switching strategy. (b) Diagram of the relationship between the Blocking Rate and the
percentage of the requests using the quantum circuit switching strategy when the Number of Requests is 60. (c) Diagram of the Capacity Exploitation Rate
and Total Efficient Cost at different percentages of the requests using the quantum circuit switching strategy when the Number of Requests is 60.

Fig. 9. Simulation Results. (a) Diagram of the relationship between the Blocking Rate and the Number of Requests used by different algorithms in
networks with different deployment methods in the quantum packet switching strategy. (b) Diagram of the relationship between the Capacity Exploitation
Rate and the Number of Requests used by different algorithms in networks with different deployment methods in the quantum packet switching strategy.
(c) Diagram of the relationship between the Total Efficient Cost and the Number of Requests used by different algorithms in networks with different deployment
methods in the quantum packet switching strategy. (d) Diagram of the relationship between the Blocking Rate and the Number of Requests used by different
algorithms in networks with different deployment methods in the quantum circuit switching strategy. (e) Diagram of the relationship between the Capacity
Exploitation Rate and the Number of Requests used by different algorithms in networks with different deployment methods in the quantum circuit switching
strategy. (f) Diagram of the relationship between the Total Efficient Cost and the Number of Requests used by different algorithms in networks with different
deployment methods in the quantum circuit switching strategy.

whether the capacity resources meet the need and passing
the packet along the corresponding route. Among all feasible
routes that meet the capacity requirements, a route is randomly
selected as the communication route. This selection method
is also used in current networks [41], and we can use it
to characterize the upper bound of the capacity exploitation
rate.

It can be seen from Fig. 9a and Fig. 9b, that HCOA
can significantly reduce network capacity exploitation rate
and request blocking rate. When the number of requests is
between 30-50, the blocking rate is reduced to nearly half
of the original value. This is because HCOA prefers to use
fewer resources to complete the transmission of information
for each request r, which will make network resources more
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efficiently utilized and allow the network to satisfy more
requests. For two different repeater deployment situations, the
capacity exploitation rates and request blocking rates are not
much different. This is because although there will be a large
difference in cost for different repeater deployment scenarios,
the difference in routing selection is not significant.

Fig. 9c shows the total effective cost of two network
deployment conditions. Compared with the RPA, the HCOA
plays a good role in optimizing the use cost and reduces
the cost to a great extent. For example, when the number
of requests is 40, the usage costs are reduced by 29.1% and
29.6% in TSR and PSR networks, respectively. This means
that our HCOA algorithm saves total effective cost compared
to the RPA algorithm in both networks. Although the degree
of cost optimization achieved by the two deployment methods
of HCOA is similar, the specific costs associated with each
method differ. Compared with the TSR network deployment
method, the PSR network usage cost is lower, with the average
total efficient cost reduced by about 9.5%.

With the quantum circuit switching strategy, the improve-
ment brought by HCOA is still significant, as shown in
Fig. 9d, Fig. 9e, and Fig. 9f. Compared with the TSR network
deployment method, the average total efficient cost of the PSR
network is reduced by about 9.4%. It should be noted that we
assume that the cost per use is the same regardless of the
times the device is used. However, in practical applications,
the cost may indeed decrease with an increasing number of
requests [22], which is left to our future work.

Overall, the improvement of network performance parame-
ters by our HCOA algorithm is significant. In both cases of
using quantum circuit switching and quantum packet switch-
ing, it can better utilize network resources to ensure the
operation of the QSDC network.

VI. CONCLUSION

In this paper, we give a QSDC network implementation and
architecture, as well as focus on the network node structure
in the QSDC network layer. By Combining this network
architecture, we propose two strategies for quantum network
communication: a quantum packet switching strategy and a
quantum circuit switching strategy. We found that the former
exhibits superior performance within a network, specifically,
it demonstrates lower costs and reduced blocking rates. They
provide a reference for future QSDC network implementation.

In order to better highlight the practical application value
of the QSDC network, we propose a hybrid QSDC network
method and a cost model for deploying secure-relay nodes and
untrusted-relay nodes on existing optical networks. Simulation
results for the two strategies show that the total effective costs
of using the untrusted-relay nodes can both be reduced by
about 9.4%, compared to fully deploying a secure-relay node
network. We also give a heuristic cost-optimization algorithm
for calculating network costs. In practical applications, our
algorithm is not only more efficient in terms of network
resource exploitation and request blocking rate, but it can also
optimize network usage costs, which promotes the realization
and application of the QSDC network.

In future work, it is worth studying further QSDC network
costs under more specific and newer technologies. More
efficient routing algorithms for larger networks should also be
studied. Establishing an experimental platform to demonstrate
a quantum network with the different quantum switching
strategies would also be beneficial in promoting the practical
implementation of QSDC.
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