
Received: 23 December 2023 - Revised: 4 January 2024 - Accepted: 5 January 2024 - IET Quantum Communication
DOI: 10.1049/qtc2.12085

REV I EW

Wireless quantum key distribution at terahertz frequencies:
Opportunities and challenges

Neel Kanth Kundu1,2 | Matthew R. McKay2 | Ranjan K. Mallik3

1Centre for Applied Research in Electronics (CARE), Indian Institute of Technology Delhi, New Delhi, India
2Department of Electrical and Electronic Engineering, University of Melbourne, Melbourne, Victoria, Australia
3Department of Electrical Engineering, Indian Institute of Technology Delhi, New Delhi, India

Correspondence

Neel Kanth Kundu, CARE, Indian Institute of
Technology Delhi, Room 219, Block‐III, Hauz
Khas, New Delhi 110016, India.
Email: neelkanth@iitd.ac.in

Funding information

Indian Institute of Technology Delhi, Grant/Award
Number: New Faculty Seed Grant; Science and
Engineering Research Board, Grant/Award
Number: J. C. Bose Fellowship; Australian Research
Council, Grant/Award Number: Future Fellowship
(project number FT200100928); Department of
Science and Technology, Ministry of Science and
Technology, India, Grant/Award Number:
INSPIRE Faculty Fellowship (Reg. No.: IFA22‐
ENG 34; Australian Government

Abstract
Quantum key distribution (QKD) is one of the major applications of quantum infor-
mation technology. It can provide ultra‐secure key distribution with security guaranteed by
the laws of quantum physics. Quantum key distribution is necessary to protect data
transmission from quantum computing attacks in future communication networks. The
laws of quantum mechanics dictate that as opposed to microwave frequencies, quantum
coherence is preserved at room temperatures for terahertz (THz) frequencies. This makes
the THz band a promising solution for room‐temperature QKD implementation in future
wireless communication networks. The authors present the principles of continuous
variable QKD (CV‐QKD) systems and review the latest developments in the design and
analysis of CV‐QKD systems operating at microwave and THz frequencies. The authors
also discuss how multiple‐input multiple‐output transmission can be incorporated into the
quantum communications framework to improve the secret key rates and increase the
coverage distances of the THz CV‐QKD system. Furthermore, major hardware challenges
that must be surmounted to practically realise THz CV‐QKD systems are highlighted.
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1 | INTRODUCTION

In recent years, wireless communication technology has had
widespread proliferation, with diverse applications including
the Internet of Things [1, 2], mobile broadband [3], intelligent
transportation, healthcare [4, 5], and financial services [6].
Ensuring the highest level of data security and privacy is a
crucial requirement for future wireless systems. Tradi-
tional public key encryption algorithms such as rivest‐shamir‐
adleman and classical key distribution algorithms such as
Diffie‐Hellman are only computationally secure [7–9]. The
security of these algorithms is guaranteed under the classical
computing framework, where the problems of large prime
factorisation and discrete logarithms have exponential
computational complexity. However, there exists a quantum

algorithm known as Shor's factoring algorithm that can effi-
ciently solve the prime factorisation and discrete logarithm
problems in polynomial time on a quantum computer [10].
With advances in quantum computing hardware, it is nec-
essary to develop quantum‐safe encryption algorithms to
safeguard the security of sensitive data from quantum at-
tacks [11, 12].

While the security of current encryption algorithms may
be compromised by quantum computing, unconditional
information‐theoretic security can be achieved even in the
presence of a powerful quantum computer by using another
quantum technology known as quantum key distribution
(QKD) [13]. Quantum key distribution provides a means
to counter quantum attacks using quantum communication
technology. Quantum key distribution is a key distribution
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protocol that distributes a quantum secure key between two
users whose security is guaranteed by the laws of quan-
tum mechanics (no‐cloning theorem and quantum uncer-
tainty principle) [13]. The quantum secure key obtained
from the QKD protocol can be used for symmetric key
encryption by the higher layers of the protocol stack as
well as at the physical layer for one‐time‐pad (OTP) based
encryption.

In a QKD protocol, the sender (Alice) encodes the key
within the quantum states of electromagnetic (EM) waves and
transmits them to the receiver (Bob) via an insecure quantum
channel. The receiver performs quantum measurements on the
received quantum state to extract the key information. After
the quantum communication step, the trusted parties carry out
a post‐processing step over a classical authenticated channel
(CAC) to detect the presence of an eavesdropper and extract
the final secret key.

There are two categories of QKD, which are determined
by the specific quantum states employed for encoding the key:
discrete variable QKD (DV‐QKD), which employs the
polarisation state of single photons, and continuous variable
QKD (CV‐QKD), which uses the quadratures of coherent
quantum states for encoding the key information. Single‐
photon sources and detectors are required for DV‐QKD,
whereas CV‐QKD can be implemented using coherent sources
(lasers) and homodyne/heterodyne detectors. From a prac-
tical implementation perspective, single photon sources and
detectors are difficult to realise using the current quantum
hardware technology, whereas it is relatively easier to imp-
lement CV‐QKD since it requires coherent sources and
homodyne/heterodyne detectors. Therefore, CV‐QKD stands
as a promising contender for integrating QKD in next‐
generation communication networks.

Quantum coherence is maintained at room temperature
for optical frequencies of the EM spectrum. Optical fibre‐
based QKD has reached significant technological maturity
and may be employed for distributing quantum secure keys
in core optical fibre networks. However, the implementation
of QKD in wireless access networks using free‐space optical
communication is still a challenge. Free‐space optical QKD
requires accurate line‐of‐sight links, and its performance is
deteriorated by bad weather conditions, including fog, dust,
and atmospheric turbulence effects. These challenges can be
overcome by using lower frequencies in the terahertz (THz)
band, which requires less delicate pointing and tracking of
the receiver and is immune to bad weather conditions and
atmospheric turbulence. It is not possible to operate QKD
at room temperature using lower frequency bands in the
microwave and mmWave spectrum due to the high prepa-
ration thermal noise. Therefore, the THz band is a suitable
frequency band between optical and radio frequencies at
which quantum coherence is preserved and can be used
for wireless QKD applications operating at room tempera-
ture [14–16].

In this paper, we present the principles of wireless CV‐
QKD systems operating at THz frequencies. The main con-
tributions of this article can be summarised as follows:

� We review the basic principles of CV‐QKD systems and
explain the fundamental difference between classical
coherent communications and CV‐QKD systems.

� We provide a critical review of the latest developments in
the design and analysis of microwave and THz CV‐QKD
systems.

� We review the recently proposed multiple‐input‐multiple‐
output (MIMO) transmission for THz CV‐QKD system,
which helps to overcome the high path loss at THz fre-
quencies and achieve higher secret key rates (SKRs) and
increased transmission distances.

� We discuss major hardware implementation challenges that
need to be overcome for widespread deployment of THz
CV‐QKD in future communication systems.

The remainder of the paper is arranged as follows. Sec-
tion 2 introduces the principles of CV‐QKD and explains the
fundamental difference between classical coherent communi-
cations and the CV‐QKD system. Section 3 reviews the latest
developments in microwave and THz quantum communica-
tions. Section 4 reviews the MIMO transmission scheme for
improving the performance of the THz CV‐QKD system. The
major hardware implementation challenges of THz QKD
systems are discussed in Section 5. Finally, Section 6 delivers
concluding remarks and summarises the article.

2 | QUANTUM KEY DISTRIBUTION

In the following, we review the principles of the CV‐QKD
protocol and outline the fundamental differences between
CV‐QKD and classical physical layer key distribution protocols.

2.1 | Continuous variable QKD

In a general CV‐QKD protocol, there are two main steps:
quantum communication phase and classical post‐processing
phase. A schematic of the CV‐QKD protocol summarising
the main steps is shown in Figure 1. The first step is the
quantum communication phase where the key information is
encoded within the quadratures of quantum states, prior to
transmission by Alice to Bob. Alice generates independent

F I GURE 1 Schematic of a continuous variable QKD (CV‐QKD)
protocol.
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bivariate real Gaussian random variables which are encoded on
the q and p quadratures of the coherent quantum state; that is,
Alice generates a displaced coherent state whose displacement
vector depends on the bivariate real Gaussian random variables.
This displaced coherent state is then transmitted to Bob over an
insecure quantum channel that can be fully controlled by the
eavesdropper (Eve); that is, Eve can carry out any general
quantum operation on the quantum states. Bob performs either
homodyne or heterodyne measurements on the received
quantum state to measure either one or both quadratures,
respectively. For the homodyne measurement, Bob randomly
chooses to measure one of the quadratures, q or p, by flipping a
fair coin or by using a quantum random number generator (to
get true randomness). At the end of this step, Alice and Bob
share either one or two pairs of correlated random variables
depending on the type of measurement performed by Bob:
homodyne (one pair) and heterodyne (two pairs). Alice and
Bob repeat this quantum communication step a number of
times to generate a string of correlated random variables.

In the next phase of the CV‐QKD protocol, Alice and Bob
carry out classical post‐processing steps over a CAC to extract
the final binary keys from the correlated string of (real‐valued)
random variables. Eve can listen to the classical messages shared
over the CAC, but cannot modify these messages. Alice and
Bob can verify that these messages originated from a legitimate
party. The main classical post‐processing steps are as follows:

1) Sifting: In the sifting procedure, Alice and Bob discard the
irrelevant random variables. This is specifically required for
the homodyne measurement scheme where Bob reveals
which quadrature (q or p) was measured for each of the
incoming quantum states, and Alice keeps only one of the
two random variables that correspond to the measurement
quadrature of Bob.

2) Parameter Estimation: Due to the presence of Eve and
other noise sources (preparation, background, and detector
noise), the sifted keys between Alice and Bob will be
correlated but unidentical. Therefore, in this step, they
reveal a fraction of the correlated but unidentical Gaussian
keys to estimate the channel parameters including channel
transmittance and noise levels.

3) Reconciliation: Alice and Bob then carry out a reconcil-
iation protocol where they quantise their Gaussian keys to
obtain binary keys and perform classical error correction
(e.g. using low‐density parity‐check codes) to correct for
any errors in the sifted binary keys. There can be two
reconciliation protocols: direct reconciliation (DR) and
reverse reconciliation (RR). In DR, Alice's Gaussian key is
used as a reference for error correction such that Alice
sends classical messages to Bob for error correction,
whereas in RR it is vice versa. The amount of information
leaked to Eve is different for DR and RR. In DR, Alice's
transmitted quantum states are intercepted by Eve and
Alice's classical error correction messages are also over-
heard by Eve which leads to higher key information being
leaked to Eve. In RR, Eve can only access Bob's classical
error correction messages and the quantum states received

by Bob are not accessible to Eve. Therefore, the infor-
mation accessible to Eve is lower for RR as compared to
DR, which leads to a higher SKR for RR [13].

4) Privacy Amplification: After reconciliation, Alice and
Bob estimate the maximum information leaked to Eve.
Based on this estimate, they perform a privacy amplifica-
tion in order to reduce the length of the binary key, which
can substantially reduce the knowledge Eve has about the
final secret key. This can be achieved by employing a
random hash function [13].

2.2 | Classical key distribution versus
continuous variable QKD

Here, we discuss the fundamental differences between classical
information‐theoretic key distribution protocols and CV‐QKD
protocols.

Classical physical layer encryption and key distribution
protocols are derived from Wyner's wiretap channel model.
The key shared between Alice and Bob is perfectly secure
from the eavesdropper under the assumptions of classical
physics only. The achievable SKR is calculated using the
tools of classical information theory where the SKR is the
difference between classical Shannon's mutual information of
the Alice‐Bob main channel and Shannon's mutual infor-
mation of the Alice‐Eve wiretap channel [17]. However, any
communication channel is fundamentally quantum mechani-
cal. The CV‐QKD protocol guarantees perfect security under
the quantum mechanical framework where Eve can perform
any operation (valid under the laws of quantum mechanics)
for eavesdropping. Quantum information theory tools are
used to evaluate the SKR of the CV‐QKD protocol. Since
the key information is encoded by Alice in the quadratures
of the coherent state and Bob uses homodyne/heterodyne
measurement, the mutual information between Alice and
Bob corresponds to classical Shannon's information. How-
ever, in order to guarantee perfect secrecy even in the
presence of quantum attacks, the amount of information that
is accessible to Eve is evaluated using quantum Holevo in-
formation. The achievable SKR of CV‐QKD is thus given
by the difference between Shannon's mutual information
between Alice‐Bob and the quantum Holevo information
between the eavesdropper state and Alice (Bob) depending
on the type of reconciliation used, that is, DR (RR). As
compared to the classical information‐theoretic key distri-
bution, CV‐QKD employs a conservative approach to eval-
uate the SKR by assuming a worst‐case scenario where
the eavesdropper can steal the maximum key informa-
tion allowed by the laws of quantum mechanics. The
eavesdropper can access the maximum key information
(given by Holevo information) by performing a joint quan-
tum measurement on a stored ancilla quantum state and the
quantum state used for intercepting the main quantum
communication channel between Alice and Bob.

The fundamental difference between the key distribution
protocols using classical coherent communications and CV‐
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QKD can be intuitively understood as follows. Although, for
both classical coherent communications and CV‐QKD, the
key information is encoded within the quadratures of the
coherent states, in the quantum regime very low transmission
powers of the order of quantum shot noise are used. On the
other hand, in classical communications, the transmitted po-
wer is quite high such that the quantum shot noise becomes
insignificant as compared to the signal power. Therefore, the
eavesdropper can intercept and retransmit the signal without
leaving a signature, such that Alice and Bob will not be able
to detect Eve's presence. However, in the quantum regime, it
is impossible to perfectly intercept the information without
leaving a signature due to the fundamental quantum shot
noise. This is pictorially depicted for a simple example in
Figure 2. Here, in classical coherent communication, Alice
uses On‐Off keying to encode ‘0’ with no signal and ‘1’ with
a high‐power signal, where the q quadrature is displaced by a
large quantity. In the quantum mechanical description of the
EM wave, there is an uncertainty even in the absence of a
signal. This is denoted by the circular region in Figure 2
which is known as the vacuum shot noise. In Figure 2a, the
quantum uncertainty depicted by the circular area is insig-
nificant as compared to the displacement, so Eve can
perfectly discriminate the two states and decode the key in-
formation. In the classical case, Eve can perform an intercept
and resend attack, without leaving a signature that cannot be
detected by Alice and Bob during the post‐processing step.
However, in the quantum case, Alice uses a small displace-
ment in the q quadrature to encode key ‘1’ such that the
uncertainty cloud of ‘0’ and ‘1’ overlap, as shown in Figure-
2b. In this case, Eve cannot perfectly discriminate between
‘0’ and ‘1’ due to the inherent quantum noise. Therefore, Eve
will leave a signature and make errors in the intercept and
resent attack that will be detected by Alice and Bob during
the post‐processing step.

Furthermore, we note that the physical layer key generation
scheme using the shared randomness of the wireless channel
between Alice and Bob is also not perfectly secure [17]. If Eve
is close to Bob, then the Alice‐Bob wireless channel will be
correlated to the Alice‐Eve channel thereby allowing Eve to
extract the key information from the correlated wireless
channel. Therefore, these security loopholes can be overcome

by using CV‐QKD, which ensures security based on the
fundamental principles of quantum physics.

3 | QUANTUM COMMUNICATIONS AT
MICROWAVE AND THz FREQUENCIES

Recently, there has been an increasing interest in developing
quantum communication technologies operating at microwave
and terahertz frequencies [14, 18, 19]. Different from optical
frequencies, THz and microwave frequencies have robust
performance in bad weather conditions since they are less
affected by adverse weather conditions of rain, haze, and fog
[20–24]. Furthermore, microwave quantum communications
are also motivated by the recent progress in superconducting
quantum computing technology operating in the microwave
regime. The development of microwave quantum communi-
cations and QKD will lead to the seamless integration of
distributed quantum computing resources and lead to the
development of local quantum networks [25].

3.1 | Microwave continuous variable QKD

The implementation of CV‐QKD at lower frequencies requires
the generation and detection of Gaussian quantum states at
microwave and THz frequencies, which are necessary for
encoding the key information in the first quantum communi-
cation phase of the CV‐QKD protocol. The rest of the clas-
sical post‐processing steps over the CAC remain the same as
discussed in Section 2.1. As compared to optical Gaussian
coherent states, the Gaussian quantum state generated at mi-
crowave and THz frequencies is a Gaussian thermal state
having a higher preparation thermal noise [14]. The inherent
quantum uncertainty in the quadrature measurement arising
from Heisenberg's uncertainty principle is characterised by the
thermal noise variance V0. The thermal noise variance depends
on the frequency (f) of operation and environmental temper-
ature (Te) and is given in terms of the average number of
thermal photons (n) as V0 = 2n þ 1 shot noise unit (SNU).
Here, the n is characterised using the Bose‐Einstein distribu-
tion as n¼ ½expðhf =kBTeÞ − 1�−1, where h and kB denote the
Planck's constant and Boltzmann's constant, respectively. For
optical frequencies, n ≈ 0, such that V0 ≈ 1 SNU at room
temperature. However, for lower frequency ranges n ≫ 1, and
hence V0 ≫ 1 SNU at room temperature, for example, in the
microwave regime of f = 5 GHz, n = 1250. This is the main
limiting factor in the implementation of CV‐QKD at lower
frequency bands.

A theoretical feasibility study of the microwave CV‐QKD
system was carried out by the authors of ref. [18]. In this work,
the authors presented a system model for microwave CV‐
QKD and characterised the coupling of propagating micro-
wave Gaussian quantum states with the environmental thermal
background state. The authors proposed a squeezed state‐
based CV‐QKD protocol where Alice uses displacedF I GURE 2 Classical versus quantum communication.

KUNDU ET AL. - 453

 26328925, 2024, 4, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/qtc2.12085, W

iley O
nline L

ibrary on [06/01/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



squeezed states to encode the key information, and Bob uses
homodyne detection to measure the quadrature of the
incoming microwave quantum state. In order to preserve the
quantum coherence at microwave frequencies, the generation
and detection of microwave quantum states require cryogenic
refrigerators operating at milli Kelvin (mK) temperatures [18].
This can be understood from the Bose‐Einstein distribution,
which characterises the average number of thermal noise
photons (n) at frequency f operating at temperature T,
n¼ ½expðhf =kBTeÞ − 1�−1 where h and kB denote the Planck's
constant and Boltzmann's constant, respectively. For optical
frequencies n ≈ 0 at room temperature T = 300 K, whereas for
microwave frequency, say f = 5 GHz, n = 1250 at T = 300 K.
Therefore, microwave quantum communications require
cryogenic cooling in mK to achieve n ≈ 0 at f = 1–10 GHz
[26]. The authors of ref. [18] neglected the effects of free space
path loss of microwave propagation and assumed that antennas
of sufficient gains are used at the transmitter and receiver to
compensate for up to 80 dB of free space path loss. The au-
thors considered only the effect of atmospheric absorption
losses to compare the SKR performance of microwave and
optical CV‐QKD protocols. The simulation results of ref. [18]
reveal that microwave CV‐QKD can support positive SKRs up
to a distance of 200 m using both DR and RR schemes.
Furthermore, the results reveal that there exists a threshold
crossover distance (dc), below which the SKR of microwave
CV‐QKD is higher than that of optical CV‐QKD for practi-
cally available bandwidths at these frequencies. While the
maximum secure distance for optical CV‐QKD is severely
degraded in bad weather conditions, the secure distance for
microwave CV‐QKD is unaffected in rain, haze, and fog
conditions, which indicates the robustness of microwave CV‐
QKD [18]. Overall, the results of ref. [18] indicate that
open‐air microwave CV‐QKD is practically feasible using
cryogenic microwave quantum technology. Therefore, a hybrid
quantum communication network can be developed in the
future, where microwave CV‐QKD can be used for short‐
distance applications, whereas optical CV‐QKD can provide
quantum security at longer distances.

Recently, an experimental prototype of microwave CV‐
QKD was demonstrated by the authors of ref. [19] where
cryogenic cooling was used for the transmitter, receiver, as well
as for quantum channel. The untrusted, lossy, and noisy quantum
channel was experimentally realised using a cryogenic directional
coupler with fixed power losses and tunable Gaussian noise. The
microwave CV‐QKD was implemented at 5.48 GHz using a
superconducting Josephson parametric amplifier (JPA) for
generating squeezed Gaussian microwave quantum states. The
JPAs consist of a coplanar waveguide resonator and a direct
current superconducting quantum interference device, which
enables continuous frequency tuning of the JPAs. In order to
encode the random Gaussian, Alice displaces the quadrature of
the squeezed state by using a cryogenic directional coupler. At
the receiver, the homodyne detection of the quadrature of the
incoming microwave quantum state is implemented using

superconducting phase‐sensitive amplifiers facilitated by a sec-
ondary JPA. The experimental demonstration in ref. [19] can be
viewed a simulation of a real‐world microwave CV‐QKD pro-
tocol where the thermal background temperature of the quan-
tum channel can be controllably varied to study the SKR of the
protocol. The analysis of ref. [19] reveals that unconditionally
secure microwave CV‐QKD is feasible up to a distance of
1200 m in a cryogenic environment, which corresponds to a
secure distance of 80 m in open‐air microwave CV‐QKD under
the assumptions of high gain microwave antennas which com-
pensates for the free space path loss. This experimental
demonstration is an important milestone in the development of
free space microwave CV‐QKD systems and quantum local area
networking using superconducting quantum circuits in future
communication networks [27].

Although microwave CV‐QKD is a promising solution for
short‐distance quantum communication applications, its
widespread commercial deployment is limited by the require-
ment of expensive cryogenic cooling equipment. Therefore,
alternative solutions are required to support CV‐QKD oper-
ating at room temperature that can overcome the limitations of
optical CV‐QKD systems.

3.2 | THz continuous variable QKD

The THz frequency range lies in between the lower microwave
and higher optical frequency band. As the frequency of the EM
waves increases from microwave to THz (closer to the optical
band), the quantum effects become more evident. THz fre-
quency band has the potential to offer the best of both worlds,
including robust performance in adverse weather conditions
(similar to microwave band) and depicting the quantum me-
chanical properties (similar to the optical band). Therefore, the
unique quantum mechanical properties of the THz band can
be harnessed for enhanced performance in communications
and information processing applications. The fundamental
randomness arising from the quantum shot noise at THz
frequencies can be used for secure physical layer encryption
[28]. Recently, researchers have started investigating the
application of THz frequencies for room temperature opera-
tion of CV‐QKD [14]. At room temperature (T = 300 K) for a
frequency of f = 30 THz, the average number of thermal
photons is n = 8.3 � 10−3, which is much lower than n = 1250
at f = 5 GHz. Therefore, the THz band offers a sweet spot
between higher optical frequencies and lower microwave fre-
quencies that can support CV‐QKD protocol at room tem-
peratures [14]. Furthermore, the THz band is also being
considered as a potential spectrum for future classical
communication networks due to the availability of huge
bandwidths that can support high data rates. Thus, THz can
support both high data rate classical communications and
secure quantum communications in future wireless networks.

Recent studies have examined the viability and practical
challenges of THz CV‐QKD systems [14–16]. These initial
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works have characterised the secret key rate (SKR) of a single‐
input‐single‐output (SISO) THz CV‐QKD system. The au-
thors of ref. [15] investigated the feasibility of THz CV‐QKD
systems operating in the frequency range of 0.1–1 THz. The
SKR results of ref. [15] reveal that 0.1–1 THz frequency band
can support only very short secrecy distances of the order of
2 m. The authors of ref. [15] outlined a possible implementa-
tion of the THz CV‐QKD system using THz quantum sources
and electro‐optical amplitude/phase modulators at the trans-
mitters. At the receiver, the quadrature of the THz quantum
state is measured using a THz homodyne detector that can be
realised using THz beamsplitters and plasmonic photocon-
ductive detectors or single THz photon detectors [15].

The authors of ref. [14] studied the SKR performance in
the extended THz range of 1–50 THz and characterised the
asymptotic SKR for both DR and RR reconciliation schemes.
However, it has to be noted that the SKR analysis in ref. [14]
was carried out by considering only the effect of atmospheric
absorption loss and neglecting the effect of free space path
loss, which can be a limiting factor for large transmission
distances. Under the assumption that the free space path loss
can be completely compensated using high gain antennas, the
simulation results of ref. [14] reveal that high rate CV‐QKD is
feasible up to a few meters using DR and up to 220 m in the
RR scheme. The results reveal that below 1 THz, the main
limiting factor is the high thermal noise at room temperature,
while at higher frequencies, the main limiting factor is the high
atmospheric absorption coefficient. The authors also outlined
a possible hardware architecture for the practical realisation of
the THz CV‐QKD system using bi‐directional THz‐to‐optical
converters at the transmitter and receiver. Since THz sources,
modulators, and detectors are technologically less mature than
their optical counterparts, the authors proposed a possible
implementation of the THz CV‐QKD system using the
existing quantum optical technology of coherent laser sources,
homodyne/heterodyne detection, and coherent THz‐optical
conversion technology. The bidirectional THz‐optical conver-
sion scheme proposed in ref. [14] is motivated by the recent
technological progress in coherent microwave‐optical in-
terfaces. At the transmitter, the THz quantum state is gener-
ated by first generating a coherent quantum state at the optical
frequency band, which is then fed to an optical and THz cavity
mode whose output is coupled to a THz waveguide.

The authors of ref. [16] proposed an indoor channel model
SISO THz CV‐QKD systems using ray tracing. Different from
the initial works on THz CV‐QKD [14, 15] that considered
only line‐of‐sight channels, the channel model in ref. [16] also
considered the effect of the non‐line‐of‐sight links in the in-
door environment. The simulation results in ref. [16] show that
a maximum secure distance of 2 m is achievable at a frequency
of 0.41 THz, which is suitable for indoor applications.

Apart from terrestrial CV‐QKD, the THz band has also
been studied for inter‐satellite QKD in space [29]. Different
from terrestrial weather conditions, the temperature in space
can be significantly lower, which reduces the preparation
thermal noise and leads to improved SKR performance for
inter‐satellite CV‐QKD systems operating at THz frequencies.

The THz channel is adversely affected due to absorption by
water and oxygen molecules in terrestrial applications. How-
ever, this deteriorating effect is significantly reduced in space
due to the negligible water and oxygen concentrations in space.
Therefore, THz CV‐QKD is a promising solution for inter‐
satellite links in space. The authors of ref. [29] analysed the
SKR of inter‐satellite THz CV‐QKD for two different oper-
ating temperatures: 173 K, which is the typical operating
temperature of satellite components, and 30 K, which can be
attained by using shielding and passively cooling the satellite
components. The authors assume a directed LoS THz link
between the satellites similar to an optical link and model the
diffraction‐only spreading loss using the Gaussian beam
channel model. The simulation results reveal that a maximum
transmission distance of a few hundred Kms is feasible for
inter‐satellite THz CV‐QKD links [29].

Although the preparation thermal noise V0 is low at THz
frequencies, there are other challenges that limit the achievable
SKR and the maximum transmission distances at THz fre-
quencies. These include the higher atmospheric absorption loss
and free‐space path loss at THz frequencies that reduce the
channel transmittance. The SKR results of the prior works that
considered the effect of free space path loss reveal that THz
CV‐QKD can support only very short distances of the order
of a few meters for indoor applications [15, 16]. In order to
overcome the challenge of high path loss, the authors of ref.
[30] proposed a MIMO transmission scheme for the THz CV‐
QKD system, as reviewed in the next section.

4 | MIMO THz CONTINUOUS
VARIABLE QKD

MIMO is a mature technology for classical wireless commu-
nication that has been standardised in WiFi, long term evolu-
tion, and 5G networks. However, the potential of MIMO for
quantum wireless communications has not been fully investi-
gated yet. It is not trivial to extend the classical MIMO wiretap
channel model to the quantum case since in the quantum case,
a single quantum operation acts on Alice's transmitted quan-
tum states and produces the quantum states accessible to Bob
and Eve. The quantum mechanical description of the MIMO
channel, optimal transmission, and reception schemes with and
without channel state information (CSI) are some of the open
problems that need to be investigated to harness the full po-
tential of MIMO in quantum wireless communications.

In this section, we summarise our recent works on the
MIMO THz CV‐QKD system and present the main ideas and
findings from our prior works [30–32].

Inspired by the classical singular value decomposition
(SVD)‐based MIMO transmission, we proposed a potential
transceiver scheme for MIMO THz CV‐QKD systems in ref.
[30]. The SVD‐based transmission scheme decomposes the
MIMO quantum channel into parallel SISO Gaussian quan-
tum channels. Although the proposed system uses the well‐
known SVD‐based transmit‐receive beamforming from clas-
sical MIMO communications, the underlying MIMO channel
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model is fundamentally different in the quantum case
since the transmitted and received modes need to satisfy the
quantum commutator relations. The system model and
asymptotic SKR analysis of the MIMO THz CV‐QKD sys-
tem are discussed below.

4.1 | System model and secret key rate
analysis

A schematic of a 2 � 2 MIMO THz CV‐QKD system pro-
posed in ref. [30] is shown in Figure 3. In the quantum
communication framework, the EM modes are represented
using the annihilation operators â that satisfy the quantum
commutator relations. The annihilation operator is analogous
to the complex baseband signal representation used in classical
communication systems.

In theMIMOCV‐QKD system, Alice encodes independent
key information on two EM modes

�
âA;1; âA;2

�
and transmits

them simultaneously using multiple transmit antennas as shown
in Figure 3. The transmitted annihilation operators undergo
transformations according to the MIMO beamsplitter channel
model [33]. The dashed box in Figure 3 is the quantum MIMO
channel, which is controlled by Eve. To obtain the utmost key
information, Eve generates an entangled two‐mode squeezed
vacuum (TMSV) state (for each transmitted mode) and mixes
one of the modes

�
âE;1; âE;2

�
with the transmitted mode from

Alice as shown in Figure 3. The other mode of the TMSV is
stored in quantummemory and jointlymeasuredwith the output
modes available to Eve

�
âE0;1; âE0;2

�
at the end of the quantum

communication phase to steal the maximum key information.
The transmitted modes from Alice are mixed with Eve's ancilla
modes using a beamsplitter Bη1;Bη2 whose transmissivity de-
pends on the singular values of the wireless MIMO channel (see
the pink box in Figure 3). The 2‐port beamsplitter matrix, shown
at the top of Figure 3, performs a unitary operation on the two
input modes to produce the output modes such that the quan-
tum commutator relations are maintained at the output modes.
In order to decompose the MIMO channel into parallel SISO
channels, Alice performs an SVD‐based pre‐processing on the
transmitted modes using the unitary matrixV (corresponding to

the right singular vectors of the MIMO channel), and Bob per-
forms post‐processing on the received modes using the unitary
matrixU† (left singular vectors of the MIMO channel) as shown
in Figure 3. To this end, we note that the 2� 2MIMOCV‐QKD
model shown in Figure 3 can be generalised to any Nr � Nt
MIMO configuration since any unitary matrix can be repre-
sented as a mesh of connected two‐port beamsplitters [30].

This transmit‐receive beamforming approach, based on the
SVD, provides a spatial multiplexing gain equal to the MIMO
channel rank, which allows Alice and Bob to access multiple
parallel SISO Gaussian channels for distributing the raw keys.
For each MIMO channel use, Alice and Bob share multiple
correlated random variables, that enables a higher SKR to be
obtained compared with a SISO channel. The effective SKR of
the MIMO CV‐QKD system is equal to the sum of the SKRs
of the individual SISO Gaussian quantum channels whose
transmissivities are equal to the square of the singular values of
the MIMO wireless channel. The asymptotic SKR of the ith
parallel SISO channel corresponds to the difference between
classical Shannon's mutual information of the ith pair of
random variables between Alice and Bob, and the quantum
Holevo information between Eve's ancilla state and Bob's
measurement outcome (for the RR scheme). The asymptotic
SKR of the MIMO CV‐QKD system is presented in [ref. 30,
Eq. (20)‐(21)] and reveals that coherent transmission and
reception provide a multiplexing gain equal to the rank of the
MIMO channel and a beamforming or power gain proportional
to the product of the number of antennas at Alice and Bob.

The SKR analysis in our prior work [30] reveals that there
exists a trade‐off in the achievable SKR as the carrier frequency
is increased. There are two opposing factors that affect the
SKR: the preparation thermal noise is reduced at higher THz
frequencies (which improves the SKR), whereas the channel
transmittance is reduced at higher frequencies (which degrades
the SKR). Therefore, the carrier frequency needs to be carefully
chosen such that positive SKRs are achievable at room tem-
peratures. The approximate SKR analysis presented in our prior
work provides a condition that needs to be satisfied in order to
achieve positive SKR [30, Eq. (21)]. The condition is given by
ζ > α where ζ, α are given by [30, Eq. (22),(23)], respec-
tively. The parameter ζ depends on V0 (which in turn depends
on the carrier frequency f and environment temperature Te) and
the parameter α depends on the channel transmittance and the
noise introduced by Eve [30]. The numerical results in ref. [30]
reveal that the condition ζ > α is satisfied at the room tem-
perature (Te ≈ 300 K) for the frequency range of 10–30 THz.
Therefore, the 10–30 THz frequency spectrum is suitable for
room temperature operation of CV‐QKD systems. To this end,
we note that recent work has also studied the MIMO trans-
mission scheme for mmWave CV‐QKD system; however, the
implementation of CV‐QKD at lower mmWave frequencies
requires cryogenic cooling to a temperature of T = 4 K [34].

Figure 4 plots SKR (in Mbps) against transmission distance
for MIMO CV‐QKD schemes at three different carrier fre-
quencies and assuming a bandwidth of 100 GHz. For com-
parison, the SKR plots of the baseline SISO CV‐QKD system
are also shown in Figure 4 for f = 15, 30 THz. The simulation

F I GURE 3 Schematic of a 2 � 2 MIMO THz continuous variable
QKD (CV‐QKD) system. MIMO, multiple‐input multiple‐output.
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parameters are detailed in our prior work [30]. It can be
observed that the SKR performance can be significantly
improved by using the MIMO CV‐QKD system as compared
to the baseline SISO system (note that transmission distances
are in metres for MIMO and in centimetres for the SISO
configuration). For a given transmission distance the vertical
shift in the SKRs is due to the beamforming and power gain
arising from the increasing number of transmit and receive
antennas. Furthermore, the results reveal that the best SKR
performance is obtained at f = 15 THz since the atmospheric
absorption coefficient is significantly lower at this frequency.
To this end, we note that classical THz communications
consider frequencies in the band 0.1–10 THz for high data rate
applications, however for THz CV‐QKD higher frequencies in
the 10–30 THz band are required to support positive SKRs at
room temperature.

The plots in Figure 4b reveal that an SKR of 1 Mbps is
achievable for practical transmission distances up to a few
hundred metres that are suitable for both indoor and outdoor
applications. Therefore, the MIMO THz CV‐QKD can sup-
port OTP‐based physical layer encryption with a data rate of 1
Mbps. In order to support secure data transmission with higher
data rates, the secret keys need to be reused with a slight
compromise in security level. For example, for the transport
layer encryption algorithm, the keys can be refreshed every 3
Tb of data in order to achieve extremely low attack success
probability (≈ 2−60) [35]. Therefore, the quantum secure keys
obtained from the MIMO THz CV‐QKD can be used for

higher layer encryption algorithms in high data rate applica-
tions with extremely low attack success probability.

4.2 | Channel estimation

Estimation of the quantum communication channel between
Alice and Bob is an important step of the CV‐QKD protocol,
as shown in Figure 1. In the SISO CV‐QKD protocol, channel
estimation is carried out in the post‐processing phase, where
Alice and Bob reveal a fraction of their encoded keys and
quadrature measurements, respectively, over the CAC [36, 37].
This is similar to the pilot‐assisted channel estimation pro-
tocols used in classical communication systems [31, 38–40].

We note that different from the conventional SISO CV‐
QKD protocol that performs channel estimation after the
quantum communication phase, in MIMO CV‐QKD, channel
estimation is required prior to the quantum communica-
tion phase for realising the SVD‐based beamforming that de-
composes the MIMO channel into parallel SISO channels as
discussed in Section 4.1. The MIMO channel can be estimated
at Bob prior to the quantum communication phase by trans-
mitting known pilot symbols from Alice [31]. The estimated
CSI can then be fed back to Alice using the CAC. A schematic
of the pilot‐assisted channel estimation protocol for the MIMO
THz CV‐QKD system is shown in Figure 5. Alice and Bob use
the estimated CSI for implementing the SVD‐based transmit‐
receive beamforming during the quantum communication

F I GURE 4 The plots show secret key rate (SKR) (in Mbps) versus transmission distance for different MIMO configurations (Nr � Nt) at three different
carrier frequencies and assuming a bandwidth of 100 GHz [30]. For comparison, the SKR plots of the baseline SISO continuous variable QKD (CV‐QKD)
system are also shown. MIMO, multiple‐input multiple‐output; SISO, single‐input single‐output.
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phase. Due to the finite pilot duration and limited transmit
power, the estimated CSI has some errors. Due to imperfect
CSI at Alice and Bob, the SVD‐based transmit‐receive beam-
forming is not able to completely decompose the MIMO
wireless channel into noise‐free parallel SISO channels.
Therefore, the quadrature measured by Bob will have additional
noise terms as a consequence of the channel estimation errors.
This limits the practically achievable SKR due to the additional
noise terms. Our prior work analysed the practically achievable
SKR by accounting for the effects of pilot overhead, channel
estimation errors, detector noise, and imperfect reconciliation
[31]. The simulation results in ref. [31] reveal that the practically
achievable SKRs are significantly degraded as compared to
asymptotic SKRs, particularly at large transmission distances.
The reason is that at large transmission distances, the channel
estimation error increases due to lower channel transmittance.
Therefore, the combined effects of increased channel estima-
tion errors and reduced channel transmittance lead to a
reduction in the practically achievable SKR at larger distances.
This can be overcome by transmitting high‐power pilot signals
to more distant users.

4.3 | Restricted eavesdropping scenario

The MIMO THz CV‐QKD system shown in Figure 3 operates
under a scenario of unrestricted eavesdropping, wherein Eve
possesses complete control over the environment. This enables
Eve to access all the signal photons that are lost when Alice
transmits to Bob, which is a pessimistic assumption used
to prove the unconditional security of CV‐QKD theoretically.
However, in a realistic scenario, Eve is located in the wireless
environment and may have access to just a portion of the
signal photons that are lost in the environment [41]. The au-
thors of ref. [41] analysed the achievable SKR of a SISO CV‐
QKD system in a practical scenario of restricted eavesdropping
by incorporating the effect of the lossy quantum wiretap
channel between Eve and the main Alice‐Bob quantum
channel. The restricted eavesdropping model developed in ref.
[41] is a quantum analog of the classical Wyner's wiretap
channel mode [42]. The restricted eavesdropping model of ref.
[41] was further extended to the MIMO THz CV‐QKD sys-
tem in ref. [32].

A schematic of restricted eavesdropping for a 2 � 2
MIMO CV‐QKD system is shown in Figure 6. Different from
Figure 2 (unrestricted eavesdropping scenario), in Figure 6, the
ancilla modes

�
âE0;1; âE0;2

�
are not directly available to Eve,

and they undergo an additional loss on a beamsplitter Bκ with
transmissivity κ and environment vacuum modes

�
âv;1; âv;2

�

such that the new output modes
�
âE00;1; âE00;2

�
are now avail-

able to Eve for implementing the quantum attack. The other
output modes

�
âv0;1; âv0;2

�
from the beamsplitters with trans-

missivity κ are lost in the environment and not accessible to
Eve. The quantum wiretap channel transmittance between
Alice and Eve is represented by parameter κ. Note that for
κ = 1, the model with restricted eavesdropping in Figure 6
collapses to the unrestricted eavesdropping model of Figure 3.
The results in our prior work [32] reveal that the achievable
SKR significantly improves by orders of magnitude under
practical restricted eavesdropping scenarios. The reason is that
the accessible information to Eve is significantly reduced in the
restricted eavesdropping scenario with κ < 1. Furthermore, we
also compared the SKR performance of the squeezed state‐
based and coherent state‐based THz CV‐QKD system under
different eavesdropping scenarios. The results in our prior
work [32] revealed that the squeezed states based THz CV‐
QKD protocol achieved a higher SKR for the unrestricted
eavesdropping scenario (κ = 1); however, in the restricted
eavesdropping scenario (κ < 1), the coherent state‐based CV‐
QKD protocol achieved a higher SKR. Therefore, in a prac-
tical restricted eavesdropping scenario, a coherent state‐based
CV‐QKD protocol should be used, which is also easier to
realise in practice.

To this end, we note that the MIMO transmission scheme
proposed in our prior works [30–32] uses the spatial division
multiplexing technique to improve the SKR of the THz CV‐
QKD system. It is also possible to improve the SKR by us-
ing the multi‐carrier multiplexing (MCM) technique, where
multiple parallel CV‐QKD links are established using different
subcarrier frequencies. The authors of ref. [43] proposed an
MCM‐based THz CV‐QKD system and analysed the SKR for
both short‐distance indoor and inter‐satellite links. In the
proposed MCM scheme, Alice uses a THz frequency comb
synthesiser and a coupler for multiplexing the multiple
Gaussian states on different sub‐carriers. At the receiver, Bob

F I GURE 5 Schematic of pilot‐assisted channel estimation protocol for
MIMO THz continuous variable QKD (CV‐QKD) system. MIMO,
multiple‐input multiple‐output.

F I GURE 6 A schematic of restricted eavesdropping for a 2 � 2
MIMO continuous variable QKD (CV‐QKD) system. MIMO, multiple‐
input multiple‐output.
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uses an optical discrete Fourier transform to demultiplex the
different subcarriers and subsequently performs homodyne
detection separately on each of the subcarriers to extract the
key information from the parallel channels. The simulation
results of ref. [43] reveal that for terrestrial indoor applications,
a secret distance of a few metres is achievable, whereas for
inter‐satellite links, the secret distance can be of the order of a
few hundred Kms in space. We note that the spatial domain
multiplexing and demultiplexing in the MIMO THz CV‐QKD
systems [30–32] are realised using the SVD‐based beam-
forming, which can be implemented using a network of
beamsplitters. On the other hand, the MCM‐based THz CV‐
QKD system proposed in ref. [43] uses a coupler for multi-
plexing and optical discrete Fourier transform for demulti-
plexing the different subcarriers.

5 | CHALLENGES IN THz
CONTINUOUS VARIABLE QKD

Experimental demonstration of CV‐QKD has been achieved
only at optical frequencies [13] since the quantum hardware is
technologically less mature at THz frequencies. Furthermore,
recently an experimental prototype of microwave (5 GHz) CV‐
QKD has also been demonstrated using superconducting JPA,
which requires cryogenic cooling. To the best of our knowl-
edge, an experimental demonstration of THz CV‐QKD
operating at room temperature has not been reported in the
literature yet. However, recent works have outlined the prin-
ciples of physical hardware implementation that can be used
for the realisation of THz CV‐QKD in the future [14, 15].
Here, we describe the main hardware components required and
the challenges that need to be overcome for the practical
implementation of the THz CV‐QKD system.

5.1 | THz sources and modulators

The main component of a THz CV‐QKD system is a coherent
THz source emitting signals in the 10–30 THz frequency band.
In principle, there are two ways to generate THz signals. First is
optical‐to‐THz down conversion using the principles of dif-
ference frequency generation and optical parametric process
using non‐linear optical crystals [44], and photo‐mixing using
ultra‐fast photo‐diodes and photo‐conductors [45]. Motivated
by the latest progress in coherent microwave‐optical interfaces,
a potential hardware implementation of a bi‐directional
optical‐to‐THz converter for THz CV‐QKD was presented
in ref. [14]. Hardware realisation of high‐efficiency optical‐to‐
THz conversion is challenging and needs to be overcome in
the future for practical implementation of THz CV‐QKD. The
second method is based on direct THz signal generation using
quantum cascade lasers using the principle of inter‐subband
transitions in quantum wells [45, 46]. The challenge here is
room temperature operation since some QCLs require cryo-
genic cooling. Furthermore, for encoding the Gaussian keys on
the THz quantum state, efficient electro‐optical amplitude and

phase modulators operating at THz frequencies are required
[15, 47].

5.2 | THz antennas

Once the quantum states are prepared by Alice, efficient
directional antennas operating at THz frequencies are required
to radiate the quantum EM states towards Bob. Different from
macroscopic radio frequency (RF) antennas, carbon nanotubes
(CNT) and graphene‐based nano‐antennas have been pro-
posed for the THz frequency band [48–50]. For coherent state‐
based THz CV‐QKD systems, classical antenna theory is
applicable [51]. However, for CV‐QKD systems based on
squeezed/entangled states, THz antennas need to be designed
using the principles of quantum electromagnetics that can
maintain both quantum correlations and shape the spatio-
temporal characteristics of the EM field [51–53]. Significant
technological advances in the hardware realisation of CNT
antennas are required for practically realising THz CV‐QKD
systems.

5.3 | THz detectors

Bob needs to measure the quadrature of the received quantum
state using a homodyne or heterodyne detector to extract the
raw key information. Since efficient homodyne/heterodyne
measurement devices with low electronic noise are readily
available for optical frequencies [13], these devices can be used
for THz CV‐QKD by using a THz‐to‐optical converter at the
receiver [54]. Direct homodyne detection at THz frequencies
can also be realised using beamsplitters and plasmonic photo‐
conductive detectors [15]. Recently, Rydberg atom‐based
atomic RF sensors have been extensively investigated for ac-
curate RF quadrature measurement [55, 56]. With the
advancement in hardware realisation of atomic sensors, direct
homodyne/heterodyne detection at THz frequencies is
possible in the future [55]. Therefore, THz CV‐QKD can be
practically implemented by overcoming the hardware realisa-
tion challenges of efficient THz‐to‐optical converters, direct
THz homodyne detectors, and THz atomic sensor‐based
quadrature measurement devices.

6 | CONCLUSIONS AND SUMMARY

This article presents a brief overview of CV‐QKD systems
operating at microwave and THz frequencies that can provide
enhanced security to emerging wireless applications in the
quantum world. The THz band provides a sweet spot between
high optical frequencies and lower microwave frequencies,
having the potential to achieve the best of both worlds.
Compared to optical frequencies, THz can work in bad
weather conditions while maintaining quantum coherence at
room temperatures, which is otherwise not achievable with
lower microwave frequencies.
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While photonic quantum hardware technology has reached
significant maturity [13], quantum hardware is technologically
less mature for THz frequencies. This is a major limitation for
the implementation of THz CV‐QKD systems. However,
recently, there has been a significant research focus on
developing the different hardware components of THz CV‐
QKD, including THz signal generators, antennas, and de-
tectors. It is just a matter of time before these components will
be integrated together to practically realise a THz CV‐QKD
system, once sufficient hardware maturity is attained.
Tlllhrough this article, we hope to stimulate an interest in the
wireless research community to look beyond the classical
communication capability of THz frequencies and harness the
quantum properties of THz signals for quantum‐enhanced
security [57].
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