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Abstract: The twin-field (TF) protocol is a key protocol in quantum key distribution (QKD)
that enables remote key distribution, achieving a maximum secure transmission distance
of over 500 km. However, the TF protocol still faces several security issues in real-world
environments. To address the issue of untrusted sources, one effective solution is to
introduce a light-source monitoring module into the system. Analysis shows that a solution
based on untagged bits (UBs) can achieve ideal monitoring performance. This solution can
capture UB signals to accurately estimate key parameters in the protocol’s security analysis,
ultimately deriving a tight bound for the secure bit rate. Simulations show that this solution
approximates the performance of ideal light sources in the presence of untrusted sources
and effectively mitigates the impact of light-source fluctuations. It outperforms other
solutions in key performance metrics, such as transmission distance.

Keywords: quantum key distribution; twin fields; sending-or-not-sending; light source
monitoring

1. Introduction

Quantum key distribution (QKD) is a secure communication protocol with strong
security guarantees. In 1984, the BB84 protocol [1] emerged, marking the beginning of
quantum communication. Since then, various protocols have emerged, including the
BBM92 protocol [2], SARG04 protocol [3], differential phase protocol [4], and six-state
protocol [5]. On the other hand, rapid theoretical advancements in QKD have been ac-
companied by significant experimental achievements. In 1992, Bennett and Brassard
successfully built the first QKD experimental system [6] and demonstrated the key distribu-
tion process of the BB84 protocol. In 1999, Bechmann-Pasquinucci and Tittel proposed the
use of high-dimensional quantum qubits [7] for QKD to enhance its information-carrying
capacity, replacing traditional two-dimensional qubits. In 2002, Cerf and Bourennane
analyzed the security of d-level QKD systems [8]. The feasibility of high-dimensional QKD
has been gradually demonstrated by researchers with studies focusing on transmission
distance [9,10] and security [11-13]. Although the communication distance and key length
of this system are limited, it proved that QKD is feasible. This indicates that QKD research is
continuously evolving and becoming more sophisticated. However, as research progresses,
scholars have identified several security vulnerabilities in QKD applications. These include
the photon number-splitting (PNS) attack [14], the fake state (FS) attack [15], the time-shift
(TS) attack [16], and the detector-blinding (DB) attack [17].
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Scholars have proposed various methods and protocols to counter the above attacks.
In 2004, Gottesman, Lo, N. Liitkenhaus, and Preskill proposed an analytical method for
assessing the security of the BB84 protocol with non-ideal devices, which was known as
the GLLP [18] theory. This theory effectively extends the security of the BB84 protocol to
practical applications, analyzing the real-world security of QKD. Subsequent theoretical
advancements, such as the decoy state method [19] and optimized parameter estimation
techniques, have been developed to improve the performance of practical systems [20-22],
enhancing both security and efficiency. To address side-channel attack threats faced by
detectors, scholars have proposed the measurement-device-independent (MDI) protocol [23].

To improve the performance of practical QKD systems, Lucamarini et al. proposed
the twin-field (TF) protocol [24] in 2018. Due to its significant advantages in transmis-
sion, it has sparked widespread research. Many subsequent enhanced protocols, referred
to as TF-type protocols, further improved both the security and performance of the sys-
tem. Among the TF-type protocols, sending-or-not-sending (SNS) protocol [25] is more
widely used. The SNS protocol achieves long-distance secure transmission by configur-
ing a series of sending or not sending signals. Recently, researchers have analyzed the
security of the SNS protocol under different situations [26-30]. Researchers also have
proposed various methods to enhance the performance of the SNS protocol. For example,
by using the independent lasers [31], introducing the actively odd parity pairing (AOPP)
method [32-34] and applying the phase postselection [35], the transmission range of the
SNS protocol can be significantly extended. Nonetheless, practical implementation chal-
lenges persist. Researchers have addressed the practical security issues of the SNS protocol,
particularly those related to the light source [36—44]. In our preliminary work, we inves-
tigated light source monitoring. Although this work is theoretically significant, it is not
practical for real-world system implementation. In this paper, we propose a practical
solution, untagged bits (UBs) [45], to effectively address the light source security challenges
in SNS protocol.

This paper is organized as follows. In Section 2, we describe the steps of the SNS
protocol, analyze its security, and estimate key parameters. In Section 3, we present
numerical simulations and analyze the results. Finally, Section 4 concludes the paper.

2. SNS Protocol with UB
2.1. Introduction of SNS Protocol

Although the structure of the SNS protocol is similar to that of the TF protocol, it
optimizes the signal preparation and post-processing steps. The steps of the SNS protocol
are as follows [25]:

1.  Ateach time window i, Alice (Bob) determines whether it is a signal or decoy window.
If it is a decoy window, Alice (Bob) prepares a coherent state | ,/7z¢+77) and sends it
to Charlie. If it is a signal window, Alice (Bob) prepares a coherent state |\/Eei‘5 +iry
with probability € and sends it to Charlie. y#; and s represent the photon intensity of
the decoy state and the signal state, § € {64,Jp} represents the random phase, and
v € {va, 7B} represents the phase offset of the channel.

2. Charlie receives the states sent by Alice and Bob and publishes all the measurement
results for the effective events. Effective events are defined as follows: (1) When Alice
and Bob simultaneously decide on the signal window, Alice (Bob) decides to send the
signal, while Bob (Alice) decides not to send it, corresponding to Charlie announcing
only detector Dy (q) clicks. (2) When Alice and Bob simultaneously decide on the decoy
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window, they prepare coherent states with the same intensity, and in this window, the
random phases 64 and Jp satisfy [25]

1—|cos(dg —dp)| < |A, 1)

corresponding to Charlie announcing only detector Dy q) clicks. The value of A is
determined by the size of the phase slice chosen by Alice and Bob, as described in
Ref. [24].

3. After Charlie publishes all the measurement results, Alice and Bob announce all the
windows and the details of the decoy windows to classify the data accordingly and
determine the parameters of the security key formula.

4. The secret key rate of the SNS protocol has been given as [25,26]

R =2¢(1 — )Py (us)sy[1 — H(el')] — fSzH(Ez). (2)

€ represents the probability that Alice (Bob) sends the signal state to Charlie during
the signal window. Pf(y;) refers to the lower bound of the probability of sending a signal
that contains a single photon. We define Z-data [26] as events in which Alice and Bob
simultaneously select the signal window. Z;-data refers to effective events where one party
chooses to send the signal while the other does not. s- and ¢!/ represent the lower bound
of the count rate and the upper bound of the phase error rate of single-photon events in
the Z;-data. Sz and Eyz represent the count rate and bit error rate of the signal, f is the
error correction efficiency, and H(x) = —xlogox — (1 — x)loga(1 — x) refers to the binary
Shannon entropy function.

Under asymptotic conditions, Equation (2) remains valid and can accurately estimate
the parameters s% and e%l [25].

Py (12) [Sp, — P’@’(ﬂl)syo] ps (1) [Sp, — Po(#z)sﬂo]

5 > b= ©)

' P5 (u2) P (1) — p5 ()Pt (1)

S E _PL(Vl)Sy Eyu
elgell: 1= 0 0=k ()
' pi (11)st
o = 0 < uy < up represents the three intensities of the decoy windows.
pé(u)(‘ui) L{D (i), and pé(u)(yi)(i = (0,1,2)) can be directly calculated as

po (ki) = oy (i) Py (1), ©)
P (i) = Po (i) Prg (i) + Py (i) Py (i), ©)

P ) = Bt (u) Py () + P () B () + P ()P (). )

2.2. Security Analysis

In the SNS protocol, Z-data are generated from effective events when Alice (Bob) sends
a signal state while Bob (Alice) does not. Therefore, the security of the SNS protocol is
equivalent to that of the BB84 protocol with a decoy-state scheme. Equation (2) holds under
asymptotic conditions. However, the key challenge lies in accurately estimating s, /. For
X-data, when both communicating parties select decoy states of the same intensity, the
output two-mode quantum state is given by |¢) = |/7ie?%4) ® |, /7€), where y represents
the average photon number of the decoy state. Although the random phases 64 and dp
in X-data satisfy Equation (1), indicating that 64 — Jp is not random, the value of 54 + dp
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remains random. We define a new variable 6+ = §4 £ 0. Under this new variable, the
output quantum state becomes [25]

ot—o—

9) = | Vi) @ | e 7). ®)

In Eve’s view, the dual light field state can be regarded as a mixed state represented
by |¢) due to the random selection of 61 over the interval [0,277). Therefore, the SNS
protocol confirms that after transmission through the channel, the dual light field state can
be expressed as shown in Equation (9).

0AB = Y_ Pkl i) (Wl. )
T

In Equation (9), ) denotes the component of the joint state of the two optical
fields containing a total of k photons, while pj represents the probability of this joint state
occurring. This indicates that the decoy-state method can be applied to estimate the count
rate and bit error rate of the single-photon component based on the X-data. Specifically,
this applies to partial signals corresponding to zero-, single-, and two-photon components,
where k =0, 1, or 2 can be expressed as the following equations.

o) = 10)4]0)5, po = e, (10)

1) = \2(|0>A|1>B +e1)4]0)), p1 = 2pe 2, (11)

o) = L(|0>A|2>B +2621) 4[1) g + €74(2) 4|0) ), po = 2u%e 2, (12)
V2

A=6bs+74a—0p— 7B (13)

Under untrusted source conditions, as opposed to ideal light source conditions, each
communicating party emits arbitrary quantum states as

‘¢A(B)> =Y "Cantram) [P, 4o (1)) ap). (14)
n=0

Referring to the SNS protocol [25], a new variable 0+ = d4 * Jp is defined, which
leads to Eve’s observation that the joint state sent by the two communicating parties can be
expressed as

27
pan= | PUea) @ ls))aes, )

P(]x)) = |x) (x| refers to the density operator. Calculating and normalizing Equation (15)
yields the result.

paB = Y Pu(1)n) (Yul, (16)

90) = ——— 3 /Bea (0P s (01K) a1t — K, 17)
VP iV '

pn(p) = Ii()Pk,A(V)Pnk,B(V)~ (18)

Further analysis shows that when the light source conditions of both communicating
parties are consistent,

Pra(p) = Pep(p) = Pe(p), (19)

the single-photon component of p 45 can be expressed as
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Bob

1) = 75 (104105 + ¢ 1)410)3) 0)

This means that the same results can be obtained as with ideal light sources even

under untrusted light source conditions. Therefore, the security analysis method of the
original SNS protocol remains valid. Under untrusted source conditions, the security of the
protocol can still be guaranteed.

2.3. Parameters Estimation with UB

In the original SNS protocol, Alice (Bob) sends a coherent signal [25], where the
average number of photons follows a Poisson distribution

n

Poa() = Pup(p) = Pa(p) = e Lo, @)

we can then calculate Equations (5)—(7) using Equation (21). However, under untrusted
light conditions, the photon distribution no longer follows a Poisson distribution. Therefore,
light source monitoring is required to estimate pé ) (i), pf(u) (u;) and pé W) (pi)-

The light structure of the SNS protocol is similar to that of the MDI protocol with
both protocols sharing similarities in phase and intensity modulation. The details of the
SNS protocol, which is based on the UB monitoring scheme, are shown in Figure 1. The
communicating parties estimate the probabilities of zero-, one-, and two-photon signals
Pea(p), P p(p)(k =0,1,2). Specifically, the monitoring parameter can be obtained through
the UB light monitoring structure, which is the UB signal ratio, and it is denoted as A. A is
expressed by the following inequality:

1-A< ) P(N)<1 (22)

I_ - — T T
| ATT ' UB Module SPD
! PD | Q

BS Charlie

PD |
|

ATT 1 UB Module SPD
|

( laser }

BS PM /l/ IM /l/

Figure 1. The structure of the sending-or-not-sending (SNS) protocol with an extra UB module in
each of Alice’s and Bob’s parts. The UB module is composed of an attenuator (ATT) and a photon
detector (PD).

The UB signal is defined as photons #, and 7, which are prepared by the communicat-
ing parties and located in the signal intervals [N4, 'NA ] and [NB, NE_ ], respectively.

1 — A represents the probability that both communicating parties send UB signals. By
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applying Equation (22), the probabilities of zero-, single-, and two-photon signals in the
secure bit rate formula can be further estimated using the following key parameters
P! = Y P(N)PY(i), (i € {0,1,2}). (23)
N=0

P{;(m) is the probability that the final signal after transmission contains m photons
when the original signal has N photons with intensity a.

P& (m) = CRyi (1 — )N . (24)

As a result, with the analysis shown in Appendix A, we can obtain the upper and
lower bounds of P}*.

Py > (1 A)(1—na)™, (25)

Py < At (1= A)(1— )™+ AL = 7)Mo, (26)
Nmax

P> Y P(N)Nminffa(1 = 7)™ > (1 = A)Ngintfa (1 — 17) N0 ™!, (27)
N:Nmin

P{( < A(Z\]min - 1)77134(1 - Ua)Nmin_z + (1 - A)Nmaxﬂa(l — Ua)Nmax_l

_ Gt (28)
+ AN (1 —=12)" 7,
- in—1 _
lex 2 (1 . A) Nmm(zvzmm )772(1 . 7706)Nmm72; (29)
B <ACK (1= )N (1 )G (1= )M+ ACKR2 (1 — )N, (30)

The previous analysis precisely determines the upper and lower bounds of P*. Furthermore,
by substituting the results into Equations (3) and (4), the key parameters—the single photon
response rate and bit error rate—can be estimated for the protocol’s security analysis.
Finally, the secure bit rate R is calculated using the formula in Equation (2).

3. Performance with Numerical Simulation

The key parameter in the secure bit rate formula for the UB light monitoring scheme
is the UB signal proportion 1 — A, which is determined by the actual light source signal
characteristics and the UB signal interval [Npin, Nmax]- A can be expressed as the following
equation [45]

_ _q 1 Nmax = 11\ _ ¢ Nmin =
A=G(u)=1 2[erf< NeT ) erf( N )], (31)

when the light source is considered ideal, # = N and the A can be directly calculated.
However, in practical analysis, the laser device is affected by the working environment,

and fluctuations in light intensity are commonly observed. To simulate the experimental

environment, we introduce the light intensity fluctuation parameter oy and set A as

Azl—/mmu—amwww% @

Nmin
( (i 2;2‘0 ) (33)

c=0pxN,up (34)

P(u) =
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Other calculation parameters are similar to those in the original SNS [25,26] protocol.
To accurately estimate the performance of the UB light monitoring scheme, it is necessary
to select an appropriate light source signal range based on experimental conditions to
determine the UB signal proportion, which is followed by the calculation of the ideal secure
bit rate. To simulate the experimental environment, we select the average photon number
N =1 x 107, the light intensity fluctuation parameter ¢y = 1% and the interval parameter
4 = 0.043. Additionally, the traversal interval is set to [Ny,iy, Njax] = [(1 —6)N, (14 J)N]
followed by performance simulation under these conditions.

Based on the parameter estimation results from the previous section, simulations of
the SNS protocol using the UB monitoring scheme can be performed under untrusted
source conditions. First, we perform a performance simulation of the SNS protocol using
ideal experimental parameters, which are set to be the same as in Reference [25] and
listed in Table 1. The simulation results are shown in Figure 2. They demonstrate that the
protocol can achieve performance close to that of an ideal light source environment, even
under untrusted source conditions, when the UB light source monitoring is introduced.
Under the set monitoring conditions, the maximum secure transmission distance can reach
817.5 km, which is over 95% of the ideal light source environment.

10°

T T T
Original SNS with an ideal source
SNS with UB

°,
&

10'10 L

Secret key rate R (per pulse)

10'12 L

10714 I 1 I I I I I I
0 100 200 300 400 500 600 700 800 900

Transmission distance L (km)
Figure 2. Performance diagram of SNS protocol based on UB monitoring solution under ideal parameters.
Table 1. Values of parameters used in simulation. «: the fiber loss coefficient (unit: dB/km); p;: the

dark count rate of the detector; 77p: the detection efficiency; e;.;: the misalignment error of the QKD
system; f: the error correction efficiency.

o pa D edet f
0.2 dB/km 1x 1011 0.8 1% 1.1

Furthermore, we can analyze the performance of this monitoring scheme under un-
trusted source conditions and actual simulation parameters. The simulation results are
shown in Figure 3. To simulate a real-world QKD system, we also consider factors such
as a high dark count rate and low detection efficiency. Additionally, factors such as fiber
attenuation, inherent system errors, and non-ideal data coordination efficiency are also
considered in a non-ideal environment. Finally, the experimental parameters are chosen
based on Table 2. The simulation result shows that under untrusted source conditions, the
maximum secure transmission of the SNS protocol based on the UB monitoring scheme can
reach 490 km, which is over 92% of the ideal light source environment. According to this
result, although combining the UB monitoring scheme requires sacrificing some signals
outside the UB interval, the performance can still be maintained within an acceptable range
under certain experimental conditions.
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Table 2. Values of parameters used in simulation (set as in Refs. [24,46] for more practical conditions).

« Pa D et f
0.2 dB/km 1x10°8 0.6 2% 1.15
10°
Original SNS with an ideal source
SNS with UB

< 102
4
=
(=9

g 10
£
[aof

2 10°
g
;‘?

2 10t
=
()
-
54

@ 10710

12

10 0 100 200 300 400 500 600
Transmission distance L (km)
Figure 3. Performance diagram of SNS protocol based on UB monitoring solution under actual

parameters.

4. Conclusions

Under untrusted source conditions, the primary factors to consider are the security
of the dual light-field protocol as well as sufficient secure bit rate and transmission. In
this paper, we introduce UB light monitoring into the SNS protocol. The introduction of
UB light-source monitoring in the SNS protocol provides a novel and effective solution.
By externally monitoring the light source signals of the communicating parties, following
filtering and phase randomization, the proportion of UB signals with photon numbers
within a specified interval [Npin, Nmax| can be determined. This allows for the accurate
estimation of key parameters in the protocol’s security bit rate formula, such as the proba-
bilities of zero-photon, single-photon, and two-photon signals. Consequently, a compact
lower bound for the security bit rate can be effectively determined. Furthermore, this
scheme monitors the laser source signal before attenuation, bypassing the challenges of
low detection efficiency and high costs commonly associated with single-photon detection
for weak light monitoring.

The simulation analysis demonstrates that this scheme can achieve 817.5 km of secure
transmission under ideal simulation parameters, which closely matches the transmission
performance of an ideal light source environment. Under actual simulation parameters, the
scheme can achieve 490 km of secure transmission, matching over 92% of the performance
in an ideal light source environment. Compared to other protocol schemes, this scheme
demonstrates better tolerance to light source fluctuations and offers significant advantages
in transmission distance and secure bit rate.
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tion, ].H.; funding acquisition, Y.Q. All authors have read and agreed to the published version of
the manuscript.
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Appendix A. The Bounds Estimation of P}

The attenuation coefficient 7}’ represents the total attenuation from the laser source to
the output when the original signal contains m photons. Here, « = s,d denotes the signal
and decoy states, respectively. 7}’ is given by the following equation

Ha 2pq
. < S Al
e N Nmin + Nmax ( )

The upper and lower bounds of P}*(i = 0,1,2) can be estimated theoretically. The
elimination method is similar to the decoy scheme and can be used to scale the decay
probability when N € [Npin, Nmax|. Firstly, P*(i = 0,1,2) can be rewritten as

Nipin—1 Nimax o
Pr= ). PN+ )} PINPYG+ Y, PG (A2)
N=0 N=Niin N=Nmax+1

Analyzing the upper and lower bounds of each component in Equation (A2)

C§V+1(1 — )N _ N+1 B i
Cl (1= ya)N TS <1+N+1_i>(1—m). (A3)
Wheni=0,
CO (1 —ya)NH
N-sbl( M) <1 (A
Cx (1 —7a)N
P;\é]max (0> S PID\C] (0> S Pf\c[min (0) : (A5)

By substituting Equation (A5) into Equation (24), we obtain

Nmax Nmax
Py > Y, PIN)PR(0) > ). P(N)CR, 78(1— 1), (A6)
N:Nmin N:Nmin
l\jmin_1 Nmax N 0
Py < Z P(N)+ ), P(N)C}, (1 —1a)mn™
mm Nmax 1
+ 2 P(N)CR, 177 (1= 1) Nt
because
Nmax Nmax
Y, PON)CR, me(1—ma)r>"0 = 3 P(N)(1—na)m > (1= A)(1 =)V, (AB)
N=Nmin N=Nmin
Mo”1 S ON N1 0 Nimax+1
Z P(N)+ ), P(N)CR,, me(1—na) N0 + Z CRipe 1770 (1 = 170) o
NN (A9)

<A+ (1 _ )(1 _ q“)Nmin + A(l _ qa)Nmax+1’

by substituting Equation (A8) and Equation (A9) into Equation (A6) and Equation (A7),
respectively, we can obtain the upper and lower bounds of Pj:

P > (1= A)(1— ), (A10)

PE < A+ (1= A)(1 — 175)Nmin 4 A(1 — g7 ) Nmax T, (A11)
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Likewise, for Equation (A3), wheni=1,

Cha(1—
N+11( o) :N+1<1— 2 > (A12)
CN(l — 17“) N Nmin + Nmax

)N-‘rl

it can be seen that Equation (A12) decreases with N. Here, we make it equal to 1,

N+1 24y )
1-— =1, Al3
N ( Nmin + Nmax ( )

we can determine the inflection point N of Equation (A12)

N — Nmin + Nmax

N=N -1 Al4
e (A14)

In a QKD system, it is typically set that jt, < 1, which implies that N > Niax. Based on the
above result, the upper and lower bounds of P can be calculated.

Nmax Nmax
Pf> Y P(N)PY(1) > ), P(N)Cyl na(l—m)Nmnt, (A15)
N=Nmin N=Nmin
]\]min_1 Nmax 1 1 N 1
PP < Y P(N)P{(1)+ Y. P(N)Cx 7a(1—1a) ™
N:o(o) N:Nmin (A16)
+ Z P(N)P§(1).
N=Nmax+1
It should be noted that N
P(N)=1-A. (A17)

To monitor the observable parameters, we can further simplify the upper and lower bounds
of P

Nmax
P> Y P(N)Nminffa(l = 7)™ > (1= A)Nintfe (1 — 17) V™0 ™!, (A18)
N=Nmnin

Pil < A(Z\]min - 1)771x(1 — Wa)Nminiz + (1 — A)Nmaxﬂac(l — ﬂa)Nmaxil

N i (A19)
+ AN (1 —1) "
Finally, when i = 2, Equation (A3) can be written as
N+1
Chaa (1= 7)™ :N+1(1 2414 ) (A20)
C}\,(l—ﬂ,x)N N-1 Nmin + Nmax ’
similarly, the inflection point can be calculated as
N+1 2]/104 >
1- =1, A21
N < Nmin + Nmax ( )
thus, we obtain the following equation
N = Nimin + Nmax _ 1. (A22)

Ha
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Similarly, since y, < 1, it follows that f] > Nmax. Based on this, we can determine the
upper and lower bounds of Py as follows

Niax Nmax
P> Y PN > Y PN)CR, nA(1— )N
N=Nmnin N=Nmnin
_ Nﬁx P(N) Nmin(szin =D 24 gy Nein2 (A23)
N=Nmin
> (1 ) N in = 1) 2y o2,
Niin—1 Nimax )
B< Y PNPY@+ Y PG, B-g)" e Y PN)PY(R)
N=0 N=Nain N=Npax +1 (A24)
< A e (1= 7)™ o (1= B)CR, 72 (1= 1) V™2 - ACTmE (1 — 1)V 2.
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