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Fig. 1. An overview of artificial intelligence.
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Fig. 2. Schematic diagram of reinforcement learning.
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Fig. 3. Comparisons of QBER between applying traditional scanning-and-transmitting program and using LSTM model for the

same QKD system(®.
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Table 1.  Comparison of artificial intelligence applications in DV-QKD.
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Fig. 4. Basic idea of SVR to solve the physical parameters

prediction problem!/3.
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[4E, Liu 55 57§y 7 —Fhgh & DU fbny i 2
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BRZIEHTE. I, 2020 4F, Mao SE B fHH T —kk
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SO, WER R A B R YT 99%, W& T)
T RGN EZ .

B, 7E 2023 4F, Ding % B9 42 1 T —Fp LT
Bl AN 5 58, HSe I #E WLIE] 6. 455
R (density-based spatial clustering of app-
lications with noise, DBSCAN) FIZ2 237 F5m] i #/l
(multiclass support vector machines, MCSVMs)
AOPEFA, SEBL TR R B Y = s8R %07
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Fig. 5. ANN-based quantum attack detection model?: (a) A linear ANN model without the hidden layer which can only solve lin-

ear separable problems; (b) a nonlinear ANN model with a hidden layer to classify different types of quantum attacks.
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Table 2.  Comparison of artificial intelligence applications in CV-QKD.
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timated output and the target value becomes small enough.

SE BTSRRI, HE T
it B A T I T ATS 98 2 BRI H A R A S B PR K

Khatril® £ 7 — 5 T e sk o FE e i st 21
G5y RPN, 1 A IR sl A 2 2] B
e, R TECY R E AR BR ] (A FRAH B R 9
(= RA NV ol o o (=5 1= B DAL R G N e
T AT C A T A R A A ST X — AR
ST Y BRSC BRI T B A e S

FE T AR 1AL 75 T, ReiB55 197 B 8
R R A S R SEBLT A i ] BRI
(EVFEftER L) MBS MRAL, gk
PR T RIE )R . Robertson 45 PY il () —
T 5T 42 B, AL A ] URSRIB A 2= A i 1)
BAFER], DAL 5 bkoop . SEEe g R R,
FEATEE SR B AT T, B BE & rTk/N 30%, &
T T AEETERE. A I S AR AR RN
R EACK B T MK IR LB R, RAEESET
FERG A AE ST A T HAT L3, (R AR
WA, BF XX — PR, Lei 20Ul v sh ik 5
RRRAARZS B I EAR, SEI IR T 1 Ak
FPETH T 6 4%, FFICELT S M L A TR R
TR, X— AT R EA ) Z 0E b, v
T REBE SR TAEAGR, TEORRRTE 5800 [
EPRTHIARERR.

3.3 =TM%K

B MR R SR R i i B G
f AR 0, L HISE o o a5 |
TAHEEZ G, SR T M RO PR —
TE TR 2 R RAT BT LR G DO T2 U5k
B) o BN A 18] L B R, IR i Bl
HeRE SR A G B BT TR (AT
AR RR) b XA B S AR R T
2% B LA, HC b L BT LR AR BT, T
TRATIR A HOREI T 2 A AR e

FIHI, 87 M2 C N T HA ANE T R QKD
F B2 T QKD RZ s B IR EA AN TS
P, HAr B X GG M SR AE W 25 5. %
JEF] QKD FIL50E 1 = A RIS 2k, Z2FH A
OB R Ak QKD W 28 AR 85 4 A H A o
T %8, JUHGE T X2 PR EORE R A AL ZL. i
EZFH P BT B BRI, Cao 55 B3 I T —
P T Al > I Z A P B BTk, RERE Ak
oy BEGLFR S PIE N I Z TP I 2 BT, SCIR 2R3k
B, SEEL ST | 8 FC AR T e e gt n 407

120301-7


http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1
http://wulixb.iphy.ac.cn/CN/volumn/home.shtml#1

¥ 1B ¥ Acta Phys. Sin.

Vol. 74, No. 12 (2025)

120301

DRL framework

DRL agent

X

Step (4)§

E

3 1ce buffer
E{sy, at, T, v}

Step (4)

Reward (ry)

SDN: Software-defined network

QON: QKD-ON node

DCN: Data communication node

QSCh: Quantum signal channel

PICh: Public interaction channel
K TDCh: Traditional data channel

VN
X @

AR
7.«‘:@#

AW/

i
X
9,

)
/]
/

. . Action (a;)
Feature engineering (

Environment

SDN controller (QKD-ON)

& 8

TR S R G I 4 T TR R R AL > 1 i ph -5 R 0 A AR T R )

Fig. 8. An illustration of the proposed deep reinforcement learning framework for the routing and resource assignment in quantum

key distribution-secured optical networks/5.
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Abstract

Quantum communication and quantum sensing, which leverage the unique characteristics of quantum
systems, enable information-theoretically secure communication and high-precision measurement of physical
quantities. They have attracted significant attention in recent research. However, they both face numerous
challenges on the path to practical application. For instance, device imperfections may lead to security
vulnerability, and environmental noise may significantly reduce measurement accuracy. Traditional solutions
often involve high computational complexity, long processing time, and substantial hardware resource
requirements, posing major obstacles to the large-scale deployment of quantum communication and quantum
sensing networks. Artificial intelligence (AI), as a major technological advancement in current scientific
landscape, offers powerful data processing and analytical capabilities, providing new ideas and methods for
optimizing and enhancing quantum communication and sensing systems.

Significant progresses have been made in applying Al to quantum communication and sensing, thus
injecting new vitality into these cutting-edge technologies. In quantum communication, AI techniques have
greatly improved the performance and security of quantum key distribution, quantum memory, and quantum
networks through parameter optimization, real-time feedback control, and attack detection. In quantum sensing,
quantum sensing technology enables ultra-high sensitivity detection of physical quantities such as time and
magnetic fields. The introduction of AI has opened up new avenues for achieving high-precision and high-
sensitivity quantum measurements. With Al, sensor performance is optimized, and measurement accuracy is
further enhanced through data analysis.

This paper also analyzes the current challenges in using AI to empower quantum communication and
sensing systems, such as implementing efficient algorithm deployment and system feedback control under
limited computational resources, and addressing complex task environments, dynamically changing scenarios,
and multi-task coordination requirements. Finally, this paper discusses and envisions future development
prospects in this field.
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