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Abstract

We present and analyze an architecture for a European-scale quantum network using satellite links
to connect Quantum Cities, which are metropolitan quantum networks with minimal hardware
requirements for the end users. Using NetSquid, a quantum network simulation tool based on
discrete events, we assess and benchmark the performance of such a network linking distant
locations in Europe in terms of quantum key distribution rates, considering realistic parameters for
currently available or near-term technology. Our results highlight the key parameters and the limits
of current satellite quantum communication links and can be used to assist the design of future
missions. We also discuss the possibility of using high-altitude balloons as an alternative to
satellites.

1. Introduction

The promises of the Quantum Internet, a global network of quantum devices connected through quantum
channels [1], are numerous. Such an infrastructure can enhance the performance of current networks by
increasing their security or communication efficiency [2-5], allows for new functionalities such as, for
instance, secure delegated computing [6, 7], and opens the way to distributed quantum computing and
sensing [8, 9]. Quantum network protocols between two or multiple parties [10-13] executed over the
Internet require quantum states to be transferred across the infrastructure, typically in the form of shared
entanglement. This is achieved by routing quantum states through the network via teleportation, which
consumes the entanglement of so-called Bell (or EPR) pairs [14, 15]. The ability to efficiently share
entanglement between any number of remote nodes of the network is therefore a fundamental resource for
Quantum Internet applications and currently the topic of intense efforts aiming at optimal network
architecture designs [16].

While increasingly advanced quantum networks are being deployed [17, 18], it becomes crucial to
consider more global strategies for connecting metropolitan or regional scale networks to reach continental
scales and beyond. Carefully developed simulation tools can be extremely helpful to this end, and can inform
the design of both near and longer term quantum networks, in particular at the present stage of small scale
deployment, where it is desirable to avoid wasting resources on ultimately unscalable architectures.

One of the main obstacles towards building an international quantum network is long distance
communication. After a few tens of kilometers, photon loss in fiber becomes predominant and prevents
practical applications. Well known bounds [19, 20] give fundamental limits on quantum communication
over long distance in a fiber. Quantum repeaters [21-24], the quantum analogues of signal amplifiers in
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classical networks, will provide a solution to this problem. However, despite significant experimental
advances in the recent past [24-27], they do not have yet the necessary technological maturity [28-30]. Over
the last decade, free space communication and more particularly satellite communication has received more
and more attention as a complementary solution to overcome this issue. Feasibility studies [31, 32], together
with experimental implementations of ground-to-ground [33], airplane-to-ground [34] or
balloon-to-ground [35] free-space channels, have led the way to some experimental studies of
satellite-to-ground quantum communication exploiting a simulated quantum source on satellite [36, 37]. A
crucial milestone in the race for satellite communication was the launch of the Chinese satellite Micius [38],
which has allowed for the first demonstration of prepare-and-measure [39] and entanglement-based [40]
quantum key distribution (QKD) and of other quantum protocols, such as quantum teleportation [41],
using a satellite terminal. In satellite communication, the main source of loss is given by diffraction, which
scales quadratically with the distance, in stark contrast with the exponential loss in glass fiber. Satellite
quantum communication thus appears as a particularly appealing choice for interconnecting the
metropolitan quantum networks under deployment, as demonstrated by the QKD network deployed in
China, which extends over more than 4000 km [18].

Considering that the use of satellite links will play a central role in the implementation of very large scale
quantum networks, the design of a complete network infrastructure requires a way to simulate such links,
including in particular atmospheric perturbations. Previous works have mostly focused on integrated models
of a single passage of a satellite above two ground stations, where the atmospheric effects are modeled in an
aggregated way through an average transmissivity, which moreover only takes into account attenuation and
diffraction losses [42, 43], or also the beam-wandering effects due to atmospheric turbulence and pointing
error [44]. All these works consider a downlink channel, with the source on the satellite and the detectors in
the ground station. This is justified by the fact that most of the travelling of the photons happens in space,
where there is no atmosphere and the only loss and noise are due to diffraction; the fact that the atmosphere
affects the beam only in the last part of the channel gives a lower beam-wandering effect than in the uplink
case, where these effects are at the beginning of the propagation. For this reason, in this work we will also
concentrate on the downlink scenario.

However, contrary to previous works, we consider an atmospheric model that provides, for each photon
traveling through the channel, the instantaneous value of the transmissivity. Considering the effect of
transmission at each point of the satellite is relevant for the performance of satellite quantum
communication because the distance between the satellite and the ground stations is not constant and also
due to the limited time window during which a satellite is in view of a ground station. In this work, we
quantify this effect by simulating each photon, emitted from a moving satellite, individually.

Our simulation tool is based on NetSquid [45, 46], a quantum network simulator with discrete events
developed at QuTech in the Netherlands. We have previously developed using NetSquid a set of subroutines
allowing the simulation of a metropolitan terrestrial quantum network, with which we studied the feasibility
of different protocols [47]. Here, we add satellite nodes, noise models relevant for satellite to ground links
and routines to simulate satellite orbits. The code used in our work is available on GitHub [48, 49].

We use these tools to investigate the feasibility of a satellite-based network architecture in a realistic
context within Europe. We show our envisioned network architecture that we call the Qloud in figure 1. In
this architecture, users with minimal quantum technology abilities, called Qlients, are connected to central
nodes called Qonnectors, together forming a star network which we refer to as Quantum City. In turn, the
Qonnectors are connected to other Qonnectors through a network of bacQbone nodes, thereby enabling
quantum communication between any two users in the network. This setup is very general to allow putting
as few restrictions as possible on potential future extensions or applications, while minimizing the hardware
requirements on the end users. This is key for practical implementations. In this work, we investigate
quantum communication between Quantum Cities based on satellite links acting as bacQbone nodes
between Qonnectors.

We investigate a small Qloud with simulations using real satellite data that show the feasibility of QKD in
this network. QKD is one of the most studied applications of quantum communication and we use it here as
a performance benchmark for the network under study. We first examine the critical parameters of satellite
quantum communication by looking separately at their effect on the key rate in a simple BB84 downlink
scenario. Then, we analyze and discuss the practical relevance of such links in different realistic network
settings. More precisely this work is organized as follows. After briefly recalling the characteristics of a
Quantum City in section 2, we detail our model for simulating satellite quantum communication to connect
Quantum Cities. Then in section 3 we focus on a simple downlink scenario and employ our simulation code
for an exploratory case: first, we determine a suitable satellite which we choose for later investigations, and
then we characterize the influence of the various parameters in our model. In section 4, we embed this study
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Figure 1. Schematic of a Qloud: Quantum Cities connected through a backbone network of satellites (bacQbone nodes). A
Quantum City is formed by a powerful central node (Qonnector) used as a server allowing end users (Qlients) to enjoy
quantum-enhanced functionalities. The end users can also be powerful quantum machines (Qomputer nodes).

in the context of quantum networks and obtain the achievable raw QKD rate between two distant users in
different settings. Finally, in section 5, we use these results to discuss the perspectives of satellite quantum
communication in the near future as well as some alternatives such as the use of high-altitude balloons,
which has seen a rising interest in the last few years [50-52].

2. Architecture description

2.1. Quantum City

In previous work [47], we introduced the Quantum City architecture for metropolitan photonic quantum
networks that minimizes the hardware necessary for the users while still enhancing current classical
networks. In this section, we recall the main features of this architecture.

Our model considers a star topology with a central node, that we call Qonnector, linked to every user,
that we call a Qlient, through optical fibers (see figure 2). This allows for centralized routing procedures and
asymmetrical distribution of hardware between a powerful Qonnector and limited Qlients. This corresponds
to expected intermediate-term development of quantum hardware and its availability to end users. Below we
describe precisely the abilities of a Qonnector and a Qlient node in our model.

Qonnector nodes are at the core of the Quantum City model. They abstract servers providing quantum
services to end users. They are powerful nodes that can create, send and receive any state, and that are
connected both classically and quantumly to a certain number of parties. We suppose a Qonnector has
currently available state-of-the-art photonic capabilities, namely that it can create and manipulate
single-qubit states as well as two and multiparty entangled states such as Bell pairs and GHZ states. We also
suppose that Qonnectors have access to measurement devices allowing them to receive and measure qubit
states and to perform probabilistic Bell state measurements on two qubits arriving simultaneously. Finally we
suppose that Qonnectors have the ability to route photonic states arriving from a Qlient to another one and
that they have access to usual classical computing power and classical Internet. In this work, Qonnectors also
represent ground stations for satellite communication. We suppose that they are equipped with telescopes
and measurement stations allowing them to receive and process photonic quantum states coming from a
satellite. We also suppose that the Qonnector is able to couple the states coming from a satellite into a fiber
and route them to any Qlient.

Qlient nodes represent the end users connected to the quantum internet. They are abstractions of private
users that hold near-term photonic quantum communication devices. They are classically connected to the
rest of the network through the classical Internet and have usual classical computing power. We suppose that
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Figure 2. The Quantum City topology. It is a star-type photonic quantum network with a special node in the middle, the
Qonnector, that has high quantum capabilities. Each end node (Qlient, such as Alice or Bob) has limited quantum hardware and
is connected to the Qonnector through an optical fiber.

they have very limited quantum hardware capabilities, namely they manipulate one qubit at a time. More
precisely they can create, send and manipulate any single-qubit photonic state as well as receive and measure
it. Industrial-grade devices offering these capabilities are already available today or will become in the near
future, and can be expected to become more suitable for wider use in the following years, thanks to advances
for instance in photonic integration [53].

For more details on these nodes and how they are modeled in our simulations, please see [47].

2.2. Connecting quantum cities with satellites

Let us strat our analysis by detailing our model for the noise in satellite to ground quantum communication.
Since atmospheric turbulence is a very complex phenomenon, the realization of an adequate model requires
a choice of the effects that most severely affect the transmission. Here, we focus on atmospheric absorption
and beam wandering effects.

In order to describe the impact of atmospheric propagation on the signal, we use a computer code called
Lowtran [54], which is a Fortran code developed for the calculation of the transmittance and background
radiance of the atmosphere. It is based on an empirical prediction scheme derived from lab measurements
and provides a reasonably accurate estimation of atmospheric effects over a broad spectral interval
(~0.25-28.5 pum). We briefly describe here the parameters that are included in the model of the atmosphere
in Lowtran and refer to [54] for details. The atmosphere is represented by 33 horizontal layers between sea
level and an altitude of 100 km. The total transmittance is computed as the product of different atmospheric
effects, namely continuum absorption, aerosol extinction, molecular scattering and molecular absorption,
the latter of which includes the influence of water vapor, ozone, nitric acid and other uniformly mixed gases.
The program contains a few different representative atmospheric models based on geographical-seasonal
characteristics (such as for tropical or mid-latitude environments) that encompass the variations of pressure,
temperature, water vapor and ozone with altitude. It also accounts for several aerosol models that describe
particular meteorological ranges such as an urban environment, a less severe rural setting or a more wind
and humidity dependent maritime navy situation. Last, a few different visual ranges corresponding to
different aerosol density models are considered as well [55].

In order to account for beam wandering, we used the model proposed in [56], which presents a rigorous
treatment of beam wandering effects, one of the leading causes of losses in a free-space channel. Its main
advantage lies in an analytical formulation of the probability distribution of the transmission coefficient
(PDTC), a feature used to provide a computationally efficient software implementation of the model. The
model has also been applied recently to the analysis of continuous-variable QKD over a satellite-to-ground
channel [57]. While a subsequent, more complete model of atmospheric propagation for the
satellite-to-ground case, including also scintillation and beam broadening effects, is described in [58], its
much higher complexity makes it challenging to embed this model in NetSquid.

Beam wandering effects come from two main sources, namely the turbulence and the jitter due to the
pointing error of the transmitter. The effects of beam wandering due to turbulence depend mostly on the size
of the beam at the beginning of the propagation in the atmosphere and are determined by the refractive
index structure constant C which we will consider as fixed throughout the propagation. The satellite
pointing jitter is, in turn, characterized by the standard deviation of the pointing error ,,. The parameters
that are necessary to physically describe the channel are the size of the transmitting and receiving stations
and the properties of the atmosphere and the pointing system. The main characteristic of the receiving



10P Publishing

New J. Phys. 26 (2024) 073015 R Yehia et al

station is the radius of the receiving telescope, which determines the proportion of the transmitted light that
can be collected by the receiver.

The current code considers two possible configurations for this channel, namely the ground-to-ground
free-space one (class FreeSpaceLossModel) and the satellite-to-ground one (class FixedSatelliteLossModel).
The first one considers a horizontal channel, meaning that the entire propagation path is within the
atmosphere and therefore will be affected by it. This can either be the case for direct communication between
two ground stations or for a link between two drones or high altitude balloons carrying telescopes. In both
cases, the Cfl value is indeed constant and will depend on the altitude of the link. For this configuration, the
transmitter is characterized by the beam waist wy.

The second configuration considers a slant propagation path, only the last 10 km of which will be affected
by the atmosphere. For this kind of links, a constant C? is more of an approximation since in reality it varies
throughout the propagation path as it is a highly altitude dependent parameter. For this configuration, the
transmitter is characterized by the divergence angle 8, a value related to the previously mentioned beam
waist as follows: 6, = \/(7wwy).

As for the pointing error of the satellite, assuming that the position of the center of the transmitted beam
with respect to the receiving aperture follows a normal distribution and is centered around the midpoint of
the aperture, the PDTC will follow a log-negative Weibull distribution. The incidence of turbulence on beam
wandering is less important for the satellite-to-ground case, becoming negligible in front of the beam
wandering effects due to the pointing error 0,.

The model assumes that each qubit is affected by the PDTC independently from the other qubits of the
transmission. Despite being unrealistic since it neglects the dynamics of the atmosphere, which is
considerably slower than the typical time delay between two qubits, it allows to provide a good insight of the
average properties of the channel. In addition to this, the satellite-to-ground channel model assumes a fixed
position for the satellite. This allows to give a first estimate of the performance of the channel when the
satellite is on a given position in the sky, but it lacks the ability to provide information about a long-time
operation on the channel. We take this into account externally by discretizing the orbit in 10's intervals for
which the satellite is considered as fixed and we then make a separate simulation for each trajectory.

In the following, we will use the satellite as a bacQbone node to connect two Quantum cities (see
figure 1). We will suppose it is able to create and send single-qubit, BB84-type states with probability pqup;; at
a time rate fqup; as well as EPR states with probability pgpr and a time rate fgpr to two ground stations. We
will use the terms ‘raw rate’ or ‘QKD rate’, or simply rate, over a network for the fraction =, where #14rrived
is the number of quantum states (either single-qubit photon states or EPR pairs) that actually arrived at the
desired receiving nodes and #gen; is the number of quantum states that are sent over the network.

In this work, satellite links are used to connect fiber-based metropolitan networks. While experimental
works [59] sometimes use photons at a wavelength of 850 nm, we note that fiber transmissivity for this
wavelength is low, on the order of 4 dBkm ™. For that reason, we restrict our simulations to photons created
in the telecom wavelength, 1550 nm, that have a much higher fiber transmissivity. We can then envision
protocols in which photons are sent from a satellite, coupled into a fiber in the ground and sent to end users
of the networks.

3. Simulation results

3.1. Setting and parameters

We consider the following network setting. We suppose that two European Quantum Cities, the city of Paris
with five Qlients and the ‘city’ of the Netherlands with three Qlients are deployed, allowing for metropolitan
scale quantum networking. We also suppose that satellites are travelling over Europe, following an orbit
allowing to send qubit states to the Qonnectors (see figure 3). The Qlients localization corresponds to actual
cities or laboratories. As in [47], the Paris Quantum City is composed of a Qonnector at the Sorbonne
Université campus (SU), and5 nodes: Sorbonne Université (SU-Alice), Université Paris Cité campus
(UPC-Bob), Orange Labs Chatillon (OR-Charlie), Télécom Paris (TP-Dina) and TGCC-CEA (CEA-Erika).
The Dutch Quantum City is composed of a Qonnector at QuTech at the TU Delft campus and 3 Qlient
nodes: Den Haag (Geralt), Rotterdam (Hadi) and Amsterdam (Fatou). Of course, please note that the choice
of the Qonnector sites serves for illustration purposes only as these are urban areas, where installing optical
ground stations with significant constraints would be challenging.

We recall below the baseline set of parameters used in our previous work [47] to simulate the
performance of the Quantum City of Paris, which we will use here also to model sources, detectors and fiber
links. These values are realistic with current or near term technology; see [47] and references therein for the
justification of these parameters.
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Figure 3. A satellite connecting Paris and Dutch Quantum Cities with downlinks only. Quantum City of Paris: five Qlients are
connected through optical fibers to a Qonnector located in the SU campus. The length of the fiber links are 1 m for the link
Alice-Qonnector, 3 km for the link Bob-Qonnector, 7 km for the link Charlie-Qonnector, 19 km for the link Dina-Qonnector and
31 km for the link Erika-Qonnector. Dutch Quantum City: three Qlients connected through optical fibers to a Qonnector placed
in Delft. The length of the fiber are 54 km for the link Fatou-Qonnector, 9 km for the link Geralt-Qonnector and 13 km for the

link Hadi-Qonnector.
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ptransmit 0.81
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Riark 10° Hz
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Qubit creation attempt frequency
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Probability that the detector flips the outcome

EPR pair creation attempt frequency
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Time it takes to perform an operation on one qubit
Fiber coupling efficiency

Fiber loss per kilometer

Phase flip probability in the fiber

Detector efficiency (Probability that a measurement succeeds)
Dark count rate

Detector detection gate

We point out that the rate at which single qubit states or EPR pairs are created depends strongly on the
source model that we chose, namely spontaneous-parametric down-conversion (SPDC) in nonlinear
crystals. This influences directly the rate at which entanglement can be created between different nodes of
our network. This parameter, like all the others, can be tuned freely in our code for each source to match an

actual source. For simplicity, we chose

in this work to have the same qubit creation rates for the Qonnector

and satellite sources. This is why we focus on the rate, in bit per attempt, at which protocols are performed
instead of the throughput in bits per second. This gives a less source dependent view on the performance of
the communication protocols that we study.
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Figure 4. Elevation and distance to Paris and Delft of the (a) Micius, (b) Starlink, (¢) Iridium and (d) Cosmo satellites in the time
frame considered.

Note that we chose to simulate all protocols, including BB84, using single photons generated through
SPDC while traditional methods to perform the BB84 protocol use weak coherent states and decoy methods,
or more recently continuous-variable states. This choice is due to a limitation in our network simulator,
NetsQuid, that is not able to simulate weak coherent states or continuous variable states. Using
single-photon based BB84 allowed us to compare it fairly with the other QKD protocols. Moreover, it can be
envisioned that future nodes of quantum networks will integrate solid-state memories, creating photonic
states via SPDC, which corresponds to our model.

Using real live data from n2yo [60], a tracking website for satellites, and the orekit library [61], a low level
space dynamics library, we are able to find satellites in different orbits and to track down the precise time
frame where they would pass over Europe. This also gives us other useful information such as the elevation of
the satellite as well as the distance between the satellite and our ground stations at each point in time. In the
following we will focus on four different satellite orbits: the QSS (Micius) orbit that was used in [59], the
Starlink-1013 orbit, the Iridium-113 orbit and the Cosmos-2545 orbit and we focus on a time frame where
the elevation of the satellites allows for quantum communication (set here at 20 degrees). The first two
considered are low Earth orbit (LEO) satellites evolving at around 550 km above Earth, with slightly different
orbits: the Micius orbit passes exactly above Paris while the Starlink orbit passes next to it. The Iridium
satellite is higher, around 800 km above Earth. Last, the Cosmos satellite is a middle Earth orbit (MEO)
satellite, at around 19 000 km above Earth.

In figure 4 we show the elevation and the distance to the ground station for these satellites. We point out
that our code is modular, accessible on GitHub [48, 49] and that any satellite can be investigated like we do in
the following.

3.2. Simple downlink scenario: choosing a satellite

To test our model, we first simulate a simple downlink scenario between each of the satellites and the
Qonnector from Paris. This will allow us to choose the satellite that is most suited for quantum
communication.

The downlink scenario goes as follows: for each point in the orbit where the satellite’s elevation is over 20
degrees, the satellite starts sending BB84 states to the Qonnector in Paris for one second while recording the
time stamp of each state. The Qonnector receives, measures the states and records the measurement outputs.
We can thus estimate the rate, i.e. the number of states received over the number of states sent, which also
corresponds to the link efficiency at this point in the orbit. We average this over ten runs to get a better
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Figure 5. Comparison of the average number of photons received at the Paris Qonnector for the four satellites considered for
approximately 6000 photons sent by the satellite at each point of its orbit. For this simulation we suppose there are no aerosols in
the atmosphere and we set the aperture radius of the receiving telescope at 1 m, the beam waist divergence at 5 urad and the
pointing error at 0.5 prad.

Table 1. Maximum rate for the four satellites. The maximum rate is the rate, i.e. the number of qubits received at the ground station over
the number of qubits sent from the satellite, when the satellite is the closest to the ground station.

Satellite Maximum rate
Micius 0.238

Starlink 0.157

Iridium 0.101

Cosmo 0

estimate. After this step is finished we move on to the next point in the orbit, ten seconds later. We show the
result in figure 5 and in table 1 for a given set of parameters.

As expected, we observe that distance and elevation of the satellite impact the number of photons that
arrive at the ground station. For example, we can see that none of the photons sent by the Cosmo satellite
arrives at the Earth. The reason for this is that MEO satellites, while having the advantage of having a longer
time frame during which the elevation allows for quantum communication than LEO satellites, are too far
for single-photon states to arrive at a precise point on Earth due to the combined effects of pointing errors
and beam wandering. It follows that this is even more challenging for geostationary satellites, which are at a
height of 36000 km above ground and have the significant advantage of always visible by a given ground
station. As it is located further than the other two satellites, the Iridium satellite has a lower rate, but a longer
exploitation time. We thus emphasize the well-known trade-off in satellite communication between distance
of the satellite to the Earth and time frame in which we can use it, which we will discuss in more detail in
section 5. The Micius and Starlink satellites are performing better but as can be seen in figure 4(b), the
elevation angle of Starlink with respect to the Paris ground station is lower than the one of Micius. This
means Starlink does not pass exactly above Paris, which causes a drop in the rate.

3.3. Influence of the parameters

As detailed in section 2.2, our loss model allows us to analyze the effect of a few important parameters of
satellite communication, namely the aperture radius of the receiving telescope, the beam waist divergence,
the pointing error and the aerosol model, which affect directly the atmospheric transmittance. In this section
we study the effect of these different parameters on the rate in the downlink scenario. Based on the previous
analysis, we chose to focus on the Micius satellite for the rest of this section as it exhibits the highest rate with
the Paris node. When studying a parameter, we fix the other ones to what we expect to be the best value
achievable in the near future: an aperture radius of the receiving telescope of 1 m, a beam waist divergence at
5 prad and a pointing error at 0.5 prad. We also suppose that the turbulence induced by beam-wandering is
negligible with respect to the pointing error [57].
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Figure 6. Effect of different aerosol models on the number of photonic states arriving from the Micius satellite.

We start with a study of the atmospheric model. In section 2.2 we have detailed a few atmospheric
models that have an effect on photonic communication in free-space, and that have different meteorological
ranges. The meteorological range is usually defined as the length of atmosphere over which a beam of light
travels before its luminous flux is reduced to 2% of its original value [54]. Here we will study the ideal case
where there is no aerosol between the ground station and the satellite, the rural5 and rural23 models that
correspond to ground stations in rural areas with a meteorological range of, respectively, 5 and 23 km, the
urban5 model that correspond to a ground station close to a city and the navy model corresponding to a
ground station in the middle of the sea.

In figure 6 we show the number of photons received at the ground station when considering these
different atmospheric models. This simulation has been done similarly to the one in the previous section,
meaning that BB84 states are sent by the satellite for each point of the orbit where the elevation of the satellite
is over 20 degrees. As expected, we observe in the figure that the smaller the meteorological range, the more
photons are lost in the atmosphere. However, as we will see in section 5, atmospheric parameters have more
drastic effects on the photon transmission when we get closer to the ground as aerosols are mostly
concentrated there.

We then study, using again the downlink scenario, the effect of modifying the other parameters included
in our model. This study allows us to know what to expect from a specific setting and to identify the key
parameters to improve future quantum communication. The results are shown in figure 7. We see that the
transmitter parameters do not all have the same importance. A change of 5 yrad in the beam divergence
angle (see figure 7(a)), has a drastic effect on the number of photons arriving at the ground station. On the
other hand, the pointing error of the transmitter (see figure 7(b)) has to be multiplied by five in order to
reduce the number of arriving photons by a half. We also see that increasing the aperture radius of the
receiving telescope at the ground station by 20 cm can almost double the number of qubits successfully
measured (see figure 7(a)). This parameter might be the easiest to improve in future experimental
realizations. Finally, the coupling efficiency at the receiving telescope is an active field of research that we will
study in more depth in a future work. We simply model it as a tunable constant for now (see figure 7(d)) so it
has a linear influence on the number of photon received.

4. QKD between two qlients

We now embed this study in the context of quantum networks by showing the performance of satellite
communication when linking two Quantum Cities. We study the achievable QKD rate between two Qlients
respectively from the quantum city of Paris and the Dutch quantum city connected via the Micius satellite
(see figures 3 and 4(a)). We will consider the baseline set of parameters from the previous section, namely no
atmospheric turbulence, an aperture radius of the receiving telescope of 1 m, a beam divergence at 5 urad
and a pointing error at 0.5 urad.
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Figure 7. Number of photons received, from Micius satellite to ground station. In each plot, we fix non studied values as baseline
values: no atmospheric turbulence, an aperture radius of the receiving telescope of 1 m, a beam divergence at 5 urad and a
pointing error at 0.5 rad. The three subfigures show the effect of individually varying one of these parameters, while keeping the
others constant: (a) the beam divergence angle 8,4, (b) the pointing error ), (c) the aperture radius of the receiving telescope and
(d) the coupling efficiency.

Let us imagine that one Qlient from the Paris Quantum City, say Bob, wants to share a secret key with a
Qlient from the Dutch Quantum City, say Hadi, using a QKD protocol. There are different ways to achieve
this functionality and we focus our analysis on two of them. For a more extensive study of the different ways
of achieving QKD as well as some other protocols in a metropolitan network, see [47]. In the following we
show the feasibility of two QKD scenarios, with a trusted and an untrusted node, and we then discuss their
practical relevance.

4.1. Trusted satellite

The most standard way to achieve QKD between Bob and Hadi via the satellite is to perform BB84 between
these nodes while trusting each of them not to reveal the keys they generate (figure 8). More precisely the
satellite, when above one of the ground stations, performs two BB84 protocols in parallel to establish two
keys with the Qonnectors of the two cities, kp,js and kpejg. At the same time the two Qlients establish secret
keys, kpob and kypag; using the BB84 protocol with their Qonnector. Once all keys are created, the Paris
Qonnector can send kgop, as message to the satellite using kp,ris as key (with a classical encryption scheme
such as one-time pad), and the satellite forwards the message to the Delft Qonnector using the key kpei,
which subsequently sends the message to Hadi using the key kp,qi. In the end, Bob and Hadi share kg,p.

As in the analysis in the previous section, we simulate sending BB84 states to both ground stations and
obtain the rate for the two satellite to ground links. We also simulate sending BB84 states from each Qlient to
the Qonnectors. The parameters for all nodes are listed in section 3.1. We show the results of these
simulations in figure 9 and table 2.

We observe, as expected, that the longer a photon has to travel in a fiber the lower is the rate. These
number were computed with the satellite exactly above the Paris ground station, which explains the small
difference in rate in the first two lines. In this scenario, the rate of the overall key distribution protocol is
given by the minimum rate over all sublinks. Hence depending on the pair of nodes that want to establish a
secure key, the limiting sublink can be either the satellite-to-ground link or the fiber link. For example if
Hadi and Bob want to perform the QKD protocol considered here, their total rate is limited by the rate of the
satellite-to-ground link. But if Erika and Fatou want to do the same, it is the fiber link between Fatou and her
Qonnector that is most limiting. Note that the satellite-to-ground rate here is the rate when the satellite is at
its optimal position, namely just above the ground stations. As an example of performance, with a source
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Figure 8. QKD between Bob and Hadi: all trusted node scenario. Here keys are generated between all different node pairs and are
transfered as secret messages. In the end, Bob and Hadi share kg, .
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Figure 9. Average number of photons received in Paris and Delft for approximately 3000 photons sent from the satellite at each
orbit point.

Table 2. Performance of the BB84 protocol between all nodes. The first two rows correspond to the satellite sending BB84 states to the
two ground stations, and the other rows correspond to BB84 rates with each Qlient inside the two Quantum Cities.

Nodes involved Rate (raw key bit per channel use)
Satellite — >Paris Qonn 0.238
Satellite — > Dutch Qonn 0.228
Alice — > Paris Qonn 0.423
Bob — > Paris Qonn 0.374
Charlie — > Paris Qonn 0.322
Dina — > Paris Qonn 0.180
Erika — > Paris Qonn 0.115
Fatou — > Dutch Qonn 0.043
Geralt — > Dutch Qonn 0.296
Hadi — > Dutch Qonn 0.253

11
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Figure 10. QKD between Bob and Hadi: untrusted nodes. Here the satellite performs the BBM92 protocol directly with the
Qlients. The Qonnectors are used as transmitting stations that couple the photons arriving from the satellite into a fiber and send
them to the Qlients.

rate of 80 MHz, the raw key rate at this point of the orbit is 1.7 Mbit s~! for Bob and Hadi and 300 kbit s !
for Erika and Fatou. We discuss how practical these values are in section 4.3. Note once more that in order
for this scenario to securely create a key between two Qlients, all the nodes (Qonnectors and satellite) along
the path between two Qlients have to be trusted.

4.2. Untrusted satellite

Another way to distribute a secret key between Hadi and Bob is to use an entanglement-based version of
QKD, and in particular the BBM92 protocol [62]. This requires that an EPR pair is shared between the two
Qlients. More specifically, in the context of Quantum Cities connected by a satellite, the protocol goes as
follows (see figure 10): an EPR pair in the state |¢)~) = \%(|01> —|10)) is created at the satellite and each
qubit of the pair is sent towards two Qonnectors at the ground. It is then coupled into an optical fiber and
transmitted to the Qlient who measures it. The Qlients keep the outcomes measured with the same
timestamp to post-select the qubits that came from the same pair. These steps are performed for each point
of the Micius orbit where the satellite elevation is above 20 degrees for both Qonnectors. The coupling of a
photon coming from a satellite into a fiber succeeds with probability piansmit that we fix to 81% [63].
Coupling photons arriving from a satellite into a fiber can be improved by using adaptive optics to correct
atmospheric effects [64]. This parameter is of course freely tunable in our simulation.

Simulating the process described above for each point in the satellite orbit and averaging over tens of
runs, we obtain the rate as the ratio between the number of pairs sent from the satellite and the number of
pairs received by the Qlients. We show the results of simulations with different pairs of Qlients in figure 11
and table 3.

As before, in addition to the loss due to atmospheric perturbation between the satellite and the ground
stations, the rate is affected by the distance photons have to travel in optical fibers from the Qonnectors to
each Qlient. As expected the longer this distance is, e.g. for Erika and Fatou, the lower the rate is. This is also
why the rate is similar for the two pairs of Qlients Bob & Hadi and Charlie & Geralt: the distance photons
have to travel into fibers is comparable (see figure 3). With a source rate of 80 MHz , the raw key throughput
would be 150 kbits~! for Hadi and Bob, and 14 kbits~! for Erika and Fatou.

We emphasize again that compared to this untrusted node scenario, the trusted node scenario as studied
in the previous section has a higher rate, albeit at the cost of the additional security assumption that the
Qonnector and satellite nodes are not under control of an adversary.

4.3. Realistic QKD

The above simulations illustrate the feasibility of QKD between two Quantum Cities separated by a few
hundreds of kilometers. However this analysis assumes that the satellite is always visible by the ground
stations. This is unrealistic since, since as we saw in section 2.2, the time span during which a satellite’s
elevation allows for quantum communication is only a few minutes. Considering this, in the trusted node
scenario above, the total raw key established between the Micius satellite and the Paris ground station during
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Figure 11. Average number of successfully transmitted EPR pairs from the Micius satellite to pairs of Qlients in the two Quantum
Cities considered. For each point of the orbit we simulate sending approximately 650 EPR pairs from the satellite and average over
ten rounds.

Table 3. Average rate for pairs of Qlients of the two Quantum Cities considered when the satellite is exactly in the middle of the two
ground stations.

Qlient pairs Rate (raw key bit per channel use)
Bob & Hadi 0.0183
Charlie & Geralt 0.0185
Erika & Fatou 0.0019

the whole passage of the satellite above Europe is of length 17 kbits on average. This limits significantly the
amount of messages that can be securely sent between the two Qlients considered.

To overcome this limitation, a possible solution is to use multiple passages of a satellite over several days
to create and store keys at the ground stations. These keys can be established, for instance, using one of the
two scenarios presented above. They can subsequently be used to establish a secure communication channel
between the Qlients. This is useful in scenarios where relatively small amount of shared secret key is required.
The secure storage of the key material at the nodes also needs to be considered in this case.

This solution may not however apply to quantum communication protocols beyond QKD, where nodes
need to be remained entangled for long periods of time. Constellations of satellites orbiting around the Earth
offer an alternative solution. In this case, once a satellite is out of reach for quantum communication,
another suitable satellite in the constellation can be used to continue the key generation. Finding the optimal
orbit height and the optimal number of satellites on this orbit is a complex question and detailed studies are
required to address all the associated challenges; see for example [43].

Some other issues that may directly affect the key rate have not been taken into account in this study. For
example, we neglected here the variations of atmospheric turbulence with the position of the Qonnector and
the conditions at the time of the key establishment, which play a central role in satellite communication.
Moreover, in our simulations we considered the wavelength of the photon to be 1550 nm, which is
convenient for coupling them with telecom equipment on the ground. In the Micius experiment [59], the
operational wavelength is 850 nm, which would also alter the results. Finally, as we focus in study on the
feasibility of satellite communication in the context of quantum networks, we have neglected entirely the
problem of scheduling operations at each node. In realistic scenarios, the Qonnector and satellite nodes may
not be able to perform operations in parallel and thus would have to store qubits until their processing unit is
available. Including the effect of quantum memories and synchronization techniques is a crucial follow-up
work of the present analysis.

Even without covering all aspects of a full quantum communication network, we hope that this study
shows the possibilities and limitations of satellite communication to link local networks. According to our
simulations, current technologies could already allow for interesting applications between distant cities, as
we discuss in the next section.

13



10P Publishing New J. Phys. 26 (2024) 073015 R Yehia et al

! High altitude balloon

- - -» BB84 state

Bf)b ~——  Paris Delft <— Hadi (Rotterdam)
Qlient 3km Qonnector 377km Qonnector  12km Qlient

Figure 12. A trusted node QKD scenario between two Qlients using two high-altitude balloons over the Qonnectors. We assume
that the balloons are located directly above each Qonnector.

Table 4. Atmospheric transmittance for different heights above the ground.

Height Tatm

10 km 0.96 753
5km 0.85255
1 km 0.26 363

5. Discussion

5.1. Comparison with ground-based and balloon-based communication

As we mentioned in the introduction, current quantum repeater technologies do not allow for practical key
rates over the distances that we consider here. Assuming the realization of a quantum repeater link over
about 50 km in the next few years, since the distance between the Dutch Quantum City and the one of Paris
is 377 km, we would need between five and ten repeater nodes. Important quantum repeater parameters
include the overall efficiency of the link (comprising the probability of photon emission, the
storage-and-retrieval efficiency, the coupling and detection efficiencies), and the probability of success of the
swapping operation via the Bell state measurement. Promising technologies based on various platforms [26,
27] or alternative models such as all photonic quantum repeaters [65] are presently under intense
investigation to achieve this goal.

In parallel, an alternative technological path that could be envisioned is the use of drones or high-altitude
balloons. Let us imagine a QKD scenario using two stationary high-altitude balloons above the Paris and
Dutch Qonnectors. As we show in figure 12, this configuration is the same as the one considered in
section 4.1, whereby secret keys are established between each pair of nodes and used to transmit as secret
message the final private key between the two Qlients. In the rest of this section, we explore some key
parameters in order to obtain an estimate of the key rate in this scenario.

Using the free-space loss model described in section 2.2 and the parameters of section 3.1, we obtain the
key rate between the two balloons and between each balloon and the Qonnector using our simulation tools.
First, the height of the balloons is of crucial importance because the atmospheric transmittance gets smaller
when closer to the ground as we show in table 4. Moreover, the aerosols are concentrated in the lower layers
of the atmosphere and thus have a much higher impact on the atmospheric transmittance when the photon
path is closer to the ground as we show in table 5. We recall that the rural5 and rural23 aerosol models
correspond to ground stations in rural areas with a meteorological range of, respectively, 5 and 23 km, and
the urban5 aerosol model corresponds to a ground station close to a city.

For our study here, we fix the balloons height at 10 km and suppose that there are no aerosols in the
atmosphere. We also suppose that the aperture radius of the receiving telescope in the balloons is 40 cm, and
we fix the beam divergence at 5 yrad and the pointing error at 0.5 prad. We compute separately the
horizontal atmospheric transmittance between the two balloons and the vertical atmospheric transmittance
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Table 5. Atmospheric transmittance at an altitude of 10 km and 1 km for different aerosol models.

Aerosol model Tatm at 10 km Tatm at 1 km
No aerosol 0.96 753 0.26 363
rural23 model 0.90 658 1.6209 x10~7
rural5 model 0.90 647 1.4159 x10~!
urban5 model 0.906 622 3.2276 x 1078

Table 6. BB84 rate for balloon-to-balloon communication for different values of C2. The balloons are separated by 377 km and are
located at a height of 10 km.

Value of C3 Rate

0 0.138
107" 0.079
1071 0.014
107" 0.001
107" 1x107°

Table 7. BB84 rate for every sublink across the path between Bob and Hadi.

Sublink Rate
Bob — > Paris Qonn 0.374
Paris Drone — > Paris Qonn 0.463
Paris Drone — > Dutch Drone 0.079
Dutch Drone — > Dutch Qonn 0.463
Dutch Qonn — > Hadi 0.253

between the balloon and the ground station (around 0.9). As the free-space communication happens in the
atmosphere, we can no longer neglect the effect of the refractive index structure constant C2 as it was done in
the satellite case. In reality, the value of C? also depends on the height of the high-altitude balloons. As we
show in table 6, this value has a drastic effect on the key rate between the two balloons. In what follows we
choose an optimistic yet non-zero value for C between the two balloons, namely 10~'7. For the
balloon-to-Qonnector links we fix C2 at 10~ !> and take the aperture of the receiving telescope at the
Qonnector to be 1 m. In table 7 we show the rate for all the sublinks between Bob and Hadi.

The QKD rate of this scenario is thus limited by the drone-to-drone link and would be 0.079 bits per
attempt for Bob and Hadi. Note that this gives us only a first estimate of the BB84 rate between two Qlients
in Quantum Cities linked with high-altitude balloons. It shows however the feasibility of such free-space
links, which could come as a more accessible solution to perform quantum communication when satellites
are not available. Theoretically, two balloons at 10 km altitude can be separated by a maximum 714 km and
still be visible in the horizon. We leave a more detailed study of this kind of high-altitude balloon links for
future work.

5.2. Towards quantum internet applications
Once entanglement is generated between the Qonnectors of our two Quantum cities, several applications,

beyond QKD, becomes available to the Qlients. For instance, as we detailed in [47], sharing a GHZ state,

[0)®" 41"
V2

agreement protocols [67, 68], the multipartite counterpart of QKD allowing # parties to get a secure shared

key, or anonymous transmission [11] and electronic voting [12] with high security and privacy guarantees.
Through Bell state measurements and local operations, two GHZ states and a Bell pair can be transformed
into a bigger GHZ state as we show in figure 13. For more information about graph state manipulation, see
e.g. [14, 69]. These techniques are interesting for scaling up quantum networking applications, including for
satellite quantum communication in the long run.

The implementation of protocols relying on multipartite entanglement in a realistic adversarial
framework typically relies on performing multiple rounds of state verification [10] in between rounds of
actual use of the state. For this, high-fidelity states need to be generated and routed efficiently through the
network. This is quite challenging with present technology. As explained in detail in [47], photonic GHZ
states are created by simultaneously creating Bell pairs by spontaneous parametric down conversion that are
then entangled using fusion gates [70]. All these processes are probabilistic and this makes the probability of

[66], to the Qlients and processing the measurement outcomes enables conference key
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Figure 13. By making Bell state measurements and local operations, two GHZ states generated in Paris and the Netherlands can
be transformed into one single shared GHZ state, consuming one Bell pair shared between the two metropolitan networks.

succeeding in creating a GHZ state quite low: on the order of 1073 for 3 or 4 qubits GHZ states and 10~ for
5 or 6 qubits GHZ state. State generation using single-photon sources may eventually improve these rates.

Our Qloud architecture is compatible with the deployment of such applications that will become
available as technology progresses, and with other ones yet to be discovered that will rely on equivalent
resources. Considering upgradability to accommodate advanced applications in the design of near-term
quantum networks is important such that the developed technology can be efficiently used at all network
stages. We also remark that the Qloud architecture is convenient for new users to join as they only has to
connect to their Qonnector in a Quantum City. Future work will explore how communication between
bacQbone nodes could be optimized to facilitate communication of two Qlients in distant Quantum Cities,
for example Dina and Alice in figure 1.

6. Conclusion

In this work, we have studied the feasibility of satellite quantum communication between two Quantum
Cities in Europe through the development and use of a simulation library for the NetSquid
quantum-network simulator. Through these simulations, we were able to perform parameter exploration of
quantum communication from satellite to ground stations, using real satellite data, by computing the
transmissivity for each individual photon. Our code is available on GitHub [48, 49] and is modular. We then
embedded this analysis in a quantum network setting, to explore the relevance of satellite communication in
concrete scenarios. We showed the performance of two different QKD configurations in a specific realistic
setting linking two European cities. The underlying Qloud architecture shown in figure 1 minimizes end user
hardware while facilitating routing of entanglement, and also allowing for several alternatives for creating
correlation between the users. We also discussed alternatives to satellite communication for connecting
different Quantum Cities, such as high-altitude balloons. Combinations of terrestrial, free-space and satellite
links will likely be required for the realization of the full-scale Quantum Internet. We believe that simulation
tools like the ones developed for this work are instrumental for assessing the necessity and gain of deploying
such resource-intensive infrastructures, considering all relevant trade-offs in performance, service
availability, security, etc for promising quantum networking use cases.
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