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Abstract: Quantum summation is one of the various applications in secure multi-party computation.
However, most of the existing quantum summation protocols assume that the participants possess
all the quantum devices. Considering future applications, the capability of the participants must be
adjusted before it can be put into practical use. Although Boyer et al. proposed that the semi-quantum
environment could be used to solve this problem; another practical problem is the interference by
noise. In 2022, Ye et al. proposed a two-party semi-quantum summation (SQS) protocol resistant to
the interference of collective noise, in which two classical participants can accomplish the summation
of their private binary sequences with the assistance of a quantum semi-honest third party. They
proved that their SQS protocol is resistant to various eavesdropping attacks. This paper unveils two
risks of information leakage in Ye et al.’s SQS protocol. If the aforementioned security issues are not
resolved, Ye et al.’s SQS protocol may not be able to perform private quantum computations securely.
Fortunately, the SQS protocol against the collective-dephasing noise proposed in this study is free
from the issue of information leakage as well as resistant to various quantum attacks. In addition,
the quantum efficiency of the SQS protocol proposed in this study is four times higher than that of
Ye et al.’s SQS protocol, which can effectively improve the quantum utilization rate.

Keywords: quantum cryptography; collective-dephasing noise; measure-resend; semi-quantum
summation

MSC: 81P9%4

1. Introduction

With the development of quantum information and quantum computation, quantum
computers continue to break through technical bottlenecks. Owing to the computing
capabilities of quantum computers, studies have confirmed that many mathematical prob-
lems, which are difficult to solve using traditional computers, can be solved in polynomial
time using quantum computation [1-4]. It can be seen that quantum computation has a
huge impact on the future development of cryptography. Among them, secure multiparty
quantum summation [5-17] is one of the basic applications of secure multiparty quantum
computation [18-22]. which can be explained as: n users Py, Py, ... , P, intend to compute
a summation function f (x1, xp, ..., x5), where x; (i=1,2, ..., n) represents the private
input of user P;. Function f can be displayed publicly or only available to certain users.
The objective of secure multiparty quantum summation is to ensure the correctness of
the summation results and to protect the privacy of users’ inputs. Quantum summation
plays an important role in the construction of complex multiparty computations and can be
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potentially applied to scenarios, such as quantum private comparison [23-27] and quantum
voting [28-31].

In recent years, many studies on quantum summation protocols have been flourish-
ing through various quantum states. In 2014, Zhang et al. [8] used a single photon to
construct a quantum summation protocol in the photon polarization mode and spatial
degree of freedom mode through unitary operation and quantum repetition test. In 2015,
Zhang et al. [9] proposed a three-party (TP) quantum summation protocol that does not
require an honest third party, in which the quantum entanglement state of six photons is
used. In 2016, Shi et al. [10] used quantum Fourier transform, controlled NOT, and oracle
operators to study the protocol of quantum summation and quantum multiplication prob-
lems. Afterwards, they proposed a common solution to the quantum summation problems
in the special case of the two parties [11]. In 2017, Zhang et al. [12] designed a multiparty
quantum summation protocol based on a single photon and unitary operation. In the same
year, Liu et al. [13] studied a quantum summation protocol using the entanglement states
with multiple photons (e.g., Bell state), to encode private computations of users. In 2018,
Yang et al. [14] proposed a quantum solution to solve in environments that rely on n-party
and d-dimensional entanglement states. In 2019, Ji et al. [15] proposed a probabilistic
quantum summation protocol based on the quantum entanglement swapping between the
Bell and cat states. In the same year, Gu et al. [16] discovered that the quantum summation
protocol proposed by Zhang et al. [8] can be under interception replay attacks, and they
proposed an improved strategy.

However, all the above aforementioned quantum summation protocols [5-17] assume
that the participants have all the quantum devices. In practice, although quantum comput-
ers and the construction of quantum networks have developed rapidly, for ordinary users,
quantum devices and instruments are expensive. Therefore, unlike the common study on
quantum cryptography protocols, in 2007, Boyer et al. [32] proposed the first semi-quantum
key distribution (SQKD) through the generation and measurement of a single photon.
According to their definitions, the semi-quantum environment can be simply classified
into Alice, a participant with quantum capabilities, and Bob, a participant with classical
capabilities. In other words, Alice represents the party with expensive quantum, quantum
instruments, and capabilities, while Bob represents the party with fewer capabilities and
more constraints. The detailed definitions are as follows: Quantum user Alice can perform
the following operations: (1) generate any quantum state, for example, single photon or
Bell state; (2) perform any measurement mode, for example, Bell test or measurement of
multiple entanglement; (3) possesses quantum memories to store quantum states. How-
ever, classical user Bob is limited to performing the following operations: (1) use the Z
basis {|0>, |1>} to generate quantum states; (2) use the Z basis to measure the received
quantum bits (qubit); (3) rearrange qubits by various delayed quantum circuits; (4) di-
rectly reflect the received qubits. Because Bob only uses the qubits [0> and |1>, and does
not consider other quantum superposition of single photons, the operations that can be
performed by Bob are similar to the computation in traditional communication.

In 2021, Zhang et al. [33] designed a three-party semi-quantum summation protocol
using single photons. Among them, the GHZ-based basis measurement technique is used to
check the honesty of almost-dishonest TP and to calculate the summation of users’ private
inputs. In this protocol, it is assumed that TP is almost dishonest, which means that TP
is capable of launching all kinds of attacks without violating quantum mechanics, except
for the collusion attacks with other dishonest users. The three classical participants who
received particles from the TP can only perform the following two modes of operations:
(1) reflect particles back to the TP without interference; (2) use Z basis {|0>, |1>} to
measure the received quantum states, and generate the same quantum states to reflect back
to the TP. Zhang et al. [33] claimed that their proposed semi-quantum summation protocol
could resist attacks from outside and dishonest parties. In 2022, Hu and Ye [34] constructed
a three-party secure semi-quantum summation protocol using a single photon. It can
calculate the modulo 2 summation of the private bits from one quantum participant and
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two classical participants. In the protocol proposed by Hu and Ye [34], quantum participants
need to perform only Z-basis, X-basis, and Bell basis measurements, and do not need to
perform quantum entanglement swapping, unitary operations, or shared private keys
beforehand. Compared with the semi-quantum summation protocol of Zhang et al. [33],
the protocol by Hu and Ye [34] has better performance in quantum measurements by the
quantum participants. In addition, the protocol by Hu and Ye [34] has a higher value of
quantum efficiency. In 2022, Pan [35] proposed a special participant attack against the semi-
quantum summation protocol by Zhang et al. [33] Although the semi-quantum summation
protocol by Zhang et al. [33] detects the presence of eavesdroppers and checks the honesty
of the TP, the TP can obtain the measurement results of the three participants without
being discovered. As a result, the semi-quantum summation protocol by Zhang et al. [33]
cannot calculate the summation, and the TP even may access the private information of the
three participants.

However, the aforementioned studies on semi-quantum summation protocols [33-35]
focused on discussing the design and security of the protocol. Although these studies
used the properties of quantum physics to develop security protocols capable of detecting
the presence of eavesdroppers, they must have the assumption that there is no noise
interference in the communication process, that is, the quantum channel is an ideal channel.
Without this assumption, on an actual quantum channel, the error rate produced by the
aforementioned semi-quantum summation protocol [33-35] cannot be distinguished as
being caused by eavesdropping or noise interference. Therefore, attackers can launch an
attack and use the noise to hide the errors caused by the attack, so that the two parties in the
communication will mistakenly believe, in their open discussions, that the measurement
errors are caused by the noise on the channel.

In 2022, Ye et al. [36] proposed a two-party semi-quantum summation protocol re-
sistant to interference by collective noise, in which the two classical users could accom-
plish the summation of their private binary sequences with the assistance of a quantum
almost-dishonest TP. The term “almost-dishonest” implies that the TP cannot collude with
others; however, it can implement all kinds of quantum attack strategies itself. Ye et al.’s
semi-quantum summation protocol [36] employs logical qubits as transmission media to
overcome the negative influence of collective-dephasing noise and does not make any
two parties share a random secret key beforehand. The security analysis of Ye et al. [36]
proves that their protocol can effectively prevent outside attacks from eavesdroppers and
attacks from TP or inside participants. In addition, the TP has no way of knowing about
the summation results.

Although Ye et al. [36] proved in their study that their semi-quantum summation
protocol is resistant to all kinds of eavesdropping attacks, this study proves that their
semi-quantum summation protocol [36] has two risks of information leakage. If these
security issues are not resolved, their semi-quantum summation protocol [36] may not be
able to perform private quantum computations securely.

The goal of this study is to propose a semi-quantum summation protocol that is
secure and resistant to noise interference. This study also proves that Ye et al.’s semi-
quantum summation protocol [36] has two risks of information leakage. Compared with
the semi-quantum summation protocol proposed by Ye et al. [36], the semi-quantum
summation protocol against the collective-dephasing noise proposed in this study is free
from information leakage in addition to being resistant to all kinds of quantum attacks. In
addition, the quantum efficiency of the proposed protocol is four times higher than that of
Ye et al.’s [36], which can effectively improve the quantum utilization rate.

The rest of this paper is organized as follows. First of all, Section 2 will revisit the
step-by-step procedure of Ye et al.’s semi-quantum summation protocol. Then, two security
loopholes in their protocol will be pointed out in Section 3 along with a possible solution
to remedy these problems. Section 4 will do a thorough security analysis including some
common quantum attacks. Section 5 presents the efficiency analysis. Section 6 will give a
brief conclusion.
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2. Review of Ye et al.’s Semi-Quantum Summation Protocol

To illustrate the results of this study, Section 2.1 introduces the characteristics of
collective-dephasing noise. Subsequently, in Section 2.2 the semi-quantum summation
protocol by Ye et al. [36] is introduced and reviewed.

2.1. Collective-Dephasing Noise

Noise interference increases the error rate of quantum communication in addition to
causing de-coherence, which changes the quantum state or destroys the quantum entangle-
ment, leading to incorrect results in the quantum state measurement. Therefore, the focus
of this study is to design a high-efficiency fault-tolerant quantum coding technology that
can resist the interference of quantum noise.

Collective-dephasing noise is one of the common collective noises. In the following content,
a single photon has been used to introduce the characteristics of collective-dephasing noise and
the method of fault-tolerant coding. With the interference of collective-dephasing noise, single
photons |0> and |1> will respectively be changed to [0> and ¢'?|1>, in which ¢/ will vary with
time. To overcome the interference of the collective-dephasing noise, the tensor product of the
single photons to each other is calculated, that is, [00>, [01>, [10> and |11>. It can be found
that |01> and [10> have the same interference coefficient ¢?’. Therefore, [37—41] used |01> and
|10> to design fault-tolerant coding, which can resist the interference of collective-dephasing

noise. They defined the logical single photon with Z, basis as ‘Odp> = ‘01> and ‘]—dp> :‘10>,
then, the other set of X, basis as ‘+dp> = i(‘Odp>+‘1dp>) = %(|Ol>+|10>) and

—d,,>:%(‘0dp ‘1@ ) L(j01>-[10>).

In addition to the fact that loglcal single photons can resist collective-dephasing
noise, [42] also proposed it using logical Bell states to resist collective-dephasing noise, as
shown in Equations (1)—(4), where ‘Cbi> = \%(|00>i\11> ) and “I’i> = %(\Ol>i|10>)
are the common Bell states. From Equations (1)—(4), it can be seen that except when directly
using the logical Bell basis for measurement, the general Bell basis can also be used for two
measurements to distinguish the four logical Bell states.

1
ﬁ(’+dﬁ>‘+d’9> * ’_dp>‘_dp>)1z34 - ﬁ(‘od’”>’0d’”> + ’1dp>‘1d”>)1234

= 75(/01>]01> +]10>[10>)1534 = (/00 >[11> + [11>[00> ) 135, 1)
1 _ _
= H(|e7>[@T> — o7 >[0T ),
_ 1
ﬁ<’+dp>’_d”> + ’_d”>’+d’”>) 24 ﬁ(‘od”>’0d”> B ’1dp>’1d7">>1234
%(ml >|01> — [10>[10>) 155 = ﬁ(|00>|11> —|11>]00> )34 )
1 — —
= S(|o7>[@T> — [T >[0T ),
1 _ 1
ﬁ(‘+d?>‘+d”> R ‘7d”>‘7d” >)1234 B ﬁ(‘od”>‘ld”> + ‘1d”>‘0d” >)1234
%(|01>|10> +[10>]01>) 195, = \%(|01>|10> +[10>]01>) 394 (©)
l — —
\ﬁ(‘TJr S[¥T> - [¥7 > >)
1 _ 1
72(‘ dp>‘+d’”> R ‘+d”>‘_d” >)1234 B ﬁ(’od?>‘ld”> B ‘1dp>‘0d’” >)1234
%(ml >[10> — [10>|01>) 93y = %(ml >[10> — [10>|01>)154 (4)
1 — —
ﬁ(w >E> = [¥T S >) 4,

From Equations (1) and (3), Equation (5) can be deduced as:

1
> = (ot > ]*P* ) 5
’—h’l’” 12’+dp ~ 34 V2 (’ dp 1234 * Ty ~ 1234 ®)
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From Equation (5) it can be seen that, if two Bell basis measurements are performed, the
measurement result can be deduced as [P >13‘d>+ >o0 | P >0, |~ >0 ¥ >15 k& >4
"I’* >3 "Y* >,,- Therefore, according to Equations (1)-(4), Equations (6)-(9) can be de-
duced as:

1. _

Op> 5 |Odp >4, = V2 ( Pap> 1300 1 | Py >1234) ©)

Oap 71 Lap T ﬁ< Fap Zm T Fap >1234) @)

1

1 04> = —=(|¥4, - ¥,> ) 8
ap =15 |y~ 5y V2 \ldp ~ 1234 ap ~ 123 ®

14> |14, > —i(q>+> — D > ) )
LTI A VIR R LA VXN ap " 1234

2.2. Semi-Quantum Summation Protocol against Collective-Dephasing Noise

Suppose there are two classical participants with limited quantum capabilities, Alice
and Bob. Alice’s private binary string is denoted as X = (x1, x2, ... , x;), while Bob’s private
binary string is denoted as Y = (y1, ¥2, ... , yu). Here, x; and y; arein {0,1},i=1,2,... , n.
Alice and Bob want to calculate the modulo 2 summation of their private binary strings
over the collective-dephasing noise quantum channel. In the semi-quantum summation
protocol against the collective-dephasing noise, an almost-dishonest TP is used to assist
the calculation. The TP has the ability to perform all kinds of attacks but is not allowed to
collude attacks with anyone else [43]. A secure semi-quantum summation protocol should
meet the following requirements [7]:

1.  Correctness: The summation results of the private binary strings of the two partici-
pants should be correct.

2. Security: The private binary strings of the two participants cannot be leaked out to an
outside eavesdropper.

3. Privacy: The private binary string of each participant should be kept secret from the
TP.

Inspired by [44,45], Ye et al. designed a semi-quantum summation protocol to calculate
the modulo 2 summation of Alice’s and Bob’s private binary strings over the collective-
dephasing noise quantum channel. The protocol steps are described as follows.

Step 1: TP generates an initial state | +4, >1» = % (‘Odp>+’1dp>) = \%(|Ol>+|10>)12,
and then all the first and second photons with |+;,>1> are assembled into photon
groups S; = {si, 83, ...,s}}and S, = {s}, s3, ..., s} } respectively, where s| and
sh,, respectively, denote the ith photon in S; and S,. Finally, the TP sends the photons
of S1 and S, to Alice and Bob one by one, respectively.

Step 2: For each received photon, Alice and Bob will immediately perform the following
two operations, respectively:

(1.)  CTRL mode: directly reflecting it back to TP.
(2.)  SIFT mode: measuring the photon with Z, basis and resending the same
photon as the received one to TP.

The photon sequences after Alice’s and Bob’s operations are denoted as S’y and S/,
respectively. The TP stores the received photon sequences S’y and S'; in a quantum
memory.

Step 3: To check the presence of eavesdroppers, TP chooses a group of photons randomly
in §'1 and S'; to perform eavesdropping detection. The TP tells Alice and Bob the
positions of the chosen photons, and they reply to the TP that the choice is the
CTRL mode or the SIFT mode and their respective measurement results.
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(1) For CTRL mode: TP measures the photons with the X, basis and determines
whether the measurement results are identical to the initial state |+;,>12.

(2.)  For SIFT mode: TP measures photons with a Z, basis and determines
whether the measurement results are identical to those announced by Alice
and Bob.

Step 4: After passing the eavesdropping detection, Alice and Bob ask TP to perform Bell ba-
sis measurements twice on the remaining photon sequences and announce the mea-
surement results. After TP announces all the measurement results, Alice and Bob
randomly choose a part of the measurement results to check the honesty of TP. If Al-
ice and Bob both choose the CTRL mode, the measurement results announced by TP
should be [®F >[0T >, , [©7 > |® >, [¥YT> ¥ >, [ >,¥ >,
(Equation (5)). If both Alice and Bob choose the SIFT mode, the measurement results
announced by TP should correspond to Equations (6)—(9). For example, if the mea-

surement results of Alice and Bob are 04p>12 and ’Odp >34, the measurement results
announced by TP should be | @1 >, |®T >, , @ > ,|®” >,,, |[®T > ,|®™ >
|7 >5[ >y,

Step 5: After passing the honesty check of TP, Alice and Bob announce the selection mode
of the remaining photon sequences. Only when Alice and Bob both choose the SIFT
mode can they be used to make secret keys. If Alice’s or Bob’s measurement result

247 247 247

is ’0dp> , the respective bit of private key k;? and k? is recorded as “0”, wherej =1,
2, ..., n. Conversely, if Alice’s or Bob’s measurement result is ’1 dp>, the respective
bit of private key k}? and kﬁ’ is recorded as “1”. Therefore, Alice and Bob can get
their own private keys K4 = {k‘{, k3, ...,k’j,} and K = {kl{, klz’, ...,kﬁ’l}. Al-

ice and Bob can derive the calculated value Cr = {k!, kb, ...k} of TP from
the measurement results. If the measurement result announced by the TP is
+ + — — + — — + t : 7 Y4
| > [ DT>, [P > ,|@7 >, [@F > 5|07 >, |0 >, |P >,y K willbe “0”,
wherej=1,2,...,n. Conversely, if the measurement result announced by TP is
+ + - - + - - :
(¥ >5[ >, [¥7 > 5 [F >0, [Y7 >5[ >y [ >5|[¥ >, then K will

be “1”. Alice and Bob calculate their modulo 2 summations c}l = k}? @ x; and

cﬁ-’ = k? @ v, respectively, where j =1, 2, ..., n. Subsequently, Alice and Bob tell

each other their calculation results C4 = {c‘{, Ch) s Ch } and Cg = {c[{, cg, ey, C,Z }

respectively. Finally, Alice and Bob calculate 1= c;? D c? D k; to obtain the summa-
tionresult R = {ry,72,...,7n}.

3. Security Issues and Research Methodology

Section 3.1 of this study shows that the semi-quantum summation protocol against
the collective-dephasing noise [36] has the problem of the order, in which the participants
announce the results. In Section 3.2, the issue of information leakage in the semi-quantum
summation protocol against the collective-dephasing noise has been illustrated. Finally,
Section 3.3 presents the semi-quantum summation protocol against collective-dephasing
noise proposed in this study.

3.1. Issues for the Order of Results Announced by Participants in Ye et al.’s Protocol

Without loss of generality, it is assumed that Bob is a malicious participant in the
protocol. If he wants to obtain the result of the quantum summation by himself, he can
calculate 1= c;? ) C? &) k;, using his own calculation results Cp = {cll’, cg, ., cﬁ} along
with Cr = {k}, kb, ..., k!, } announced by TP and C4 = {c{, ¢4, ..., c%} announced by Al-
ice, so as to obtain the summation R = {rq,r,..., 7, }. Subsequently, if he maliciously does

not announce Cg = {c?, cg, s, c’ﬂl} to Alice, Alice cannot get the result of the summation.
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Therefore, in Ye et al.’s semi-quantum summation protocol against the collective-
dephasing noise, for the participants Alice or Bob, the one who announces the summation
results first will be the one with a disadvantage. Therefore, there can be a dispute on the
unfairness in the design of this protocol.

3.2. Security Issues Owing to Information Leakage in Ye et al.’s Protocol

Unlike the general active attacks, the security issues owing to information leakage
are that the eavesdropper Eve can directly analyze the communication data and obtain
part or all of the secret information in the communication process without performing
any destructive direct attacks. Therefore, this security issue cannot be detected using any
detection method. Hence, care must be taken in the design of the protocol, especially in the
design of the coding method.

Ye et al.’s semi-quantum summation protocol against the collective-dephasing noise
has been analyzed in detail in the following section. In Ye et al.’s semi-quantum summa-
tion protocol, TP must announce all the measurement results, Ct, to prevent the almost-
dishonest TP from cheating. Subsequently, in Step 5, Alice and Bob announce their calcula-
tion results C4 and Cg, respectively. Therefore, the eavesdropper Eve can obtain Ct, Cx
and Cg, calculate and obtain X @ Y (= Cr @ C4 @ Cp). In this way, there are four combi-
nations {00, 01, 10, 11} of the calculated summations of Alice and Bob for eavesdropper
Eve to guess in the first place; however, owing to the obtained X @ Y, Eve can rule out the
other two possibilities, leaving only two possible combinations, which causes the issue of
information leakage (see also Table 1). For example, Eve calculates X @Y = 0. It can be
deduced that the summation of Alice and Bob will be one of the following two possibilities:
{00, 11}. Therefore, Eve can determine that the summation of Alice and Bob must be either
one in {00, 11}. Thus, Eve can obtain the — Y; p;log, p; = —2 x 1log, + = 1 bit of the
calculated value. Consequently, if there are two secret bits of calculation results, then one
of them gets leaked to Eve.

Table 1. Corresponding table of information leakage.

Cr Ca Cp CrdCadCp = XDY
0 0 0
0 1 1
0
1 0 1
1 1 0
0 0 1
0 1 0
1
1 0 0
1 1 1

3.3. Proposed Semi-Quantum Summation Protocol against Collective-Dephasing Noise

This section presents the semi-quantum summation protocol against the collective-
dephasing noise proposed in this study. Suppose there are two classical participants with
limited quantum capabilities, Alice and Bob. Alice’s private binary string is denoted as
X = (x1, x2, ..., Xz), while Bob’s private binary string is denoted as Y = (y1, y2, ... , Yn)-
Here x; and y; belong to {0,1},i=1,2, ..., n. Alice and Bob want to calculate the modulo
2 summation of their private binary string over the collective-dephasing noise quantum
channel. The almost-dishonest TP has the ability to perform all kinds of attacks but is not
allowed to collude attacks with anyone else.

To solve the security issues owing to information leakage, the semi-quantum summa-
tion protocol against the collective-dephasing noise proposed in this study allows Alice and
Bob to share one secret key K4p in advance. Therefore, an outside attacker cannot obtain
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the XOR results of the C4 and Cp values during the communication process. Accordingly,
the semi-quantum summation protocol against the collective-dephasing noise proposed
in this study does not have security issues owing to information leakage. The steps to the
semi-quantum summation protocol against the collective-dephasing noise proposed in this
study are described as follows.

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Alice and Bob share one secret key Kap = {K{", K&, ..., kil | through the mediated
SQKD protocol [46-54].

TP generates an initial state ’—l—dp>12 = % (’0dp>+’ldp> ) = \% (101>4]10> ),
Subsequently, all the first and second photons of |+4,>12 are assembled into
photon sequences §; = {sl, s, ...,sl} and S; = {s}, &3, ... s} respectively,
where s and s}, respectively, denote the ith photon in S; and S;. Finally, the TP
sends the photons of S; and S; to Alice and Bob one by one, respectively.

For each received photon, Alice and Bob immediately perform the following two
operations, respectively:

(1) CTRL mode: directly reflecting it back to the TP.
(2)  SIFT mode: measuring the photon with Z, basis and resending the same
photon as the received one to the TP.

The photon sequences after Alice’s and Bob’s operations are denoted as 5’1 and S'»,
respectively. The TP stores the received photon sequences §’1 and S'; in a quantum
memory.

To check the presence of eavesdroppers, Alice and Bob announce their respective
chosen modes. They perform the following steps depending on the chosen mode.

1) Both Alice and Bob choose the SIFT mode: if both Alice and Bob choose the
SIFT mode, they can be used for summation calculation and move to Step 5.
2) Alice chooses the SIFT mode, while Bob chooses the CTRL mode: TP uses the
Z4, basis to measure photons and asks Alice to announce the measurement
result. Subsequently, it is determined whether the measurement results of
both parties are identical. TP uses the X, basis to measure the photons
reflected by Bob, and it is determined whether the measurement result is

identical to the initial state +iap>12-

3) Alice chooses the CTRL mode, while Bob chooses the SIFT mode: TP uses
the X, basis to measure the photons reflected by Alice and determines
whether the measurement result is identical to the initial state ‘+dp>12'

TP uses the Z;, basis to measure photons and asks Bob to announce the
measurement result to determine whether the measurement results of the
two parties are identical.

(4) Both Alice and Bob choose the CTRL mode: TP uses the Xp basis to mea-
sure the photons reflected by Alice and Bob, and determine whether the

measurement result is identical to the initial state +ip>12-

In the checking modes of Steps (2)~(4), if the error rate exceeds the preset threshold,
the protocol is terminated and restarted. If it passes the eavesdropping detection,
move to Step 5.

After passing the eavesdropping detection, only the result that Alice and Bob
both choose the SIFT mode is retained. If Alice’s or Bob’s measurement result
is ’Odp> , the respective bit of private key k}? and k;’ is recorded as “0”, where j
=1,2,..., n Conversely, if Alice’s or Bob’s measurement result is ‘1dp>, the
respective bit of private key k;? and kj-’ is recorded as “1”. Therefore, Alice and Bob
can get their own private keys K4 = {k4, k3, ..., k%} and Kp = {kll’, K, ... kb }
Subsequently, Alice and Bob, respectively, calculate their modulo 2 summations
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c}’ = k;?b &) k;? @D x; and c}’ = k;?l’ &) k;’ Dy wherej=1,2,...,n. Finally, Alice and
Bob send their calculation results C4 = {c‘l’, oy ey CZ} and Cg = {cll’, cg, s, CZ}
to the TP, respectively.

Step 6: After the TP receives Co = {cf, ¢§, ..., ¢4} and Cp = {cll’, e, ...,CZ} from Alice
and Bob, it performs two Bell measurements on the quantum states of the corre-
sponding positions reflected by Alice and Bob, obtaining the measurement result Ct =
{kt, kb, ..., ki }. If the measurement result of TPis |®* >13|<I>+ >0 |97 >13|<I>* >0
DT> |0 >, [0 > 50T >, k; will be “0”, where j=1,2, ..., n. Conversely, if
the measurement result of TP is [¥ >13“I’+ >, [¥7 >13"1’* > ¥ >13]‘I’* >0
[¥7 > 5[¥" >,,, ki will be “1”. Finally, by calculating r; = ¢} & C]h» @k, the TP obtains
the summation result R = {rq,1y,...,7,}, then announces R to Alice and Bob.

4. Security Analysis

In this section, the correctness, security, and privacy of the proposed semi-quantum
summation protocol against the collective-dephasing noise will be analyzed.

4.1. Correctness

In this study, the TP can obtain the summation result R = {ry,ry,...,7n} by calculating

= C? ) c}’ EBk;, and announce R to Alice and Bob. According to Equations (6)—(9),

k}? &) k]b ) k; = 0 can be deduced. Therefore, =X &) y; can be obtained by calculating
Equation (10), which means that the proposed protocol can deduce the summation result

of both parties correctly, that is, can achieve correctness.

) —qeden-(erey)e(rereror
= (x®y) DK OK OK) B(K BK) =3By

4.2. Security

The main requirement for security is that Alice’s and Bob’s private binary strings
cannot be leaked to an outside eavesdropper, Eve. To steal Alice’s or Bob’s private binary
strings x; or y;, Eve must intercept the photons sent by the TP to Alice and Bob in Step 2.
Subsequently, Eve performs the measurement and generates the corresponding photons
according to the measurement results, and reflects them back to the TP. If Eve can pass
the eavesdropping detection in Step 4, Eve can obtain k% and k!. However, for each
transmission, Alice, Bob, and the TP have a probability of 0.75 for eavesdropping detections
(i.e., Alice chooses SIFT mode while Bob chooses CTRL mode, Alice chooses CTRL mode
while Bob chooses SIFT mode, and Alice chooses CTRL mode and Bob chooses CTRL
mode). Therefore, if Eve does not know whether Alice and Bob chose the SIFT or the CTRL
mode, the probability that Eve can pass the eavesdropping detection is 0.25. Hence, the
probability of Eve being discovered is 1 — (0.25)". When the value of 7 is large enough, the
probability of Eve being discovered will converge to 1.

4.3. Privacy

Privacy implies that both Alice’s and Bob’s private binary strings should be kept
secret from the TP. That is, the TP can only calculate 1 =%y, and there is no way
to further obtain the private value of X;jory;. Compared with Eve, the TP has a distinct
advantage, because the TP can participate in the protocol process and then obtain some
useful information. In Step 4, to check the presence of the eavesdroppers, Alice and Bob
announce their respective chosen modes, so that the TP can know the choices of Alice and
Bob. For detection, the TP performs the eavesdropping detection honestly, therefore Alice
and Bob cannot discover whether the TP is lying. In Step 5, after passing the eavesdropping
detection, only the result when both Alice and Bob choose the SIFT mode is retained. The
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TP uses the Z-basis to measure the photons reflected by Alice and Bob under the SIFT mode
so that it can obtain k;-‘ and k]b» . However, the TP still has no way to know the private values

X;joryj, because Alice and Bob calculate their modulo 2 summations C? = k}?b &) k}? @ x;

and c;’ = k;?b b k? @ y; separately. Therefore, without k;’b, the TP cannot deduce the private
value of X;ory;.

5. Efficiency Analysis

Table 2 compares the important functions in Ye et al.’s [36] semi-quantum summation
protocol with the semi-quantum summation protocol proposed in this study. Consider the
quantum efficiency calculation equation of the quantum cryptography protocol [55-57]
ism = %, where c is the number of bits of the last shared secret information, and g is the
number of qubits generated in the communication protocol. In general, it is assumed
that during the eavesdropping detection step of the communication protocol, half of the
transmitted qubits are used to detect the presence of eavesdroppers.

Table 2. Performance comparison of Ye et al.’s semi-quantum summation protocol and the pro-
posed protocol.

Ye et al.’s [36]
Semi-Quantum Summation Protocol

Quantum efficiency 0.015625 0.0625

Proposed Protocol

Security issues owing to

. . Exists Not Exists
information leakage

In Ye et al.’s semi-quantum summation protocol against the collective-dephasing noise,
the TP must generate 2n logical single photons (i.e., 41 qubits), and each group of logical
single photons can be used to calculate one classical private bit. To prevent eavesdropping,
the TP randomly chooses half of the photons in the photon sequences S/; and S/;, to
perform eavesdropping detection. After eavesdropping detection, Alice and Bob ask the TP
to perform two Bell basis measurements on the remaining half of the photon sequences and
announce the measurement results. After the TP announces all the measurement results,
Alice and Bob randomly choose half of the measurement results to perform the TP honesty
check. After passing the honesty check of TP, Alice and Bob announce the chosen mode of
the remaining photon sequences. Only when Alice and Bob both choose the SIFT mode
can they be used to make secret keys, and its probability is 0.25. Therefore, the quantum
efficiency of Ye et al.’s semi-quantum summation protocol against the collective-dephasing
noiseis /L X 3 X + x 1 = 0.015625.

In the semi-quantum summation protocol against the collective-dephasing noise
proposed in this study, each logical Bell state (i.e., 4n qubits) can be used to calculate one
classical bit of secret information. Only when Alice and Bob both choose the SHIF mode
can they be used to calculate the summation, and the probability of its occurrence is 0.25.
Therefore, the quantum efficiency of the semi-quantum summation protocol against the
collective-dephasing noise proposed in this study is /- x 3 = 0.0625. It is evident that
the quantum efficiency of the semi-quantum summation protocol against the collective-
dephasing noise proposed in this study is four times higher than that of Ye et al.’s semi-
quantum summation protocol. The proposed protocol can effectively improve the quantum
utilization rate with no information leakage.

6. Conclusions

This study proved that Ye et al.’s semi-quantum summation protocol against the
collective-dephasing noise has security issues owing to information leakage. This study
also proposed an efficient and safe semi-quantum summation protocol against the collective-
dephasing noise. In Ye et al.’s semi-quantum summation protocol against the collective-
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dephasing noise, the dishonest participant is allowed to not announce the calculation
results first, thereby obtaining the calculation results of the other party, and calculating
the summation of the two parties. Furthermore, eavesdroppers can obtain some secret
information during the communication process without performing any active attack. To
solve these security issues, this study proposes a new semi-quantum summation protocol
against the collective-dephasing noise. The semi-quantum summation protocol against the
collective-dephasing noise proposed in this study is free from information leakage, also in
addition to being resistant to other well-known attack modes. In addition, the quantum
efficiency of the semi-quantum summation protocol against the collective-dephasing noise
proposed in this study is four times higher than that of Ye et al.’s semi-quantum summation
protocol. Therefore, the proposed method performs safely and improves the quantum
efficiency. Although the proposed semi-quantum summation protocol can only resist
the interference of the collective-dephasing noise, further research will be conducted to
build a semi-quantum summation protocol that can resist the collective-rotation noise.
However, in order to counteract the collective rotation noise, at least two-particle entangled
states must be generated. In the assumption of a semi-quantum environment, a classical
participant can only generate photons in the Z-basis. Therefore, in the measure-resend
environment, the classical participants cannot generate entangled states, and thus cannot
resist the interference of the collective-rotation noise. This is worth further investigation.
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