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ABSTRACT

While ideal quantum key distribution (QKD) systems are well-understood, practical implementations face various vulnerabilities, such as
side-channel attacks resulting from device imperfections. Current security proofs for decoy-state BB84 protocols either assume uniform phase
randomization of Alice’s signals, which is compromised by practical limitations and attacks like injection locking, or rely on a (partially)
characterized phase distribution. This work presents an experimental method to characterize the phase de-randomization from injection
locking using a heterodyne detection setup, providing a lower bound on the degree of isolation required to protect QKD transmitters against
injection-locking attacks. The methods presented are source-agnostic and can be used to evaluate general QKD systems against injection-

locking attacks.

© 2025 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license
(https://creativecommons.org/licenses/by/4.0/). https://doi.org/10.1063/5.0260685

I. INTRODUCTION

Quantum key distribution (QKD) is a method of establishing
information-theoretically secure keys between two parties, com-
monly known as Alice and Bob.' * Unlike classical methods that
rely on computational assumptions about a potential adversary,
Eve, QKD provides a solution where Eve is limited only by the
laws of quantum physics. While the security of ideal QKD systems
is rather well-understood,”* security proofs make various model
assumptions about the physical implementation.”'’ Any discrep-
ancy between the model and the implementation, for example due
to device imperfections, may lead to side-channel attacks, where
Eve gathers additional information about the key that is not mod-
eled in the proof.'' "’ Usually, the model must then be adjusted to
account for given device imperfections, and security proven for this
new model. In the last two decades, much effort has been devoted
to closing the gap between the implementation and the model, e.g.,
by increasing the complexity of the theoretical models'™'*"* or by
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proposing new protocols with fewer assumptions on the behavior of
both the transmitter'®'” and the receiver.'*"”

As a well-known example, earlier analyses assumed that Alice
generates single photons.””’ Owing to their greater practicality,
weakly coherent states have become a favored means to generate
Alice’s signals as part of the decoy-state BB84 protocol,” " which
is arguably the most widespread protocol at present due to its high
practicality and key rates. A common assumption of security proofs
for decoy-state QKD is that the phases of Alice’s signals are uni-
formly random.”*"" Security can still be proven without uniformly
distributed phases, but performance is drastically affected with cur-
rent security proofs'"”**” and requiring a (partial) characterization
of the degree of phase randomization.

The injection-locking attack specifically aims at attacking the
phase randomization process by injecting light into Alice’s setup
in order to lock the phase of her light source. We note that even
without this attack, perfect uniform distribution is experimen-
tally not feasible, and the degree of phase randomization must be
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experimentally characterized. Laser-seeding attacks have been
experimentally demonstrated using phase information®® and fre-
quency information.”” The effect of laser-seeding attacks on the
intensity has been studied experimentally and theoretically in
Ref. 28. Injection locking has also been used for a photon-number
splitting attack.”” A recent work describes the effect of injection
locking on phase de-randomization,”” but their analysis focuses on
modeling laser behavior and is thus not generally applicable with-
out specific assumptions about that behavior. Until now, analyses of
injection locking have focused on experimental demonstrations but
do not provide a rigorous method to evaluate QKD systems against
such an attack.

Our work specifically aims at proposing an approach to exper-
imentally characterize the degree of phase randomization of QKD
systems under injection locking using a metric similar to recent the-
oretical analyses of imperfect phase randomization.””" We present
a robust method to evaluate QKD transmitters against phase de-
randomization from injection locking. The main result is a char-
acterization yielding a minimum degree of isolation required to
protect QKD transmitters against injection-locking attacks. The
experimental methods presented are source-agnostic and can be
used to evaluate QKD systems against injection-locking attacks,
e.g., in evaluation laboratories through black-box testing as part of
a certification process. While we demonstrate the methods using
a DFB laser in this work, the device under test (DUT) can be
substituted, for instance, with a QKD transmitter.

In Sec. 11, we begin by discussing the role of phase randomiza-
tion in QKD and introduce the g,,-parameter as a metric to quantify
the degree of phase de-randomization under an injection-locking
attack. We also describe the injection-locking attack and discuss how
it affects the security of QKD systems. We then present the methods
used to determine the relative phase distribution of the DUT using a
heterodyne detection setup in Sec. III and discuss the effect of polar-
ization on the degree of injection locking. Finally, the main result is
a characterization of the g, ;-parameter as a function of the injected
optical power, which yields a lower bound on the degree of optical
isolation required to protect QKD systems against injection-locking
attacks.

1. BACKGROUND
A. Phase randomization in QKD

In most of the current security proofs for the decoy-state BB84
protocol, Alice is assumed to send phase-randomized weak coherent
states.””'****’ Uniform phase randomization is a core assumption
of these proofs. Indeed, a state with intensity y sent by a phase-
randomized coherent source can be represented by the density
matrix,

pu= [ dor (O (e <1>

where |\/ﬁei9) are coherent states with mean photon number y and
phase 6, and f is the probability density function (PDF) repre-
senting the probability of sending a coherent state with a given
phase. In the case of uniformly distributed phases, f(0) = 1/(27),
and the equation mentioned earlier can be rewritten as a coherent
superposition of Fock states |n) (see Appendix A)
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i.e, it is diagonal in the Fock basis. This is used in security proofs
to reduce the problem to a discussion of the statistics of vacuum,
single-photon, and multi-photon events.”*'**” In the case of imper-
fect phase randomization, e.g., due to device imperfections or active
attacks such as injection locking, Eq. (2) does not hold, and the stan-
dard decoy-state BB84 method cannot be applied. It is still possible
to prove security without uniform phase randomization, but current
security proofs”"*”’' require a characterization of either the full PDF
f(0) or a metric q describing the degree of phase randomization,
which we introduce in Sec. IT C. We will use a metric closely related
to the g-parameter to quantify the degree of phase de-randomization
induced by Eve from an injection-locking attack. This metric pro-
vides a practical means for evaluating the security of QKD systems
against these attacks.

B. Injection-locking attack

There exist two commonly used methods to practically imple-
ment phase randomization in QKD: incorporating a phase modu-
lator or using a gain-switched laser. The drawback of the former
approach is that it requires an additional active component, a phase
modulator, combined with a high-quality entropy source for select-
ing the random phase, and that the phase choices are discrete, which
negatively affects the performance compared to uniform phase
randomization.”*”” A popular alternative is gain-switched lasers,
which inherently produce phase-randomized pulses. Indeed, in each
gain-switching cycle, the pulse is generated from spontaneous emis-
sion and amplification of photons with a random phase. This,
however, requires that spontaneous emission initiates the buildup,
which implies that no residual photons remain in the cavity between
pulses. If, however, residual photons remain in the cavity, they can
initiate the process through stimulated emission, leading to phase
correlations between these residual photons and the newly generated
pulse.

The injection-locking attack precisely aims at making use of
this property. In fact, Eve injects light with a known phase into
Alice’s laser cavity such that, following the earlier discussion, the
phase of the generated pulses is correlated with that of the injected
light. This alters the PDF describing Alice’s phase randomization
such that, generally, Eq. (1) does not simplify to Eq. (2) any longer.
The injection-locking attack does not apply to implementations with
active phase randomization, which, however, exhibit the previously
mentioned drawbacks.

To the best of our knowledge, an experimental method to rigor-
ously characterize the influence of Eve on the phase randomization
process by means of injection locking has not yet been developed
and is, therefore, the aim of this work. The methods presented can
be used to evaluate QKD systems against injection-locking attacks,
e.g., through means of black-box testing. In the following, we use a
gain-switched laser as it is vulnerable to these attacks, but note that
our methods can also be used to characterize other light sources.

C. Quantifying phase randomization

We quantify the influence of Eve on the phase randomization
by choosing a metric closely related to the one introduced in two
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recent theoretical analyses of imperfect phase randomization.”””" To
simplify the discussion, we assume that no phase correlations are
present in the laser cavity without an injection-locking attack, such
that Alice’s signals are independently and identically prepared. We
note that this assumption is reasonable, as phase correlations at a
5 GHz repetition rate are already small,” and we are operating at a
repetition rate that is two orders of magnitude lower in this work.
The degree of phase randomization of a sequence of N phases is
described by the g-parameter defined as”!

F(O60™ oM > % (3)

for all 8" € [0,27), where n e {1,...,N} and 0 < g < 1. In other
words, the g-parameter is a lower bound on the probability of gen-
erating a pulse with any given phase. For uniformly distributed
phases, g = 1, while for imperfect phase randomization, g < 1, and
q approaches zero if, for example, the phase distribution is strongly
localized.

Hence, the g-parameter describes the degree of phase random-
ization of Alice’s pulses. However, the methods we present do not
allow for a direct measurement of the phase 6™ but rather the phase
AB™ relative to a reference phase, cf. Sec. 111 B. Hence, we quan-
tify the degree of phase randomization, relative to a reference phase,
by defining a metric similar to the g-parameter, which we call the
relative g-parameter and denote g, defined as the lower bound

M AgD  AgDY s Tl
£(26" 26" . a0 )zh, (4)

for all AO™ ¢ [0,27), where n € {1,...,N} and 0 < g, < 1, analo-
gously to Eq. (3). We use this metric to quantify the influence of Eve
on the phase randomization when performing an injection-locking
attack. While it does not directly correspond to the g-parameter, it is
closely related as it quantifies the degree of phase randomization rel-
ative to Eve’s reference phase. In fact, g = g, in the case of an ideal
attack. We discuss this more thoroughly in Sec. I1I B.

As discussed in Sec. II B, if Eve injects light into the laser cav-
ity, she can modify the PDF describing the phase randomization of
Alice’s signals. In theory, Eve can introduce correlations between
any two pulses by changing the degree of injection locking based
on previous measurement outcomes (e.g., by adjusting the optical
power or polarization state of her laser). Nevertheless, if the smallest
4, she can induce from an injection-locking attack is known, then
Eq. (4) holds even if Eve arbitrarily varies the degree of injection
locking from pulse to pulse. Consequently, we can ignore corre-
lations in our analysis and focus on determining the smallest g,
Eve can induce with an injection-locking attack. To simplify the
notation, we define

£(86) = 5262670 . a610), (5)

in the following. In Sec. I11, we show how to determine the phase dis-
tribution of Alice’s pulses under an injection-locking attack, relative
to a reference phase, and then compute the g ;-parameter.
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I1l. PHASE RANDOMIZATION CHARACTERIZATION
A. Setup

The goal is to quantify the degree of phase de-randomization
Eve can induce with an injection-locking attack. In order to achieve
this, a heterodyne detection setup with a continuous DFB master
laser (ML), corresponding to Eve, and a gain-switched DFB slave
laser (SL), corresponding to Alice, is used. The setup is illustrated
in Fig. 1 and the equipment listed in Appendix B. The ML injects
light into the SL, and the phase correlations are measured using
an interferometer and two homodyne detectors. By increasing the
isolation between the ML and SL, using a variable optical attenua-
tor (VOA), we can simulate Alice’s components and determine the
degree of phase de-randomization Eve can induce with her ML as a
function of the optical power reaching Alice’s laser, cf. Sec. III E. We
note that in this work, the DUT is a gain-switched DFB laser, but it
can be replaced by a QKD transmitter to perform black-box testing
(cf. Sec. 11T E).

We use master and slave lasers with similar spectra, as depicted
in Fig. 2. Matching of the spectra may significantly affect the degree
of injection locking. We thus note an important property of this
method, namely that the characterization may only be as good as
the ML simulates Eve’s best possible attack. In fact, the methods
presented in this work provide a lower bound on the degree of
injection locking Eve can induce. We remark that the dependency
of the experimental characterization on the ML is due to injec-
tion locking strongly depending on the specific properties of the
devices involved and that there may not exist a single light source
that replicates an ideal attack for all DUTs. An alternative approach
would involve adopting a different characterization method alto-
gether; however, this requires further experimental and theoretical
investigations. Nevertheless, we note that this dependency on the
specific equipment used is an inherent limitation of an evaluation
process conducted as black-box testing.

The SL spectrum under light injection is depicted in Fig. 2
for matching ML and SL spectra with a slight offset. The central
wavelength of the ML can be controlled by adjusting the tem-
perature of the laser. The spectra are acquired using an optical
spectrum analyzer (OSA) placed at the SL input and at the monitor-
ing port (see Fig. 1) to determine the ML and SL spectra, respectively.
The acquisition was performed with a resolution of 0.05 nm. We
observe a spectral shift when the SL is injection-locked, which can
be exploited as demonstrated in Ref. 27. We note that intensity
changes due to light injection were observed in Ref. 28 and are
likely to be observable in our case as well, although we did not
measure these effects since they were already studied in previous
studies.

The ML injects continuous light, with a linewidth of 1 MHz
according to the manufacturer, into the SL. The ML coherence time
must be much longer than the propagation delay of one arm with
respect to the other in the interferometer. If this is not the case, the
light interfering at the 90° optical hybrid does not have a fixed phase
relation, even if the SL is perfectly locked. In addition, the ML coher-
ence time must be longer than the pulse duration of the SL. In our
case, both conditions are satisfied since the coherence time of the ML
is about 1 ps, while the pulse duration of the SL is 12.5 ns, and the dif-
ference in arm length is on the order of a meter, which corresponds
to a propagation delay of 5 ns.
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FIG. 1. Setup used to characterize the phase distribution under an injection-locking attack. The dashed boxes indicate temperature-stabilized environments. The double-
headed arrow with a dot in the center symbolizes an arbitrary polarization. PC: polarization controller, VOA: variable optical attenuator, EPC: electronic polarization controller,
CIR: circulator, BPD: balanced photodiodes, OSC: oscilloscope, AWG: arbitrary waveform generator, POL: polarizer, ISO: isolator, DUT: device under test.

oF
---- Master
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FIG. 2. Spectra of the master laser (ML) and slave laser (SL), as well as the SL spectrum under light injection for (a) slight spectrum offset (9. = 20 °C) and (b) matching
spectra (9. = 17.9 °C). The ML central wavelength can be controlled by adjusting the temperature of the laser 9y . Note that a 5 dB attenuator is placed in front of the

OSA when acquiring the SL spectrum with light injection.

The SL is gain-switched using an arbitrary waveform generator
(AWG). The SL is modulated with a 40 MHz rectangular signal with
a 50% duty cycle. As discussed in Sec. II A, under normal condi-
tions, gain-switching results in a random phase between each pulse,

following the PDF f (6(") ) Now, due to light injection from the ML,
the phase of the SL is correlated with that of the ML, resulting in a

different PDF. We cannot directly determine the phase distribution,
as the phase measurement is inherently relative to a reference phase.
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However, we can use the g, -parameter, introduced in Sec. IT C, as
a metric to quantify the phase distribution of the SL relative to the
ML. This motivates why the characterization depends on the ability
for the ML to simulate Eve’s best possible attack.

The SL phase distribution, relative to the ML phase, is deter-
mined by interfering the ML signal with the SL signal using an
interferometer. In the following, the ML will be referred to as
the local oscillator and the SL as the signal. The interferometer is

10, 066112-4

20102} G20Z dunr 2


https://pubs.aip.org/aip/app

1.0

0.5 [

0.0 -

Voltage [V]

—0.5

—1.0F N

Pha,se measurement

—15FE 3 1 I i
2.0 2.5 3.0 3.5

x10~8

Time [s]

FIG. 3. Example oscilloscope homodyne detection signal with 0° (blue) and 90°
(black) phase shifts with —42.3 dBm injection locking measured at the input of the
slave laser. The blue region represents the window used to determine the phase
of the pulse.

maintained in a thermally controlled environment to minimize
thermal fluctuations and the resulting phase fluctuations due to the
long interferometer path lengths. We require that the phase fluctua-
tions introduced by the interferometer happen on timescales longer
than the acquisition time. In other words, phase fluctuations must be
negligible during the time period over which the signal is recorded
to produce the histogram discussed below, i.e., Fig. 5. Otherwise the
resulting phase distribution may be more uniformly distributed than
expected.”” We found that the change in phase induced by the inter-
ferometer during the time of one measurement (200 us) is less than
5 x 107 rad and, therefore, negligible. This was found by replacing
the SL with a Faraday mirror and, therefore, interfering with the ML
with itself.

An example homodyne detection signal, measured on the oscil-
loscope, is depicted in Fig. 3 with injection locking. In Sec. I1I B, we
determine the relative phase of the SL pulses from the homodyne
detection signal.

B. Determining the relative phase of the pulses

In the following, we denote T as the SL period and introduce
n to denote the nth pulse. Let 7, = t — nTs describe the time coor-
dinate relative to the nth pulse. In the following, for any function
with subscript #, the time dependency is relative to the nth pulse.
We write the electric field of the nth pulse of the SL at a fixed point
in space as

n 00 (7, n
B (1) =€ A (7,), (6)

where 8™ (z,) describes the phase of the optical pulse, which is
generally random and,

AL () = (AL () ?)

Notice that this expression is general, and we do not make any
assumption about the shape of the pulse nor its spectrum. We also
write the LO signal as a generic field

n { () T, n
E (1a) = %0 WAL (1), )
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where Ai"o) (1a) = (Aﬁ"o) (Tn))*. Assuming perfectly balanced pho-
todetectors, the homodyne detection signal of the nth pulse is then
given by (see Appendix C)

17 (72) = A(1) cos (6 () - 67 (7)), )

where A(7,) := 2A§")(Tn) -Aﬁ"o)(‘rn). Similarly, the 90° phase
shifted homodyne detection signal is

I,E;z)(T”) = A(1,)sin (9(")(Tn) - QE"O)(T,,)). (10)

Therefore, the phase difference between the SL and ML for the nth
pulse at time 7, is given by

AG(")(Tn) = arctan Z(IS”)(Tn),Ii;‘Z)(Tn)), (11)

where arctan 2 denotes the 2-argument arctangent and we define
A0 (1,) = 6 (1) — Gﬁno)(rn) to simplify the notation. Intu-
itively, this phase difference describes the phase of Alice’s pulses
relative to Eve’s reference phase. We see that a heterodyne
detection setup yields the relative phase; hence, why we intro-
duced the g, -parameter in Sec. II C. We also observe that the
g-parameter and g,,,-parameter are closely related, as in the case of
an ideal attack, 95"0) (14) = Gﬁg) (7m) for all m, n, such that g, = g as
f(AG(”)) = f(Q(”)) up to a constant offset. By definition, we have
Grel 24

We note that the earlier description allows for general time-
dependent phase distributions. Hence, in the following, we add
a time-dependency to the PDF f(A8™,1,) to describe the rel-
ative phase distribution for each point 7, on the pulse. Simi-
larly, we denote g,,(7,) as the relative g-parameter correspond-
ing to f(A6<"),Tn), following Eq. (4). This dependency on 7,
of the relative phase randomization stems from the fact that
the ML is not ideal and that the phase randomization process
(and phase shift) of the SL may vary over the duration of the
pulse. The latter observation is an effect that, to the best of our
knowledge, is not currently incorporated in security proofs that
assume a modulation of a constant phase shift over the pulse
duration.”"*>"!

In the following, for each measurement, we choose an acqui-
sition time of 200 us on the oscilloscope, which corresponds to
N = 8000 pulses. As discussed before, any phase fluctuation, e.g.,
resulting from temperature fluctuations, must be negligible dur-
ing the acquisition time. On the other hand, a longer acquisition
time implies more samples and, therefore, a better confidence
interval on the g, -parameter. The oscilloscope has a finite sam-
pling rate (of 50 Gsps in our case), and we determine the rel-
ative phase A" (7,) at each measurement point 7,, following
Eq. (11). We assume that fluctuations of the relative phase are
negligible within one sampling period. The minimum sampling
rate required for the characterization thus depends on the pulse
width and the desired granularity. Under realistic attack conditions
that can last for hours, the polarization of the injected light can
fluctuate due to polarization drifts in the optical fibers. In addi-
tion, the SL temperature may drift over time. Therefore, to ensure
long-term stability, both the temperature and polarization of the
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ML can be stabilized actively, e.g., by implementing a feedback
loop.

We choose a time window that is centered in the pulse to
determine the phase, cf. Fig. 3, as the intensity of the homodyne
detection signal is too low on the edges of the pulse (and outside of
the pulse) for a reliable characterization of the g ;-parameter. This is
an experimental limitation, and using, for example, a faster oscillo-
scope may allow for a characterization over a broader time window.
See Appendix D for a more thorough discussion on how the window
is chosen. For each sample at time 7, in this window, we determine
the corresponding relative phase A@™ () following Eq. (11). This
can be visualized as follows. For each pulse, the homodyne detec-
tion signal acquired by the oscilloscope at a given time 7, is plotted

in phase space where the x-coordinate is given by Ié") (74) and the

y-coordinate is given by 17(172) (74), as depicted in Fig. 4, for —42.3 dBm
light injection (measured at the input of the slave laser) and without
injection locking. We acquire the measurements without injection
locking by disconnecting the fiber between the ML and SL. Follow-
ing Eq. (11), the instantaneous relative phase A" (7,) between the
nth pulse of the SL and the ML is then given by the angle between
the vectors (x, )" and (1,0)".

For all 7, in the window described earlier, we plot the his-
togram of the phases for a given injected optical power, as depicted
in Fig. 5 for 7, = 6.56 ns with and without light injection. We clearly
observe that the relative phase of the generated optical pulses is local-
ized under an injection-locking attack while being almost uniformly
distributed without injection locking.

In this section, we have seen how to determine the relative
phase of the SL pulses from the heterodyne detection signal. In
Sec. I1I C, we quantify the degree of phase de-randomization from
injection locking by determining the g,,-parameter introduced in
Sec. II C from the histogram depicted in Fig. 5.

Voltage I/ [V]

1 1 1 | i 1 1 1
-15 -1.0 —05 00 05 10 15
Voltage Iy [V]

FIG. 4. Homodyne detection signals Ié")(rn) and Ifl%(rn) of the N = 8000
acquired slave laser pulses, plotted in phase space for 7, = 6.56 ns with —42.3
dBm injected power measured at the input of the slave laser and without injection
locking.
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FIG. 5. Histogram of the phases for the N = 8000 slave laser pulses, determined
from Fig. 4, for 7, = 6.56 ns with —42.3 dBm injected power measured at the input
of the slave laser and without injection locking.

C. Determining the degree of phase
de-randomization from injection locking

The q,,-parameter introduced in Sec. I C describes the phase
randomization of the SL relative to the ML. The next step is to
determine the g, ,-parameter from the histogram depicted in Fig. 5
for each 7,. The histogram yields information about the probabil-
ity of finding a phase in a certain interval, which is given by the
bin width. However, the g, -parameter is defined in terms of the

PDF f(AG("),Tn). As such, we choose a suitable model to fit the
histogram with. The model used is a wrapped Voigt profile

fuldmway) = > V(¢p+2nkp0,y), (12)
k=—o0

where V(¢, u,0,7) is the uncentered Voigt profile, y is the median of
the uncentered profile, o is the variance of the normal distribution,
and y is the scaling parameter of the Cauchy distribution. We fit the
data using nonlinear regression and truncate the sum at k = £10. We
emphasize that the chosen model is part of the assumptions under-
lying the characterization. Another suitable model can be chosen to
fit the histogram.

We recall that this method does not assume the phase shift
to be constant over the pulse duration. We define the minimum
q..-parameter as

qi’rellm = mjn qrel(Tn)> (13)
where we recall that g,,(7,) is defined as the lower bound

(n) qrel(Tn)
F(860,7,) > 2L, (14)

We note that with enough samples, it may be possible to apply suit-
able concentration inequalities to directly determine the minimum
of the PDF corresponding to the phase histogram, cf. Fig. 5, with-
out making any model assumptions. By choosing a small enough bin
width, one can assume that the phase distribution remains approx-
imately constant within each bin. The drawback of this approach is
that it requires substantially more samples to produce tight bounds.
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This implies longer acquisition times, which may be experimentally
challenging due to inevitable temperature fluctuations.

We will use the methods described in this section to determine
the minimum g, ,-parameter g™ as a function of the optical power
injected by Eve in Sec. I1I E. However, we first discuss a technical
aspect related to the influence of the ML polarization on the degree

of injection locking in Sec. I1I D.

D. Polarization-dependency of injection locking

In general, the amount of optical power coupling into the DUT
laser cavity depends on the polarization of the injected light. There-
fore, for optimal injection locking, the best polarization state of the
injected light has to be found. With the light sources used in this
work, we expect that the ML and SL light should match in polariza-
tion for the best coupling. However, our method does not rely on
this assumption. To find the best polarization state (and, therefore,
replicate Eve’s best attack strategy), we measure the polarization of
the ML light at the input of the SL (see Fig. 1) and simultaneously
acquire the heterodyne detection signal.

This procedure is repeated for a series of polarization states
to obtain a scan of the Poincaré sphere. For each point on the
sphere, we determine the corresponding ¢g™"-parameter following
Sec. 11T C. The outcome is shown in Fig. 6(a). The polarization state
associated with the smallest q?;{“—pa_rameter can then be used for
subsequent measurements of the gjy" -parameter, e.g., when mod-
ifying the attenuation between ML and SL using the VOA.** While
this measurement provides the best polarization state for the injected
light with minimal assumptions on the DUT, the process may take a
considerable amount of time. As an example, the scan, whose results

min

a“) Grel

-parameter
-0.79
-0.61
-0.44
-0.26
-0.09

0.09

0.26

Ellipticity [rad]

0.44

A © > D DN L D D » S0
PP EISFES I

Azimuth [rad]

are depicted in Fig. 6(a), took around 5 h to complete. If possible, it
is preferable to use a faster method to find the best polarization state.

Another method for finding the optimal polarization is to mea-
sure the power of the ML light reflected at the cavity of the SL while it
is neither biased nor modulated. The intuition behind this method is
that the active material is absorptive when the DFB laser is off. This
way, we can determine how well the ML couples into the SL laser
cavity. To confirm this, we measure the reflected light at the mon-
itoring port while determining the gi"-parameter as a function of
the polarization state. Since reflections at the cavity are low, we used
a single-photon detector (SPD) for this task (see Fig. 1). The result
of this measurement is depicted in Fig. 6(b) and indicates that for
the DFB lasers used in this work, the power of the reflected light
is indeed lowest when the polarization state of the ML yields the
smallest g™"-parameter, up to experimental uncertainty. Based on
this result, we may now minimize the power of the reflected light to
find the best polarization state of the injected light. This method is
preferable if the DUT is a DFB laser, since it only takes in the order
of minutes to find the optimal polarization, compared to hours for
the first approach.

For the DFB lasers used in this work, both methods are equiv-
alent and yield comparable results (cf. Fig. 6). However, if the DUT
is a more complex optical system, it has to be verified that the
above-mentioned methods can be used interchangeably. For exam-
ple, if the DUT exhibits polarization dependent losses outside the
laser cavity, the second method is not applicable in a straightfor-
ward manner, but the first method still is. To summarize, the first
polarization optimization method is general and applicable for a
broad range of DUTs but takes considerably longer to complete
than the second method, i.e., analyzing the backreflections, which
is, however, only limited to DUTs where the correlation between

b) Back reflection from slave laser [keps|

140
120

100

D & P P

A O > D D
%WQ%%Q'QQ'Q'Q‘\/

AN NN
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FIG. 6. g""-parameter vs polarization state of the light injected into the slave laser. The dashed (dotted) lines mark the polarization states with minimum (maximum) g™"-

rel

rel

parameter. The injected optical power was —55.3 dBm, measured at the input of the slave laser. (a) Heatmap of the ¢™"-parameter vs polarization state of the injected light.

rel

(b) Heatmap of the single-photon detector count rate while measuring the reflected light at the slave laser cavity while the slave laser was turned off vs the polarization state

of the injected light.
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FIG. 7. Degree of phase de-randomization, quantified by

the q[’;}"-parameter defined in Eq. (13), as a function of
the optical power injected into the slave laser. “Pointwise”
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backreflections and the gi"-parameter is known. For all measure-
ments discussed in the remainder of this work, we use the second

method.

E. Maximum degree of injection locking

After determining the optimal polarization state of the ML fol-
lowing Sec. 111 E, we determine the minimum g, ,-parameter gmn,
cf. Sec. III C, as a function of the injected optical power for the
optimal polarization. In order to achieve this, we incrementally
increase the attenuation at the VOA, cf. Fig. 1, to simulate Alice’s
components (e.g., fixed attenuators, bandpass filters, isolators, etc.).
The result is depicted in Fig. 7. For completeness, we also plot the
dra" -parameter resulting from integrating the homodyne detection
signal, cf. Egs. (9) and (10), over the pulse duration. We can see that,
for the DFB lasers used in this work, the ML does not significantly
influence the phase randomization of the SL if the injected optical
power is below ~—90 dBm.

The error bars for the g™"-parameters depicted in Fig. 7
result from applying the bootstrapping method to the phase values
obtained in the experiment.”” We resampled the data 50 times. An
additional source of error that is not accounted for in Fig. 7 is a drift
in the difference in central frequencies of the ML and SL on a scale
that cannot be resolved by the OSA used, which has a resolution of
0.05 nm.

When considering attacks based on light injection, the max-
imum optical power Eve can inject is commonly defined by the
laser-induced damage threshold (LIDT) of the optical fiber.!” Tak-
ing into account the total attenuation of Alice’s components, this
upper-bounds the optical power reaching Alice’s laser. As an exam-
ple, considering a standard telecommunication optical fiber with
a laser-induced damage threshold of 100 W,'? Alice requires at
least about 140 dB of attenuation (in the direction opposite to
the propagation of her pulses) in order to ensure Eve’s injection-
locking attack does not significantly affect the phase randomiza-
tion of her laser, following Fig. 7. Note that the LIDT can be
reduced by using a power-limiting device.”” Other countermeasures
to injection-locking attacks involve implementing watchdog detec-
tors or polarization scramblers. However, these may open more
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loopholes than they close, as Eve can attack active countermeasures
in a less predictable manner than passive countermeasures.

The injection-locking attack is closely related to the
Trojan-horse attack, where Eve injects light into the transmit-
ter and analyzes the backreflections carrying information about
Alice’s internal setting choices. Increasing the attenuation is a
robust and commonly used countermeasure to both attacks. For
comparison, following Ref. 10, about 200 dB of attenuation (back
and forth, as opposed to one-way for injection-locking) is required
to yield almost ideal key rates accounting for Trojan-horse attacks
with a QKD system operating at 500 MHz and at 1550 nm. Follow-
ing the results presented in this work, security against one attack
does not necessarily imply security against the other. For example,
systems implementing more optical isolators may be safe against
injection-locking attacks but not against Trojan-horse attacks, while
for systems implementing more fixed attenuators, the opposite may
be true. Therefore, we recommend performing system-specific tests
for both attacks.

10(]

Secure-key rate [bits/pulse]

0 50 100 150 200 250 300
Distance [km)]

FIG. 8. Asymptotic secure-key rate vs distance for the three-state protocol with
imperfect phase randomization for various g-parameters. The channel attenuation
is assumed to be 0.16 dB km~".

10, 066112-8

£0:10:2} G20 dunr y¢


https://pubs.aip.org/aip/app

We also note that Eve may reduce Alice’s isolation in a laser-
damage attack targeting the optical isolators and attenuators.*' Fol-
lowing the results in Ref. 41, adding a sacrificial isolator as the last
component before the quantum channel is sufficient to protect the
components behind it from a laser-damage attack. Given that the
attenuation of the sacrificial isolator is under Eve’s control, it should
not be taken into account as a countermeasure to other attacks, such
as injection-locking and the Trojan-horse attack.

The impact of imperfect phase randomization on the achievable
secure-key rate is depicted in Fig. 8 for the three-state protocol in the
asymptotic limit and with ideal detectors using the freely available
code from Ref. 25. While the secure-key rate significantly drops at
long distances with decreasing g-parameter, a secure key can still be
established at short distances with g = 0.1.

As discussed in Sec. I1I A, we recall that an important aspect
of the proposed method is its reliance on the ML’s ability to sim-
ulate Eve’s optimal attack, which fundamentally limits the charac-
terization. Without further assumptions and with current security
proofs necessitating at least a partial characterization of the phase
distribution, developing a method to characterize the maximum
degree of injection locking without dependency on the ML used is
both challenging and requires further experimental and theoretical
investigation.

We note that the methods described in this work can be used to
evaluate QKD systems against injection-locking attacks by means of
black-box testing. In this case, we replace the slave laser in Fig. 1
by the QKD system under test and inject light with the optimal
polarization state, which is determined following the discussion in
Sec. 11 D. The QKD system should be operated so as to facilitate
the evaluation and simulate the best possible scenario for Eve. For
example, we turn off any modulation of components other than the
laser, e.g., intensity modulators and VOAs, to ensure that only the
gain-switching of the laser shows a time-dependency, and set any
component affecting the attenuation of Alice’s setup to the highest
transmission that can arise during operation. We then verify that
for the maximum chosen optical power injected, the resulting goin_
parameter is greater than the g-parameter and/or gy -parameter
provided by the implementer. Indeed, by definition, giy" > g and
g™ g in the limit of an ideal attack, cf. Sec. 11 B.

IV. CONCLUSION

We have presented a general method to determine the max-
imum degree of phase de-randomization Eve can induce from
an injection-locking attack, quantified by the q,,-parameter. This
approach is source-agnostic, making it applicable to any QKD sys-
tem that uses optical pulses, e.g., those implementing the decoy-state
BB84 protocol.”” An important feature of our method is that its
effectiveness in characterizing the maximum degree of injection
locking is directly given by how well the master laser can emulate
Eve’s optimal attack strategy.

Using the DFB lasers in this work, we observed that a min-
imum attenuation of ~140 dB is required to largely protect Alice
from an injection-locking attack. However, it is crucial to perform
system-specific characterizations for each QKD implementation, as
the vulnerability to such attacks can vary drastically depending on
the light source employed. Compared to other related side-channel
attacks, such as the Trojan-horse attack, our results show that
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security against one attack does not necessarily imply security
against the other, further underlying the importance of perform-
ing system-specific tests. We believe our methods remain valid for
a broad range of master lasers and DUTs. The methods presented in
this work can be used for black-box testing, serving as a valuable tool
for evaluating QKD systems against injection-locking attacks.

Finally, we emphasize that while evaluating QKD systems
against side-channel attacks is certainly an important step toward
certifiable (and certified) QKD systems, device imperfections (e.g.,
injection locking) must be thoroughly characterized and/or rig-
orously taken into account in the security proof. Following the
discussions in this work, the next step is to determine the maximum
degree of injection locking that Eve can induce independently of the
devices used to perform the characterization.
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APPENDIX A: DIAGONAL FORM OF THE SIGNAL
DENSITY MATRIX

The density matrix representation from Eq. (2) follows from
Eq. (1) if the phases are uniformly distributed, i.e., f(0) = 1/(2n).
To see this, we recall that a coherent state of one mode of the
electromagnetic field can be written as a superposition of Fock
states®

)= e*\a\Z/zaTM). (A1)

n=0 n!

We can now write |a) = |\/ﬁei0), where y is the mean photon num-
ber and 6 denotes the phase of the state. Plugging this expression
into Eq. (1), where f(6) describes a uniform distribution, yields

_ [T S ino-me) VE B
P/A—fo ;Z > ete WW(WL (A2)

Identifying the representation of the Kronecker delta &um =
(2”)_1[027T d6e’ =9 results in

pu= 2 i)l (A3)

n=0 m=0

which corresponds to a coherent superposition of Fock states, i.e.,
Eq. (2), and shows that the density matrix is diagonal in the Fock
basis.

APPENDIX B: LIST OF COMPONENTS

We list all the components used to perform the characteriza-
tion, i.e., the components depicted in Fig. 1, as follows:
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e Master laser: Gooch and Housego AA0701-193414-010-
SM900-FCA-50 1550 nm.

e Slave laser: LP-PD LP-ML1001A-55-FA.

Optical spectrum analyzer: Yokogawa Spectrum Analyzer

AQ6375E-10-L1-F/FC/RFC.

Polarimeter: Thorlabs PAX1000IR2/M.

Balanced detectors: Thorlabs PDB480C-AC.

Manual polarization controller: Thorlabs FPC560.

Motorized polarization controller: Thorlabs MPC320.

Programmable temperature controller: Stanford research

systems PTCI0.

e Single-photon
MMEF-LN.

e Arbitrary waveform generator: Tektronix AFG31102.

e Variable optical attenuator: EXFO FVA-600.

e Mixed signal oscilloscope: Tektronix MSO64B 6-BW-4000
Installed Option, 4 GHz Bandwidth.

e 90° optical hybrid: iXblue COH24.

o Laser diode controller: Newport LDX-3412-240V.

e Circulator: Thorlabs 6015-3-APC.

avalanche  diode:  IDQube-NIR-FR-

APPENDIX C: HOMODYNE DETECTION SIGNAL

Assume generic electric fields Es(¢) and Ero(f) at a point in
space for the signal and local oscillator. Following their interference,
the measured intensities at both arms of the interferometer are

1(1) = 3|Bs(1) + Eio ()P, (cn)

1 i 2
L(t) = E\Es(t) +e"Ero(t)|,

(C2)

and the resulting homodyne detection signal is Iy (¢) = I, (¢) — L(¢).
Here, we assume perfectly balanced detectors. Now, if a 90° optical
hybrid is used as in Fig. 1, then the electric fields in the arms are

2

L(t) = %\e"’%Es(t) + Ero(f) (C3)

1 —it in 2
14(t):5‘E5(t)+e 2" Eo()] (C4)

which leads to a homodyne detection signal I;>(t) = I3(t) — Is(t).

APPENDIX D: TIME WINDOW FOR q,,-PARAMETER
DETERMINATION

The sum of the squared residuals is defined as

Sz = (fw(AGm,Mopt; Oopt> YOpt) - Cn)2> (Dl)

1M

where A6, is AB™ (1,) evaluated at the time that minimizes g™",
cn is the amount of counts in the nth histogram bin (an example is
shown in Fig. 5), and Hopts Topts and Yopt aT€ the optimal parameters

found by the non-linear regression fit when determining qoin,
To determine the minimum g, -parameter g, cf. Eq. (13),
we selected the time window highlighted in light blue in Fig. 3. This
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FIG. 9. g,-parameter and sum of squared residuals S?. The time window for the
determination of the g,,-parameter is shaded in light blue.

selection ensures that our model, described in Eq. (12), agrees with
the observed data and produces reliable results. The goodness of the
fit is quantified by the sum of the squared residuals $%, and its behav-
ior with respect to the time 7, is shown in Fig. 9, together with the
q,-Parameter.
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