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Satellite-based quantum communication faces challenges due to link intensity loss over long distances 
caused by various factors such as geometric loss and atmospheric attenuation. These effects can lead 
to lower entanglement distribution rates, secret key rates, and increased quantum bit error rates, 
especially in direct satellite-to-ground communication. This paper proposes a practical solution: 
the design of an airborne gold-coated parabolic reflector to be placed in the stratosphere directly 
above the ground station. This reflector effectively acts as a second virtual transmitter, a novel 
concept introduced in this work. The proposed method brings about a substantial increase in the 
distributed entanglement rate, boosting it by up to 25 times at zenith compared to direct satellite-
to-ground communication. It also reduces the minimum elevation angle for secure communication, 
approximately from 28◦ to 18◦ for BB84 and from 36◦ to 22◦ for E91 when using the proposed 
reflector method compared to direct satellite-to-ground communication. Furthermore, the proposed 
reflector method extends the communication time window by 16.1% for the BB84 protocol and 
25.9% for the E91 protocol. These enhancements underscore the potential of our approach to 
significantly extend the duration of secure communication and improve performance, particularly at 
lower elevation angles where direct satellite-to-ground communication is not feasible.
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Quantum communication provides theoretically secure transmissions between end users based on laws of 
quantum physics1. Quantum Key Distribution (QKD) is the first and most practical branch of quantum 
communication2, which shares a truly random key between end users, later used to encrypt messages securely. 
Extensive research has been carried out towards developing a global QKD network for this purpose, from a 
hybrid satellite and terrestrial QKD network in China3 to a truly heterogeneous and scalable QKD network in 
Madrid MADQCI4. Recent advancements in quantum communication have also underscored the importance 
of entanglement distribution as a foundational element for protocols such as quantum teleportation5, another 
main branch of quantum communication. In recent years, in addition to terrestrial networks, entanglement 
distribution using submarine optical fibres has also been demonstrated experimentally6. Instead of sharing 
keys for encryption, there is another branch in quantum communication, which directly shares the message 
by encoding into quantum bits known as Quantum Secure Direct Communication (QSDC)7. Conventional 
communication systems struggle with security risks, including key leakage to inside attackers. QSDC addresses 
these challenges by enabling the direct transmission of secret messages through a quantum channel. Since the 
information remains within the quantum domain, it is protected by the principles of quantum mechanics, 
ensuring unconditional security against unauthorised access or leakage8. Although quantum communication 
offers substantial security advantages, it necessitates the transmission of photons over long distances. However, 
the terrestrial quantum communication distance has currently been limited due to the exponential attenuation of 
light in fibre optic cables9. Currently, QSDC has been achieved over 300 km experimentally10. Twin-field11 is the 
most promising protocol for QKD over Long distances, reaching over 1000 km in laboratory experiments, which 
required ultra-low loss fibre, ultra-low noise superconducting nanowire single-photon detectors (SNSPDs), and 
time-multiplexed dual-band phase stabilisation12.
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These limitations do not affect satellite-based quantum entanglement distribution, making it an attractive 
alternative for building secure global networks13. The Micius Low Earth Orbit (LEO) satellite was launched in 
2016 to facilitate a series of quantum space experiments14. Pioneering missions included satellite-to-ground 
decoy state QKD with polarization encoding14, the distribution of two entangled photons from a satellite to 
two ground stations separated by 1200 km15; quantum teleportation of single-photon qubits from a ground 
observatory to the Micius satellite over a distance of 1400 km16; and intercontinental quantum communications 
over a distance of 7600 km enabling secure videoconferencing between China and Austria17. However, satellite-
based quantum communications face several significant challenges regarding the intensity of the communication 
link and the time required for distributing quantum keys, as outlined below9.

•	 Limited line of sight time window for non-geostationary satellites. (This time is further reduced by the min-
imum elevation angle of 5° requirement to initiate the communication link and at least 10° for a stable con-
nection18.

•	 Intensity loss due to the beam divergence of the quantum link over large distances.
•	 Signal attenuation due to atmospheric turbulence, weather conditions, and cloud coverage.
•	 Other losses due to pointing errors and Doppler shift of wavelength

Even though some environmental factors mentioned above that reduce intensity, like atmospheric turbulence 
and cloud blockage, are out of human control, they have been addressed in various ways. For example, having 
multiple ground stations can help to deal with cloud blockages as it creates site diversity19 where a ground 
station with a clear sky can communicate with a satellite while others cannot. On the other hand, numerous 
successful attempts have been initiated to deal with background noise and atmospheric turbulence conditions 
as well19,20. Recent reviews summarise the significant advances made in satellite QKD (SatQKD)21,22. These 
include theoretical modelling of losses due to atmospheric effects23–25, simulation software for analyzing the 
performance of various QKD protocols using optimization routines and asymptotic expressions26, and the 
design of advanced adaptive optics systems to minimize atmospheric losses27. Indeed, ground-based horizontal 
field trials have taken place which combine adaptive optics systems with spatial, spectral and temporal filtering 
to allow for daylight operation28.

However, It is crucial to tackle other challenges, such as extending the communication time window while 
enhancing Entanglement Distribution Rate (EDR) along with Secret Key Rate (SKR) and reducing Quantum Bit 
Error Rate (QBER). SKR represents the amount of information (in bits) available for encryption after eliminating 
errors or leaked information to an eavesdropper during each communication opportunity. QBER is a key metric 
in quantum communication and is an estimate of the percentage of errors in the key receiving process. A lower 
QBER indicates a higher quality of the quantum channel, as fewer bits are lost to noise or tampering. QKD 
protocols such as BB8429 and E9130 also play a central role as they offer different SKR, QBER and security levels 
even under the same loss conditions. BB84 is a protocol that uses polarized photons to encode information in 
different bases, and the secure key generation relies on the laws of quantum mechanics, particularly the inability 
of an eavesdropper to measure quantum states without disturbing them. E91, on the other hand, is based on the 
distribution of entangled photon pairs and the violation of Bell’s inequality, quantified by Bell’s parameter. When 
Bell’s parameter exceeds a certain threshold, it indicates the presence of quantum entanglement, enabling the 
establishment of secure key distribution.

This paper addresses two of the limitations mentioned above: low EDR along with SKR and short 
communication time with non-geostationary satellites. The proposed system is a gold-coated parabolic reflector 
carried by a high-altitude balloon floating in the stratosphere, positioned directly above the ground station. This 
design, acting as a receiver from the satellite, is a highly reliable solution that establishes stable communications 
with the satellite, even when the ground station cannot do so directly (i.e., at lower elevation angles). It extends 
the total duration of the communication window, providing a reliable and consistent connection. Consistently 
placing the reflector at a 90° elevation angle with the ground station helps achieve the lowest possible link loss 
while transmitting through the dense layer of the atmosphere, increasing EDR and SKR. The parabolic design 
of the reflector also increases signal directivity, allowing the ground station to receive a relatively low-diverging 
beam compared to direct communication, thereby allowing lower-aperture telescopes as receivers, which are 
available commercially. Although the feasibility of using High Altitude Platforms (HAPs) for quantum key 
distribution has been studied previously1,31, this is the first time that parabolic reflectors on HAPs have been 
proposed as virtual transmitters in satellite-based quantum communications to the best of our knowledge.

We evaluate our method by measuring the average EDR without any QKD protocol involved along with 
SKR, QBER, and communication time with both the E91 and BB84 protocols. Additionally, we analyze the Bell 
parameter value to determine the level of entanglement violation after implementing the E91 protocol. All of 
these evaluation methods are carried out under three different scenarios as follows. In the first scenario, Case 
I, the HAP is a quantum link reflector from the satellite to the ground station. In the second scenario, Case II, 
the HAP is a trusted end node between the satellite and the ground station. The HAP securely communicates 
with the ground station to distribute the quantum key via classical channels after receiving it from the satellite, 
demonstrating a hybrid situation. The third scenario, Case III, is the standard SatQKD approach with direct 
quantum communication from the satellite to the ground station. The design in Case I and II has the potential 
to significantly impact satellite communication and antenna design, inspiring further innovation in the field. In 
fact, dynamic switching between all 3 scenarios could be used to maximize the overall performance of quantum 
communication via satellite.
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Results
SatQKD via parabolic refelctors
Parabolic antennas have a wide range of applications, including radio astronomy, satellite communications, and 
microwave communications32 due to their high gain and directivity. According to geometrical optics, when 
a parallel ray series is incident upon a parabolic reflector, its overall radiation characteristics converge to the 
reflector’s focal point33. Placing a feed horn at the focal point, known as the front feed, is one method of detecting 
the amplified and focused signal by the reflector (Fig. 1), which will be utilised in this paper.

The directivity of an antenna indicates the amount of signal power concentrated in a specific direction34. In 
the context of a parabolic reflector, this directivity represents how effectively the transmitting reflector (Fig. 1) 
focuses outgoing optical waves parallel to its central (principal) axis. A highly directive antenna sends more of its 
energy in a narrow angular region, minimising spread and maximising the photon transfer in that direction. This 
is crucial in quantum communications to minimise QBER, as a larger number of photons leads to a more robust 
reading of the encoded information, which reduces the likelihood of error introduced by noise, atmospheric 
interference, or detector inefficiencies (i.e., a better signal-to-noise ratio). Conversely, a lower photon count can 
increase the QBER, making the quantum communication link less secure and unreliable. The signal directivity 
(in dB) of a parabolic reflector is mathematically defined as follows:

	 D0 = 10 · log((πd/λ)2ϵap)� (1)

Here, d is the reflector’s diameter and λ is the signal wavelength. The term ϵap is the aperture efficiency, 
representing the fraction of the physical aperture area that effectively contributes to beam formation. According 
to equation (1), a larger diameter or a shorter operating wavelength (optical waves compared to radio waves) 
results in a narrower and more focused beam, thereby increasing the signal’s directivity. Intuitively, this means 
that the antenna can concentrate more energy in the direction it is pointing, which is crucial for long-distance 
optical links, such as HAP-to-ground quantum communication. The term ϵap can be further divided as,

	 ϵap = ϵsϵtϵpϵxϵr� (2)

where ϵs, ϵt, ϵp, ϵx, ϵr  are spillover, taper, phase, polarisation, and random error efficiencies, respectively. These 
parameters represent loss due to imperfections in the construction and unaccounted-for random environmental 
conditions. However, as a more general value, ϵap is set to 0.65, which is typical for a well-constructed antenna35.

As shown in Fig.1, we use two parabolic reflectors in our design to receive and redirect the quantum signal 
back to the ground station. Considering a transmitter reflector with a diameter of 0.3 m and a quantum signal 
wavelength of 1550 nm (values utilised in our proposed design), we calculate the transmitter’s directivity 
(inversely proportional to the beam divergence) to be 114.09 dB. This results in a substantial increase in 
concentrated power delivered to the ground station than provided by direct satellite communication, which 
experiences considerable beam divergence. Geometric loss occurs due to natural beam widening, typically a 
significant loss. This loss LGEO  is (in dB)1,

	 LGEO = 20 · log10((Dt + lpath · wo)/Dr),� (3)

Fig. 1.  High reflectivity, gold-coated parabola design acting as a receiver to the satellite and a transmitter to the 
ground station. f0 and f1 are the focal points of the receiving and transmitting parabolas, respectively. Due to 
practical reasons, such as beam divergence, the actual focal point can be slightly changed from the geometric 
focal point of the parabola. The figure is not in scale.
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where lpath is the line of sight distance in meters (m), Dt and Dr  are the diameters of the transmitter and the 
receiver, respectively (also in m), and wo is the half beam divergence. Here wo is,

	 wo = 1.22λ/Dt.� (4)

According to geometry, the radius of the receiving light cone at the ground station is the product of tan ωo and 
the line of sight distance, lpath. Since ωo is very small, tan ωo ≈ ωo, which gives the beam radius as ωo · lpath. 
For example, with the same ωo for the satellite and reflector transmitters (as λ and Dt do not change for both 
transmitters (equation (4)), at ψ = 90◦, the beam width ratio between direct satellite link and the link redirected 
by the reflector is lpath(AC) : lpath(BC) = 430 : 20 (Fig.  2). Which means the beam width of the direct 
satellite link at the ground station is 21.5 times larger than the link redirected by the reflector.

Combined with this higher directivity of the antenna and the almost pure signal wavelength provided by the 
onboard optical system, as shown in Fig. 3, the transmitting parabola on the balloon can be considered a virtual 
laser source. This allows us to treat it as a new, separate transmitter when calculating the channel loss between 
the balloon and the ground station.

Effect of the gold coating
Gold is one of the best available reflectors for infrared (IR) applications, with a reflectivity of about 0.98 at 1550 
nm36, the wavelength to be used in this paper. Consequently, there is growing interest in gold-coated parabolic 
reflectors in both quantum37 and non-quantum36 research fields. Symmetric parabolic reflectors are designed 

Fig. 3.  The optical element structure inside the parabola’s feed horn. Here, the feed horn is placed so that the 
focal length of the first plano-convex lens coincides with the focal plane of the reflector. fo is the focus point 
of the parabolic reflector, d is the diameter of the reflector, fL is the focal length of the plano-convex lens, and 
fC  is the focal length of the collimator. The bandpass filter is only used in the receiver system to filter the noise. 
The central wavelength of the filter is 1550 ± 10nm. (The figure is not in scale).

 

Fig. 2.  A snapshot of the satellite’s sighting to compare the three scenarios. Here, β is the zenith angle between 
the balloon and the satellite, α is the zenith angle between the ground station and the satellite, a(= 20 km) 
is the height of the balloon, b is the line of sight distance, from the balloon to the satellite, c is the line of sight 
distance from the ground station to the satellite, and d is the altitude of the satellite and ψ is the elevation angle 
of the satellite as seen by the ground station (with the horizon). lpath can be either a, b or c depending on the 
communication route. Refer to supplementary materials for calculations of b and β (figure is not in scale).
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to minimize cross-polarization effects when illuminated with balanced polarized light38, as this alignment 
ensures minimal deviation in the reflected polarization state. Furthermore, using gold coating, known for its 
high reflectivity at quantum communication wavelengths (e.g., 1550 nm), helps preserve the fidelity of quantum 
states by reducing scattering and absorption losses. These factors collectively contribute to a very low probability 
of damaging the encoded quantum information in such links. The above statement is further supported by 
experimental evidence demonstrating very low quantum defects caused by highly reflective materials39,40. 
However, it is essential to note that the reflection properties of materials change with temperature. A study has 
shown that the reflectance of gold decreases slightly at higher temperatures for wavelengths greater than or 
equal to 500 nm41. This is not a limitation in our application as the reflector is in the stratosphere, where low-
temperature conditions occur.

Channel loss
We assume a laser onboard a LEO satellite as the transmission source in our simulations due to practical 
reasons. These include low launching costs, extensive geographic coverage, and the availability of actual satellites 
dedicated to quantum communication already in orbit42. To facilitate comparison, we calculate the total channel 
loss experienced during satellite-to-ground station transmission under three scenarios described in Sect. 
“Introduction”. The total channel loss LT OT  (dB) is presented in detail in Sect. “Methods” and, for a certain 
lpath (Fig. 2), can be expressed as,

	 LT OT = LGEO + LAT M + LP NT + LSCI � (5)

where LAT M  is the atmospheric loss, LP NT  is the pointing loss, and LSCI  is the scintillation loss as will be 
described in Sect. “Methods”.

Use cases
In this paper, we consider two use cases for the parabolic reflector and compare them against the baseline, 
which is direct satellite-to-ground communication as described in the Methods. The first use case (balloon as a 
quantum link reflector) improves the performance of various quantum applications such as quantum sensing, 
distributed quantum computing, and QKD. The second use case (ballon as quantum receiver) is a hybrid method 
suitable for QKD but not for entanglement distribution. QKD is still possible with post-quantum cryptography. 
Both methods perform better than direct satellite communication with the ground station.

All three scenarios apply identical environmental and systematic conditions to ensure a comprehensive and 
equitable comparison. All parameters utilised in this comparative analysis are documented in Table 1. As the first 
step, we calculate the total loss under each scenario. Then SKR and QBER for BB84 and E91 (along with the Bell 
parameter for E91), EDR, and time window calculations are discussed in Sect. “Performance analysis”. Losses 
and rates are calculated for each of the three scenarios for a range of elevation angles, and findings are discussed.

Case I: Rerouting through the reflector
In this case, the reflector is positioned in the stratosphere and is used to calculate the performance metrics where 
quantum information travels on the path AB+BC (Fig. 2). The total loss on this travel path LABC  is

	 LABC = LT −AB + Lref + LT −BC � (6)

where LT −AB  and LT −BC  are the total channel losses for travel paths AB and BC (Fig. 2), respectively calculated 
using equation (5) for each case. We assume the ground station sees the balloon as a new transmission source 
as explained in Sect. "SatQKD via parabolic refelctors", which is always at 90◦ elevation to the ground station 
when considering the travel path BC. Lref  (in dB) is the loss introduced by the reflector due to its imperfections 
presented in Sect. “Methods” calculated as

	 Lref = Lcoating + Llenses + Ldesign + Lfibre� (7)

Here, Lfibre (given in equation (20)) represents the loss due to the attenuation inside the fibre optic cable 
and coupling inefficiencies, Lcoating  (given in equation (21)) is the loss due to imperfect reflection by the 

Description Value Description Value

Transmitter’s aperture (satellite) 0.3 m Transmitter’s aperture (balloon) 0.3 m

Receiver’s aperture (balloon) 2 m Receiver’s aperture (ground) 0.4064 m (16”)

Signal wavelength (λ) 1550 nm Altitude of the satellite (d) 430 km (LEO)

Pointing jitter (θj ) 5 µrad Wind speed (high turbulence) 20 m/s

RISP at ground (A0) 1 × 10−15m−2/3 Height of ground station (HGS ) 0.01 km

Reflectance of gold (r) 0.98 Optical efficiency of lenses (t) 0.9

Noise count probability (Pnc) 1 × 10−5 Detector efficiency (ηdet) 0.8

Photon generation rate (νs) 5.9 MHz Number of detectors (BB84) 2

Table 1.  Parameter description and respective values used in the simulation.
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coating, Llenses (given in equation (22)) is the loss due to imperfect transmission by the lens system (Fig. 3), 
Ldesign (given in equation (23)) is the loss due to misalignment as the beam diverges, design and environmental 
mismatches such as thermal fluctuations. We neglect fibre attenuation in our calculations as the fibre optic 
connectivity from the receiving reflector to the transmitting reflector is very small (about 10 m).

Case II: Hybrid communication (quantum + classical)
In Case-II, the balloon acts as a trusted end node to receive the key, which is transmitted classically to the ground 
station with one-time padding43 (assuming no eavesdropping on the classical channel) where the quantum link 
travels on the path AB. In this case, we do not consider loss due to travel path BC, as it is classical communication, 
but only the loss on path AB (Fig. 2). Furthermore, the loss due to the reflector is half the amount in the previous 
case (the reflector method), as there is only one parabolic setup without the transmitter. Considering these 
factors, the loss in the hybrid scenario LAB  can be calculated as,

	
LAB = LT −AB + Lref

2
� (8)

Case III: Direct communication with the satellite
The baseline (Case-III) involves direct communication with the ground station, representing the conventional 
approach (the quantum link’s path is AC or the red line in Fig. 2). Calculating the loss under direct communication 
is straightforward compared to the other two methods. Here, we can directly calculate the path loss from A to C, 
LAC  (Fig. 2), using equation (5) for different elevation angles shown in Sect. “Performance analysis”.

Performance analysis
While this paper is mainly focused on entanglement distribution, we also consider SKR and QBER as 
performance metrics with BB84 protocol as well in addition to E91 protocol to demonstrate the usage in 
other QKD applications, too. Furthermore, we also perform Bell parameter analysis with the E91 protocol to 
demonstrate that entanglement violation is decreased with the introduction of the parabolic reflector.

Quantum signals undergo various losses during transmission from the satellite to the ground station. This 
paper focuses on geometric, atmospheric, pointing, and scintillation losses (together referred to as channel loss 
in this paper) and how they are calculated when finding the above-mentioned performance metrics, as described 
in Sect. “Methods”.

Channel loss analysis
Since the above performance metrics depend on channel loss, we analyze the total channel loss along the 
propagation paths in all three scenarios (Case-I, II, and III) using the equations presented in Sect. “Methods”. 
Channel loss as a function of the elevation angle of the satellite to the ground station, ψ (since β ≈ ψ as a << d), 
is presented in Fig. 4.

SKR and QBER analysis
Figure 5 depicts the SKR and QBER for the BB84 and E91 protocols. Both protocols demonstrate a noteworthy 
increase in SKR after introducing the parabolic reflector design compared to the baseline. With direct 
communication, the BB84 protocol exhibits a dead angle limit of ≈ 28◦ for the simulation parameters given 
in Table 1. This increases to around ≈ 36◦ for the E91 protocol. At the same time, the reflector method allows 
communication from ≈ 18◦ for the BB84 protocol and ≈ 22◦ for the E91 protocol. In contrast, the hybrid 
communication method allows communication from ≈ 14◦ for the BB84 protocol and ≈ 18◦ for the E91 
protocol.

EDR analysis
Figure 6 represents the average entanglement distribution rate to the ground stations by considering both ground 
stations, Alice and Bob, using the expression for EDR given by equation (33). In this case, only the reflector 

Fig. 4.  The loss (in dB) for reflector, hybrid, and direct methods. The X-axis shows the elevation angle of the 
satellite as seen by the ground station (i.e., ψ in Fig. 2). Blue Curve: Reflector Method (Case I), Green Curve: 
Hybrid Communication (Case II), Red Curve: Direct Communication (Case III). (The results in this section 
are derived based on the assumption of a 2 m (aperture) parabolic receiver on the balloon. For a comparative 
analysis of these parameters across varied sizes of parabolic receivers, please refer to the supplementary 
materials.
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and direct methods (Cases I and III) are considered, as the hybrid communication method does not support 
entanglement distribution between a balloon and a ground station. The reflector method supports around 25 
times more entangled bits to be distributed than direct communication at the maximum elevation angle (i.e., 
ψ = 90◦). The subplot highlights the entanglement generation rate for the direct communication scenario.

Communication time window comparison
A LEO satellite orbiting at an altitude ranging from 400 - 800 km typically has an angular velocity of 20 mrad s−1

45, relative to the receiver (balloon or ground station in our case) in its local coordinate system. Using equation 
(34) and the θmin values extracted from Fig. 5, communication time windows can be calculated for each protocol, 
as shown in Fig. 7. It also shows the increased communication time as a percentage when using the reflector and 
hybrid methods compared to direct communication for both protocols. The reflector method provides 16.1% 
and 25.9% communication time increments for BB84 and E91, respectively, while the hybrid method provides 
22.6% and 33.3% increments for BB84 and E91, respectively.

Fig. 7.  Length of the communication time window (for 0◦ ≤ ψ ≤ 90◦) analysis for direct (red), reflector 
(blue), and hybrid (green) communications for both BB84 (left group) and E91 (right group) protocols. The 
increased percentage of the communication time window is marked on the top of the reflector (Case I) and 
hybrid bars (Case II) compared to the direct communication (Case III) for each protocol individually.

 

Fig. 6.  This graph compares the EDR to the ground stations (measured in bits per second) of the direct 
method (red area) and the reflector method (blue area) as a function of elevation angle ψ (expressed in 
degrees). The accompanying subplot highlights the values of EDR associated with direct communication, 
which are contained within the boundaries of the yellow dashed-line box (for 40◦ ≤ ψ ≤ 90◦).

 

Fig. 5.  SKR (a) and QBER (b) analysis for the BB84 (solid lines) and E91 (dashed lines) protocols as a 
function of elevation angle ψ. Blue lines represent the reflector method (Case I), green lines represent hybrid 
communication (Case II), and red lines represent direct communication (Case III). The maximum allowed 
QBER for BB84 is 11%44 while it is 14.6 for the E91 protocol.
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Bell parameter analysis
In the case of the E91 protocol, successful entanglement requires the Bell parameter to fall between 2 (classical 
limit) and 2

√
2 (the ideal scenario). Any value below 2 suggests interference from an eavesdropper or excessive 

noise. According to equation (30), it is evident that QBER values exceeding 14.6% in the E91 protocol do not 
allow the generation of a secret key, as the Bell parameter falls below 2, the classical limit. This situation is 
demonstrated in Fig.  8, which illustrates the variations in the Bell parameter as a function of the satellite’s 
elevation angle (ψ) for all three cases. Our approach provides a promising level of security even at lower elevation 
angles, at least from around 14.6◦ with the hybrid method and around 18◦ with the reflector method, where 
direct communication fails to do so, thereby increasing the communication time window.

Discussion
Our proposed airborne reflector scheme has several advantages beyond increasing communication times, 
entanglement distribution rates, and secret key rates. Our simulations utilised a two-meter, large-diameter 
parabolic receiver on the balloon, but a readily available 16-inch, small-aperture telescope at the ground station. 
This choice eliminates the need for custom-made or expensive high-aperture telescopes at ground stations in 
satellite-based quantum key distribution, making the method more practical and accessible. Supplementary 
materials present results for different diameters of the receiving parabola on the balloon.

For comparison purposes, we consider the total channel loss (returned by equation (5)) of the reflector 
method while having a 16-inch telescope at the ground station with the direct satellite-to-ground communication 
while having 1 m receiver telescope (a common interest when considering real-world applications) at the 
ground station. We observe that having a 1 m telescope provides slightly better performance (without involving 
reflector) for ψ ≥ 17◦. Although this is the case, these results were obtained by assuming a parabola with 
ϵap = 0.65, which is a front feed design. There are more efficient designs, such as off-axis feed, which can 
provide an ϵap value of up to 0.846. Assuming ϵap = 0.8, the reflector method still provides a lower total channel 
loss (Refer to supplementary materials for loss analysis curves) while rerouting through it with a 16-inch 
telescope at the ground station compared to direct satellite-to-ground communication with a 1 m telescope at 
the ground station. Future work should investigate a detailed analysis of an efficient parabolic reflector design 
and its performance under various environmental conditions.

However, our design exhibits some limitations and challenges. A major concern is the weight limitation a 
HAP can handle when designing the reflector setup, which affects the launch cost. Although the project Loon 
demonstrated the capability of carrying a payload of 28.5 kg into the stratosphere using a high-altitude balloon47, 
our design can further reduce the manufacturing and launching costs by using lightweight materials to build 
reflectors instead of traditional metal dishes. Another concern is the stability of the balloon; however, this is less 
of a concern at a 20 km altitude as there are almost no rapid and strong wind currents. Furthermore, our study 
assumes that the reflector does not directly face the sun due to safety concerns regarding onboard equipment 
and to maintain a favourable signal-to-noise ratio, which may impose some communication time restrictions 
during daytime. Additionally, it is assumed that the reflector tracks the satellite actively, consistently maintaining 
direct alignment with it, backed by a mechatronic system.

Methods
Propagation losses
This section describes how each loss component (geometric, atmospheric, etc. as below) is calculated, which 
contributes to the total channel loss for travel paths ABC (Case-I), AB (Case-II), and AC (Case-III) (Fig. 2).

Atmospheric loss
Atmospheric loss occurs for two main reasons: the first is due to absorption by carbon dioxide molecules and 
water vapor48. The second is due to weather conditions such as snow, rain or fog. In the current model we assume 
clear conditions in our simulation, only taking the absorption loss into account. Then the atmospheric loss 
LAT M  (in dB) can be calculated as,

	 LAT M = floss × lpath × 10−3� (9)

Fig. 8.  Variation of the Bell parameter for the reflector, hybrid, and direct communication methods with the 
elevation angle of the satellite as seen by the ground station. The purple line represents the classical limit where 
the Bell parameter must lie above this limit for the entanglement to be successful.
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where floss is the loss factor (in dB km−1). However, the loss factor differs by the wavelength, and for 1550 nm, 
it is estimated to be 0.01 dB km−11. In this equation, lpath is multiplied by 1 × 10−3 to convert into km, as it 
was defined in m in equation (3).

Pointing loss
Pointing loss is due to pointing, acquisition and tracking (PAT) system errors and reflector random movements. 
The pointing loss LP NT  is49,

	 LP NT = exp(−8θ2
j /w2

0)� (10)

where θj  is the pointing jitter’s divergence angle in rad1.

Scintillation loss
Scintillation loss is caused by thermal variations in the atmosphere, which lead to refractive index changes. This 
loss is minimal but should be accounted for. Following the derivation in50, the scintillation loss in dB can be 
expressed as

	

LSCI = 4.343 ×
[

erf−1(2p0 − 1) ·
[
2 ln(σ2

I + 1)
] 1

2

− 1
2 ln(σ2

I + 1)
] � (11)

where po is a loss fraction region that occurs when the actual receiving power falls below a certain threshold of 
the mean power. No encoded quantum information can be decoded while the receiving power lies within this 
region, so the channel is modelled as either on or off. Channel coding and interleaving can recover the data 
lost in this region. We set po = 0.01 by following previous work18,51. Here σ2

I  is the scintillation index for the 
receiving telescope given by,

	 σ2
I = ADr × σ2

I,point� (12)

where ADr  represents the aperture averaging factor and σ2
I,point is the scintillation index of a point receiver 

given by52,

	 σ2
I,point = exp(A + B) − 1� (13)

with,

	
A = 0.49σ2

R(
1 + 1.11σ

12/5
R

)7/6 , B = 0.51σ2
R(

1 + 0.69σ
12/5
R

)5/6

and,

	
A(Dr) =

[
1 + 1.062

(
Dr

2ρI

)2]−7/6
� (14)

Here ρI  is the intensity structure parameter given by,

	
ρI = 1.5

√
λ

2π
Hd

(
θ/90◦

(θ/90◦)2 + (10/90◦)2

)
� (15)

where θ is the elevation angle of the transmitter (in degrees) and Hd is the height of the troposphere, which 
will be set to 12,000 m according to53. The term σ2

R is the Rytov variance, which represents the fluctuations in 
propagating light caused by a turbulence medium in terms of phase and amplitude54; it is calculated as52,

	
σ2

R = 2.25k
7
6 sec

11
6 (α)

∫ HT urb

HGS

C2
n(h)(1 − HGS)

5
6 dh� (16)

where α (Fig. 2) is the zenith angle, HGS  is the height of the ground station (GS) above sea level (in m). HT urb 
denotes the altitude of the turbulence layer above the ground station (in m), and C2

n(h) is the refractive index 
structure parameter (using the modified Hufnagel-Valley Model) given by55,

	

C2
n(h) = A0 exp

(
− HGS

700
)

exp
(HGS − h

100
)

+ 5.94 × 10−53h10(Urms

27
)2 exp

(
− h

1000
)

+ 2.7 × 10−16 exp
(

− h/1500).

� (17)
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Here A0 is the refractive index structure parameter (RISP) at ground level (in m− 2
3 ), Urms is the average wind 

speed along the slant path (in m s−1). HT urb is negligible above 20 km51; therefore, we do not consider the 
scintillation loss on the travel path AB when calculating the total loss.

Reflector losses
The parabolic reflector setup introduces fidelity-reducing factors in the quantum link due to various limitations, 
including construction imperfections such as surface aberrations, alignment issues, and non-ideal reflector 
shape. Additionally, hardware constraints, such as detector inefficiencies and fibre coupling losses, further 
degrade the fidelity, as described below. These factors are also considered in our design when calculating the 
channel loss, as applicable.

Fibre loss
For a Single Mode Fibre (SMF), the optical coupling efficiency (ηc) is given by56,

	

ηc(δ, χ) = 2




e−χ2
[
1 − eχ2(1−δ2)

]

χ
√

1 − δ2




2

� (18)

where

	
χ = π · D′ · Ω

2 · f ′ · λ
.� (19)

Here D
′
 and f

′
 are the lens diameter and focal length to the fibre, respectively, Ω is the beam radius at 1/e 

distance, and δ is the ratio between pupil size and central obstruction size (feed horn of the parabola in our case). 
For a δ = 0.1, the coupling efficiency can be calculated as about 79% (Fig. 9), which gives Lfibre for the entire 
system (both transmitter and receiver) as,

	 Lfibre = −20 · log10(0.79) = 2.04 dB� (20)

Figure  9, presents coupling efficiency, ηc, to the SMF as a function of χ for different δ values. It is evident 
that when δ = 0.1, χ is approximately 1.108. Since ω0 (in equation (4)) is a characteristic of the laser, for a 
chosen wavelength λ (1550 nm in our case), D

′
 and f

′
 must be selected to achieve the χ = 1.108 for the 

maximum coupling efficiency of 79%. In addition, wavefront perturbations can also limit the coupling efficiency 
of the signal into an SMF57. However, it is not accounted for when modelling the reflector loss as the reflector is 
located in the stratosphere (at a 20 km altitude), which lies above the majority of atmospheric turbulence, where 
wavefront phase distortions are weaker and hence neglected.

Coating loss
This loss occurs as the coating material of the parabola (gold in our case) is not 100% reflective. Assuming the 
same hardware for both receiver and transmitter, we calculate the Lcoating  for the entire system as58,

	

Lcoating = −20 · log10

(
Ireflected

Iincident

)

= −20 · log10

( 1
2 ϵνE2

rf
1
2 ϵνE2

i

)

= −20 · log10(r)

� (21)

where ϵ is the electric susceptibility, ν is the speed of light, and r is the reflectance of gold. Erf  and Ei represent 
the energies of the reflected and incident waves, respectively.

Fig. 9.  The variation in the fibre coupling efficiency as a function of χ (equation (19)) for different pupil sizes 
to central obstruction sizes ratios δ.
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Lenses loss
Similarly, the loss due to imperfect transmittance through the onboard lens system Llenses is given as

	 Llenses = −20 · log10(t)� (22)

where t is the energy transmission efficiency of a single lens system (i.e., in the transmitter or receiver setup of 
the reflector).

Design loss
Assuming a more general value for the design efficiency of a parabola35, we get the design loss (Ldesgin) due to 
the imperfect construction of parabolas as,

	 Ldesign = −20 · log10(0.65) = 3.741 dB� (23)

EGR, SKR, QBER, and Bell parameter calculation
The total path loss primarily affects the EGR, SKR, and QBER. These three parameters can be calculated using 
the transmission efficiency (ηtrans) of the entire quantum link through the atmosphere, given by

	 ηtrans = 10−TT OT /10� (24)

where TT OT  is the transmission loss (in dB) of the entire quantum channel with selected transmission method 
as calculated under case I (LABC), II (LAB), or III (LAC). The section below details SKR and QBER for the 
BB84 protocol, as well as Bell parameter and EDR calculations for the E91 protocol. Although we consider 
detector efficiencies in our calculations below, we do not consider fibre coupling efficiencies at the ground station 
assuming free-space coupling for detection, where the received beam from the telescope is directly focused onto 
the detector, for simplicity as well as to support our primary objective of studying the effect of the reflector.

BB84 protocol
In the BB84 protocol29, where the satellite directly communicates with one ground station, the error in the 
transmitted key can be calculated using the QBER (QBB84), which is given by59,

	
QBB84 = qi + 0.5 Pncn

ηtransηdetqµ
� (25)

where qi is the intrinsic QBER defining the optical quality of the optical system being used, typically 0.001 for 
a commercial detector, Pnc is noise count probability, n is the number of detectors, q is the parameter used to 
correct non-interfering path combinations (this is either 1 or 0.5, and we set it to 0.5), µ is the mean photon 
number (1 for single photon source), and ηdet is the efficiency of the detector60. Using the QBER (QBB84), the 
SKR for the BB84 (SKRBB84) protocol can be calculated as,

	

SKRBB84 = 1
2νs · ηtrans

[
1 + 2QBB84 log2(QBB84)

+ 2(1 − QBB84) log2(1 − QBB84)

] � (26)

where νs is the photon generation rate at the satellite, which is set to 5.9 MHz following real-world values from 
the Micius experiment61.

E91 protocol
In the E91 protocol30, we assume that the satellite generates two entangled photons sent through the atmosphere 
towards Alice and Bob, two separate ground stations, one of which is shown in Fig. 2. Between two distributed 
photons, the maximally entangled state is given by60,

	
ψ⟩ = 1√

2
(
|H⟩A|V ⟩B + eiφ|V ⟩A|H⟩B

)

where φ is the relative phase, H and V are the horizontal and vertical polarisations of the photon pair, respectively. 
The quality of entanglement between photon pairs in the E91 state is assessed using the degree of violation of a 
Bell inequality using the Clauser–Horne–Shimony–Holt (CHSH) inequality. For such a case, the Bell parameter 
SCHSH  is calculated as30,

	

SCHSH =
∣∣∣E(θi

A, θi
B) + E(θi

A, θj
B)

− E(θj
A, θi

B) + E(θj
A, θj

B)
∣∣∣
� (27)
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where E(θi
A, θj

B) is the correlation coefficient representing two different random orientations, i and j 
(i, j ∈ Z+), of Alice’s and Bob’s analysers, given by62,

	

E(θA, θB) = N
[

− cos (2θA) cos (2θB)

+ cos (φ) sin (2θA) sin (2θB)
]� (28)

With two random numbers for i (= 2) and j (= 4), it can be seen that at the relative phase angle φ = π with 
orientation angles (θ2

A, θ4
A, θ2

B , θ4
B) = (0, π

4 , −π
8 , π

8 ), we obtain a maximum value30 of 2
√

2 for SCHSH . We 
use these four orientation angles to study the impact of the noise parameter (N) on the Bell parameter, where

	
N = psη2

t

κ
� (29)

with

	

κ = ps [ηt + 2Pnc(1 − ηt)]2

+ 2p1Pnc [ηt + 2Pnc(1 − ηt)]
+ 4p0P 2

nc

Let ηtrans,A and ηtrans,B  be the transmission efficiencies for Alice and Bob respectively. 
We obtain ps = ηtrans,A · ηtrans,B , p1 = pHA + pV A + pHB + pV B  with 
pHA = pV A = 0.5 · ηtrans,A · (1 − ηtrans,B), pHB = pV B = 0.5 · ηtrans,B · (1 − ηtrans,A) and 
p0 = (1 − ηtrans,A)(1 − ηtrans,B)62. ηt is the total detection efficiency of the system, given by the product 
of detector efficiency (η) and photon collection efficiency (ηc) while Pnc is the probabilistic noise count60. For 
simplicity, we assume that ηtrans,A = ηtrans,B  in our case, where ηtrans,A was calculated according to the 
simulation parameters given in the Table. 1. However, even with ηtrans,B = 0.75 · ηtrans,A, we noticed that 
there is only a small difference in minimum usable elevation angle for QKD with E91 protocol, while some 
noticeable difference between SKR values (refer to supplementary materials for more analytical results for 
ηtrans,B = c · ηtrans,A where c ∈ {0.75, 0.5, 0.25}). Using the derivation in63, we calculate the QBER for the 
E91 protocol QE91 as,

	
QE91 = 1

2
(
1 − SCHSH

2
√

2
)

� (30)

and the SKR for the E91 (SKRE91) protocol as,

	
SKRE91 = 1

3vs · ηtrans [1 − h(QE91) − h (f(s))]� (31)

with

	
f(s) =

1 +
√

S2
CHSH

4 − 1
2

where h(x) is the Shannon entropy function60 of x, given by,

	 h(x) = −x log2(x) − (1 − x) log2(1 − x); 0 ≤ x ≤ 1� (32)

EDR calculation
We consider the same scenario for calculating EDR as we did when analysing the E91 protocol, with the satellite 
as an untrusted source. Considering channel transmittance for both ground stations, Alice and Bob, for a certain 
lpath into account (as explained in equation (24)), the average EDR to the ground stations without taking 
detector efficiencies into account (as we are interested in studying the effect of the reflector) is64,,

	 EDR = vs · ηtrans� (33)

Communication time window
Assuming a circular orbit, the communication time window for the secret key distribution for a certain sighting 
opportunity can be calculated up to the maximum elevation by dividing the angular displacement of the 
satellite by the satellite’s angular velocity relative to the receiver (ground station or balloon). In general, the 
communication time window, TCOMM  is,

	
TCOMM = π(90 − θmin)

180ω
� (34)
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where θmin (0 ≤ θmin ≤ 90◦) is the elevation angle (in degrees) at the first instant that SKR becomes positive, 
and ω is the angular velocity of the satellite relative to the ground station or balloon in rad s−1.

Data availability
The dataset analysed during the current study is available from the corresponding author upon reasonable re-
quest.

Code availability
The code that supports the findings of this study is available upon reasonable request.
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