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one-way qubit transmission, the proposed MMQSS protocol not only simplifies the
quantum communication process but also effectively defends against quantum
Trojan horse attacks. The correctness and security analyses demonstrate that the
proposed M2M-MQSS protocol is robust against various well-known attack strategies.
Simulation experiments confirm the feasibility of the protocol for various numbers of
participants. It maintains high levels of efficiency and security even as the number of
participants increases. Moreover, compared with existing protocols, the proposed
M2M-MQSS protocol lowers the barrier to practical quantum communication
deployment by reducing the quantum resources required for protocol participants.
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1 Introduction

Secret sharing is a cryptographic technique that secures information by splitting it into
multiple parts, often referred to as “agents” Each agent, on its own, does not reveal any
information about the secret; however, when sufficient agents cooperate with each other,
the original secret can be reconstructed. Therefore, this cryptographic method is advanta-
geous in situations where sensitive information needs to be protected but simultaneously
needs to be recoverable by a group of authorized participants. To achieve secret shar-
ing, Shamir [1] adopted polynomial interpolation to propose the classical secret sharing
(CSS) protocols in 1979. In Shamir’s quantum secret sharing (QSS) protocol, a secret is
divided into shadows using a polynomial of degree k — 1, where k is the minimum number
of shadows needed to reconstruct the secret. The polynomial coefficients are randomly
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generated, with the constant term being the secret. Each agent receives a shadow corre-
sponding to a unique point on the polynomial. At least k agents (points) are required to re-
construct the secret. Although Shamir’s CSS offers theoretical information security, it has
certain limitations. Specifically, (1) the size of each secret share must be at least equal to
that of the original secret and (2) securely distributing these large secret shares poses sig-
nificant challenges. To address these issues, certain mathematical approaches, such as the
geometric plane and Chinese Remainder Theorem, have been employed to develop com-
putationally secure CSS protocols [2, 3]. Compared with information-theoretically secure
CSS protocols, these computationally secure protocols are more feasible for implementa-
tion in practical network environments. However, computationally secure CSS protocols
may become vulnerable in computing scenarios involving quantum mechanics, particu-
larly if quantum computers can solve the underlying mathematical problems. In response
to the vulnerability of classical secret sharing (CSS) protocols with the advent of quan-
tum computers, Hillery et al. [4] leveraged the quantum entanglement properties of the
Greenberger—Horne—Zeilinger (GHZ) state [5] to propose the first quantum secret shar-
ing (QSS) protocol in 1997. Because the security of Hillery et al’s QSS protocol is based on
quantum mechanics, the computational power of quantum computers cannot affect the
security of the protocol. Subsequently, numerous studies [6—21] have proposed various
QSS protocols using different quantum states/properties or implemented QSS protocols.

However, these QSS protocols only let a secret owner (known as a “dealer”) share their
secret with 2~m agents. Therefore, QSS protocols cannot be used for specific applica-
tions. For instance, imagine a military research unit developing a dangerous new weapon.
To ensure safe use, weapon activation requires a secret key. To prevent any single re-
searcher from having complete control over this secret key—because they might leak it—
the key must be generated collectively by all researchers involved. In addition, the military
cannot allow a single officer to hold the entire key. Instead, the key must be divided into
multiple parts that are entrusted to different officers. Only when all the officers holding
these key fragments convene can the key be reconstructed, allowing it to be activated. The
aforementioned QSS protocols are unsuitable for this application. To address this issue,
the concept of multiparty-to-multiparty quantum secret sharing (MMQSS) was proposed
in which two groups of N and M participants exist. All N participants in group 1 collec-
tively generate the secret message and share it with M participants in group 2. No subset
of either group could correctly recover the secret message without the cooperation of the
entire set of either group 1 or group 2. In line with the concept of MMQSS, the studies in
[22-32] proposed various MMQSS protocols that utilize different quantum resources or
properties.

In 2005, Yan and Gao [22] introduced the first MMQSS protocol employing single pho-
tons to share secrets between two groups of different sizes; the secret could only be re-
covered if all the participants in each group cooperated. However, Li et al. [23] identified
a security issue within the protocol: the last participant of group 1 could maliciously re-
place the secret message without being detected, and suggested how to fix it. Since then,
various studies have emerged and different MMQSS protocols have been proposed. Han
et al. [24] developed an MMQSS protocol using continuous variable operations instead
of special discrete unitary operations to encode secrets that prevent certain types of spe-
cial attacks. [25, 26] further improved the security of the MMQSS protocol using two and
three conjugate bases, respectively. In 2010, Shi et al. [27] introduced an MMQSS protocol
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using Bell states and Bell measurements in which a trusted third party (TP) was assumed
to securely generate and distribute quantum resources to all participants. Sheng et al. [28]
used squeezed states to propose a new protocol and analyzed its security under various
lossy channel conditions. Qin et al. [29] used entangled states to propose a new scheme
distinct from previous studies, which allowed participants in one group to transmit their
shared secret to participants in another group while both groups could keep their shared
secret, and each group could reconstruct the secret independently. However, the study
was limited by the same number of participants in both groups.

Additionally, an advanced version of the MMQSS protocol, a dynamic multiparty to
multiparty quantum secret sharing (DMMQSS) protocol, was proposed by Zhou et al.
[30] using the GHZ state in which participants can join or leave any secret sharing ses-
sion without compromising the integrity and security of the protocol. Zhou et al’'s DM-
MQSS protocol allows the number of participants to vary before quantum resources are
measured, thus significantly improving the flexibility and applicability. In 2023, You et al.
[31] proposed a more practical DMMQSS protocol based on single photons that incurred
fewer security risks than [30]. Moreover, the scheme did not require the verification of
secret shares when adding a new participant. Later, Tian et al. [32] utilized Bell states to
propose a DMMQSS protocol and verified its correctness through simulations using IBM’s
Qiskit platform [33].

Although MMQSS protocols can address the problem of sharing secrets between par-
ticipants in two groups, they face challenges in practical implementation. In other words,
these protocols always assume that the participants have complete quantum capabili-
ties/devices. However, the implementation costs of some quantum capabilities/devices
are high (e.g., storing a qubit or maintaining entanglement for a long time) under current
quantum technologies. If all protocol participants are equipped with expensive quantum
devices, the implementation will not be economically feasible. Therefore, enabling the
participants to use easily implemented quantum capabilities to achieve quantum commu-
nication protocols is an important research issue. To address this issue, Boyer et al. in-
troduced the innovative concept of a semi-quantum environment, comprising two types
of users: classical users, who have limited quantum capabilities, and quantum users, who
have full quantum capabilities. The first semi-quantum key distribution (SQKD) proto-
col was proposed by Boyer et al. [34, 35]. Thereafter, various semi-quantum communica-
tion (SQC) protocols [36—45] have been proposed based on semi-quantum environments.
Semi-quantum environments can be classified into three types according to the quantum
capabilities of classical users, as summarized in Table 1.

Table 1 Four types of semi-quantum environments

Environment Capabilities of classical user

Measure and resend 1) generate qubits in Z-basis
2) measure qubits in Z-basis

3) reflect qubits without introducing any disturbance

@)
@)
©)
Randomization-based (1) measure qubits in Z-basis

(2) reorder qubits by employing different delay lines
(3) reflect qubits without introducing any disturbance
@)
@)
@)

Measurement-free 1) generate Z-basis qubits
2) reorder qubits by employing different delay lines

3) reflect qubits without introducing any disturbance
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Although these SQSS protocols are lighter than existing QSS protocols, Tsai et al. [46]
indicated that these SQSS protocols have some inferiorities (e.g., the dealer is still a quan-
tum user, and the qubit transmission distance is more than double that of one-way quan-
tum communication). Tsai et al. [46] introduce a new lightweight quantum environment,
referred to as a restricted quantum environment, where a classical user possesses only
two quantum capabilities: (1) performing single-qubit operations and (2) measuring sin-
gle qubits in the Z-basis. Under the environment, Tsai et al. [46] proposes a multiparty
mediated quantum secret sharing (MMQSS) protocol—built on mediated quantum com-
munication [44]—to address the inferiorities of the existing SQSS protocols. Subsequently,
another MMQSS protocol [47] is presented, leveraging the measurement properties of
graph states to improve the efficiency of Tsai et al’s MMQSS protocol. The key difference
between SQSS and MMQSS is in their respective dealer requirements: in an SQSS pro-
tocol, a quantum user (the dealer) shares secret messages with multiple classical users
(agents), whereas in an MSQSS protocol, a classical user (the dealer) shares secret mes-
sages with multiple classical users (agents) with assistance from a quantum third party
(TP).

Although the two types of QSS protocols can achieve secret sharing tasks in a semi-
quantum environment, these SQSS protocols cannot allow multiple dealers to share secret
messages with various agents. Therefore, this study adopts the property of the graph state
to propose the first multiparty-to-multiparty mediated quantum secret sharing (M2M-
MQSS) protocol in the restricted quantum environment. In the proposed protocol, N
classical dealers can generate a secret message and share it with M classical agents with
the assistance of a dishonest TP (a quantum user). Classical dealers and agents have only
two quantum capabilities: (1) Z-basis measurement and (2) Hadamard operation. More-
over, unlike other SQSS protocols that rely on round-trip qubit transmission, classical
dealers and agents do not require additional quantum devices to protect against quan-
tum Trojan horse attacks because of the adoption of one-way qubit transmission. In other
words, the quantum capabilities and devices are lower than when using round-trip qubit
transmission. Correctness and security analyses are performed to validate the proposed
M2M-MQSS protocol, and its feasibility is demonstrated using a simulation method.

The remainder of this paper is organized as follows: Sect. 2 addresses the measure-
ment property of the quantum complete graph state and thereafter describes the pro-
posed M2M-MQSS protocol. Section 3 presents correctness and security analyses of the
proposed protocol. A comparison of experimental results is presented in Sect. 4. Finally,

Sect. 5 outlines concluding remarks and recommendations for further investigation.

2 Proposed M2M-MQSS protocol

In this section, we begin by explaining the properties of the complete graph state, followed
by an introduction to the proposed M2M-MQSS protocol. Additionally, for clarity, the
Appendix provides a table (Table 5) of notations and variables used throughout this study.

2.1 Introduction of the complete graph state
A graph state is an important entanglement state [48, 49] that has been applied to various
communication and computation applications. The following quantum system can rep-

resent any #-qubit graph state with graph format G = (V, E), where V (vertices) and E
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(edges) denote a set of qubits and entanglement relationships, respectively.

G) = [T czlt+)®m, (1)

(ij)eE

where |+) = % (10) + | 1)) and CZ*? denotes performing a controlled-Z (CZ) gate (as

shown in the following equation) on the qubit pair (a, b).

cz =1 00)(00 | + | 01)(01 | + | 10)(10 | — | 11)(11 | )

S O O =
S O = O
S = O O

-1

A complete graph state is a particular type of graph state representing a multiqubit quan-
tum system in which all qubits are mutually entangled [47]. An n-qubit complete graph

state can be represented as follows:

n2'-1
. 1
K) = czlit |4)®n = (—> ~1)% |x), 3
|>1<H< +) ﬁ;mm ®)
<i<j<n x=
where A = LHWTmJ mod 2, and Hw(x) denotes the Hamming weight of x.

Our previous study [47] proposed a measurement property of multiqubit complete
graph states in Z-basis (/0),]1)) and X-basis (|+> = 130 +11)),1-) = 2 (10) - | 1)))
measurements. This study utilizes this property as a general formula. Assume using a basis
set B ={b1,by,...,b,} to measure an n-qubit complete graph state, where b; € {X, Z} and
1 <i<n.Ifb; = X, the i-th qubit of the complete graph state is measured in the X-basis;
otherwise, it is measured in the Z-basis. According to different bases, we can separate the
basis set into two sets By ={i| 1<i<mn,b;=X}and B, ={i| 1 <i<wn,b; =Z}. Here, this
study encodes the measurement results | 0) and | +) as the classical bit 0, and | 1) and | -)
as the classical bit 1. The measurement result of the i-th qubit is denoted as mr;, where
mr; € {0,1}. Then, we calculate 1, = @EBX mr; and m, = @I.GBZ mr;. When |B,| =2t + 1,
the complete graph state has the following measurement property (Eq. (4)), where |B,|

denotes that the number of elements in B,, ¢ is an integer and 0 < ¢ < g

my = (t mod 2) @ my, (4)

where mod denotes the modulo operation, that is, when an odd number of qubits is mea-
sured in the X-basis, the measurement property is satisfied. Assuming that any qubit of
the complete graph state is randomly measured in the Z- or X-basis, the probability of this
property occurring is % Additionally, Eq. (4) can be rewritten as Eq. (5).

o @ m, = bt, (5)

where bt = t mod 2. The calculation result of performing XOR operations on all measure-
ment results is equal to ¢ mod 2; this is, m, @ m, @ bt = 0.
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2.2 Proposed protocol

Before explaining the proposed protocol, we outline its assumptions and define its envi-

ronment for this M2M-MQSS protocol. These assumptions involve two groups: N deal-

ers (i.e., Alice;, Alicey, ..., Alicey) and M agents (i.e., Bob;, Boby, ..., Boby). These

N + M participants are classical users with limited quantum capabilities, specifically (1)

performing a Z-basis {|0),| 1)} measurement, and (2) applying a Hadamard operation
1

1
H= % Lol Each participant (a dealer) in group 1 has an #-bit sub-key Kyjic,, they

collectively generate a n-bit master key, Kygster = @ﬁl Kulice;» then they share the mas-
ter key with the M participants in group 2 with the help of a quantum TP owning com-
plete quantum capabilities. TP is dishonest in providing a more realistic scenario. In other
words, without violating the principles of quantum mechanics, TP can perform various
attacks, including colluding with a certain number of malicious dealers (< N — 1) or mali-
cious agents (< M — 1) to steal the secret sub-keys of other dealers or the secret shadows of
other agents. No subset of either group could correctly recover the secret message without
the cooperation of the entire set of either group 1 or group 2. This study uses the schematic
(shown in Fig. 1) to represent the tasks of the proposed protocol. In addition, this study
assumes the existence of an authenticated classical channel between participants, where
attackers can only eavesdrop on transmitted messages but cannot modify them. There is
a quantum channel between TP and each participant.

The processes of the proposed M2M-MQSS protocol are outlined as follows:

Step 1. TP generates a complete graph state with N + M qubits, and thereafter TP
distributes the first N photons to each Alice; and the remaining to each Bob;,
wherel1<i<Nand1<j<M.

Step 2. When each Alice; (Bob;) receives this qubit, they can select between two
handling approaches: (1) measuring the qubit in Z-basis {|0),| 1)} immediately,
or (2) performing H operation on the qubit first and thereafter measuring it in

S

b
Group 1

TP
(Quantum user)
S M)
n -
Q

T g 0| am

Alice,
n f /Master key o M N H
@

\ Alice” ) [ &= Sub key 0= Secret shadow ] BObM

Alice,

Figure 1 Schematic of the proposed M2M-MQSS protocol
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Step 3.

Step 4.

Step 5.

Step 6.

the Z-basis {|0),| 1)}. Subsequently, Alice; (Bob;) encodes the measurement
results into classical bits, where |0) is encoded as 0, and the other outcome is 1.
The two steps are executed at least 4# times to ensure that both dealers and
agents obtain sufficient measurement results to complete the multiparty secret
sharing task successfully.
All the participants announce their handling approaches for each round. If the
number of participants selecting the second handling approach in a round is
even, the measurement results are discarded. If it is odd, specifically in the
format 2¢ + 1, they will keep the measurement results and record the coefficient
t. Because each participant selects the handling approaches randomly, this study
assumes that the ratio of useful measurement results is 0.5. In other words, each
Alice; (Bob;) holds the measurement result sequence
MRuyjice; = [mrjllicei,mrjlicei,...,mrf&cei} (MRpop; = {mf}aab,»mrzz;ob,’~~~mr;23’§h,])’
and a positive integer sequence T = {¢!,#,..., 1"}, referring to the coefficient ¢
of 2t + 1 for the corresponding rounds.
All the participants discuss and select / positions from the measurement result
sequences randomly to form a CHECK sequence. For each position p of the
CHECK sequence, each participant simultaneously announces their
corresponding bits using authenticated channels. The participants then verify
whether <@f\=]1 mrﬁlice,-) (a5 (@j\fl mr’;obi) = t” mod 2 holds true or not. If the
error rate exceeds a predefined threshold, the protocol is terminated; otherwise,
it proceeds to the next stage. In this study, half the measurement results are
selected as check bits (I = n).
Each Alice; (Bob;) takes the remaining values of MRjc, (MRBO;)/) as the
classical bit sequence Sajice; = {simcei,sfmcei, ... ,s;’\licei}
(Sggb/ = [Séob,’séob,' ... ,Sgobj]), and they also calculate the remaining values of T
to form a new binary sequence BT = {btl, be?,..., bt"}, where bt* = t* mod 2.
Each Alice; calculates Exjice; = Katice; @ Saiice; and announces this calculation
result to all agents using the authenticated classical channels, where Kyj,
denotes the sub-key of Alice; with # classical bits.
When the agents intend to recover the master key of the dealers, they must

cooperate to calculate the following equation:
N M
(e ) D D | Dor
i=1 j=1

N M
= @ <I<Alice,' @SAlice,) @ @ SBOb}' @BT
, j=1

i=1
N N M
_ (@KAM,) ® (@ s) D (D s, | @ et ©
i=1 i=1 j=1

According to Eq. (5), we can determine that
(EBZI SAlicel.) &b (@j‘fl SB,,;,]) P BT is 0. Thus, Eq. (6) can be rewritten as

Page 7 of 19
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Eq. (7). Therefore, these agents correctly recover the master keys of the dealers.

N M
(@Em,.)@ Dsu, | DT
i=1 j=1

N
= @ I<Alice,' = KMaster (7)

i=1

3 Correctness and security analyses

In this section, we first analyze the correctness of the proposed M2M-MQSS protocol to
demonstrate that the master key can be successfully recovered with the cooperation of all
the agents. Security analyses are provided to show that the proposed protocol is robust
against various well-known attack scenarios.

3.1 Correctness analysis

This study adopts the property of a complete graph state, as explained in Sect. 2.1, to
prove the correctness of the proposed protocol. In other words, if we can prove that
(@f\il SAlice,—) éh (@j\fl SBoh].) @ BT is equal to 0, the agents will recover the master key,
Ktaster» successfully.

In the Step. 2, the participants randomly select between two approaches: one performs
the Z-basis measurement, and the other performs H operation and Z-basis measurement,
which is equal to the X-basis measurement. Therefore, based on the property described
in Sect. 2.1, we can rewrite Syjic; and SB,,;,]. as:

N
@ SAlicei = @ SAlicei @ @ SAlice,' (8)
i=1

i€B, i€By

M
D sty = | DS, | D | D S, ©)
j=1

jeB; j€Bx

Hence, (@Zl SAlice,.) &b (@lj\fl SBob,') €D BT be expressed as Eq. (10):
N M
<@ SAZicei) P | B Sso, | PBT
i=1 j=1

@ SAlicei @ @ SAlice,' @ @ SBob/- @ @ SBob/ @ BT

ieB, i€Byx j€B; J€Bx
= | | D Suice, | D | D Seary | | D | | D Stie: | B | D Sy | | DBT
i€B; jeB; i€By jE€Bx

=M. P M, BT, (10)

where M, = {m},m?,...,m!} and M, = {m},m?,...,m}.
Based on the property of Eq. (5), we can determine that m* @ mX @ btk =0 for 1 <k <
n. Therefore, the result of Eq. (10) is 0, that is, the result of (@f\il SAlmi> ey, (@j‘fl SBob].) b
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BT is 0, and thus the result of (@f\il EA/ice,~) &) (EB]A;II SB"”/) € BT must be @ﬁl Kutice, =
Kpaseer if no attack or noise occurs.

3.2 Security analysis
This paper provides a security analysis to demonstrate that the proposed M2M-MQSS
protocol is robust against well-known attacks, including collective, collusion, and quan-
tum Trojan horse attacks. Here, ‘robust’ means that the protocol participants can detect
attacking behaviors with a nonzero probability. In this section, we first analyze a collective
attack, then evaluate a collusion attack, and finally explain the protocol’s immunity against
quantum Trojan horse attacks.

+ Collective attack

In the proposed protocol, TP plays a crucial role in generating quantum resources and
controlling transmissions, which provides TP an advantage over malicious participants or
external attackers when launching attacks. This study analyzes the robustness of the pro-
posed protocol against collective attacks initiated by TP, demonstrating that such attacks
can be detected during the check phase with nonzero probability.

To launch a collective attack, TP performs a unitary operation U, to entangle ancillary
qubit | E) with complete graph state | G) with N + M qubits. The quantum system after
the operation can be expressed as follows:

U, |G)® |E)=ao | 0p) | eo) + a1 | 1)) | ex) + -+ + agnen_y | 2V = 15)) | epnena_y)
2N+M71

= Z ailjo)e), (11)

j=0

where j3) denotes the binary representation of j, and ijng_l \aj|2 = 1. State | ej> for all
je {0, 1, ..., 2NM _ 1} represents the state of ancillary qubit after U, is applied, and | e)
and | ey) are orthogonal when x # y, that is, each | ej) can be distinguished by TP. To pass
the check in Step 4, TP must adjust U, such that the state shown in Eq. (11) does not affect
the measurement property described in Eq. (5).

Suppose only one participant who performs the second handling approach exists, which
involves performing an H operation followed by a Z-basis measurement, the system
changes to:

oN+M_q

Hb Z @ ljo)le)

Jj=0

oN+M _q

= Y aH"|jo)|e)
j=0
oN+M_q

1
= — a »
V2 ]z:(; (/’(2@2’&)

o
ej(z)@2%2)> + (—1)[1/2 Ja/ | €j>) ’f(z)) ) (12)

where H" denotes H operation on the /-th qubit, h = n—h, |x] denotes the floor function
onx, and € denotes the bitwise XOR operation. The expected result of the XOR operation
is BT = 0 because only one participant selects performing the second handling approach.
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To avoid contradictions in the measurement property, states with odd Hamming weights
must be set to zero, making U, subject to

> + -l a;|e) = 0,V) € {x | Hw (x) = 1 (mod2)}, (13)

a, ile i
j@ D2 | @ D2;

where Hw (k) denotes Hamming weight of k and 0 denotes the zero vector.
i19h
By analyzing the term (-1) L’ ? J, we can further simplify Eq. (13). In the case where
o R
(-1 L//z J = -1, one bit of /1 is 1 and is flipped to 0, that is,jA(z) &b 2’(42) sets a bit 1 in jiy) to 0.

ol
Using the same method to analyze the case where (—l)L’ s J =1, we can conclude that

{ Qicg) | ei(z)) = Ajy, | e}'(z)) Vi, j, k, Hw (j(2)) = 1(mod2), ‘ (14)
“j@) | 6j<2)> = —dk(z) | 61((2)> Hw (i(z)) +1=Hw (j(z)) = Hw (k(z)) -1
This yields the following equation:
aoleo) = (-1)° @y, | € ) (15)
where § = Lj/ZﬁJ mod 2. Eq. (11) can be written as follows:
oM+N _y oM+N _y
Z aj |j(2)> |e/) = Z (_1)6 js) |ei(2)> |e/)
j=0 j=0
1 oM+N _q
— 2 Vi) | ®le), (16)

N+M
Noa j=0

By comparing Eq. (16) with the definition of the complete graph state in Eq. (3), the an-
cillary qubit is in a product state with a complete graph state. This implies that TP cannot
obtain any information without detection.

From this analysis, TP must solve a homogeneous system of equations to adjust U, to
fit within the quantum system, the system has 2” unknown variables and a rank of 2" — 1.
In the case where the number of participants performing the second handling approach is
odd and greater than 1, it becomes equivalent to solving a homogeneous system of equa-
tions with rank 2” — 1 or greater. In the case where the rank is 2” — 1, we have proven that
TP cannot obtain any information undetected. When the rank exceeds 2” — 1, the system
either becomes inconsistent or has only one trivial solution, x = 0, making it impossible
for TP to gather any information without the legitimate parties being unaware.

All the analyses indicate that TP cannot obtain any information without being detected
by legitimate participants, implying that the participants always have a nonzero probability
of detecting a collective attack. Therefore, the robustness of the proposed M2M-MQSS
protocol against collective attacks is confirmed.

« Collusion attack

To demonstrate the robustness of the proposed M2M-MQSS protocol against various
attacks, this study examines a worst-case scenario involving a collusion attack, which is
discussed in this section. In this scenario, we assume that N — 1 dealers and M — 1 agents
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Figure 2 Two attacking strategies in the collusion attack

are malicious, and TP may conspire with these malicious participants to recover the mas-
ter key without the involvement of legitimate participants. Because the previous analysis
demonstrated the robustness of the proposed M2M-MQSS protocol against collective at-
tacks, this study further examines another attack strategy: a malicious TP sending fake
qubits instead of the original qubits from the complete graph states to steal the secret
information of legitimate participants. In this scenario, the study assumes that only two
legitimate participants exist: dealer Alice,, and agent Bob,. TP and malicious participants
employ two attack strategies to steal Alice,’s subkey and Bob,’s shadow. The related eval-
uations are described as follows:
A. To steal Alicex’s sub-key
In this attack strategy, TP randomly generates a 4n qubit sequence from the four
quantum states {|0),|1),[+), | —)}, and sends each qubit to Alicey instead of the
original qubits from the complete graph states. Next, TP generates a complete
graph state with (N + M) — 1 qubits and sends the corresponding qubits to all
participants (including Bob,) except Alice, (also shown in Fig. 2 (a)). If Alice, fails
to detect this attack, malicious participants can steal approximately 75% of Alicey’s
subkey. This is because TP knows the initial states of the qubits measured by Alice.
Although Alicey uses two different measurement approaches, TP still has a 75%
probability of obtaining Alice’s measurement results. However, Alicey has a
probability of 1 — (%) of detecting this attack in the check phase (Step 4 of the
proposed protocol) for each bit in the CHECK sequence. Because the length of the
CHECK sequence is [, the probability that Alice, will detect this attack behavior is
1- (%)l When [ is sufficiently large, Alicey can detect malicious participants’ attack
behavior with approximately 100% probability.
B. To steal Boby's shadow
To steal Bob,’s shadow, TP uses a similar method, generating a fake qubit sequence
and sending each qubit of this sequence to Bob,. TP then generates a complete
graph state with (N + M) qubits and sends the corresponding qubits to all
participants (including Alicey) except Boby (also shown in Fig. 2 (b)). TP retains the
qubits originally intended for Bob,. If Bob, fails to detect this attack, TP can
measure the stored qubits based on Boby’s handling approach from Step 2 to obtain
1

Bob,’s shadow. Fortunately, Bob, has a probability of 1 — (E)l of detecting this
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Figure 3 Trend of detection rate as / grows

attack in the check phase. Therefore, Boby can detect an attack with approximately
100% probability when [/ is sufficiently large.

Based on the above analyses, we can conclude that legal participants have a probability of
1- (%)[ of detecting a collusion attack. When / > 8 (also shown in Fig. 3), the detection rate
approaches 100%. Therefore, the proposed M2M-MQSS protocol is robust even against
collusion attacks.

« Trojan horse attack

Quantum Trojan horse attacks [50, 51] exploit specific system vulnerabilities, enabling
attackers to secretly steal sensitive information. One method, known as a delayed photon
attack, involves an attacker intercepting a qubit and sending a hidden “probing” photon
along with it. This photon is delayed and remains undetected by the recipient’s equipment.
After the recipient finishes its operation and returns the qubit, the attacker intercepts it
again to retrieve the probing photon, revealing the recipient’s actions and secrets. Another
variant of this attack utilizes invisible photons, in which the attacker adds an undetectable
photon to each qubit sent to the recipient. This invisible photon undergoes the same op-
erations as the qubit, allowing the attacker to gather information about the actions of the
recipient without being detected.

Both methods effectively track the recipient’s operations and perform best in two-way
or circular quantum transmissions, where qubits are returned and enable attackers to re-
trieve hidden photons. In contrast, in one-way quantum communication—where qubits
are not returned—attackers cannot recover the necessary information, rendering this at-
tack method ineffective. In other words, any quantum communication protocol that uses
one-way qubit transmission is inherently immune to quantum Trojan horse attacks. Since
the proposed M2M-MQSS protocol adopts a one-way communication model, it is natu-
rally protected from these attacks. Moreover, this one-way approach simplifies the com-
munication process by avoiding attack-related complexities and shortens the distance

qubits must travel compared to two-way or circular schemes. Consequently, the qubit
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transmission cost in the proposed protocol is lower than in protocols that rely on circular

quantum communication.

4 Comparison and experiment

To evaluate the performance of the proposed M2M-MQSS protocol, we compare it with
existing MMQSS protocols across various metrics, including quantum resource usage,
qubit transmission method, additional devices required to counter quantum Trojan horse
attacks, and qubit efficiency. Although directly comparing the metrics could be unfair
because of the different quantum environments between the proposed protocol (semi-
quantum environment) and existing MSQKD protocols (quantum environment), these
results offer valuable insights into the performance differences between the two quantum
environments. Additionally, to demonstrate the feasibility of the proposed protocol for
any number of participants, the quantum network simulator NetSquid [52] was used to
implement the protocol in both ideal and noisy quantum channels.

A comparison with existing protocols [23, 25-27, 29-32] is summarized in Table 2. Be-
cause this study adopts discrete variable systems to design the quantum communication
protocol, only the existing protocols using discrete variable systems are considered in this
comparison. In terms of quantum sources, although the proposed protocol uses multi-
qubit entanglement states, making it less efficient than existing protocols that use single
photons, Bell states, or GHZ states, the burden of generating these entangled states lies
with the quantum user (TP). Classical users—dealers and agents—require only two quan-
tum capabilities, and do not need to store qubits. This architecture, in which a powerful
quantum user supports multiple classical users in completing a quantum communication
protocol, lowers the barrier to entry into quantum communication technology and broad-
ens its potential applications and adoption.

In terms of the qubit transmission, this study assumes that the distance of the quan-
tum channel between each participant is the same, denoted as d. The one-way transmis-
sion method employed in the proposed protocol results in shorter transmission distances
(only d) compared with existing protocols that rely on relay or circular transmissions. Fur-
thermore, the use of one-way communication renders the proposed protocol immune to

Table 2 Comparison results between the proposed protocol and existing MMQSS protocols

Ref. Quantum  Transmission  Quantum  Qubit Restricted Dynamic Qubit efficiency
resources method Trojan transmission  quantum participants
horse distance environment
attack
[23] Single Relay Yes Md No No ﬁ
photon
H n
[25] ’ilkr:gtlgn Relay Yes Md No No s T
[26] Single Relay Yes Md No No T
photon
[27] EPR pair ~ One-way No d No No 4§NLM)
[29] GHZ state  Relay Yes 2d No No W
[30] GHZ state  Relay Yes 2d No Yes TR
31] Single Relay Yes 2d No Yes ST
photon
[32] EPR pair Relay Yes 2d No Yes m
Proposed Graph One-way No d Yes No Pz

state
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quantum Trojan horse attacks, eliminating the need for dealers and agents to equip or
implement additional protective measures. However, because the agents do not possess
quantum memory, the proposed protocol cannot support a mechanism for dynamically
adding or removing participants. The design of a dynamic multiparty-to-multiparty semi-
quantum secret sharing protocol in semi-quantum environments will be an important fu-
ture work.

Finally, this study adopts the equation, = 2, to calculate the qubit efficiency, where n
denotes the length of the master key and g denotes the number of qubits consumed to
share a #-bit master key. Note that this study did not include the qubits used for detecting
quantum Trojan horse attacks because these protocols did not explicitly mention the de-
tails of defending against quantum Trojan horse attacks; thus, the qubit efficiency could
be reduced when considering quantum Trojan horse protection. In terms of the qubit ef-
ficiency, the proposed protocol is clearly not the most efficient. This is due to the limited
quantum capabilities of classical users (dealers and agents), specifically, their inability to
store qubits. This limitation often leads to lower qubit efficiency in SQC protocols than in
fully quantum communication protocols. Notably, [27] yielded similar results to those of
the proposed protocol in terms of the transmission method, resistance to Trojan horse at-
tacks, qubit transmission distance, and qubit efficiency. However, in [27], the dealers and
agents must possess Bell measurement capabilities and quantum memory. This gives the
proposed protocol a practical advantage because it requires fewer quantum resources for
implementation.

To demonstrate the feasibility of the proposed MMQSS protocol with varying numbers
of participants, we implemented the protocol in scenarios involving 2—12 participants. In
addition, two common types of noise, dephasing and depolarizing noise, are considered
in the simulation experiment to evaluate the impact of noise on the error rates of the
proposed protocol. In the experiments, the distance between TP and any participant is
consistently set to 20 km, as illustrated in Fig. 4. Specifically, there is a one-way quantum
channel with x% noise between the TP and each participant, along with a bidirectional
classical channel connecting them. Here, x% noise indicates that the qubits transmitted
through this quantum channel are affected by noise with a probability of x%.

The experimental results are summarized in Tables 3 and 4, and the trends in the error
rates for the various scenarios are illustrated in Fig. 5. Because this study uses the result
of the XOR operation as the master key, the probability of correctly guessing each bit

of the master key randomly is 0.5. This implies that when the error rate reaches 0.5, the

<— One-way quantum channel
<--> Bidirectional classical channel

Figure 4 Simulation communication environment setting
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Table 3 Experiment results in dephasing noise environment

Noise rate  Number of participants

2 3 4 5 6 7 8 9 10 11 12
0.0 0.000 0000 0000 0000 0000 0000 0000 0000 0000 0000  0.000
0.1 0099 0136 0170 0215  0.251 0253 0288 0305 0336 0345 0368
0.2 0.221 0.241 0303 0341 0357 0401 0419 0446 0452 0471 0454
0.3 0293 0342 0405 0433 0443 0467 0463 0479 0480 0491 0491
04 0377 0426 0449 0475 0473 0488 0502 0480 0505 0489 0504
0.5 0480 0489 0513 0524 0493 0488 0500 0505 0477 0522 0495
06 0.599 0591 0547 0517 0526 0518 0515 0506 0487 0493 0504
0.7 0724 0654  0.601 0575 0556 0540 0525 0504 0512 0504 0504
0.8 0799 0758 0709 0655 0635 0594 0602 0564 0563 0550 0533
0.9 0900 0863 0828 0803 0755 0747 0710 0682 0672 0654 0646
1.0 1.000 1.000 1000 1000 1000 1.000 1000 1000 1000 1.000  1.000

Table 4 Experimental results in depolarizing noise environment

Noise rate Number of participants

2 3 4 5 6 7 8 9 10 11 12
0.0 0.000 0000 0000 0000 0000 0000 0000 0000 0000 0000  0.000
0.1 0100 0132 0174 0200 0225 0261 0266 0313 0332 0352 0375
0.2 0166 0253 0299 0345 0376 0378 0408 0428 0442 0457 0466
0.3 0254 0332 0399 0424 0439 0455 0478 0477 0473 0505 0495
04 0.311 0409 0434 0471 0465 0480 0495 0508 0505 0490 0510
0.5 0373 0431 0474 0481 0482 0496 0498 0507 0497 0501 0484
0.6 0.441 0458 0477 0500 0494 0518 0493 0508 0507 0504  0.501
0.7 0459 0494 0495 0508 0503 0489 0493 0495 0490 0509 0516
0.8 0498 0499 0513 0513 0518 0483 0510 0500 0507 0506 0502
0.9 0490 0484 0484 0505 0479 0511 0513 0499 0500 0492 0502
1.0 0.521 0498 0494 0504 0501 0510 0499 0493 049 0499 0488

—e— 2 participants

3 participants
—e— 4 participants
—e— 5 participants

6 participants
—e— 7 participants
—e— 8 participants
—e— 9 participants

—e— 2 participants

3 participants
—e— 4 participants
—e— 5 participants

°

°
=

6 participants
—e— 7 participants
—e— 8 participants
—e— 9 participants

°

10 participants
11 participants
~e— 12 participants 02

10 participants
11 participants
—e— 12 participants

Error rate
Error rate

0.0 02 0.4 06 08 10 0.0 02 04 06 0.8 1.0

Dephasing noise rate Depolarizing noise rate

(a) (b)

Figure 5 Error rate trends in various scenarios

entanglement relationships of the graph states are completely broken by noise, preventing
the participants from sharing secret messages in such a situation.

From the experimental results on dephasing noise, the error rates across all scenarios
(with 2—-12 participants) approach 0.5 when the dephasing noise rate reaches 0.5. As the
number of participants increases, the system becomes more susceptible to noise, causing
the error rate to increase more quickly than in scenarios with fewer participants. Notably,
an interesting phenomenon occurs when the noise rate reaches 1.0. In this case, the er-
ror rate across all scenarios is 1.0, indicating that the participants’ calculated result is the

inverse of the master key. In other words, the entanglement of the graph state remains
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intact, and the effect of dephasing noise can be corrected through an operation. This in-
dicates that complete graph states with any number of qubits behave as free states in a
collective dephasing noise environment, where collective dephasing refers to the quan-
tum noise that affects multiple qubits simultaneously in the same manner. However, the
experimental results for depolarizing noise are intuitive. The error rates increase as the
noise rates increase, and the number of participants is a key factor influencing the effect

of noise. However, the free state does not occur in a depolarizing noisy environment.

5 Conclusion

This study proposes the first M2M-MQSS protocol within a restricted quantum envi-
ronment. The proposed protocol offers a practical solution to the high implementation
costs associated with fully quantum secret sharing protocols by enabling classical users
equipped with only basic quantum capabilities to participate in secure quantum commu-
nication. By utilizing one-way qubit transmission, the protocol eliminates the need for
round-trip quantum communication, effectively reducing the vulnerability to quantum
Trojan horse attacks and lowering implementation costs. Through detailed correctness
and security analyses, this study demonstrates that the proposed M2M-MQSS protocol is
resilient to well-known attacks, including collective, collusion, and quantum Trojan horse
attacks. Furthermore, our simulation results, performed under both ideal and noisy chan-
nel conditions, confirmed the feasibility and robustness of the protocol even as the number
of participants increased. These results underscore the practicality of deploying the pro-
tocol in real-world quantum communication networks, particularly in scenarios where
participants have limited quantum capabilities.

Despite its advantages, the proposed protocol has limitations, particularly in its inability
to add or remove participants dynamically because of the lack of quantum memory on the
part of classical users. Future studies could address this limitation by developing a dynamic
M2M-MQSS protocol that maintains security and feasibility while allowing participant
flexibility.

Furthermore, this study focuses only on discrete-variable qubits. Beyond the discrete-
variable setting examined herein, future research may draw on existing continuous-
variable QKD techniques [53, 54] to design continuous-variable M2M-MQSS protocols,
aiming to enhance efficiency and practicality across multiple frequency bands or channels.
As the concept of a quantum internet continues to mature, recent surveys [55, 56] high-
light the need for flexible and secure protocols that can support diverse network topolo-
gies and channel capacities. Consequently, another avenue for further investigation is the
deployment of the protocol in more complex quantum network environments.

In this paper, we assume that TP can transmit qubits directly to participants. How-
ever, implementing this protocol in distributed quantum networks introduces additional
challenges related to quantum resource management and network topology. Even so, our
M2M-MQSS protocol’s reliance on only limited quantum capabilities and one-way qubit
transmission may offer a lower barrier to integration into quantum networks, an aspect
that deserves further exploration as we scale up to global quantum internet infrastruc-

tures.
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Appendix: Table of notation

Table 5 Summary of Notations and Variables

Notations/Variables  Description

|G) A graph state.
% A set of qubits (vertices).
E The entanglement relationships of qubits.
A LHWT(X)J the floor function on Hamming weight of x divided by 2.
Hw(x) Hamming weight of x.
B The set of measurement bases.
b The measurement basis for i-th qubit.
By The set of indices of qubits measured in X-basis.
B, The set of indices of qubits measured in Z-basis.
mr; The measurement result of i-th qubit.
1] The number of elements in the set S.
my The XOR function over mr; where i € By.
m, The XOR function over mr; where j € B,.
M, The set of m, for each round.
My The set of my for each round.
t Given by %.
T The set of t for each round.
bt Given by t mod 2.
N The number of dealers.
M The number of agents.
n The length of secret.
Kalice; The sub-key of Alice;.
Kiaster The master key of the dealers.
MRajice; The set of measurement results of Alice;.
/\/IRgobj The set of measurement results of Boby.
/ The length of CHECK sequence.
BT The set of bt for each round.
Shiice; The bit sequence of Alice; after eavesdropping checking.
Enlice; The XOR function over Sajice; and Kajice; -
Ue A unitary operation
| E) An ancillary qubit.
@) The binary form of .
Hih H operation on the h-th qubit

h Given by n—h.

—O\ Zero vector

8 Given by Lj/2EJ mod 2.

d The unit of transmission distances.
n

The qubit efficiency given by the length of master key (n) divided by the number of qubits
consumed (q).
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