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"Equal contributors propose a novel fault-tolerant and secure quantum communication scheme based
on uncorrectable error injection. Our method exploits a quantum state encoding
scheme based on quantum error correction codes, which strategically introduces
uncorrectable errors to enhance security. It eliminates the need for entanglement
distribution while reducing resource requirements. The injected errors protect against
eavesdropping by preventing unauthorized parties from retrieving meaningful
information. Security analysis shows that as the data length and encoded message
size increase, information leakage becomes negligible relative to the size of the total
message. Comparative performance analysis with existing approaches indicates that
our method reduces transmission overhead while maintaining comparable fidelity in
low-error regimes. These findings suggest that the proposed method offers a scalable
and practical alternative for secure long-distance quantum communication,
distributed quantum computing, and future quantum internet applications.
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1 Introduction

Quantum networks provide a framework for distributing quantum information across
physically separated quantum processors, utilizing quantum entanglement [1-5]. To en-
able secure and efficient quantum communication, it is essential to reliably transmit arbi-
trary quantum states over long distances.

Quantum teleportation provides the foundation for various quantum communication
tasks and serves as a fundamental protocol that utilizes quantum entanglement, as well
as quantum and classical links, to transmit arbitrary quantum states [6—8]. However, it
requires a pre-shared entangled pair between the sender and receiver. If the distance is
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Figure 1 Schematic of the long-distance entanglement distribution Blue spheres represent the
entangled pairs and gray spheres represent the ancilla qubits used for purification. By repeatedly performing
entanglement purification to enhance fidelity and entanglement swapping, entangled pairs can be shared
over long distances

longer than the maximal achievable distance for a single distribution link, entanglement
swapping is necessary to extend the distribution range [9, 10]. Additionally, to enhance the
fidelity of shared entanglement, entanglement purification must be performed [11-17], as
reported in [18].

In a linear optical setup, entanglement swapping has a success probability of only 50%
due to the limitations of physical Bell state measurement (BSM), causing the success prob-
ability to decrease exponentially with the number of nodes over long distances. To miti-
gate this, logical BSM using quantum error correction codes (QECCs) can be performed,
increasing the success probability to 1 — 1/2"ssm based on the code length 7, albeit intro-
ducing an nyg,,-fold overhead [19, 20]. The overhead further increases when purification is
considered. Using the purification method described in [17], high fidelity can be achieved
with only two ancillary qubits per entangled pair (e.g., approximately 0.995 fidelity with a
physical error rate of 0.1). However, when the distance between the sender and receiver
is significant and requires multiple stages of entanglement swapping and purification, as
illustrated in Fig. 1, the overhead increases exponentially with the number of relay nodes.

Given these challenges, if overhead is inevitable and qubit transmission is necessary for
entanglement distribution, an alternative approach is to encode the transmitted informa-
tion using QECCs and transmit it in a manner similar to classical communication [21-30].
Nevertheless, quantum teleportation inherently possesses a degree of security because en-
tangled pairs do not contain any information about the transmitted quantum states [8].
Thus, for a fair comparison, security must also be ensured when transmitting encoded
quantum states.

In this study, we introduce a novel scheme that encodes quantum states with QECCs and

injects uncorrectable errors to enable fault-tolerant and secure long-distance transmission
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Figure 2 Schematic of the proposed scheme’s encoding, and encryption. (a) The sender prepares an

K S .
arbitrary quantum data |¢') = 2,2:0 ' ¢/my), which is to be transmitted. We assume that the quantum

channel is noisy and insecure, while the classical channel is error-free and authenticated. This state is
embedded into a larger quantum register by appending mutually unbiased dummy states

1.2 .3
|D) = f‘:}k/ X5 2 {9 10y®FK and zero ancillary qubits, yielding [) = |%)|D)|0)®"*. (b) The K’ quantum

data qubits and k — k" dummy states are randomly shuffled into k slots. This permutation is implemented by
the operator P 4, which is determined by a random k-bit key «* with a Hamming weight of k'. This state is
expressed as [¥) = Uc|y')[0)®" X, where U, = (P4 ® 1B K)(1® @ Upus ® 187F) denotes the composite
operation including permutation and mutually unbiased basis transformation. This state is subsequently
encoded using a [[n, k, d]] QECC, yielding the logical state [); = Ug|y). () An uncorrectable error £ is
intentionally injected into the logical state to generate the encrypted state |Y)r = Eyn|1).. The sender
transmits both the syndrome s corresponding to £, and the encrypted state |y ) to the receiver, who
performs syndrome-based decoding and verification to recover the original message
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Figure 3 Schematic of the proposed scheme’s decryption process: (a-i) The receiver performs
syndrome-based error correction on the received encrypted state using the attached syndrome. (b-i) The
receiver transmits ACK; to notify successful receipt of the state. (b-ii) Upon receiving the acknowledgment,
the sender transmits the injected uncorrectable error £, to the receiver. (b-iii) The receiver applies £, and
verifies whether an all-zero syndrome is extracted; the protocol is aborted if the syndrome is not a zero vector.
(c-i) If verification succeeds, the receiver sends ACK> to the sender. (c-ii) The sender then transmits P4 and
Umus- (c-iii) The receiver uses them to validate the dummy states |D) and check for possible eavesdropping
attempts

of arbitrary quantum states. Our approach addresses the limitations of current quantum

state transmission methods and provides a scalable solution for quantum communication.

2 Uncorrectable-error-injection-based fault-tolerant and secure quantum
communication

In this section, we describe a scheme for transmitting quantum states in a fault-tolerant

and secure manner by injecting uncorrectable errors into the encoded states. As illustrated

in Fig. 2 and Fig. 3, our proposed scheme consists of four major steps: (1) encoding the
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quantum state using a quantum error correction code (QECC), (2) strategically injecting
uncorrectable errors to enhance security and fault tolerance, (3) transmitting the encoded
state through a noisy and insecure quantum channel, and (4) performing syndrome-based
error correction at the receiver to recover the original quantum state while verifying its
authenticity.

Additionally, we consider a system model in which an authenticated classical channel is
connected between the sender and receiver. The classical channel must be authenticated
because the proposed scheme must prevent man-in-the-middle attacks, such as spoof-
ing [31]. We also consider scenarios in which arbitrary quantum states, such as the inter-
mediate results of quantum computing [32], are sent once, rather than repeatedly trans-
mitting the same quantum state. To be precise, this “send-once” constraint applies to the
specific combination of a state and the random keys that will be described in the following
Sect. 2.1. While the same state |/) cannot be resent using the same set of random keys,
re-transmission is permitted with a newly generated set if a verification step fails.

2.1 KeyGen

To transmit arbitrary quantum states, the sender first measures the quantum bit error
rate of the quantum channel. Based on this information, the sender determines the error
correction capability ¢ of the QECCs and selects an [[#, k,d]] QECC. In this [[#, k, d]] no-
tation, # is the number of physical qubits and k is the number of logical qubits. The code’s
minimum distance d is selected to provide the required error correction capability ¢, ac-
cording to the relation ¢ = [(d — 1)/2]. To facilitate the security assessment discussed in
the Appendix, we consider only non-degenerate quantum codes. A non-degenerate code
satisfies the condition that each correctable error yields linearly independent results when
applied to elements of the code [25, 28].

Subsequently, the sender generates four bit-strings to create four encryption keys, k7,
k2, k3, and k*. The keys k', k2, and k3 are (k — k)-bit strings, each generated indepen-
dently and uniformly at random. The key k* is a k-bit string with a Hamming weight of
k', generated by selecting k’ bit positions uniformly at random and setting them to 1. The
roles of these keys are discussed in Sect. 2.2.

2.2 Encoding and encryption
2.2.1 State preparation
The quantum state that the sender wishes to transmit is an arbitrary k’-qubit data |') =
Zizf(/fl ¢;|m;) where |m;) denotes the computational basis states and ¢; are the complex am-
plitudes associated with the basis states. To prevent an eavesdropper from intercepting the
entire quantum state and subsequently transmitting spoofed data—that is, intercept-and-
resend attacks—or from extracting information using ancilla states, unitary operations,
and measurements, we randomly insert k — K dummy states |D) into the data sequence.
These dummy states are randomly chosen from two sets of mutually unbiased basis (MUB)
states: {|0),]1)} and {|+),|-)}.

At this point, the dummy states |D) are generated using k', k2, and k3 generated in
Sect. 2.1. This can be expressed as

k—k'
1 2 3 s ’
D) = Q) X4 25 H'F 10)* = Unqup|0) (1)
i=1



Sohn et al. EPJ Quantum Technology (2025) 12:131 Page 5 of 17

where X and Z are Pauli operators, H is the Hadamard operator, and X4, 7%, and HY
denote operators that apply the respective operation when the corresponding bit in «*, «2,
or k3 is 1, and the identity otherwise. For notational simplicity, we define the combined
operator as Uy, which transforms the ancillary zero state into a mutually unbiased basis
(MUB) state.

2.2.2 State encoding

The prepared states must be encoded using QECCs to transmit the quantum state reliably.
Thus, the n-qubit state |y) prepared by the sender for [[#, k, d]] QECC encoding can be
expressed as

V) = (Pya ®I®n_k)|w/>UMUB|O>®k_k/|0)®n_k,
= (PK4 ® I®n_k)(1®k/ ® Upus ® ]®”_k)|w’) |0>®n—k”

= U|y")|0)®" ¥, 2

where P a4 is the permutation operator, determined by the key k* described in Sect. 2.1,
that shuffles the k' data and k — k’-qubit dummy states |D). U, denotes the composite
operation that combines the permutation P, 4 with the MUB transformation Uyz.

The sender encodes the state |) into a logical state using the encoding operator Ug
associated with the selected QECC

V)L = Uely). @)

2.2.3 State encryption

To perform encryption, a random Pauli error operator E,,;, which the chosen QECC can-
not correct, is injected into the encoded logical state |/);. The uncorrectable error E,, is
injected into the transmitted state, preventing eavesdroppers or intermediate nodes from
obtaining information about the state. Additionally, after receiving the state, the receiver
uses it to verify whether the received state is indeed the one sent by the sender, function-
ing as a signature. These functionalities will be elaborated in Sect. 2.3 and the set of E,,,
that the sender can choose is detailed in the Appendix.

The resulting encoded and encrypted state |)f is as follows:

|1//)E=Eun|w>L- (4')

The sender calculates the syndrome s of the injected E,,,;, then transmits the encoded state
|¥)e through the quantum channel and transmits the syndrome s through the classical
channel to the receiver. We assume that the quantum channel is noisy and insecure, while
the classical channel is error-free and authenticated.

2.3 Decryption

2.3.1 Syndrome-based error correction before verification

Upon receiving |) g and s, the receiver extracts the syndrome of |v/) ¢ and performs error
correction based on s. Generally, error correction using syndromes is performed based
on the all-zero syndrome to revert to an error-free state. However, because the difference
between syndromes represents the channel error that has occurred, error correction based

on the syndrome s can correct the channel error [33].
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Figure 4 Distance extension of the proposed scheme Relay nodes can perform error correction based on
s, ensuring that relay nodes cannot obtain any information about the quantum states

2.3.2 Verification of E,,;,

Thereafter, the receiver transmits an ACK; to inform the sender that |/)r has been re-
ceived, where ACK (acknowledgment) refers to a signal in data networking that confirms
the successful receipt of a transmitted message [34]. Upon receiving the ACKj, the sender
transmits E,, to the receiver via a classical channel. The receiver applies E,, to |¢)r and
performs syndrome extraction again to verify if an all-zero syndrome is obtained. If the
syndrome is not all-zero, the receiver assumes a potential eavesdropping attack and aborts

the process.

2.3.3 Dummy states validation

If an all-zero syndrome is extracted, the receiver transmits an ACK; to the sender again
indicating the extraction of an all-zero syndrome. Upon receiving the ACKj3, the sender
transmits a random permutation operator P .4 and Uyyp through the classical channel.
Subsequently, the receiver measures each mutually unbiased state in the corresponding
Upp to verify the consistency between the results encoded by Uy s and the measure-
ment outcomes. If errors are detected, it is assumed that an eavesdropper attempts to
extract information, and the process is aborted.

2.4 Distance extension

The advantage of the proposed approach lies in its ability to extend distance despite en-
cryption, as error correction is still feasible. As illustrated in Fig. 4, similar to the same
process that the receiver performs in Sect. 2.3, relay nodes perform error correction based
on s, and thereafter pass it to the next node, enabling fault-tolerant transmission. Further-
more, because E,, is injected, relay nodes cannot obtain any information regarding the
quantum states through syndrome extraction [28].

3 Security analysis

In this section, we analyze the security of the proposed scheme. The only operators that do
not affect the syndrome of a quantum state encoded with a quantum error-correcting code
are stabilizers and logical operators [28]. Additionally, the dummy states |D) introduced
during the state preparation in the proposed scheme can be modified by logical operators.
Therefore, if an eavesdropper attempts to extract information using a specific operation or
a measurement involving logical ancilla states, the syndrome s of E,,, or |D) may become
corrupted, making such attempts detectable. In other words, even if Eve is assumed to
be a computationally unbounded quantum adversary [35], the inability of stabilizers to
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reveal logical information ensures that no data can be extracted without disturbing the
syndrome or the dummy states. The only case where neither is affected is an attack using
stabilizers, but it is well known that such attacks cannot extract information about the
quantum state [28]. Therefore, to demonstrate that such forms of attacks can be detected,
we first examine countermeasures against intercept-and-resend attacks, which serve as an
example where the syndrome s alone cannot detect the attack, but |D) enables detection.
Additionally, we analyze the accessible information in the proposed scheme to evaluate
its security in terms of potential information leakage [36—38]. We demonstrate that as the
length of the message k” increases, the potential information leakage can be sufficiently

minimized.

3.1 Intercept-and-resend attacks

Intercept-and-resend attacks involve an eavesdropper intercepting the transmitted quan-
tum state |y)r and sending a spoofed quantum state with a spoofed injected error E;,
that matches the syndrome s to the receiver, masquerading as the sender. Thereafter, the
eavesdropper intercepts the E,, sent by the legitimate sender to extract information from
[V )E-

This attack can be detected because when the receiver applies the received E,,, to the
spoofed quantum state of the eavesdropper, the difference between E,,, and E|,, results in
a non-zero syndrome during the subsequent syndrome extraction. In this case, it could
be problematic if the eavesdropper retains the information of |/) using the intercepted
quantum state and E,,,,.

To prevent this, dummy states |D) defined in MUBs are mixed with |¢’), and this in-
formation is only disclosed when the sender receives the ACK; indicating an all-zero syn-
drome. This permutation-based security relies on P4, that is, the number of all possible
combinations of the key «*%, denoted as |«*| [39, 40]. In the proposed scheme, the proba-

bility that an eavesdropper can extract |y') is (5)7 .

3.2 Accessible information available to the eavesdropper

To derive accessible information, we adopt the perspective of the eavesdropper. Since the
eavesdropper knows neither the arbitrary quantum data being sent nor the random keys
used for encryption, the state is indistinguishable from a uniform mixture of all possible
data. This modeling clarifies that the security relies on the randomness of the encryption
keys, not on any assumption that the message itself must be random. In addition, because
of the influence of the data and randomly permuted dummy states |D) defined in MUBs,
E,, appears as a state in which all possible Pauli error patterns are mixed. Thus, when
considering only the data, uncorrectable error applied to the state differs from the actual

injected E,,. This can be mathematically verified as

1Y) g = EunUpUL |9} |0)2"
= B, ULUE|Y)0)®" ¥, (5)

where U/ = UgU UZ". Thus, although the eavesdropper can narrow down the candidate
E,, based on the syndrome information s, they must identify E,, U, which necessitates

the consideration of all possible Pauli error patterns [39, 40].
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Consequently, the description of the quantum state after the receiver’s error correction

process perceived by the eavesdropper, pr,

21

> Y X2 L2, ©)

i=0 jke{0,1)"

11

PE

where |¢) ; denotes the logical basis for |m1;), and the vectors j, k € {0, 1} are n-bit binary
strings that specify the locations of the Pauli X and Z operators, respectively.

The accessible information is defined as the maximum mutual information, I,,..(M; E),
1. (M;E) = m[leI(M; Y). (7)
where M is the message of the sender, E is system of the eavesdropper, and Y is a random
variable obtained from the measurements A of the eavesdropper. According to the con-

vexity of mutual information, the maximum can be achieved through a positive operator-
valued measure, {A,} with rank-one elements, such that A, > 0, Zy A, =1137,41],

Ay = :va|¢y><¢y|! (8)

where |¢,) are unit vectors and (i, are positive numbers such that Zy My =2"

The measurement results follow the probability distribution:

py(y) = My<¢y|p5|¢y>' )

For a given m1, one of the entire basis of [{/'), the conditional probability of a measurement

outcome is

Pyim=m(Y) = 1y (Dy| OF | By). (10)
with

Py = 4i > XZNY) (| 250 (11)

jke(0,1}"

The accessible information is given by
LM E) =max{~ Y " py(7)logpy(y)
y
1
tor ZPY\M:m(y) log pyim=-m(M},
ym
=max ) _ ity {~(cy|Eldy) 10g(dy1 0E19y)
y

1
+ o 2 (B10F 19y) log 10 |y), (12)

m
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where the term (1, inside the logarithm in equation (12) can be canceled out using the
relationship between equations (9) and (10).

From the perspective of an eavesdropper, errors are perceived as maximally mixed.
Therefore, the higher the effective code rate, Reg = k'/n—which can differ from the code
rate R = k/n due to the presence of k — k' dummy qubits—the closer pg and p}* approach
maximally mixed states (MMSs).

By applying the results in [38] with the matrix Chernoft bound and Maurer bound,

(Ploeld) < (1+€)27", (13)

(@loF'19) = (1 —€)27". (14)

Then, by substituting equation (13) and (14) into equation (12), the accessible information

can be obtained as
Ly (MGE) < 2emn, (15)

where € > 0. As k' and # increase, pr and pj' asymptotically approach MMSs, ensuring
that any accessible information for an eavesdropper becomes increasingly randomized.
This strengthens security by making the extracted information less distinguishable from
noise. However, since the total message length scales with #, the absolute amount of leaked
information also increases. This is an inherent effect of encoding a larger message rather
than a weakness of the scheme, as the fraction of leaked information relative to the total
message content continues to decrease. Therefore, the quantum state can be transmitted
using the proposed scheme while ensuring that the information leaked to the eavesdrop-
per remains sufficiently negligible.

4 Resource and fidelity analysis

In this section, we present a comparative analysis of the resource overhead and fidelity
between a long-distance entanglement distribution (LDED) scheme and the proposed
scheme. We acknowledge that both channel errors and qubit loss are major sources of er-
ror in long-distance quantum communication. The proposed scheme, based on QECCs,
is capable of correcting both types of errors. A general [[#, k,d]] code can correct up to
t = [(d — 1)/2] Pauli errors with unknown locations. Alternatively, it can correct up to
d — 1 erasure errors (losses) whose locations are known [42]. For a channel with both, it
can correct a combination of ¢ Pauli errors and r erasures provided that 2¢ + r < d [43].
However, from a security standpoint, the most relevant threat model involves an eaves-
dropper’s attack, which more closely resembles a channel characterized by Pauli errors.
For this reason, our primary comparative analysis focuses on the depolarizing channel.
A specific analysis of our scheme’s logical error rate in a channel with both depolarizing
errors and qubit loss is provided in the Appendix B.

4.1 Resource overhead modeling

This section presents a modeling-based analysis of the resource overhead incurred by the
LDED, focusing on entanglement swapping and purification over a linear chain network.
We subsequently apply the derived overhead to evaluate the performance of the proposed
scheme in terms of fidelity under comparable resource conditions. We consider the LDED
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over a linear chain network consisting of 2V + 1 nodes. This architecture requires entan-
glement swapping and purification to maintain high fidelity.

Let Ngp denote the number of ancillary qubits required for entanglement purification.
Assuming all entanglement swapping operations succeed, the purification overhead is

given by:
N
Ngp=) Na2V7 x2, (16)
i=0

where Ny is the number of ancilla qubits for a single purification step.
The number of BSMs required for entanglement swapping is:

N
Ops =y 2N (17)
i=1

To increase the BSM success probability, Pgs = 1 —1/2"bsm, we employ logical BSMs. The
probability that all Ogs BSMs succeed is (1 — 1/276sm)OEs | and the number of repetitions
required for at least one successful attempt is:

s OFs
’7(2nbsm — 1) —‘ ’ (18)

The total number of qubits N required for one successful LDED is:

2Mbsm Oks
Nt = (Ngp + 20gs(npsm — 1)) X (m) . (19)

4.2 Fidelity estimation

Using the resource overhead analyzed in the previous section, we evaluate the transmis-
sion fidelity achieved by the proposed scheme and compare it with that of the LDED in-
volving entanglement swapping and purification.

We consider a noise model in which only depolarizing noise is applied at the final purifi-
cation stage. All preceding steps in the LDED scheme—such as entanglement generation,
entanglement swapping, intermediate purification, and state preparation—are assumed to
be noiseless. Likewise, gate operations and measurements in both schemes are also treated
as ideal. These assumptions are introduced to enable a direct comparison between the two
schemes under a controlled setting.

For the proposed scheme, the fidelity is approximated based on the logical error prob-
ability p; of a quantum stabilizer code. Under a depolarizing channel with physical error
rate p, the logical error probability is given by [44]:

L /NS .
p=1-Y ( f)p’(l -pNr, (20)
i=0

To estimate ¢, we apply the quantum Singleton bound [45],

Ny -k>2d-1), (21)
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which we reformulate as:

Nr -k
4

>t (22)

Assuming a code rate R = 1/2, the lower bound on p; becomes:

[NT/8]

N7\ .
pL=1- )Y ( iT>p’(1—p)NT“, (23)

i=0
and the fidelity of the proposed scheme is accordingly approximated as:

INT/8]

N . ,
Four ~ Z ( lT)pl(l —P)NT71~ (24‘)
i=0

For the LDED, assuming that the initial Bell state is prepared as the |®*) state and each
qubit is independently subject to depolarizing noise, the resulting initial fidelity is given by
Fini = (1-p)*+ %2, where p denotes the physical error rate. The fidelity expression is derived
based on the model in Ref. [17], which demonstrates high purification performance even

with a small number of ancilla qubits, and is given by:

(Fini)Nat!
(Fini)Nat1 + (1 = Fypy)Natl’

Fipep = (25)
4.3 Comparative performance analysis

To provide a practical and quantitative comparison between the proposed scheme and the
LDED scheme, we evaluate their fidelity performance using the analytic models derived in
Sect. 4.2. We assume a network consisting of five nodes (i.e., N = 2), and consider LDED
configurations with Ny = 2, 3, and 4 ancillary Bell states per end node. The fidelity of each
configuration is computed using the closed-form expressions for F,,, and Fpgp, and the
resulting fidelity trends across different physical error rates p are shown in Fig. 5.

To further investigate the trade-off between fidelity and total qubit overhead, we fix the
physical error rate p and evaluate how the fidelity scales with N7. Figure 6 presents the
results for three representative values of p (0.01, 0.03, and 0.05), illustrating the behavior
of both schemes across different noise levels. At lower error rates (e.g., p = 0.01 or 0.03), the
proposed scheme achieves high fidelity with substantially fewer qubits than LDED. As p
increases, the required overhead to maintain comparable fidelity also increases, narrowing
the performance gap between the two schemes. These results indicate that the proposed
approach is particularly advantageous in low-noise regimes, offering strong fidelity with
reduced resource requirements.

As a simple example, consider the case where Ny = 2, p = 0.01, npgy, = 2, and the
total number of nodes is 5. In this setting, the number of qubits required for entan-
glement purification is Ngp = 28, resulting in a total resource count of Ny = 102. The
fidelity achieved by our scheme is Fo, ~ 1 — 4.08 x 107!, while the LDED achieves
Fipep ~ 1 — 8.33 x 107°. Notably, even with just Ny = 40 qubits, the proposed scheme
achieves Fo, ~ 1 —2.87 x 107°, surpassing the LDED in fidelity. Table 1 summarizes a set
of representative scenarios comparing the proposed scheme and the LDED under various
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Figure 6 Fidelity as a function of total qubit overhead (N7 with N4 = 2,3,4,5) for Four and Frpep under
various physical error rates (p = 0.01, 0.03, and 0.05). The results illustrate that the proposed scheme achieves
high fidelity with lower overhead in low-noise regimes

values of p, N4 and network size N. In each case, the proposed method achieves compa-
rable or superior fidelity while requiring significantly fewer physical qubits. The last col-
umn quantifies this advantage, showing that our scheme can reduce qubit requirements
by more than 60% to 90% in low-error regimes, with minimal or even improved fidelity
loss. Such results highlight the resource-efficiency of our approach, requiring substantially

fewer physical qubits in low-error regimes.

5 Conclusion

In this study, we proposed a novel fault-tolerant and secure quantum communica-
tion scheme leveraging uncorrectable error injection. Unlike conventional quantum
teleportation-based approaches, which require entanglement distribution, entanglement
swapping, and purification, our method eliminates the need for pre-distributed entangle-
ment while ensuring secure and fault-tolerant quantum state transmission. By encoding
quantum states with QECCs and introducing uncorrectable errors, we enhanced both
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Table 1 Comparison of fidelity and resource overhead between the proposed scheme and the
LDED under npsm = 2 and different parameter settings. “Enhanced efficiency” refers to configurations
where the proposed scheme achieves slightly higher fidelity than the LDED while using the
minimum number of qubits. “Resource reduction” denotes the percentage of qubit savings achieved
relative to the LDED baseline

Scheme p N Nr Fidelity Resource reduction (%)
LDED (baseline) 0.01 2 102 1-833x10° 60.78
Proposed (matched resource) 102 1-408x 107"

Proposed (enhanced efficiency) 40 1-287 x107°

LDED (baseline) 0.02 3 779 1-285x% 107 90.76
Proposed (matched resource) 779 1-132x 107

Proposed (enhanced efficiency) 72 1-177 x107©

LDED (baseline) 0.03 2 113 1-152%x 10 2212
Proposed (matched resource) 113 1-161x10°

Proposed (enhanced efficiency) 88 1-131x 107

LDED (baseline) 0.03 3 1003 1-952x 107/ 88.04
Proposed (matched resource) 1003 1-281x 107

Proposed (enhanced efficiency) 120 1-692x 107

the fault tolerance and security of the transmission process while reducing the resource
overhead associated with entanglement management.

Our security analysis demonstrated that the proposed scheme is resilient against
intercept-and-resend attacks, as unauthorized modifications to the transmitted state can
be detected through syndrome extraction and verification. Furthermore, the presence of
uncorrectable errors prevents an eavesdropper from extracting meaningful information
from an intercepted state. The comparative performance analysis confirmed that the pro-
posed scheme effectively reduces the overhead associated with quantum state transmis-
sion while maintaining high fidelity in low physical error regimes. By eliminating the com-
plexities of entanglement distribution and minimizing the number of required quantum
operations, our approach provides a resource-efficient solution for long-distance quantum
communication. These findings indicate that the proposed approach offers a scalable and
practical alternative to conventional quantum state transmission methods, particularly in
large-scale quantum networks.

Future research could focus on experimentally validating the proposed scheme using
near-term quantum hardware or by employing existing quantum network simulation
tools, as well as integrating it into emerging quantum communication frameworks, includ-
ing quantum key distribution and quantum repeaters. While the current security analysis
addresses representative attack scenarios, extending the evaluation to include more so-
phisticated quantum adversaries will further strengthen the protocol’s robustness. In ad-
dition, exploring optimization strategies for encoding efficiency and analyzing the trade-
offs between security and fidelity across diverse quantum network configurations will
be valuable for enhancing practical deployment. A comprehensive comparative analysis
against LDED schemes including qubit loss also remains a crucial future work. Moreover,
investigating the interplay between our scheme and high-throughput frameworks, such as
multicarrier CV-QKD systems, presents a promising research avenue [46, 47]. By further
refining the method and broadening its applicability, this research can contribute to the

advancement of secure, scalable, and fault-tolerant quantum networking technologies.
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Appendix A: Analysis of number of uncorrectable errors

In this section, we discuss the number of uncorrectable errors for encryption. The security
of the proposed scheme is primarily determined by the number of uncorrectable errors
assigned to each syndrome. The number of uncorrectable errors assigned to a syndrome,

N, can be estimated as follows:

AL 2 L]

Ny on—k on—k*

(A.1)

where 4” of equation (A.1) represents the number of all Pauli error patterns of length n,
and Zf:o 3 ('l’) denotes the number of all errors that the QECCs can correct. For simplic-
ity, we refer to this as N.. The subsequent terms multiplied by N, represents the number
of errors with different weights sharing the same syndrome as correctable errors within
N_.. Between these terms, 2" % represents the total number of stabilizers. When multiplied
by N,, it represents errors that share the same syndrome and behavior as correctable er-
rors within N,. The value 2% represents the total number of logical Pauli operators. When
it is multiplied by N, it represents errors that share the same syndrome but have differ-
ent behaviors because of logical operators, thereby being uncorrectable. In other words,
the numerator represents the total number of errors associated with uncorrectable syn-
dromes. Errors with uncorrectable syndromes, even when multiplied by stabilizers, ex-
hibit the same behavior and syndrome. Therefore, they should be considered as single er-

rors. To account for this, we adjusted by dividing by the total number of stabilizers, 2",

1
on—-k

which served as the denominator. The final term was used to calculate the average
number of uncorrectable errors allocated to each syndrome. Here, on-k represents the to-
tal number of syndromes which are bit strings of length n — k. Using this information, the
approximate number of completely different errors, denoted as N, that share the same
syndrome as any given uncorrectable error could be determined. N, was substituted with
a term containing # and k using the Hamming bound for QECCs [48]. The quantum Ham-

ming bound is expressed as
d n
—k=log) (),
n > log ’ 3 (z)
i=0
d n
2"k >N ). A2
=3 () (a2)

Rearranging equation (A.1) yields

4 — 2n—k(2n—k + 22k) 1
Nyz on—k x on-k

> 22k _ 2n—k(2k—n + 24'/(—2}1)‘ (AS)
By substituting the code rate k/n = R, equation (A.3) can be revised as,

1
N, >22Rn(1 - <5><1*R>”) -1 (A4)
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Log1o(Ne)

100 = 0.0

Figure 7 Security analysis graph This graph illustrates the order of the average number of distinct
uncorrectable errors N, with the same syndrome as equation (A.5)

When # is sufficiently large, equation (A.4) can be approximated as follows:

(2R 1], if22R" > 1,
N, = (A.5)
0, if 2287 < 1,

As expressed in equation (A.5), the graph of N,, over the range 1 < n < 100 is shown in
Fig. 7. To ensure adequate security, QECCs with sufficiently large #, R should be used. As
mentioned in Sect. 4.3, for the case with a total of 5 nodes and 102 required qubits, the
number of N, when R = 0.5 is approximately 5.0706 x 10%°.

Appendix B: Analysis of logical error rate with errors and qubit losses

In this section, we discuss the logical error rate for the proposed scheme under a channel
with both Pauli errors and qubit losses, as mentioned in Sect. 4. Let the physical error rate
be denoted by p and the probability of a qubit loss (erasure) by /. Then the logical error
rate, Py, for an [[n, k, d]] code under these conditions is given by:

_ - — n n—-ry., _n-r Lt _Ln—r—t
=y ) (,,)( , )l(l D) = )

r=0 t=tmin(r)

I (;:> (n ‘ r) Pa-t-pr (B1)

r=0 t=tmin(r)

where the minimum number of Pauli errors required to cause a logical error, tyin(r), de-
pends on the number of qubsit losses r and is given by ¢ (r) = max (0, [%-‘ )- This formula
calculates the total logical error rate by summing the probabilities of all possible uncor-
rectable error events. The summation over r considers all possible numbers of qubit losses,
from O to #. For a fixed number of losses r, the term (f)l’ (1-10)"" gives the binomial prob-
ability of exactly r losses occurring. The summation over ¢ then computes the probability

of an uncorrectable error on the remaining n — r qubits. An uncorrectable error occurs if
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the number of Pauli errors ¢ meets or exceeds the required threshold £, (7). This proba-
bility is given by the second binomial term, which uses the conditional probability p/(1—1)
for a Pauli error to occur on a qubit given that it was not erased.
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