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Simultaneous transmission of information and key
exchange using the same photonic quantum states
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Quantum communication realizes information-theoretic security using photonic quantum states, for example,
quantum secure direct communication (QSDC), which can achieve secure and reliable communication in a chan-
nel with both noise and eavesdroppers. However, QSDC suffers from large losses and short communication dis-
tances, thus being impractical for applications. Here, we have proposed a one-way quasi-QSDC protocol with
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single photons. This protocol enables the simultaneous transmission of information and key exchange using the
same single photons and is robust against loss and error because it uses error correction and spectrum expansion
techniques. In a proof-of-principle demonstration using weak coherent pulses, the system achieved a real-time
secure transmission rate of 2.38 kilobits per second over a 104.8-kilometer standard telecommunication fiber,
which set world records in both aspects. This system paved the way for the practical application of QSDC and of-
fers a unique method to detect eavesdropping online, which is crucial in certain circumstances.

INTRODUCTION

Secure transmission of private data is becoming increasingly impor-
tant. The rapid development of quantum computing poses an urgent
threat to widely used cryptography methods such as the Rivest-Shamir-
Adleman algorithm. Quantum communication (1-4), which is based
on the principles of quantum mechanics, is a promising solution to
this issue. There are two well-known branches of quantum communi-
cation: quantum key distribution (QKD), which realizes secure key
exchange between two distant users (I), and quantum secure direct
communication (QSDC) (2-4), which directly transmits information
between two remote parties without first establishing a key. QSDC
provides reliable and secure communication of information over a
channel with both noise and eavesdropping and prevents an eaves-
dropper from obtaining useful information to decipher. QSDC is also
compatible with the existing networks because it is a communication
protocol. Because of its inherent low-intensity laser communication,
QSDC supports covert transmission, does not require frequency li-
censing, and eliminates radio frequency interference. These features
make QSDC a unique choice in certain applications.

In recent years, QSDC has rapidly developed. Experimental
demonstrations of QSDC showed its great potential in future appli-
cations (5-9). Using Wyner’s wiretap channel theory (10), QSDC was
proven to be information-theoretically secure (8, 11, 12). Quantum
data locking (13), quantum low probability of intercept (14), quantum
keyless private communication (15), and realistic noisy entanglement-
based (16) schemes have been used to design QSDC protocols.
Measurement device-independent QSDC and device-independent
protocols were recently proposed to eliminate security loopholes
that are related to detectors (17) or all devices in QSDC systems
(18). A prototype network using entanglement-based QSDC was

'Beijing Academy of Quantum Information Sciences, Beijing, 100193, China. *State
Key Laboratory of Low-dimensional Quantum Physics and Department of Physics,
Tsinghua University, Beijing, 100084, China. 35chool of Energy Storage Science and
Engineering, North China University of Technology, Beijing, 100144, China. *Fron-
tier Science Center for Quantum Information, Beijing, 100084, China. *Beijing Na-
tional Research Center for Information Science and Technology, Beijing, 100084,
China.

*Corresponding author. Email: gllong@tsinghua.edu.cn

1These authors contributed equally to this work.

Panetal., Sci. Adv. 11, eadt4627 (2025) 21 February 2025

demonstrated (19). A secure classical repeater quantum network
scheme was proposed and demonstrated, in which ciphertexts of
classical postquantum cryptography were transmitted using QSDC
in a hop-by-hop manner (4). Such cryptography-assisted QSDC can
also guard QSDC against potential loopholes that may arise in the
late stages of the engineering process (20). Quantum memory—-free
QSDC protocols were proposed to mitigate the demand for quan-
tum memory (9, 21).

In the single-photon DL04 QSDC protocol, photons must travel
back and forth between the users (3), which results in large losses, lim-
its the distance of communication, and severely hinders its application.
With this background, we propose a one-way single-photon practical
quasi-QSDC protocol. This protocol realizes the simultaneous trans-
mission of information and key exchange (STIKE) based on the re-
peatable classical one-time-pad (RECON) protocol (22-25), which
was independently invented by several groups (22-25). Bennett et al.
(24) developed the RECON protocol before they proposed QKD
and published it in print 30 years later. RECON is considered a
quasi-QSDC protocol (20) because it retains the transmission of
information in quantum states, but it still uses a preshared key
and classical one-time-pad encryption for security. In ideal con-
ditions with no loss and no noise, the shared key can be fully replen-
ished. However, in practice, key consumption is greater than key
generation, and new keys must be added, e.g., by running the pro-
tocol as a QKD.

We designed and set up a prototype to demonstrate this princi-
ple. In the experiment, weak coherent pulses with a 1.25-GHz trigger
frequency were used with the decoy-state technique. Accordingly,
we achieved a real-time secure transmission rate of 2.38 kilobits per
second (kbps) over a distance exceeding 100 km in a standard tele-
communication fiber, which is suitable for the transmission of text,
image files, and voice.

RESULTS

STIKE protocol

Figure 1 illustrates the STIKE protocol. It contains three parts: pre-
processing (steps 1 to 3), prepare-and-measure (steps 4 to 6), and
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postprocessing (steps 7 to 12). Per common practice, the legitimate
transmitter and receiver are named Alice and Bob, respectively. The
12 steps in the STIKE protocol are as follows.

Step 1. Alice encodes the information m using forward error cor-
rection (FEC) coding to obtain the codeword m,;. The FEC includes
an error correction code (ECC) encoder that overcomes errors and
a spreading spectrum that handles loss.

Step 2. Alice collects a shared secure key sequence s with an identical
length to codeword m, from her secure key sink (SKS) to encrypt
codeword m, using an exclusive-or operation, i.e., ¢ = s @ m,. This
exclusive-or operation is a one-time-pad encryption. Hence, ¢ is
called a ciphered codeword.

Step 3. Alice uses the technique “increasing capacity using mask-
ing” (INCUM) (26) to mask ciphertext codeword c. Specifically, she
uses a local random number sequence r with an identical length to ¢
to perform the operation ¢; = r @ ¢, where ¢, is called the masked
codeword.

Step 4. The masked codeword ¢, is divided into frames as per-
formed in classical communication, and each frame is mapped onto
quantum states. Specifically, Alice randomly selects a Z or X basis to
prepare the state according to the information bit in a frame. For
example, states|0) and |[+) carry bit 0, whereas bit 1 is mapped onto
state [1) or |=). Then, she transmits the photons to Bob frame by
frame. A frame is a fundamental unit of data and is used as a struc-
ture to organise, encapsulate, and transmit information. It can be
customised according to specific needs.

Step 5. Bob randomly selects the Z or X basis to measure each
received quantum state from Alice. Because of loss, only a fraction
of the photons can be detected by Bob. Bob records the timestamps,
selected basis, and measured results of the detected events. Some
events are not triggered because there is a loss in transmission or the
finite-efficiency detectors miss them; then, these untriggered events
are treated as lost photons.

Step 6. Bob publicly announces the timestamps and basis choices
of the triggered events. Alice and Bob compare their basis choices
for each triggered event and maintain events in which they have se-
lected the same basis. Next, they randomly publish some of these
measured results for comparison and calculate the quantum bit er-
ror rate (QBER). If the QBER is below a predetermined threshold,
they proceed to the next step; otherwise, they abort the process.
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Subsequently, in the case of a triggered event, if Bob and Alice select
different bases, it is considered an untriggered event.

Step 7. According to the announced timestamps of the triggered
events, Alice announces the corresponding local random number r,
for the INCUM in step (3).

Step 8. Alice and Bob share a common sequence of ciphered
codewords of the triggered events. The measured results of Bob are
not identical to those prepared by Alice due to channel noise and
possible eavesdropping. The retained ciphered codeword of Alice is
¢y, and ¢, is the corresponding data held by Bob. Bob makes a copy
of ¢,’ to obtain two sets of raw data.

Steps 9 and 10 read out the message.

Step 9. After receiving r;, Bob obtains the noisy ciphertext ¢’ of
the codeword by unmasking, i.e., ¢’ =¢,” @ r;. Because of channel
loss, noise, and Bob’s random choices of a basis, the received code-
word ¢’ is only a fraction of ¢ and contains bit errors.

Step 10. Bob takes the secure key sequence from his SKS. According
to the announced timestamps of the triggered events, the correspond-
ing secure key sequencess, of the triggered events is extracted from the
SKS to decrypt ¢’ viam,’ =s; @ ¢’. m,’ is a partial sequence of m,
and has bit errors. However, because the FEC is capable of error cor-
rection and loss resistance, Bob can decode m,’ to obtain the secret
message m as long as the QBER is below the predetermined threshold.

Step 11. Alice returns the secure key sequence at timestamps that
correspond to the untriggered events to the SKS. These secure keys
are masked by the local random numbers, which are only known to
Alice and Bob and will never be revealed to any other parties. Thus,
they can be reused. As Fig. 1 shows, s is the secure key sequence for
information encryption, and s, is the secure key bits on the photon
that corresponds to the triggered events. The secure key sequence
for the untriggered events, which is s — s, is obtained by sequen-
tially removing all key bits in s, from s according to the timestamps
and subsequently returning the remaining bits as a new key se-
quence to the SKS.

Step 12. For another copy of the raw data, Alice and Bob perform
the error correction and privacy amplification in the same manner
as in the standard QKD to obtain a secure key sequences,, to replen-
ish their respective SKSs.

In step 5, Bob randomly selects the Z or X basis to measure the
received quantum states. Compared with Alice’s preparation basis,
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Fig. 1. Schematic of one-way quasi-QSDC. ECC, error correction code; INCUM, increase capacity using masking; PA, privacy amplification.
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Bob has a 50% probability of selecting the wrong basis for measure-
ment. The results from incorrect basis selections are discarded as
outlined in step 6. The results from correct selections are retained
for information recovery. Consequently, Bob’s random choice of
the Z or X basis for measurement introduces an attenuation of ap-
proximately 3 dB. This additional loss and the channel loss are
tolerable in our protocol due to the cascade of ECC and spread-
ing spectrum.

STIKE differs from the quantum key recycling protocols (22-25)
in the following manners: (i) the spreading spectrum technique is
used to overcome the loss; (ii) the INCUM technique is used to in-
crease the capacity and reduce the consumption of shared keys; (iii)
the basis is not synchronised; (iv) the decoy-state method can be in-
corporated into the prepare-and-measure phase of the STIKE proto-
col, which enables the use of weak coherent pulses instead of ideal
single photons.

The information transmission is secured by the one-time pad of
the shared secure key sequence. The loss of the quantum channel is
very high, e.g., 20 dB in a standard optical fiber over 100 km. These
untriggered events are also encrypted by the secure key sequence
and cause a huge consumption of secure keys in the SKS. By mask-
ing the transmitted bits, the INCUM technique limits Eve’s ability to
obtain information or encryption keys from lost photons, which re-
duces the burden of key consumption, as described in step 11. For
the triggered event, step 12 distills new keys and adds them to the
SKS. These two steps greatly alleviate the secure key consumption.
The masked codeword that Alice emits is entirely random due to the
masking by locally generated random numbers. This condition sev-
ers all potential correlations between bits in an information frame or
across different frames, which enhances the security of informa-
tion transmission and generation of fresh keys from the trans-
mitted codeword.

The proposed protocol is universal for both fiber and free-space
transmission. However, in free-space communication scenarios, FEC
coding can be optimized on the basis of the particular channel charac-
teristics. As a communication protocol, this quasi-QSDC protocol is
compatible with the existing network and can cooperate with various
applications for enhanced security (4). When this protocol is incorpo-
rated into the existing network, it is only necessary to add communi-
cation terminals that run this protocol at the link ends, where
optical-fiber amplifiers are not present. This protocol can also be im-
plemented using quantum states on the future quantum internet.

Performance analysis of STIKE
According to Wyner’s wiretap channel theory (8, 10-12), the secure
channel capacity of STIKE is

c,=¢C,-C, (1)

where C,, and C,, are the channel capacities of the main and wiretap
channels, respectively. C, is given by
Co=1-H,(3,) - Hy(8;) 2)
where 8, and §, are the phase error rate and bit error rate, respec-
tively. Equation 2 is exactly the key rate of the BB84 QKD protocol.
C, is greater than zero if QBER is below the threshold value of 11%.
In this case, one is assured that there exist classical codes that can

realize the secure and reliable communication of information at a
rate no greater than the secure channel capacity.

Panetal., Sci. Adv. 11, eadt4627 (2025) 21 February 2025

To distill a secure key from the ciphertext, let us observe the fol-
lowing facts. The key exchange, which includes the prepare-and-
measure steps and step 12, is identical to the standard BB84 QKD
process. Ciphered codewords ¢ are simply random numbers to all
entities except Alice and Bob. Therefore, the key exchange is a BB84
QKD process. Hence, we can distill a secure key from the received
ciphertext ¢’ at the maximum rate in Eq. 2.

Combined with the decoy-state method (27-29), the secrecy ca-
pacity of STIKE with one signal and two decoy intensities is bound-
ed by (28).

C,=9Q{~fH,(E,) + A, [1-H,(e,)] }

where g = 1 /2 with the BB84 prepare-and-measure processing (I);
Q, is the overall gain of the signal states; p is the mean photon num-
ber of the signal state; f is the error correction efficiency; E, is the
overall QBER; A; = Q;/Q,, is the ratio of the single-photon gain to
the overall gain; e, is the error rate caused by single photons (see the
Supplementary Materials for more details).

The security of information in STIKE is guaranteed by the one-
time pad in step 2. Therefore, the communication capacity can be
larger than the secure channel capacity as long as it can reliably
transmit information, i.e.

3)

Cr = Cm = qu [1 _fH2 (Eu)]

where C,, is the channel capacity of the main channel. According to
Shannon’s theory, as long as C, is greater than zero, one can always
find an FEC scheme for reliable transmission.

Our secrecy capacity was derived in an asymptotic scenario, where
we assumed that the number of transmitted qubits approached infin-
ity. However, we must consider the finite length of coding for practi-
cal implementation, which implies that the number of transmitted
qubits is finite. In this case, the secrecy capacity and maximum
secure transmission distance will decrease. Further investigation is
required to calculate the completeness, reliability, and secrecy pa-
rameters considering the finite-length effects based on the wiretap
channel theory (12). This calculation is necessary to derive the prac-
tical secrecy capacity.

)

Experimental results

Figure 2 shows the information transmission rate and QBER of this
system during a testing period of 168 hours (1 week) to transmit
image files over a distance of 104.8 km. The average information
transmission rate and the average QBER were 2.38 kbp and 3.60%,
respectively. We also tested the communication performance at
50.3 and 81.1 km. During a 1-hour transmission, the average informa-
tion transmission rate and average QBER were 34.08 kbp and 2.94%
at 50.3 km and changed to 11.36 kbp and 3.20% at 81.1 km, respec-
tively. Our system enables real-time functionality, so all results rep-
resent real-time communication rates.

Figure 3 shows the communication performances of the STIKE
protocol, indicating that it could maintain a highly reliable commu-
nication rate over long distances. The secrecy capacities of our ex-
perimental system at communication distances of 81.1 and 104.8 km
exceeded the acievable upper limit of a two-way QSDC (9). Com-
pared with previous experimental results of two-way QSDC (9), the
secrecy capacity of this experimental system increased by three or-
ders of magnitude at a communication distance of approximately
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Fig. 2. Information transmission rate and QBER versus time at a transmission
distance of 104.8 km during 1 week of data collection. Each point represents
the average value over 1 hour of data.

80 km. With our experimental device parameters, the distance of
communication can exceed 150 km, which will be interesting to
verify in future experiments.

DISCUSSION

We proposed the STIKE protocol using single photons and extend-
ed it to weak coherent lasers using a decoy-state technique. Notably,
we experimentally demonstrated the protocol with a system that
operated at a repetition rate of 1.25 GHz over a communication dis-
tance of 104.8 km in a standard telecommunication fiber. This pro-
tocol paves the way for practical long-distance quasi-QSDC, which
is crucial for building a space-air-ground-sea integrated secure com-
munication network using quantum states.

The proposed STIKE one-way quasi-QSDC is different from
QKD. In the ideal case with no errors and no loss, the rates of con-
sumption and generation of the secure keys are identical to each
other as if a preshared key can be perpetually reused. In practice, key
consumption is commonly greater than key generation. It requires
additional key negotiation to compensate for the reduction of keys
in the SKS. The STIKE system has different modes of operation. In
one extreme, STIKE can only be used to perform key exchange,
where Alice sends random numbers without encrypting them with
the shared keys, which we call the full key exchange (FKE) mode. In
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Fig. 3. Simulation (lines) and experimental (symbols) results of the secrecy
capacity. The pentagram symbols represent the experimental results of this sys-
tem at different communication distances.
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the other extreme, STIKE can only be used to realize communica-
tions, where it consumes the secure key in the SKS and does not
distill new keys. In this case, STIKE aims to reliably transmit infor-
mation, so the QBER can be larger than the predetermined thresh-
old, whichiscommonly 11%. We call this case thefull-communication
(FC) mode. The FC mode is useful when there is eavesdropping in
the channel, but the communication task is too urgent to wait for the
eavesdroppers to clear. The FC mode will stop once the keys in the
SKS have been exhausted.

The issure of greater key consumption than key generation can
be addressed using the sustained mode. When a frame of bits is gen-
erated for transmission, a fixed length in the frame is designated as
a masked codeword, whereas a specific length is entirely allocated
for the quantum key exchange using random numbers. This ap-
proach reduces the communication bandwidth while dedicating a
portion of the bandwidth for the quantum key exchange to balance
between key consumption and generation. Normally, one can run
STIKE with a predetermined QBER to simultaneously transmit in-
formation and distill new keys, which we call the standard mode. In
the standard mode, because of channel loss and noise, fewer keys are
replenished than consumed. Therefore, when the number of keys in
the SKS reaches an alarming level, the users can change STIKE to
the FKE mode to add keys to the SKS. When the STIKE system is
not in use for communication, it can work in the FKE mode to ne-
gotiate keys and fill the SKS. A detailed strategy for real applications
is an interesting subject of future study.

Under current technological conditions, the integration of this
communication capability into classical networks for practical ap-
plications is worth exploring, particularly when a small quantity of
highly sensitive information in is transmitted, e.g., in national secu-
rity protection and financial information safeguarding. Outlining a
feasible roadmap to enhance the performance under current condi-
tions can involve focusing on higher-performance devices and opti-
mizing the codes. Such high-performance devices may include
high-repetition rate light sources and high-efficiency single-photon
detectors. Accordingly, constructing more efficient error-correction
codes and optimizing the spreading ratio to adapt to channel losses
will improve the communication performance. These improvements
will address the existing limitations and broaden potential applica-
tions. With the enhanced point-to-point system performance, this
approach can be extended to free-space communication and mul-
tiuser network scenarios.

METHODS

We completed a proof-of-principle demonstration experiment to
demonstrate the feasibility of the proposed protocol. We construct-
ed a Faraday-Michelson system (30), as shown in Fig. 4. This phase
encoding infrastructure realized the prepare-and-measure process
in Fig. 1 and avoided the influence of birefringence in the transmis-
sion path on phase modulation, dispensed the need for an additional
polarisation calibration module, and achieved highly stable interfer-
ence. Signal pulses at a 1550-nm wavelength were prepared at Alice’s
site with a repetition rate of 1.25 GHz and a pulse width of 50 ps. The
delay of the Faraday-Michelson interferometer was 400 ps. The system
used two decoy-state intensities with the mean photon number of
the signal state p = 0.6, decoy state v; = 0.2, and decoy state v, = 0
(the vacuum). A laser was followed by an intensity modulator, which
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Fig. 4. Schematic of our experimental setup. IM, intensity modulator; CIR, circulator; BS, beam splitter; FM, Faraday mirror; PBS, polarisation beam splitter; FR, Faraday
rotator; PM, phase modulator; Att, attenuator; VOA, variable optical attenuator; SPD, single-photon detector.

modulated the pulses into two different intensities and served as the
signal states and decoy states. The vacuum state was prepared by not
triggering the laser. Then, the modulated laser pulses were attenu-
ated by a fixed attenuator and a variable optical attenuator to the
desired mean photon number levels. The fiber channel distance be-
tween Alice and Bob was 104.8 km when a standard telecommuni-
cation fiber that exhibited a loss of 0.2 dB/km was used. Bob
recorded the received photons using two InGaAs/InP single-photon
detectors, which had a detection efficiency of 20% and a dark count
rate of 1.2 X 107%. There was an optical loss of 6.5 dB at Bob’s end due
to the loss in the optical devices.

We used a low-density parity check (LDPC) code based on (21)
and a generous spreading ratio of 1:3840 for the communication dis-
tance of 104.8 km to combat the effect of channel loss. The spreading
ratios for communication distances of 81.1 and 50.3 km were set to
1:768 and 1:192, respectively. The spread-spectrum ratio is correlat-
ed with the channel loss, where a higher channel loss necessitates a
larger spread-spectrum multiple. To achieve stable and reliable com-
munication over extended periods, we determined relatively gener-
ous spread-spectrum ratios for the aforementioned distances in our
experiments. Consequently, there is potential for further optimization.
The system implements communication using frame-by-frame trans-
mission. Each frame consists of 125 bytes: 1 byte for the frame type,
3 bytes for the total frame count, 3 bytes for the current frame number,
1 byte for the current frame length, and the remaining 117 bytes
reserved for the masked codeword ¢, to be transmitted.

A rate-adaptive LDPC code based on the progressive edge growth
method was used for error correction (31) to negotiate a secure key
sequence. Privacy amplification was achieved using a universal class
of hash functions with an optimised multiplication algorithm, which
enabled the length adaptability and accelerates processing (32). The
error correction efficiency fwas 1.05.
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