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Abstract

The security of continuous-variable quantum key distribution (CVQKD) systems faces

severe challenges from quantum hacking attacks in practical deployments. This paper

proposes a novel hybrid quantum-classical neural network (HQCNN) architecture for

the detection of quantum hacking attacks. This architecture employs a convolutional

neural network (CNN) to extract features from raw pulse signals at the receiver and to

reduce spatial dimensionality. Subsequently, the extracted features are mapped into a high-

dimensional Hilbert space via angle encoding, and a variational quantum circuit (VQC)

is utilized as the core classifier for discrimination. In five-class classification experiments

involving local oscillator intensity attacks (LOIA), calibration attacks, saturation attacks,

hybrid attacks, and the no-attack state, the HQCNN achieves an overall accuracy of 93%,

representing a 6% improvement over the classical residual network (ResNet). In addition,

the proposed HQCNN architecture exhibits a significant advantage in parameter efficiency

compared with classical deep neural networks. This study provides an efficient intelligent

detection scheme for enhancing the practical security of CVQKD systems.

Keywords: continuous-variable quantum key distribution; detection of quantum hacking

attacks; hybrid quantum-classical neural network; variational quantum circuit

1. Introduction

Leveraging the Heisenberg uncertainty principle [1] and the quantum no-cloning

theorem [2], quantum key distribution (QKD) achieves theoretically unconditional security.

QKD can be classified into discrete-variable quantum key distribution (DVQKD) [3–5] and

CVQKD [6–8]. In practical applications, DVQKD relies heavily on high-performance single-

photon sources and detectors and suffers from significant signal attenuation and noise

limitations at long distances. By contrast, CVQKD encodes information using continuous

variables, offering higher fault tolerance and improved long-distance transmission capa-

bility. Among various CVQKD implementations, the Gaussian modulated coherent state

(GMCS) protocol [6] is one of the most widely adopted and promising schemes. GMCS-

CVQKD encodes key information into the coherent components of quantum states via

Gaussian modulation of the optical field, thereby mitigating the impact of channel loss and

noise on system performance and enabling long-distance transmission over existing fiber

networks. However, discrepancies between theoretical assumptions and imperfect practical

physical devices provide exploitable opportunities for an eavesdropper, Eve. The practical

Appl. Sci. 2026, 16, 2793 https://doi.org/10.3390/app16062793

https://crossmark.crossref.org/dialog?doi=10.3390/app16062793&domain=pdf&date_stamp=2026-03-14
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://doi.org/10.3390/app16062793


Appl. Sci. 2026, 16, 2793 2 of 17

deployment of GMCS-CVQKD systems is significantly hindered by security loopholes at

the level of physical implementation.

Among the numerous attack strategies, quantum hacking attacks targeting the vulner-

abilities of CVQKD systems have emerged incessantly. The LOIA [9] exploits fluctuations

in strong local oscillator pulses to disrupt the shot noise estimation at the receiver, Bob.

Calibration attacks [10] take advantage of parameter calibration procedures during sys-

tem initialization or operation to induce Bob to adopt tampered noise reference values.

Saturation attacks [11] exploit the nonlinear response of detectors outside their linear

operating regime to covertly extract information. Hybrid attacks, formed by combining

multiple individual attacks such as intercept-resend attacks [12,13] and homodyne detector

blinding attacks [14], exhibit enhanced stealth and destructiveness, rendering traditional

single-defense strategies ineffective.

To address the aforementioned security threats, early studies primarily relied on

hardware-based approaches such as real-time parameter estimation and physical filtering.

However, hardware-based solutions are often constrained by specific physical vulnera-

bilities and lack sufficient flexibility and robustness when confronting complex quantum

hacking attacks, such as hybrid attacks. In recent years, models for the detection of quan-

tum hacking attacks based on machine learning (ML) have attracted widespread attention

due to their nonlinear fitting capabilities. Researchers have achieved the identification of

various quantum hacking attacks by constructing models such as artificial neural network

(ANN) [15] and support vector machine (SVM) [16,17]. Nevertheless, as the key rate of

CVQKD systems continues to increase, the limitations of classical ML approaches have

become increasingly evident: the large number of parameters in deep models incurs exces-

sive computational overhead, making it difficult to meet the stringent real-time detection

requirements of embedded systems.

Meanwhile, the emergence of quantum machine learning (QML) [18,19] has provided

new perspectives for overcoming the aforementioned bottlenecks. By exploiting the efficient

representational capacity of VQC [20,21] in Hilbert space, QML can characterize complex

distribution features with a relatively small number of tunable parameters. Extending this

paradigm, the HQCNN framework organically integrates the mature strengths of classical

ML in multidimensional feature processing with the nonlinear representational power of

VQC in Hilbert space, thereby demonstrating the dual advantages of high accuracy and

lightweight design.

Although HQCNN has achieved promising progress in multiple application domains,

its application to the detection of quantum hacking attacks in CVQKD systems remains

at an early stage, leaving a clear academic gap. On this basis, this paper proposes a

HQCNN-based framework for the detection of quantum hacking attacks in CVQKD sys-

tems. Through the coordinated use of quantum and classical computational capabilities,

the framework fills a key technical gap in quantum hacking defense and facilitates the

construction of practically secure CVQKD systems.

The main contributions of this paper are summarized as follows:

A novel HQCNN architecture for the detection of quantum hacking attacks is pro-

posed, in which classical CNN layers are employed to perform multidimensional feature

extraction and spatial dimensionality reduction on the raw pulse signals received at Bob’s

side. Subsequently, the extracted feature vectors are encoded into quantum states, and a

VQC is utilized as the core classifier for efficient identification.

This study conducts five-class classification experiments on a dataset simulating the

operational environment of practical CVQKD systems, covering LOIA, calibration attacks,

saturation attacks, hybrid attacks, and the no-attack state. Experimental results demonstrate

that the proposed HQCNN framework achieves an overall accuracy of 93% on the test
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dataset, requiring fewer model parameters than ResNet while realizing a 6% improvement

in accuracy.

The remainder of this paper is organized as follows. Section 2 reviews quantum

hacking attack defenses in GMCS-CVQKD systems and related studies on HQCNNs.

Section 3 elaborates on the theoretical foundations of this work. Section 4 presents the

proposed HQCNN architecture in detail. Section 5 reports the experimental setup and

performance analysis. Section 6 concludes the paper.

2. Related Work

2.1. Detection of Quantum Hacking Attacks in CVQKD

Practical quantum communication systems are constrained by the non-ideal properties

of hardware components. These limitations lead to inevitable implementation flaws and

technical vulnerabilities. Such gaps leave the system susceptible to quantum hacking

attacks. In the practical operating environment of GMCS-CVQKD, common quantum

hacking attacks include intercept-resend attacks, LOIA, calibration attacks, saturation

attacks, and others.

Early defense strategies primarily focused on real-time monitoring and adjustment of

critical physical parameters. To counter LOIA, P. Jouguet et al. [10] proposed introducing a

beam splitter in conjunction with a monitoring photodiode to real-time correct shot-noise

estimation deviations caused by local oscillator power fluctuations. X. C. Ma et al. [22]

proposed that legitimate participants could adjust the local oscillator intensity to an optimal

value to counter Eve’s potential attacks on the local oscillator. However, these methods are

typically effective against only a single specific attack, and traditional defense strategies are

prone to failure when confronted with hybrid attacks or covert parameter compensation

strategies employed by Eve.

To enhance the flexibility and robustness of detection systems, the research commu-

nity has begun to explore attack detection algorithms based on ML and deep learning

(DL). ML is capable of automatically extracting latent attack features from complex high-

dimensional measurement data. Early studies primarily employed ANN and SVM. In

2020, Mao et al. [15] established a generic model for the detection of attacks in CVQKD

by analyzing the effects of different attacks on pulse characteristics and constructing fea-

ture vectors as inputs to an ANN. More recently, DL has gained prominence due to its

superior ability to model nonlinearities and temporal correlations. In 2022, Du et al. [17]

proposed an attack detection scheme based on long short-term memory, which enabled the

identification of various quantum hacking attacks. In 2025, Iqbal et al. [23] developed a

framework based on a deep neural network (DNN) to distinguish quantum hacking attacks

from system faults, thereby enhancing the reliability of anomaly identification in practical

CVQKD deployments.

Although DL-based approaches significantly raise the upper bound of defense per-

formance, they still face the challenge of a trade-off between resource consumption and

real-time requirements in practical deployment. High-performance deep neural networks

typically contain a massive number of trainable parameters, which not only increases

training costs but also results in high inference latency.

In 2026, Li et al. [24] proposed a generic CVQKD attack detection scheme based

on a quantum neural network (QNN), in which classical data acquired by the system

are encoded into quantum states and a QNN is trained to perform binary classification

between normal and attacked signals. However, this binary classification paradigm exhibits

limitations in complex practical scenarios, as the model’s generalization performance is

constrained when confronted with unknown disturbances or novel hybrid attacks governed

by different physical mechanisms.
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2.2. HQCNNs

HQCNNs are well-suited for the noisy intermediate-scale quantum (NISQ) era, as they

combine the potential advantages of quantum computing with mature classical computing

techniques to enhance overall computational efficiency and accuracy. To fully exploit the ac-

celeration capability of quantum computing for specific problems, hybrid quantum-classical

algorithms divide the overall computational task into classical and quantum components.

The quantum component focuses on particular computational tasks, leveraging the advan-

tages of quantum algorithms to achieve quantum efficiency in problems such as solving

linear systems of equations. The remaining tasks are handled by classical computers,

including data preprocessing, parameter updating, and optimization feedback for trainable

quantum circuits. To date, hybrid quantum-classical algorithms have demonstrated strong

practicality and significant development potential across multiple application domains,

including QML, quantum combinatorial optimization [25], and quantum chemistry [26].

In HQCNN architectures, hybridity is often manifested as partial quantization of

classical neural network models, whereby quantum circuits are introduced to enhance

or replace specific layers while preserving the overall classical framework. By deploying

quantum circuit layers at different positions within the network, distinct functions can

be realized according to task requirements. For example, quantum circuit layers can be

used for feature extraction, embedded within hidden-layer structures, or incorporated

into the classification decision stage. During feature extraction, specifically designed

quantum circuits can map image pixel values or signal features into the state space of

qubits [27]. When embedded between the hidden layers of a classical neural network,

quantum circuit layers function analogously to classical hidden layers, while exploiting

quantum superposition and entanglement to perform complex nonlinear transformations

in higher-dimensional spaces [28]. In the output section of the network, the quantum circuit

layer can also generate probability distributions for various classes through quantum state

measurements, thereby accomplishing the classification task [29].

Owing to their potential to outperform classical methods in solving complex prob-

lems, HQCNNs have attracted extensive attention in recent years. Fan et al. [30] further

investigated the incorporation of quantum layers into a conventional CNN for large-scale

image data processing, demonstrating that this hybrid architecture can significantly reduce

computational resource requirements while achieving efficiency comparable to or even

exceeding that of a pure CNN. In addition, studies by Bokhan et al. [31] indicate that models

combining quantum convolutional layers with classical learning algorithms can effectively

handle high-dimensional image data in multiclass image classification tasks. With regard

to architecture optimization of HQCNNs, Li et al. [25] proposed a quantum architecture

search framework based on Monte Carlo tree search (MCTS) to automatically identify

simple and efficient quantum circuits from a vast space of quantum gate combinations.

3. Basic Preliminaries

3.1. Basic Principles of CVQKD

The GMCS protocol is currently the most widely adopted CVQKD protocol, where

Gaussian states refer to a class of quantum states whose characteristic functions and

Wigner functions both follow Gaussian distributions in phase space. Owing to the rel-

ative ease of conducting theoretical and experimental studies based on Gaussian mod-

els, most existing CVQKD techniques rely on Gaussian states, Gaussian operations, and

Gaussian measurements [32].

A typical GMCS-CVQKD protocol, as illustrated in Figure 1, mainly consists of quan-

tum state modulation, quantum channel transmission, coherent measurement, and classical

data post-processing. At the transmitter, Alice, a laser generates a coherent light source,
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which is split into a signal beam and a local oscillator. The signal beam passes through

an amplitude modulator (AM) and a phase modulator (PM), where independent Gaus-

sian random variables x, p ∼ N (0, VA), are applied to two orthogonal quadratures to

prepare a Gaussian-modulated coherent state |α⟩ = |x + ip⟩ . The modulated signal beam

and the local oscillator are polarization-multiplexed and injected into a quantum channel

that may be eavesdropped on by Eve, and then transmitted to Bob. The channel can be

abstracted as a Gaussian channel characterized by a transmission efficiency T and excess

noise ξwhose input–output relationship can be expressed as

XB =
√

TXA + Ne. (1)

Figure 1. Schematic diagram of the GMCS-CVQKD protocol.

Here, Ne denotes the equivalent noise term composed of vacuum noise and excess

noise. Throughout this work, all noise sources are characterized by the variance of the

quadrature variables and normalized to the shot-noise unit N0. At the receiver Bob,

the signal beam first passes through a polarization controller (PC) to compensate for

polarization drift introduced by the channel, then interferes with the local oscillator at

a 50:50 beam splitter, and the selected quadrature X or P is measured using a balanced

homodyne detector. During the measurement, a portion of the local oscillator is tapped

and monitored in real time by a PIN photodiode to measure the shot-noise unit N0. This

method of shot-noise monitoring does not adversely affect the actual key transmission rate

or the normal communication functionality of the system. After completing the quantum

measurements, Bob informs Alice of which quadrature component was measured for

each pulse, and Alice discards the irrelevant data. The classical data post-processing

stage includes parameter estimation, information reconciliation, and privacy amplification.

Ultimately, Alice and Bob obtain an information-theoretically secure shared key.

3.2. CVQKD Quantum Hacking Attacks

This section systematically presents the fundamental principles of several typical

attack strategies, including LOIA, calibration attacks, saturation attacks, and a hybrid

attack scheme. In this study, the parameters for quantum hacking attacks were set to

fixed representative values, following the typical attack models described in [15,17], to

establish a rigorous benchmark for the proposed HQCNN. These values represent high-
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threat scenarios where the attack is subtle enough to evade traditional threshold-based

detection but remains physically significant. While fixed parameters were used for initial

training, the CNN layers are designed to robustly extract spatial features that capture the

invariant statistical signatures, e.g., nonlinear distortion patterns, intrinsic to the attack

mechanism, rather than being tied to specific parameter magnitudes.

• LOIA;

In a LOIA, Eve exploits the co-propagation of the signal and local oscillator in the

quantum channel to manipulate the local oscillator intensity at the receiver, thereby in-

terfering with Bob’s estimation of system noise parameters [33,34]. To characterize Eve’s

manipulation, a local oscillator intensity scaling factor k(0 < k < 1) is introduced to repre-

sent the proportional scaling of the local oscillator power received by Bob relative to the

normal case. Assuming that Eve applies the same scaling factor n to all local oscillator

pulses, the variance of a single measurement outcome at Bob’s side can be expressed as

VLOIA
B = kT(VA + ξ)N0 + kN0 + Vel. (2)

Here, VA denotes Alice’s modulation variance, ξ represents the total excess noise

introduced by the channel, including the contribution from Eve’s Gaussian collective attack,

and Vel is the electronic noise variance at the receiver. Meanwhile, since the calibration

of shot noise intrinsically depends on the local oscillator power, attenuation of the local

oscillator intensity leads to a rescaling of the effective shot-noise measurement at Bob’s

side, which can be expressed as

NLOIA
0 = kN0. (3)

• Calibration Attack;

In a calibration attack, Eve exploits the procedures for calibrating shot noise and

system gain before or during the operation of a CVQKD system to induce Bob to obtain a

tampered shot-noise reference value. Let the shot-noise variance under ideal conditions

be denoted as N0. Under Eve’s attack, the calibration value actually used by Bob can be

expressed as

Ncal
0 = αN0, (4)

where α denotes the calibration bias coefficient introduced by Eve. In the subsequent key

distribution stage, Bob utilizes Ncal
0 to normalize the measured data, and the equivalent

variance of the measurement results can be expressed as

Vcal
B =

TVA + 1 + Tξ

α
. (5)

• Saturation Attack;

In a saturation attack, Eve exploits the practical limitation that the balanced homodyne

detector at Bob’s side has a finite linear response range. By injecting an optical signal with

a high-amplitude offset into the receiver, she drives the detector into a nonlinear or even

saturated regime. Let the linear response range of the detector be [−Xsat, Xsat], then the

actual output measured by Bob can be modeled as

Xsat
B =







XB, |XB|≤ Xsat,

sgn(XB)Xsat, |XB| > Xsat.
(6)
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Under saturation conditions, the statistical variance of Bob’s measurement outcomes

will be compressed, i.e.,

Vsat
B (X

sat
B

)

< VB(XB) = TVA + 1 + Tξ. (7)

• Hybrid Attack;

In a hybrid attack, Eve combines a full intercept–resend attack with the injection of

additional optical pulses to launch a joint attack against the CVQKD system. Eve first

measures Alice’s signal states and reconstructs the signal pulses, while superimposing

additional optical pulses onto the resent signals that share the same temporal width and

repetition rate as the original pulses but differ in wavelength. Owing to the wavelength-

dependent response of the optical components at Bob’s receiver, these extra pulses can

induce a significant direct-current offset in the homodyne detector and drive it toward

saturation without triggering anomaly monitoring. This offset can be expressed as

Dext =
√

η/ILO(1 − 2Text)Iext. (8)

Here, η represents the detection efficiency of the homodyne detector. Text and Iext

denote the overall transmittance of Bob’s side and the average photon number of the

additional pulses. Dext is expressed in units of
√

N0. Under this attack, the total excess

noise of the system can be expressed as

ξhyb = ξ+ ξIR + ξext. (9)

Within this expression, ξIR = 2N0 represents the noise introduced by the intercept-

resend attack, while ξext denotes the supplementary noise caused by the additional optical

pulses, the magnitude of which is directly correlated with Iext.

3.3. VQC

A typical VQC consists of three functional components: data encoding, an ansatz, and

quantum measurement. In our architecture, these components are integrated into a hybrid

framework to process features extracted by a classical CNN.

The encoding layer, or feature map, transforms classical data x ∈ Rn into a high-

dimensional quantum Hilbert space. Based on our implementation, we employ Angle

Embedding with Ry rotations. For a classical input vector x, the state is prepared by

applying a unitary transformation Uenc(x ) to the initial state |0⟩⊗n:

|ψ(x)⟩ = Uenc(x)|0⟩⊗n =
⊗n

j=1
Ry(xj)|0⟩j, (10)

where Ry(θ) =exp(− iθσy/2
)

represents a rotation around the y-axis of the Bloch sphere.

To enhance expressivity, we utilize a data re-uploading [35] strategy, where this encoding is

repeated across L = 4 layers within the circuit.

The ansatz U(θ ) is a trainable quantum circuit consisting of parameterized gates that

capture correlations between features. We utilize the Strongly Entangling Layers architec-

ture. This ansatz combines single-qubit rotations R (α , β, γ) and periodic entangling gates

controlled-NOTs (CNOTs) to achieve high expressivity:

|ψ(x, θ)⟩ = ∏
L

l=1
[Uent·Urot(θl)]|ψ(x)⟩, (11)

where θl denotes the set of trainable parameters in layer l, and Uent represents the arrange-

ment of CNOT gates that generate multi-qubit entanglement across n qubit registers.
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To retrieve classical information from the quantum state, we perform measurements

in the computational basis. The output of the QNN is the expectation value of the Pauli-Z

operator σ̂z for each qubit:

yi = ⟨ψ(x, θ)|σ̂z,i|ψ(x, θ)⟩, i ∈ {1, . . ., n}. (12)

The predictive output of the model is obtained by further processing these measured

expectation values through subsequent classical layers.

4. Proposed Method

4.1. HQCNN Integration

The proposed HQCNN framework operates on feature representations extracted from

this classical processing stage rather than directly interacting with the optical quantum

states. Therefore, the HQCNN module can be implemented as an additional security

monitoring unit within the receiver-side data processing pipeline.

From a system architecture perspective, the attack detection module can be deployed

in parallel with the classical post-processing procedures, such as parameter estimation

and key distillation. Since the HQCNN processes compressed feature vectors rather than

raw high-rate signal streams, the computational overhead is relatively small and does not

interfere with the key generation process.

Regarding the inference mode, the proposed framework assumes that the trained

HQCNN model performs near-real-time inference during system operation to monitor

potential quantum hacking attacks. Model training can be performed offline using labeled

datasets obtained from experimental measurements or simulated attack scenarios. Once

trained, the model can be deployed as an online monitoring tool that continuously analyzes

system features.

4.2. Overall System Design

The CVQKD attack detection scheme based on a HQCNN proposed in this study is

illustrated in Figure 2. The scheme aims to achieve accurate identification of multiple attack

patterns by combining the efficient feature extraction capability of classical computation

with the nonlinear representational advantages of quantum computation.

 

Figure 2. Schematic diagram of the proposed HQCNN framework for the detection of quantum

hacking attacks in CVQKD systems.
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Specifically, the classical convolutional module leverages its strong local receptive

capability to efficiently identify statistical patterns of attack features from massive noise,

compressing high-dimensional physical signals into highly representative low-dimensional

abstract features. The transition layer serves as a bridge between the high-dimensional

classical feature space and the bounded quantum Hilbert space. The core function of the

VQC is nonlinear spatial mapping and correlation mining to construct decision boundaries.

By exploiting qubit superposition and entanglement, the quantum circuit maps features

into an exponentially large Hilbert space, where previously ambiguous attack boundaries

are stretched and rendered distinguishable. The post-quantum processing layer effectively

aggregates the information captured in quantum states and projects it onto classification

logits, thereby determining the predicted probability distribution over attack types.

4.3. Classical CNN-Based Feature Extraction

To enable the CNN to capture the statistical characteristics of pulse sequences in a

CVQKD system, the original one-dimensional physical measurement values must first

be tensorized. The Q one-dimensional pulse measurements contained in each data block

received by Bob are reconstructed according to their temporal order into a
⌈√

Q
⌉

×
⌊√

Q
⌋

two-dimensional feature map. This transformation introduces spatial adjacency between

pulses previously separated by
√

Q intervals in the time domain, but it does not create

spurious correlations. Instead, it allows the network to simultaneously capture short-term

pulse-to-pulse noise and long-term system drifts, such as phase or polarization drifts over

hundreds of pulses. This multi-scale perspective is physically relevant for CVQKD, where

attack patterns often manifest as slow deviations in the system’s noise floor. To match

the input range of the neural network and eliminate the influence of physical units, a

normalization strategy is adopted to map the amplitude distribution of the original pulses

to the [0, 1 ] interval.

The reconstructed two-dimensional feature maps are fed into the deep convolutional

module, where abstract feature extraction is achieved by increasing the number of channels

while reducing the feature map resolution. The model is designed with four progressive

convolutional layers with 32, 64, 128, and 256 channels, respectively, and all convolutional

layers employ 3 × 3 kernels. The ReLU activation function applied after each convolutional

layer introduces nonlinear representational capability. The proposed four-layer structure

facilitates hierarchical feature extraction: the initial 32 and 64 channels are dedicated to

identifying local statistical variances and shot-noise characteristics, whereas the subsequent

128 and 256 channels consolidate these primary features into high-level abstractions of

hacking attacks, such as the subtle intensity scaling in LOIA and the nonlinear clipping in

saturation attacks. Furthermore, this depth ensures sufficient nonlinear mapping before

the transition layer, which is crucial for reducing the high-dimensional physical pulses into

a compact feature vector compatible with the limited qubit space of the VQC.

The feature passes through a transition layer before flowing to the VQC. This layer

first compresses the high-dimensional classical feature vectors via a linear layer to match

the dimensionality of the finite qubit space, and then constrains their values to the range

[−1, 1] using a Tanh nonlinear activation function, ensuring that the classical features can

be accurately mapped to the rotation angle of the quantum state.

4.4. VQC-Based Quantum Classifier

To process classical information within a quantum system, the output vectors must

first be converted into physical parameters of quantum states. Here, the features are

linearly scaled to the [−π, π] radian space, such that each classical dimension corresponds

to the rotation angle of a single qubit. Through angle encoding, the classical data are
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transformed into the initial states of the VQC. Inspired by data re-uploading [35], RY-gate-

based encoding structures are embedded into each variational layer to further enhance the

classification expressiveness of the VQC. This design repeatedly injects classical information

into deeper circuit layers, effectively strengthening the model’s ability to characterize

complex nonlinear decision boundaries.

After data encoding, deep feature correlations are learned through the VQC. The model

constructs 4 variational layers, each composed of a strongly entangling architecture formed

by learnable rotation gates and CNOT gates. Through entanglement operations between

neighboring qubits, the circuit establishes long-range correlations among features in a high-

dimensional Hilbert space. An evolution space composed of multiple qubits is employed,

and the rotation-gate parameters in each layer are optimized via backpropagation to achieve

optimal feature representation.

The final outcome of the quantum evolution must be converted back into classical

values to enable the final class decision. At the end of the circuit, expectation-value

measurements of the Pauli-Z operator are performed on all qubits. The measurement

projects the complex quantum state onto eight real-valued outputs within the range [−1, 1],

forming a classical output vector. This vector aggregates features enhanced by quantum

interference and entanglement and is subsequently used as the input to the post-quantum

processing layer. This layer effectively aggregates the information captured in the quantum

states, projects it onto classification logits, and then feeds these logits into a Softmax function

to determine the predicted probability distribution over attack types.

5. Results and Discussion

5.1. Experimental Settings

The experimental datasets are generated through sampling based on the CVQKD

physical model described in Figure 1. The dataset comprises 5 classes: under no attack,

LOIA, calibration attacks, saturation attacks, and hybrid attacks. For each physical scenario,

N = 107 valid pulses are independently sampled. The raw sequences are then truncated

into pulse blocks with a size of Q = 10,000, where each block serves as an individual

sample. Consequently, each category contains 1000 samples, resulting in a total dataset of

5000 pulse blocks. Finally, the dataset is partitioned into training and testing sets with a

ratio of 4:1.

The model optimization employs the categorical cross-entropy loss function, with the

Adam optimizer selected for global parameter updates. The learning rates are tailored

according to the distinct gradient sensitivities of the classical and quantum modules within

the hybrid architecture. Specifically, the learning rate for the classical convolutional layers is

set to 10−4 to ensure the stable extraction of spatial statistical features. Conversely, the learn-

ing rate for the quantum variational layers is set to 10−3. Since variational circuits possess

fewer parameters and exhibit higher sensitivity to gradient fluctuations, a larger learning

rate facilitates a rapid search for the optimal representation within the Hilbert space.

5.2. Evaluation Metrics

To validate the classification efficacy of our proposed HQCNN in processing CVQKD

attack data, we employ the confusion matrix as the basis for analysis. Let TP, TN, FP, and

FN denote true positives, true negatives, false positives, and false negatives, respectively.

The specific evaluation metrics are defined as follows:

• Accuracy: The proportion of correctly classified samples relative to the total population,

reflecting the model’s overall discriminative capability across the dataset.

Accuracy =
TP + TN

TP + TN + FP + FN
. (13)
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• Precision: Also known as positive predictive value, it represents the fraction of actual

positive instances among the samples predicted as a specific category. In the context

of attack detection, higher precision indicates a lower false alarm rate.

Precision =
TP

TP + FP
. (14)

• Recall: Also known as sensitivity, it signifies the proportion of actual instances of a

category that are correctly identified by the model.

Recall =
TP

TP + FN
. (15)

• F1-score: The harmonic mean of precision and recall, providing a balanced assess-

ment that accounts for both false negatives (missed detections) and false positives

(false alarms).

F1 = 2 × Precision × Recall

Precision + Recall
. (16)

5.3. Experimental Analysis of Qubit Scaling

To determine the optimal number of qubits for the proposed HQCNN, we constructed

and compared models with qubit counts n ∈ {4, 6, 8, 10}. According to the training ac-

curacy curves in Figure 3, the following observations can be made: All models exhibit a

rapid upward trend within the first 20 epochs. Throughout the entire 100-epoch training

process, the 8-qubit HQCNN demonstrates the most robust and superior performance,

characterized by relatively minor fluctuations and a final accuracy closest to 1.0. Notably,

even in lower-dimensional Hilbert spaces with 4 or 6 qubits, the models still achieve recog-

nition accuracies exceeding 90%. This performance is attributed to the data re-uploading

mechanism implemented across the 4 variational layers. By re-injecting feature information

into each layer, this mechanism enhances the capability of individual qubits to characterize

nonlinear boundaries.

Figure 3. Comparison of training accuracy for HQCNN models with 4, 6, 8, and 10 qubits.
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However, when the number of qubits increases to 10, the model performance does

not continue to improve with the additional quantum resources. As shown in Figure 3,

the accuracy curve of the 10-qubit model remains comparable to that of the 6-qubit con-

figuration and does not surpass the performance of the 8-qubit model. It is important to

note that the 10-qubit model does not exhibit severe training instability, as its accuracy

still converges to a level above 90%. Instead, the results suggest that further increasing the

Hilbert space dimension does not necessarily lead to better classification performance for

the current dataset.

The expressive capacity of the VQC grows rapidly with the number of qubits due

to the strongly entangling layers. When the model capacity becomes significantly larger

than the intrinsic complexity of the dataset, the optimization process may become less

efficient, resulting in marginal performance gains. In this case, the 8-qubit configuration

appears to provide a more suitable balance between model expressivity and training

stability. Therefore, the experimental results indicate that 8 qubits represent an effective

operating point for the proposed HQCNN architecture, achieving the best trade-off between

representational power and optimization efficiency.

5.4. Evaluation and Analysis of Model Performance

To evaluate the performance enhancement of the hybrid quantum-classical architecture

in CVQKD attack detection, we select the ResNet [36] as the baseline for comparison. By

maintaining consistency in feature extraction depth between the convolutional layers of the

HQCNN and the residual modules of ResNet, this experiment effectively isolates the impact

of the VQC versus classical fully connected layers when processing highly overlapping

physical features.

Furthermore, considering the potential overfitting tendency of ResNet on datasets of a

specific scale, a “Best Model Saving” mechanism was specifically implemented. At the end

of each training epoch, a synchronous validation is performed on the test set. By real-time

monitoring of the test accuracy, the mechanism preserves only the set of model weights that

achieves the historical peak performance. This strategy ensures that the models utilized

for final performance analysis remain in their optimal generalization state throughout

the training cycle, thereby effectively eliminating the interference of overfitting on the

experimental comparisons.

The experimental results of the hybrid quantum–classical architecture and ResNet

are summarized in Table 1, and the corresponding confusion matrices are presented in

Figure 4. For each attack class, Table 1 reports the recall, F1-score, and accuracy. In addition,

the overall accuracy represents the overall classification accuracy across all samples and is

defined as

Accoverall =
Ncorrect

Ntotal
, (17)

where Ncorrect denotes the number of correctly classified samples and Ntotal is the total

number of test samples. The results indicate that the overall recognition accuracy of

HQCNN is 6% higher than that of ResNet. Regarding category-specific metrics, both

models achieve a precision and recall of 1.00 for the calibration, saturation, and hybrid

attacks, where physical features are highly distinct.

The HQCNN achieves a recall of 0.90 for LOIA, whereas ResNet only reaches 0.66, im-

plying that ResNet would face a higher risk of missed detections in practical deployments.

Analysis of the confusion matrices reveals that ResNet suffers from severe bidirectional

confusion between the normal state and LOIA. In contrast, while the HQCNN still misclas-

sifies some normal samples as LOIA, it exhibits a more decisive identification capability for

the LOIA attack.
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Table 1. Performance comparison between HQCNN and ResNet across different scenarios: under no

attack (NA), LOIA (LA), calibration attacks (CA), saturation attacks (SA), and hybrid attacks (HA).

Class Model Recall F1-Score Accuracy
Overall Accuracy

HQCNN ResNet

NA
HQCNN 0.88 0.72 0.80

0.93 0.87

ResNet 0.66 0.66 0.66

LA
HQCNN 0.76 0.90 0.83
ResNet 0.66 0.66 0.66

CA
HQCNN 1.00 1.00 1.00
ResNet 1.00 1.00 1.00

SA
HQCNN 1.00 1.00 1.00
ResNet 1.00 1.00 1.00

HA
HQCNN 1.00 1.00 1.00
ResNet 1.00 1.00 1.00

(a) (b) 

Figure 4. Normalized confusion matrices for (a) the HQCNN and (b) ResNet.

From a physical perspective, the difficulty in distinguishing LOIA from the no-attack

state originates from the statistical properties of quadrature measurements in GMCS-

CVQKD. Under normal operation, Bob’s measured quadrature values follow an approxi-

mately Gaussian distribution with variance σ2. In a LOIA scenario, Eve manipulates the

local oscillator intensity by introducing a scaling factor k < 1, which effectively rescales the

shot-noise unit and slightly modifies the variance of the measured quadratures. Impor-

tantly, this attack does not significantly alter the overall distribution shape, which remains

approximately Gaussian with zero mean. Consequently, the statistical difference between

the two states is mainly reflected in subtle variance changes rather than obvious structural

patterns, making them difficult to distinguish for conventional classifiers.

The proposed HQCNN is better suited to capture such subtle statistical differences.

After the classical CNN extracts statistical features from pulse sequences, the angle encod-

ing mechanism maps these features into rotation angles of qubits. Small changes in the

variance of the quadrature measurements lead to corresponding variations in the quantum

rotation angles, which modify the interference patterns of the quantum states in the Hilbert

space. Through the Strongly Entangling Layers, correlations among multiple statistical

features can be jointly represented, enabling the model to amplify subtle distribution differ-

ences that may remain indistinguishable in classical Euclidean feature space. As a result,
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the HQCNN exhibits improved sensitivity to LOIA compared with the purely classical

ResNet architecture.

5.5. Parameter Complexity Analysis

To estimate the parameter requirements of a classical network that provides a compa-

rable transformation capacity, consider a classical fully connected layer mapping an input

feature vector of dimension d to a feature space of dimension 2n. The number of trainable

parameters required is

NFC = d × 2n + 2n. (18)

In our model, the classical feature extractor outputs a feature vector of dimen-

sion d = 32. Therefore, implementing a comparable linear mapping would require

NFC = 32 × 256 + 256 = 8448 parameters for a single layer. However, a single lin-

ear layer cannot capture the high-order feature interactions that arise naturally in quan-

tum entanglement operations. To approximate similar nonlinear correlations, a classi-

cal network typically requires multiple hidden layers. For example, a compact multi-

layer perceptron with architecture 32 → 128 → 128 → 5 would require approximately

(32 × 128) + (128 × 128) + (128 × 5) ≈ 21, 000 trainable parameters.

Similarly, if a lightweight CNN is used to model global feature correlations, multiple

convolutional blocks and dense layers are required, typically leading to tens of thousands

of parameters, even under compact design constraints.

In contrast, the core classification logic of the proposed HQCNN is executed by a VQC

consisting of only 96 parameters. Despite its minimal parameter count, the VQC performs

nonlinear transformations within a 28 = 256-dimensional Hilbert space, enabling the

mapping of low-dimensional, linearly inseparable attack features into high-dimensional,

linearly separable decision states. This demonstrates the exceptional parameter efficiency

of VQC when processing high-dimensional features.

This high efficiency stems from two fundamental physical properties of quantum

computing. First, while classical bit states are linear, n qubits can exist in a superposition

of 2n states. Second, the StronglyEntanglingLayers allow for the correlation of global

features with minimal parameters. In a classical ResNet, establishing similar long-range

dependencies typically necessitates the stacking of multiple deep convolutional kernels.

Therefore, leveraging a HQCNN for the detection of quantum hacking attacks in CVQKD

achieves an optimal balance between model compactness and discriminative capability.

5.6. Security Analysis

The proposed HQCNN framework primarily serves as an auxiliary monitoring and

attack detection mechanism for identifying potential quantum hacking attacks in CVQKD

systems. In practical deployment, the quantum component of the HQCNN is intended

to operate in a near-real-time manner to continuously monitor the system’s operational

status. Furthermore, since the quantum inference stage processes only compressed classical

feature representations and does not require additional measurements or operations on the

original optical signals in the quantum communication channel, the detection process can

be carried out without affecting the real-time communication of the system.

In this scheme, data are compressed by classical layers before entering the quantum

stage. This isolation design facilitates the protection of the original system’s security.

Specifically, the Pauli-Z measurements at the end of the VQC act only on the qubits.

Physically, this design avoids any interference from the detection process on the original

coherent states of the CVQKD system, ensuring that the HQCNN is non-intrusive to

the system.
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Furthermore, if an adversary attempts to infer sensitive internal information by eaves-

dropping on the VQC’s output, they would find it virtually impossible to reverse-engineer

the original signal distribution or key generation parameters. This is due to the preced-

ing classical nonlinear mappings (e.g., ReLU, Tanh) and the significant dimensionality

truncation, which collectively minimize the risk of side-channel leakage.

The hybrid model also remains resilient to adversarial attacks, where subtle input

perturbations are used to compromise classification. To deceive the quantum decision-

making process, an attacker must identify specific adversarial noise that can simultaneously

bypass the classical CNN and the bottleneck layer mapping. These constraints, spanning

both classical and quantum mathematical spaces, substantially increase the computational

cost of finding effective adversarial examples, thereby ensuring the robustness of the

detection model in complex adversarial environments.

6. Conclusions

This work addresses practical security defense challenges in CVQKD systems by

designing and implementing a HQCNN architecture for identifying multiple quantum

hacking attacks. The architecture employs classical CNN layers to extract and reduce key

statistical features from signals, followed by VQC for efficient recognition and decision-

making of complex attack patterns. Comparative experiments demonstrate that the overall

accuracy of HQCNN surpasses that of the classical ResNet model by approximately 6%.

Even with a significantly smaller number of parameters than ResNet, HQCNN still exhibits

superior classification performance, achieving a dual improvement in model compactness

and detection accuracy. This study not only provides a highly discriminative attack detec-

tion scheme for CVQKD systems but also, more importantly, offers technical support for

future defenses over long-distance complex channels and the construction of large-scale

quantum-secure networks through its demonstrated high parameter efficiency.

Author Contributions: Conceptualization, X.H.; Methodology, X.H.; Software, X.H.; Validation, X.H.

and X.L.; Formal analysis, X.H.; Investigation, X.H.; Resources, J.X. and X.L.; Writing—original draft,

X.H.; Writing—review & editing, J.X.; Visualization, X.H.; Supervision, J.X.; Project administration,

J.X. All authors have read and agreed to the published version of the manuscript.

Funding: This study received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: The datasets presented in this article are not readily available because

the data are part of an ongoing study.

Acknowledgments: The authors would like to thank the anonymous reviewers for their valuable

comments and suggestions that helped improve this manuscript.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations

The following abbreviations are used in this manuscript:

CVQKD Continuous-variable quantum key distribution

HQCNN Hybrid quantum-classical neural network

CNN Convolutional neural network

VQC Variational quantum circuit

LOIA Local oscillator intensity attacks

ResNet Residual network
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QKD Quantum key distribution

DVQKD Discrete-variable quantum key distribution

GMCS Gaussian modulated coherent state

ML Machine learning

ANN Artificial neural network

SVM Support vector machine

QML Quantum machine learning

DL Deep learning

DNN Deep neural network

QNN Quantum neural network

NISQ Noisy intermediate-scale quantum

MCTS Monte Carlo tree search

AM Amplitude modulator

PM Phase modulator

PC Polarization controller

CNOT Controlled-NOT
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