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Entanglement is an essential ingredient in many quantum communication protocols. In particular,
entanglement can be exploited in quantum key distribution (QKD) to generate two correlated random
bit strings whose randomness is guaranteed by the nonlocal property of quantum mechanics. Most of
QKD protocols tested to date rely on polarization and/or time-bin encoding. Despite compatibility with
existing fiber-optic infrastructure and ease of manipulation with standard components, frequency-bin
QKD have not yet been fully explored. Here we report a demonstration of entanglement-based QKD
using frequency-bin encoding. We implement the BBM92 protocol using photon pairs generated by
two independent, high-finesse, ring resonators on a silicon photonic chip. We perform a passive basis
selection scheme and simultaneously record sixteen projective measurements. A key finding is that
frequency-bin encoding is sensitive to the random phase noise induced by thermal fluctuations of the
environment. To correct for this effect, we developed a real-time adaptive phase rotation of the
measurement basis, achieving stable transmission over a 26 km fiber spool with a secure key rate > 4.5

bit/s. Our work introduces a new degree of freedom for the realization of entangled based QKD

protocols in telecom networks.

The generation and distribution of entanglement at large distances is pivotal
to the development of large-scale architectures for distributed quantum
computing, metrology and communication'. One of the most successful
implementations is quantum key distribution, which enables two remote
parties to establish a shared string of bits (key) with unconditional security’.
The security of entanglement-based QKD comes from the non-local cor-
relations between entangled particles and is guaranteed by the Bell’s
theorem’. Under these assumptions, a secret key can be exchanged between
two users even if their hardware is partially or completely untrusted™’.
Additionally, employing entanglement relaxes the bounds in security
proofs™. In recent years, much progress has been made to close loopholes™,
increase the data rate®, the communication distance'®'' and the network
size'*"*. Most of the experiments use entangled photon pairs generated by
spontaneous parametric down conversion (SPDC) in nonlinear crystals
because they have high rates, broadband emission, and great versatility'>'>".
Depending on crystal engineering and pump configuration, entangled
photon pairs can be created in different degrees of freedom, of which the
most exploited are energy”, time-bin'® and polarization”. Time and
polarization are easily manipulated with table-top solutions such as

waveplates and beamsplitters, which can be made cost-effective at tele-
communication wavelengths using the widely deployed fiber-optic
components.

In parallel, chip-based quantum key distribution has emerged as a
promising direction for making QKD more practical and scalable'. By
integrating most of the components onto a compact photonic chip, chip-
based QKD allows for the miniaturization of quantum communication
systems, significantly improving their stability and speed of operation,
reducing their cost and energy consumption. To date, most of the work
focused on the realization of transceiver modules for polarization or time-
bin encoding using attenuated laser pulses'””’. However, the ever-growing
demonstrations of integrated photon pair sources of ultra-high brightness®',
wide bandwidth of emission™, and the generation of entangled photons over
multiple degrees of freedom™ and in multiple dimensions™, motivate the
integration of on—chip entanglement-based QKD solutions. For example,
recent experiments have demonstrated the transmission of secure keys by
using photon pairs generated by SPDC in an AlGaAs nanowire using
polarization encoding™, or by spontaneous four-wave mixing (SFWM) in
an AlGaAs resonator by exploiting energy-time entanglement™. A wide-
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bandwidth photon pair source from a silicon nanowire has been used in a
fully connected network of 40 users, realized by a combination of beams-
plitters and wavelength multiplexing"’. Similarly, a silicon nitride resonator
was used as the source of nonclassical light of a four-user quantum
network™. Chip-to-chip entanglement distribution has been demonstrated
using path-encoding” and path-to-polarization conversion in a optical
fiber”. Entanglement has also been distributed by using time-bin qudits,
harnessing the intrinsic phase stability of on-chip interferometers in silica”
and thin-film lithium niobate’.

Much less explored is frequency-bin encoding, i.e. the possibility to
encode and manipulate qubits in the frequency degree of freedom™. This
strategy has great potential because it is compatible with the existing fiber-
optic infrastructure, it is a good candidate for high-dimensional encoding
and can be easily manipulated with standard components for
telecommunication”. However, despite progresses in quantum state
engineering>”, entanglement distribution, and advancements in the
implementation of single and multiple qubit gates™, the use of frequency-
bin encoding for QKD has not yet been fully explored. At the moment of
writing, only a feasibility study of entanglement based QKD with frequency
bin qubits has been reported, which implements photon pairs generated by a
large silicon micro-resonator with a free spectral range of 21 GHz”. How-
ever, the demonstration still has some missing parts, such as random basis
selection, simultaneous detection of all the possible measurement outcomes
and radio-frequency (RF) clock distribution between the remote users. In
addition, the robustness of frequency-bin encoding to both phase noise and
bit-flip errors in real-field transmission tests has not been studied system-
atically. Here we address these missing points and report the a demon-
stration of entanglement based QKD using frequency-bin encoding.
Entangled photon pairs are generated by two ring resonators of high-finesse
on a silicon photonic chip. The use of independent resonators driven by two
mutually coherent pumps™” allows us to simultaneously achieve a high pair
generation rate of 27 MHz/mW? and a small frequency-bin spacing of
15 GHz, suitable for frequency mixing by electro-optic modulation using
commercial devices. We implement passive basis selection and simulta-
neously record all sixteen projective measurements using six super-
conducting detectors. A key finding is that the random phase noise induced
by thermal fluctuations of the environment impairs transmission after few
km of fiber, thus we implement a real-time phase compensation system that
keeps the quantum bit error rate (QBER) low and stable over the time. A
systematic investigation of phase noise is performed by correlating the phase

drift between frequency-bins, the variation of optical path in the fiber and its
temperature. Stable transmission is demonstrated in fiber spools of different
lengths up to 26 km. Overall, our work incorporates all the elements to
realize frequency-bin QKD with entangled photons in telecom networks.

Results

Device and experimental setup

A simplified version of the experimental setup is shown in Fig. 1a. A tunable
and continuous wave pump laser at 1543.69 nm is sent through an electro-
optic phase modulator (PM) driven by a sinusoidal RF signal at a frequency
of 15 GHz. The process of phase modulation creates several frequency-
sidebands that are mutually coherent with the input pump laser and equally
spaced in frequency by the modulation frequency’>”. The amplitude of the
RF driving signal is adjusted to equalize the intensity of the baseband comb
line with that of the first-order sidebands. After amplification, we used a
bandpass filter to isolate approximately three coherent comb lines of equal
amplitude and to remove background noise. A narrowband fiber Bragg
grating (FBG) is then employed to eliminate one of the three comb lines. The
pump, now consisting of two mutually coherent comb-lines separated by
15 GHz, is then coupled to a silicon chip by using a lensed fiber. An on-chip
inverse taper with a 160 nm tip allows us to achieve a couplingloss of 3.5 dB/
facet. The pump excites two nominally identical microring resonators
(labelled as RO and RI in Fig. la), which are coupled to the same bus
waveguide. Metallic heaters are placed on the top of the rings and allows one
to thermally tune the resonance wavelength. More details on the sample
geometry and fabrication are provided in*>”. The spectral response of the
device is shown in Fig. 1b, which highlights the set of resonances used to
generate the signal and the idler entangled photon pairs by SFWM. Metallic
heaters were used to tune all the resonances of R0 and R1 to a frequency-bin
spacing of 15 GHz, matching the frequency separation between the two
comb lines of the pump laser. The resonators have a free spectral range of
~524 GHz and a loaded quality factor of 10°. Each ring is actively locked to a
different comb line of the pump laser using a Field Programmable Gate
Array (FPGA) that controls the heater currents. A distinct dither tone is
applied to each ring and revealed by homodyne detection to minimize the
pump transmission. The locking allows one to maximize the pair generation
rate and to keep it stable over time. The two pumps trigger photon-pair
generation from RO and R1 in a coherent superposition of the corre-
sponding set of resonances (|0),|0); for RO, |1),|1), for R1, see Fig. 1)*>”’. We
adjusted the relative intensity and phase of the comb lines of the pump laser

Fig. 1 | Experimental setup and device spectra.

a Simplified sketch of the experimental setup. The
direction of the pump(control) laser is indicated
with a green(orange) arrow. Optical connections are
shown in blue. The frequency-bins of the Alice’s
photon (idler) are indicated by a blue and a violet
filled circle, while those directed to Bob (signal) by a
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b Spectral response of the device at the idler (left)
and signal (right) wavelengths. The encoding of the
signal and idler qubits is shown with the same colors
used in panel (a).
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Fig. 2 | Characterization of the photon pair sources. a On-chip pair generation rate
of ring RO for different pump powers P. The data is fit with the model aP” (solid black
line) for P < 100 uW. b Bell fringe without any fiber spool applied to Bob’s arm.
Accidental counts are not subtracted. The solid black line is a sinusoidal fit of the
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data. ¢ Reconstructed real and imaginary (top-right inset) part of the density matrix
of the state at the output of the chip. d Correlation matrix of the probability outcomes
on the two mutually unbiased basis sets X, = {|+) ), | =)y} and Z =

{10}, 1))} for the signal(idler) photon.
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to generate the maximally entangled Bell state [¥") = (1/v/2)(|0),
[0); + |1),]1);)**. We stress that coherence between the terms |0),|0); and
the |1),|1); is inherited from the coherence between the two comb lines of
the pump laser. The phase between the two terms in the Bell state is defined
at the input of the phase modulators used for the X-basis measurement, and
is controlled by adjusting the phase of the sinusoidal RF signal which drives
the PM of the pump. A lensed fiber is used to couple light out of the chip, and
a DWDM filter splits the signal and the idler photon into different paths.
From now on, we will refer to the idler at ~1531.3 nm as the Alice’s photon,
while to the signal photon at ~1556.3 nm as the Bob’s photon. The residual
pump is removed in both paths using bandpass filters with high-extinction
ratio. A fiber spool is then introduced into Bob’s path. The length of the
spool is varied in the transmission tests until a maximum of 26 km. We
exploited 50/50 beamsplitters to execute passive basis selection among the
Z={l0),[1)} and X ={+)=(1/v2)(I0) +1)),|-) = (1//2)
(10) — |1))}-basis. The measurement in the Z-basis is performed by using
two fiber Bragg gratings (FBG, 12.5 GHz of bandwidth) to reflect the |0},
and the |1); frequency-bin into two superconducting nanowire single-
photon detectors (SNSPD) (85% of detection efficiency). The measurement
in the X basis is performed by mixing the |0) ;) and |1) ;) frequency-bins by
using two PM™. A time tagging electronics is used to detect and record the
arrival times of the signal and idler photons. The post-processing of the
timestamps allows us to unambiguously identify the events of all the sixteen
mutually exclusive outcomes, corresponding to the different Alice’s and
Bob’s states combinations. It is worth to note that, while the setup in Fig. 1a
shows the use of eight SNSPDs, in the actual experiment we implemented
only six detectors (see supplemental document). The two schemes are

equivalent but we adopted the sketch in Fig. 1a for ease of understanding.
The detailed scheme of the actual experimental setup and the analysis of
timestamps is reported in detail in the supplemental document.

Characterization of the photon pair sources
We characterized the brightness of both photon pair sources and the level of
background noise, which will impact the secure key rate and the QBER. The
brightness is extracted by measuring the coincidence rate at the detector for
different input pump powers, and by exciting only one source at a time.
Coincidences are recorded within a window of 700 ps. This is shown in
Fig. 2a for ring RO (results for R1 are very similar and not shown). The on-
chip generation rate is obtained from the raw coincidence rate at the
detectors by correcting for the total losses from generation to detection. The
coincidences are fit with a quadratic function of the pump power up to
100 uW, from which a brightness of 27(1) MHz - mW  is extracted. The
deviation from a quadratic behavior for input powers > 100 yW is due to
two-photon absorption and induced free-carrier absorption in silicon™.
From now on, in all the experiments we set the pump power of each comb
line to 200 uW, corresponding to a on-chip pair generation rate of
~0.7 MHz and a measured coincidence to accidental ratio (CAR) of ~20™.
Another relevant metric that we extracted is the visibility of two-
photon interference from the pairs generated by R0 and R1. The sources are
simultaneously excited and their pair generation rate is equalized by reg-
ulating the relative intensity of the comb lines of the pump laser. We used the
Alice and Bob PM to project their respective photons along the equator of
their Bloch sphere, ie. we performed the local projector
(1/+/2) ({0l + €% (1], with 6; = 6; = 6. We swept 6 by changing the
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RF phase driving both PM, and recorded the two-photon interference fringe
shown in Fig. 2b. The raw visibility (without background subtraction) is
89.5(2)%, which increases to 93.3(2)% by correcting for the accidental
counts. The visibility is limited by the distinguishability between photons
generated by RO and R1%. To fully characterize the state, we also performed
quantum state tomography using a complete set of projectors (the tensor
product of the eigenvectors of three Pauli operators Z, X and Y of the signal/
idler qubits), and reconstructed the density matrix of the state using a
standard maximum likelihood approach™. The density matrix, shown in
Fig. 2¢, has an Ulhman fidelity of 0.941(2) with the target [ ) (¥ 7.

The performance of the Alice and Bob receiver is assessed by per-
forming correlation measurements in the Z and X-basis. Ideally, the mea-
surement outcomes should be perfectly correlated when the two parties
choose the same basis (XX and ZZ correlation subspaces), and completely
random when they choose different basis (XZ and ZX correlation sub-
spaces). Randomness in the outcome is ensured by the fact that the two basis
are mutually unbiased. The measured correlation matrix Ty, is shown in
Fig. 2d. The probabilities are normalized in each of the four (XX, XZ, ZX,
ZZ) 2 x 2 subspaces. We evaluated the fidelity F with the ideal correlation
matrix Ty, as

Te(TL, Ty)Tr(Ty, T

CTH(T. T

exp * exp

o)
)Tr(T} Ty,)’

¢y

where T' is the matrix transpose. The fidelity between Ty, and Ty, is
0.987(1), while the fidelities .7-",-]-(1' = {X,Z},j = {X,Z}) of the four sub-
spaces are Fyy = 0.975(2), F,;, =0.995(12), Fy, = 0.994(2)
and F, = 0.997(2).

Secure key rate analysis for different lengths of fiber spool
We adopt the BBM92 protocol for secure key exchange, a variation of the
BB84 protocol that employs entangled photons”, and calculate the lower
bound for the secure key rate initially under the infinite key approximation,
which is given by

SKR2[1 — Hy(e,)f — Hy(ex)ISR, a. (2)
Here, H,(x) is the entropy of the binary variable x, e(ex) is the QBER in the
Z (X) basis, and f > 1 is the error reconciliation efficiency. The term H,(e,)f
represents the number of bits disclosed during the error correction protocol,
so discarded from the total key length estimation. The term H,(ex) keeps
into account the bits lost during the privacy amplification, necessary to
minimize the correlation between Alice’s and Bob’s keys with the key owned
by a potential eavesdropped (Eve). S represents the sifting ratio, i.e., the
amount of bits discarded during the basis reconciliation process, R, is the
qubit generation rate, « is the channel attenuation and # is the detectors’
efficiency.

Furthermore, to consider a scenario as realistic as possible, we subtract
from the calculated rate the term associated with the finite-size effect. This
effect arises because estimating variables from a finite data sample
introduces errors, potentially leading to an overestimation of the key rate™"".
Figure 3a illustrates the key rate as a function of increasing block sizes n,.
The block size represents a set of collected states used for executing
post-processing algorithms. For the key rate in the finite-size key regime we
have’:

SKRj, = SKR — A(1, €)= Apy. 3)

Here, A(ny, €,,.) = \/log(1/€,,)/n; is derived directly from the Hoeffding
inequality. It guarantees that the probability of the secret key rate being less

than SKR — A(ny, €y is at most €. The term Ay, = log,(2/¢,)/7, ,
with 7, being the time necessary to exchange a block size, must be sub-
tracted to account for the error verification stage. This ensures that the
probability of Alice’s and Bob’s keys differing is at most €,
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Fig. 3| Secure key rate analysis. a Secure Key rate as a function of distance (length of
the fiber spool). The points represent the experimental data. The dotted line
represents the estimated SKR using Eq. (2). Different symbols are used to show
finite-size effect for different block sizes n,; The total loss include that related to the
fiber spool and the loss from the chip to the detectors (averaged over all the possible
signal-idler pathsleading to a coincidence event). b Secure key rate in the infinite-key
approximation as a function of time without the fiber spool inserted in the Bob path.

Table 1 | QBER measured in the X and Z basis for different
length of fiber spools inserted in the Bob arm

Fiber length (km) &2 Ex

0 0.049(2) 0.13(1)
2.6 0.054(2) 0.14(1)
8 0.057(2) 0.138(8)
10.6 0.057(2) 0.14(1)
26 0.065(3) 0.143(8)

We evaluate the QBER and the SKR for fiber spools of different lengths,
which are 0 km (no spool), 2.6 km, 8 km, 10.6 km and 26 km. The QBER in
both the X and Z basis is listed in Table 1. We see that ex > ¢ for all the
investigated fiber lengths. This is expected because the measurements in
the X-basis are phase-sensitive, and systematic errors are also introduced by
the imperfect indistinguishability of the sources. In contrast, the QBER in
the Z basis is primarily affected by the CAR, which remain stable as the
photons travel through different fiber lengths without undergoing
dephasing. The impact of dark counts from the detectors (< 120 Hz) on the
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Fig. 4 | Stability of the QBER and evolution of the correlation matrix over time.
a QBER variations on the X and Z basis as a function of time with (locked) and
without (unlocked) active phase compensation. In left-panel, the signal photon
propagates along 8 km of fiber spool, while in the right panel along 26 km. b Fidelity

between the experimental and the theoretical correlation matrix of the outcomes
between the X and Z basis as a function of time. The black(gray) lines indicate the
fidelity with the active phase compensation turned on(off). The two insets show the
correlation matrix at two different times.

QBER is minimal because the associated coincidence rate is ~ 10~° Hz.
Figure 3a shows the SKR achieved for the different lengths of the inserted
fiber spool. Successful SKR extraction is demonstrated up to a fiber spool
length of 26 km, for which SKR> 4.5 bps. The (fixed) high losses of the Alice
and Bob receiving stages (~ 30 dB, see Fig. 3a) account for most of the loss
budget, limiting the maximum propagation distance to ~30 km. We did not
noticed any impairment induced by the transmission in the fiber (for
example fiber dispersion and/or spontaneous Raman scattering). The
experimentally measured secure key rate aligns well with the expected
results (dashed curve in Fig. 3a), which are simulated by taking into account
the source generation rate, the losses, and the detector efficiencies. Up to 2.6
km, the SKR is also stable over time, as shown in Fig. 3b in the case where no
fiber spool inserted into Bob’s path.

Active phase-drift compensation

We assessed the stability of the QBER on the X and Z basis over time for all
the different lengths of fiber spool. Up to 2.5 km, the QBER on both basis
does not vary significantly during a monitoring time of 600 s, with an root
mean square variation < 6%. At longer propagation lengths, we system-
atically observed an increase of the ex with time, with no variations of the ¢.
This trend is shown in Fig. 4a for a fiber length of 8 km and 26 km. Con-
sequently, the fidelity 7 between the experimental and the ideal correlation
matrix decreases over time, as shown in Fig. 4b. From an initial value of
F ~ 0.98, the fidelity drops to a final value of F ~ 0.94 after ~600 s. By
comparing the initial and the final correlation matrices (insets in Fig. 4b), we

notice that only the elements in the XX subspace are changed. In particular,
the off-diagonal components increased, indicating that the state at the Alice
and Bob’s modulators is no longer |[¥") but gets rotated in time by some
angle 6, ie [¥*) — (1/4/2)(]00) + €?|11)). Importantly, this rotation
does not affect the correlations on the ZX and ZZ subspaces. We attributed
the rotation to a time-varying variation of the optical path between the |0),
and |1), frequency-bin states during the propagation along the fiber spool.
Indeed, if the signal and idler photon are sent to two different fibers of length
Lyand L;, with Ly >> L;, then 0 = 2nAvé[n(Ls — L;)]/c ~ 2nAv\8[nL)/c, where
8[nLy] is the variation of the optical path nLg, n is the effective index of the
optical fiber and c is the speed of light. Thus, an optical path variation of the
order of few cm is sufficient to transform the state from [¥*) to |¥7),
modifying the measurement outcomes on the XX subspace from being
perfectly correlated to be completely anti-correlated. To the first order,
8[nLg] = 8[n]L; + né[Ly, i.e., both refractive index variations and changes in
the physical length of the fiber affect the optical path length. The slow drift of
0 (hence of ex and of F) seen in Fig. 4 suggests that such variations could be
induced by temperature fluctuations of the environment. To verify this
hypothesis, we conducted an experiment in which the temperature of a
26 km fiber spool is changed, and the optical path length AL = &[nL,] is
continuously monitored from the time of flight of a ps laser pulse propa-
gating in the spool, which is measured by a fast APD with 40 ps of timing
jitter. By correlating ALgwith the temperature variation, which is measured
by a thermistor placed in direct contact with the spool, a linear relationship is

found, with a slope of 1.01(1) kfn“éc. In addition, we continuously monitored
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Table 2 | Reported values of SKR and QBER (average between &x and ¢x) for the BBM89 protocol with different integrated

photon-pair sources and types of encoding

Encoding Source Secure Key Rate (bps) QBER (%) Distance (km) Ref.
Polarization AlGaAs waveguide 30 <2 25 25
Time-bin Fiber-coupled PPLN waveguide 125 24 31.2 16
Time-energy SiN ring resonator 205 3.08 0 22
Time-bin High Index doped Silica spiral waveguide 200 = 25 29
Polarization AlGaAs waveguide 0.21 6.9 50 47
Time-energy Silicon spiral waveguide 4-6 7-8 12.3 48
Time-energy AlGaAs ring resonator 2000 9 0 26
Frequency-bin Silicon ring resonator 25 8-9 0 41
Frequency-bin Two silicon ring resonators 4.5 (180 projected*) 104 26 This work

(*) Estimated using Eq. (2) by using channel loss of 7 dB for both the signal and the idler photon and the values of ex and € at 26 km in Table 1.

the temperature of the laboratory for 10 h, from which we evaluated an
average variation of ~ 0.03(1)°C every 600 s. From this we extrapolated an
average variation of the optical path of ~ 0.03 cm (6 ~ 0.1 rad) per km of fiber
every 600 s. These results indicate that the random temperature fluctuations
of the environment are sufficient to cause a change of 0 of the order of few
radians for fiber spools of tens km of length, which justify the degradation of
the ex over time shown in Fig. 4a.

The phase drift must be compensated to guarantee stable data trans-
mission with alow QBER. To this goal, we developed a technique that tracks
6 and actively compensates any variation by rotating the X-basis of the Bob’s
photon by the same amount. This is accomplished with few extra compo-
nents, shown in Fig. 1a. A weak (~ —45 dBm) control beam at 1544.5 nm is
multiplexed with the pump laser and passed into the PM. The control beam
is then demultiplexed and injected into the fiber spool, where it co-
propagates along with the signal photon. A DEMUX extracts the control
beam after the fiber spool and a PM (denoted as control PM) is used to
coherently mix the three frequency bins of the control comb. A FBG with a
passband of 12.5 GHz is used to filter the baseband signal, which is detected
by a photodiode. This scheme effectively realizes a multi-mode Mach-
Zehnder interferometer in the frequency domain which is sensitive to 6 (see
supplemental document for more details). We repeatedly swept the phase of
the RF signal of the control PM, and from the recorded inference fringe we
tracked the phase drift 6 between the |0), and |1), frequency-bins. This
phase is then added to the RF modulator of the signal, thus compensating
the rotation of the state in the Bloch sphere by applying an analogous
rotation to the Bob’s reference frame. The phase correction is provided every
~2 s, which is sufficiently fast to compensate the slow phase drift caused by
the temperature variation of the environment. As shown in Fig. 4a, when the
active phase compensation mechanism is turned on, the slow drift of the ex
over time is eliminated and its value remains constant around 15% for every
investigated fiber length. At the same time, the fidelity F of the whole
correlation matrix lies always above 0.975 (see Fig. 4b), and is limited only by
the CAR and the indistinguishability of the sources. It is worth noting that
the QBER is stable for a much longer period than the 10-minute recording
shown in Fig. 3 and in Fig. 4 (we tested stability up to one hour of continuous
monitoring, see Appendix B of the supplemental document for a related
discussion). The SKR reported in Fig. 3 and the QBER values listed in Table 1
are all calculated with the active phase compensation system turned on.

We found an almost perfect (Pearson correlation coefficient of 0.995)
correlation between the phase variation 8 and the temperature change of the
fiber spool, with a slope of 19(1) deg - km 'GHz ' °C™" (see supplemental
document). By assuming a thermo-optic coefficient of 1.1 - 107°C™" and a
thermal expansion coefficient of 5 - 107 C'm™" for the silica fiber”, the
predicted slope is ~ 14 deg - km 'GHz ' °C ", very close to the experimental
value. The higher slope found in the experiment could be due to the under-
estimation of the temperature variation of the fiber, which is sensed by the
thermistor in the outermost part of the spool.

Discussion

The aforementioned results are a proof-of-concept demonstration of
entangelement-based QKD with frequeny-bin encoding. However, despite
the high-brightness of the source, the SKR at the detector is not competitive
with state-of-the art works using integrated sources of time-bin or polar-
ization entangled photons'®*****’. The main limiting factor are the high-
losses from pair generation to detection. They result from the poor coupling
efficiency with the chip and from the high insertion losses of the optical
components, such as the pump filters, the PMs and the connector loss.
Indeed, the average loss from generation (excluding the losses due to the
fiber spool) to detection is ~10 dB for Alice and ~ 24 dB for Bob (see Table 2
in supplemental document). The higher loss of the Bob’s path are due to the
lossy tunable bandpass filters and the MUX/DEMUX of the control laser
beam. In addition, the projectors on the X-basis use post-selection™, which
introduces an excess loss of ~ 2.2 dB (included in the total insertion loss
reported before).

These are not intrinsic limiting factors of our protocol, for losses can be
greatly reduced. For example, by choosing a resonator FSR that is a multiple
of the standard ITU grid (100 — 200 GHz), would allow us to use MUX/
DEMUX with low loss (< 0.5 dB) and high-exctintion ratio, which could
replace our lossy tunable filters. Coupling loss could be brought below 1 dB
by using optimized inverse tapers”. Reducing the losses induced by post-
selection represent a major challenge. Indeed, Hadamard gates without
post-selection have been demonstrated using a combination of waveshaper
and electro-optic modulators, but this solution has an insertion loss of
~10dB when implemented with standard fiber-optic components®'.
Nevertheless, on chip-waveshapers with GHz resolution have been recently
reported”, and there is hope that hybrid-platforms embedding PM could
decrease the loss of aggregate components™. In light of these considerations,
it is realistic to expect that losses between 5 and 7 dB could be reached with
minor optimizations, which by virtue of Eq. (2) would increase the coin-
cidence rate at the detectors by a factor ~ 40, thus reaching 8 kbps without
fiber spool, and 180 bps with a fiber length of 26 km. These values align well
with similar works using integrated sources of time-energy, time-bin and
polarization entangled photon pairs, which we briefly review in Table 2.

In parallel, the number of pairs delivered per second could be increased
by frequency multiplexing. One could use the [0); and |1); frequency-
bins of multiple FSR to encode multiple qubits and process them in the same
spatial mode'"*". For example, in™ the authors report the simultaneous
manipulation of 17 frequency-bin qubits with an offset frequency of 21 GHz
and separated by a guard-band of ~ 40 GHz.

The high-dimensional encoding of frequency-bin qudits could also be
harnessed to increase the information content per photon and the resilience
against errors which are introduced by the transmission loss and imper-
fections of the receiver®. In** some of the authors demonstrated the gen-
eration of reconfigurable frequency-bin entangled qudits up to a dimension
of four by scaling the number of rings in this work from two to four, with the
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possibility to directly manage the pump power on chip and to choose the
frequency-bin separation. The use of multiple rings of high-finesse in place
of a single resonator of large-volume allows one to increase the source
efficiency, thereby decreasing the input pump power required to achieve a
target pair generation rate, without compromising the quantum informa-
tion density”’. Indeed, our system has a large quantum information density
that can be exploited, which is defined as d"/(AtAv) [5]. In this expression, d"
denotes the Hilbert space dimensionality (with d and N being the number of
levels and photons, respectively), and AtAv is the time-bandwidth product
of the entire N-photon state (with At and Av being the coherence time of the
individual photons and Av the total bandwidth). Specifically, in our system
we have d = 2, N = 2, At = 80 ps and Av = 2 x 15 GHz, yielding a quantum
information density of 1.66, much higher than in conventional micro-
resonators with 200 GHz of FSR and a photon lifetime on the nanosecond
scale (~ 0.001). This implies that there is significant room for improving the
secure key rates by using high-dimensional states or by using frequency
multiplexing. Furthermore, the use of multiple rings allows the group of
resonances encoding the qudit state, which are typically separated by few
tens of GHz, to be naturally isolated from the subsequent FSR, providing a
guard-band that prevents mixing with the other comb lines. This is an
important advantage over the use of a single resonator of low-finesse, where
guard-band modes must be filtered before applying electro-optic
modulation.

A separate issue that we did not address in this work is the RF syn-
chronization of the PM at the two remote nodes where the Alice and Bob
receivers are located. In our proof-of-concept demonstration, we used a
fiber spool to emulate the link distance between the two parties, which are
physically located in the same place. This allowed us to drive the two PM
using standard RF cables that carry the signal from a common oscillator. Ina
real implementation Alice and Bob are physically separated, which implies
that two remote oscillators must be synchronized to sub-ps precision to
achieve stable coherent operation. An important step towards this goal was
taken in", where the authors demonstrated the distribution of a 19 GHz
clock over 5.5 km using a radio-over-fiber (RFoF) system, with a drift of less
than 0.5 ps on 30 min of operation. In this demonstration, the RF tone
driving the PM at the sender node is intensity-encoded and multiplexed
together with the quantum signal towards the end node, where it is
demultiplexed and used to drive the end-node PM after electro-optic con-
version and amplification. This strategy has been proved to be robust against
thermal fluctuations, and could be used to simultaneously distribute the
clock and to eliminate the phase drift between the frequency bins.

A final comment concerns the performance of frequency-bin encoding
compared to the more-standard approaches for entanglement based QKD
using time-energy, time-bin and polarization encoding. In general, the
performance of a given QKD protocol depends on the characteristics of the
communication channel, and there is no encoding type that performs
equally well in every scenario. For example, polarization encoding is more
suited for free-space communication due to the limited impact of atmo-
spheric turbulence on the polarization state, which would be otherwise
heavily impacted by propagation into standard optical fibers. Time-bin
encoding is robust to both bit-flip errors and phase errors along fiber links,
but requires precise time-synchronization between the users, low group
velocity dispersion, low timing jitter of the detectors, and the stabilization of
unbalanced interferometers. Frequency-bin encoding has the advantage
that it is inherently high-dimensional, and multiple operations can be
performed in parallel on different frequencies and in the same spatial mode.
Furthermore, it is robust to bit-flip errors, while phase errors can be easily
tracked and corrected, especially when considering the transmission of
high-dimensional states. In particular, when a single photon lies in a
superposition of N equally-spaced frequency-bins, the relative phase noise
between pairs of adjacent bins is perfectly correlated, which implies that it is
sufficient to track a single phase to adapt the measurement basis. As far as we
know, this is an exclusive property of frequency-bin encoding. On the other
hand, the compensation of the phase noise in time-bin qudits relies on the

stabilization of nested interferometers, in which the phase noise of each stage
is uncorrelated from the others.

Data availability

Data is available from the corresponding author upon reasonable request.
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