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Hybrid Encoder for Discrete and Continuous Variable QKD
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and Marco Avesani*

Quantum key distribution (QKD) is emerging as a cutting-edge application of
quantum technology, gradually integrating into the industrial landscape. Many
protocols employing discrete or continuous variables have been developed
over time. Whereas the firsts usually excel in covering longer distances, the
seconds are typically superior in producing higher secret key rates at short
distances. Present efforts aim to create systems that can exploit both these
strengths, foreseeing the future challenge regarding the realization of a
quantum network consisting of multiple and heterogeneous interconnected
nodes. Within such a context, a possible solution is systems able to efficiently
toggle between discrete and continuous variable working modes with hybrid
quantum state encoders. Therefore, this study presents a new hybrid encoder
based on an iPOGNAC modulator, ensuring compatibility with
Discrete-Variable (DV) and Continuous-Variable (CV) QKD systems that can be
assembled entirely with commercial-off-the-shelf components. The proposed
scheme is the first supporting DV polarization protocols, thus making it an
appealing candidate for space nodes of a future quantum network, given that

polarization-based protocols are well suited for space links.

1. Introduction

One of the main goals of cryptography is to enable confiden-
tial and secure communication between two parties over an un-
trusted channel. To accomplish this, most existing protocols de-
pend on computational security, meaning that they rely on math-
ematical problems believed to be unfeasible to solve by comput-
ers. However, this belief remains unproven, and it is conceivable
that an efficient algorithm, whether classical or quantum, may
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exist to tackle the latter. Quantum Key Dis-
tribution (QKD)!'-3] offers a way to over-
come the latter limitation by harnessing the
principles of quantum mechanics. The ap-
proach enables the development of uncon-
ditionally secure protocols that can with-
stand adversaries possessing limitless clas-
sical or quantum computational power.

According to the degrees of freedom
of the quantum phenomenon used, QKD
can be categorized as Discrete Variables
(DV) or Continuous Variables (CV).*7]
The former usually exploits single pho-
tons, such as polarization and time-bin,
whereas CV uses the quadratures of the
quantized electromagnetic field. The
BB84 protocol pioneered DV-QKD.I It
relies on single photon sources and non-
orthogonal states for information encoding.
Over time, it was refined and underwent
several improvements, such as decoy
states to counter photon number-splitting
attacksl®! and adopting fewer states to ease
practical implementation.'%l For CV-QKD, GGO02 is the protocol
of reference.['!! It employs Gaussian states to encode the secret
key and coherent detection to measure them. However, signifi-
cant practical limitations hinder its adoption, such as requiring
a continuous Gaussian modulator, low reconciliation efficiency,
and computationally demanding error correction procedures.!?]
These challenges can be mitigated using coherent state discrete
constellation modulation protocols.[***] However, this comes at
the price of limiting the number of secret bits that can be encoded
per symbol, affecting thus the Secret Key generation Rate (SKR)
when compared to the original GGO02.

Discrete and continuous protocols offer different advantages
over the other. DV-QKD is known for its more mature security
proofs and ability to cover longer distances, reaching a record
of 421 km for a fiber-based BB84 system!®] and 1002 km us-
ing the twin-field approach.!'®! Conversely, CV-QKD offers higher
SKR for short lengths.['718] Yet, due to loss sensitivity, the cur-
rent record distance for fiber systems is limited to 203 km.!*°]
Nevertheless, compared with DV-QKD, CV systems can benefit
from coherent detectors and widely accessible commercial inte-
grated telecom components. The former can work at room tem-
perature and do not suffer from the typical Single Photon De-
tectors (SPDs) limitations, such as dead-time, commonly used
in DV-QKD;2] a characteristic that positively contributes to the
achievable SKR. The second allows the exploitation of a widely
consolidated industry, potentially enhancing the accessibility and
economic viability of CV-QKD for broad adoption.

© 2025 The Author(s). Advanced Quantum Technologies published by Wiley-VCH GmbH


http://www.advquantumtech.com
mailto:marco.avesani@unipd.it
https://doi.org/10.1002/qute.202400522
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1002%2Fqute.202400522&domain=pdf&date_stamp=2025-05-20

ADVANCED
SCIENCE NEWS

ADVANCED
QUANTUM
TECHNOLOGIES

www.advancedsciencenews.com

QKD initially emerged as a technology facilitating safe point-
to-point communications. However, progress in the field has now
reached the stage where we are beginning to witness efforts to
establish QKD networks involving multiple entities.[!23] Such a
quantum network implies the presence of multiple paths, includ-
ing intermediary relay nodes, linking one end user to another.
Consequently, depending on the available routes and the chan-
nel’s parameter connecting each node, hops may better use DV
or CV protocols to maximize the overall SKR. Rather than choos-
ing between two dedicated transmitters, a more efficient strategy
isto rely on a hybrid encoder design capable of switching between
DV and CV.1?#]

This approach offers the possibility of actively reconfiguring
the network characteristics in a software-defined manner, thus
increasing flexibility and improving the management and in-
tegration of QKD into the existing telecom infrastructure. Al-
though dynamically re-configurable and SDN-controlled quan-
tum networks are a relatively recent development, their adoption
has accelerated significantly in recent years!?>?’] due to initia-
tives like the EuroQCI program. A prime example of this trend is
the MadQCI (Madrid EuroQCI network),!?”] which successfully
demonstrated dynamic reconfigurability and SDN orchestration
in a large-scale, deployed metropolitan network. Thus, we believe
the aforementioned factors represent key advantages in design-
ing and implementing scalable QKD networks, particularly in dy-
namic environments.

In this work, we present the first hybrid encoder designed to be
compatible with polarization-based DV and CV QKD protocols.
In fact, all the other schemes previously proposed are limited to
phase-encoded and time-bin DV systems.[?*] The system is real-
ized only with fiber Commercial-Off-The-Shelf (COTS) telecom
components and tested using two different setups for DV and CV,
each paired with the respective receiver. The paper is structured
as follows: Section 2 briefly outlines the working principles of
the proposed hybrid encoder, Section 3 describe the experimen-
tal setup adopted for CV and DV operations, while in Section 4
the results obtained.

2. Hybrid QKD
2.1. Applications of Hybrid QKD Encoders in Quantum Networks

Today’s telecommunication systems rely on cryptographic pro-
cedures vulnerable to adversaries holding quantum computing
capabilities. This spurred research and industry to develop coun-
termeasures like QKD, a solution devised to ensure Information
Theoretic Security (ITS). However, the latter was mostly devel-
oped as a point-to-point connection requiring additional special-
ized infrastructure, which presents some challenges when inte-
grating it into the current telecom grid. Moreover, such an ap-
proach encounters scaling issues for deploying QKD networks,
as it is costly and increases the complexity of its management.
Mitigating such issues is possible by relying on the Software De-
fined Network (SDN) model that is progressively embraced by
telecom providers, given its ability to facilitate the integration of
new services within a network infrastructure. Since the success
of QKD technology, either CV or DV, will depend on the abil-
ity to integrate it within the existing infrastructures, adopting
the SDN method becomes appealing due to the aforementioned
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benefits. Indeed, it should not impose the modification of each
network device to establish a quantum link. Additionally, being
SDN s centrally supervised, the routes connecting two endpoints
can be easily reconfigured by deciding, due to security concerns,
upon discrete or continuous mode before starting the secret key
exchange and maintaining it until it successfully ends or aborts.
When paired with SDNs’ inherited ability for real-time network
monitoring, which includes quantum metrics for the case, it en-
ables the optimization of the SKR between parties. For instance,
Hugues-Salas et al.[?] demonstrated the ability to switch chan-
nels amid an attack, while Alia et al.l*! showed link reorgani-
zation if the QBER exceeds a certain threshold. The aforemen-
tioned flexibility and performance can improve by letting the con-
troller adopt DV or CV QKD protocols for a given intermediate
link based on the values of the observed quantum parameters.
For example, the controller can utilize CV-QKD for shorter con-
nections as it typically offers higher transmission rates compared
to DV-QKD, while preferring the latter for longer distances due
to its ability to extend much further with current technology. The
method can also better adapt to the already deployed telecom-
munication infrastructure, which commonly employs multiple
wavelengths for communication. Indeed, in such an integrated
scenario, quantum and classical channels will likely share the
same propagating media. A hybrid strategy can provide the SDN
controller with a broader range of options to enhance node-to-
node communication and organize the communication consid-
ering the particular status of the link.

Within this context, a transmitter equipped with an encoder
that can generate both CV and DV quantum states and easily
switch between the latter well suits the task. Moreover, such hy-
brid encoders may be a significantly cheaper alternative to two
dedicated units while having a less complex yet compact and
more adaptable design that can contribute to better system in-
tegration without compromising functionality.

2.2. Hybrid CV-DV Encoder

The hybrid encoder design we introduce relies on the
iPOGNAC,!®! a polarization modulator that showed remarkable
temporal stability due to a self-compensating Sagnac loop. Such
a technique gained attention in the QKD field®%23] due to its
ability to counteract any drifts leading to enhanced stability
and simplicity. The iPOGNAC’s operational principle can be
understood from Figure 1. As can be seen, diagonally polarized
light pulses are injected into the modulator. The input Beam
Splitter (BS) acts like a circulator guiding the transmitted pho-
tons to a Polarization Beam Splitter (PBS) through a Polarization
Maintaining Fiber (PMF). Then, the PBS outputs are connected
to form an asymmetric Sagnac loop comprising a delay line and
a phase modulator. The former enables the phase modulator to
apply a different phase shift to the horizontal and vertical polar-
ization propagating through the Sagnac loop. Indeed, the light
entering the latter from the PBS vertical output travels clockwise.
Upon exiting the loop, it emerges horizontally polarized with an
additional “early” phase shift ¢, induced by the phase modulator.
On the other hand, the light entering through the PBS horizontal
output moves counterclockwise, gains a “late” phase shift ¢,,
and exits vertically polarized. The “early” and “late” light pulses
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Figure 1. A schematic representation of our proposed hybrid encoder design. The device is set in DV or CV mode according to the optical path selected:
POL-PATH for the former and PH-PATH for the second. In the DV configuration, the encoder is the standard iPOGNAC in which the source is a pulsed
laser aligned in such a way that the light enters the system diagonally polarized. The latter vertical and horizontal components are spatially and temporally
separated by a PBS and an optical delay line AL and undergo an early and late phase shift through the phase modulator. The electrical signals required
to obtain such phase shifts are square pulses separated by nsAL/c, where ny is the PMF fiber slow-axis refractive index and c is the speed of light in
vacuum. In CV mode, instead, the laser source operates in CW (Continuous Wave), the AL is bypassed, and by properly setting the amplitude of the

electrical pulses, M-PSK modulation constellations can be obtained.

are recombined at the PBS and travel backward toward the BS.
The transmitted component exits the iPOGNAC, up to a global
phase, with a polarization state:

i(</)1—¢'5)
|W:§L> = M 1)

V2

Notice that by adjusting the phases ¢, and ¢,, it is possible to
generate any balanced superposition of horizontal and vertical
polarization states.

By removing the iPOGNAC’s delay-line AL, the Sagnac loop is

now symmetric. In this configuration, the same phase shift is ap-
plied simultaneously to both polarizations propagating through
such a loop. In a left-handed reference frame whose z-axis is
directed toward the photon propagation direction, the PBS and
Sagnacloopmap |H) —» —|V)and |V) — |H), which is described
by the i&, operator. If also the action of the BS is considered, then
the device implements a 6, operation up to a deterministic global
phase. As aresult, regardless of the injected polarization state, the
output is a fixed transformation of the input with an additional
phase shift ¢ set by the phase modulator:
[Wout ) = 6. |win) €7 )
allowing thus the implementation of M-PSK (Phase Shift Key-
ing) modulation schemes, where M is the discrete set of ¢ values
used. The geometry of the Sagnac loop ensures that, from the
phase modulator perspective, both clockwise and counterclock-
wise components are always aligned with only one of its axis. This
prevents the phase of the input’s |H) and | V) components from
being unevenly modulated due to the modulator’s polarization-
dependent characteristics. The aforementioned property is also
a welcome feature since CV-QKD systems usually employ phase
modulators that exhibit unwanted polarization dependency that
must be controlled and stabilized with additional equipment.

Since the iPOGNAC and the CV phase encoder differ only by
the optical delay line from a hardware perspective, the two can

Adv. Quantum Technol. 2025, 8, 2400522 2400522 (3 of 8)

be integrated into a single system. The operational mode of this
unified device can be set through two optical switches, SW1 and
SW2, as illustrated in Figure 1. Indeed, the latter enables AL to
be bypassed. Switches SW1 and SW2 can be implemented in dif-
ferent ways. However, since the operating mode is established
before starting the QKD protocol and maintained until it is com-
pleted successfully or aborted, we do not foresee the need for high
performance in terms of speed and latency. Hence, we believe
MEMS optical switches will suffice for this particular case. They
are straightforward to use, relatively inexpensive, reliable, and
have low insertion loss. Furthermore, the latter can also be elec-
trically controllable, which implies that transitioning from DV to
CV, or the reverse, can be achieved remotely with ease, in real-
time, and without significant effort.

3. Experimental Section

The capabilities of the proposed hybrid scheme were demon-
strated using a DV and CV setup, each of which had its corre-
sponding receiver. Given the nature of these experiments and
the fact that detectors capable of working for both DV and CV
protocols are missing, besides early proposals that may hint to
such a direction,3*%] testing of the switching mechanism was
avoided. However, future work will focus on implementing such
a mechanism with MEMS technology and assessing it with ap-
propriate experiments.

3.1. CV Setup

A schematic representation of the experimental setup used to test
our hybrid encoder in CV mode is represented in Figure 2. As
can be seen, a 99:1 Beam Splitter (BS-1) divided the light of a
single-mode continuous-wave 1550 nm laser with a line-width of
~ 100 kHz. An optical isolator (ISO) was positioned before BS-
1 to prevent back-reflected light from causing laser instabilities.
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Figure 2. Schematic representation of the CV experimental setup used. The latter consists of a 1550 nm Continuous Wave (CW) laser, the output of
which is divided by a 99:1 beam-splitter (BS-1). The majority of such (99%) is directed towards a heterodyne receiver (HET) acting, thus, as a Local
Oscillator (LO). The rest (1%) is sent to the CV encoder for CV quantum state phase modulation and then routed, through a fiber quantum channel,
to the heterodyne’s signal input port. Subsequently, the heterodyne measurements are digitized by an oscilloscope and delivered to a PC for data
processing. Notice that additional optical components are present between the 99% BS-1 arm and the HET, as well as between the CV encoder and
the HET. The former are required to characterize the heterodyne receiver (such as photodiode linearity and clearance), while the latter attenuate the
modulated coherent state generated by the encoder to the quantum level. Finally, the image provides a color-coded representation of the fibers used:
blue for single-mode polarization-maintaining and yellow for single-mode non-polarization-maintaining.

Then, 99% of the light from BS-1 was directed to an integrated
COTS heterodyne receiver with ~ 13 10® of clearance, serving
as a Local Oscillator (LO). Before entering the receiver, the light
passed through a Variable Optical Attenuator (VOA-1), a Polar-
ization Controller (PC-1), and a 99:1 Beam-Splitter (BS-2). This
splitter sent 1% of the light to a monitoring Power Meter (PM-1)
while the remaining 99% to the photonic chip. The power me-
ter PM-1 and the VOA-1 were required only for calibrating the
heterodyne receiver, a procedure in which the linearity of its pho-
todiodes was tested and the parameters to convert the measured
heterodyne signals from volt units into shot-noise units were es-
timated. The polarization controller, instead, is necessary to max-
imize the amount of optical power coupled into the chip due to
the LO inlet being polarization-sensitive. Conversely, the BS-1 1%
branch sent the light to the hybrid encoder configured to work in
CV. The light from this encoder then traveled through VOA-2,
the polarization controller PC-2, and the 99.9:0.1 BS-3. Given the
dual-polarization feature of the heterodyne receiver, PC-2 aligned
the light polarization state to ensure that only one of the two
polarization-dependent heterodyne was used. Moreover, with this
cascade the incoming light could attenuate to the required quan-
tum level and monitor such with the PM-2 power meter at the
99.9% branch of BS-3. The BS-3 0.1% branch was subsequently
connected to the heterodyne’s signal input port through a quan-
tum channel. Notice that the signal and LO paths shared the same
1550 nm laser and maintained identical lengths, with additional
AL fiber at the LO branch, to minimize phase noise and insta-
bilities at the receiver. Since the objective was to evaluate the CV
encoding scheme, this approach eased the experimental imple-
mentation compared to the more secure Local-Local oscillator
technique.3371 After detection, the electrical signals from the in-
tegrated chip were amplified using two RF amplifiers and subse-
quently filtered by two RF low-pass filters. Each RF component
had a bandwidth of 500 MHz. Then, these signals were digitized
by a 4 GHz oscilloscope with a resolution of 8-bit and a sam-
pling rate of 25 GSs™!. Finally, the digitized data was streamed
to a computer for further offline analysis. The latter procedure
accounted for constellation reconstruction and estimation of the
main encoder parameters for CV-QKD, i.e., electronic noise, ex-
cess noise, and transmittance. To test the performance of the CV
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encoder, the ¢-phase shifts z/2, 37/2, —=3x/2, and —z /2 were
used. The electrical control signals were generated by a 16-bit Ar-
bitrary Waveform Generator (AWG) operating at a symbol rate
of 50 MBaud. To simplify post-processing, the oscilloscope’s data
acquisition was synced with the AWG via a reference clock.

3.2. DV Setup

The experimental DV setup, shown in Figure 3, used was sim-
ilar to the one described in ref. [38] for the transmitter, and to
the one detailed in ref. [39] for the receiver. The source was a
1550 nm gain-switched laser emitting phase randomized pulses
with a temporal width of 270 ps, measured at full-width-half-
maximum, with a repetition rate of 50 MHz. The pulse ampli-
tude was then modulated with a Sagnac interferometer,3!! which
included a 70:30 BS, a phase modulator, and an optical delay
line of 1 m. This Sagnac modulator was employed to generate
the decoy states. Before entering the iPOGNAC, the polariza-
tion of the light pulse was rotated to guarantee that it enters di-
agonally polarized. It was obtained by rotating the iPOGNAC’s
input fiber collimator. Subsequently, the pulse polarization was
adjusted using an iPOGNAC to produce the state |D) (diago-
nal), |R) = (|H) —i|V))/ V2 (circular right-handed), and |L) =
(1H) +i|V)) / \/5 (circular left-handed) by setting ¢, — ¢, respec-
tively equal to 0, —z/2, and +x/2. Before being sent to the
receiver through a fiber quantum channel with ~ 6.6 10® of
losses, these states were attenuated to the single-photon level
by a calibrated VOA and filtered with a narrow-band optical fil-
ter centered at 1550.12 nm to reduce noise. The receiver then
detected the incoming states by randomly alternating between
the basis sets {|D), |A)} (check basis) and {|R), |L)} (key basis),
each with an equal probability of selection. Such selection was
passively realized using a 50:50 BS, and each projective mea-
surement is implemented with an automatic polarization con-
troller and a PBS. Moreover, a time and polarization multiplexing
scheme performs the measurements using only one InGaAs/InP
Single-Photon Avalanche Detector (SPAD). Finally, the photon’s
time-of-arrival is recorded by a Time-to-Digital-Converter (TDC),
and the polarization and time reference frame synchronization
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Figure 3. The system employs a 1550 nm pulsed laser, modulated by a Sagnac interferometer and iPOGNAC for decoy and quantum states |D), |R),
|L) generation respectively. To guarantee that the iPOGNAC outputs |D), |R), |L), the input light must be | D), a condition achieved by carefully aligning
such polarization modulator with the Sagnac, and the phase modulator must be operated with the appropriate electrical signals. The light is then
attenuated to the single photon level by a Variable Optical Attenuator (VOA), filtered by a narrow-band optical filter centered at 1550.12 nm to reject
noise, and directed, through a fiber quantum channel, to a time-multiplexed receiver with a Single Photon Avalanche Detector (SPAD) and two Automatic
Polarization Controller (APDs) for QKD measurement. Finally, a time-tagger (TDC) records the SPAD signals for PC analysis. Notice that the signals
controlling the Laser, Sagnac, and iPOGNAC are managed by an FPGA to ensure the correct timings. Moreover, the image provides a color-coded
representation of the fibers used: blue for single-mode polarization-maintaining and yellow for single-mode non-polarization-maintaining fibers.

is performed continuously and automatically adjusted by the
Qubit4Sync algorithm by using a few qubits from the quantum
communication.*"]

4, Results

In the experiment with the CV phase encoder, we repeatedly
transmitted four coherent states that formed a QPSK constella-
tion. Figure 4 depicts an example of the received constellation
when Alice’s modulation variance is approximately 12.4 SNU.
Such a value is not suited for CV-QKD purposes. However, it
allows us to resolve the constellation enough to showcase the
encoder’s modulation capabilities. For CV-QKD applications, the
employed variance V, is detailed in Table 1.

p [SNU]

—67 a4 2 0 2 4 6

x [SNU]

Figure 4. The picture showcases an example of QPSK constellation ob-
tained with our CV-Encoder operating at a symbol rate of 50 MBaud and
with Alice’s variance V, set to &~ 12.4 SNU.
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Table 1 reports the parameters estimated for our phase en-
coder.

Assuming a trusted detector scenario, the heterodyne receiver
was calibrated estimating its electric noise V,, and losses 7 (the
product of the efficiency of its photodetectors and transmittance)
which resulted approximately 0.081 SNU and 0.27 respectively.
The modulation variance V, of the symbols transmitted by Al-
ice was measured by the power meter PM-2 giving the value
~ 0.45 SNU (we recall that such quantity is related to the mean
photon number yu of the generated states as V,, = 2u). The excess
noise parameter £, and channel transmittance T were obtained
by the following relations:

InT
<XAXB> = TVA (3)
T T
Vy=1+V, + %VA ¥ ’775A (4)

with (X, X;) the covariance matrix elements and V; Bob’s vari-
ance estimated by analyzing a dataset of 1.5 - 10° symbols ac-
quired with the oscilloscope.

Table 1. Values of the parameter estimation using the CV-Encoder with
50 MBaud QPSK modulation and setting the information reconciliation
efficiency to 95%. The results are obtained by analyzing 30 samples, each
with 50000 symbols.

Parameter Symbol Value Units
Electronic noise variance Ve 0.081 SNU
Receiver losses n 0.30

Alice’s variance Va 0.45 SNU
Channel transmittance T 0.72

Excess noise En 0.012 SNU
SDP Asymptotic bits/
Secret Key Rate SKR 0.021 symbol
LC Asymptotic bits/
Secret Key Rate SKR 0.026 symbol
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Figure 5. The picture illustrates the performance achieved during 24 h of
continuous operation with our hybrid encoder in DV mode. The upper
panel displays the QBER for both the key (Z) and check (X) basis, averaging
0.6% in each case. The lower panel shows the associated finite-size SKR,
which averages 4.7 kbps.

The ideal asymptotic SKR obtained with our device is approx-
imately 0.021 bits/symbol, which leads, given a symbol-rate of
50 MBaud, to a bit-rate of ~ 1.1 Mbps. To compute the latter,
we use the well-known Devetak-Winter bound*!) SKR = f1,, —
X5, Where f set at a value of 95% (typically employed in the
literaturel'**2)) is the error correction efficiency, 1,5 is the mutual
information between Alice and Bob, and ;. the Holevo bound on
the information between Bob and Eve in the reverse reconcilia-
tion scenario.

To compute the Holevo bound y;, we relied on a recent secu-
rity proof based on a Semi-Definite Programming (SDP) method
outlined in [14, 43] which directly considers discrete modulations
schemes including QPSK. However, the approach does not con-
sider hardware non-idealities like the electronic noise V, and
the detector’s efficiency 5. For completeness, we also report the
performance obtained with the Linear Channel (LC) model, al-
most 0.026 bits/symbol and ~ 1.3 Mbps given the 50 MBaud rate,
which takes into account the aforementioned non-idealities, al-
though it restricts the possible attacks that the eavesdropper can
perform. In both cases, the tolerable excess noise for QPSK is
very low, limiting the SKR and reachable distances. Improving
the latter requires larger constellation schemes.[14#4]

For the DV encoder, we estimated the QBER and SKR when
implementing the efficient three-states one-decoy protocol. The
results are shown in Figure 5. As can be seen, the finite-size SKR
shows very high stability during 24 h of data acquisition, with
an average of 4.7 kbps. This is further demonstrated by the in-
trinsic QBER plot, which remains very low with an average of
0.6% for both bases. The results further confirm the excellent per-
formance of the iPOGNC as a polarization encoder in terms of
QBER and long term stability.

5. Conclusions

Hybrid QKD systems are powerful tools for managing a complex
quantum network. When paired with the functionalities provided
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by an SDN, these systems can enable a more flexible and opti-
mized allocation of its resources. Such versatility is largely due
to their ability to toggle between DV and CV protocols, which is
fundamental for implementing these networks. In this work, we
present a hybrid encoder to support both CV and polarization-
based DV QKD protocols, which, to the best of our knowledge,
is the first of its kind. Our approach leverages an iPOGNAC for
DV, where the polarization encoder’s Sagnac loop is asymmetric
due to an optical delay line, and for CV applications, in which the
loop is symmetric as the previously mentioned delay is bypassed.

We remark that since we are exploiting a Sagnac loop, all per-
turbations are canceled. For DV-QKD, this improves the system’s
QBER. Indeed, we obtained a low value of ~ 0.6% for the latter
over 24 h, which led to a finite size SKR of ~ 4.7 kbps. For the CV
scenario, alongside improved stability, the loop’s structure also
makes the encoder polarization-insensitive, and we were able to
achieve an asymptotic SKR of almost 0.021 bits/symbol, which
translates to a bit-rate of ~ 1.1 Mbps with the symbol-rate of
50 MBaud used. Concerning the latter insensitivity, due to the
light horizontal and vertical components always being aligned
with only one of the phase modulator’s principal axes, we would
like to highlight that this is a welcome feature for CV-QKD. In
fact, such systems typically adopt modulators that exhibit un-
wanted polarization dependency. To ensure proper functioning,
they must be controlled and stabilized with extra equipment that
adds system complexity. In light of such, our scheme also sim-
plifies the realization of a CV state encoder by avoiding the need
for the aforementioned additional equipment.

Furthermore, we believe that the aforementioned compatibil-
ity of our device with polarization-based DV-QKD makes our
scheme an attractive solution for free-space links for which polar-
ization is usually employed, given its enhanced robustness con-
sidering the properties of the free-space channel itself. It is worth
noting that free-space channels include satellite-to-satellite and
satellite-to-ground connections, which are of great interest both
for research and industry. On top of this, there is a growing in-
terest in developing CV-QKD systems for satellite applications.
Within such a context, our scheme can provide additional bene-
fits other than integrating a DV and CV state encoder due to its
lower complexity compared to two dedicated modules, such as a
reduction in size, power consumption, and cost over two dedi-
cated encoder modules due to its lower complexity.

In conclusion, this work introduces a hybrid encoder compat-
ible with CV and polarization-based DV QKD protocols built en-
tirely from COTS components. Furthermore, it features high sta-
bility alongside polarization insensitivity, and by integrating sup-
plementary external components, it can also support additional
phase-based DV protocols. We believe that our design represents
an advancement in the realization of flexible and re-configurable
nodes for the quantum networks of the future in which simplicity
and compactness also matter.
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