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ABSTRACT We perform logical and physical resource estimation for computing binary elliptic curve
discrete logarithms using Shor’s algorithm on fault-tolerant quantum computers. We adopt a windowed
approach to design our circuit implementation of the algorithm, which comprises repeated applications of
elliptic curve point addition operations and table look-ups. Unlike previous work, the point addition operation
is implemented exactly, including all exceptional cases. We provide exact logical gate and qubit counts
of our algorithm for cryptographically relevant binary field sizes. Furthermore, we estimate the hardware
footprint and runtime of our algorithm executed on surface-code matter-based quantum computers with
a baseline architecture, where logical qubits have nearest-neighbor connectivity, and on a surface-code
photonic fusion-based quantum computer with an active-volume architecture, which enjoys a logarithmic
number of nonlocal connections between logical qubits. At 10% threshold and compared to a baseline device
with a 1-μs code cycle, our algorithm runs � 2–20 times faster, depending on the operating regime of the
hardware and over all considered field sizes, on a photonic active-volume device.

INDEX TERMS Elliptic curve, quantum circuits, quantum computing, quantum resource estimation, Shor’s
algorithm.

I. INTRODUCTION
Shor’s algorithm [1], [2] computes discrete logarithms for
finite Abelian groups in polynomial time and thus can be used
to break Rivest–Shamir–Adleman (RSA) cryptography [3],
which is based on the hardness of integer factorization. It can
also be applied to elliptic curve groups to efficiently break
elliptic curve cryptography (ECC) [4]. A large corpus of
work has put the theoretical vulnerability of these cryptosys-
tems against quantum attacks in more concrete terms by an-
alyzing and reducing the quantum-computational resources,
e.g., gate and qubit counts, which will be sufficient to break
them [5], [6], [7], [8], [9], [10], [11], [12], [13], [14], [15],
[16], [17], [18], [19], [20], [21], [22], [23], [24], [25], [26].
To safeguard against sufficiently powerful quantum com-
puters, the National Institute of Standards and Technology
has recently proposed timelines to transition to postquantum
cryptography [27], [28] over the next decade.

Putting practicality aside, computing discrete logarithms
is scientifically intriguing, as it belongs to a very selective
class of problems, for which a quantum algorithm achieves

a super-polynomial speed-up over any existing classical
algorithms, and the computed solution is efficiently verifiable
classically. In this work, we focus on solving the discrete
logarithm problem for elliptic curves over a binary field. In
particular, we are interested in, under reasonable assump-
tions about the quantum computer architecture, estimating
1) the size of a quantum computer that will be sufficient to
solve this problem for cryptographically relevant field sizes,
and 2) the runtime of such a computation.
Architectural assumptions: The cryptographically rele-

vant problem sizes well exceed the capability of current
nonerror-corrected quantum computers; we expect that they
can only be solved on fault-tolerant quantum computers
(FTQC) enabled by error correction. We will focus on re-
source estimates for FTQC based on the surface code [9],
[29], [30], [31], [32], [33], [34], which encode each logical
qubit in a 2-D patch of physical qubits. We consider two
types of surface-code architectures: 1) baseline architectures
where physical and logical qubits communicate via nearest-
neighbor operations on a 2-D grid [9], [32], [33], [34], and
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2) the active-volume (AV) architecture [20] that utilizes a
logarithmic amount of nonlocal connections between logical
qubits; these nonlocal connections facilitate a higher level
of parallelization between logical operations, which, in turn,
bring about a significant speed-up, compared to a baseline
FTQC with a similar physical footprint but only 2-D, local
connectivity.
Previous work: There have been significant efforts over

the past two decades in constructing and optimizing quantum
algorithms that solve the binary elliptic curve discrete loga-
rithm problem (ECDLP) [5], [6], [7], [8], [10], [16], [19],
[22], [23], [24], [25], [26], [35]. Particularly germane to this
article is the work that provides explicit resource estimates in
terms of logical gate and qubit counts, and optimize for Tof-
foli count [16], [24], [25], [26]. This is so because the product
of Toffoli count and logical qubit count largely determines
the runtime and footprint for baseline architectures [18], [21],
[33]. However, to the best of the authors’ knowledge, unlike
existing work on RSA and ECC over a prime field [13],
[17], [18], [20], [21], all the resource estimates from existing
binary ECC work remain at an abstract, hardware agnostic
level, i.e., logical gate and qubit counts, and stop short of
estimating physical, hardware-relevant resources, e.g., phys-
ical runtime and number of physical qubits for matter-based
FTQC, or number of resource-state generators (RSGs) for
photonic FTQC.
Our contributions:We provide both abstract and physical

resource estimates for both baseline and AV architectures.
We focus on superconducting and atomic hardware, includ-
ing trapped-ion and neutral-atom platforms, for baseline ar-
chitectures, and photonic fusion-based quantum computing
[36] for the AV architecture. We stress that in principle, base-
line and AV architectures are both hardware-agnostic. The
association between baseline architectures and matter-based
hardware, and the association between AV architecture and
fusion-based photonic platforms [36], [37], [38], [39], [40],
[41] are motivated by practical reasons: Long-range connec-
tions between matter-based qubits come with a variety of
challenges, e.g., frequency conversion [42], high-quality cav-
ities [43], [44], low-rate Bell measurements [45], [46], and
slow shuttling [47], whereas low-loss fiber and high-quality
photonic-chip-to-fiber coupling could more directly support
long-range connections between photonic qubits hosted on
separate chips [48], [49]. Following the work in [20] and
[21], we estimate the number of physical qubits and runtime
on matter-based platforms, and estimate the number of RSGs
and runtime on a photonic fusion-based quantum computer
(FBQC), called for by our algorithm.
Our other contributions include pedagogical reviews of

recent advances in binary-field arithmetic quantum cir-
cuits [24], [25], [26], which implement known classical al-
gorithms [50], [51], [52], [53], [54], and are used in our
algorithm, as well as optimizations and necessary corrections
therein. Furthermore, our binary elliptic curve point addition
routine incorporates all exceptional cases of the point addi-
tion operation, including, e.g., the point-doubling case [4],

[10], which has been previously attempted [35] although not
accomplished.
The rest of this article is organized as follows. In

Section II, we provide necessary background on binary ECC.
In Section III, we provide an overview of our algorithm
and the subroutines employed therein, supplemented by
materials in the Appendixes. In Section IV, we present
the methods used to estimate the abstract and physical
computational resources, and our estimates for relevant
binary-field sizes. Finally, Section V concludes this article.

II. BINARY ELLIPTIC CURVES
Binary elliptic curves are elliptic curves defined over a binary
field F2n . We use a polynomial basis representation: F2n is
identified with F2[x]/p(x), where p(x) ∈ F2[x] is an irre-
ducible polynomial of degree n. Then, the elements in F2n are
represented as polynomials of degree less than n with binary
coefficients in F2. All computations are done modulo p(x).
We adopt polynomials p(x) that are used in the standardized
binary elliptic curves listed in [55] and displayed in Table 9.
An ordinary binary elliptic curve is given by

y2 + xy = x3 + ax2 + b (1)

where a ∈ F2n and b ∈ F∗
2n . The set of points on a curve con-

sists of tuples P = (x, y) ∈ F2
2n , which satisfy equation (1),

and the so-called point at infinity O. This set forms a group
under point addition, where given P1 = (x1, y1) and P2 =
(x2, y2), and P3 = (x3, y3) is conventionally given by [10]

(x3, y3) =

⎧⎪⎨
⎪⎩
O if P1 = −P2
(x1, y1) if P2 = O
(x2, y2) if P1 = O

(2)

else if P1 = P2

(x3, y3) =
(
λ2 + λ + a, x22 + (λ + 1)x3

)
(3)

with λ = x2 + y2
x2
, else if P1 �= ±P2

(x3, y3) = (λ2 + λ + x1 + x2 + a, (x2 + x3)λ + x3 + y2)
(4)

with λ = y1+y2
x1+x2 .

Here, −P2 = (x2, y2 + x2). We choose (0,0) as the repre-
sentation ofO [10]. We work with a recasted form of elliptic
curve point addition, which we hereafter abbreviate to EC-
PointAdd; we rewrite the cases when P1 = P2, i.e., (3), and
P1 �= ±P2, i.e., (4), in the following form:

else

(x3, y3) = (λ2 + λ + x1 + x2 + a, (x2 + x3)λ + x3 + y2)

with λ =
{

λr = x2 + y2
x2

= y3+x3+y2
x2+x3 , if P1 = P2

y1+y2
x1+x2 = y3+x3+y2

x2+x3 , otherwise.
(5)

Using the fact that each polynomial is represented as
a bit-string, where the ith bit is the ith polynomial
coefficient, and that adding two polynomials is done
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FIGURE 1. Shor’s algorithm circuit that computes the private key k from the base point P = (x, y) and public key Q = [k]P.

via bitwise xor, as we explain in Section III-C and
Appendix A, one can show that (5) is equivalent to (3)
and (4). Consider first the point-doubling case P1 = P2,

i.e., (3). x3
(3)= λ2 + λ + a = λ2 + λ + x1 + x2 + a, as

claimed in (5), because x1 + x2 = 0. Next, y3
(3)= x22 + (λ +

1)x3 = λx2 + y2 + (λ + 1)x3 = (x2 + x3)λ + x3 + y2, as

claimed in (5), because x22 = (x2 + y2
x2
)x2 + y2

(3)= λx2 + y2.
Finally, y3 = (x2 + x3)λ + x3 + y2 implies that λ =
y3+x3+y2
x2+x3 , as claimed in (5). The case where P1 �= ±P2,

i.e., (4), is now manifestly handled.
The Diffie–Hellman key-exchange mechanism and secu-

rity of binary ECC rely on the fact that while a sum of k P’s
under point addition, denoted hereafter by Q = [k]P, can be
computed classically in polynomial time via (3), there is no
known polynomial-time classical algorithm that computes k
(private key) from P (base point) and Q (public key). This
problem is known as the binary ECDLP. For more back-
ground on ECC, consult, e.g., [56].

III. ALGORITHM AND SUBROUTINES
In this section, we present our construction of Shor’s al-
gorithm for the binary ECDLP. We start by reviewing the
high-level structure of the algorithm, and then proceed to
break it down into fundamental subroutines, among which,
the binary-field arithmetic routines are discussed in detail.

A. ALGORITHM STRUCTURE
The high-level circuit of Shor’s algorithm for computing bi-
nary ECDLP is displayed in Fig. 1. It consists of two rounds
of quantum phase estimation (QPE) applied to the unitaries
UP and UQ, which add the base point P and public key
Q = [k]P, respectively, to any input (x, y). The first QPE is
performed on the input state |P〉 = |x〉 ⊗ |y〉; it prepares an
eigenstate ofUP with nontrivial overlap with |P〉

|φq〉 =
r−1∑
j=0

eiq j
2π
r |[ j]P〉 (6)

whose eigenphase is given by

UP|φq〉 = e−iq
2π
r |φq〉 (7)

and outputs a nonnegative integer q < r, where r is the order
of P, i.e., [r]P = P. |φq〉 is also an eigenstate ofUQ with

UQ|φq〉 =
r−1∑
j=0

eiq j
2π
r |[ j]P+ Q〉 =

r−1∑
j=0

eiq j
2π
r |[ j + k]P〉

= e−iqk
2π
r |φq〉. (8)

Hence, the second QPE will output qk, from which k can be
obtained after dividing qk by q.

We follow thewindowingmethod from [15], [18], and [21]
to implement groups of controlled point addition operations.
In particular, we first divide the n controlled point additions
into groups of s contiguous operations (the last group will
contain less than s operations if n is not divisible by s), and
then implement each group using 1) a QROM look-up of 2s

classically computed points [q]R for q ∈ [0..2s − 1] and λr-
values; 2) an uncontrolled ECPointAddoperation; and 3) an
uncomputation of the QROM, as shown in Fig. 2, thereby
reducing the number of calls to point additions. The window
size s that minimizes the resource requirements depends on
the field size n; we discuss this further in Section IV.

B. ELLIPTIC CURVE POINT ADDITION
As a result of our recasting ECPointAdd’s definition, i.e.,
from (3) and (4) to (5), to a form that is similar to the
prime ECPointAdddefinition presented in [21], our EC-
PointAddcircuit shares a similar structure to that for prime
ECC in [21], along with the corrections suggested in [57]
and necessary changes—notably the arithmetic routines—to
adapt to the differences between binary and prime ECC.
Unlike previous binary ECC work [16], [24], [26], our con-
struction implements the entire point addition including, e.g.,
the point-doubling case, i.e., (3), and the case where either
added points is O. Even though the impact of neglecting
exceptional cases on the success probability of the algorithm
is negligible [11], constructing an exact point addition circuit
is still of interest [35].

Overall, our ECPointAddcircuit performs an in-place ad-
dition of two points (x1, y1) and (x2, y2). Each coordinate is
stored in an n-qubit register, and the output (x3, y3) will be
returned in the registers that originally stored x1 and y1. In
addition, the circuit requires n qubits to store λr, five ancilla
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FIGURE 2. Following the work in [15] and [21], we implement a group of s controlled-addition of a point R using a look-up table, uncontrolled point
addition operation, and an uncomputation of the look-up table. The optimal window size s is calculated for every considered elliptic curve field size.

FIGURE 3. First half of the ECPOINTADDcircuit in Fig. 2. Notations: We use “→” to mark the target registers whose values are modified by modular
addition, multiplication, and inversion. We use “Garb” and “Clean” to label zero-in-garbage-out and zero-in-zero-out ancilla qubits. Note that NOTs with
only open controls are Toffoli gates, those with one solid control are series of CNOT gates, and those with one or more solid controls on any of the first
five qubits are series of CNOT gates controlled by one or more of the first five qubits.

TABLE 1. Subroutine Counts of the ECPOINTADDCircuit in Figs. 3 and 4

qubits to flag the exceptional cases, and 6n qubits to imple-
ment the conditional logic and arithmetic operations in the
point addition. We list and count the subroutines in Table 1.
In what follows, we explain the circuit in six stages, shown
in Figs. 3 and 4.

In the first stage, we set the flags f1, f2, f3, and f4 to 1
when x1 = x2, y1 = x2 + y2, (x1, y1) = O, and (x2, y2) = O,
respectively, using equality checks and multicontrolled Tof-
foli gates. The ctrl is set to 1 if f2 = f3 = f4 = 0, meaning
that none of the input or output points are O, and that we
are in the branch (5) of ECPointAdd. In the second stage,
we compute λ into a clean ancilla register, either (i) using
modular arithmetic over binary fields if f1 = 0 and ctrl = 1
or (ii) by copying λr if f1 = 1 and ctrl = 1, corresponding
to the two cases in (5). Then, we reset f1 if the outputs of
(i) and (ii) are not equal and λ = λr, before uncomputing
intermediate arithmetic steps. By the end of Stage 2, regis-
ters 6 and 7 in Fig. 3 are in |x1 + x2〉 and |y1〉/|y1 + y2〉 if
ctrl = 0/1, and register 10 is in |0〉/|λ〉 if ctrl = 0/1. Stage
3 maps registers 6 and 7 to |x1 + x2〉/|x1 + a〉 and |y1〉/|0〉,
respectively, if ctrl = 0/1; then, stage 4 maps them to |x1 +
x2〉/|x2 + x3〉 and |y1〉/|y2 + y3 + x3〉, respectively, if ctrl =
0/1. Note that in Stage 3, we have used the equality λ =
y1+y2
x1+x2 from the last line in (5), and in Stage 4, we have used
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FIGURE 4. Second half of the ECPOINTADDcircuit in Fig. 2. Notations: We denote the squaring operation by “Sq.” In stage 4, the NOT gates controlled by a
register are bitwise CNOT gates. In stages 5 and 6, the controlled NOT gates are all Toffoli gates.

the equalities x2 + x3 = λ2 + λ + x1 + a and λ = y3+x3+y2
x2+x3

from (5).
The fifth stage uncomputes |λ〉 and maps registers 6 and

7 to |x1〉/|x3〉 and |y1〉/|y3〉 if ctrl = 0/1, which completes
the branch (5) of ECPointAdd. Specifically, this is done by
either computing λ from |x2 + x3〉 (register 6) and |x3 + y2 +
y3〉 (register 7), or by adding |λr〉 into |λ〉when |x2 + x3 = 0〉
and |ctrl = 1〉. |λr + λ = 0〉 because the conditions |x2 +
x3 = 0〉 and |ctrl = 1〉 imply the point-doubling case, i.e.,
P1 = P2, which we now prove. Along with the conditions, we
suppose P1 �= P2 for the sake of contradiction. Then, (5) and
x2 + x3 = 0 imply that x1 + x2 = 0 because λ = x3+y2+y3

x2+x3 =
y1+y2
x1+x2 . Furthermore, by adding x2 to both sides of x3 =
λ2 + λ + x1 + x2 + a, taken from (5), and then multiply-
ing both sides by (x1 + x2)2, we get the equation (y1 +
y2)2 + (y1 + y2)(x1 + x2) + (x1 + a)(x1 + x2) = 0. Finally,
since x1 + x2 = 0, the equation simplifies to (y1 + y2)2 = 0,
which implies y1 = y2. This leads to a contradiction because
if x1 = x2 (implied by x1 + x2 = 0) and y+ 1 = y2, then
P1 = P2.

In the final stage, we first reset the ctrl, and then handle
the exceptional cases. The first two Toffoli gates targeting f1
clear f1 for the cases where 1) (x2, y2) = (0, 0), x1 = 0, y1 �=
0, and 2) (x1, y1) = (0, 0), x2 = 0, y2 �= 0. The first two Tof-
foli gates targeting f2, with the latter being conjugated by
two Toffoli gates and equality checks, clear f2 for the cases
where 1) (x2, y2) = (0, 0), x1 �= 0, y1 = 0 and 2) (x1, y1) =
(0, 0), x2 = y2 �= 0. If f3 = 1, then (x1, y1) = O, and thus,
(x2, y2) is copied into the output registers, before resetting
f3 via an equality check. If f4 = 1, then (x2, y2) = O; thus,
we can simply return (x1, y1) and reset f4 using a 2n-qubit
Toffoli. If f1 = f2 = 1, which implies P1 = −P2, then we
set the output toO = (0, 0) via arithmetic operations, before
resetting the flags.

C. ARITHMETIC ROUTINES
Now, we proceed to describe the arithmetic operations over
binary fields used in our ECPointAddcircuit, namely, mod-
ular addition, multiplication, and inversion. Note that here
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we will provide high-level descriptions of these operations
and leave the finer details in the Appendix.
We first consider modular addition of two polynomials

f (x) and g(x), defined by

f (x) + g(x) =
n−1∑
i=0

( fi + gi) x
i (9)

where fi is the ith coefficient of f (x) and addition is over F2.
This is realized by coefficientwise binary addition, i.e., xor,
which in a quantum circuit, is done by applying n cnot gates
to add | f 〉 into an n-qubit input state |g〉, thereby mapping
|g〉 to | f + g〉. When f (x) is a classically known constant
polynomial, this operation, which we call constant-addition,
is realized as an in-place circuit. This circuit consists of
at most n not gates applied to |g〉, with one not gate for
each monomial in f (x) that has a coefficient of one. A con-
trolled addition can be implemented by simply controlling
every cnot, i.e., turning cnots into Toffolis. A controlled
constant-addition, i.e., f (x) is a constant, is implemented by
a series of at most n cnots.
Next, we describe modular multiplication between two

degree-(n− 1) polynomials f (x) and g(x), i.e.,

f (x) · g(x) = f (x)g(x) mod p(x) (10)

where p(x) is a degree-n irreducible polynomial. We imple-
ment this using the algorithm from [25], with appropriate
modifications. This algorithm is based on well-established
classical techniques: it combines Karatsuba-like recurrence
formulas from [53] and [54] and the Chinese remainder the-
orem (CRT) over binary fields [51], [52] (see Theorem 1
in Appendix B). We choose to use this algorithm because
compared to the modular multiplication method from [14]
and [16], this algorithm has a much lower Toffoli count.
To start, we note that f (x)g(x) = f (x)g(x) mod m(x),

when m(x) is an arbitrary polynomial with a degree larger
than 2n− 2. Furthermore, m(x) = ∏t

i=1mi(x), where the
mi(x)’s are pairwise coprime polynomials that have degrees
di. We display our choices of mi(x)’s in Table 10. Then,
using the CRT, we can break the product down into products
between smaller polynomials f i(x) = f (x) mod mi(x) and
gi(x) = g(x) mod mi(x). The modular reduction to f i(x) can
be computed via f i = f0,...,di−1 +Mi fdi,...,n−1, where fi,..., j
are a subset of contiguous coefficients, running from i to j,
of f (x) and Mi is a binary matrix derived from mi(x). In a
quantum circuit, this amounts to xoring certain bits from
| fdi,...,n−1〉 into | f0,...,di−1〉, where the locations of the cnots
that perform the xors are determined by Mi [16]. Next,
we compute ci(x) = f i(x)gi(x) mod mi(x) for i = 1, . . . , t.
If di ≤ 8, we use existing Karatsuba-like formulas [53],
[54] to compute ci(x); these formulas can be translated to
quantum circuits using [25, Algorithm 1], which we explain
in Appendix B. If di > 8, we recursively invoke the CRT-
based multiplication algorithm. Following the CRT, we then

combine the ci(x)’s into a single polynomial using

c′(x) =
t∑
i=1

(
ci(x)qi(x) mod m(x)

)
mod p(x) (11)

where

qi(x) =
(
m(x)

mi(x)

)((
m(x)

mi(x)

)−1

mod mi(x)

)
(12)

are classically precomputed constant polynomials. For each
i, this involves multiplying ci(x) by the constant polynomial
qi(x), modulo m(x) and p(x); this is a linear transformation
of qi(x) over F2 and can be expressed as a matrix–vector
multiplication, i.e.,Qici, whereQi is a matrix that depends on
qi(x), m(x), and p(x). Using permutation-lower-and-upper-
triangular (PLU) decompositions, Qi can be decomposed
into a sequence of permutation and lower and upper trian-
gular matrices [25]; the permutation and triangular matri-
ces prescribe a sequence of swap and cnot gates, respec-
tively [10], [16] (see Step 3 in Appendix B). If the degree
of m(x) is larger than 2n− 2, then c′(x) is the desired prod-
uct and we are done. Otherwise, i.e., the degree of m(x)
≤ 2n− 2, we need to apply a correction and compute

c(x) = c′(x) +
2n−2∑

i=2n−1−w

ci
((
xi
))

+ (
ximod m(x)

)
mod p(x) (13)

where ω = 2n− 1 − deg(m(x)), and ci’s are referred to as
correction coefficients. To implement this in a quantum cir-
cuit, the multiplication by the classically precomputed poly-
nomial ((xi) + (xi mod m(x))) mod p(x) is carried out using
the previously mentioned PLU decomposition method. We
notice that the circuit provided in [25] for computing ci’s
is incorrect. We correct the circuit by applying appropriate
cnots and without incurring additional Toffolis, as shown
in Fig. 7, and subsequently, roughly halving its cnot count.
See Step 4 in Appendix B for details. Note that this circuit
requires both cnots and Toffolis, and it is much smaller
compared to the previous parts of the modular multiplication
algorithm.
The modular inversion operation computes the inverse of

a given polynomial f (x) modulo p(x), denoted as

f−1(x) mod p(x). (14)

Using an extension of Fermat’s little theorem (FLT) over bi-
nary fields, the modular inverse can be equivalently obtained
by computing [50]

f (x)2
n−2 = f−1(x) mod p(x). (15)

Moreover, f (x)2
n−2 can be computed using a sequence of

squaring and modular multiplication operations on appro-
priate powers of f (x). A quantum circuit implementation of
this FLT-based inversion method was first described in [58].
This FLT-based approach was compared to a greatest com-
mon divisor (GCD)-based approach in [16], which found that
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the former has a lower Toffoli count while the latter has a
lower qubit count. To address this tradeoff, we make use of
the FLT-based algorithm introduced in [26], which improves
on previous FLT-based algorithms to reduce the number of
ancilla qubits. For a comparison, see Appendix C for a dis-
cussion about a more Toffoli-optimal FLT-based algorithm
from [24]. This algorithm is based on the observation that
in FLT-based algorithms, when computing f (x)2

n−2, the ex-
ponents of f (x) form an addition chain1 for 2n − 2. These
addition chains correspond to distinct sequences of squaring
andmodular multiplication operations. Furthermore, one can
find alternative addition chains and thus sequences of squar-
ing and modular multiplication that optimize the number of
intermediate terms, i.e., powers of f (x), which can be un-
computed to |0. . .0〉 ancilla qubits that are reused throughout
the algorithm, thereby reducing the number of ancilla qubits
required. However, this spatial optimization comes at the cost
of an increase in the number of squaring and modular mul-
tiplication operations. Notably, compared to the GCD-based
method in [16] over relevant field sizes, the Toffoli counts
remain much lower and the qubit counts are competitive.
For modular multiplication, we use the CRT-based method

described earlier. The modular squaring of a polynomial
f (x), i.e., f (x)2 mod p(x), can be formulated as a multipli-
cation between a matrix S on the vector coefficients of f (x),
i.e., | f 〉 	→ |S f 〉. In particular, S combines two actions: 1) it
maps the monomials fixi to fix2i, and 2) it performs modular
reduction with respect to p(x); see Appendix A-5. In the
quantum circuit, this combined operation can be realized as
a sequence of swap and cnot gates, using the previously
mentioned PLU decomposition method [10].

IV. RESOURCE ESTIMATION
In this section, we report our resource estimation method-
ologies and the resulting estimates of our algorithm applied
to binary ECC of cryptographically relevant field sizes: n ∈
{163, 233, 283, 571} [55]. We begin by describing the quan-
tum circuits at the logical level, accounting for both Clifford
and non-Clifford gates; both types of gates are necessary to
estimate the AV of the algorithm [20], whereas only the non-
Clifford gate count is needed to estimate the circuit volume
of the algorithm [20], [33]. From there, we estimate the hard-
ware footprint and runtime on baseline and AV architectures.

A. ESTIMATING GATE AND QUBIT COUNTS
First, we estimate the gate and qubit counts of the three
main circuit components in our algorithm, namely, the EC-
PointAddcircuit, QROM look-up, and its uncomputation,
disregarding the comparatively negligible cost of quantum
Fourier transform as done in [16], [20], [24], and [26].
Starting with the nonarithmetic components in EC-

PointAdd, we implement each n-qubit equality check as an

1An addition chain for a nonnegative integer n− 1 is a sequence α0 =
1, α1, α2, . . . , αl = n− 1, with the property that each αi, after α0, is ob-
tained by adding two earlier terms that are not necessarily distinct.

TABLE 2. Costs of the CRT-Based Modular Multiplication Algorithm
Stated in Terms of CNOTs, Swaps, Toffolis, and AV

TABLE 3. Costs of Computing f−1(x) mod p(x) Given f (x) via an
FLT-Based Inversion algorithm [26] Stated in Terms of the Number of
Modular Multiplication Applications, CNOTs, Swaps, and Toffolis, as Well
as AV. Qubits Is 5n

TABLE 4. Costs of an ECPOINTADDCircuit

n-qubit Toffoli conjugated by n pairs of bitwise cnot gates,
and each n-qubit Toffoli is decomposed into n− 1 regular
Toffoli gates and n− 1 clean ancilla qubits [59]. Next, we
summarize the arithmetic circuits, which are explained in
Section III-C and Appendix A (controlled) modular addition
is implemented by n bitwise (controlled) cnots applied to the
addends. A controlled modular constant-addition, which is
only used once per ECPointAddcircuit, can be implemented
using at most n cnots, which we round up to n cnots in our
resource estimates. The CRT-based modular multiplication
is implemented using circuits that are constructed from pre-
computed polynomials mi(x)’s and p(x), the Karatsuba-like
multiplication circuits for low-degree polynomials from [25],
and the correction circuit in Fig. 7. In particular, we generate
the cnot circuits for modular reductions from mi(x)’s, and
the circuits, consisting of only swap and cnot gates, for
modular multiplication with precomputed constant polyno-
mials, used in (11) and (13), frommi(x)’s and p(x). Note that
the Karatsuba-like multiplication circuit incurs the majority
of the Toffoli gates in the modular multiplication algorithm,
with a minor contribution from the correction circuit if it is
applied. The FLT-based modular inversion circuit comprises
repeated calls to modular multiplication and squaring, which
is a circuit built from cnots and swaps. We provide exact
gate and qubit counts—computed from the classical inputs of
the arithmetic circuits—for an application of modular multi-
plication in Table 2 and those for an application of modular
inversion in Table 3. The resource estimates of a fully com-
piled ECPointAddcircuit are listed in Table 4.

We choose to use the QROM implementation from [60]
and its clean-ancilla-assisted uncomputation from [61] due to
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FIGURE 5. Cost landscapes of a single round of phase estimation, i.e., half of the circuit in Fig. 1, plotted against window size s. The optimal window
sizes with respect to Toffoli count and AV are marked by crosses in (a) and (b), respectively. (a) and (b) share the same legend, in which the asterisks
mark the cases with 48 classically precomputed bits in the private key. (a) Cost landscape with respect to Toffoli count. (b) Cost landscape with respect
to AV.

TABLE 5. Costs of the Phase Estimation Circuit in Fig. 1 Implemented
Using the Windowing Circuit in Fig. 2

their low Toffoli counts; a k-item QROM look-up costs k − 2
Toffoli gates and the uncomputation circuit costs approxi-
mately 2

√
k Toffoli gates. Then, the total Toffoli count of the

phase estimation circuit in Fig. 1 is two times the following:⌊n
s

⌋ (
2s − 2 + C(ECPointAdd) + 2s/2+1

)
+
(
2n mod s − 2 + C(ECPointAdd) + 2(n mod s)/2+1

)
(16)

where C(ECPointAdd) is the cost of ECPointAddand s is
the window size of the circuit in Fig. 2. We minimize the
Toffoli count over s and list the optimized Toffoli count and
qubit count, including the ancilla qubits used to synthesize
the multiply controlled Toffolis, in Table 5. We plot the
Toffoli count at various s-values in Fig. 5(a). Note that our
Toffoli counts are lower than those in [26], where the same
arithmetic routines are used.
As in [21], we also consider the scenario where 48 bits of

the private key are determined on a classical computer using
algorithms in [62], which require at most 225 point addi-
tion operations. According to [63], a million-instruction-per-
second, i.e., MHz, CPU can perform 40 000 point additions
per second. Therefore, computing the 48 bits will take about

TABLE 6. Costs of the Phase Estimation Circuit in Fig. 1 Implemented
Using the Windowing Circuit in Fig. 2 and Assuming 48 Classically
Precomputed Bits

14 min on a MHz CPU, and a thousandth of that, i.e., less
than a second, on a GHz CPU, which is negligible compared
to the runtime on the quantum computer, as we discuss in
the following. The Toffoli counts to compute the remaining
n− 48 bits in this case are listed in Table 6 and plotted in
Fig. 5(a).

B. ESTIMATING HARDWARE FOOTPRINT AND RUNTIME
In what follows, we delineate our methodology for trans-
lating the logical circuits discussed above to estimates of
the hardware footprint and time required to execute our
algorithm. We consider 1) a baseline architecture exe-
cuted on a superconducting or trapped-ion quantum com-
puter [33], and 2) an AV architecture [20] executed on a
photonic FBQC [36]. These architectures implement surface
codes [29], [30] and execute logical operations via lattice
surgery [33], [64].

In both architectures, the footprint in space and time of
a computation is determined by a quantity called spacetime
volume, which in turn, depends on the number of logical
qubits and logical cycles required to execute the computa-
tion. A logical cycle comprises d code cycles, where d is the
code distance and a code cycle is the time needed to perform
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a syndrome measurement. Since a lattice surgery operation
is implemented in a logical cycle, we measure computational
time in units of logical cycles. We now proceed to quantify
the spacetime volume for both architectures, following the
methods in [20] and [65].
In the baseline architecture, a logical circuit’s spacetime

volume is roughly twice its circuit volume nQ · nT , where nQ
and nT are the number of qubits and T gates, respectively,
in the circuit. We take nT to be four times the number of
Toffolis because a Toffoli can be decomposed into four T
gates [59]. Each T gate is implemented via multiqubit Pauli
measurements between a number of qubits and a magic state.
This architecture assumes roughly 2nQ qubits laid out on a
2-D grid: nQ qubits, which we call memory qubits, are from
the abstract logical circuit, nW = nQ qubits, which we call
workspace qubits, are used to mediate Pauli measurements
between memory qubits, and a much smaller group of qubits
is reserved for distilling T gates to be consumed by the
workspace qubits. It is further assumed that one T gate is
produced per logical cycle, and that the T gate is consumed
by workspace qubits while the next T gate is being produced.
As a result, the total runtime is then proportional to nT , and
the spacetime volume is roughly given by

VB = 2nQ · nT . (17)

In the AV architecture, the spacetime volume scales with
the circuit’s AV instead of circuit volume. AV measures the
number of lattice surgery [64] operations used to execute a
circuit, while leveraging the parallelism made possible by
the fact that each surface-code qubit is connected to loga-
rithmically many qubits [20]. There are a total of nQ + nW
qubits, where nQ and nW are the number of memory and
workspace qubits, respectively; both logical operations and
magic-state distillation are performed using the workspace
qubits. The set of logical, lattice surgery operations utilized
in the AV architecture are known as logical blocks [20], [66].
The AV architecture further assumes the execution of nW
logical blocks per logical cycle. We count AV in the number
of logical blocks. To estimate the AV of a circuit, one could
express the circuit in terms of elementary operations, the
AV of which are listed in [20, Table 1], and sum up the
AV of the circuit’s constituents. We have done that for the
arithmetic circuits in our algorithm and listed their AV in
Tables 2–5. For the nonarithmetic components, we take the
AV estimates from [21, Fig. 3], except for the k-item QROM
uncomputation circuit. Our QROM uncomputation circuit,
taken from [61], has an AV of ≈ 0.75k + 120

√
k, which is

lower than that of the uncomputation circuit used in [21],
because of the use of a Toffoli-free measurement uncomputa-
tion of a binary-to-unary circuit. Note that we minimize the
window sizes s with respect to AV, separately from Toffoli
count, and list the optimal s-values, with and without clas-
sical precomputed bits in the private key, in Tables 5 and 6,
respectively. We plot the AV at various s-values in Fig. 5(a).
A circuit with a total AV of bAV has an estimated spacetime

TABLE 7. Physical Resource Estimates for Baseline Architectures
Executed on a Trapped-Ion or Neutral-Atom Device With a 1-ms Code
Cycle and a Superconducting Device With a 1-μs Code Cycle

volume of

VA = bAV
nW

(nQ + nW ). (18)

Hereafter, we set nW = nQ and thus VA = 2bAV, as in [20]
and [21]. Although, in general, the ratio between logical and
workspace qubits can be adjusted to tune the computational
performance, as demonstrated in [65].
Now, we proceed to calculate the physical resources, i.e.,

hardware footprint and runtime, it takes to execute a circuit.
We first consider the baseline architecture on a matter-based
device. The execution time of a circuit can be estimated as

T = number of code cycles × code cycle time

= d × number of logical cycles × code cycle time (19)

where d is the code distance. We assume a logical error rate
per unit of spacetime volume to be pL = 10−d/2, correspond-
ing to 10% of the surface code threshold [21], [66], and a 0.05
failure probability for a single computation, as in [21]. Then,
d can be obtained by solving

pL ·VB ≤ 0.05. (20)

Note that this failure probability can also be construed as
a failure probability ≤ 0.5 after ten executions of the algo-
rithm, i.e., one in ten executions is faulty. So, the average
runtime of a successful computation will be 10T /9. The
number of logical cycles is given by nT , and the code cy-
cle time depends on the hardware. We assume a hardware-
motivated 1 μs and 1 ms code cycle time for a hypothetical
superconducting and trapped-ion (or neutral-atom) device,
respectively, in line with [18], [20], [21], [67], [68], and [69].
The number of physical qubits can be estimated as 2nQ · d2,
where d2 is the number of physical qubits per surface-code
logical qubit. We list these physical resource estimates, in-
cluding the number of physical qubits and average runtime,
for our algorithm, with and without classically precomputed
bits in the private key, in Table 7.

We move onto the AV architecture on a photonic FBQC,
where computation is carried out by performing multiphoton
entangling measurements called fusions on photonic entan-
gled resource states [36]. We measure the physical footprint
of the computer in the number of physical units called in-
terleaving modules (IMs) [20], [34]. Each IM comprises a
collection of RSGs and delay lines that store and route the
generated resource states to fusion locations [20], [34]. The
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TABLE 8. Physical Resource Estimates for Active Architectures Executed
on a Photonic FBQC With 1μs and 10μs Delay

execution time T of a circuit is given by

T = VAd3

nIMrIM
(21)

where the numerator is the spacetime volume given in the
units of resource states with d3 being the number of resource
state per logical block, nIM is the number of IMs, and rIM
is the total resource state generation rate per IM, i.e., the
sum of the rate of its constituent RSGs. We compute d by
substitutingVB forVA in (20) and then solving it. As done for
the baseline architecture, we take 10T /9 to be the average
runtime of a successful computation. Moreover, we take rIM
to be 1 GHz as in [20] and [65]; note that rIM is unrelated to
the physical clock rate, since an IM with x RSGs at a rate y
has the same rIM = xy as one with a · x RSGs at a rate y/a.
nIM can be computed as follows:

nIM = nd2

nRS/IM
(22)

where nd2 is the number of resource states needed to con-
struct n = nQ + nW logical qubits, assuming an architecture
based on six-ring resource states [36], and nRS/IM is the
number of resource states stored in an IM at any given time,
defined by

nRS/IM = rIM · ldelay
cfiber

(23)

where ldelay is the length of a fiber optic delay line and
cfiber = 2 × 108˜m/s is the speed of light in a fiber optic
cable. Combining (22) and (23), we obtain

nIM = nd2cfiber
rIMldelay

. (24)

We list these physical resource estimates, including the num-
ber of IMs and average runtime, for our algorithm, with and
without classically precomputed bits in the private key, in
Table 8.

V. CONCLUSION
We estimated both the logical and physical resource costs
of computing binary elliptic curve discrete logarithms on an
FTQC. In addition, we constructed the first, to the best of
the authors’ knowledge, quantum circuit that implements the
point addition operation exactly, including all exceptional

cases. We also corrected and optimized the quantum circuit
implementation [25] of the CRT-based modular multiplica-
tion algorithm [51], [52]. Compared to prior art [26] that
uses the same arithmetic algorithms as we do, albeit with
the uncorrectedmodular multiplication circuit, our algorithm
incurs a lower Toffoli count over cryptographically relevant
binary field sizes, due to the use of a more efficient QROM
uncomputation circuit.
We carried out the physical resource estimation, i.e., hard-

ware footprint and runtime, for a baseline architecture ex-
ecuted on hypothetical superconducting, trapped-ion, and
neutral-atom quantum computers, and for the AV architec-
ture executed on a hypothetical photonic fusion-based quan-
tum computer. Comparing to the superconducting baseline
architecture, the photonic AV architecture executes our algo-
rithm over 20 times faster assuming a 1-μs delay and two
times faster assuming a 10-μs delay, over cryptographically
relevant field sizes. The speed-ups can be understood from
perspectives discussed in [20] as follows.

1) In a baseline architecture, the spacetime cost per Tof-
foli is proportional to the number of logical qubits,
while it is independent of the number of logical qubits
in the AV architecture.

2) The reduced code distance on an AV device offers an-
other source of speed-up.

3) The length of delay acts as a tradeoff parameter be-
tween speed and hardware footprint, i.e., number of
resource state generators. On a trapped-ion or neutral-
atom device, the speed-ups are magnified by a factor
of 1000 due to its slower logical clock-speed.

Compared to the algorithms for computing prime elliptic
curve discrete logarithms [21] and factoring a 2048-bit RSA
integer [18], our algorithm has a much lower Toffoli count—
one to two orders of magnitude depending on field size—and
a faster runtime on both baseline and AV architectures [20].
The hardware footprint and qubit count of our algorithm are
similar to those of the prime-curve algorithm for compara-
ble field sizes and are smaller than those of the 2048-RSA
algorithm.
However, the AV-to-Toffoli-count ratio of our algorithm is

much higher compared to that of the prime ECC algorithm
in [21], which leads to a relatively smaller speed-up from
using the AV architecture. This is due to the large number
of cnots in the modular multiplication circuit. Compared
to a close alternative—the Karatsuba multiplication circuit
in [14]—our chosen circuit’s Toffoli count is about an order
of magnitude smaller, but its cnot count is higher by about
2 − 4 times over the considered field sizes; while our chosen
circuit still has a lower AV, there could be more AV-optimal
multiplication circuits, which we leave for investigation in
future work. An alternative way to improve our AV estimates
is via peephole optimization. Instead of simply adding up the
AV in a gate-by-gate manner, since AV is subadditive [20],
we could optimize the AV of subcircuits, which consist of a
collection of gates, before adding them up. For example, the
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modular multiplication circuit comprises many purely cnot
subcircuits, over which one could perform gate optimization
using methods in, e.g., [70], [71], [72], and [73], which in
turn reduces AV, or perform direct AV optimization using
tools, such as ZX calculus [20]. Such optimizations are better
suited to be carried out via software. We leave such explo-
rations for future work.
In addition, we have left out a couple of potential opti-

mizations. 1) The modular division operation can be par-
allelized over multiple instances of the algorithm [21].
2) By tuning the ratio between workspace and memory
qubits, the performance of both architectures can be en-
hanced; see, e.g., [18], [65], and [74]. We further pro-
vide some interesting directions to be pursued in the
future. 1) Perform a similar study of the recently in-
vented Regev’s algorithm [75], [76] applied to binary
elliptic curve discrete logarithms, and compare it with
our algorithm. 2) Extend Karatsuba-like formulas [53],
[54] to ten-way splits. Then, we will not have to recur-
sively call CRT-based modular multiplication for larger
field sizes, which in turn, will lead to lower gate counts
and AV.

APPENDIX
DETAILS ON ARITHMETIC SUBROUTINES
In this section, we present the essential subroutines and cir-
cuits required for the elliptic curve point addition circuit
in Section III. These subroutines can be constructed from
Toffoli, cnot, and swap gates. The structure of this section
is as follows. Appendix A provides Toffoli-free modular
arithmetic circuits, Appendix B describes how to perform
modularmultiplication (the primary contributor to the Toffoli
gate count), and Appendix C describes the modular inversion
subroutine.

A. TOFFOLI-FREE ARITHMETIC
In this section, we summarize arithmetic operations over
binary fields that do not require Toffoli gates. We begin
by defining basic notation and then describe several sub-
routines necessary for modular multiplication and inversion
algorithms. These subroutines are categorized into two types:
out-of-place and in-place algorithms. The subroutine circuits
are determined by classical inputs, with binary addition be-
ing the exception. Out-of-place subroutines require a classi-
cal matrix as input. In-place subroutines involve additional
classical preprocessing, specifically a PLU-decomposition,
where the resulting matrices determine the circuit construc-
tion. This section is based on prior work, with some of the
described subroutines detailed in [10], [16], and [25].
We use a polynomial basis representation, where F2n is

identified with F2[x]/p(x), where in this section, we will use
p(x) ∈ F2[x] to denote an irreducible polynomial of degree
n. The elements in F2n are then of the form

f (x) =
n−1∑
i=0

fix
i (25)

TABLE 9. Irreducible Polynomials of Degree n Used in This Work, Taken
From [55]

where fi ∈ F2. Addition and multiplication are defined mod-
ulo an irreducible polynomial p(x) of degree n. The irre-
ducible polynomials p(x) that are used in this work can be
found in Table 9. Using one qubit per coefficient of f (x), we
encode f (x) as an n-qubit quantum state | f0〉| f1〉 . . . | fn−1〉,
which we collectively denote as | f 〉; depending on the con-
text, e.g., when referring to a subset of the n qubits, we may
make the subindices explicit, i.e., | fi,..., j〉, where 0 ≤ i < j ≤
n− 1.

1) OUT-OF-PLACE MULTIPLICATION
In this section, we describe how to perform out-of-place mul-
tiplication. This operation involves multiplying g(x) ∈ F2n

by a fixed nonzero polynomial h(x) ∈ F∗
2n , with the result

reduced modulo an irreducible polynomial p(x) of degree
n. Since multiplication by a constant nonzero polynomial
of F2n is F2-linear, this operation can be represented as a
matrix–vector multiplication with a suitable n× n matrix
M [10], [25], where, hereafter, the matrix and vector compo-
nents are binary, and any operations over them are over F2.
Explicitly, M encodes the multiplication by h(x) mod p(x),
where the kth column ofM corresponds to the coefficients of
xk · h(x) mod p(x). The matrix M acts on an n-dimensional
column vector containing the coefficients of g(x). This oper-
ation can be interpreted as adding coefficients of g(x), con-
ditioned on the elements of M.
To implement this in a quantum circuit, we start with the

n-qubit input state |g〉, storing the coefficients of the poly-
nomial g(x), and an n-qubit state | f 〉, initialized to store the
coefficients of an arbitrary polynomial f (x), where the re-
sult g(x)h(x) mod p(x) will be the output. Having expressed
modular multiplication by a fixed polynomial h(x) as a
matrix–vector multiplication, we can realize this in a quan-
tum circuit by applying cnot gates, conditioned on the ele-
ments of the matrix M. Specifically, each 1 in the matrix M
corresponds to applying a cnot gate, where the column in-
dex specifies a control qubit of |g〉 and the row index specifies
a target qubit of | f 〉. The quantum circuit maps the input state
|g〉| f 〉 to the state |g〉| f + g · h〉 and requires on average n2/2
cnot gates [25]. However, in this work, we exactly count the
number of cnots directly from M.

2) MODULAR REDUCTION
To compute the modular reduction of an n− 1 degree poly-
nomial f (x) modulo a polynomial p′(x) of degree d ≤ n− 1,
we note that we can express f (x) mod p′(x) as the sum of two
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polynomials

g(x) + (
h(x) mod p′(x)

)
(26)

where g(x) is the polynomial consisting of terms of f (x) of
degree less than d, and the second polynomial represents the
terms of f (x) with degree greater than or equal to d, reduced
modulo p′(x). Equation (26) helps clarify how to compute
the result using a matrix–vector multiplication. Specifically,
h(x) mod p′(x) can be evaluated by applying a d × (n− d)
matrixM to the column vector of coefficients of h(x), where
the kth column of M is given by xk+d mod p′(x). Conse-
quently, (26) can be interpreted as adding coefficients of h(x),
conditioned on the elements ofM, to the vector of containing
coefficients of g(x).

To implement this in a quantum circuit, consider the n-
qubit input state | f 〉 = |g〉|h〉, where |g〉 and |h〉 store the co-
efficients of the polynomials g(x) and h(x) as in (26). Having
expressed modular reduction as a matrix–vector multipli-
cation, computing (26) can similarly be implemented as in
the previous subroutine. Explicitly, by applying cnot gates
conditioned on the elements of the matrix M, with the con-
trol qubits in the |h〉 register and the target qubits in the |g〉
register. Similar ideas were first considered in [14], and the
case when the degree of p′(x) can be smaller than n− 1 is
considered in [25].

3) IN-PLACE ADDITION
In-place binary addition, which adds f (x) to another polyno-
mial g(x), can be straightforwardly implemented as a quan-
tum operation by applying n cnot gates to add | f 〉 to an
n-qubit input state |g〉. In particular, this is a coefficientwise
xor operation. The result of this addition, i.e., | f + g〉, re-
places one of the input states, either | f 〉 or |g〉, depending on
the desired outcome.

4) IN-PLACE MULTIPLICATION
In this section, we describe how to perform in-place multi-
plication, which refers to multiplication by a constant poly-
nomial. This is the same setup as out-of-place multiplica-
tion, where we represent multiplying g(x) ∈ F2n by a fixed
nonzero polynomial h(x) ∈ F∗

2n , modulo an irreducible poly-
nomial p(x) of degree n, by matrix–vector multiplication
with an n× n matrix M. The kth column of M contains the
coefficients of the polynomial xk · h(x) mod p(x), with the
coefficient of x0 appearing in the first row.
Following the work in [10] and [14], M can be converted

into a quantum circuit via a PLU-decomposition. This de-
composition expresses M as a product of three components:
a permutation matrix P, a lower triangular matrix L, and an
upper triangular matrix U , such that M = PLU. Such a de-
composition allows for in-place multiplication, specifically
the following holds.

1) The matrices U and L can be implemented as se-
quences of cnot gates. Each off-diagonal element 1
in U and L represents an application of a cnot gate,

where the column index indicates the control qubit and
the row index indicates the target qubit.

2) The permutation matrix P can be implemented as a se-
quence of swap gates, where each off-diagonal element
1 in P, i.e., Pi, j = 1 (for i �= j), represents a swap gate
between qubits i and j.

This in-place multiplication circuit requires at most n2 − n
cnot gates and a number of swaps [14]. Note that in our
resource estimation, we compute the exact cnot and swap
counts fromM.

5) IN-PLACE SQUARING
In-place squaring, which involves squaring, modular reduc-
tion, and replacing the input, is a linear operation and can be
expressed as an n× n matrix [10], [16]. Squaring f (x) can
be written as (

n−1∑
i=0

fix
i

)2

=
n−1∑
i=0

fi · x2·i. (27)

This operation can be expressed as a (2n− 1) × n-
dimensional matrix acting on the coefficients of f (x). To
account for modular reduction, we can use a similar ap-
proach to that of the previous sections and represent it as an
n× (2n− 1) matrix. Multiplying these two matrices yields
an n× n that performs squaring and modular reduction.
As in the in-place multiplication section, this n× n matrix
can be efficiently converted into a quantum circuit using a
PLU-decomposition. The decomposition expresses the ma-
trix as a product of a permutation matrix P, a lower triangu-
lar matrix L, and an upper triangular matrix U , which can
be implemented using swap gates and sequences of cnot
gates. This implementation has the same cost as the in-place
multiplication.
When we need to perform k consecutive squaring oper-

ations, we could naively perform each squaring operation
separately; the cost scales linearly with k, requiring k times
the cost of squaring and modular reduction. An alternative
approach involves generating the matrix for squaring and
modular reduction once, and then multiplying this matrix
by itself k times, followed by a PLU-decomposition of the
resulting matrix. The cnot count of this approach does not
grow with k. In practice, we will numerically evaluate both
methods and choose the one with a smaller cnot count.

B. MODULAR MULTIPLICATION
For modular multiplication, we use the CRT-based modu-
lar multiplication algorithm from [25], with some modifica-
tions. This algorithm is based on well-established classical
techniques, combining Karatsuba-like recurrence formulas
from [53] and [54] and the CRT [51], [52]. Given two poly-
nomials f (x) and g(x) in F2n , the algorithm computes their
product

f (x)g(x) mod p(x) (28)
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where p(x) is a degree-n irreducible polynomial. It requires n
qubits to store each of f (x) and g(x), and n qubits to store the
result h(x) + f (x) · g(x), where h(x) ∈ F2n . In the following
sections, we outline how the CRT can be used to perform
modular multiplication. Next, we provide a step-by-step de-
scription of the algorithm, detailing how each step is im-
plemented in a quantum circuit, with a necessary correction
to the algorithm in the final step. In addition, we describe
the optimizations to the algorithm that were applied, the
chosen input parameters, and their impact on the resource
estimation.

1) MODULAR MULTIPLICATION VIA CRT
Let f (x) = ∑n−1

i=0 fixi and g(x) = ∑n−1
i=0 gix

i be two binary
polynomials of degree n− 1. Suppose the aim is to compute
their product

r(x) = f (x)g(x) =
2n−2∑
l=0

clx
l (29)

where rl = ∑
i+ j=l fig j, for 0 ≤ l ≤ 2n− 2. Directly com-

puting this high-degree multiplication can be costly in terms
of space and the number of and operations2 required. To
mitigate this, it is known that one can use a multiplication
method based on the CRT for F2[x] [51], [52].
Theorem 1 (See [52]): Let m1(x),m2(x), . . . ,mt (x) be

pairwise coprime polynomials and m(x) = ∏t
i=1mi(x).

Then, for any polynomials r1(x), r2(x), . . . , rt (x), there
is a unique polynomial r(x) mod m(x), with deg(r(x)) <

deg(m(x)) such that

r(x) =
t∑
i=1

ri(x)qi(x) mod m(x) (30)

where ri(x) = r(x) mod mi(x) and

qi(x) =
(
m(x)

mi(x)

)((
m(x)

mi(x)

)−1

mod mi(x)

)
. (31)

Returning to the task of calculating the product in (29): by
Theorem 1, to compute the product in (29), we can equiva-
lently compute the sum in (30). Computing each term in the
sum involves calculating the product ri(x) = f (x)g(x) mod
mi(x), a multiplication by a constant polynomial qi(x), and
modular reduction bym(x). Furthermore, the product ri(x) =
f (x)g(x) mod mi(x) can be further reduced to calculating
fi(x)gi(x) mod mi(x), where fi = f (x) mod mi(x) and gi =
g(x) mod mi(x). Therefore, we can see that we have reduced
the problem of calculating the higher degree polynomials
to that of calculating the product of lower degree polyno-
mials fi and gi, both of degree less than di = deg(mi(x)).
Furthermore, for certain values of di, such as (di ≤ 8), effi-
cient circuits that implement generalizations of theKaratsuba
algorithm [53], [54] can be applied to optimize the number

2In quantum circuits, the and operation is implemented using a Toffoli
gate.

of and operations, implemented as Toffoli gates, required for
modular multiplication.

2) QUANTUM CIRCUIT FOR CRT-BASED MODULAR
MULTIPLICATION
Next, we explain the quantum circuit implementation of the
CRT-based modular multiplication algorithm in four steps.
Our implementation is largely based on [25]; we will state
explicitly where and why our implementation deviates. A
high-level circuit diagram that implements the algorithm is
provided in Fig. 6.

The algorithm calculates the product

c(x) = f (x)g(x) mod p(x) (32)

where p(x) is an irreducible polynomial of degree n. In the
quantum circuit implementation, the inputs and outputs of
the algorithm are as follows. The input to the quantum circuit
consists of three binary polynomials f (x), g(x), h(x) ∈ F2n ,
stored in n-qubit states | f 〉, |g〉 and |h〉, respectively, where
|h〉 serves as the target register for the result of the multiplica-
tion. The quantum circuit maps the input state | f 〉|g〉|h〉 to the
output state | f 〉|g〉|h+ f gmod p〉, where p represents the ir-
reducible polynomial p(x) of degree n provided as part of the
algorithm’s fixed inputs. In addition to the input polynomials,
the algorithm requires a set of pairwise coprime polynomials
m1(x),m2(x), . . . ,mt (x), which define the polynomial m(x)
as their product

m(x) = m1(x)m2(x) . . .mt (x). (33)

Denoting di as the degree of each mi(x), and first computing
the polynomials qi(x) from each mi(x) as described in (31),
the steps of the algorithm are then as follows.

� Step 1 (Residue Computations): Calculate the residue
representations of f (x) and g(x) with respect to each
mi(x)

f i(x) = f (x) mod mi(x) (34)

gi(x) = g(x) mod mi(x) (35)

for i = 1, . . . , t.
In the quantum circuit, these residue computations are
performed using the modular reduction subroutine, de-
scribed in Section V-A, with cnot gates determined
by the matrix Mi. Here, Mi is a di × (n− di) matrix
constructed from themodulus polynomialsmi(x), where
each column k contains the coefficients of xk+di mod
mi(x), for k = 0, 1, . . . , n− 1 − di. As shown in circuit
implementation in Fig. 6, for each i, the effects of this
modular reduction must be uncomputed after Step 2.
This is achieved by reapplying the same modular re-
duction subroutine with input Mi, using the fact that
addition in F2 is its own inverse.

As done in [25], we optimize this step by adding the ma-
trices Mi (used for uncomputing the modular reduction for
loop i) andMi+1 (used for computing the modular reduction
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FIGURE 6. Quantum circuit overview for the CRT-based modular multiplication algorithm [25]. The circuit takes as fixed inputs the irreducible
polynomial p(x) of degree n and the polynomials m(x) = ∏t

i=1 mi (x). It also takes as input two degree-(n − 1) polynomials f (x) and g(x), stored in
separate n-qubit registers. In addition, a target register initially stores the polynomial h(x) and outputs h(x) + f (x)g(x) mod p(x). The first dashed box
corresponds to steps 1–3 of the algorithm for i = 1, . . . , t , while the second dashed box performs step 4 for ω > 0. ModReduce denotes the modular
reduction subroutine, OutMult represents the out-of-place multiplication subroutine, and InMult corresponds to the in-place multiplication subroutine.
These subroutines are described in Section V-A, with the required classical input for each explained in Section V-B2. KMult represents modular
multiplication, described in step 2, using generalized Karatsuba multiplication. However, if deg(mi (x)) > 8, then this modular multiplication is replaced
by a recursive call to the CRT-based modular multiplication algorithm. Lastly, Corr.Coeff is the algorithm that computes the required correction
coefficients, with the circuit shown in Fig. 7.

in the subsequent loop i+ 1). By appropriately padding these
matrices with zeros (ensuring, in particular, that the column
indices indicating the control qubits are correctly retained),
they can be added into a single matrix Mi,i+1, which can
be used as input to the modular reduction subroutine and
therefore reduces the cnot count.

� Step 2 (Residue Products): Compute modular polyno-
mial products

ci(x) = f i(x)gi(x) (modmi(x)) (36)

for i = 1, . . . , t. To compute the above equation in a
quantum circuit, there are two approaches. If the degree
di is greater than 8, we recursively invoke the CRT-
based modular multiplication algorithm. However, if
the degree di of mi is less than or equal to 8, then we
use Karatsuba-like formulae [77], [78], i.e., generalized
Karatsuba multiplication, to compute (36). This method
reduces the multiplication complexity (defined as the

minimum number of multiplications needed to multi-
ply two n-term polynomials) by recursively splitting a
polynomial (in this case of degree di) into smaller parts
and combining their products more efficiently. Standard
Karatsuba multiplication uses k = 2, while generalized
Karatsuba multiplication applies k-way splits, further
reducing the number of multiplications required. More-
over, it is possible to express generalized Karatsuba
multiplication using a v × n matrix T and an l × v ma-
trix R, where v is determined by the number of inter-
mediate terms from the polynomial split and l is the
number of terms in the output. The matrices T and R
are precomputed matrices, depending on the Karatsuba
split that is used, and act on the n-dimensional column
vectors containing the coefficients of f (x) and g(x) [77],
[78]

c = R · [(T · f ) ◦ (T · g)] (37)

where · is the dot product and ◦ is the Hadamard prod-
uct. In this work, we use k-way splits, where k ∈ [3, 8],
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and use the corresponding matrices T and R, as these
values have previously been optimized for minimal gate
count in circuits [53], [54]. Note that this is the step that
incursmost of the Toffoli cost in the CRT-basedmodular
multiplication algorithm. More specifically:
1) If di � 8:We invoke the generalized Karatsuba mul-

tiplication algorithm. This can be implemented via
[25, Algorithm 1], which maps the input state

| f i〉|gi〉|h〉 	→ | f i〉|gi〉|h+ ci〉 (38)

where ci denotes the coefficients of the polyno-
mial ci(x), of a smaller degree than h(x), as defined
in (36). The algorithm takes as input the precom-
puted matrices Tdi and R

′
di
, where R′

di
is the mod-

ularly reduced matrix3 of Rdi . To determine the gate
count, the algorithm proceeds as follows for each
row of T . For each input register | f i〉 and |gi〉, first
find the minimum column index i, where the entry
of T is one. Then, for each column index greater
than i, where the entry of T is one, a cnot gate is
applied, with the control qubit at index i and the
target qubit at the column index. Next, for each col-
umn of R, identify the minimum row index i, where
the entry of R is one. For each row index greater
than i, where the entry of R is one, a cnot gate is
applied in the output register. In addition, for each
row in the matrix T , a Toffoli gate is then applied
with controls qubits in | f i〉, |gi〉 and target qubits in
|h〉. Finally, for every cnot gate applied for the ma-
trices T andR, thesemust be uncomputed by running
the sequence of cnots in reverse. This process is
repeated for each row of T . We take the matrices
Tdi and Rdi from the appendix of [25] and perform
the modular reduction on Rdi by ourselves. Note that
Tdi and Rdi stem from [77] for di = 3, from [53]
for di ∈ {4, 5, 6}, and from [54] for di ∈ {7, 8}. In
this work, we use k ∈ [3, 8] as these values have
previously been optimized for minimal gate count
in classical circuits [53], [54].

2) If di > 8: To compute (38), we recursively call CRT-
basedmodular multiplication algorithmwith the fol-
lowing inputs: the polynomials fi(x) and gi(x) from
Step 1 (each of degree less than di), as well as the
corresponding polynomial part of h(x). That is, the
terms of h(x) with degree less than di. All opera-
tions are performed modulo mi(x). Lastly, the input
includes a polynomial m′(x), analogous to m(x) in
Theorem 1.

� Step 3 (CRT Polynomial: Compute the CRT-
polynomial)

c′(x) =
t∑
i=1

(
ci(x)qi(x) mod m(x)

)
mod p(x) (39)

3That is, R′
di
is obtained from a matrix that performs modular reduction,

with respect to mi(x), acting on Ri.

where each quotient qi(x) can be computed
through (31).

To evaluate each term, (ci(x)qi(x) mod m(x)) mod
p(x), in the above sum, this multiplication can be ex-
pressed as a matrix–vector multiplication using an n×
di matrix Qi, where each column k contains the coeffi-
cients of the polynomial (xkqi(x) mod m(x)) mod p(x).
Note that, the matrix Qi is a nonsquare matrix, so we
cannot directly apply the in-place multiplication sub-
routine.
Nevertheless, this operation can be implemented in

a quantum circuit as follows. First, perform a PLU de-
composition on the matrix Qi. This decomposition ex-
presses Qi as the product of three matrices: an n× n
permutation matrix Pi, an n× di matrix Li, and a di × di
matrixUi, such that Qi = PiLiUi. By multiplying Li and
Ui, we obtain an n× di matrix LUi. When then define
two matrices: Mi consisting of the first di rows and di
columns of LUi, and Ni, consisting of the last n− di
rows and di columns of LUi. Now, to implement the
operation

Qi = Pi

[
Mi

Ni

]
(40)

in a quantum circuit, we proceed by first implementing
the n− di × di matrix Ni via the out-of-place multi-
plication subroutine. The inputs are the control qubits
|h0,...,di−1〉 and the targets qubits |hdi,...,n−1〉. Each off-
diagonal element in Ni corresponds to an application of
a cnot gate, where the column index indicates the con-
trol qubit and the row index indicates the target qubit.
Next, Mi can be realized by the in-place multiplication
subroutine. The input is the di-qubit state |h0,...,di−1〉 and
the di × di matrix Mi is implemented in the circuit via
another PLU-decomposition. Lastly, the n× n permu-
tation matrix Pi can be implemented as a sequence of
swap gates, where each off-diagonal element 1 in P,
i.e., Pi, j = 1 (for i �= j), represents a swap gate between
qubits i and j.
In addition, in the quantum circuit for CRT-based

modular multiplication, an inverse operation must be
applied to the target register prior to Step 2. This en-
sures that the multiplication |h+ Qici〉 is performed,
rather than inadvertently applying multiplication of Qi
to any pre-existing values h in the target register. More
specifically, suppose that the vectorH, corresponding to
the coefficients of a polynomial, is stored in the n-qubit
target register. To implement Step 3 correctly, we must
first apply the inverse of the circuit that implements the
operation Qi, followed by the circuit in Step 2 that adds
Ki, and finally apply the circuit for Qi. It can be verified
that this sequence ensures the desired result H + QiKi,
where Ki is the vector with coefficients of (36).

At this point, we have explained how Steps 1–3 of the
CRT-based multiplication algorithm can be vectorized and
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implemented in a quantum circuit. We further note that in the
circuit implementation, we repeat Steps 1–3 iteratively for
i = 1, . . . , t, resulting in the polynomial c′(x) being stored in
the n-qubit target register. For the final step of the algorithm,
we must consider two cases depending on the degree of the
modulus polynomial m(x), due to the challenges in selecting
pairwise coprime polynomials mi(x) [51]. These challenges
arise from the need to ensure that the product

m(x) =
∏
i

mi(x) (41)

has a sufficiently large degree relative to n, while also min-
imizing the degrees di = deg(mi(x)) so that the generalized
Karatsuba algorithm is effectively employed. The simplest
case to consider is when the modulus polynomial m(x) is
chosen so that deg(m(x)) > 2n− 2 [51]. In this case, the
algorithm has computed the desired product in (32), i.e.,

c(x) = (
c′(x) mod m(x)

)
mod p(x) (42)

and the algorithm terminates at this point. However, if
deg(m(x)) ≤ 2n− 2, then the computed product c′(x) might
not match the desired product c(x). To see this, consider
the case where deg(m(x)) = 2n− 2. When multiplying two
polynomials f (x) and g(x), each of degree n− 1, their prod-
uct can have a maximum degree of 2n− 2. Therefore, after
Step 3, the algorithm will produce the polynomial c′(x) =
( f (x)g(x) mod m(x)) mod p(x) and would cause an unde-
sired modular reduction of the term x2n−2. Fortunately, we
can recover the desired product c(x) by adding a term to c′(x)
[51]

c(x) = c′(x) + (c2n−2m(x)) mod p(x) (43)

where c2n−2 = fn−1gn−1 is referred to as a correction coef-
ficient. This correction process can be generalized for cases
where deg(m(x)) < 2n− 2, which require multiple correc-
tion coefficients [52]. The number of required correction
coefficients is given by

ω = 2n− 1 − deg(m(x)) (44)

and each correction coefficient can be calculated by the fol-
lowing formula:

c2n−2−k =
n−1∑

i=n−1−k
si +

∑
i+ j=2n−2−k,

n>i> j

si, j (45)

where k = 0, . . . , ω − 1, si = figi, and si, j = ( fi + f j ) (gi +
g j ). For example, if the deg(m(x)) = 2n− 3, then two cor-
rection coefficients, c2n−2 and c2n−3, are required. Note that
it is customary in the literature to indicate the use of a cor-
rection step by adding the symbolic term (x− ∞) to m(x).
We present a corrected quantum algorithm for calculating

the required correction coefficients in (45) for a specified ω.
Our algorithm for computing the correction coefficients is an
in-place algorithm and works as follows: first, for all k, the
algorithm computes the first sum in (45), ensuring that the
bitstring of the target qubits is preserved. Then, for all k, it

proceeds to calculate the second sum, with details provided
in the quantum circuit shown in Fig. 7. This algorithm is
based on the approach in [25]. However, their circuit does not
always preserve the existing bitstring in the target register.
We have corrected their algorithm by adding the sequence of
cnots preceding the first Toffoli gate and present an in-place
circuit for calculating the correction coefficients. The algo-
rithm requires ω + (ω2/4) Toffoli gates and 2(ω − 1) + ω2

cnots if ω is even, and ω + (ω2 − 1)/4 Toffoli gates and
2(ω − 1) + ω2 − 1 cnots if ω is odd. In addition, we opti-
mize our algorithm to reduce the cnot count. Specifically,
we minimize the cnot gates required to calculate the second
sum in (45): for each loop i in the algorithm that computes
the second sum, the cnot gates immediately preceding the
Toffoli gates can be propagated forward into a layer of cnot
gates, while the cnot gates immediately following the Tof-
foli gates can similarly be propagated backward. Then, by
using the cnot identity

we can remove redundant cnot gates between the cal-
culations for successive indices i and i+ 1. The optimized
circuit requires 4(ω − 1) + ω2/2 cnots if ω is even, and
4(ω − 1) + (ω2 − 1)/2 cnots if ω is odd.

� Step 4 Correction: If deg(m(x)) ≤ 2n− 2, then com-
pute the remainder coefficients

c2n−2, c2n−3, . . . , c2n−1−ω (47)

for ω = 2n− 1 − deg(m(x)) and compute the final
product c(x)

c(x) = c′(x)

+
2n−2∑

i=2n−1−w

ci
((
xi
)+ (

xi mod m(x)
))

mod p(x).

(48)

The implementation of the correction step in the quan-
tum circuit is analogous to Steps 2 and 3 of the al-
gorithm. Specifically, the multiplication by the term
((xi) + (xi mod m(x))) mod p(x), in (48), can be rep-
resented as an n× ω matrix H∞. As in Steps 2 and 3,
the quantum circuit that implements (48) is as follows.
Run the circuit for H∞ in reverse to undo its action on
the target register. Compute the correction coefficients
in (47) using the circuit in Fig. 7. Run the circuit that
implements H∞.
The circuit that implements H∞ is similarly imple-

mented via PLU-decomposition. As in Step 3, H∞ is
decomposed via a PLU decomposition and then equiva-
lently rewritten in terms of an n× n permutation matrix
P∞, a w × w matrix M∞, and an (n− ω) × ω matrix
N∞. ThematrixH∞ can then be realized in the circuit by
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FIGURE 7. Quantum circuit for calculating correction coefficients for ω = 7. The inputs to the algorithm are two polynomials f and g of maximum degree
n − 1, and a target register of size ω storing arbitrary coefficients h0, . . . , hω−1. The output consists of the addition of correction coefficients
c2n−1−ω, . . . , c2n−3, c2n−2 stored in the target register. The circuit works as follows: first, for all k = 0, . . . , ω − 1, it computes the first sum in (45). After
the first vertical dashed line in the circuit, the algorithm proceeds to compute the second sum in (45)). Specifically, for each k = 0, . . . , ω − 1, the
algorithm starts by computing terms in the sum corresponding to i = n − 1 satisfying i + j = 2n − 2 − k (where j = n − k − 1). After the next vertical line,
where similarly for each k = 0, . . . , ω − 1 and i + j = 2n − 2 − k, the circuit then computes terms for i = n − 2 (where j = n − k), followed by i = n − 3
(where j = n − k + 1). This process is further repeated for subsequent indices i and j satisfying i + j = 2n − k − 2 and n > i > j. The final output of the
circuit consists of the coefficients h0 + c2n−ω−1, . . . , hω−1 + c2n−2.

an out-of-place multiplication (determined by N∞), an
in-place multiplication subroutine (determined byM∞),
and a sequence of swap gates determined by P∞.

We will now discuss the input choices for the quantum
circuit and how they affect the resource estimates. The in-
put to the CRT-based modular multiplication algorithm re-
quires a modulus polynomial m(x), which is the product
of pairwise coprime polynomials mi(x). How this m(x) is
chosen can affect the gate count and in particular the Tof-
foli count. Suppose the degree of m(x) is chosen such that
deg(m(x)) > 2n− 2. If n is large, e.g., n = 283 571, then
attaining deg(m(x)) > 2n− 2 may require introducing many
higher degree polynomials mi(x) with degrees exceeding
8. This could lead to multiple recursive calls to the algo-
rithm, which would incur significant gate costs, particularly
in terms of Toffoli gates. On the other hand, if n is small, e.g.,
n = 163 233, then attaining deg(m(x)) > 2n− 2 could be
achieved by adding polynomials mi(x) with relatively small
degrees. This approach would also incur gate costs resulting
in calls to the generalized extended Karatsuba algorithm. For
the k(∈ [3, 8])-way Karatsuba split used in the algorithm, the
exact gate cost can be found in [25]. Alternatively, suppose
that the degree of m(x) is chosen such that deg(m(x)) ≤
2n− 2. In this case, the extra cost comes from calls to the
circuit for calculating correction coefficients, which becomes
more expensive as the number of correction steps increases,
leading to a higher count of Toffoli gates. Therefore, the
choice of modulus polynomials impacts the overall Toffoli

gate count; there is a tradeoff between adding mi(x) and the
cost of computing correction coefficients.
Repeated calls to the CRT-based modular multiplication

algorithm, for large n, are costly compared to computing a
few correction coefficients. For smaller n, one could increase
the number ofmi(x) polynomials to attain deg(m(x)) > 2n−
2, resulting in additional calls to the generalized Karatsuba
algorithm.While correction steps can reduce costs, requiring
more correction terms also adds to the gate cost. Thus, there
is a tradeoff in the Toffoli gate cost. A similar tradeoff in AV
should apply as well. In practice, when choosing the poly-
nomial m(x), we have adopted a greedy and likely nonopti-
mal approach, increasing the number of polynomials mi(x)
until deg(m(x)) > 2n− 2, while avoiding recursive calls to
the algorithm in favor of correction steps where possible.
This approach can be potentially be improved by choosing
m(x) more optimally in both Toffoli count and AV, but we
do not pursue it here as we anticipate the improvement to
be minimal. Note that in the work of Kim et al. [25], for
n = 283 571, the degree of m(x) for the modulus polynomi-
als listed in Table 10 does not satisfy the stated number of
required correction coefficients. The polynomials m(x) we
have used in this work are listed in Table 10.

C. MODULAR INVERSION
The computation of modular inverses is the most resource-
intensive arithmetic operation in elliptic curve point addition.
In this work, we will compute inverses using algorithms
based on FLT as FLT-based inversion algorithms have sig-
nificantly lower Toffoli gate costs compared to algorithms
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TABLE 10. Modulus Polynomials Used for CRT-Based Modular Multiplication

using the extended GCD [16], [24], [26]. This method re-
quires repeated use of the modular multiplication subrou-
tine, which is costly in terms of Toffoli gates. However, this
comes at the cost of needing more ancilla qubits, whereas
GCD-based algorithms, while requiring fewer qubits overall,
incur a much higher Toffoli gate count. In this work, we
will use the inversion algorithm from [26] because it has the
lowest qubit count—competitive to the GCD-based inversion
algorithm—among FLT-based inversion algorithms. The in-
put to the algorithm is the state | f 〉|0〉R·n, which is mapped to
| f 〉| f−1〉|garbage〉|0〉n, where |garbage〉 is of size (R− 2)n
qubits and R is a parameter dependent on the algorithm’s
classical input. The n-qubit states | f 〉 and | f−1〉 encode the
polynomials f (x) and f (x)−1, respectively. In the following
sections, we outline how the FLT theorem can be used to
compute modular inverses. Then, we describe the quantum
implementation. Lastly, we discuss the optimizations applied
to the algorithm, the chosen input parameters, and their im-
pact on resource estimation.

1) MODULAR INVERSION VIA FLT
Given a polynomial f (x) ∈ F∗

2n , computing its inverse
f−1(x) ∈ F2n can be computed via FLT [50] as

f 2
n−2 = f−1 mod p(x) (49)

where n is the degree of the irreducible p(x), and we use the
notation f instead of f (x) for convenience. In addition, from
here on, we will adopt the shorthand f x := 〈x〉.

Equation (49) can be computed efficiently by the classi-
cal algorithm by Itoh and Tsujii [50]. This algorithm takes
as input f 1 = 〈220 − 1〉 and computes successive powers of
f through repeated squaring and multiplications. Specifi-
cally, it calculates 〈221 − 1〉, 〈222 − 1〉, ..., 〈22k1 − 1〉, where
k1 = �log(n− 1)�. Next, using the polynomials computed
in this step, these intermediate results are combined to ob-
tain 〈2n−1 − 1〉, which is then squared to produce the de-
sired polynomial 〈2n − 2〉 = 〈−1〉. A quantum circuit that
implements this method for computing inverses was first
described in [58] and requires k1 + t − 1 Toffoli gates and
n · max (k1 + t − 1, k1 + 1) ancilla qubits., where t ≤ k1 +
1 [16].

This method for computing inverses can be generalized
to reduce the resource count—in some cases, reducing the
Toffoli gate count [24]—or to reduce the ancilla qubits re-
quired [26]. The key observation is that the exponents of 2,
calculated in the Itoh and Tsujii algorithm, can be observed to
be a specific addition chain4 for n− 1. To see this, consider
an example for n = 163. Using the Itoh and Tsujii algorithm,
we would compute 〈22i − 1〉 for i = 1, . . . , 7, and then com-
bine the previous polynomials to obtain 〈227+25 − 1〉 and
〈227+25+21 − 1〉 = 〈2n−1 − 1〉. By expressing the exponents
of 2 as an addition chain for n− 1 = 162, we have{

20, 21, 22, 23, 24, 25, 26, 27, 27 + 25, 27 + 25 + 21
}

= {1, 2, 4, 8, 16, 32, 64, 128, 160, 162} . (50)

Note that the length l of the addition chain (not in-
cluding the first term) is 9. There are seven terms
{2, 4, 8, 16, 32, 64, 128}, whichwe refer to as doubled terms,
and two terms, {160, 162}, which we refer to as added terms.
Every doubled term is computed by doubling its previous
term, and every added term is computed by adding any two of
its previous terms. The algorithms in [24] and [26] allow the
use of arbitrary addition chains to calculate n− 1. For exam-
ple, consider an alternative addition chain for n− 1 = 162

{1, 2, 3, 6, 9, 18, 27, 54, 108, 162}. (51)

This chain also has a length of 9; however, note that it con-
tains five doubled terms {2, 6, 18, 54, 108} and four added
terms {3, 9, 27, 162}. In the next section, we will explain
how addition chains are used to compute inverses in quantum
circuits, which will clarify how properties of the addition
chain affect the gate count. For now, it is important to note
that the length of the chain l corresponds to the number of
modular multiplications required (i.e., Toffoli gates), and that
computing doubled terms is more resource-intensive in terms
of cnot gates compared to computing added terms, which
we discuss below. Thus, in this case, computing inverses

4An addition chain for a nonnegative integer n− 1 is a sequence α0 =
1, α1, α2, . . . , αl = n− 1, with the property that each αi, after α0, is ob-
tained by adding two earlier terms (not necessarily distinct). The number l
is called the length of the addition chain.
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FIGURE 8. Quantum circuit for computing the modular inverse for n = 163 using the FLT-based inversion algorithm from [26]. The circuit is split into two
parts: the top circuit represents the first half, while the bottom circuit corresponds to the second half. The circuit takes as input an irreducible
polynomial p(x) of degree n and a polynomial f (x) ∈ F

∗
2n . The input polynomial f (x) is stored in register g0, and its computed inverse f (x)−1 is stored in

the g1 register. The algorithm requires R n-qubit ancilla registers, where R = 2l − l̃ + 1. At the end of the algorithm, the g5 register is cleared to the |0〉n

state. The addition chain used in this example can be found in Table 11. As in Fig. 3, the “→” marks the target registers whose values are modified by
modular multiplication and addition. The squaring operation is denoted by “Sq,” and k consecutive squaring operations are denoted “Sqk .” Each vertical
dashed line indicates the computation of a doubled or added term in the addition chain. The highlighted sections of the circuit correspond to the
clearing steps of the algorithm, specifically the terms {6, 3, 2} and {27, 18} in the given addition chain example.

with the addition chain in (51) requires fewer cnot gates
compared to the addition chain (50).
However, a further observation can bemade. Suppose each

term α in the addition chain, corresponding to a polynomial
〈2α − 1〉, must be stored in an n-qubit register within the
circuit. Notice that some terms in the addition chain are not
reused later in the computation. Consequently, these terms
can potentially be cleared—i.e., the corresponding registers
can be returned to the |0〉n state—and the cleared registers
can then be reused to compute subsequent terms in the chain.
For example, consider the addition chain for n− 1 = 162

{1, 2, 3, 6, 9, 6, 3, 2, 18, 27, 54, 27, 18, 108, 162}. (52)

In this addition chain, there are now decreasing terms that
indicate which polynomials can be cleared during the algo-
rithm. According to (52), the algorithm takes as input the
register that stores the polynomial 〈21 − 1〉 and then pro-
ceeds to compute the polynomials 〈22 − 1〉, 〈23 − 1〉, 〈26 −
1〉, and 〈29 − 1〉, corresponding to {2, 3, 6, 9}, which are
stored in distinct n-qubit registers. Subsequently, the decreas-
ing terms {6, 3, 2} indicate that the registers storing 〈26 −
1〉, 〈23 − 1〉, and 〈22 − 1〉 can be cleared. This is because the
terms are not reused in the addition chain and, importantly,
can be cleared using previously stored polynomials. Explic-
itly, the following holds.

1) 〈26 − 1〉, corresponding to {6}, can be cleared using
〈23 − 1〉, corresponding to {3}.

2) 〈23 − 1〉 can be cleared using the previously computed
polynomials 〈22 − 1〉 and 〈21 − 1〉.

3) 〈22 − 1〉 can be cleared using the polynomial 〈21 − 1〉.
Similarly, the terms {27, 18} indicate that registers storing

〈227 − 1〉 and 〈218 − 1〉 can also be cleared. However, this

clearing process—i.e., returning a register to the zero state
for reuse—comes at a cost. Each term that is cleared requires
a modular multiplication and may also involve additional
squaring operations. However, the upshot of this clearing
process is significant: for a slight increase in the number of
multiplication operations, we can approximately halve the
number of ancilla qubits required for inversion for our values
of n = 163 233 283 571. The total number of required ancilla
qubits is Rn, where R = (2l − l̃ + 1), l̃ is the length of the
addition chain (excluding the initial term 1), and l is the
number of strictly increasing terms in the addition chain (also
excluding the initial term 1). Note that the clearing process
can be omitted to further reduce the Toffoli count [24], but
this significantly increases the number of ancilla qubits re-
quired. The resource estimates for this inversion algorithm
without the clearing process are given in Table 12.

2) QUANTUM CIRCUIT FOR FLT-BASED MODULAR
INVERSION WITH ADDITION CHAINS
In this section, we outline how to implement the quan-
tum circuit for FLT-based modular inversion with addition
chains [26]. We provide an explicit inversion circuit for
n = 163 in Fig. 8.

To compute f−1, the inversion algorithm [26] takes as
input an addition chain of l̃, excluding the first term, and
the state | f 〉|0〉R·n. The output state is | f 〉| f−1〉|garbage〉|0〉,
where |garbage〉 is of size (R− 2)n. The number of ancilla
qubits required is given by Rn, where R = (2l − l̃ + 1). The
number of modular multiplications is determined by l̃, and
the number of cnot gates depends on the added and doubled
terms in the addition chain. At the end of the inversion algo-
rithm, the first ancilla register contains the result f−1, and an
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ancilla register is cleared to the |0〉n state. This cleared regis-
ter will be exploited and use to store intermediate arithmetic
results (see Section III).
To explain the algorithm, and without loss of generality,

consider the following addition chain:

{α, β, γ , δ, γ , β} (53)

where α, β, γ , and δ are nonnegative integers
such that α < β < γ < δ, β is a doubled term
(β = 2α), γ is an added term such that γ = α + β, and
δ is a doubled term (δ = 2γ ). We now demonstrate how
each term ν in the addition chain—whether a doubled or
added term—corresponding to 〈2ν − 1〉 is computed and
then cleared within a quantum circuit [24], [26].

� Computing a doubled term: Suppose we have a term α

in the addition chain that we want to double, i.e., β =
2α. This corresponds to a register gi (for some index i)
storing the polynomial 〈2α − 1〉. To compute β = 2α,
proceed as follows. Using the binary addition subrou-
tine, add the polynomial stored in register gi to h, where
h is initially in the |0〉n state, resulting in h = 〈2α − 1〉.
Next, apply the squaring operation to h, α number of
times, resulting in h = 〈2α − 1〉2α

. Then, apply modular
multiplication to the polynomials stored in gi and h,
outputting the result in a register gi+1, which is in the
state |0〉n. This results in

gi+1 = 〈2α − 1〉2α 〈2α − 1〉 = 〈22α − 1〉 (54)

where β = 2α is desired doubled term in the addition
chain. Lastly, to clear h, apply the circuit for squaring in
reverse, α times, and add gi to h. This last step ensures
that h is returned to its initial state |0〉n and can be
reused.

� Computing an added term: Suppose we have terms α

and β in the addition chain that we want to add, where
this corresponds to a register gi storing 〈2α − 1〉 and
gi+1 storing 〈2β − 1〉, respectively. To compute γ =
α + β, proceed as follows. Apply the squaring oper-
ation to gi+1, α number of times, resulting in gi+1 =
〈2β − 1〉2α

. Then, apply modular multiplication to the
polynomials stored in gi and gi+1, outputting the result
in a register g j, (which initially is in the state |0〉n). This
results in

g j = 〈2α − 1〉〈2β − 1〉2α = 〈2α+β − 1〉 (55)

where γ = α + β is the desired added term in the ad-
dition chain. Notice that the register gi+1 now stores
〈2β − 1〉2α

; therefore, if β is reused, thenwewould need
to undo the squaring operations.

The addition chain in (53) indicates that we can clear, in
order, the registers containing 〈2γ − 1〉 and 〈2β − 1

〉
, corre-

sponding to the terms γ and β, respectively. The clearing
process, returning a register to the |0〉n state, entails revers-
ing the operation used to compute the term. Specifically,
this involves, potentially squaring (or an inverse squaring)

operation, reapplying the corresponding operation (whether
doubling or addition), and then performing binary addition.
Since adding a polynomial to itself twice results in zero,
the register is effectively reset to the |0〉n state. This process
can be performed as long as the terms in the addition chain
are not reused later, and the corresponding polynomial re-
mains present and stored in the quantum circuit at the time of
clearing.

� Clearing an added term: Suppose we want to clear the
register g j containing the polynomial corresponding to
the added term γ = α + β. We have that 〈2β − 1〉2α

is
stored in register gi+1, and 〈2α − 1〉 is stored in register
gi, from the previous steps of the algorithm.5 To clear
the register g j, applymodular multiplication to the poly-
nomials stored in gi and gi+1, outputting the result in
the register g j, which contains the polynomial 〈2γ − 1〉.
This results in

g j = 〈2γ − 1〉 + 〈2γ − 1〉 = 0 (56)

hence, the register g j is cleared to the |0〉n state.
� Clearing a doubled term: Suppose we want to clear
the register containing the polynomial corresponding to
the doubled term β = 2α. From the previous steps of
the algorithm, 〈2β − 1〉2α

is stored in register gi+1, and
〈2α − 1〉 is stored in register gi. To clear the register,
gi+1 we first apply the circuit for squaring in reverse, α
times, resulting in gi+1 = 〈2β − 1〉. Then, the process
is similar to that of computing a doubled term. Add the
polynomial stored in register gi to h, where h is initially
in the |0〉n state. Next, apply the squaring operation to h,
α number of times. Then, apply modular multiplication
to the polynomials stored in gi and h, outputting the
result in the register gi+1

gi+1 = 〈2β − 1〉 + 〈2β − 1〉 = 0. (57)

This has now cleared the gi+1 register to the |0〉n state.
The above description shows how to compute/uncompute

each term (either a doubled or added term) in the addition
chain in a quantum circuit. The last term in the addition chain
corresponds to calculating 〈2n−1 − 1〉. Lastly, to compute
the inverse, we simply square the term 〈2n−1 − 1〉 to obtain
〈2n − 2〉 ≡ 〈−1〉.

We briefly comment on optimizations performed in the re-
source estimation. In the algorithm, there are many repeated
consecutive calls to the modular squaring operation—for ex-
ample, to double the term γ , one would need to perform γ

squaring operations (as well as running the inverse of this
circuit to clear the register). As discussed in Section V-A,
there are two approaches one could use: perform each
squaring operation separately in the circuit or combine the

5If this is not the case, e.g., for a different addition chain where the

register gi+1 contains 〈2β − 1〉2k for some integer k, and then apply the
necessary squaring (or inverse) operation to ensure the exponent is 2α , i.e.,
〈2β − 1〉2α

.
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TABLE 11. Addition Chains for Values of n Used in This Work for the
Inversion Algorithm from [26]

TABLE 12. Costs of Computing f−1(x) mod p(x) Given f (x) Via the
FLT-Based Inversion algorithm [24], Using the Addition Chains in Table 11
Without the Clearing Process

consecutive squaring operations into one operation, and then
implement this in the circuit. In our resource estimation, we
numerically calculated both methods and chose the method
with a smaller cnot count. A similar optimization was also
applied in [26], although it is unclear to us whether our
method coincides with theirs. The resource estimates for the
FLT-based inversion algorithm from [26], using the addition
chains in Table 11 and the clearing process, are summarized
in Table 3. Note that the gate counts reported in [26] are
derived using the circuits from [25] without our corrections
and optimizations in the modular multiplication routine.
Lastly, we note that the Toffoli count in the inversion algo-

rithm can be reduced if the clearing process is omitted [24].
In this case, one can use the algorithm from [24], which
takes as input | f 〉|0〉l·n and outputs | f 〉|garbage〉| f−1〉, with
|garbage〉 being of size (l − 1)n. This approach reduces the
number of modular multiplications to l but increases the
ancilla qubit requirement to l · n. The resource estimates for
this inversion algorithm, using the addition chains in Table 11
without the clearing process, are provided in Table 12. Note
that the gate counts reported in [24] are derived using the
circuits from [25] without our corrections and optimizations
in the modular multiplication routine.
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