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Implementation Security in Quantum Key Distribution

Victor Zapatero,™ Alvaro Navarrete,* and Marcos Curty

The problem of implementation security in quantum key distribution (QKD)
refers to the difficulty of meeting the requirements of mathematical security
proofs in real-life QKD systems. Here, a succint review is provided on this
topic, focusing on discrete-variable QKD setups. Particularly, we discuss some
of their main vulnerabilities and comment on possible approaches to

overcome them.

1. Introduction

Almost forty years after its conception,!! quantum key distribu-
tion (QKD) has become a mature technology excelling among
quantum information applications, with dedicated companies
providing QKD services,[>%] metropolitan QKD networks being
deployed around the globe,/”"'?] record secret key rates and trans-
mission distances being achieved over optical fibers,*18 and
a space-ground integrated QKD backbone being extended over
thousands of kilometers!" in China.

The crucial cryptographic advantage of QKD is that it allows for
information-theoretically secure key exchange through an inse-
cure channel,?” which provides a unique solution for long-term
communication security. More specifically, while the security of
standard public-key cryptosystems presumes computational lim-
itations on a potential adversary, mathematical QKD security
proofs rely on fundamental properties of quantum mechanics—
such as the unclonability!?!l of quantum states or quantum
entanglement!??l—together with models of the behavior of the
physical devices involved in a QKD protocol.?*] To put it an-
other way, QKD security stems from unique physical-layer prop-
erties, which is a double-edged sword: on the one-hand, it elim-
inates the need for computational assumptions that become in-
creasingly weaker over time, but on the other hand, it is signifi-
cantly dependent on the proper characterization of the quantum
communication hardware. The latter observation gives rise to a
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variety of concerns regarding the secu-
rity of QKD implementations, and in this
review we unravel some of the intrica-
cies of this topic. To be more specific,
we recall that two different variants exist
for the deployment QKD: discrete-variable
QKD—which encodes the key informa-
tion discretely in, say, the polarization or
the phase of individual photons, and typ-
ically uses single-photon detection—and
continuous-variable QKD—which encodes the key information
in the quadratures of the electromagnetic field and typically uses
coherent detection—. In this context, the present work is dedi-
cated to the former approach.

As is customary in the literature on QKD, in what follows we
often refer to the honest parties trying to establish a secret key as
Alice and Bob, and to the eavesdropper in the quantum channel
as Eve.

2. Implementation Security

To state it shortly, if the assumptions invoked by the security
proof of a QKD protocol are not met exactly in a real imple-
mentation, the security of the implementation does not follow.
In particular, QKD security proofs typically rely on mathematical
models of the QKD equipment, which opens the door for mis-
characterization loopholes. This is problematic given the com-
plexity of QKD hardware and our engineering limitations, which
prevent us from fully controlling the operation of the devices. On
top of it, faithfully describing the functioning of a QKD trans-
mitter or receiver with which an adversary can arbitrarily inter-
act is a major challenge, as illustrated by the rich literature on
quantum hacking.*2%]. This includes a variety of quantum hack-
ing attacks successfully implemented,[?-3!] a rapidly growing list
given the non-stop emergence of new adversarial strategies.[32-]
For these reasons, rigorously quantifying the level of security of
QKD implementations is a difficult task, an issue we refer to as
the implementation security of QKD. In fact, the problem of im-
plementation security is also a threat for conventional cryptosys-
tems, but it is probably more severe for QKD, being this an emi-
nently hardware solution.

Fortunately, outstanding theoretical and experimental efforts
are being made to address this problem. For at least two decades,
theorists have been devising new QKD protocols and security
proofs are more and more robust to experimental imperfections,
and experimentalists have developed special-purpose hardware
for optical quantum communications, getting closer and closer
to the specifications of the theoretical security proofs.

In a deeper level, the security proofs follow the so-called real-
world versus ideal-world paradigm,!*! in which the security of
a protocol is quantified by measuring its distinguishability from
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an ideal execution of the cryptographic task under consideration.
Particularly, the ideal functionality of QKD is defined by the fol-
lowing two requirements on the output key: it must be uniformly
distributed and uncorrelated from the knowledge of Eve (secrecy
requirement), and Alice and Bob must hold identical copies of it
(correctness requirement). In order to evaluate the distinguisha-
bility of a QKD protocol from this ideal functionality, very diverse
assumptions are typically presumed. From the implementation
point of view, an inevitable premise seems to be the proper isola-
tion of the parties’ QKD labs. Indeed, since the exchange of quan-
tum signals requires that the labs be connected to the outside
world through a quantum channel, this assumption already gives
rise to implementation issues, with information being potentially
leaked in different ways, both active and passive. Furthermore, in-
formation leakage (IL) can also occur through classical channels,
via e.g., electromagnetic radiation, power consumption, or covert
channels in sabotaged QKD hardware inter alia.

Generally speaking, passive information leakage in the quan-
tum channel arises due to the mis-modeling of either the quan-
tum states prepared in the QKD transmitter or of the quantum
measurements performed in the QKD receiver. A paradigmatic
example is given by the so-called photon-number splitting attack
against the ideal BB84 protocol, originally suggested in ref. [40]
and extensively discussed in e.g. ref. [41]. Essentially, the attack is
based on photon counting and may reveal Eve the bit values re-
dundantly encoded in multi-photon pulses without introducing
errors. This is so because multi-photon pulses provide Eve with
perfect copies of the state of the single-photon pulses, thus by-
passing the limitations imposed by the no-cloning theorem.?!]
Security-wise, the problem is not the presence of multi-photons
in the states emitted by the laser, but rather the assumption that
individual photons are being prepared. Indeed, a more realistic
approach accounting for the presence of multi-photons consists
of modeling the laser pulses as phase-randomized weak coher-
ent states!*?] when the laser is driven under gain-switching con-
ditions. Within this model, the threat of photon-number splitting
attacks can be overcome by using the decoy-state method,[*>*]
which consists on randomly alternating among various intensi-
ties in the QKD transmission. Irrespectively of Eve’s attack, the
detection statistics of the different intensities allow to tightly es-
timate the detection statistics of the single-photon pulses, from
which the provably secure key length can be calculated.

In the following, we address several other implementation se-
curity breaches, separately discussing receiver vulnerabilities and
transmitter vulnerabilities in different sections. Coming next, we
shortly present the device-independent (DI) approach to QKD
and the threat of malicious/sabotaged devices, to finally end up
the review with some prospects and concluding remarks.

3. Receiver Vulnerabilities

The receiver is widely regarded as the most vulnerable element of
a QKD scheme. This is mainly attributable to its need to be open
to interactions for signal measurement purposes, thereby provid-
ing Eve opportunity to readily interact with it and manipulate its
operation. Moreover, inevitable imperfections offer an exploitable
scenario for Eve to enhance her malicious interventions.

For instance, most security analyses assume that all detectors
at the receiver have the same detection efficiency. This facili-

Adv. Quantum Technol. 2025, 8, 2300380 2300380 (2 of 11)

www.advquantumtech.com

tates the merging of detection inefficiency and channel trans-
mission loss under adversary control, allowing the use of con-
ventional security-proof techniques in a simpler model with
higher effective channel loss and ideal single-photon detectors
(SPDs). In general, however, the detector’s response to a photon
often depends on various degrees of freedom—e.g., frequency,
space,l**®] arrival time, or polarization!*l—which may not in-
tentionally play a role in the encoding. This allows Eve to perform,
e.g., a fake-state attack,’®5!] a particular type of intercept-and-
resend attack in which Eve randomly measures Alice’s signals in
one of the BB84 bases—if we consider this particular protocol—
and then resends the state corresponding to the inverse of her
bit guess in the opposite basis at a time when Bob’s detector as-
sociated with that inverse bit has a significantly lower efficiency
than the other detector. If Eve’s and Bob’s measurement bases
are not in agreement, the signal resent by Eve will only collide
with the low-efficiency detector and rarely trigger it. If their bases
match, the signal will be distributed between the two detectors,
but the one associated with the opposite of Eve’s bit guess will be
activated with lower probability. Eve could also perform a time-
shift attackl?”°2] by simply shifting the arrival time at Bob’s side
of each signal sent by Alice to a time instance where the sensi-
tivity of one detector far exceeds that of the other. In the most
extreme scenarios—where one detector is completely insensitive
while the other remains receptive—either of these attacks would
allow Eve to learn the entire secret key without being detected.

SPDs might also suffer from backflash radiation, whereby pho-
tons are emitted upon a detection event due to the recombi-
nation of electrons with holes within the avalanche breakdown
region.>3-%1 While the backflash photons carry no information
about the detected states, they have the potential to reveal infor-
mation about the internal state of the receiver’s components that
they encounter while traveling to the channel, which may lead
to IL about the final key. Indeed, IL about the receiver’s internal
configuration can even be actively induced by Eve via a Trojan-
horse attack®’-! (THA). In a THA, Eve injects bright light into
the receiver—usually opting for a wavelength that avoids detector
triggering at Bob—which then undergoes reflections within the
internal components of Bob’s receiver, thereby conveying sensi-
tive information to the channel.

The THA is an example of an attack in which Eve not only
exploits existing imperfections to enhance her eavesdropping ca-
pabilities, but she interacts with Bob’s devices to create new vul-
nerabilities. The best known instance of this kind is the so-called
blinding attack,[28:2936:37.60-64] in which Eve injects strong light
into the receiver’s single-photon avalanche diodes (SPADs) to
make them operate in linear mode rather than Geiger mode. As
a result, the detectors no longer function as SPDs but as conven-
tional photodiodes. This can be later used to manipulate the de-
tectors’ clicking behavior by sending them classical light of prop-
erly chosen intensity.

Indeed, the blinding attack can be regarded as an instance of
a broader class of intercept-and-resend attacks called detector-
control attacks, where Eve does not try to replicate Alice’s original
states, but instead resends light pulses—classical or quantum—
that manipulate Bob’s detections such that they can only pro-
duce a click when the signals resent by Eve match those of Al-
ice. Another example is the after-gate attack,!®! which targets
gated SPADs. Here, Eve forces Bob’s detectors to operate in
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linear mode by sending him strong signals just after the gating
process, when the detectors are no longer in Geiger mode. In gen-
eral, a detector-control attack is feasible if the detector exhibits
a higher detection probability for multiple, nearly simultaneous
photons—compared to separate, temporally distinct photons—a
phenomenon termed superlinear behavior.[®6:¢7]

The dead time of the SPDs may also open up potential vul-
nerabilities. Typically, the receiver only acknowledges detections
that occur within a certain time window to minimize dark counts.
This allows Eve to send light pulses to Bob before Alice’s trans-
mitted pulses reach the receiver, with the aim of triggering cer-
tain detectors at Bob’s sidel*%) before the window is open. Since
these detectors need time to reset, they cannot be triggered
again in the same transmission round by Alice’s original signals.
Therefore, Eve can be confident that any subsequent detection
announcement in that round must be attributed to the remain-
ing operative detector(s).

Lastly, it has been demonstrated!®®%! that Eve could even use
laser illumination to irreversibly modify some characteristics of
the detectors—such as their detection efficiency and dark count
rate—thereby creating permanent exploitable vulnerabilities in
the receiver.

The previous examples represent common vulnerabilities in
QKD receivers that require comprehensive risk mitigation strate-
gies. Hardware-wise, a rigorous device calibration of the re-
ceiver’s components is essential. For this, routine calibration
intervals—monitoring parameters such as current, voltage, tem-
perature, and detection efficiency—of Bob’s detectors might help
to ensure their correct functioning throughout the QKD session.
To defend against invasive attacks from Eve—such as blinding at-
tacks or THAs—optical isolators, circulators, and narrow spectral
filters are often used to restrict any incoming light to the appro-
priate wavelength in Bob’s receiver. In addition, optical fuses and
power limiters can be used to limit the intensity of the incoming
light from the channel. Moreover, the use of watchdog detectors
with different response times also enables continuous monitor-
ing of potential light-injection attempts by Eve.

An additional countermeasure against active IL is the imple-
mentation of passive receivers.'®’%l This type of receiver pas-
sively distributes the incoming signals across the measurement
bases, preventing the leakage of basis information to Eve via
a THA.

With respect to the detector efficiency mismatch, a practi-
cal hardware solution is to use a four-state QKD receiver!’!”?]
equipped with a single detector. In such a scheme, Bob randomly
chooses not only the measurement basis, but also the bit to be
measured. Indeed, this four-state idea can also be extended to
two-detector receivers,[?] being in this case similar to randomly
switching between the two detectors in every round. This guar-
antees that the detection efficiency associated to each bit value is
the same.

From a theoretical point of view, considerable effort has been
devoted to characterize the vulnerabilities of the devices and to
incorporate these imperfections into the security proofs, a prime
example being the GLLP framework.[”3] Specifically, a prelimi-
nary security analysis against backflash radiation has been dis-
cussed e.g. in Ref. [54]. Also, as demonstrated in Ref. [74-78],
a well-characterized, stable detection-efficiency mismatch can be
incorporated into the security proof, albeit under the premise that
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Figure 1. Illustration of an MDI-QKD setup. Alice and Bob send decoy-
state BB&4 pulses to an untrusted intermediate party, who performs a Bell-
state measurement (BSM). EN: bit/basis encoder; IM: intensity modula-
tor; BSM: Bell-state measurement.

Eve cannot add photons to the transmitted signals. Remarkably,
recent numerical(”®! and analytical® security analyses have ef-
fectively removed this assumption.

Withal, there exists an ultimate solution that rules out
all security loopholes concerning the receiver units, namely,
interference-based QKD, such as measurement-device-
independent®!! (MDI) or twin-field®?! (TF) QKD.

3.1. Interference-Based QKD

In MDI-QKD both Alice and Bob play the role of transmitters,
sending BB84 states to an intermediate party—say, Charles—
who jointly measures the incoming signals and publicly an-
nounces the measurement results (see Figure 1). The key feature
of MDI-QKD is that its security does not rely on the integrity of
Charles, who may even be Eve. Essentially, this is because MDI-
QKD can be seen as a time-reversed Einstein-Podolsky-Rosen
(EPR)-based QKD protocol.[8384

In an EPR-based protocol, Alice and Bob each prepares an
EPR pair and send one half to Charles, who performs a Bell-
state measurement. Subsequently, Charles publicly announces
the measurement results, and Alice and Bob randomly perform
Z and X measurements—defined by the qubit states {|0),|1)}
and {(|0) + |1))/\/§, 10y — |1))/\/§}, respectively—on their re-
spective halves. Note that Charles’ measurement and announce-
ment serve as a mechanism for entanglement swapping, result-
ing in Alice’s and Bob’s local systems being left in an entangled
state. By analyzing the measurement statistics, Alice and Bob
can detect any dishonest behavior from Charles. Notably, this
feature remains unchanged if Alice and Bob proceed with their
local measurements before sending their respective EPR halves
to Charles—effectively preparing these qubits in BB84 states—
which is the basis of MDI-QKD.

In practice, Charles’ measurement setup can be implemented
with basic linear optical elements—such as beamsplitters and po-
larizing beamsplitters—and threshold detectors, while the trans-
mitters’ are identical to those used in standard decoy-state QKD
implementations. Due to its immunity to detector side chan-
nels, together with its practicality and good performance, MDI-
QKD has given rise to numerous theoretical studies. These in-
clude refined parameter estimation methods,®*! finite-key se-
curity analyses®#”] and alternative schemes using different
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encoding approaches.®8] In fact, several experimental imple-
mentations have been reported in the last decade.[199-%]

A noteworthy variant of interference-based QKD is twin-field
(TF) QKD.[®2 1t is well known that point-to-point QKD config-
urations have inherent limitations, causing the secret key rate
to scale at best linearly with the transmittance of the quan-
tum channel between the two parties. Unfortunately, despite its
intermediate-node configuration, MDI-QKD is unable to over-
come this limit due to the requirement of two-photon inter-
ference at the central node. In order to surpass this limita-
tion, various theoretical solutions have been proposed, includ-
ing for instance quantum repeaters®’~°! or MDI-QKD proto-
cols incorporating quantum memories'®! or quantum non-
demolition measurements.['"!) However, these solutions are im-
practical with existing technology.

In this light, TF-QKD emerges as a practical solution that over-
comes linear scaling through a setup that is implementable with
current technology. Sharing its mid-node structure and immu-
nity to detector side channels with MDI-QKD, the key rate of
TF-QKD scales with the square root of the channel transmit-
tance, thus essentially doubling the maximum achievable dis-
tance when compared to MDI-QKD. This feature can be at-
tributed to the entanglement swapping operation at the central
node, which is based on single-photon interference. In other
words, the arrival of a single photon at the central node (be it
from Alice or from Bob) is enough to distill a key. This advantage,
nonetheless, comes at the cost of requiring strict phase stability.

In the last years, numerous TF-QKD variants have refined the
original idea to enhance its practicality and performance,[102-1%]
many of them having already witnessed experimental
implementations.[1#1718106-116] ' [nterestingly, recent solutions
have mitigated the need for phase stability,112%] thus greatly
simplifying their practical deployment. Overall, this class of
QKD protocols is becoming the standard for long-distance
fiber communication. Indeed, this assertion is supported by
the current record transmission distance over fiber,'*l which
potentially delivers a positive asymptotic key rate for a link of
1002 km.

4. Transmitter Vulnerabilities

Real-world transmitters also suffer from inevitable imperfections
that are frequently ignored in security proofs. Among them,
the most obvious may be encoding errors or state preparation
flaws (SPFs). These refer to subtle deviations between the ac-
tually transmitted states and the idealized states considered in
the theoretical models, and may arise due to the faulty construc-
tion of the encoding devices or finite precision limitations. In
certain protocols, such as the BB84 scheme, SPFs often enable
Eve to partially discern between the two bases. While the GLLP
analysis!”3] addresses SPFs, its performance deteriorates signifi-
cantly at relatively short distances even for minor imperfections.
Alternatively, the so-called loss-tolerant (LT) protocoll®>121-124] re.
solves this problem by rendering the protocol almost insensi-
tive to SPFs. For this, SPFs must be well characterized, and they
must not take the transmitted single-photons out of their original
qubit space.

Another instance of faulty state preparation can be found in
decoy-state QKD protocols. The effective implementation of the
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decoy-state method requires precise knowledge and temporal sta-
bility of the intensities of Alice’s transmitted pulses. However,
practical transmitters often encounter minor intensity fluctua-
tions that must be incorporated into the security analysis.['?2]
In addition, it is crucial for the method’s integrity that the op-
tical phase of each coherent pulse appears uniformly random to
any potential eavesdropper. A conventional approach for achiev-
ing this involves gain-switching the laser source.[1*125-130] In do-
ing so, each pulse is triggered by a spontaneous emission event,
leading to an optical phase that is essentially random. Unfor-
tunately, inherent imperfections in the devices can hinder the
achievement of a perfectly uniform phase distribution.!3132] To
solve this, recent techniques!'*313* permit to accommodate this
kind of phase imperfections into the security proofs. Another
frequently adopted solution involves utilizing an external phase
modulator.['*>-138] However, this requires a fresh supply of ran-
dom numbers to feed the modulator. Worse still, only a discrete
set of optical phases can be selected, thereby violating the funda-
mental assumption of the decoy-state method. To address this
challenge, more sophisticated decoy-state analyses!'***0] have
been proposed to restore the security even when utilizing a finite
number of phases. Furthermore, these ideas have been extended
to encompass the general scenario where the phase of each pulse
follows an arbitrary—continuous or discrete—probability density
function.'*!]

As with receivers, imperfections in the transmitters can also be
actively induced by eavesdropping attacks. For example, in a laser
seeding attack, Eve deliberately manipulates the intensity!'*]
and/or the phasel'*3] of Alice’s transmitted signals by introducing
light into her laser source, thereby triggering stimulated emis-
sion. Recent studies also demonstrated the effectiveness of laser-
injection attacks in manipulating lithium niobate-based optical
modulators.3#%] Moreover, Eve could inject light to irreversibly
damage the transmitter,['** permanently increasing the intensity
of Alice’s emitted signals.

Also crucial for the transmitter’s integrity is to prevent any
kind of IL. Passive generation of IL may be produced e.g.,
via mode dependencies in Alice’s transmitter.?*145-1%] This oc-
curs when Alice’s settings become encoded in other degrees of
freedom associated with the emitted light—such as frequency,
space and time—or through unintended emissions of a differ-
ent nature—such as unwanted electromagnetic radiation, power
consumption, or even apparatus-generated noise—resulting in
the transmission of higher-dimensional quantum states. From
this perspective, IL can be regarded as a specific manifestation
of imperfect state preparation, in which the dimensionality of
the transmitted states increases, thereby creating a side channel
that enhances the distinguishability of the signals and thus the
effectiveness of Eve’s attacks. For example, Alice’s signals might
become linearly independent, in so allowing Eve to perform an
unambiguous state discrimination attack. Needless to say, this
would severely restrict the performance of the protocol. More-
over, Eve could actively provoke a similar effect e.g., by launching
a THAIBOB1 against the transmitter (see Figure 2), or by estab-
lishing a dependency between the encoding of Alice’s signals and
their frequency.3238] In fact, this could be executed in tandem
with any of the aforementioned laser injection attacks.

IL may also manifest through pulse correlations. To enhance
the secret key rate, modern QKD systems aim to increase the
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Figure 2. Schematic diagram of a THA. Eve injects a photonic state into
Alice’s transmitter and analyses the back-reflected light, which can provide
information about the internal configuration of Alice’s bit/basis encoder
(EN) and intensity modulator (IM).

repetition rate of the sources, achieving up to gigahertz repetition
rates in current experimental implementations.!16130:152.153] How-
ever, operating at high speed typically introduces memory effects
in the modulators and electronics that control them,[!>*158] re-
sulting in correlations between optical pulses. This means that
the state of a quantum signal emitted by the source at a given
instant may depend not only on the settings chosen by Alice at
that round, but also on previous setting choices. As a result, the
settings used to encode each quantum signal can be partially in-
ferred from the quantum states of subsequent signals, acting as
a side channel.

Securing the source against IL is challenging. Nonetheless,
significant effort has been devoted by theorists in developing
security analyses that encompass their various manifestations.
For example, recent security analyses!!>*%! have successfully
accommodated multiple source imperfections—as mode depen-
dencies (which may arise passively or be actively induced via a
THA), SPFs, and pulse correlations—using the novel reference
technique (RT) framework.[%2] Essentially, the method consid-
ers some reference states that closely resemble the actual states
transmitted in the protocol, but whose simpler structure facili-
tates the estimation of Eve’s side information. Then, by exploit-
ing the similarity between these two sets of states—e.g., via a
Cauchy-Schwarz type inequalityl!%2l—one can estimate Eve’s side
information from the detection statistics of the actual transmit-
ted states.

The high flexibility and tolerance to source imperfections of
the RT comes with certain trade-offs. Specifically, it imposes a
sequential execution of the protocol where Alice emits a pulse
only after Bob has measured the preceding one. It is worth men-
tioning though that simple relativistic arguments can be invoked
to slightly relax this constraint,[1°163] and parallel executions of
the protocol can mitigate its effects. Fortunately, a recent solution
proposed in Ref. [163] has effectively overcome this constraint by
reintroducing the quantum coin ideal’>!%* and integrating it with
the rejected data analysis of the LT protocoll'?!] alongside random
sampling techniques.['?*! By doing so, the method in Ref. [163]
effectively considers the inherent distinction between qubit SPFs
and side channels—unlike the original GLLP analysis—resulting
in enhanced robustness to channel loss (see Figure 3). Withal, a
major assumption underlying all of the techniques discussed in
this section is that a fidelity-type bound between the real leaky
systems and their idealized counterparts is satisfied, its precise
experimental verification still being an open problem.

As mentioned above, pulse correlations can be regarded as a
particular manifestation of IL and, therefore, some of the afore-
mentioned techniques already allow to accommodate them into
the security analysis. Setting-choice-independent correlations—
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Figure 3. Rate-distance performance of the BB84 protocol with the recent
security proof in Ref. [163], compared with that of the original quantum
coin (GLLP)[73] and reference technique (RT)['®2] analyses. The figure con-
siders a lower bound on the fidelity between the actual leaky states and the
reference states (without side channel) of ¢ = 1075, The parameter & rep-
resents the magnitude of the qubit flaws, and an attenuation coefficient
a = 0.2 dBkm" is assumed. The figure has been adapted with permission
from Ref. [163].

that is, pulse correlations unaffected by the setting choices made
during state preparation—have been extensively explored in the
literature.[11%] Likewise, recent works have addressed corre-
lations in the bit/basis encoding for the more comprehensive
setting-choice-dependent scenario,!1611%2] as well as intensity cor-
relations in decoy-state QKD protocols.['°7167168] Moreover, cor-
relations between the optical phases of coherent pulses emitted
by a gain-switched laser have been addressed!'**! recently.

Security proofs that contemplate THAs against the transmit-
ter include.[159-161169-174] Naturally, the transmitter may be ex-
perimentally safeguarded from THAs by installing optical isola-
tors, narrow spectral filters, optical fuses, and power limiters at
its output.l'’2175-177] Moreover, monitor detectors could be em-
ployed to measure the intensity of the incident light. However,
these hardware solutions are limited—achieving a perfect level
of isolation is impossible—and might be also subject to Eve’s
intervention.[3*1#177] Hence, it is necessary to combine the above
techniques (capable of upper-bounding the maximum intensity
of Eve’s back-reflected light) with appropriate security proofs that
accommodate IL.

Importantly as well, since, as stated above, memory effects
in the modulators pose an IL threat, a modulator-free approach
to QKD has also been extensively explored, known as passive
QKD (see Figure 4). In this regard, the works in Ref. [178, 179]
proposed a QKD transmitter passively implementing both the
encoding of BB84 states and the preparation of decoy inten-
sities using linear optical elements and coherent light, com-
bining earlier ideas presented in Ref. [180, 181]. In fact, these
papers were soon followed by proof-of-principle experimental
demonstrations!'82183] and novel proposals for fully passive TF-
QKDI*#* and MDI-QKD.!*®] It is nevertheless worth mention-
ing that, although the passive approach may remove all mod-
ulation side-channels, passive QKD transmission relies on the
post-selection of the desired protocol states through one or
more (typically classical) measurements, possibly opening other

© 2024 The Authors. Advanced Quantum Technologies published by Wiley-VCH GmbH
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Figure 4. Comparison of (a) active and (b) passive decoy-state QKD trans-
mission. In the active setup, an encoding device (EN) and an intensity
modulator (IM) are externally driven by quantum random number gener-
ators (QRNGs) to implement the protocol settings. In the passive setup,
one or more laser sources generate pulses that interfere in a linear op-
tics network. Based on the detection outcomes observed in the photo-
detectors ({D;}), different signal states can be post-selected.

security loopholes that have not been studied in detail yet.[!79:18¢]

As an example, a passive source might be vulnerable to intrusions
similar to laser-seeding!'*?! or laser-damage!'*] attacks, but with
light injections potentially targeted at both the laser source and
the measurement unit required for post-selection.

5. DI-QKD

As already discussed, interference-based QKD allows to establish
the security of QKD as long as the functioning of the QKD trans-
mitter is characterized, eliminating all security loopholes from
the measurement unit. Note, however, that exhaustively charac-
terizing a QKD transmitter is a difficult task (see e.g., Ref. [159,
162] for recent analyses). What is more, the source models are
often dependent on the details of the implementation.

Some of these problems can be avoided in the fully DI ap-
proach to QKDI'¥-191 3 variant of entanglement-based QKD
where the honest parties hold QKD receivers and an external
untrusted source distributes entangled states between them (see
Figure 5). Crucially, the DI approach completely removes the
need for modeling the quantum states prepared and the measure-
ments performed. It requires however that the QKD receivers do
not reveal any information about the measurement outcomes to
the outside world, which could in fact be hard to guarantee in
practice given the difficulty of characterizing IL. Nevertheless, an
attempt to do so has been presented in Ref. [192].

Fundamentally, DI security requires that Alice’s and Bob’s
measurement outcomes largely violate a Bell inequality(!3],
which certifies the presence of monogamous correlations be-
tween these outcomes on the sole basis of the input-and-output
measurement statistics (see e.g., Ref. [190] for an updated review
on the security of DI-QKD protocols). Importantly, the conclu-
siveness of a Bell test is subject to the closure of a detection loop-
hole and a locality loophole among others (see for instancel1%]),

Figure 5. Schematic illustration of a DI-QKD setup. MS: measurement
setting; {Dj}: photo-detectors. With this architecture, one can establish
QKD security without internally characterizing either the entanglement
source or the measurement units.
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setting stringent constraints on the tolerable loss and the tim-
ing/synchronization of Alice’s and Bob’s systems. Notwithstand-
ing, various loophole-free Bell tests have been conducted in
the last decade—Dboth photonic!!*>~'*7] and non-photonic! %1% —
and the first proof-of-concept DI-QKD experiments have recently
been reported using different platforms.[200-202]

Remarkably though, in spite of the security upgrade, the key
generation rate and the transmission distances achievable by DI-
QKD in the foreseeable future are significantly limited if com-
pared with non-DI QKD solutions.[1%1:203]

6. Malicious Equipment

While different QKD variants require different levels of physi-
cal characterization, a transversal assumption common to all of
them is the honesty of the QKD devices and the classical post-
processing units, as failure to fulfill this assumption may obvi-
ously jeopardize the implementation security of QKD as well.
After all, once the quantum communication of a QKD protocol
ends, the resulting key data is a purely classical object subject to
being copied, and a malicious manufacturer could have plenty of
time and opportunities to sabotage the QKD equipment and ben-
efit from this vulnerability. Indeed, private information might be
revealed in very convoluted ways by a malicious device (be it a
quantum module or a classical processor with access to the key
data), and practical solutions to tackle this problem have in fact
been studied.?*2%] As an example, the techniques presented
in Ref. [205, 206] are based on using redundant devices and secret
sharing techniques, and a related experiment has proven their
feasibility.2%7]

7. Outlook

The information-theoretic security of QKD is entirely rooted in
the physical layer: it stems from the quantumness of the infor-
mation carriers and the measurements performed on them. As
a consequence, the long-term security guarantee offered by QKD
comes at the price of accurately modeling the QKD equipment,
and failure to do so may open practical security loopholes.

Focusing on discrete-variable QKD, in this work we have dis-
cussed many of the implementation vulnerabilities that threaten
these systems, together with the suggested solutions and coun-
termeasures. In this regard, the progress in bridging the gap be-
tween security proofs and experiments has been led by the re-
finement of both the theory and the practice of QKD, the for-
mer being the main focus of this review. Decoy-state QKD, loss-
tolerant QKD, interference-based QKD or device-independent
QKD are prominent examples pushing the implementation se-
curity boundaries, each of them with its own merits and limita-
tions.

At the present time, the implementation security of QKD is
one of the main concerns of governments and institutions re-
garding the standardization of this technology.2%-2191 Apparently,
the proliferation of quantum hacking attacks has undermined
the idealized picture of QKD originally drawn in its early years.
Notwithstanding, quantum hacking is actually helping us im-
prove the implementation security of QKD. In fact, the combina-
tion of interference-based QKD with sufficiently isolated trans-
mitters seems to provide an already practical solution today. On
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top of it, for most hardware vulnerabilities of a QKD system, ei-
ther they are exploited during the key distribution session or they
can never compromise the security of the delivered keys.

One way or the other, the progress in securing QKD imple-
mentations is undeniable. The gap between theory and practice
has been reduced significantly and multiple applications are pop-
ping up for this disruptive technology.
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