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Abstract

Privacy Amplification (PA) is indispensable in Quantum Key Distribution (QKD),
ensuring security against eavesdropping by eliminating information leakage. For
Discrete-Variable QKD (DV-QKD) protocols, a large input block size exceeding 108 bits
is preferred to achieve the secure key rate approaching the asymptotic limit. However,
in state-of-the-art quantum key distribution systems operating at multi-GHz pulse
rates, PA becomes a critical bottleneck due to the conflicting requirements of large
input block sizes and high throughput. To address this challenge, we propose a novel
PA algorithm utilizing a newly constructed universal hash family DM3H and prove its
cryptographic security rigorously. Based on the PA algorithm, we design and
implement an efficient PA scheme which is capable of processing input block sizes up
to 10'% bits while achieving high throughput performance. For an input block size of
10'9 bits, the implementation on the i9-14900 platform demonstrates a throughput
of 112 Mbps with a retention ratio of 0.33. This breakthrough significantly enhances
the secure key rate and maximum transmission distance of DV-QKD systems.
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1 Introduction

Quantum Key Distribution (QKD) is a secure communication technology based on quan-
tum mechanics that enables two legitimate parties, named Alice and Bob, to generate a
shared key that is information-theoretically secure [1]. In recent years, the performance
and practicality of QKD systems have been significantly improved [2-9], with transmis-
sion distances exceeding 1000 kilometers [4] and the highest secure key rate exceeding
115 Mbps [7]. QKD is increasingly demonstrating its pivotal role in safeguarding commu-
nications.

Practical QKD systems consist of two main components: the quantum communication
subsystem and the post-processing subsystem [10]. The postprocessing subsystem ensures
the correctness and security of the shared keys between Alice and Bob, primarily through
two critical steps: Information Reconciliation (IR) and Privacy Amplification (PA). As the
final step of the QKD system, PA plays an indispensable role since it reduces the possi-
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ble information leaked to Eve to a negligible level, thereby transforming partially secure
reconciled keys into information-theoretically secure keys [11, 12].

For the DV-QKD system, PA is required to support a large input block size and a high
retention ratio [7]. The input block size of the PA scheme is critical to the security of the
QKD system due to the finite-size effect. An input block size exceeding 10® bits is consid-
ered necessary to efficiently mitigate the finite-size effect to obtain a high secure key rate
[13-15]. Meanwhile, the maximum retention ratio determines the proportion of secure
key bits that can be extracted from each bit of sifted key, which directly influences the
overall key rate. To achieve a high-rate DV-QKD system while meeting the dual require-
ments of large input block sizes and high retention ratios, the PA module also demands
high throughput, which directly determines the final secure key rate. However, existing
PA schemes remain insufficient to simultaneously support large input block sizes, high
retention ratios, and high throughputs required for practical applications.

Numerous PA schemes [7, 13, 16—23] for DV-QKD have been proposed on CPU plat-
forms, among which several PA implementations with input block sizes exceeding 10®
bits have been developed. In 2018, Takahashi et al. accelerated the multiplication of the
Toeplitz matrix using the Number Theoretic Transform (NTT) algorithm, achieving a
throughput of 108.77 Mbps at an input block size of 10® bits [18]. B. Y. Tang et al. used a
split-and-merge strategy for the Toeplitz matrix, implementing block-wise matrix multi-
plication acceleration through the Fast Fourier Transform (FFT), which enabled their PA
scheme to handle the input block size of 10'° bits. However, their throughput dropped
below 1 Mbps under such large input sizes [19]. B. Z. Yan et al. accelerated modular arith-
metic hashing using the Schonhage-Strassen algorithm [24], achieving a throughput of
140.96 Mbps at an input block size of 108 bits [20]. Their subsequent MMH-MH PA algo-
rithm further extended the input block size to a maximum 2 x 108 bits while maintaining
140 Mbps throughput [21]. Based on this work, W. Li et al. achieved an average through-
put of 308.8 Mbps at an input block size of 10® bits, reporting a QKD system capable of
delivering secret keys at rates exceeding 115 Mbps [7]. In 2025, B. Q. Yan et al. utilized the
square-modular-arithmetic hash function to achieve 571.63 Mbps at an input block size
approaching 10° bits [25]. However, this scheme attained a retention ratio of only 0.09,
making it more suitable for CV-QKD systems than DV-QKD systems.

For DV-QKD PA schemes, since a high retention ratio is necessary, achieving large in-
put block sizes and high throughput simultaneously remains a critical challenge. Existing
PA schemes rarely achieve input block sizes exceeding 10° bits, and even when input sizes
reach 108 bits, maintaining high throughput becomes substantially constrained. The pro-
cessing load increases prohibitively with large input block sizes, making it difficult to im-
prove PA throughput in high-rate QKD systems. To our knowledge, no existing PA scheme
has been able to simultaneously achieve all three requirements: large input block size of
10° bits, high retention ratio exceeding 0.3, and high throughput of a hundred-megabit.

In this paper, we propose a highly efficient large-scale PA scheme capable of processing
input block sizes up to 101 bits while maintaining a throughput exceeding 100 Mbps. To
support the large input sizes and high retention ratio, we introduce a new hash family -
Dynamic Multi-stage Multilinear-Modular Hashing (DM3H) family based on Multilinear-
Modular Hashing (MMH) and prove its universal properties. Utilizing this hash family, we
design an optimized PA algorithm and implement it on the CPU platform. Experimental
results demonstrate that this PA scheme can support large input block sizes up to 10'° bits
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Figure 1 The process of privacy amplification

while maintaining high throughput. Implementation on the i9-14900 platform achieves a
throughput of 112 Mbps at input block sizes of 10'° bits with a retention ratio of 0.33. To
our knowledge, our work is the first CPU-based PA implementation capable of processing
10'° bit input block sizes while achieving hundred-megabit throughput.

The rest of this paper is organized as follows. Section 2 reviews the foundational con-
cepts of PA for DV-QKD, including the PA process and finite-size analysis. In Sect. 3, we
propose a new universal hash family and prove its security in PA. Based on this hash family,
a novel hybrid PA algorithm is designed. The implementation and the experiment results

are presented in Sect. 4. In Sect. 5, we give a comprehensive conclusion of this paper.

2 Preliminary

As the final step in the QKD system, PA plays a vital role because it enables Alice and Bob
to distill an information-theoretically secure key from a partially secure reconciled key.
In this section, we first introduce the typical PA process based on universal hash families
[26], and analyze the advantages and disadvantages of PA algorithms based on different
universal hash families. Then, we give the finite-size analysis for the decoy-state QKD

system, demonstrating the importance of the large input block size of PA.

2.1 Privacy amplification by universal hash families

After the sifting and information reconciliation stages, Alice and Bob share a n-bit consis-
tent but partially secure reconciled key X. A typical process of PA can be represented as
Fig. 1. Using an authenticated public classic channel, Alice randomly selects a hash func-
tion /& from the universal hash family #, then transmits the random selection to Bob. Alice
and Bob subsequently apply this hash function / to the reconciled key X, yielding the final
secure key Y = h(X). A universal hash family ensures that the keys distilled by the PA pro-
cess are highly secure, such that any eavesdropper (Eve) has only a negligible probability
of successfully guessing the secure key.

A universal hash family is formally defined as follows:

Definition 1 A universal hash family H is a set of functions from X to Y satisfying the

H

condition: For any distinct inputs x1,%3 € X,x1 %2, [he H :h(x1) =h(xp) | < ik
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Currently, the two most commonly used universal hash families in PA are Toeplitz hash-
ing and modular arithmetic hashing. Toeplitz hashing PA and modular arithmetic hashing
PA present distinct advantages and limitations in their application to large-scale QKD sys-
tems.

Toeplitz matrix hashing [27] is the most widely used universal hash family in PA. An
| x n binary Toeplitz matrix can be defined as follows, it can transform #-bit input key X
into [-bit secure key Y:

Y=T,, X
7] /TS IR thri2 vl X1
] t t thri-3  tnvi2 X2 (1)
15) I3 Ly ] Xn-1
h [5) ] ty Xn

The elements in the Toeplitz matrix on each diagonal line are constant, therefore, the
matrix can be represented by (# + [ — 1)-bit random numbers. Toeplitz hashing PA of-
fers the advantage of flexibly splitting and processing large input block sizes. However, in
large-scale applications, the computation of binary Toeplitz matrix multiplication remains
inefficient despite optimizations like FFT and NTT.

Modular arithmetic hashing [26] is another important universal hash family used in PA.
Its mathematical formulation is formally defined as follows:

Definition 2 Let @ and B be two positive integers with § < «. Define the modular-
arithmetic hash (MH) family from Zse to Zys:

MH = {h,: Zye — Zop | ¢,d € Zpa, ged(c,2) =1} 2)

For each choice of parameters ¢, d € Zy«, the functions %, are defined by:

oy () = { (cx +d) mod 2¢ J

- 3)

Modular arithmetic hashing PA improves multiplication efficiency by processing the
input key as a single large integer rather than a binary sequence. However, hardware con-
straints the scalability of large integer multiplication, thus limiting the maximum input
block size for PA. Besides, the functions in the modular arithmetic hash family require
(2n — 1)-bit random numbers to represent.

2.2 Finite-size analysis for privacy amplification

In practical QKD systems, Alice and Bob cannot exchange arbitrarily large key blocks
for final key computation due to physical constraints. In the finite-size regime, parameter
estimation must be conducted over finite-length samples, therefore, statistical fluctuations
must be taken into consideration. Consequently, this imposes a tighter security bound for
realistic QKD systems, thus larger input block sizes are required to mitigate the impact of
finite-size effect. In the following, we investigate the finite-size effects in the PA process
of decoy-state QKD protocols.
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Follow Ref. [15], the secure key rate for the 1-decoy QKD protocol can be calculated by:

1 <sl, o +55,(1 - h(¢%)) — Aec — 6log, (E) - log, ( 2 > (4)
sec

Where s}, , and s, ; are lower bounds on the vacuum state and single-photon contribu-
tions in sifted keys; ¢% is the upper bound on the phase error rate; /(.) denotes the binary
entropy; Agc is the average information leaked during the error correction process; €.
and €., are the secrecy and correctness parameters, respectively.

Notably, three parameters (s}, ., 55 ;, ¢%) in the above equation are sensitive to the finite-
size effect. This limitation motivates our investigation of input block size optimization
strategies. As demonstrated in [15], increasing the input block size N not only improves
the final secure key rate but also extends the maximum transmission distance.

3 Large-scale and high-speed privacy amplification algorithm

In this section, we present a new universal hash family for PA, called the Dynamic
Multi-stage Multilinear-Modular Hashing family (DM3H). Then we prove its universal-
ity, thereby establishing its theoretical security for PA in QKD systems. Using the DM3H
family, we design a large-scale and high-speed PA algorithm and present its main process.

3.1 Dynamic multi-stage multilinear-modular hashing
Previous PA schemes typically employ Toeplitz matrix hashing or modular arithmetic
hashing for distillation. However, each of these schemes suffers from inherent limita-
tions when processing input blocks exceeding 10® bits. Although Toeplitz matrix hash-
ing enables parallel processing by splitting the input key into sub-blocks, it struggles to
achieve high throughput. Modular arithmetic hashing achieves higher throughput, but is
constrained in processing input key sequences larger than 108 bits due to limitations in
handling large integer arithmetic.

Combining the advantages of the Toeplitz matrix and modular arithmetic hashing, the
MMH was first applied to PA algorithms in [21]. The definition of the MMH family [28]
is given as follows.

Definition 3 Let p be a prime and let k be an integer k > 0. Define a family MMH of
functions from leg to Zy:

MMH := {ha: 7y — Z, | X € Zy, A € 71} (5)

For any input key sequence X = (x1,...,%k) € Z’lj and random numbers A = (ay,...,a;) €
Z’];, the functions /4 are defined by:

k
ha(X) = Zai -x; mod p (6)

i=1

This construction operates within the finite field Z,. The family of hash functions com-
prises all multilinear functions defined over le;’ where k is an integer.

However, a significant limitation of the MMH family in PA is the constrained output
size. Specifically, the maximum retention ratio achievable by MMH is only 1/k, which is
insufficient for DV-QKD systems.
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According to the definition of MMH, the MMH family is a set of functions mapping from
Z’; to Z,, where both p and k can be freely chosen. However, in practical implementations
of PA, the conversion from binary sequences to the finite field Z, constrains p to be a
Mersenne prime p = 2 — 1. This enables the input sequence of PA, i.e., a binary sequence
of length y x k, to be efficiently represented as an element of Zf,.

The use of Mersenne primes simplifies the implementation of PA but simultaneously
imposes a limitation on the retention ratio of MMH. When expressed in vector form,
MMH can be represented as:

T
lel = Alxk : kal

X2 (7)

(0 w @)

Xk

From the Equation (7), the output secure key sequence can be expressed as Y €
Zp, where the maximum output length / equals the exponent y of the corresponding
Mersenne prime. So far, the largest known Mersenne prime is 213627284 _ 1 50 the the-
oretical maximum output length of MMH is 136,279,841 bits, approximately 1.4 x 108.
However, when the input block size reaches 10° bits, the retention ratio is less than 0.14,
and when the input block size increases to 101 bits, the retention ratio further decreases to
below 0.014. These results demonstrate that for large input block sizes exceeding 10° bits,
the retention ratio of MMH cannot meet the requirements of DV-QKD systems, which
are typically around 0.3.

To address the retention ratio limitations of the MMH family, an optimized universal
hash family DM3H is proposed. The new hash family is constructed by concatenating
multiple MMH functions. Furthermore, we use the construction method proposed in [29]
to further reduce the length of the random numbers.

The definition of DM3H is as follows:

Definition 4 Let p be a prime and let k and m be an integer, kK > m > 0. For any X =
(X1,...,%K) € lej, and A = (aq,...,4r.1) € Z/;,‘l, define the DM3H family H as follows:

Hi={ha:Zy— 77 | X € Ly, A€ 7" (8)

The result of the hash function /4(X) is the concatenation of the results of functions
fiX) to fiu(X). In this formula, ‘||’ represents the concatenation symbol.

ha(X) = AL .. [fim(X) )

In the equation above, for any input key sequence X = (x1,...,xk) € Z’; and random num-
bers A = {(ay,...,ai_1) € Z’;‘l, the MMH functions f;, ..., f,;, are defined as follows:

k
fi0):= @i -x+x) modp (10)

j=m
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More specifically, we can represent the DM3H function /14 as a m x k matrix as follows:

Ym><1 = Tm></< : kal

1 am  Amsl 0 Gk x1
1 Ap1 Gy -+ Gk X9 (11)
1 a a; s Agem Xk

Our construction retains the core advantages of the MMH framework while expanding the
maximum retention ratio to m/k, significantly improving its applicability to input block
sizes larger than 10 bits.

In contrast to MMH, which maps from Z’; to Z,, the DM3H functions are defined as
mappings from Z’; to Z;', as shown in Equation (11). For a chosen Mersenne prime p =
27 — 1, the parameters k and m are determined based on the input block size # and the
output length /.

For example, if y = 136,279,841 is chosen, each sub-block size is approximately 1.4 x 10%
bits. In a QKD system with an input block size of 10° bits, assuming the output length  is
calculated to be 2.5 x 10® bits according to the secure bound, we can obtain k = [n/y] = 8
and m = [l/y] = 2. In contrast, for an MMH-based PA algorithm, the maximum output
length is limited to y bits, yielding a maximum retention ratio of y/n ~ 0.14, as shown in
Equation (7). This constraint results in a substantial loss of potential secure key.

Compared with MMH, DM3H imposes no limitation on the maximum output length.
Therefore, by adjusting the parameters k and m, it can support adaptive retention ratios
ranging from 0 to 1. This design provides a significant improvement in flexibility compared
to MMH.

To incorporate the DM3H family into the PA algorithm, it is necessary to ensure the

security of the PA algorithm. We prove that DM3H is a universal hash family as follows:
Theorem 1 The DM3H family H is a universal hash family.

Proof Consider the situation of hash collision, for X1, Xy € Ly, X1 # X, h € H the follow-
ing result holds:

hX1)=hX2)=Y, Ye Z;” (12)

The necessary condition for the above equation to hold is /(X;) = #(X3). Let X; — X be
denoted as Z, the above formula can be rewritten as: #(X; — X5) = #(Z) = 0. Since X is
not equal to X3, we have Z # 0.

For fixed Z € Zz, we can rewrite the formula as a system of linear equations.

Am Amsl " ak-1 Xm+1 X1

Am-1 Am cee ak-2 Km+2 X2
. +| =0 (13)

a1 as o Akem Xk Xm
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Let matrix A denote the coefficient matrix in Equation above, we define the subvec-
tors Xa = (Xp415---,%) and Xy = (x1,...,%,). Given Z # 0, the vectors X, and X; cannot
simultaneously vanish. Consequently, when X, = 0, it necessarily follows that 4(Z) # 0.
Therefore, the analysis can be restricted to the case where X, #O0.

In order to obtain the number of hash functions % € H that satisfy the condition above,
we can rewrite the linear equations as follows:

0 0 cee Xmal Xmaz o0 Kgol Xk a "
1
0 0 N Kl Kma2 P . Xk 0 a,
X2
0 X+l  Km+2 co Xk-1 Xk T 0 0 Af-2 x
m
Xm+el  Xm+2  Xm+3 co Xk 0 T 0 0 ak-1

(14)

Since X # 0, the rank of the coefficient matrix of this system of linear equations is m,
which restricts m variables, leaving k — m — 1 variables free. In the finite field, each variable
can take p distinct values, the total number of solutions to this system of equations is
determined by the number of possible combinations of values for the free variables, which
is p~"-1. So we have the following result:

Hha = h(X) = h(X2) 1X) # X} < pFt = (15)

According to the definition of the universal hash family, the DM3H is a universal hash
family. g

3.2 Optimized privacy amplification algorithm

Based on the DM3H function, we propose an optimized PA algorithm that supports large
input block sizes and high retention ratios while sustaining high throughput. By dynam-
ically splitting the input key sequence into multiple sub-blocks, the optimized PA algo-
rithm can flexibly adjust sub-block sizes and quantities to accommodate different input
block lengths and retention ratio requirements of the QKD system.

Our PA algorithm represents each sub-block x € Z, as a large integer. This design en-
ables accelerated large-integer multiplications through the Schonhage-Strassen algorithm,
achieving enhanced multiplication performance. In order to map the input key sequence
X € Z} to a prime field Z,, we specifically select a Mersenne prime p = 2" — 1 as the large
prime modulus. This mechanism ensures a one-to-one correspondence between y -bit bi-
nary sequences and elements of Z,, eliminating the need for additional encoding or mod-
ular arithmetic and thus enabling efficient field mapping. Notably, input sequences equal
to 2V — 1 are discarded during key generation. Given the extremely large value of y, the
probability of encountering such sequences becomes negligible.

The high retention ratio primarily results from the structural characteristics of DM3H,
as illustrated in Equation (11). The main parameters of the algorithm include the
Mersenne prime p = 27 — 1, the number of input sub-blocks &, and the number of out-
put sub-blocks m. Once y is determined, k and m can be obtained from the input block
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size n and the required output length /. In MMH-based PA algorithms, when y is fixed,
the maximum achievable output length / is limited to y, leading to a rapid decrease in the
retention ratio y/n as n increases. In contrast, the DM3H-based PA algorithm overcomes
this limitation, with its output length not bounded by y. This allows adaptive configura-
tion of the transformation matrix according to the input block size # and the output length
J, thereby enabling an adaptive retention ratio ranging from 0 to 1.

In addition to improving the retention ratio, the proposed PA algorithm also achieves
high throughput. The high throughput mainly arises from two factors. First, the algorithm
significantly reduces computational complexity. This reduction arises from the optimized
DM3H structure and fewer multiplication operations. Taking the binary Toeplitz matrix
T;x» shown in Equation (1) as a baseline, and assuming the same sub-block size y, it can
be divided into m x k sub-blocks, resulting in m x k matrix multiplications. In contrast,
the DM3H structure in Equation (11) needs only m x (k —m) large integer multiplications.
Hence, as the retention ratio increases, the computational savings become more signifi-
cant.

Furthermore, each sub-block operation in the DM3H-based PA algorithm exhibits lower
complexity than in Toeplitz PA. Toeplitz sub-block operations involve y x y matrix-vector
multiplications, accelerated via convolution and NTT. In contrast, the DM3H-based PA
algorithm computes the product of two large integers represented by y bits binary se-
quences. These sequences can be expressed in base-22 form and divided into [y /B] binary
segments of length B for NTT acceleration. Using the number of butterfly units, denoted

as U, to evaluate the computational complexity, we can obtain:

uToeplitz _ CToeplitZ 14 10g Y ~ CToeplitz B
Upvsn  Cowmsu [v/Bllog [y /B] CpmsH

(16)

Here, Croepliz and Cpmsn are comparable constants corresponding to NTT-based con-
volution and polynomial multiplication, respectively. Since B typically ranges from 16 to
64, the approximation implies that large-integer multiplication is substantially more ef-
ficient than Toeplitz convolution. This finding is also noted in [21]. Overall, the DM3H-
based PA algorithm requires substantially less computation than the Toeplitz-based PA
algorithm.

Second, the proposed PA algorithm is highly parallelizable. As shown in Equation (11),
the computations corresponding to different rows of T, x are independent, allowing con-
current multi-threaded execution. Moreover, the multiplications within each row are also
independent, enabling further parallelization. The high degree of computational paral-
lelism ensures that the algorithm achieves high throughput even under large input block
sizes and high retention ratios.

Based on the above analysis, we can roughly derive the throughput trend of the pro-
posed PA algorithm. Following the previous notation, let the input block size be #, the
retention ratio be R = [/n, where [ denotes the output length. Denoting the processor’s
computational speed as v, the processing time ¢ for a single round can be expressed as

follows:

‘e total work  (k —m)m x c[y/B]log [y/B]

v 14

(17)
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Subsequently, we can obtain the specific throughput. Assuming the input key sequence

is not zero-padded, the throughput is given by:

Input block size #
ThroughputPA = T = ?

nv
- (k —m)m x c[y/B]log[y/B]
nv
" K2(1=R)R x c[y/B]log [y/B] (18)
N Byv
" 1 -RR x clog [y/B]
B yv
" C1-RR  nlog[y/B]

From the equation above, we can analyze the throughput trend. When the constants
¢, B, and the retention ratio R are fixed, the following behavior is observed: For an input
block size 7 < 10® bits, the sub-block size y generally maintains a linear relationship with
the growth of #. In this range, m typically remains 1, resulting in low parallelism. The
processing speed v increases slowly with the number of sub-blocks k. Consequently, the
throughput fluctuates with the growth of y but remains generally stable.

When the output length [ = # X R > pmax, the parameter y can no longer increase. As a
result, the throughput gradually decreases with increasing n. However, since m > 1 in this
regime, the increased parallelism leads to a growth in the processor speed v, this mitigates
the decline in throughput. When both the input block size # and the number of matrix
rows m continue to increase, the parallel processing capacity reaches its limit, which is
V = Vmax, the throughput becomes inversely proportional to the input block size n.

Our proposed PA algorithm consists of four main steps:

Step 1: Choose parameter ). As established in our prior analysis, p = 2" — 1 represents
a Mersenne prime. For typical decoy-state QKD systems operating with input block sizes

exceeding 10® bits, the suitable y values are constrained to the following set:

y €{25,964,951, 30,402,457, 32,582,657, 37,156,667,
42,643,801, 43,112,609, 57,885,161, 74,207,281, (19)

77,232,917, 82,589,933, 136,279,841}

When the output length / does not exceed the largest currently known Mersenne prime
(136,279,841), we select the minimal y > [ from this set. For output lengths greater than
136,279,841, we employ y = 136,279,841.

Step 2: Padding and split input key. To align with the constructions of the DM3H,
the input key sequence X (with length denoted as #) must be extended to a length that is
a multiple of y. This extended input sequence, denoted X', is then mapped to the finite
field Z,.

Step 3: Construct DM3H function. We can construct the DM3H function using the
input random number A. Analogous to Step 2, random numbers of length (k — 1) x y are

mapped to k — 1 large integers to form the matrix T, .
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Algorithm 1 Proposed PA Algorithm
Input:

Input key sequence: X € {0,1}".

Random Seeds: A € Z !

Output:

Output key sequence Y € {0, 1}/
. if [ < 136,279,841 then

—_

2: y =min{y|y € Mersenne prime A y > [}
3: else

4 y =136,279,841

5. end if

6 X' = (X, padding 0), X’ € {0,1}**¥// Padding
7. X' = (x1,...,%x) // Split data X

8 A=(ay,...,ar1) // Split data A

9. ifx; =2 —1foranyi=1,...,k then

10: Reload data x;

11: end if

12: X7 = (X1, %)

13: fori=1tomdo

14: forj=mto k do

15: Vi =Yi+ % X @j_js1

16: end for

17: end for

18 Yo = (5o Vm)

19: return Y = X; P Y,

Step 4: Distill the secure key. The final secure key Y is obtained through Y = T« - X'.
The large number of y enables efficient computation where only (k — 1) x m large-integer
multiplications are required, significantly reducing computational complexity.

The more mathematically formal expression of the proposed PA algorithm is illustrated
in Algorithm 1.

4 Implementation and results

To evaluate the performance of our proposed PA scheme, we implement it on two typi-
cal CPU architectures: an Intel i7-10700 platform to assess algorithmic efficiency, and an
Intel 19-14900 platform to evaluate high-throughput capabilities. The i7-10700 platform
is equipped with 8 physical cores operating at 2.90 GHz and 16 GB of memory, while the
i9-14900 platform provides 24 physical cores at 3.20 GHz with 64 GB of memory, offering
substantially greater parallelized processing capacity.

The Intel i7-10700 platform is selected as the baseline to ensure consistency with the
MMH-based PA scheme reported in [7], which was implemented on the same CPU plat-
form. Under these identical hardware conditions, the proposed DM3H-based PA scheme
can accommodate a larger input block size, reflecting its scalability within the same com-
putational environment. The Intel i9-14900 platform, equipped with enhanced computa-
tional and memory resources, is utilized to further investigate the scalability of the pro-
posed scheme in high-parallelism scenarios. Leveraging its increased number of physical
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cores and larger memory capacity, we evaluate the achievable throughput improvement
enabled by parallel processing. This analysis also provides a basis for future extensions of
our work on server-grade CPU and GPU platforms.

To evaluate the performance of our proposed scheme, we adopt a retention ratio of 0.33,
which aligns with the parameters of practical high-rate DV-QKD systems [7, 13]. For a
comprehensive comparison with existing PA schemes, we also report results with a reten-
tion ratio of 0.1.

Subsequent evaluations focus on two critical aspects: input block size, which is directly
related to the secure key rate and transmission distance of QKD systems, and throughput,
defined as the processing speed of reconciled keys. We compare throughput performance
with all documented CPU-based PA schemes at input block sizes exceeding 10® bits.

We present the implementation results of our PA scheme on the Intel i9-14900 platform
in Fig. 2. As illustrated in the figure, the maximum input block size supported by most ex-
isting PA schemes remains below 10° bits, indicating a scalability limitation. Our approach
extends the input block size to 101 bits while maintaining a hundred-megabit through-
put. In particular, at an input block size of 10'° bits, we achieve a throughput of 112 Mbps.
Compared to the prior large-scale PA scheme [19], which attains 0.44 Mbps under the
input block size of 1.28 x 10%° bits, our approach demonstrates a significant throughput
advantage. The experimental results show a great improvement in throughput through
optimized construction of DM3H and parallelized computation strategies.

For the Intel i7-10700 platform, we achieve a throughput of 44.2 Mbps with an input
block size of 10° bits, as shown in Fig. 3. This performance still meets the requirements
of realistic QKD systems in terms of both input block size and throughput.

In conclusion, the experimental results show the high efficiency of our PA scheme in
large-scale scenarios. The experimental results on different CPU platforms demonstrate
that our proposed PA scheme can extend the input block sizes to 10'° bits while maintain-
ing hundred-megabit throughputs.
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However, the proposed scheme also exhibits certain limitations, which highlight a fun-
damental design trade-off in PA algorithms. Achieving a large input block size, high
throughput, and low resource cost simultaneously appears to present a design trilemma.
Our approach prioritizes the former two objectives, which inevitably necessitates greater
computational and memory resource consumption. This trade-off is also validated in our
experiments.

For example, as illustrated by the performance curve with a retention ratio of 0.33 in
Fig. 2, the throughput remains relatively stable and the resource utilization is contained
when the input block size is below 4 x 108 bits. As the input block size increases exceeding
4 x 10 bits, the throughput becomes approximately inversely proportional to the input
block size, indicating that the parallelization capability has reached its limit and that both
processor and memory usage are approaching their maximum capacity. This observation
is consistent with the theoretical trend estimated in Eq. (18).

5 Conclusion

This work significantly advances PA in DV-QKD systems through several key contribu-
tions. First, we introduce a newly constructed universal hash family DM3H, and prove its
security for PA process. Second, using this hash family, we propose a large-scale and high-
efficient PA scheme capable of handling input blocks as large as 10'° bits for DV-QKD
systems. Through the optimized construction of DM3H and parallelized computation
strategies, our approach not only supports large-scale input block sizes, but also main-
tains high throughput. Experimental results on Intel i9-14900 platforms demonstrate its
high performance under ultra-long (> 108 bits) input block sizes. Specifically, our scheme
achieves throughput of 112 Mbps at input block sizes of 10'° bits with a retention ratio of
0.33. To our knowledge, this is the first CPU-based PA scheme to reach hundred-megabit
throughput under input block sizes of 10'° bits. This work enables secret key rates ap-
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proaching asymptotic limits and extends transmission distances, demonstrating a signifi-
cant advance in high-rate DV-QKD systems.
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